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show version iy 4 FIA o

R R ARASATH [ AR IRCAS, M Cisco.com FREU Sk (3R IRA ¥ e e W& L. A
FVEANE R, ST B .

TR MIC . B e B R At e 75 B B

a)

b)
©)

P B R P 2 Vvt CMAIRE B o BT B e A B B B 5 5 TR , ISR S &I
AR AL 12 T A B A L B B L

U AT A RS HE R, A N R & A PR MR e Fe 1 .

WOCF KBV G Ve, RIAHRIRE > O, SGiiEEMEN, IR UESATRCE L 1 A FRE 1P M
fik.

W IE D BCE T AAK, AT RERT BN L X P BRI Le 0 ORI S, SR A REMBR A4 7
USRI ER A R ORI, o s 5 0 S DA 3 i AT MR L8 LA B

FEEBS b, ERTRR IR T I E

a)
b)

PR & > O, SN T FUE AR A0 AR DOINC B R A TP M
e RN R 240, PR A B CE R 2 LR T AR . A OORPIRE, S0
SRR BB ) A 22450 P ) )

ERLERG G N |
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BURAN EEn |
B z=zamnnzes

c) THEME .
OUE R IR B ] ARk, 55 9 U iR BT 2k .

PR

HIB8  HIAEE BVERT GEMEPE R o FIRVEANE R, TS A VRS, 2B 10

o

HIBO R b, B IR R O B R A PR R M . RN E

TEEI0 AN E L, KIKIEFEE (Device) > REIRE (System Settings) > = AR S (Cloud Services) 1
N E A A

PUAE A5 B AT 2 e b G B v m] A

RRESFTHMENE RS
SN IRENS, D SURRRR T B, e BT LA L T %40 T T
B, A IR B, FEE A AT
PRI OL A A AR E A LB WA DR R B

\)

AR QU IR IS, AR, A RE G AL SR R R U G R I B

FiaZ |l
TR A8 hy e e 2 DR 25 W B e A% B A TG B PO L R i 4 o I RS T R 1 Cin 44, b 2B ]

IR AT (R DO S0 R LIRS, AR5 42 1 LUNBR 24 FR o 45 R a2l Ak 1
BRI, ARSI, X AU T Rl PERCE : ARk N TR AR &

WERAFAEATATAF A B T, UGB XL T, AR A A REE B el I

UK

F$EB1 LR E.
BIR2 WAL, e A LR,
RIS AE B PR —IRIL B R T I, i 4UR R TR
High Availability
Not Configured
PR3 F “malHPE” (High Availability) TUH I, 58 F 1% & (Primary Device) #E.

IR R BB B, JF R ECE IR BTG, AT DL B AR RS MG H2 LT REGAC B . 1K
G 2 I SR 7 B RiJE, n LU IR B

TR A NCEMEE SRR,

B =/ EEEB
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mesmAtnEies [

WAL G RPN & S S AW b IE o WS S R M T IR S, I e & & W& IR &R 25
Ml E M. AREAER, ES MW, 553 .
o WIBREO - EPOE RN & R MR R AR 1 O . R IS R A I .
1§ Ff| EtherChannel 3% I WU 5 75 5 5 slOIR A BRI, D AiAE s Sr i nl FIVEZ BT, BAEA
AH 7] ID A1 % G282 F1 (1) [H]— EtherChannel 75 & % & L #A74E . W EtherChannel ANJLHL, &7
B HA JFHE IE 4B &S AL E « EFHIL O3, 1U# 4] EtherChannel H 0 — M2 .

HAZR DR AR, U2 {# ] EtherChannel H 1P F— M0 . A GELE EtherChannel L & ]
A AL 2 A e % S LA TG T4

o KB PP L IPv4 B IPve Mkl HUAERCE RS H kL

o EIP - WA RO TP Mk, 0701: 192.168.10.1. %F T IPv6 Hulil:, #0025 % FIARUE
RNV INATAK B, 110 2001:a0a:b00::20a:b70/64 .

« SHBNIP - BN AEBE 1 ) AR B g LR DR E R 1P Huht . HuhbEOAZS 3 R T
Fl—7M, H5 AR, #n, 192.168.10.2 5% 2001:a0a:b00::a0a:b71/64 .

© TR (R Ipv4) - F A /A0 B 1P Huhk i) 5 P .

sl

SRS N EIRA bR B S L

ARG PR FEHOR E RS BALIR B T Vet o BUAR BRI AE A 2R Wb A% I 985 Bl 26 P e 4% DR P
DA &R BT DU IR) — B A S e R it AR mT DAPRCE — A SR B

* [E AR AR O E D BIBEEEFE R - 0 AL AL W e 2 MR A e b e B 08 £ A P o — e
THIEPEILIEIN . R B PEILIETN, TEARLLIAT T —2D

© MERHE O - W R AREAE T AR IR A SR e R B, T IA BRI R B B iR 1, DUAIAE
R MBS HERS . Ml AU R 4 R 1 . AR5, FCE LT E L

o R RPN S IPv4 5 IPv6 Hihil . HURERDE —FhS I Hu L

C P - IE A IR TP B MDA T A B (B R T
Mo Bihn: 192.168.11.1. X IPv6 Mk, AR HARMER RIEAR AT, Fln
2001:a0a:b00:a::a0a:b70/64 .

o SEEN P - 3 N N AERERE 1 D) —ui oM AR B 4 LR ORCE 1 1P Mtk Huhb 20 b hkAT
TRE—FM, HA05EHbEAE. #l, 192.168.11.2 8% 2001:a0a:b00:a::a0a:b71/64 .

© TRHRS (PR Ipv4) - S /4B 1P Uik i) 7~ R HERL o

PIR6 (k. O WA B B B e Z IR N, TR |Psec INE A 74T
WAAERTBI i LR E SRR Y], ITIC T R AR AT

RIS AN N B, SRR R AR A b e A% B LA I A A A5 AR AU SO . B R OR A 1 22 1)
M EE R NER:, nTRER T R A

ERLERG G N |
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B ==samunmmss

AR RGBT ICE HA SRR e, RSO DES BT I 4n SR B Jn A8 ]
U R P 0 e 4%, WU 958K AE TR IR Bl R AT AES . DAL, S SRR ST A ] Jit DX EE
JRBN, BAELRTI YR, MRS, WA R TR RS B
ZHTANERCE NS o RS PP R BEAT ORGSR AR B % 2 T R b

TR dhHES AR,

RGN E B 2B . ARSI A RIS AT B B T CORAE RS 2 AR

TR, TR R IS, AR .

BB 2l SR BT AR . SR LU AT copy fir & HRIEFCE A B a5 . w2 ett, s EIIAL

LB N A

MeE SRR, BRI AR SRR E. FHEER)E, sliAB.

BBy, BN A “mml FIME” OO, HARRASRR “Hhis 7 (Negotiating)o R MY AR AT B4 4544
ZHTVIy BT, HAEERN SR kT, HERITAN B .

PRIMARY DEVICE
Current Device Mode: Active € Peer: Failed

e, &aT A ER B et WS NCE m] PR s . 26 16 I,

ER TR OAEBNE .. H2, WEELE CLI i show interface, #¥E 4% 1 IEAEAT
TR 1P bk, Wi EECE T R FeRAS RS, B ¥iar 4k “failover-link” Fl

“stateful-failover-link” .

B E S A IR AR IE &
o A R 5 DA . 7R B 1 Bt O AR 28 R
SRR

\}

ER WO ARHRAT L ERAE, TRRE R PO AN S VA S 3 BN A P R U T A B v A B
T ANE S LR )

B2

B k&
T2 AR ENLN, SRS IANEE.

WA B B2 — BB R AT I, LR R P

High Availability

Not Configured
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W3 A “rnal M T b, pd4sEBhig & (Secondary Device) FE.

TR PATLL R

AT T |

* BB TE - R NBIMEARRE G2 HL,  REGRC EDF i i . R TG M (B 7 B e

{45 T LA IE S R

© FINTTE - HIENE MR A RS R % . (ER BB B A5 T B SE AT IR R B

B

SRS WURAE L& LR T IPSec N E A, IH/EMBI B Ra A g M I 5

TERE AdiES A,

ARG BRI B A BB . AT E RSB WERIE B BIHE A . O ORA A AR 1E

ITHHE, RS R T IS, AR

FCE Se i, B B e ] PR . RGBSR R .

BEEF, R “Eml HIPE” (High Availability) GO,  H SRS N e B & 5B e 4. ik
5 RSB RTh, WAKS BRI, BN & RSN b 3 R

SECONDARY DEVICE

Current Device Mode: Standby @ Peer Device: Active

IR TR OAREBNE .. HE, WmEELE CLI i show interface, #¥E 4% 1 IEAEAT
FFRE M 1P bk, W EECE T R reRAS RS, B84k “failover-link” Fl

“stateful-failover-link” .

A E MR BTN IE & H

SR et el P G 1) e 2 ML 1 S (R AR ABA AR DA 32 LA TR

B A% 25 e SO AT IRDL AR e, DAURAA R X A5 (A 7 A A e o SR AR S840 e 17 e
R oA, SRR, DI 46 Bt o WER A RN SR H e T s e i 261, e i tiednic

ke, HICVEEAT SRR o
] AR F2 ] et B G B e A8 2 1
RPN T HOBE A A 5 A B IR Bt R IO e 1)

R 2 BT HIERBEGRM IR E

HFE A = =20 A &K
A e W F Bl 1k I AR 800 Z=Fb 15 #» 45 Fb
T B VW B S P o 500 = b 5 15 %

ERLERG G N |
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B e=svzramrnssustsss

SRl & =Y &/ ZIA I=PN
T B AR LEF AT, (g RG] TN |55 25 1 75 1
Mk

PAR R R U] 58 SO 3 I A IR DU 78 25 A SR G n e Pt 1

B E X F RS TIRNR IIZ PR B 5 4

e T PR P T e PR A A o A A Al L A hello ¥ R0 M 2 W s 0 % e 4 A T S — AN KSR PRI A TR
Do MU AETPERERS BE M LI AT IR = 40IE 52 hello S I, WA SAEREN SR (O REHbs
R R 0% LANTEST JHE, PAIGUEXT AR RN o 324 I E I T 0 — B &1
Wi V.
o WA AE M L RS B USRI Y, AN S HEAT M 5 75
o WA AE MR RS BE RS AR B Y, (AR B 1 IR N, W AN ST M S .
WA R e B B I A b o R AR . TS YRR S A R B, TR A 2 R RS D 4 R A R
N, B a& Tovk b e % 21 46 F 1345

© WERBLEARAAT T 0 BRI N, W B S U BB, IRk S BB IO
B e o

$E AT LABC S hello ¥ 5L 46 V)R AR 457 5] TA] o

UK

B L, MiliiR&.
s LA A A ¥ = AT R B

WL RS S AR “TR ] I (High Availability) B2 A7 00 51 A 41 HY
5E T ERBT B B E .
TG s 2 FH 2% T LAE 22 R 1R I TR) P iR e B 28 46 P 1B 4% o W0 B RS TN TR P, e i
R PRACT I S MR ik e B e B o (HUZ, ISR I I B JE I, SEBRARRIN 2 3 B 2 2R D). BR
INECE I TR 2 HE D
TR AE —ANES I ) R W R R R R 2 1 I hello s A0, )25 30 ik 30434 T b A7 A 1y
o WERAELRFEI I, AT ARWCRIR B X EE R S IR, %0 5 S B0 A A AL e, R e e 142
SN E S, W& B STEAE, Oy EH# %

* 8B [E] - hello 8 Z [R5 AFINR] . BTN 1-15 FPEK 200 3] 999 Z=ZFb. ERIAE N 1 F5,

* REFAT (8] - Voo W ZAE U LA B E R hello V1 R IRINTH], 88 HE IS RIS AW B, T & A )
SRR AR . PRAFIN TR 20 2 /D S R I TR 1) 3 % BT 1 31 45 APl 800 31 999 Z4b . BRIA
54 15 75,

B =/ EEEB
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$E4

mEznsmwikzamsesss [

MiHRTE (Save).

R EZEOB TR ST R B &N

TR 2 211 MEH, RAEBER TR RS . BN RSO B, iR
2 Ay R . AR RO R E e 1 1P ki HE ONIRZTF R, A s,

MBCRAE 2 NN, ORAESZ M4 1 EICE] hello W BN, RHIE4T#E LR, A R T84 4%
F, o P FHRE R, BAE ) — Bt L i AR S e h A, I aHeodie 0 s A oh o At
B dp SRR B R R BE, WIS AT IO AS o R D) — A AR LR BITAT I 2t 4 7
KW, M A L2 HEN “Unknown” ARZS,  JF HAVE TR AN #BRHE AL BRI

A G VBT, W2 S PR AR g I AR . W AN 4 s i (e, R AR
Wi P10 1 2% R Mk 2 kg % AR

AT LU 1] show monitor-interface iy 4, M CLIEE CLIERHIG M 0 HA RS . B RiEgE B,
S W T R IR A, 5 34 T

)

AR RGN, O T AT RO % A R e T A SRR A G BB 1 OGP, KT

MR A SRR RS (IR IR 1 MR IBOABIAED » TSR D RFEI ] SO B PR
ASPNIERI, BRI EA ], R BRI AN A hello Hidli .

Fia Z |l
ERNNEOLT, By o & (B DA T mal ORI . DR, R A8 R AN B 1
TP BN, T A .

SR AR A L AR I F B b DR 1 s e B s e i, U i DR ORI 22 13 ey mT P B

UK

TS, Adg&.

R A I A N S AT R

R A AR “ ] HIPE” (High Availability) U A 030 b 31t

SE IO # RS FME .

0 R B R B A, WA A S il R AR . R AR R, e
Bl &, W& HBE, Wbk A Shnid o BN, FHR &SI &M AT]
FHT- M54

BB AR, EHEEEREZ /A ED . B, WERENAE 2 MO La RS, KA S
ERN 10N OB g g e, @i FSRRTUET < LB RS A MEEIEIED, i
BEOWE.
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B zsomnszosmrn

SIES

$IE6

BOATEOUT AR I — AN A UR AR b, ek 2o H S b o i
T DU R P DA AR A A% SR AR IR I — 0 4 11 s g -

© B EREE O - AR A E. BOMER 1o s ESEs BBk T S, w4
[, HEAGERARL 211 A AEHIBAERT, WA A 18 B & SCRFI B, K il
AREAT R TN R T B AT T Tl

- BEBEEEROMBE S - A 12100 Z1WECy . B, WEREHA 50%, HEIEAERE 10
MEEE, AR 5 MR, Rk A5 bRad A i

X EOREERSE.
IRV E g T WA RS DA DR R R i e e O A R AR . BEE RS I TR e, B
ARSI ) R . (LS, SR PRORG D T RE AR 4 T BT B A S B IR A R U I Rl
Sy, AN AN 0 B AR B R RS . BRI EAE TR S
W DBER OS], MRS HATE AR, G0 S & A s 22 1 B0 21 sl H TG 8 FR 2 1 s e 75
MR, 5 P45 T BEANAE — AN DS R N s 4548 ERPIRAS .
o BT A - AEEFEEE D Lk hello B4 AR . Hi N 1-15 F2Ek 500 31 999 = /b, BRIEN 5
.

o ARFFATIE) - DREFIN RN E, A hello Hodli 2 K 2L LIbnic o A A iR i INHC . B S -
75 B0 o N R ORI I TR AN JE TS IR 1] 19 5 £

FRAE.
RS MR R 2 1 L6 PR B
0 WHRE > EO.
WU ORI, TS M B < TR
b) APEEAUEERAI R, Sl (D).
SRR R B SO AR T 1 . 1 M R IE F Face.
O A BRI
d) GRS, i R R P A PR ST
o AHHE.

CATE, (EARHESE. ) A NS e & A& H TP Hh i A MAC Huik . 3552 [l i 45 1P #uhik Fl MAC
Wbk, 5521 5.

ARG an itz Qs TR

ARG RS R O, R aT PR . IR i Mk 1 Mk S
o ARFED EACE T IPv4 A1 IPv6 Hutlk, W &S IPv4 Mtk AT AT R G5
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rE&m P i mac i [

o Wt BN E T IPve Mulik, WA fH T 1Pve ABJE KB, AN S ARP SKHATIE IR I M 4%
WRRKe X T 78 Ping M,  WASMEHITE ) IPv6 15 pi ik (FE02::1).

RGRAERES B EHAT LRI

1 BEBRATIT/ RPN - — P FOIRZSIR . A AR B 3T T /20 PN 748 O P, DU A 40
R WRCRZATIT, WS AT R 535 I

2. MSEZIA - AN SR IS A LANTEST 1 B A s i i, DARE &
AR () o MTTART, B G B S BRI R A Bt v . £ DI )
(RZ5H) , —HiggfeEdnt, WENSgsERFEZIT. DR Rslsini, 5
BEAEARWCR], WA B WA DR AR R & W BRI R R, W% T
UHIEAT ARP WA

3. ARP M - A4S ARP 2247, DASRIEN 2 MR IRTFI4 H o RSB — X i 25 K% ARP
WK, MMZHRBUR M. ERRKIERZ G, W& &Z 5 BRI A R H# T
o WERW R E, HOSEONIER T/E. W RKRRENTMiE, RESK ARP Gk RILH
TGRS WRBIKIFAKRE, KA RSKEE, R&ITHIEET ping Wik,

4. Broadcast Ping i - G55 ) % ping 75 =K1 ping WX, BE & &S RZ 5 R KEI TG

Ha AT T . W R AR BRI 18] TRV B A FRAE RN 2 SR e, B ) O IE S AR, JF
HexfEEute R RWCEMEM R, MBURIEE ARP S FHATIT 4R .

B & & A IP ftidik F0 MAC it

RSB N, ATLAEAR R R 2% E g€ — A 1P shb A — 25 1 1P bk, BAREBHRE &
IP bk, (R IFA RTINS EAT & F TP bk, 0 3 F v kAT A A 4 FH A s A IR
MM, R REIREREHOIRAS . BEAh, BRICEM T B H M, ISR D B k.

1. P EREITHEEERN, 4B &S E % &0 IP Hilb Al MAC Huhik, JEITFaRfEIEIR & .

2. BB b T2 RS e 8 S HE 2 H TP Mk AT MAC Hiubik .

AT 4R % 5 A2 R MAC 5 TP Mk B (1248 4k,  PI4% L (R4 A7 B AN 2 KA ARP 4% H A8 {b ik,
AR

L SR B 2 SR B I ARG B T2 B2, A BD BRSO 1 e, IR B 2 MAC ik, DA
HEARFIE &N MACHIIE. A, BG4 CERD B2k MAC HhE SOy
TN MAC Hdik, XTI RES FEALTR P, [FIFE, R EHDE R e e, R
MAC Hithil-.

L MAC Hohik vl By yaX Rhrb b, RS TR s i B e 4, B H MAC #uhbJ2 24, JEE
KB 2 B A AR AR R AR . 80 LB A E R MAC Hudik,

WHR A L E L MAC Huht, WA REFS EE R IE S e L) ARP %, DMERERE. X
MAC Huht &A= ARAEINE, bS5 e 44 AN 2 RILFRZS NAT Huhk %% ARP, [RIER I has A S
ST X S HHE ) MAC #ihk & A 4514k

| ERLERG G N |



BAA (gEEgB |
B zezamums

UK

FB1 S > EO.
§45 25 7 g AT 25 T 04 LV A6 ) TP A MAC 0t T S B, e el PRSI
AR T

HIE2 TR E &AL, g (@),

S TN R R R IR A MO R R 3 1 o I T PR RS, 45 LI A L B 1P M

FIE3 7F |Pv4 bRl | Pv6 st 10 b ic S & H 1P Huhk .

A 746 P e LT Mt o T SR B 40 P TP M, 003 P 4 TS T 0P T 24 D i 46
FHE T, PURBHRBRBEROIRAS . AR A 1P AT B 45 1 i
S4B ROETET R, LE MAC ik

BOATE LT, RGO DAL ] Fithe 2 M 4542 11 (NIC) (I MAC k. BRItL, %0 BRIP40
AL AR MAC ik, B P R T REARZO A 71 1 QU v — Sk fnn SR & v T L
AT BN E T /45 H MAC ko5& SCMAC il AT W T~ 70 S 4 A% I DR 9 246 1) — Sk

* MAC it - %M HHH ¥ vy fsdiitht, Hop H 2 16 2 NJEEcy . wlhn, f&nr
DL MAC Hilik 00-0C-F1-42-4C-DE #i A\ 4 000C.F142.4CDE. MAC Hulib ANfe i B 41L&, B2
RS A SRR AN R S AT A

« &M MAC ttohik - Al T e W B B A B is, s v 2o B vest, W
3 B T A6 A ] 32 0 MAC ik, DU R PRE bl D 19 238 v 7, T it P69 2 P s 45 A D %
F bk

FES E (OK).

WIES MR E
Sk SRR S0 B AR 520195 5 B 038 07 T 40 i A

PRIMARY DEVICE
Current Device Mode: Active ) Peer Device: Standby

T LU AR R B0 o) PR P B 7 7 LA
iz
SR DR 3 B R AR AT W FTP Z SR B A AN [l 1 i N2 18] A3 SO, A G Y]

(ST
D NI AN A B AR LR K45 1 R E

B =/ EEEB
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gmsmmr i

TR 2 A LUE AT BL AR 34, Do, A e B AR R T B

o JE WAAE A L, M i&% (Device) > & A FTE (High Availability) T A #6358 . _F1EFE 11
#3 (Switch Mode) -

« LEE AR CLIH, %A no failover active.

PR3 EAERR, DA nT DU I o] R A i ) — 5 A AT A R R
WA T, TRAE RS OB & 14 O 5 5 — G s BRI DU RE R [ ) 2% |
AT “ =T P (High Availability) U A5 F HA RS . &80T DUEH % %1 CLI 8% CLI 5

AN

&, Hi A show failover fir SIS HRIRE . WAL, {1 show interfaceivd, WiFATf <)
ERA T BT O i O e & .

GO L B RN ) R AEGE T AE T A bR A o 1S I T IR e bR e ds )
, 5536 UL,

FERA SEpa, FTUDIES, R T E PR R R 1 RS

Yarlax = L
EIEE A A%
fnr Lot 55 i 1% % (Device) £ v _E S AT R (High Availability) 5548, &8 s nl X .

High Availability
i Primary Device: Active ) Peer Device: Standby

“rRAT IR GO LS LR A

* ABEMEVRT - MRS R R B R A P I B s St S B s . BRI R I B AL
T AEAIBEOE A IR, B ] I S e i 2 B IEAE AR R I A S5 AR e . B
ARREAR B RPRES, ATRUR B & SRR . fln, s R, IR
B R BB, RSB B IR WP R e BN T bR 82, 2R U T
ST LA s kool S5 A 2 PR P AR SR 46 2 T PR S R D RS A5 B
PRIMARY DEVICE
Current Device Mode: Active ) Peer Device: Standby

o« EXREBEIRE - Wil TR (HA) FoE 2080 ] 5 3 1 e 4 2243 AN ol HEFRs s e i
BB MR B R R R 2 s £ A AR FORZS IRPIRAS 5 8 R 7. BE B A
[ R PV T

* RSN BRI RBERK - U LR AT A A VR TR AR TR g Sl sk . RGUKET
JF CLI #4434 4T show failover history details @4

© BRE I SEITRUERL - LB T R LA, e A I s BB AL
o WERIRSATE - AT TR B LT R
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B zesunssame

SRR R AR A A RN - 7 T T A A A o B T R, (R
FERCE . 6T AR 7 4 1052, 0BT 5 PR B o PR P . A RPN, W b
PR B P . 4 24 BT

o e A PR - oA 20 T P ANTPG £ VIR o PRI PR, e 005 A M e 6
AXVEMET B, BRI IR L 4 25 5.

TR - DI T TR A T B, BRA TR R T e, LRI
FAAEM G A EPITHRAE, HXTEMEE B, SIS AR S Gl
B) . 26 7,

- BT R - ST £ s SO B RO o ot S B SRR A2 LI 12 R B s
I e T B R0 6 O o T B BT 5 A SO i R
P fis R AR R 77 C 52 X IPsec II# 3.

\}

R il PRI G E AN A 1 T (i % (Device) > #01
(Interfaces)) o #&Joikgm’R i nl FHPERC & b A 8 0.

o WIBEEETE M - BRI EL 5 AE VP AY AR 1 B . % e AR B B8 I 1
BAPIRDUARA A I BEE . AR A0, DU W] USRS 2% BT il 1 i s e i P e - A7 R0
A5 R, WSHARE SRR IE TR R, 2817 0.

LU 2 21 5 i m] AR O AR I 45 i AT 55

ZIERRESATHME
AT UL iy ] R TP B . BEIREIE T AN B -
« WEBCRHECET N - BANGOUN, HABR MBS BRI bl (5 A GE S IE ) L.
o A BN T mess P BE s AT M By, OF AN B s AE B TR A A Wb 4 72
o BRI B L2 AT T UM IR B bR 72
P ] YRR, A5 R R I b e B e . T B B RIS SRS, JFARBE T )

B, AR, AT MEEHER M, I HRGUKIEA Wb 8 2L R th & e . &%
FR ORI E, AR ORISR

B HA A HA 2Z 80 F 3 X002, R85 HA w45 B AR e I E . W R Pk HA,
MW ETE BRI . R, AT DR BRI 5 R e bR T I, IXRE AT 8 B I & O E B Ok &
WAV BN B R RS 5

B A v, BB A A e B . RS A B, BN
ES B B, (HER® &AL MR 28 3% .

HBEMRSAL T IR I B o 1280350 K L 0 A 0 2% B i 3 /a6 TR
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GEEL T |

\)

AR Wi, WL configure high-availability suspend #ir4 M CLI %45 HA. 22K HA, ik
A configure high-availability resume.

FHiaZ |l

IR AT R BT T FRE P PSS — RO ML T, S AR
IFI. UL, WRGGEI CLUEFP, SRR FRPIRE, THAUR, B H SRR I
LB It S5 B A PR

VRS P e LT TR, A B R T A T B, R B
HATHI ISR, B R, R MR Bk,

UK

SE1 HHiRE.
U2 Sl A I AT PR R
I3 iR () PRSI A4
- HERAAN - RESIREHIAE . FENE, JFSERE (OK). il FAVEIRA BR i
KA TR

c HESA AN - RE PR EHINZERE. HIEHE, IR EE (OK). B HX SR T b
f e, AT PEARES N RS, B0k T B0 26 RS

T = AT R
U A AL 5 B KDL P 5B AT, o DA 5 SRR o o S,
LT . A R A A
o Y T R 2 ) 5 M, A PR

o & MR MR B AT 3 0B LK ] TG . T A B D 2 I, (BAS AR T3 .
BB DR FRAESIRAS, DRI T DU SR BB O & .

\}

AR s, B0 LME A BreakHAStatus APT %5 (5K API Explorer) , J4#i ]
inter faceOption J& 1457 5 22 Ge A8 H 45 F 1P Mk J7 e B 46 e e 11 .
WA SR XAN G, M2 APL; T2 B8 R 2440 FH X e
Flo EVER, RESTEHNE P Hibl, (HAS PN E Fra 8 1%,
DRI 5 AT 0 AT REANTF G U, L BT B i 38 BE Ok b
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B vssmnsmszt Gansmses

HH TSI B 2 T ] S 5 B T AT TR T 65 B R

© WERBLAAL TATIRDLIE R (0 /4 HPRE, WA B s al PR . TORE A mT X )
BB MR e AT PR E . RS OUEAE R B B Wl R, 08 iz s, ok

il PE, AR5 b s e A
o DR B AL T 5 BRSSP 8045 v B vt P P (O3 3 B fRy ey ml A
BO'E o AU 8 B, [N E 2R o P s T AP
o I O SEARAT O R e e] P DD R, oA W T I AE AR U RS B D S8 e I
RISV R AR AR, T Lo s ol IR, AR5 R Wy T

\}

AR WA AR, ABEMTH] configure high-availability disable fiy4 M CLI H1lkf HA.

TR HARGUR, TR E TR A APIRES, AR5 W e i AT It

SRR

SIS A (1) B AT P M

S3 Wb (%), PSR .

S 4 FIEHEE, Yo R PR LA R, RS R
SR N FE B A P T T R, A 0 B R T L AR P

AR GURE ST RIFE MBS A SR AR % BB DTN S (IR ATRE) o FERN A LSS, IRk
KRG B HAZ RN B AT BETT LB RN Th) o

i ERMEFRAEER GRBISEES)

ST LG IE R AT 0 ] IR DI 4 A, B S5 i ke T EHPIRAS 55— 2 4 PR
A it ARG TI, WL B VIO s e, DMETHAN S S e

BT LU ] s P e e DI o, (H ) — S B IO R A, W SRR & L AUEAEIBAT . Wk
AT AU T IR SRR, TR D).

\)

AR Wiy s, WO CLIAE A ARG U1 . W& I ¥es, H failover activefir%. ML

4%, %iA no failover active it .

B =/ EEEB |



| Bamt HEgs

LI
$IE2
$IE3

PIR4

wumanErainsnessEy [

FHia Z |l

FEVIHE AT, S0k B SRR T Bl . A5 38 S R D)3 o

R T B RS A A B AR S O, AR DI i S8 I L S e I, R A
BERIEATEE M, X s R K.

UK

Rig .
15 o A A O 7 Y R e
MBS bR (08 ik gt .
PR, JEATRBRE (OK).
RGBT SRS DU Y P4 O 6 PB4, % P 48 91 1 T 8 4%

AR B RREARTENEEE N

Xy AT X P s 4 HEAT O B S O, T B e EORARBCE . XA AR, BRI
BB A SR E A B . BB B i BB e &P A,
HE, RIBE R A AE B LI R0 o ATART A FS 3 1 S A AE A X B g B BRI
PRI, WRAE A R B I DL AT Wbl s, XSS e B e AT (HR, X4
ST OR B AE B 6 RS K B 4% L
TR AR E R, A LRI AT SO e R, B 5 — BB R R 41
G FFH R VAT, R EE AT T, T LA T . R R ke s e (38 o
B =W b SR
CERLU N LA
o WSROI B S SO A I e EAFAER RSB NS, 46 1 e BRI S Ao i B
ECLY U O REN 4
o A BRI ]I PERTIN 6 F e 8 AT A8 ) S R Bl B o B 2 e I\ B
I A FIVEXT I, #2s R AP

o WRAL R H R T R R e b AR KPR (e, O HLAE 0 0 S e s AR i e %, RABE (K
T KA TR,

12 75 AT A MRS T S AT IE RN i A

e ] AR TP AR v e e AR A A R B VF FTRIE R PR o BEEAT B, AT DA R #4E
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o B I vt LI VFaniE. R)E, FRENCE, S MBR SR (BRSO 4 ENTF
FAIE SR FVFRTIER,  eaZitf O DR RE PP PRI - R WS IOV ATE, 15 U AT RE 23 38 1k
—HBSEAHM, MmN e g AT,

o PR ECBGEE B . B B AT AL TR, sy EEl, A REIER . AT
HEBEARTEN RIS R DR REHCPHAE PRSI ™, ELK LB 0 H 1 P2 D RE B ARPIR A L ZUAH
[, ZAHARM, EAHNEER . mRBEINENPRASA 2L R S i & 5 .

“%%E HA IPsec /& % tAs HA BC &
ST BT B 0 P« AT 0 S5O S R LT RS 2 o
{0 5 LA LT ) TPsec IV 051, o E5CHACRR 4 R ORI 2 B 1

Pl B IP i, W2 T HA BCE . SRS, AT DU TDRT 00 8 o 1 Bl s e 1 AR 25 e e RS
B TR A R A A I R A

\ = — Ay s— /=1 v

EEEIE EARICABITIRAES
LEH ISA PR P R, vyl PR W P G B8 AT RS liehnic R Atk . R B &I 4RI
1B, BB TR DU BRI, BRI IR . WER BRI TIRGE 5% 5% A
KA, AT RE T B N SR AR, R A AN R e B 1, B R 1 R P
A LLA CLI#i A\ failover reset fir4, S MR B 800 0 1E 1 e ot o TR T U 7E 1 %4 oA
M4, EEAHEATPRE. 7T show failover B¢ show failover statefiy 4 {5 i 4% (1) i
HBIRA
H W 8 25 W S B AR IR S AN S BB S E WA . KR Ja B T8 TR A, B3
TR Gabls AR Bl &.
W AR EAREAR R S B SR C R ST B A ) 8 i R S AR ) L, Bl s R AR
W ] BE 2 P R bR 0 A s 5 4% o

TR S AR B REE
MR T TR T e BTN IR D TP, AT TR

Wt B, THCAT S e, DI, RIaTHepa e WERE T 2500 FXOS, i
FEP DU AT IEERAT, SRS FEAEAE— WU AT T Ui PRI, IRATH R T B4t

AR WEIME AR LEHTEEE R G S B R IEAE TR T R B R A A . B R S
ANHARES), BAEAETHPOIRE R TSR R S sG] s AT LUK R R T AN AR I 2R E B
W% o 50T LLFZh U KRR AE AT (9 2 EEN G T, IR BRI T . B SR n) B B4 1
IR R TAC,

A TG i R P AT 3 2 A 1K 2 fa) RURN At () SR VRGNS B, TS B e nl Ik B i 2 e
B, 5530 Ui,
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FIAZHI
SRR T, BRI PR R EAT, JF HL AL
Je

RN THERTIZAT RAFEIER] (B 5EUiCisco Secure Firewall Threat Defense AN « & FREUTF2%
ALK AT AT (1 Firepower 4100/9300 ) FXOS) o ‘&AL 45 0 ZE L & o0 OOk A . st
PERCAE . WL A, DAISAT R RIS R A . XS T-PEa i g ud B, B8 T i A 23
B, IESRIEH TEMAR GEH TR &5 L5 Cisco Secure Firewall Threat Defense FH2% 45 5 )

B2

ok .
PR & (Device), ARG il “H5H” (Updates) MM I EEHEE (View Configuration) .
“HRGTHY” (System Upgrade) IR B 7R MBI AT R AFRRCAS FE O A& AT AT .
AT A
T HRE FAE— N W EARFT A, R R IH AR AL R ORI S A R B AR
FRAS T8 25 RS (R A . a3 B (Browse) Bl & #3214 (Replace File) LU A% .
PAESERG, R ERHASTIEHE. 765 E (OK) 281, 1 LLERESIBNIEITH LR (Run Upgrade
Immediately) DUEFERIE LRI 2. Wi ASIAE T, 1555 0 58 U AT BE 2 I THRTAZ 0 36
GEZH N4 .
P4 PATERLMTALRR A, iR
TR T FAEAT R . BRI e T A AT S, LR RAR A . WRATFIE T
7, RIS RIEAT . AR A RN, WIS HOE R . ARG R, IS IsT
JOp 875 0 () T Sl A £
WS Nl SLEVAR DTG Rt i
a) JEPERIRIEI
AT UHRKRKET, RFEEEANIEARFRRE E—RA. BHIETE, W& T2k
YT RMC E SR BB TR AT PIRAS . W RIS Re % T sh O sk SR MU T2, 1R
ET
b) s di4REE (Continue) THE T FHT 8 8 %%
T4 A B RS I 2R TR, EnT AR ILh s s -, HEIR A TR R 8. 10U T
HIEAEEAT rh I 22 (P . rRAE R T A SRR BRI, WmT A3 Bl sl il 2 .
FHRI & RS R AU T ISA 3000, U A8 K Ho s b e B T R 55 1, DUIAE T 2 )
SR EFE, AR R A ST TR A B I sl AN A TR A

FR6 LA REEPr S S I IR IE T SO A
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“WETE” (Device Summary) T[] 7R 2 ATISAT AR R E T PR A . RS0 ke Th HAk &

] 2 /T, AR . W I TS ] A AL TR ER A, IS nl PR O

T HERS 5 30 T

SARL L IR

a) DI, B TiEsikE: EHR& (Device) > & 7] A 1E (High Availability), 2R J5 Wik
3 () ik Y1HAE TR (Switch Mode) « S5 & (RS SE OCh W5 S, JFRA T IE 3
. Y.

b) & EE EARPER, BXHS RS, PAERME, i, WEEEE RIS A .

A 2% A

WA R e WA T I A, T S RIIEAT T 4

B EH B

SERTT U IS o

a) THRGHIRIE. WEEATANEZHN. VDB 1 GeoDB L& H B Hi, i L RIEATHE B .
b)  SERAAT UL T I R HARAT AT T 2 G R

) .

= A T BUBL B T R BE HERR

— MR F R B PEHERR
ETHPATAT BRI, oI ST A I R iy T RS, T e A I 2 i)
FEREEIR.

RERT R IEFRII S, W ERSCRAN T 8l i R P e R MRS, AR5 3 e A
FRA IR AT R8T S0 T AT Tt DL R et . B AN PP A T K N 3. THR
ARG BRI O AT BAMERR) « BAFRRARTN FR AR .

M6.2.1 KR A AT T R B A4, Jf (L shREL.tar 28 1E. 1203 L34 1T
1L WA OR T iy A4 T BAR L EA

FHRHR EAR A TTIE T B & -
B AETH R 0] AR TR B AR R R . THR i, TR OROK B A I A B PR U AN
i 7 v 6 A 5 RIVAT ) i ¥ 46 0 6 B ST

WEEFRAE R RAIEEH RSN .

AT AT B BOH IEAE AT B R EYES T4 1S 5 BOH b s g B 7 9. i
IO, BE WA TERGH T4, R DR TAC.

AR WERG LS N IRRSRE, AT D T TR A S EOC . LU R E T A
ARSI FEORE R .
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FERAMIN, BRFRIZTHIEIT.

B, BIRGEAENE AT BRI . AN TR S R 0 g e DUEDE S . A, W A URL
MHIBRATAR] “Z04h” BRATHFREHE R 00 B, hitp:/threat-defense.example.com/.

AR SRR RS AR A AE T 5 AR [P B 1 3 B i FOAS, AT LR s W55 B PR sl s
e WUERTCIEWCL, W R HT AR -

FHRRM

JA BN ER Y T, S AR R B EEGE... CHBIBGH) &I, TSI ORMIN
10573 (EP U NIV

* AP TR RN « WERTHIURIMG WITHR S BGH, JF Hig o B sh ik & 20T 90T
PR . THEEIEDTA R, AR5 F

« BN O WERTHIURMG  deaofe DR Js b o 335 SEIE REDF LRI, - T3 I
THEI R ER

HoRVEAE R, WS RBGH D s e T2, a0 BTk B, B ) AR AL
715, IR LR TAC,

= A R FH R G P HE R
XL U E T ] TR
MRARIBERRZHIEL, WASFIEFAR.

R — FR R, FiE RIS T, AR B AT RARAS I S, i B o E B
% GEICAE, BRAZTIHRMBE) QI —Leapoi . REME. R)a, BoH D, FEr
B, IR v B AT

WAESXANEAE T, JF BRI @ B0 AT AR AR, 018 fh (o LU & AT s Ak T 321
WE, RIEEER . AT/ RS ST S, R mn e, Ravigsmt, K
B PRI N 2 . 10, THEON izl 2R AEH .

NERREDEEEAARBELY, XSBHARTEIR.

UUSRAE T2 FH B A N B AT A8, T RE S R ARG UL, (EANSCRRR A 0L RV
PR, (AAIAREEREAT T . TR G et )a, BEATATAT 6 22 A C L 58 O A T e s AT
A o BRI A% AT AR R

NG IX L), 24— B WA IEAE TR T R BN S ARSI, 52048 55— 6 Bk LT ol
FlCE

FRIEMOEEELEEX.
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HEEEES TR,
IR EEF R, RESTEE R, N RS ATt A& {5, PllE
HPERI T B 3 Snorte 1 S AETF UG R A BT CLT, IR AT AE A B — . /e T 2%
sedsen L VRIS TG, RRnTRIPETRE BATIE, T AT IR AL
1 BREEAREREHES, REREMEIIE. SEFATAAENER & FoeRisT. W

LR T A, gk ] s I b B S £ )
2. WEEEE >SRN, RSN (B 1B RE HA .

BERAM AL EYEERE.
B ] P A AAE T80T AAEAS TP IR i A B IS 00 T TS, (HAESEAS TR f
SAEFIHE R . MR U, S BT LR, AL bR (R
RS I Hobr, fEshy B OB TR i FIAEEH] TR ARCASR (K M e 7%
TR EME— CEIND SRVRHREG A I 4Ry & DO e HET 20, R Bl
TR R/, IR DR LW I T/ 2 5 T 0 6 e o
ME—BRELARKY, H—EBRECHRE. ZHRAESITHRESRAE.
T RBARAEA SRR IRANT . TR A BRI B8 i R B A (e o X TEAMER,
TASRE, WERIE TR I THFRA AR M BE %, WA 20 b Wy T A, SRR — A el
PIAS Ve, SR BOFT L T I

BEiRE A A P&

WA, T DS e ] PR R B — AN, AN R IR 25

i

PR WEREE B RENS I A, W ORISR e B X AR e, SR % BE#E CLI A ] shutdown
AT IEH R B . WERBER AL, HANS SR AE  IAR aEAT
WER BATEHGIRR, JamT DUERE B B S CLI 20 G4 shutdown 74>

v Y AN B &

PR3 LB I IR 1

P4 (B LR 2 ] T

WIS AR b, B E] YR (High Availability) GUM,  HfRERCE S 628N . HEE, &
Foot LA Bh B
UPRATAT A A PR O, 5 DA P8 2B 2 B SO A5 A B8 5 i 1R 8

TE6 s L, siliE A A (High Availability) 1B E (Configure), 4R 56150 A [ (1)
BE R R, QRO SEAON BB, PR, WSSO B, EHEE.

WD MR ST FPERC S, SRJEHIN [Psec %8 (WHREEM D o fdiES I A4 (Activate
HA).
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waTay I

EE e A, B O SRR I AL . RGERERT N A AR RCE,  HARYR
P v 2 T LR T 78 2 TR el W e o IUAE v] DAGIE e ] PR s AT 2 A R, T Hoan
RATEL, AP AR e A% AR R T B

My 5 T

PLTR =2 A 28 Q] W 47 e el FH

THEE, A S AR O DR 5 TS S B AR U . eI S Bty & W K &I
e

1A 375

J:l:l:l.j::l: % Eﬁl[‘a%%’v'{k,u*ﬂﬁiiﬂi

ST LU LA 7592 4 B e il P PR AN g S iE 5«
A CRENE b (Rdng®&) , m RS Bos i aoIRAs .

High Availability

Primary Device: Active @ Peer Device: Standby

e “En AR (High Availability) SUR - (KT & (Device) > &= AT AT (High

Availability)) , 0] LAE R GRS IPRE . R HbE, W2
H bR I stk o sl B e Z A [0 AR T B 2R

PRIMARY DEVICE
Current Device Mode: Active

R bR CR

2 @ Peer Device: Standby

M “Enl MY (High Availability) TUH, S dR kA SO MR A 105 (Failover History)
WP, RGUKATIT CLI ?IFEJ‘*J??MT show failover history details

4. BV DL E A CLI
o CLI #5516 P A iy 2o
CLl 7%

M CLI & CLI #Z=6G H, Bnl AT BUR fir 2
* show failover
TRAT R A I S A RS IR A5 B
* show failover history [details]

B 5 AR AL IR AR AL SR R . SN details S8 1] w76 S5 AR 1 i b 4 75
Prsacsk. SAs SR Bh AT OB HEER -

» show failover state
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RN B IR AR . A5 SR B I R IR . e K /A RS

Bkt A R RS T A

* show failover statistics

SRS (HEER)

Y&

SRR RS AR A R B v e Bl n R e D R B AR B, (R

WEMEMTEE L, A AR T REBLRE . Xl RE2 B gi i, X
HE AT B0 A R B e A2 1% L RE AR 07 A

> show failover statistics
tx:320875
rx:0

* show failover interface

SRR R FR A b e A BB IO BC L. 920

> show failover interface

interface failover-link GigabitEthernetl/3
System IP Address: 192.168.10.1 255.255.255.0

My IP Address : 192.168.10.1
Other IP Address : 192.168.10.2

interface stateful-failover-1link GigabitEthernetl/4
System IP Address: 192.168.11.1 255.255.255.0

My IP Address : 192.168.11.1
Other IP Address : 192.168.11.2

* show monitor-interface

SRyl IR A R DA RS B ARG R, WS

, 34 L.

5
I

* show running-config failover

R IE AT E AR RS 2 FE PO e T IR

=5 AT iR O RRTS

=
>

XK ECE R 1P Mk, BnT

B s L e 1 RS

T ATz LR T s R, 8 UE ] show monitor-interface iy4-fE CLI 5k CLI #4

G P AA M O RS .

> show monitor-interface
This host: Primary - Active
Interface inside (192.168.1.13): Normal
Interface outside (192.168.2.13): Normal
Other host: Secondary - Standby Ready
Interface inside (192.168.1.14): Normal
Interface outside (192.168.2.14): Normal

5 W ] LURAT UM IR :

B =/ EEEB
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* (Waiting) in_EAFAT HABARZS, 41 Unknown (Waiting) - 432 1 1V A MK S5 44 588 8 E I AH I % Wi
| hello Z 51 .

* Unknown - ¥J4RA . BORASB AT AR MR IRAE T E .

* Normal - #% [ IEAE R0 & .

* Testing - # [1_ A7 5 ANFCUIET [A] AW 2 Hello ¥ 8.

* Link Down - £ [15}, VLAN 3l 55 #1 7 G

* No Link - £z F 14 B OCH .

* Failed - {EH2 1 LSRRG, EAD A5 kB BBy B st .

BIES A AEEXHNAZEEER

RGEAEMI0N 2 R KESMEEEA RN ARG HENE, 400 2 £om— PR . 5l
ok vE B ID Ve 2 101xxx. 102xxx+ 103xxx‘ 104xxx+ 105xxx+ 210xxx+ 311xxx. 709xxx
M 727xxx. Bill0, 105032 H1 105043 Fos b B EERRAF AL . AR RS HEHEREM, W2
% https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd syslog guide.html™ f] Cisco
JEMS B F 8 H AT S FR R .

)

AR WMEEB N, RGUEMZE D, RO, Mmd s HER S 411001 F1411002, X
RIEw %3

WAL & > BRRIERIRE ERE S H SR, AREERGHEHE. BEAMNE RS H SR
G, LMERTT USRSt M 700 S .

P AN

EXXERZEE LIRENITCLU G5
76 CLI 1, & n] LMEH] failover exec iy 2R 554K L4 show T4, Joid S R B 4544
failover exec {active | standby | mate} %

ORI — B B N AT Ar-S, BB R R B, B mate, WAL — BB
RS SR A BEAE . o

B, RS AR SR DO E M E R, AR

> failover exec mate show interface

EARERIA configure A% L)AL show T &HERCAEH] .
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\)

AR I BAEEB EHYA, nLUMHE failover reload-standby 4 FB N A T

AR e B CLI 42 S M N X L dr 4.

= A RS ERRR (MREEE %)

Ap SR e ] PR ZE B AR IR REIL B U, 18 7% 18 LR 2D B HERRC . e
AR AR e SR S AR o B R, VS 25 D B A BRSSP B, 5 38 1L

UK

$B1 NN S (EERHB®TE) -
o SOf R AL R B 1K) 5 — B4 TR TP HuBE AT ping 24 .
o R AEAE ] B B, IR AR L RS B I 1) 5 — W 4% 1Y) TP M kPR AT ping #4%
W ping BAE RN, T IREE N & LI D AER B W] — M B dn S L B 2R IE R, T
AL,
T2 TN R A
o KA A B A LR S A E R R B TP Huhik.
o KA 6 WA R A AE AR A O R RS R A s D) TP ik o
o R S b SRR iy 1 TR R A — W B
B3 KA SHR &S LTSRS FZHE. EHRS LRREERI G, SERNIZED] “ NiGsh71 0
SANME” /T4, WNMFATS R, R SRS RS, RS .
AR WL E VIR RATAE RIS BT S, WA RE A E I R R AR T e . il
BB EATS N & W& FH B, HETS IR R A T MRS, WIEEE R . Eik
DU, TE D), AR S B SR A, AR TR T K
B4 i show failover history v & 3RHUCA &3 % LIRS S vEgn (s .
AL L
o N RDD R
12:41:24 UTC Dec 6 2017

App Sync Disabled HA state progression failed due to APP SYNC timeout
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sumAugEg wEes [

FEN I BB, R BeE A B B A 2w T e o W] )2 R M S BB e A8, At
F IO PR BB T B

U SR B DN [ 20 i R AR R 4 PT E  SE l o Ae  RTR e e Bt P A P
AR AR o A ZBURT R 1 A S 1 A [ ) 1

Uit show failover i<t 7 Al By e 2 Ab 1 Oh 2 HPIRAS 3T RERURAT A4 B BE o6 b Db e be el
P Bl R 0 1) TP Ml 5 4 v LG B RO HEANTR] o DR AT 1 15 T WO A o B2 Al FH A
I7) £ = 22 /4 By TP bk

Ph PRt n] BE 7= AT 1 e A B e 6 B IC L) TPsec 2 HIAN ] o
A RN F )20 e R, 2 v T P I D [ 2 R I B R o 285 38 T

o SRR ONERERIRA, R HH W REEWE MR R L. &

SR OLAE, 6 B nl REARA A EHPIRAS, SBOURARA R Pl X 8RR (K PT5m PAT ping #
VEARAEIE RN . BOLRT L] show arp K A iBi A #% TP Huhik Al ARP W2 75 1T o

WERS SRS BE IR, JFICEIER, U525 S I IR SR A A CREFIN 1] L 42 VAR AN R AT I
8], b il IR A (B D, sl N 1 e

POk A S B RE . 1R VR A D S R R B D B KA O, DU ORE AT

BCEIER, I HAAERECE . RAEEErS o) i AR N UM B AT e W R AT 7] L,
T B AR IXSe s 1 AR ey g OV A%, B 1 o g 0 (i s 1)
06:17:51 UTC Jan 15 2017
Active  Failed  Interface check
This Host:3

admin: inside

ctx-1: ctxl-1

ctx-2: ctx2-1

Other Host:0

SRS WERTCIER I 25 B, MR RARSA (B, Wbmie i s b LAN B R sl 85144
HAFSE) KB PR,

a)

b)

<)

d)

P B X 5% CLI I failover reset iy IHfir & WA e 2 A HOREAR A 3 B8O o btk
A BUE, KA LA BT VIR . G RBLAE R I 2 o8 HIOA54K, D) il AU Ve

£ e B3 5% CLIf 4 A\ failover reset iy& . IX o HUE E RN e B m T FIPEIRZS .
HARKSOUR, e BOPT L ik Z IR . R A i RIS . W RRES TSR AN IR, 154K
4L,

75 HIBEAE 1 CLI B B84 B3 B u e i T IR, SRR T Ik . CLI fiv 452 configure
high-availability suspend F1 configure high-availability resume.

I RIX AR, R T B AT reboot i
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IR MR IR S PEHE R

W G B AT SR B (e Al PR 2 s i 0 B e %% (AR & BR & > SR AMEID

A

ERAR RN, RSB A R EHBA, Bk B R I BLMRRI S S5k

© WERBEE B RIS E Sy PE (PRRAE BN B A onies B UMt
© WARAE R B B sl I, B AR R BE% B N RE B
© WEREDH A BB B, Bk AR B B bR A, EA B e A s i iR

BB PR o

* WARN I (App Syne) E# B FARIG e A K5 o s B U #bE . 1S [ il I HE
IS [R) A SR B R B 55 38 1T

© WERBLE B AR WA B IS IR DU PRI G, B AR R IC 0 Wb de o . KA et

B e MRS . TSR E R . R RAIBATRGLIE R, 15 % R8T 08 1 #6 Bd%
IR e B . show failover history it WA it S FHIS AT IR DURS 20 R MU 45 6L

o WERPY B BEA AN PR, ARG B AR 2R AR ks Ay e B o6 o 00 R e

FEAs ki L DL ) L

TR VPTG )8 e 20— BURVRT, AR TOPMRE, BEAMCVEM .
AR EVEN, AR AR BEVF AR T DAANE], AE AN P AR Y R D RE R B A [, 3
AT T Rl shae, R A SO B ERCE IPSec I & 8], HAHGS
HAJ&, PIDBEEHRR AN EHPRES . X M sz SR B R iy, LA 20T 2h b T 4l B ¢
# LI HA A BETH R .

5 L PR P B 5 56 I AR B

WX R TETE I m T AL, SRR A T FH 8 2% 3 8 S s e A i, 1 B s R AR IR 1 i 7%
R Ea [tE (High Availability) UCifil, 28)5 s iESE 8 £i8 % (Failover History) #i#z. WL
show failover history fii i 4 tH B H [R5 2RI, BER/RTE HA S UFR B (FEMbiEfErh, RER Ak %

se A AT LME A i o] PR R 24T H i) e

X ] RE 2 4N R s

From State To State Reason

16:19:34 UTC May 2018

Not Detected Disabled No Error

17:08:25 UTC May 2018

Disabled Negotiation Set by the config command
17:09:10 UTC May 2018

Negotiation Cold Standby Detected an Active mate
17:09:11 UTC May 2018

Cold Standby App Sync Detected an Active mate
17:13:07 UTC May 2018
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App Sync Disabled CD App Sync error is
High Availability State Link Interface Mismatch between Primary and Secondary Node

HARME DL, 4 From State *A App Sync I, A BRI B2 “ All validation passed” , Jf H. 5
RIPPIRZEAL Jy Standby Ready . AT 5 1IE W #2006 SE AR IRPIRZS 4 4 B Disabled (Failed). #8506 25 il
PLIK L ) 5, A AR e T O Ve el A . VR, 0 R ) T B AT T SOk IE B N
FFPPHTR, W2 5e 0 JHEAT I, AR5 PRS2 ] P DA 355 s

DU R A2 T, IRl il ) il XS REER T RE A AEAE Y RO BRI S5 I
RO, FRGEaons 1 B E K 8 il B AT R

o TR A R VE A U AN L o

VERPIER RAR H, — AR i, 100 50— AN SR AL T VPAG A o S A5 A b 200 [ ) Ay v i
BN E A S AT s W =t AP A B 2 R B B i IR0 a3 o /- ISR T 5 W VAP DA
& (Device) > B 8EIFAISE (Smart License) J{fyEM 7 — & X254k,

U RN BE o FT B, AR M A S AT 8 BB s BE A BT T R L
NI SCVF BB BRI vl 4

MG B R 8] BV RTUE 3 R A R AN IR

VFAMIES P RN, BT BN R (0 SRR BE A BRI, OF B ANk ™ 5 1
T OEERIRE, MK BCA R . AU R DRI e R OR B
I M . fEI & (Device) > & BETFRIE (Smart License) Ui _E 5 Sl s E

BRI ) 5 A R A RRAS AN VL o

BAFAVLRCHR RS, WSS AT AN R RCAS 10 U B A B e —IRAE— B BE % B AT 2
I, RS RVEAILES . (H2, ERRAETE O SR R R op 8 e B S v, 2 et )
AL, ETHEO AR, SR A TR

2 EMGH B R TR B R LOASUL

HA 425 FR s A0 B AT E e EAAEM T B 1, HaX 545 L Z5 5 AT AR R ) R
HPRASEA (Il GigabitEthernetl/1) o IHTRF R a8 H Bea il 2 Beas FARAEI R ez .
FOVFAES B4 LI EL E R A 2 A4 1, RIS DIl 5 ¥ 4% o 32 I B4 ik 4 55— A
XPEER A . AHAE, AULECHHEE I NOZRIGRPIRES, B, Wi e — & i B
B, FLF BRI ) AN AR TIE AT . R IE R A, PG B N E A A R B R
LEliUE NN

T R Bl ) R e A B B i A AN DL

W5 B WA I I AL W) B LB B A B, D AUEPAR I E . i, "Hekg b
() GigabitEthernet1/8 #11. IHTIRFRBATHANF 8 L o SRR, 38 0 IEXN SR B |
LR

RN B 5 A FRPDR A e e 7 B 4% AN DL

DR SRSl PR R IR A R e R B Kk 65 U (RDIR A W e R 0 B LR B 28 1, o
SUEPEARIR B o i, G ie% 1Y GigabitEthernetl/7 $2H o I RE R AT A
R o AR B, 1 S IR SRR i R
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o BRI B VY R 1) R A B MRS TS R A B I EtherChannel J% 03 #2 1A PR

01 R 3 e e e A R S i P 4 82 42 11 1Y) EtherChannel #2210, ) Etherchannel WA %0755 & W 4%
L HAFATEIN ID R 5342 1o BEES DRI R 7N & WU A% 0 e AT AN DU C bR 25 e 4 5 e
o TR u bR, 15 F 1F EtherChannel ¥ D OECE , FHAFHAMFEL ID, FEMEG RS LA
AR E I,

EEUAVILTE Y R s Dl Gl R SIL RS NN

TN Ay P A R S A DA 20 Y 4 e AR TR (e 4% o BEAR R TE B RN, X SRR I e 2 1 5 AN
AHTA] o WAZRIEPEAN ] [0 S5 AR I 2 vy v FHPE o

R AT S REAL T IH LA L

ToiFAE AL [ — AP UAE _EAERE i & e & s el M. ZER— MU SR 2 M & i S iR
By Al PR, DA R T B AR SRR AE B .

RAERER, 15 ERK.

N [R5 HATR) B ) 8, (H RS TR IMNZ ) 8. PR IR SR i

RS R . W RS L, I

AR RIS Hfe e B R AR A A R R S A L, T HE 223 & (Device) > B (Updates), &
J i B (Rule) 41+ (32 BIE#T (UpdateNow). SR BERoei, SRJEHE . Ka, &l
DY NSEVEE N> & SC IR T HIE

T R BY Y R IR 2 IR S5 E RS AN L

Horp =N a2 TR, B A RRIEN . P RSN B P R
BTN, AR AT IR, BRI G R& LIiRE > RERE > RS, IR G s
MRz R g5 X .

T RICER A ARz X

WA AEA AR DR 2 I 55 DX e MY e W IEA I DX, AR REVFRTBGHTE N 73— B e s, IF
FEFPHE MY LR IEAR K DXtk WSR PN & BER AR D, IO N & e, 2R
Je A TEAS (1 DX B8 T A

 EEHE U EUR . T EI.
KM RGM R PRI, NI REM DL 1)
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.
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