XTIEH

WEF

HEFAUE P — R T B I iR 7 X iE AT SSL (B FE) « TLS (kimE%w
4) F1DTLS CEdE# TLS) %42, 141 HTTPS A1 LDAPS. LA R 325448 ] ) gd Fnas a4
s KT, 1w
e BUEIET , 4

B2 — R H T S AR R 7 e BUAIE AR TR & sl P R A, Bl
Ry A0S AT BBIJECIP Hodik . B iE-Pis i P el & I APIEIA . IEB T SSL (44
ERFE) . TLS U2 %4y) F DTLS CEdlailk TLS) i#%+4%, i HTTPS Al LDAPS.
AT LB LR A A
o WHERIETS - WS 0iE T2 H T4F € KRG e ENUMAE T . &0 LUE ] OpenSSL T H AL H S4B ik
IXEEHES, i n] DUMGIE B N SRBUX SEE 5. Ak, BB LA R B2 . 2 N EBIIE
PR A J PR B el e 2, 8 nr DUl BA R CLISH CLI iy & B8 AL ik 15 -

> system support regenerate-security-keyring
String Certificate to be regenerated, default or fdm

o WEBIEBAUEHLAL (CA) IETS - N3 CA IE 132 KRG v 1 T2 5 HAIE BIOiE 1. XEFEREN
BB AAIE D I X AE T I AR B 4 E Y A CA bRid 5T, CAE-P S T IXELThfie, 1 54k
F o AR T X e fE . AT LU A OpenSSL T [ OV AR BGX SE4EF5, A LU GE B A & Bl
FFRIPUK LEUE 150 hAbh, IR nT DUE & A 2844 I CA TE15. an SR AL F 2544 I 38 CALIE
H, 1% CA ¥k B S HisfT.

 AMEUE BT (CA) IETS - A& CA R Al I T2 A 1. & AT, WAy
WRAEF . 55— CA IEB AU FUE R B IESS

UEP AR (CA) &F8 “28 7 WET DAL B, Mmaf O v £ 50 P 16 503 1 T 45 A AL
o CAFE PKI (ffHAASAS NS LIFI R4 B S PRS- IE . CA mf USRI {ERIEH
=5 (BN VeriSign) , tHATLUZHR N (NHEE) CA. CA F Tt HEUE i SR A0 A& £
FAEP. HXREMEE, ESH AP, %2 0.

it$ W
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75 RSA N RGN E T, R AT — NS AR RS PIT o 3X x5 P A
78, M AN PTIE AT A AT ] g

5, RPN E N S TE R4 . IR I INAEE I T AR g Bl . Hles w4
Yo N RIEAE BB WUERBEEE i AIX I 854 5 6 A T A~ B S R 20 e il B
AR

R A T S BRCE AT AE A (K A PTEN A 0 HLARH 8 € te s P s 508, AN D e il Az
RPN

AREURIETT A DI R SEAESM AL P B 2R I AT IR AR B Bt BRIARS DL R, K24 Web
PN ZRHAL I T CA RIRE BT R .

fEn] LUE L opensslorg. 4L P R HAKRYR TG 8 7l BRI A IS T 25 . 729 T
SSL/TLS M4 B 40 B S & i w4k k.

Thiae{E A RYIEH HEE
A A DB OIER IEHS AU 5. DL R SR A B 15,
SRR CERREITR) - NEVES

CRigEe ) SRiIFIZE T TS s b o AR s AT SR IRAEI, 0 TARIR A SIS0 F
PAT LI A ORI TP fudik, 7 2R A4S o W RARPEIESS,  deae R A B3 A
IES o

B4uE (B9 REFITIZTE VPN - Z{51TH CA IEB

CAIEE . O AR H SR M55 b AT N e e, WA R S E A5 A4 REAE H IR 5585 L30T S0
UEe ARG G Oy A RE Y] 1) VPN SRS SR P AT S g e iy, 1 b2 A T S ik . 2
RAK H g5 ae A s, WATEAES .

EIE Web fRE8E (BBFERKIZE) - NENEP

CAIEE) e AR 5L T Web I, I RAAE Web k5545 LAz BT DA B AR 4 i ) N 2
WA BIE S, DAREG L “ AN AGAE R MU B 7 i

EF2i 18] VPN - RERESR
(. ) WIRER AT, 7F Secure Client 55 ¥ £ 34T X B2 I8 7 52 25 7 i [ V¢ 45 5 3
& s A 2 IEE 1

uh 8 VPN - NERFAZ (ST CAER

AR RO 3 1) VPN AR P IEAS S IR, 5 SR PR TR M v (R AR 0 S5 AR AT 5 43 06
UERT BB IE e BUARIXIFAVE VPN IERGE I — 70, (HEOE R 2 F AR ] T2 B A AL
FEXS AR B OIS I 2 A5 AE CAGEFS,  DMERGTAT LU X AR REAT 5 43 Bl

SSL fREEERE - ER. WER CA FIZ{={T CAMEH LU RIEH4E
(WhTFo ) SSL A2 SR UE T H LA R H 1

B o



;578 openssL s miEs [

 WHEBLEAS T A s e s ) o

o FER A BB A B T B ST, P CA R T A EAE A U

o £ BB LA AR SS ds L (B B2 TE I, AR AE CA T LI T A . 2
fEAE CAUEF T TR AL IR S5 2 UE 1S IS A W UAL o 0T DA $ 0 K i 5 SRS 1 . 1

WFPHPHITHE. RECEFEKEZEE CAUFP EEPHUE T Cisco-Trusted-Authorities
), TR e AT A A IS .

{5 1 OpenSSL & A A ERIEH

PL R 7545 ] OpenSSL i 2 A2 e N EB IR &5 #s UEF5 . B0 LU openssl.org #KHX OpenSSL. A K HAK(E
K 1E A PY OpenSSL A% o o rh AL A dir & T B S, A0 v] LU P HoAth 2 mT e ABLEE A T 110
AT .

SERE Y B AE LS T AR e SR CEE AR 2 U B A AR+

N

AR IXHLEIRI) OpenSSL i &N E A 7R Bl A R LA L S 1K) 2 4 2K

UK

TR LEREY]

openssl genrsa -out server.key 4096

P2 BT A 1K (CSR).

openssl req -new -key server.key -out server.csr

PR3 {EHZ PR CSR B AR .

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

M B B AN SCRpINa B0 9], LA R R A B I 4% P AR B L i i
SRR A AE A PSS TP QI N AE BRI R, R SOE AR BIR N B
RL AT LA R ST A A e 7 i B DUR ST fF
* server.crt - K AR AL BOREIG £ RS 2HIETS . FBUT .

* serverkey - # A EAL BRI R AR FBoh . W RGE A e IS O T, T
LA BATR i 0 FLREA T8 o i th A0 5 stdout, 50T EUIE AR

it$ W
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openssl rsa -in server.key -check

BB Al %3 PEM B DER #2UH0 X509 iE 5. W T2, wl A OpenSSL AERGiE 1. M2 AT
UEP AR N A SRBGIE P e ) 324 E 15 .

ARIEBRTEAE R, WS TIES , %10

A RERIRE P FES SRR E S, TSI hRe I e85 2 0t

CUR D SRRE P40 T il “Xf5 7 (Objects) WU ELAZ AV XT 5. BEAb, B nT BLAES SHHIE
PlaPhn, md AR R ) FE B EEROR QI IR 5.

UK

TEFEFFER, AR5 M H S PIEFES .
ARG PELU N POE SUEAS (AT DA% SR A s e e D
* DefaultInternalCertificate
* DefaultWebserverCertificate
* NGFW-Default-Internal CA
BEAh, REUA AT VEZ IR =I5 UE T MUA BRI 32 A5 AT CA UETD . SSL Ak St nl i X 22

HEPFAT S T2 B 1/E . Cisco-Trusted-Authorities 21 B 5T X E, 3+ H 2 SSL i35 5 ng
1 FH BRI

UL R e SO R I IE RS, RS IR BRI (R G E A P E RS o ik vl LA 85 % 43
REVE AR OR A R P T U M AR IR X IR o AT SRS P AR

PUTUL R B2 —
o SOIEHTIE TS, A + SR E AT BRI A A
o BEEEPHE P, AT B R ESRER A,
. FAE SAHHEBERAL, W SdnE B g (@) kEEEE ().
o SR A IR, i A B B A E A (O).

1 O S B IR AN S B, 555 F AL
o FAEWIBEBRIATE CA T , 5 1

B o



reemamirs g cairs [

 AER AR AN TBUE AN CAGIETS , 35 6 1T
o FARSZAGATH CAUET , 95 8 IT

o iUESZAEAT CAUEPA, 9

FEAEBIERFIAEB CA IEF

P P S R ENLIIES
W CA IET 2 R G vl H T2 F HAUE R AUE TS o X LEUE 5 5 38 SOk 45 (0 DX 0 e T FEAR BRI %
PEY AN CA AR5, CAEAS R H] TIXLETfe, 15 kA5 b MZE ] TiXLeTfe.

f&rT LUE ] OpenSSL TR A AAT A G EEAIE 1S, W] BLAIE MUK MU SRIBGE 1S, AR5 2 LT
DR AR . AR RG], S ] OpenSSL A EHET , 45 3 1.

AR, A3 T LU R 2544 0 N 0 S R 38 CAIF 1. W iR IR & A& 44 N3 CAIF P, % CA ¥
RS A LB, 018 AZKIEBIGE R, TES 048 E 24 10 W EER AT A3 CA IET ,
%6 L,

AR HNZLAE BRI DIRERIE R, TES B D REME I IE TR, 55 2 WL,

B2

PR, A M HFHEFHESR
PATLU N BRAEZ
s MR + > RINAERER, R AL ERIERFIEA.
* RO + > RINAER CAER, AR5 il ERIERFIEA.
o PRI, i A S AR (D). RHEHEF R BRI A AR R N ]
sy “HHRE” B AR RO AN . BbAh, SR RT DAL TEAE TR I 5 R B
BEANUE IR AR
ZAPRAERCE H EN B AR, A IEA G 11— 7)

il EEIER (BEgniRnT B IRIER) , JREFIE RSO (Bl fert) o SRVFIISCHEY A
pem. .cert. .cer. .crt fil .der. B, KiMGiET).

ZAEP 4204 PEM Bk DER #% 30 X509 iE4.

SR PRI 152 2540 5% BEGIN CERTIFICATE #11 END CERTIFICATE 47 . 1.

MIICMTCCAZoCCQDAUV3NGK/cUjANBgkghkiGOwOBAQsFADBAMQswCQYDVQQGEwWJIV
UzETMBEGA1UECAWKU29tZS1TdGFOZTERMB8GALUECgwYSW50ZXJuzXQgV21kz210
(...5 lines removed...)




it |
B =siazzmmiEsmnE cAiEs

shGJIDReRYJQ9i1lhHZrYTWZAYTrD7NQPHUtK+Z21iJng67cPgnNDuXEn55UwMOQoHBp
HMUwmhiGZ1zJM8BpX2Js2yQ3ms30pr8rO+gPCPMCAWEAATANBgkghkiGI9wOBAQSF
AAOBgQCB02CebA6YjICGr2CJZrQSeUwSveRBpmOuoqm9802z+5gIJM5CkggfxwCUn
RV7LREQGFYd76V/5u0rdWx2ZCjqy6+zuQEm4 ZxWNSZpA9UB1ixFXJCsIMBO4gkG5D
v1k3WYJfcgyJl0h4E4b0W2x1iixBU+xoOTLRATNDbKY36EWAGScw==

LS L EEER (SFEGEN S EBIRZEH) , FEFRE SO (B 2 key) o SCHPRRZLAUA.
key. B, RiMSUEE
A, HSZE RSA 4.
%t

MIICXQIBAAKBgQClSulBknrMjzw/5FZ9YgdMLDUGI1lbYgkINTmVrk]jyLOx2TYsem
r8iTiKB6iyTKbuS4iPeyEYKNF5FglCgKWEAdmthNZkBhOsPs1A8e60rSmImeDrtw+
Cc005¢cSfnl1TAwWS5CgcGkexTCaGIZmXMkzwGlfYmzbJdDeazfSmvys76A8I8wIDAQAB
AOGAUVDgEX8VXEOm9IcOubPZ54pZ064KW/0JzUKPOTwxdLgGw/h39XFpkEX1iIgmDL
(...5 lines removed...)
DSWvzekRDH83dmP66+MIbWePhbhty+D10xbiuVuHV0/ZhxOhCG8tig3R8QJIBAIM]
fId05+1dNI4tGbWv6ehHh/H/dTP2ST1Z3JERMZd29fjIRuUJI9jpFC21IDjvs8YGehe
0YHkfSOULJINn8/jOCE6kCQODIJiHEGF/31Dk/8/5MGrg+3zauboKXxiuvedb8Rh+71
MUOx09tvbBUY9REJQlYJWTKpeKD+EOQL+FX0bgvz4tHA

TIE6 ARAE (OK).

WYL T AR B 22T VR IR/, RS 5 e B AR & W e ik
TR TSRS AREE AR, (HE RS AU R KBRS .

H B E A AEREBFAER CAE
A 3 R R B 15,

W CA UET 2 R G ] T2 8 HAUE B RGUE TS o XRS5 RS k15 R DXl 78 T AR A 4%
PH A CA BRiCTT T, CAEAS R H] TIXLEDfg, M5 b5 MZEH] TixLeT)fg.

P DL B 254 I P S RT3 CA E TS, BINXSEE 5 e & [ 9288, WS A4 0N
B CAUEP, % CA B izdT. RS4GRS .

teAt, IEFTEE A OpenSSL GUEHIE S s N ZAFAE /T CA SRIGIESS, # EALEAT. AREMELE, 4
2 AL A EIEF AT A B CA IESS 5 5 0,

ARMHNZ LA DIRERIE R, TS B hREE I ISR, 26 2 WL,

TR AR, RJEMNHRPIEFER.
T2 PATLL R AL

B o



e aganREERfnE cA s [

o WU + > RINAERER, AR5 EELIES.
RV + > TRINAER CAE, ARG ATEERITES.
AR wgE RS, WA AR (@), SHEHE O SR L U R R
. B HRIES, WA RIE BRI, BGETE, AR HAT LT S A
[ B . MR, TR B RE TS, W 4% il BRI 3 CAETS , &8
5 TP, A BAGE 50 [ 25440
SR 3 BEUFP I ZTR.
AR B FVERT 4T, AN R E BAS S 10— 843
S A AT AR S 1S R BB L IR

* BRMX (C) - iE BRI FAT 1SO 3166 FE S/ AU o B, 56 [y [ 5/ X AR A2
USo M 78713 Hh G 4 [ 5 /M XA

* NSE (ST) - WEFH Edm i M sy

« XU (L) - UEB ARSI, B AR

* B4 (O) - B AR A 28 A F AR

« LHLREBGL (FRIT)) (OU) - UE-BHh A S A 2L RAL 48R (BIanEsi 1475 .

* BAAFR (CN) - IR X500 B A FR. EATATRE S et Wl s AR SO 74 R (1 44
Fro JH A EAMICE, A RERMEhIATIER . B, TR Vr 1) VPN IR A ARAE 5 i 25 4%
CN,

o BEARE BN IGIE A R B RSA. ECDSA (AR £k ¥ 25 4 543 s EDDSA
R MR 7B 4D

« BRI - BERIE PN R N H, BRSP4 A, (B, AR i 2
SRR TRL, i FLAZ I (R AR BN TR B o SRV IR R/ DR 128 2 T 5

* RSA Z4HTT LU 2048, 3072 5K 4096 {7 .
* ECDSA %47 0] LU 256 384 1Y 521 i,
EDDSA Z470] LU 256 {7,
o BN - VB AR IR B, BB w2 A, BOARE N 825 K (MWAK
) . HREBIAMETIRE ARIUE. e OB L FE— AR E R [ B 15 55 R IE
Foo BRI EAT S k.
« IRBE - AL BIEABE, AFEFIE BN E SRS — K.

© FRRE - BN TILUEAS NN AT R AL AR q, B sz B A A o
SHAS R 28 H Y
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B cessancaias

PS5 L RTE (Save).

=512 CAES

S %
5

S

N -

SAGALUEB MBI (CA) IEHH T2F AR . &2 AL, WARAMRIES. M1 CA
UEFSAUR IEFFR A N BAESS -

AR IXEAES R REMIME R, IS B DhREA A IRAE5 2R, 56 2 0t

ZAFAT CA UEAS AT AAMIEFS MU LRI AREL, ] L] B &R CA G (BilniEid OpenSSL
TRABIER) o SR)a, AL PEREP AR,

FiaZ |l

RASTRPERIDF—IR, DU & S A BB 254 CA UETS, HAE T IR 885 1)
HEF o 3X— H A A nl i R T2 e (R UE B AR d5cfT . S8 T LA AT show cert-update iy 47 CLI H
Wit A sk A . #0] LA configure cert-update auto-update disable fiy 4 K25 H # # 2, Il
LI# ] configure cert-update run-now iy 4 >RF3l FEE ¥ .

UK

EHRR, A M H R PIEFHESR .
PATEU N ERAEZ
KT + > RINZAEE CAIEH.

o BGREHET, 1 SHE B (D).

BENIEPRIZFR.

A FAERCE P RAEN SRR, AS BN IET A G ) —H 57

mih ERIER (SRR S B HRIER) , RFIEFRZ G CAUE X (Bl *.pem) o SRVFH
AP A F pem. .cert. .cers .crt Al .der. B, KHMERIZAEAT CAUETH.

UEAS P IR 45 2% 44 R 6 20 55 IR 45 2% M4 /1P HBhEDCRD . i, 40 548 ) 10.10.10.250 1E 4 IP ik,
{HIE P sk 4 ad.example.com, U2 20

ZAE P40 4 PEM 8% DER 4% 2411 X509 iF 5.

SRE G (R13IE 35 25435 BEGIN CERTIFICATE #11 END CERTIFICATE 47, {5101

MIIFgTCCA2mgAwIBAGIJANvdcLnabFGYMAOGCSGGSIb3DQEBCWUAME cxCzAJBGNY
BAYTA1VTMQOswCQYDVQQIDAJUWDEPMAOGALUEBWWGYXVzdGLluMRQwWEGYDVQQKDASX
OTIuMTY4LjEUMTEUMBIGA1UEAWWLMTkyLjE20C4xLjEwHhcNMTY=MDI 3M7 I zNDE3
WhcNMT cxMDI 3M7 I zNDE 3Wj BXMQswCQYDVQQGEWJVUZELMAKGALUECAWCVEgxDZAN
BgNVBACMBmMF1c3RpbjEUMBIGAlUECGWLMT kyLjE20C4xLjEXFDASBGNVBAMMCZES
Mi4xNjquMS4xMIICIJANBgkghkiGIwOBAQEFAAOCAGB8AMIICCGKCAGEASNCeYwtP

B o



mezizcAirsa

ES6Ve+S9z7WLKGX5J1F58AVvH82GPkOQdrixn3FZeWLQapTpJZt/vgtAI2FZIK31h
(...20 lines removed...)
hbr6HOgK1OwXbRvOdksTzTEzVUqbgxt5Lwupg3b2ebQhWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0bGITu6+ud4EfHp/NQvIs9dNSPMEfXKieqpuN200jv
2pb1sfOydf4GMUKLBUMkKkhQnip6+3W

WP UE A E AR BN IR, 15 EREBEE CA IEFE (Skip CA Certificate Check).
WUR T B A CA UEF 2N Z AN CA UET, TP I S IEHE .
VB I E{$E A DA BRAIIE S R

KL D) RE AV LR 1 ] URGE b € UE B IR U . b ZRAEUE A P i X e Ty e mT LU R
e, SR gn L.

XA TE T b R A AT A D e AR AT DR e b T IO AE, WG A A T . N, SSL i
BRI AL WA HEAR 1) Web JIR 5528 2 20 “BOUFAFR " &I . W AR LE b7 B IR PRAT A%
T, WE¥ FAEME T show running-config fiv 4 s (IS4 TlCE .

IXSEE TR ) A2 FE H (AR BLIESEST VPN &R, R e ATl LR RS i U T A T 50
* SSL AR5 #% - Wik A SSL k%5 as LHIE+S . 1] T-3h4 DNS.
* SSL & Py - WAELCAR U7 i) VPN A N FIIESS .
* IPsec & i - WAl TPsec 3 15 [H] VPN A2 N IETS

* HAth - %1k LDAPS 25 AV Snort Kl 51 A5 BEK g . (U4 E D REAFAE W AU, 4 b ittik
Wio EoA by Ay HAt UL B a8 A SUEHBON L FEE M, AR5 A RELE PR o He Ak T,
1M HAAZRC I IEFE T AL I, AR5 A Rl FeHth .

PIRT RE#E (OK).

AL EX (51X CAIEH4A

{41 ] SSL fif 25 HEm BB AN 25T CA UF 15441 € SSL At 25 HEms NAG AW LeiE 15, o R de 28
Jr R FRE AU MU FRIE B AE R EAEUE B st al, WA 2 — 4008, ZOREEX
UEAS e PRI, ARRIEIAE R RS IR P 2y e A P R AME, HIXA G IEAGERL ISR (]
LA T 2 FR AR R S8 O R

BRINGL A Cisco-Trusted-Authorities. X AELL MEHF, A FEAEH R4
o WA EGEAEAERNA T RIE . 285, 0T LIFE SSL il %5 SRS W E R IR BB 4L B 4.

o f8 A B AERRE SR EBA AL IR BT ™ M . AR5, B e — D B A EIE B R e By I%
AN RPN S A5 AU 194, JRREILE RN SSL i SR 10 B (41

FHia Z |l
AR B AL T ZAFAT CA R (AR eI RSN R G ) .




it |
B ===z caiEsa

UK

TR AR, RJEMNHRPIEFIER.
T2 PATLL R AL

o« BOIEHETA, Sl B kPR AE R 4.
o BEGEE T4, i ARzl giiE b (@),
S8 3 HIEBAABERAII] (52 h T Em) .
S A P+ B BN
AL R I T T E T . ERIERALIN, ST LA SR S S 15 1E CA SEB UL EHE T,
IR R T R A T, S E B X EEE CEID

YIRS mHE (OK).

B o



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



