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4 Ay B A3 EEATE
LA RIAE L W 2 WA E A BRI 28,800 5.
Fan K

A5 R 5 22 4 IR IR Tpsec Mo S5 AR 2 TR AE 15 2 4 R BRI Wy nl il i il i (RLT-270 )
BRINE 4,608,000 T-777. A FVEFHE ] TC R B .
ESPV3igE
ISEfEN ICMP $EiIRBE B
RS I UEE T IPsec BEIE ML, JE &AL LS LK 38 ML) ICMP 45159 1
BR “AoER” K
5E X IPsec T R WMAT AL BE KAV HHE AL, XU His e 1P ks & T A% A (DF) 4.
HBg
* Copy DF bit - f£#F DF 7.
* Clear DF bit - Z.i% DF {7,

* Set DF bit - % &Il | DF {7,
BREERIEN (TFC) #iEE

Je L RERL TRC A A, X Se i o Sk e, JH -1 B Wi s ic & S0k vl DU Burst.
Payload Size fl Timeout Z 4= B 77 i 7 7€ SA IIRE ML B 2 £

IR T DU BT A SR R BE T IPsec 22425016 (SA) Ji H REFUIR B AL (TFC) 2t a2
7EJH TFC Z R & IKEv2 IPsec #E13.

Ja F TFC i nl 5 1k VPN P b TR A . Bk, BT TFC da, W4l sng 4
il & ) VPN 25 [RGB IN A2 32 i 1 4E .

BB B 180 = 2R i == 18] VPN ER 2 1% I

LU 873 A5 3l [R) VPN HR 38 rh m] AR E 1) O I SRS B EIE T 38R Ih . AT REE AN
R WA o

B AR 1E VPN 52K IKE 3£1R

=% > IKE > ISAKAMP & &
IKE {R¥FiEE

Ja B S ] IKE (R FFIERE . 0] LUK T & O EnableInfinite, LU B 2 MANS 8 sh R FFIE
Bokiiizn .
&
$87E IKE PRFEFIER B MIBG . 1ZIRBE A FO VPN SEARAE TR AR PR RFIE R IR 35 2 AT S N D 4L
Be/NAIBRAE A 10 B CBRIMED ; B KIRIBEAE A 3600 Fb.
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B o ven S8 K

HikaEkE
FROEAE TIKE PREFER R WA A DA BOAME N 2 705 K0 10 7
REZXERZ

R AFAASAE TKE W R 39010 TR B 5 (1 5 4 -

* autoOrDN CERIAED - 4% IR E IKE Phig: T HL 23 Y1 1P ik sl ) e 45 5
BYRAIEET DN CRSZ5CH)

* ipAddress - 1 JHAZ ¥ ISAKMP 5 4345 KU ML TP bk

* hostname - fifi {152 ISAKMP 5 4345 S BN S R BROE A« A PR E 5 EHLAL Ak
e

\}

AR NPT VPN A T et 1ot

B R ES
AR TP kAR K, JF H DNS N e LRI REAN AT, iSRRI R 7 R AT B P
P T BN LA AR .

TERRE T SR B R E
2 SA BRI NGB 5% SA IR ik RS AVCEC I, AV BE 53R FH sl 28 F 1) 6k 2544 &
15 IKE Gl 40, BRATEOU 225 RILILIE 5

=2 > IKE > IVEv2 22 £ 55 E% (SA) iR &

IKE v2 "l A 2 i 2], BRABIFTIT R SA B . BRATEOLT, $TIT M SA HIBCE#A IR .

Cookie [&if]
JETT ) X SR 44 R 1% Cookie JEIA, DAWIN SA KR EHE, Xa] LLE BB I 44 R4S (DoS)
Uitio BROAEHUR, 4 50% 07 H SA IELEMh Rl H Cookie B, ERELL FIEIZ —:

* HEX
o MAS (BRI
« IR
fRiffE N\ Cookie BYH{&

IEAEM TSRV SA BT 70 o ORI AR AR T SA B #8fi & Cookie M. V4
0 2 100%.

T S IFRY SA £
BRIAT LLBE I B A 1 SA i) fs K& . Wik Cookie SOy Fe &M, wT LARC EAR T~ B BRI )
Cookie iy BI{E, LASESEIIAT RIS XA

RIFRIER K SA
BRI SEVFIN TKEV2 JEHH . BRMELN AN SZ BRG]

7E BB E W A S @ AN
M SA FHMI AN B B 55 1% SA M L FEas ANUCRCIT,  Fo VR B O3 R Y EAR Y 1 e 25 44 K
X IKE AT BRSO AR ACA LI A
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BB VPN R Psec 151 ]

B BA 15 VPN 2 IPsec £

=% > IPsec > IPsec i &

INEREB A2 B

PEIE T AR VPO I AN S RF TP 20 1 1) NAT 5% o IXANE I SCHE TP 43 J 1) NAT B4 (11817
BIERAEMBTEL

EHP LA “ Bt KA .0 (PMTU) IS 24”7, BUEE & 245 K0k (SA) ¥ PMTU (1) 18] [ i 1]
EEEERE

S\ SA 11y PMTU (T B LSRRG 20 B 9 ML 10 5130 406, BRI A2 IR
BB R S 2Kk m (8] VPN B2 18 1EIT

SFMERE

W& > VPN > uh S Eluha, A5, WA VPN > Firepower BUnBAHENIE &, 2idniE 41 H 1 VPN
oAb ITITERIETR, RIGAETHUEE H L FERRE .

bEprial

AT T rR LV S R A AN A PR FR D o 0 T R0 R, AN BRI

o (FERGTIELEREBE T B0 - BROAEIL R B o CE PRI BOKE A R S A3 b ) ool St
T YRR S BB

NAT & &

o REFERE BT - RSN NAT (RFFIE RN B 5. NAT i (R EFE# T 715 VPN i
FEH RN S 2 TAAEAE g Ch A% IF HAZ AR IPsec AT NAT I, ALM{kEriE 4%
MERS N
WER PRI, T35 C B AR 58 S T R A 2 R E PR R RIS B S (DR R &b Ti53)
RZED ZIMEIEIRE CCAFE ) o BRI AT 5 21 3600 b2 ). BRINE A 20 7.

VPN it & iy B 4= |

« A EMRBHIR B 5T i H S MR (sysopt permit-vpn) - BRIAE UL, BB S AEMEE I
B E N U7 R R A A . 5 TR T n gek ACL Kt BBt 15208 M AAA RS 8% F
# Y VPN €88 ACL FIZAL ACL W H T VPN it i o

JA A BTAT VPN ISR (I W SR AT BT, TR R U i 2 S UL 0 2% SR FevF

IEF ARG E

- [ERELPEERIE R SREEERE - R A GEFD Baksl, WPR R VLR YRR
A5 P 7 5 A 2 R C B A UE R SR A AR, R P
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. % F Virtual Tunnel Interface

 (EFAIEP OU FELSRABERFIE - W RLEFRILIE I, g fir7s i FIC AR I T B A WS 22 9 a3
CERAIESD  WPRHE A CSCEIE S (48 F 35 AT 2 W44 Bk (DN) AR 4LZURAT (OU) IR E
B&IE -

* £/ IKE B4 RMHERE - WEREFEILIEIT, K75 2 RICTE s MUW DL AL 52 BUE L OU 3k
WO A CRETMIETD , WIS RS phasel IKEID [P 2E, K8 TIF15 1) IKE 23 1 55 21 b

o« (FE TR | P Ik SRAR ERRIE - a0 T B I, K s G0 S G R R U U A o i ik
OU 1§ IKE ID J5 i3k B i C ik, PR Ad B O @7 (16 2544 TP Hiuhik

2% F Virtual Tunnel Interface

BB AR SCRERROR REAUBETE B2 11 (VTT) (R AT % HOZ R L 1o VTIANT 2EKE IPsec 23 1N A LT 214 2L
el o IPsec BEIE 28 it RE AU 1 OCIBC . 0] DB ] e flofie 10— REAR DI L2 1, O NS SAN 50
A SRS . AEAEH] VTN, SAN L0 BE L AN B WS U7 1) 5102 I S B 1o AN P A LR
ERPTATIERE 1 4 R FLAL S5 AR s W 7 i 51

BN ST VPN AT 48, #8nT LAYE VTI B0 S5k 2 (a6 VPN BETE . VTI Al i@k 1PSec i
BCE R B RRAN R )0, N 3ET VPN B e gt fr . VT S HERS AR H. s
PR R B B BRI T, AR B th R I k. X AT AR, T HL VT E S 3l
A R R VPN, IE RS C BRI e 2 Ek . B HE 0 LRI REfE ML T30 B 1
VPN Pe BT R 25T VTL ) VPN,

AT LAAE A E Tt U . ¥ REST APL M %454 BE2S rh & B th 8 VPN, -t A] DL it e
B VTR THCE . 8 B A Oy SRS F BRI B & 10 58] VPN ) S5O G & VTT 5% i 74 VPN,
i 0 A % th 2l BGP I i &

ST LGB 2 A, T ERVR N VTT 1, 45 A VT Bt s Bl Sy
.,

AT AELLU I A B2 [ B T VTI ) VPN:
* G BB B
o —NBB TR AL
o — AN BUHN TR 53— AN G S E B TR I U B
o BB LA ATAT HA Ay A VT 42 3%

AR, TS0 A VL, %17 90
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ER7S VTI

saw [

ELRNBAEIT REF SRR

AT LIME A VT RS & AT ok f iz, SErp AN uh 2 I BRI S IR 2 fE 2k . 0T A VT #
H, 0K B 1 e SN RS IE IR o BN 254 22 AT LASCHEG 1024 A VT, SR H PO AR A
VTI I, SR VT, 5519 b,

Virtual Tunnel Interfaces & N #0[R &l

IPv6 X33
* VTI 32 #F IPv6.

o BEE PR E O AT LA — A IPv6 Mk, I FLIRDRE Al mT LR A Rk i 28 0
« FRIHUL SERFLUR VTIIP (EN ERES TP hicA) 5 AL TP AR 5 -
* IPv6 over IPv6
 JLF IPV6 (1) TPv4
* IPv4 over IPv4

o JLT- 1Pv4 [f] IPv6

o VTI SCERIS A TENAS 1Pv6 HihkAE A B E s A H Huhk .

* BEAVER I BIAT A IPve Mo, JF ELASTT LUMBEMECMIEE . W RATRE I, Bl
P35 — A~ 1Pv6 4R M i 2 R U B £

BGP IPv6 3%
VTI 3Z ¥ IPv6 BGP.

L LGIFNEEE
o 29 SR VL.
o VTI ASCRERESR.

B KRR
DA AP SCHF VT

275 VTI BRI
o {N3ZRF 20 NME—HYT IPSec it & 1.

s VPN |
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. Virtual Tunnel Interfaces N F0BR 1

o INCFFENZS VTIL. OSPF 1 QoS.
o RN TS fh, BRR VTIRCE A O 0,

FR7SVTI B — R & AN
* VTI HE7E IPsec B0 N A AL E
o AT LK BGP s % f ]300 F X Pl 1 2 1R
BB EZ AU B R RECE 1024 AN VTL. BV VTV, 1525 58 LT 9500

* QA nameif FREE,  DUEAGH AT AE B RBECEA VT S

o REANREAE S I (1 B DA 1 E G A nameif. [RIMG, BB VB0 e BE S22 1 d T 4 1
(KD, T AN 2 BEATAT RS B3 42 11 A B b

« A R VT AHER Ti%°F 6 BBl E 1) VLAN ¥ . iy, Firepower 1120 374F 512 4
VLAN, PFEiETFECh 512 9210 i B s 5.
o N FEBEAE AT T E R Y % R ) 400 A VTL, B 400K 45 FRECE Jy JEk B 18 HA [
WEAARFE ]
* VTI () MTU ¥R 52V B 0 B sh ik &
o WA VTI S8R IKE WA v Fv2, FEA8R] IPsec 75 F%IE [ bk 5 H il 2 1 &k Bt
o WIS AZN ] NAT, % IKE Al ESP $idf fudsh 5 4 UDP 4j3k .

* JCIBREIE TR E T, IKE M IPsec 224 R IRARKE AW 5087 A2 il B . X T i f) VTI B
EIRZ AL TR RS .

o BEIE 20 44 B 20 B R AR A T TKEV] 2 IKEV2 S 47 A% 1) A ZEAHET

* XFF LAN [HIBEIEA ) IKEVT, (4 BEIE D547 9800k 75 2 D 250Uk 5 A/ mOont S PR IS 0 A F AR
Pt A REA AR 1P sk (K44 7K

%ﬁbﬂfﬂﬂ%ﬁﬂjﬁﬂﬁﬁﬁﬂ SEURHAE Y VTI RREIE H I IEAN ], VTIOR8 WS e 2 ol LAAE
— M B O RS

« BRASOLT, FTATIE L VTT R (it s o bl n s o

o ATRALE VTI 42 1B U7 SR HlE e VTT A& .

« BATLLKE VT #2115 ECMP XESCHK,  [W]INAC & ECMP #f2s l1 ASEELLL R H
o B CER/EM VTD - 3ERT DUR AT 447 VTI B4 7 4% .

o CHEERITH - 24 VTI BB TCVE VT ) i, IS eae B 2R — X ie & i o —A VTI
B,

o ARERREG - A VTR DR R, IRl o> VTR DB E R .

HIRMLE ECMP 15 &, WES N E SN At

| BETEA


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter38.pdf#nameddest=unique_954

| stsia veN

wmvnzn i

10 VTI 894 1 F0 PR 1
o ANSCFREBEIE MR IR IR RE 1. Bltn, W SC TCP L AE b IE S e U) e Jm 50, i 5 2
T Bl S A 1 R) & AR AT A FTP A& 4.
o 243 VTL A SCHRAIE 15 5 Ay 5 iE
HXER
BA T35 11 P14 ) 0 PR )
BB T b il A8 VPN, 2 21 T

I VTIEO

Qe aE

S S SFSE
S8 N N M
=W NN =

v

TR E T R 3k R ] VPN, A Z0AE VTI BEE RPN 19 i E e EAIEE VT #E 1

UK
HFRE > REEE.

A VT 322 1 (01545 55 120 1) 4wt el A o
HEFGRANIED (Add Interfaces) > E B ETE O (Virtual Tunnel Interface).
BN O ARFIB . BRAIAES R, #0040 T8 FPIRZS
PR TR 2 AR R 28 N F7F .
(Mi%) M2 X (Security Zone) NHFIRPIERE Ak, DMELLE#A VT a3 g
%X
I AR e A O R FERE EHAT IR A, PR VTT 2 DN 2122 4 X O F e B 97 1) 2 5) (AC) #E
Mo ZEAVF VPN J sl BEIE, I8 FF ZEN I — 408 2 A XA g Y IX 381 AC U o
TR SR (Priority) FBOh#I ANAE LA VTI Z [ GHAR B4 T SR 4 i A o6 2
JEHEEM 0 3] 65535, H/hAIE T HA S Ied . kmiAEH T3 VT,
ST A VTL, G ERSE 1D (Tunnel ID) B4 0 2] 10413 3 [l P [ fE—p&iE 1D,
MBEIER (Tunnel Source) 7 413 ik FEbE E JsdE 11 .

VPN BEIEAELE D OB ) AbZel. N d R PIEFZ DR IP Huht. JGi IPsec AN
AT, EHCATLLERE IP Huklk . WIRAE ZAN IPve Mk, 7% B3 ] M B 2 () i ik

7E 1PSec F%iE#E X (1PSec Tunnel Mode) v, i IPv4 B 1Pv6 Uik f4 4 LLFR g il it IPsec FEiE I
R,

7t 1Pttt (1P Address) F-Berfr, i NEEH T REIE 280 (1) 1P HhblAl 10 T3 1 1K) VPN [P/~ 2
Uit (1) VT IP Huhik ss 250847 T [A] — 1 v
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B voEsemmBExmre

iR BAT B 169.254.x.x/16 JEHI ) TP, ANEES @b £/ B Y5 (169.254.1.x/24).,
WAL, EEH] /30 40 45 HEhY, DA B I 7E VT BESE P9 i A A5 FH i > ik o 49 2,
169.254.100.1/30.

BN AGHBE (OK).
;12 SHRTE (Save).

anfeyidid & A VT BR &R i =
Cisco Secure Firewall Threat Defense SCH 41~ (1) (VTI) VPN BC & & BBl . 2432 VTI Joikek
VLRI, VPN R RS0 & VT AL
AT LAELL N 55 HpiR 8 & 4y VTI BRIE -
© P XTEE AT IR PR i TU AR 2517
PRI O N AT AR 1, AT 28 0 AR I A VT I BEGE U5
o AT AR HAT IR SR BE R TR &
PG OLR, FAT AR — AT — MO &0y, 05— N E s A

LB | HERRIE BEXER
1 B8 B U PR 4 Virtual Tunnel Interfaces #ENFIBR S , 26 17 7T
2 g VTI 21, ININVTLEL, 2519 1L

3 fEEIEZ# VPN #h#1ME 5 (Create New o K RON AR 2, 5 22 0T

VPN Topology) i n#& s (Add b e
N e K, 524 T
Endpoint) (ke Aty | 0 TR ICE RS, 5 24 5

(Add Backup VTI), AEEANX SRR B

LRIV e W
4 e B RS s RUGEFE RE > BT, I BB g fE
W&o
« MUHERHE.
5 T ] 42 T SR o * PR (Policies) > i [a)#5 4 (Access
Control),

B B & 19 VTI BE 8 B9 E N

o X T AMBE RO SEAR, R AT DAEFEAE AN A5 AL % 4 (R B R TP Ml JFIC B BE T H A
IP.
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s LIE G132 $7 B9 VPN #4a%) (Create New VPN Topology) [1] 5 /1485 | P #e3it (Endpoint | P
Address) 7Bt E &0 SR TP Hidik

Create New VPN Topology

Topology Name:*

VTI_VPN1

Policy Based (Crypto Map) (® Route Based (VTI)

Network Topology:
TSN Hub and Spoke Full Mesh
IKE Version:* IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Node A

Device:*

‘ Extranet v

Device Name*:
Endpoint IP Address*:

‘ Primary IP*, [Backup Peer IPs]

o FERCEA O RE CUS,  T8 h e h i e e B SR AT U ) 7 1 SRS

HART VTT IR VITIRA T, (B E N &l % b oemg b i & fBE i A . 8 R Edfs
B, WS VT IR E . 26 27 1.

tlEE T I8 aYh 5.8 VPN

T LAAE g Xt i #0246 B PR A 1 1 2 T BT AR DA S B A1 2 TRD R T % e At ki TR) VPN )
T RO RURAD, BERCEIET VTR VPN, BEIE [ P A AL R BE IS 3 o X Lo o
R Ah, T AT VT G 4 3¢ LR E M bE &z 1

AT LUCRE SN P e 46 BC B N SR 2R AS . JPRHTAE I IC B N 70 3. BT UIRCE Z AL 30, ]
DAC A Ay 3

o ST ARBE I O R4S, S AT LUK A TP BB A 45407
o XFHEE S, BATUCE S E S VTIE B VT H .

Hx VTI B1E4E B, 1520155 T Virtual Tunnel Interface , 28 16 Ui,

ufi = [8) VPN .
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B 5 exmmimEss

UK

PR 1 LR % (Devices) > it 8] (Site To Site).

$IB 2 75K VPN (Add VPN) RS, %+% Firepower BihBA#Ei& & (Firepower Threat Defense
Device).

FIR3 PRI (Add).
HIB 4 {F $BFNEFR (Topology Name) F-BiH, #ii A\ VPN ML K.
S5 EFET B (VTI) (Route Based [VTI]) JF-HATUL FHfEZ —:

o EFEE I (Point to Point) 1E 2 #4h . T2k %t 7Y sa X s P P C i K0y, 1 23 0 A RS A
PR B i, 55 22 T

* EPERDERSTEL (Hub and Spoke) 110 M4 4 4h . 204 th R b R S BUR SN B 280, 1155
B 0y o R A R S G S, 5 24 T

S  (n[ik) KBS |\KE ¥R, g ot VPN IKE &0, 25 9 Tirh k.

ST (iR NIEESEE |Psec LI, Qg i VPN IPSec I , 25 11 TUHRRTIA,

SIS (n[ik) MBS ER (Advanced) KEIT, L g Wb A i 2k ] VPN SEE TS, 58 13 iR BT
ik,

PEI iR %F (Save).

T—5Hit4
WGBS ERCE VT RO VTI BEiE )G, B2 e

o T IELE VTI BRI fE B4 2 (A0 et VTT i st SRms . A TR R, 1S R VTI i b e
", 27 0.

© I SeVR s (s B (K U IR . SRS (Policies) > 178142 (Access Control).

V=R O =X RN e
BUE VLR SH, st | Fh 1 S0 2% b 20k s IR) VPN JC B 2% i«
FrIgZ /il
TEHET B H 1) VPN R E SO s R R AR S AL, a0 G 8 T 2% fh 1t s i) VPN, 55 21 08 it
&, G R % (Endpoints) EIR

i

FE1 £ 5 A (NodeA) T, MiR#E (Device) Ny b b FE 2 AIE VTI BRIE 55— 2 3m K CrE M v
(B 73 ) BCHMER R () 42 o
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Nil

B

naamingss ]

XETANIRRO A, iR E LT S
1 fREBA AR

2. {E#&i% |P ik (Endpoint |P address) 4 A T 1P uhl. WA E 44 VTI, Edin—ANgS,
SRJG TR 224 0y TP Hhhk.

3. MiEE (OK).

AN AL BRI E LIRS HUS, W AE |KE EIR P8 AN i UL = 25 5.

B AWS VPC 25 AES-GCM-NULL-SHA-LATEST 1 4 BRIA S o 1 FLazs o) 25 k5% 42 )
AWS VPC, i MEKRE (Policy) FHu4KF1EF AESGCM-NULL-SHA-LATEST L4 T
VPN &4z, ML AWS BRI

ST O A, EaT DU ERABR &3 O (Virtual Tunnel Interface) 47413 P48 52 5 A 1 VTI
B,
BT ik B 42 5 0 A FYREE I, JF HUeol soh 15 4 B itk ieE B ifz .

WEREAEN L A REE—ANFr R, B + B IFRCE 7B WA VTTEZE , 55 19 sUh B

IR BRI VTI RS, W 7EERIREIETE O (Virtual Tunne Interface) Ty 7-Bhik#e VTI,
KRG mii 9w VTI (Edit VTI).

TR A A WAL T NAT W& a1, EIEPRREIR IP A% M (Tunnel Source P isPrivate) &
VEME . {ER%IEE 4t |P #b3ik (Tunnel Source Public P Address) 7B, % ABEiE 5 2> 3 1P il

1B A B 19 & 1% B 34K (Send Local |dentity to Peers) - 6 £ I 16 T ) K A b B 43 (5 B R 326 380 %o 452
Wt MNFIR PP LU ARt S4B E (Local | dentity Configuration) 2 — -t & A& 43«

* |P itk (1P address) - X & 408 FH 32 11 F) TP Mtk
« B3 (Auto) - XL S IAE ] TP bl I 5 (3% 32 4 FAE 5 DN
* BHB 1D (Email 1D)- 45 7& ZH T S 43 (IBAF 1D, FLHE ID f5e 2 7] LLELF 127 ASF45
« EH18 (Hostname) - fii Fl 52 4 bR 5 EHL4
%A ID (Key ID) - $5EHI T S %P1 ID. %4 ID AU/bT 65 715
AH G 3 H T R IKEV2 BRI IC S ME— Sy, TAE N T A BRI S — A4 Sy . ME— 5 fo
VF UG 7E NAT JS 14 24 IPsec B¥il, LMEZER: ] A Umbrella 224% HIEM ¢ (SIG).
1 %AF Umbrella FFCEME—B%iE ID (1155, 752 (CiscoUmbrellaSIG FF#ERE) -
(Ali%) HdsRm&# VTI (Add Backup VTI) DUg & Hidth VT 8 04 #4820 .

pE s TORPIS AR AR 26 VT BA AR BB — 6 B AN REA PN R A A R RS IE
PRANFEE FHARR VTL; DAk, 3 R e — R R AN R 18 H ARl

HAR REAUREIE L LR AR VT N RE R, (E e B vsE 1 WA 2 g 1 2B
ol 4% I FEIE -

ufi = [8) VPN .
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B »omsnminass

IR 6 {LiEEALE (Connection Type) FHk i, EFAXRIE (Answer Only) Bt (@ (Bidirectional). U1
R OK IKE WhURAIE RSN IKEVL, IR —AN5 f 2008 {XRZZF (Answer Only).

N2 % (Answer Only): 1 #& HUBEE XTS5 46 R AR FE I A i Y., AN B R AT 1% 2
W (5] (Bidirectional): 1 %% 1] DL BN % FE . X2 ERIAE T
$187 £HMEE (Additional Configuration) F, AT LA F#e4E:

o BUKRE S B VTI, i A8 5K (Routing Policy). & B0 £ oni& & (Devices) > B
i (Routing) T .

AT VPN B B A BGP .

« BLARYE VPN Yite, i Aidi AC %RB& (AC Policy). & H Ly 2 B B45 117 ) 455 i SR v T
MBI 45 € VT 224 X e vr/BLE A . Be & &0 VT, i & 5 £ VIT A
[R] ) 22 4 X I ) A8 A BB« AC SRS DL IR 840 VTT AN TG B 2 (1 B

HIE8 X1k B A LR .
FIE9 pHHHE (OK).

T—5Mt4
o (k) WEREFRE \KE LI, Wi BB VPN IKE 500, 25 9 W ik,
o (H[E) NHETEE |Psec LI, Ui Wrph Al VPN IPSec EI , 55 11 TIHETA.

o CHIE) AEERE SR (Advanced) JEI0, gl A e 2k 5 i) VPN BRERE I, 56 13 0
i

* Witk 7E (Save).

s EHRE K P VTL, 5% 8% (Devices) > & E 1 (Device Management), it 48 g 1M 97 460
W, R i (Routing) LT+ .
EArLLy VPN UERCE A, s {1 BGP oKk 1 VPN it .

« ZAVF VPN Jis, 1HEPRES (Policies) > 171845 (Access Control). « W IIH FHaw VTI %
AR AT VTL 3RS 5 32 VT AR 224 X0 £ 4 VTL.

A LR B R NG B 2K i
R DL R Ol SRR 1 R 1 T VPN 3

FiaZ |l

e A VPN L E O AR B R SRR S, a0 GRS T Bk s TR VPN, 55 21 0T B
&, S5 Aidi# i (Endpoints) ETTR .
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PIR4

phmsaEiegss |

UK
NIRRT

a) {EFLT & (Hub Nodes) N, siiiian (+) (Add [+])-

b) 7EI&EBFR (Device Name) Bt i N £ 42 7k o

c) fE#%im |P itk (Endpoint IP address), i A\ IP ikt W ZIECE &0 o, IHRA—NME
5, RIGTRE R IP Ml

d) miihi IKE JEI-RIFHR 2 AN M B3 it =204 .

e) miiliffE (OK),

NS 3T
© XFFANKI S, BUE S HUGRL AR
 XFTAERE SO R, T ALE LT RO AU S AL
a) fE9 T4 (SpokeNodes) T, ,Hiliififn (+) (Add [+]).
b) fEi%#& (Device) FHvsiirh, TE# CFEM B & K2 AR (BUPBT).
c) FREILIBE:

o (EBSRZSEERIRFIEIE D (Static Virtual Tunne Interface) FHsgiarf, EPFEMEAECIEN VTT &
Ui ) SRS AR Ve R VT 421

< WEARERIHOFE O, G s+ BRSO BL WS VITEE . 28 19 TUh ik

o WREGRHILA VTI ICE, IH7EFSERIREEREO (Static Virtual Tunnel Interface) T4
FRPIERE VTL, A5 ridi4mig VTI (Edit VTI).

QRIS 2 A T NAT W4 S5 I, 5L P BRIER | P A% A (Tunnel Source|PisPrivate) & ik
HE. 7ERRIEIRZA L 1P #idik (Tunnel Source Public |P Address) 7B, i A\ %I 23 3 1P Hiudik

1B A 51 & 3B 3 54K (Send Local | dentity to Peers) - 168 I I A K A Hb 5 730455 JEL & 326 3 o) 25
WA MWFIRPEFELL F AR S ECE (Local | dentity Configuration) 2 — -t & A Hi & 45«

* |P #biik (1P address) - X & 43l #2: 111 TP Hbdik,

* B3 (Auto) - XHFRIESE BB 1P Hiukk I 50 5 FAIE 45 1937 #2443 45 DN,

* BB 1D (Email ID)- $5 & EH TS 4 M AE ID. HUHB ID % 2 v LA 7 127 AN F4F
* EHE (Hostname) - fff i 5e A fiLE LHL4

* %44 1D (Key ID) - fe e HH TS0 %8 1D, #8] ID b2/ T 65 AN F4F

A HI T A BEAY IKEV2 BRIERCE ME— S 4y, A NI BRIERCE MRS 0. M-S0t
VE BB E 75 NAT J5 115 2> IPsec fEiE, LUEIZEHEF] Cisco Umbrella 224> HIKM M 5K (SIG).

A KAE Umbrella L& ME—F%E 1D (1915 &, 1524 CiscoUmbrellaSIG F A5/ .

(AJE) iR &4 VTI (Add Backup VTI) LUE & Hidth VTI /D &80,

ufi = [8) VPN .



itiE VPN |
B »omsnminass

iR AR PN DX AR L) R AE Rl — PR FRCE 4 VTL. #lhn, a2k A A
VTI CEM&L) S T —ANbEiEE#E O, #1401 10.10.10.1/30, NIXFEE4E B ) 2 4~ VTI
WA GeAd FH —ANBEIE Y 1P, #1701 20.20 .20.1/30.

iR EORMEAUBRE S R A VT MR, RS e S T T RN E T8 25 9 FAE 3 g
B P BT .
AL DAPAT EA N A
s ERIEF AN, EH + Elr.
« BRERIA A0 VT IECE, 1ETH 4% VTI (Edit VTI).
iR WIS AT NAT B o 1H, g1 BEENR |P A% A (Tunnel SourcelPisPrivate) &

EHE. 7EREIERZY 2L IP #biik (Tunnel Source Public IP Address) 7B, i NBEE A
JLIP Huhk,

$E5 RITERILE (Advance Settings) JF7EEFEZER! (Connection Type) 3% ik £ & (Answer
Only) 58X (5] (Bidirectional). 414 Cf IKE PrMRASES: A IKEVL, JUIH A —ANT s A0 RS 2
(Answer Only).

PI6 XTI s, i E L S5
1. 7EIR&ZHR (Device Name) 7 B i N & % £ 7K o

2. {r#%im |P it (Endpoint |P address) ', #i AT IP Huhl. f0 R EERCE 54 VTI, iEfA— g
5, ARG TR E & 1P Mtk .

3. midi IKE IR IR E SN _E SR AL It = ]

TR AWS VPC 2K AES-SHA-SHA-LATEST f b BRIASENS . DIk, A U x5 k3%
#H| AWS VPC, 1§ SRS (Policy) FHulR hik# AES-SHA-SHA-LATEST LI V.
VPN 4%, MG B AWS BRI .

PERT T EIRRE ) AR E Il S R
T8 MHE (OK).

T—5Hit4
o (R[E) MECETEE IKE DL, wigdiBhif VPN IKE £, 25 9 T FTid.
o (H[IE) HIBEIRE |Psec LI, @i VPN IPSec X , 25 11 Wi ik,

o (AR AEEIRE SR (Advanced) LEX, U bbby A e 25t pi 1] VPN LT , 57 13 1T
i .

* RUHRTE (Save).

| BETEA



| stsia veN
i |

VTI ety B BC &

FEM 6 e LRCE VT DU VT BEIE )G, 506 2000 & % SR DL VT BE3E £ Ve 2 ) %
VTI i S0 50N B V7 1) 42 LU EL S VF EIn e iAo

VTI By R ECE

Static Route
EWEES (W) FECEFSKH, DM VT BEIE B i k% 2 i .

MO0 VPNECE T & IREE, RCE BAT AN R br I A s DUR AR P 126 P B3 30 110 J7 A2 1 e s
Ferz .

FEMCE A I, A ORIC & LA R 150

* #0 (Interface) - %4#% VPN B I VTT 0. W2 &0 BEiE, %48 VPN s i 454y
VTI #1H .

* BTk M 4% (Selected Network) - S FEIEREX SR 2 ORI L (A MZEXTREIND .
* M (Gateway) - &£ R0 S AR R H2 11 1P bR OG0T FHRRIE, kPRt
SRR £ HIBE B 3 1 TP bhbAE DA 2K

HRERASE G B, ES MR IERASE .
B R M x i (BGP)
EWE & LRCE BGP, DUEAEH DLF e B L2 4% i 45 S 3 ek % 0 7 1 4% 2 [ i ph ot /2«

1. EEMILE (General Settings) > BGP )i H BGP, RUEAMBE I AS 4’5, JFA N th#s ID
Cln R EBF 3D .

2. 7EBGP ', JiH IPv4/IPv6 J7E4BFE (Neighbor) L1 i E AR

I[P #btik (1P Address) - B FEX S5 VTI $2 0 1P sl Fi 5 W AR Js i TP duhit . 4n %4 VPN
e E T A RS, WA E I HAT S RE XA ) 4 1 VTT #2110 1P Hu bk 4R ) .

* iEFE AS (Remote AS) - F7 & TFEX SFAK 1 AS w5 o

3. HEHH A (Redistribution) i1~ b, WPV BSGERN “ Ci%EHE” (Connected), LA E %R
(1) HB 7 Ko

£ % BGF BLUEMIEANE S, 1HSHECE BGP.

AC ZEREEA M

K5 Ui ) 47 SR U 0 280 2% b 0y [l s sfemes, - AR Fe e A DL B B AR VITT BEIE 2 18] N 28 3t i

1 GEDE CARVE” BRI,

2. IEFEAHLE A VTT 2 4 XA XAk, AR 5 i B B SR VTT 22 4 XAl H bR X K

ufi = [8) VPN .
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B sz ven

3. IEFFIERON RN VTR A XA R, ARG IEFEAHBE % (10 VTT 24X I AE 2 H ARk

A SRHC BV T4 N A PR AR L, 3 2 ) S M 2 5 ) 2 R
A\

AR BCEAD VIUR, GO S 5S T VTR % 4 DO & BRI .- AC SRS BT R #6fr VTT A
FURFE I E

ez uh 58] VPN

Cisco Secure Firewall Management Center $& {1317 1 [H] VPN B&IE (1R HE DU A 22 3 £ 1) VPN B& i H’J/Iﬁ(
Ao AT LI B RSBt Z AW BRIE 51 R LSRRG RS : W 3h. ARE3hseis 3 8 .

DIMRIE RN 454 B MR A R DR T R el o I A2 4 o A v 1 e A 2 Wl s S N s Jiﬂu
TS0 B A F2c A o 1R I 1) 1) R SR BT a3 Shs 1 AE 1 02 WS (1) VPN IR 00t i DB S B DL &
AR AN BEIE (S A g th A VPN BB U PR IEFE 11 (VT 158 .

AT LU e iR -
o B EAT i) K VPN BEIE I HEA T SO R
o IR SR VPN G515 46 2 1A (R0 92 o
* ¥ VPN BRIE IS ARG, DMEAE S R RS AR K VPN &z
A ORI B T 0 B WU TR ) VPN IR L, 1 2 G 75 SR A1k i A) VPN, 35 4 11T
AKX VTLIER, 1§50 5T Virtual Tunnel Interface , 5 16 7.
A% BUPBI A VPN B R R HEBR 1045 L, 1S B VPN 5 R s HE 5 o

AETUFNPR Y
© SRS RS ORI RE VPN (513K EANE s O B R HR8  BE 1
© RS BRI TSRS (1 VPN R4y VTL (144 BRI (145 5L

o XTFARIEE, IZRAS Bos S A (1 T A e RS B VPN AR & [ 4%
fEE e NAEESUGERE T HIE AM, S350 S0 SRR TR H K

Ui 25, 18] VPN M52 HI E AR

Sl ASCTR) VPN IS 34 o IR 7~ il i [A) VPN BE IE 1 LA R R F«
* BB R (Tunne Status Table) - 41 H A8 7 B0 i 13 2R VPN 3R
* BRIEIRZS 4 % B (Tunnel Status Distribution Chart) - LAFRCIR B K = 8 28 AR A&
* $BFMBZEFIR (Topology Summary Listing) - %46 4RI R BRI IR 2

| BETEA
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| stsia veN

wizsksia ven [

VPN B%iE B IR 7S

it e A A PR TR 23 51 DA ARZS Y VPN FEE »
* &N (Inactive) - WL T A IPSec FEEHACH], WISRIE A CRE T BN ) 1) VPN BEER AL T
ARESPIRAS o WK VT s BRI 38 37 e B e R )8, RS IE s G ]

« RN (Active) - 76 FHEPUL Hr, vk ATE] VPN 2R R4S VPN #4h) IKE SRS AT IPsec #EiY
KECE (1K) S B P A0y 558 5 T F ) T B OGRS 2 VPN FR i Ak
FIEERE . R UEDE A IPsec Bl IE 217, IKE BFiEA £ E #1817 .

B H 7 VPN (VTI) BEIE AT T O R AL T3 2R A o S e AT AR B R 50 38 A A
WA AL T3 3RS

» TiEBEHE (No Active Data) - & ! VPN FRIE 2R EF “ i8N (No Active Data) IR,
BB E i . o3 EdE” (No Active Data) IR IE 2341 H T B Hi4H
(1) S s 24 B B 2 VPN,

B sh &z w3

P s VPN ol 23 WU HT . J0mT ARG E D LURS & (BRI Hr VPN MK, s o< B3
K R o

riili RI#T (Refresh) T]Fa R 8103, A nl FH AR ] g e i b3 5 LU 2 (25088 -
B 1: IR E AR

X Apply Refresh every | 15 minutes v ‘ 1l

5 minutes

10 minutes

30 minutes

RTTE S (Pause) AT AR it 245 15 S B RRT o 80T DL ol i) $2c B kS Bl s i
[ 2: 1 EHBIERIHH

Apply Refresh every | 15 minutes I 1

ufi = [8) VPN .
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Xtk (8] VPN B =30 B T IR FR HEFr

AT UZ R A . B AR R IE M &R VPN PR P i St .
i, fsn] DA REE S b oAb oG PR IR BRI
FERLPEAAE h S B P IR A1, RS H e B IR

B 3: 3 IERR E R

Topology

Status

ST DU T 2 2 AN I 98 A PR B ot -

P, AT DGR R AR AT “IFR 7 (Up) M “KH” (Down) AR MIREIE, I 2T “R

H1” (Unknown) RS IR FEIE -
B 4:n . TR IELE

‘Y Status Inactive x NoActive Datax X  Topology SJC-BOS-1x X

X ‘ Apply Cancel

Tunnel Summary

HEFF 303 (Sort the data) - EL4% 51 B AT HE >, 1 s T A1 bt
HxEHm

KTuh AR VPN, 511

Z<F Virtual Tunnel Interface , 58 16 1

. uh =8 VPN



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
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