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Jiis VPN F ] DAYE GO0 S 25 s AT B2 LU TP ki, DL R 2042 %% AnyConnect &/ i o

A7 RMC B2 S PG SCAF AN i AR 5 U2, TH 2B 4155 AnyConnect 7 ) 3 JE T o

FIR6 EFMZIEOMBAMES .
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a)  miili $5H JFEPEIEAN H bR 45
o RIATR F1 R IE RYIR
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fE gy ENUR T, EHEAEBREO LERKE ARP.
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Cisco Secure Firewall Threat Defense 217 1) VPN HHE 25K ¥ AnyConnect 25 ) i it & S0 HIAT-4%
SRS VPN K o 80T LUK 2 g I B SO I F2 20 41 SRS

AT LLAN Cisco 8 N840 N2 AnyConnect 25 7 i it B SCAH ZwiE 2%
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L% & (Devices) > L2 i 1a] (Remote Access).

A YR I FE R N VPN Sl 5571010 4R48
A B IR AnyConnect 257 i i 'E SCHH L) 4R%E .
i YmEELH KRG (Edit Group Policy). WHRBIE RS INFT WALENS, 15 AdiRin (Add).
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a) fENE AT AFR (Name).
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LAVF VPN J P EIERL B R Vs 7] VPN N5 ) SR 2%, U] ARG E 7 B FSE . R0 B AR s
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Il z72isiE veN


https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313

| s&#2ipis VPN

$E4
WIS

$IE6

WA E

SEA1
IR 2

$IE3

T |
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Brith. HAN, ERTLMEHXT &R > IR ETE > #libith B 427E Cisco Secure Firewall Management Center'
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WIE2 PRV IR VPN g, R it dwig.
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B S SR MAR IR - PR U A MR NC B S B SAML Y IR A€ 1) 1dP AiE 578
SAML $RBERE 7 (1 T S 3R AR A1 . I 1dP R a3 ik fiiE 15

Microsoft Azure FJ DL Ay [R]—SE4K ID ZHRFL AN o SRS CHIRSR SIAS [R] (1934 B2 0 ' SC
) AR EEME—FAE 1o an SR Y R G S TR AR B B N R A SEAR ID 5T
i LA TP UEFS, AT DI RGBT

X )3 FHEE Microsoft Azure SAML & /042 L FE 7 2 #5:2 4 SAML W H .

T B UE A H UG SIS AR S LR

B RBCE S B REAR S 20 SRS B, IES NI S R RSS2 .

EFIEN SAML BRI DI E T SAML Web B 43 56 UE 31 Y 25«

* VPN % P g AU 5T 8% -1 PRIk ) 48 ] VPN 257 s ok A\ 20 2 s 2647 Web 5 47
Wik B RAESGET T VPN IE .

« BOIMRIE RGN 5T 8- P b1 I mT e B BN ERAE RSB RFE WebAuthN (FHF Web &
Py BGUE ) FIDO2 bt ) [RIAH I 2% . eIk I F 50 550 6 5% (SSO) S FF Web B 47 50 AIE
ik, B EYR B A BALE .

BRI T 28 75 BN Y0 3% 8 AT Web SR B0AE . BRSO N E A BRA-
AR Y - . ST DU e S FE VT M) VPN SRS IR IE B S 4R (Advanced) >
AnyConnect & Fi#{& (AnyConnect Client Images) > X148 3 14 (Package File) T 1)
SCAH A T CSCER DA A 0 e 8 S A o
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sErgiisl VPN |
B ==aesevenmamnigs

« ST EFER- WA i Pk B EA S 4, W £ R 7 BOk
EIoRBUAME: CN (2AF%) f1oU (HLEHAD) .

- EREA DNEAR P B- R0 Az B 00 T8

3 w] AR B 25 U5 [0 s (DAP),  BURGHI R 19 SAML W 5 & Vs 7 44 5 DAP UEAS
JRPEEATILEL . TEZ G E DAP 1) AAA FrfEBEE

* SRIIERRSS R - SOy IR AE SCVRIT U il 2% R 238 ik 55 2 BT LA TR iR 5 s By
WAIE 5 2 A R P SEE R BAE TS o 50T DL T S (IR D RS, thm] LUK LS AU g ik
Lheemt &1

RS LRI 55 o B AL 5 Uy Wl T 55 4 1 MR rh e 5 0 S0 R 55 2«
* LOCAL-IHIK A 1l A Kicthe 72 HEAT ™ S B0
* ZR AU - L PEA L UK T AN DURCE AU 2 B4 Active Directory 45N
A H 3K o
* GUEL-IiC A LDAP 2k AD 4. 12 B Active Directory SRS H 5% .

* RADIUS BR %5 8848 -1 F§ RADIUS k%5 2575 I RADIUS R4S 28 4154 % . & 2[4 i RADIUS

M55 2o
c BRBERISE-N SAML S4Bk G R GRS A B TS SIS S R S5
Ao

[B]1R 2 7K 3t B 49 58 3 - F A B 1 F P AT S 50, BRAE AAA RSB AATTH, R R
EARME YA, BIATEr VPN R%IE .

 EREENSHIIE - R ES MIUEZ A, IERCE TR S RAE, DUMEY VPN 2 S A
ZARY . HHE S IR DOE H T AAA R PEsIiER T AAA GO EGIE 7.

4B S I UE S — T A IR TN RE, i%IhAE K VPN H ' #E AnyConnect %3¢ i %k _Fo NP2
RN o EGE VT LACE Ry M B3 90 UF R 454 B S LE P PUEH AR B 4. A0 E S i
UE I B B 3 SE 3 D i, A 3% T FE Vs M VPN S B0 . SR AT A — S B B0 UF Ik 55 4%
TEAEVI B — N S B0 UE R, VPN B3 50 UE R 4 4

WAIRAE T B B S SR BT, A P 44 R B O B A B B I RSS2 4] (AAA TIRSSES) &
i, ] LR G Gy IAIE IR 2% 2515 B Sl LDAP B, Active Directory 4, K54l 1) 5 43 56 1iF 4 & 0
RADIUS AR5 4% .

iR NNV N W R AT

SUIERRSS RS -y VPN ) SR AR B 4 A0 A0 (1 5 B B 00 56 0 5 55 45 -

* BR B 7K b B4 58 - i F A HWECHs RS b P AT S IR, RIS AAA RS SR AN T A,
HNEORCE A, Bl gsr VPN P5iE .

P BN BRI A P & LU I T :
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* BN AEE S VPN MRS, SR A 4 R D

ERESGRIERFA: M ANESMRAERSSIIG T 25 O RE A ) 55
ks A2 AN A B

RS ERFIRIEBPRIAR G TS Skt A B 4 .
R A ZANIE S KA, WA LG FELL FEZ —:
© F—MER-EPRILEE I AU N VPN % 7 vty & T A E T i 7 4 .
© 5B TR IR PR IR I AR I ) S A Ak B L e R B 44
 WIAGEFFBREFFFEF BOETL, Hrh ok AR I T A . W EREER 7 BORE

WRBUIME: CN(2FR&FR) F1OU (HRLREAL). WLk {ERE/ DN (A #ZFR)
EARRRIET, ARGk REHP S0

AT R T BONGHB) 7 BB TR B S T B 3ET A U] .

s FRAPEREOTEIESR BB R 2 (Prefill username from certificate on user login
window): H i@ id AnyConnect VPN & P i dEFEI),  FIA 78 25 ) s uF 15 4 B H P
e

cEBREARBARE: W ZRNE ) AR, EX R,
TR AR BE S IHA R 4 .

* £ VPN 2EREBIA A& HiI A A TAE VPN i IR S J s 80

SRS 4 RAEFELL LT
* BHIIERR S B8-S I AETE MG, BRI BRI RS e B 4 S0AIE ¥ ™ AT P PR 55 A i
Lo FRCHILH G AR BT I ERAE . HSEEDh e BRI m Pk TAE. A
EFHFRA s DU E Rk 1 B 473 B DAy A7 2l S (3 S0 0E (¥ S (A [ PR 07 B AR BR o 5200 2

AT S BRI
LT A RIEREYT R VPN B TAR B S 2 A58, T2 1 LSRN s P 1) S S, 28
6 1.

FEIEPEMCE S H L E T RADIUS g5 DAREAT I 28U, S RE V517 VPN R SEE B 61 A] LA
BRI AR E 2 M RAUSE . 7 RADIUS JlRds s LGB (AU I nr LR 2 T 2
Jre M BRI IEIS ,  IXEERE E AR MR BRI 2 b B

pE 2 MIBUIR 5585 AT (] AAA I 55 % Jm V72 o 17 2 i AE 4L S sl04s P e B0 kB mT g
2l E A JE A
© WARFTE, THLFHYE A P AL TR AR E R R R

JAMZIEIUR , ARG A 3 (K 44 AL T RBP4 ] U AT 344 .
R e P AEAEZT T 44, MBERHEE .
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o MR PR DI AR I, SN E LDAP JEMEMUR o 0T DUE R T 54 B E FI AL
(AR 25 2 BB IR 55 4 . il BCE LDAP [BHERRET LIRS N T BB LDAPJE A

iR BB ASCRRR SAML & & (R AR BUIRSS 45 . R SAML 5 4 L%
JF SR HY Active Directory AJJEI & B A AT BB f80 U7 ), DAy DAs R DL 2D IR
HC B AN

* JJ AD IR S5 #5 U5 It 12 A i Active Directory SR 45038 H 5% o
o BRSO GAE I RV 7] VPN RN & S IR BUIR 55 45
o N PTIESIREC S LDAP J& M .

ML E LDAP JE MBS B, 155 [0S LDAP JEEms , 26 43 1,

HER6 Jy IDMRUEFELL R LT
* ICMAR 55 =310 KT T ERE T IEAE S i) (R IR S5 ANAAT T IEAE A AT IR P 28 DR . M3 AAA 3L
W,  IZ8 5 I i 55 #2317 RADIUS JiR 55 &4 i Fl s e cikfs SRR 1 IR A i
IR E] S AL TR B I R AT S5 DL RS S AR IR ). SR )5 R 4
UL IZES, AT A B, 20 P vk SR e AL . AT LA TSk Dh E, T LK
Ho 55 e AR e e S

T T XRE R ) VPN 2515354710 K K RADIUS iRk 553410 %

TR G SRZELL N HILI:

* W P2 MIBR G- 45 AR S AAA IS5 a5 200, BRI 2 MR . flhn,
SRIEF LIRS PN 44, WHZHCR WL 2R, R A0% 3] AAA IS5 25 34T S 00 56
iEe BROATEOLT, BRETAL T HOH LIRS .

* WA P ZMIBRE- 7R A AR5 3] AAA RS8P AR AL AR BROATS O
N BRI T BOE L R

ph s AR B R T I SR IO SEVR O T A AT SR il . T LUR T IX 2
IR HE, WERIRSS A TCIE T 7 B AT, WAL X AN S IEAE

* BRYEE (Password Management): Jo I fE 15 1] VPN F - 25 B A7 B . e 48 DAS iy Jn 25 65
I HA 25 A 2 A1 H 3

PR 8 midiRTF (Save).

AXER
TR FRAN e 1 (1 SRS S, 2 6 0
(EpLIE

Cisco Secure Firewall Threat Defense A RADIUS fR % 828 14

JE 55 RV % SRR FH P AU (AR A R AR EACBR ) 3 FH 21k H 4135 RADIUS IR 45 %% 1)
VPN 4z, X ECIEEANCE N TR N VPN S A (1 S0 B0 1E R/ s B2 8L
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Cisco Secure Firewall Threat Defense i% £ S £ A LW 75 ID 3076 [H) @1 .

LUK HI P B 1t RADIUS IR 55 1% 21 o B A e 46 o

3% 2: )\ Cisco Secure Firewall Threat Defense % %% RADIUS AR 55358 RADIUS |8 1%

* RADIUS &1 146 1 150 & A Jgbih Bl 41 e £ /i% 21 RADIUS iR 954, BAF 5 3 B b Al Sk 4%
Lo

BT =ANEME (1464 150 151D A& M S B 181 % K 1% 2] RADIUS fl4s2%, AR FFaAd
TG < I P SR A 1 T R

B BH&S |EE. LB  RESZE WEASE
HERRIC B A4 FR R IE | 146 TAT R Lik(E] 1 2] 253 NMEFF
HAFR
% R 150 AL i 2 = AnyConnect % /7 %ij SSL VPN, 6 = AnyConnect
% J'¥ii IPsec VPN (IKEv2)
SERA 151 R HAAH 1 = AnyConnect % /7' %fi SSL VPN, 2 = AnyConnect
% 3 IPsec VPN (IKEv2)
3 3: #5049 RADIUS 12U 1
BHEAR B | B | 1EEIER BENZE |RANE
Bt | ws
Access-Hours SCRF (1 TR Lk (] IS TR) S ) 4 Bk, 3] AR I 1)
Access-List-Inbound SCRE (86 | EATHR LiR (] XA ) 913 e LA T i 5 0 125
ocose LisOnthord 57 om : ACL % #K. {41 Smart CLI 4 J& V5 [ 512
ccess-List-Outboun YHE (87 | AR HfH I ACL (ML HE% & (Device) > 5%
(Advanced Configuration) > Smart CLI >
(Objects)) -
I ACL Hl FHEHRIA B GRETEA
W) U R GRE ST BT
Address-Pools SCRE (217 | PR R Lik(:) JEP B B b SR E R R A4 FR, F
VD Hhit it A1 P B R R D7 (7] VPN
Wo £EX &R BT EE S EE x5 .
Allow-Network-Extension-Mode W | 64 A6 R AE g 0=C%ZH 1=t H
Authenticated-User-Idle-Timeout 4|50 O A 1-35791394 4345
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ER2IE VPN |

BIE&HR Bibh | B |Emn | ESSE |EPsE
Bt | 4R

Authorization-DN-Field SCHF |67 AR LX) A[fEMI(E: UID. OU. O. CN, L. SP. C.
T. N. GN. SN. I. GENQ. DNQ. SER.
use-entire-name

Authorization-Required 66 |3 ALY 0=7 1=

Authorization-Type SCHF| 65 | LX) 0=72 1=RADIUS 2=LDAP

Bannerl SCHF IS | FE B0 R VPN SRy 1) 230 S 7R IR 1
IPsec IKEvl. AnyConnect SSL TLS/DTLS/IK
Clientless SSL.

Banner2 SCHF |36 | ERTHE LX) Bk R VPN G f2 i 1] 23 1% 2 7R I REE -1
IPsec IKEvl. AnyConnect SSL TLS/DTLS/IK
Clientless SSLo WA HEAT T AHM HIRCHE, )]
TR 23RS Bannerl AT H .

Cisco-IP-Phone-Bypass L ST [ A 0= LU 1= LT

Cisco-LEAP-Bypass S |75 | Mk B — B 1= ER

Client Type FEE (150 | sy LX) 1 = &} VPN % 13 (IKEv1) 2 = AnyConne
it SSL VPN 3 = Jo# /' iiii SSL VPN 4 = H {2
B 5=L2TP/IPsec SSL VPN 6 = AnyConnect
IPsec VPN (IKEv2)

Client-Type-Version-Limiting YEE|TT | B PR IPsec VPN JilAS 5 545 &

DHCP-Network-Scope S (61 | Lo P H

Extended-Authentication-On-Rekey S| 122 | s Al =K 1= 8H

Framed-Interface-Id TFE |96 | EEEH A B IPv6 #2100 ID. 5 Framed-IPv6-Prefix
M LAGIE 58 (1) C 3 Be TPv6 Huhiko it
Framed-Interface-ID =1:1:1:1%5 Framed-IPv6-F
=2001:0db8::/64 4155 w] f2 53 FiT (TPl
2001:0db8::1:1:1:1,

Framed-IPv6-Prefix SCHF |97 AT LIk M IPv6 FTZRANCE . &5 Framed-Interfac

A LA e A e IPve Hikik. Bl i
2001:0db8::/64 5 Framed- Interface Idzl'l'l'l
FEALTPHLAE 2001:0db8::1:1:1:1 JH T 4B AT
/128 )56 %% TPve Hidik (Wm,

Framed-IPv6-Prefix=2001:0db8::1/128) , 1L
J& P4 FCIP LT A # FH Framed-Interface-Id
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BHEAR B | B | 1EEIER BENEE |RASE
Bt | 4R S
Group-Policy SCRE (25 | EAT R FLAR NIEREVS ) VPN 21 BB 21 SR o 4] |
S ks
o ZH NS 44 PR
* OU = 4 g 44 Fk
* OU = 4L 5Ems 2 7%
IE-Proxy-Bypass-Local 83 |3k e () 0="T 1=AM
IE-Proxy-Exception-List 82 |'FATH FLA BATFF (\n) 73 B DNS 35112
IE-Proxy-PAC-URL Y133 | i Y PAC Hi bk 745 5
IE-Proxy-Server 80 | 544 A IP Hidik
IE-Proxy-Server-Policy 81 |y L) 1= 2=JcMR0H 3= Azl 4=1
WH
IKE-KeepAlive-Confidence-Interval ER |68 | #g A 10 3] 300 b
IKE-Keepalive-Retry-Interval W (84 [N HAH 2310 #
IKE-Keep-Alives ScRp |4 AR FLAE 0=0C4H 1=c/M
Intercept-DHCP-Configure-Msg SCHF |62 A /RME LR 0=Cc20 1=8H
IPsec-Allow-Passwd-Store TR |16 | AR A 0=0C2%H 1=2)8H
IPsec-Authentication 13 188 HAE 0=7C 1=RADIUS 2=LDAP ({Li&H ¥
=NT ik 4=SDI 5= ¥ 6=RADIUS %
Kerberos/Active Directory
IPsec-Auth-On-Rekey SCRE (42 [ ARME Lik[E] 0=Cc%M 1=21H
[Psec-Backup-Server-List SCRE (60 | EAFER LAY M 4wtk CLLA 2B
IPsec-Backup-Servers SCRE|S9 | AR Lik[E] 1 =M% P e B 1R 2 = ZEH1 5
* 3 =& RS AR5
[Psec-Client-Firewall-Filter-Name ST 5458 FLA 658 B DA BI7 5 SRS IS 317 ) i )
il
IPsec-Client-Firewall-Filter-Optional 58 | ALY 0=0FE 1=T%k
[Psec-Default-Domain SCRE (28 | FATHR FLAH g BRIR BN b (R N BN (1

75 .
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TR 5 VPN |

B2 BLAN | B | 1EA/2E BENEE |RANE
P | RS
IPsec-IKE-Peer-ID-Check T 40 | degg Al 1= 2=WmRNFER L 3=4AK0E
IPsec-IP-Compression SCRE (39 | K FAH 0=0C%H 1=C8H
IPsec-Mode-Config SCRE |31 R FAH 0=0CEH 1=CRH
IPsec-Over-UDP SCHF |34 [ MiRME FAH 0=0C4H 1=crH
IPsec-Over-UDP-Port BESTERINNE 23 L) 4001 %] 49151, ERIE 4 10000.
IPsec-Required-Client-Firewall-Capability SCRF (56 | FAH 0=7Jc 1=3Ef FW Are-You-There (AYT)
W 2 = SIS HERL K CPP 4 = K [ 4% S 155
IPsec-Sec-Association 12 |5k A 22 A SRR 44 R
IPsec-Split-DNS-Names SCHF |29 | FAH e BERIL BN P wi A B 44 40 3% (1 312
) o
IPsec-Split-Tunneling-Policy SCRE (55 |k AR 0=TCHF/rBEIE 1= Hrirhsid 2= RVFAM T
IPsec-Split-Tunnel-List SCHF |27 AR FAH i e T4k 4 T 8 3 0,75 51 2 1 I 2% B A
o
IPsec-Tunnel-Type (30 | A 1 =LAN F| LAN 2= fiinl
IPsec-User-Group-Lock 33 (iR fE LAY 0=t M 1=21H
IPv6-Address-Pools Y (218 | 8 LEEN IP A<l IPv6 1144 Bk
IPv6-VPN-Filter Y219 | L) ACL i
L2TP-Encryption 21 | FLAF Prf:  1=HENE 2=40 17 4=12817 8
TRZ 15=40/128 1IN % /FETRAS
L2TP-MPPC-Compression 38 |y B 0=t M 1=/
Member-Of SCRF 145 | AR FAR AT G ST P
Engineering, Sales
FITESA U 1) SRS HLAE I B k. AN
W o
MS-Client-Subnet-Mask YEE 163 | AR A 1P Hihl
NAC-Default-ACL 92 |5 ACL
NAC-Enable 89 | sy LAY 0=7 1=4£
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BHEAR EiRh |BIE | 1EIEIEE BENEE |RASE
B | /s
NAC-Revalidation-Timer o1 |y A 300 3] 86400 b
NAC-Settings S (141 |5 ¥ NAC %% 4T
NAC-Status-Query-Timer 90 | ¥y A 30 3] 1800 b
Perfect-Forward-Secrecy-Enable 7 H |88 Vi) i 0= 1=4#
PPTP-Encryption 20 |4 LIk i 1=2EM% 2=40 47 4=128 1
TR 15=40/128 {7 N3 /75 LIk
PPTP-MPPC-Compression 37 | ek Bk 0= A5 1= R
Primary-DNS SCHF (S FREH HE IP ikt
Primary-WINS SCRE|T TR HAE IP Hhutik
Privilege-Level Sk (220 | aesy B ST 0 A1 15 2 TR
Required-Client- Firewall-Vendor-Code Y (45 | Y =R RS (I ERHERE o) 2+
3 =NetworkICE 4 = Sygate 5= HEl R4
MNAZ B 2 4 AARED
Required-Client-Firewall-Description R (47 TR g FRT
Required-Client-Firewall-Product-Code WEE |46 | g Al BB RGN T 7
1 = BRI R B2z 42 A QR R %
Zone Labs ;= ii: 1 =Zone Alarm 2 = Zon
3 = Zone Labs Integrity
NetworkICE f#/f#: 1 = BlackIce Defende
Sygate F%fi: 1 = Personal Firewall 2 =P
Firewall Pro 3 = Z4fCE
Required-Individual-User-Auth R |49 | PRy 0=E%H 1=2)2H
Require-HW-Client-Auth THE |48 | kA iR 0=0CZEH 1= 81
Secondary-DNS |6 FARFER LR} IP Hhhik
Secondary-WINS |8 TR LEEEN 1P Hihil:
SEP-Card-Assignment 9 B LER[E) AAE
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ER2IE VPN |

BlEaiR B | B | ERILR BESZE |iXBASE
BrfE | mS

Session Subtype WHE | 152 | HAH 0=TC 1=T&Pim 2=% i 3 =1
Session Subtype [¥]1& FH 4% {5 Session Type (]
PEACEA LU RE: 1. 2. 3 fil4,

Session Type TFE 151 | 5 HAE 0 =71 = AnyConnect % )" %t SSL VPN 2 =
AnyConnect % /" 3 IPSec VPN (IKEv2) 3 =1
SSL VPN 4 = JE& ;- CHLS = BEF vP
Uit (IKEvl) 6=1KEvl LAN-LAN 7=IKEv2 LA
8 = VPN 417

Simultaneous-Logins |2 HOE L) 0 3| 2147483647

Smart-Tunnel WHE (136 | ERF R HAH B He &I 1 44 PR

Smart-Tunnel-Auto WHE | 138 | dE LR} 0=0C%H 1=28/3/ 2=83133)

Smart-Tunnel-Auto-Signon-Enable WHE (139 | EFRF HAH BRebEE H 3 G XA mRAIR (k)

Strip-Realm WEE (135 | AR LR} 0=0c%H 1=2aH

SVC-Ask WHE (131 | ERF R HAH 0=0C2H 1=2)FH 3=BHEAIRS 5=
IR i CRATH 2 F14)

SVC-Ask-Timeout SRR (132 | sk L) 5 3 120 b

SVC-DPD-Interval-Client YgE | 108 | g P 0= 5-3600

SVC-DPD-Interval-Gateway SHE (109 | FAAE 0=x) 5-3600 f»

SVC-DTLS SRR (123 | H HAH 0="45% 1=1F#

SVC-Keepalive CFE (107 | 5 HAE 0=k 15-600 b

SVC-Modules CFR 127 | A HAH FRFER (BRI AR

SVC-MTU SCRR (125 | FAH MTU {H 256-1406 -7

SVC-Profiles FR 128 | EfF HAH FREE (E RO

SVC-Rekey-Time RESHRYUNIE -2} HAE 0= 25 1-10080 4%

Tunnel Group Name CFR 146 | EfFH HAH 1 2] 253 NMEFF

Tunnel-Group-Lock WHF |85 | AT HAE Fi% 18 2 1 44 PR “none”
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BHEAR EiRh |BIE | 1EIEIEE BENEE |RASE
Bt | 4R S
Tunneling-Protocols THE |1 R Ay 1=PPTP 2=L2TP 4=1IPSec (IKEv1l) 8 =1
16 = WebVPN 32 =SVC 64 =1Psec (IKEv
HJf. 0-11. 16-27. 32-43, 48-59;
Use-Client-Address 17 | ARl P 0=C%2ZH 1=t H
VLAN SR | 140 A 0 % 4094
WebVPN-Access-List SEE |73 ] P B 18] 51 2 44 FR
WebVPN ACL Y| T3 | R A ¥ 1 WebVPN ACL (144 FKR
WebVPN-ActiveX-Relay SCRE 137 | LR 0= V4EH] Otherwise = )i
WebVPN-Apply-ACL SO (102 [k P 0= 1= CUR
WebVPN-Auto-HTTP-Signon TH | 124 | 255 ALY {455
WebVPN-Citrix-Metaframe-Enable SR (101 | #g A 0=CZH 1=t.5H
WebVPN-Content-Filter-Parameters HEE 69 | ¥ ALY 1 =Java ActiveX 2 =Java A 4 = mfg |
] Cookie
WebVPN-Customization R (113 |25 PR A & X4 Fr
WebVPN-Default-Homepage WEE |76 | R HAE URL, #1401 http://example-example.com
WebVPN-Deny-Message S| 116 |45 B FFHRH (% 500 TR
WebVPN-Download_Max-Size S| 157 | s ALY (D iiiiii
WebVPN-File-Access-Enable ER (94 | #g PR 0=C%H 1=CEH
WebVPN-File-Server-Browsing-Enable SHE (96 | PAAG 0=0C%H 1=2nH
WebVPN-File-Server-Entry-Enable R |95 O PR 0=CZH 1= H
WebVPN-Gioupbasect HTTPHTTPS Prowy-ExceptionrList | 47 78| /¢ i A ATHEAIEAT (%) (032 5 4 M) DNS/P
*.cisco.com. 192.168.1.*, wwwin.cisco.cc
WebVPN-Hidden-Shares TR (126 |45k ) 0=7 1=nf I
WebVPN-Home-Page-Use-Smart-Tunnel SCRF (228 | A RME LA S CnRIe s ) i 1 DORE I 4 e RS-
WebVPN-HTML-Filter SCRF 69 I A 1 =Java ActiveX 2= A 4=041E 8=C
WebVPN-HTTP-Compression YRR (120 | #g A 0= 1=Deflate JE4f
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BB BB | Bt | iEIE/2EE BENZE |RRSE
Bife | 4mS
WebVPN-HTTP-Proxy-IP-Address TEE|TA | A TE 543 B ¥ DNS/IP:3 11, 7 http= 58 https= fi
41 http=10.10.10.10:80+ https=11.11.11.11:443
WebVPN-Idle-Timeout-Alert-Interval SHE | 148 | ds ALY 0%]300= 2%,
WebVPN-Keepalive-Ignore W 121 | g A 0 F 900
WebVPN-Macro-Substitution H (223 | E&45E ALY TR
WebVPN-Macro-Substitution H (224 |EFE PAH TR
WebVPN-Port-Forwarding-Enable R |97 | ALY 0=C%%H 1=C28H
‘WebVPN-Port-Forwarding-Exchange-Proxy-Enable | 3745 |98 | 58 PAH =o%H 1= 8H
WebVPN-Port-Forwarding-HTTP-Proxy HE|99 | PRAG 0=0C%H 1=8H
WebVPN-Port-Forwarding-List YA |72 | R FAH ity 1 5 e 3 3R 44 TR
WebVPN-Port-Forwarding-Name SCHF|TO | L) TR ARR (i, “Corporate-Apps” ) -
WESCAH T & P 0 17 S 5L A BRI
“Application Access”
WebVPN-Post-Max-Size ER (159 | #%g PR (O @iiiiiii
WebVPN-Session-Timeout-Alert-Interval SRR (149 | #g P 03)300=\2%
WebVPN Smart-Card-Removal-Disconnect ER (225 | AiRfE PR 0=C%H 1=CEH
WebVPN-Smart-Tunnel YRR (136 |5 P BB %38 11 44 B
WebVPN-Smart-Tunnel-Auto-Sign-On Y139 | 55 ALY FRekEE B3 Bk 4 AR (Hrigs)
WebVPN-Smart-Tunnel-Auto-Start SHE | 138 | sk ALY O2H 1=C/0H 2= A3155)
WebVPN-Smart-Tunnel-Tunnel-Policy R (227 | EfFE PR “enetworkname” . “inetworkname” B “
—, P networkname A& 455 RERKIE % 45 71
PR, e Ron AU EREIE, 1 RR TR E REE
P B IE .
WebVPN-SSL-VPN-Client-Enable | 103 | sk A =o%H 1= 8H
WebVPN-SSL-VPN-Client-Keep- Installation | 374 [ 105 | gy A 0=C%H 1=08H
WebVPN-SSL-VPN-Client-Required W | 104 | gk A 0=0C%H 1=2)2H
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o SUAO AL E AL IR BRI e A RERAS N 2 S B 4l
o MBI EALL AR DA G B B
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ER2IE VPN |

B == ven asmsnass

o SRR AR e T R AR s T DU A B i 4
o PIZ% LR e (NAT) Ji T AR 380 o6 R vl DA D S Bl B4 i 2 1 — 2

7]
o MBS ) B8 B R AE MR I, IZ R AR IS R N VPN I S W B 5E . ISR IR A B)
VPN .,

© BEABER L B Ok U A A E AR A AR (SAN) BUERCAT .«

o

BLE VPN S #i9ERIRE

ST

TIES8

TIE9

AT LLE I VPN Sy i, JFIC EOE T S B AL T A A Y. ARG AL, BT DA
TN S SBE.

UK

P& > VPN > ImIZIEN .
Ak SR AR (A R ) VPN g 5530 11 4R48 (Edit).
midiEZk (Advanced) > £ ##4%; (Load Balancing).

rii B AR R & 2 8 B 51 2157 (Enable Load balancing between member devices) V#2411 LL S
FH AR 2855

REK T T 4RiE4AEL E (Edit Group Configuration) Wil 4125056 T A H240R I TE B4
WG, 1552 4R 1Pv4 ik (Group IPv4 Address) Fl14B IPv6 it (Group IPv6 Address).

I AbFi 5 ) TP Mk F T3 S IO 4L, 1T AR A AR N VPN 44T T I TP Hbdik

g a4 % FB 1545 0 (Communication Interface). Al ifsn (Add) DL I K 20 5 22 45 X
WARE R AR, P aR 0 # o i i AT AR R

BN AR AP 1 3 1) 2R R B3 2 TR) HEATIEA (¥ UDP sk 1 o BRIk 128 9023,

J& FH1Psec An% (IPsec Encryption) DI 21, A 3 m) 25 A1 A8 572 2 [ R385 0 TPsec BN

JE I I o A U S 53 A 1) 28 0 1 03 2Z 1] 42 37 IKEv 1/1Psec & 14

AT IPsec N XN 25 A -

L0 SEHE (OK).

B EAHIENEMIRE

VPN G4 347 ity HoAh % &6 $5 FQDN Al IKEv2 T 5E 1] o

UK

ST EFEE > VPN > ImBEN,
$IB2 N B R RS R YT ) VPN S8 5534 1) 4mig (Edit) .
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nEsseeneE [

FIE&3 Siim% (Advanced) > fa# % (Load Balancing).

LA MR O, 19T RIR & Z BH 13151 (Enable Load balancing between member devices)
DIt AR A 38884

PS5 riiiRE.

$£I26 17748 FQDN & EEI M Zig &M A= IP (Send FQDN to peer devices instead of 1P) {7 #4240 LA i3 T
A8l FH 64 R s 38044 1 T € 1)

BRONTEOLE, Ui S H2s ks VPN 8 i o 1) Hh 1) TP ik A 25 %5 i
ST IEF IKEV2 EE @ (IKEV2 Redirect) firez —:
* £ SA S IIEH A EE R
* 7£ SA MR L HA B E X ()

$IB8 NiliE.
FIBY (A7

RESH5REMNRE

B S 5 BEER A E B WA AE VPN G i rh e gk AEBesk BJa ] VPN 7, Jf e X
wRR e RN, ANIMECEZ 5B, XN, &n LY Z 5 i) B & S e st 4
G5 . ROCGOBR, VR BUBAT AT RERSCN B ds, AR HAB B . EEARRE A BN %
AL F s o

B2

HE1 EFILE > VPN > ZIEEAN.
P2 S E YRR N VPN 5S35 10 11 458 (Edit).
PR3 midim4K (Advanced) > fa #3497 (Load Balancing).
S 4 BRI AT, FT TR BB R iR & Z (81 B4 $a £ 19%5 (Enable Load balancing between member
devices) V)44 LUS F 4 383 1
$IE5 il B8 &S 5 (Device Participation) X & :
if#%% 5 (Device Participation) #4391 11 T AL EFEVI 19 VPN FEE I FRR¥Ef . 1T LAE B K 2 gk
%, N EAE N VPN 25 163
a) fTJF #3951 (Load Balancing) V)#uidl, A8 H 841, A5 mihidwig (Edit).
b) AW FRER.
BRINTEIL R, WAl 5. Bar LI 1 31 10 HRik AN
c) WAL T NAT ZJ5, 5K VPN £ 1P Hutibfs @ I1Pv4 NAT 5 IPv6 NAT itk
d) miifE (OK).
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B ==mmmEa ven g ipsec g8

TR 5 VPN |

FIER6 midiRTF (Save) LAORAFL AT ) VPN SRIK B FL

L & F23E N\ VPN 89 IPsec & &

HEEREZFAEE A VPN SIS E £ TPsec 1F 48 VPN WS}, IPsec W B ATEM . BN, = LIFEH
“OREEUT MR URHE G IKEvV2. A SIS R, WS R E Y5 0 VPN U5 8210, 28
37 W,

g2

FIE1 EFRIEE > VPN > TI2IEN.
F1E2 A VPN SRS S rh, IR TS o 0 I SR
$£1® 3 il Advanced.

IPsec W B4 RN Wb/ 7E B S 20 ) S A o
L4 T FHUE G T 4 IPsec LT

a)

b)

<)

HNEERRET - AL A TS BT IKEV2 PR AL . 5 IKEv2 P )4z
¥ BB BN WS . EYmiE A WL, TSN I AR N VPN I WL, 5 48 T, AIAE
WrialiEO (Access Interface) 11, i E (1) VPN SEIE AN s MIBREE 4l AR R, 1ES 0
Bl B FE YT iR VPN V5 Rz 0, 26 37 1L

IKE 258 (IKE Policy) - 24 AnyConnect Z&3ii 1 Ff] IPsec WM HE T IERERS,  “IKE 5%~ (IKE Policy)
TUIHPKS 51 IS FH 1 BTk VPN SRS BT TIKE SRS % . A 145 B, 1520 imfif N VPN
T IKE SHelg . 55 50 Ul. NI IKE 5%, E S0 BUE IKEv2 SIS % BB X
X ¥F AnyConnect IKEV2 & F' oo AN SCHFSS — 5 bR IKEv2 % F ¥ o

IPsec/IKEV2 %] - “IPsec/IKEV2 40" TURIEZ AT LUE X IKEV2 S E . IKEV2 284 R
E IPsec WHEM NAT FEH L EE . AXHEMER, ESHNCEZLRY) M VPN IPsec/IKEv2 224
S i

YIS L RTF (Save).

B &2 VPN fin 25 B 5

KT 2 A H 1Psec-IKEv2 WM Hz 1, K B3l E o= west . nI7eEi 320 (Access Interface) H,
JIEE ) VPN RIS s bR 104l A XVEIE R, TESRBCE RV W VPN i r , 5

37 7.

i

PR > VPN > IEIREN.
MR H VPN g 51 i, e B8 o5 5 T 1 SR
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| iE#2iniE veN
sz veN mzsss [

$£83 iS58 (Advanced) > HIZERRET (Crypto Maps), L3P 1—47 31 i 4wig (Edit) LLgw i n 25 me
I T

$B4 kP IKEV2 IPsec 218 (IKEV2 IPsec Proposals) J-1E 356 5t 4 i KA T &6 B 473 565 31 0 285 SR she 1
PR P U R A AR A AT e i

$IB5 L FBAREREEN (Enable Reverse Route Injection) DL T A% 4% 1 [ 514 A\ 31 52 320 FEpE I 4 i
PR3 P9 25 R0 =L 5 B kR v

$IB6 EPFBAXPIKIRS (Enable Client Services) Jf45 & i 115 .
P AR S R SS a I HTTPS (SSL) Ui ), LA SR ¥F AnyConnect N8R Bl AT . i & S pF
AHAL RN 2 SRS CSD. SCEP LUK/ i T it IR S LA SO/ T ke anRIEPERbIE T, 1480 %)
Uity 2% vt 115 o W SRAS I 0 i IR M s 4, P ¥ I8 T 3 AnyConnect FI 8 7 2T ] ST A
pE e T LM S AE R e 13247 (1 SSL VPN AR (K355 11 BIAERCE T SSLVPN, Sl as

IR IR, LIEERL SSL 4 IPsec-IKEvV2 % /¥t it F SCAF T %o

S

7 BT EEERZ (Enable Perfect Forward Secrecy), #R )5 ik #E4E%4E (Modulus group).

I8 L /T 1) OR BT (PFS) SRS INas AC 4 A AT o — 2R B P . ME— 21l B )l ORI AT e b T
JE SR, RIAT A AT Ol sk HLBGE 8 B2 A At o A I UL = R A 3 9. Rk %
BRI, R P AEE4E (Modulus Group) 413 H7E 1 PFS 23 1% H1I i) Diffie-Hellman %
GRS

PR T FAE AN IPsec X444 2 TR JR AE SL B 8 5 i ASKs HAH HAL 4 1) Diffie-Hellman 2 . Fi4E
Kz A Etsy, (HT B 2 AN B TR . AN AEAR LA VCEC AR 2 . e AR I RN
VPN [t & i Se RIS

* 1 - Diffie-Hellman 2. 1 (768 fifi%)
* 2 - Diffie-Hellman 2. 2 (1024 f7#%)

* 5 - Diffie-Hellman 21 5 (1536 {754k, Tk 128 S5 AHH A I g, A4l 14 k) o i
{EHIE AES N, iHME ALl (B mmgl) .

* 14 - Diffie-Hellman 21 14 (2048 {74, w24 128 M B PSR ALEAF IR o
* 19 - Diffie-Hellman 20 19 (256 R 4 7 BoRAN) .
* 20 - Diffie-Hellman £ 20 (384 {7l i<k 7B/ o
* 21 - Diffie-Hellman 41 21 (521 {7 fh £k 7 BokN) o

* 24 - Diffie-Hellman 41 24 (2048 £/ BRI 256 i ZH 741D

$IE8  IRCEMERREBERE () (Lifetime Duration [seconds]).

24 RHk (SA) A ) CURR S ) o i A I, SA SIS H A Z5AE YA S5 44 2 1]
FOHI R . W, FREIVIRREE CERFEEE D, IKE Wriistikec 4. (HE, ABd R, Kok
BEH IPsec 22 A IR A8 A= i J] TRCJEL NS B4R

[ RE 120 3 2147483647 Fh 2 [BIFIME . ERIES 28800 F5,

TR IRCESBEBRX/D (FFF) (Lifetime Size [kbytes]).
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B =i ven e ke e

i

Bk
#ii o

S0 %k

$EN iE

UEES

mieipis VPN |

B8 2 A RN Tpsec X &K 2 [BI/E 1% 2 A B B T nl @ L v i CBA T35 B opr) o
5E 10 3] 2147483647 TF W2 BIFME . BRAE A 4,608,000 TF75. A TG L A-# FH IR L

PLF ESPv3 & & (ESPv3 Settings):

IIEFEN ICMP $21%:H B (Validate incoming ICMP error messages) - #5275 % iF il i IPsec
REE R, FE AR AT ML I P ML) ICMP H R &

B “KRa2E” KB (Enable 'Do Not Fragment' Policy) - 52 X IPsec 1~ £ 8¢ 4 fa] A FE K H 4
f, XU LLE 1P RSk & T A9 A (DF) A2, $R)5 MEKEE (Policy) #1)3RIEFELL N —Til,

* 527 - 4E4 DF {7,
* Bk - 20 DF fi.
« WE - WEFIER DF 7.
Ve RS FREUERE AN B (TFC) ##E € (Enable Traffic Flow Confidentiality [TFC] Packets) - jii J1]

HEAU TFC Biffi 4, X Hn il BRI, 1 Tt s B B k. wT LAEA] Burst. Payload
Size M Timeout Z4UE 5 I 47 3E SA MREHLR R k4.

iR Jo FHAR BAR S5 M (TFC) Bl o aT B 1 VPN FRIE AT eIk . BRI, s T
TEC H AL, W ZH s b e & ) VPN 25 G I AN 23 70U A . 15 2 [ 20 S s = %
TR
o RIg-48E 1 3] 16 AT IR .
o I/ - F7E 64 F) 1024 FH5 2 8] (18
o I - $55E 10 3] 60 B2 8] A8 .

T E (OK).

B

L2 VPN iy IKE SR

B

W% FH A (IKE) 7 F T4 IPsec XS AREAT SR I0IE, PR A2 A IPsec fia 5 B LL & A 3l

AL IPsec ‘42 RHK (SA) FI# P BN . IKE Phpg B AN Be. 55 1 BrBebh g P4 IKE X354k

ol
SA,

i
K

)

LAREE, XTSRRI AR 2 B Boh 2l s . A5 2 BB ra IR, IKE oAy H gt 57
%t IPsec. PIANBY BEAE W i 342 N4 48 A o TKE BRI — 20 AN S 2544 ] T g JL 2 1) i1
D FERXTERR e A (JEE2) TKE RS S, RIFFLR IKE Bhrd. Uhoens s w4 2
TR 542 IKE Bhed o

PR

B zEiniE

B AN S B IKEv2 JH T4 A\ VPN,

VPN
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| E#imiE veN
mEimizia veN ke 55 I}

5 IKEvl ANJF, 76 IKEv2 Jr&H, Al UAE— /NS a2 AN ARl XS E 2R 1
B BB B I AT IR, DRI T B AN IKE T, (HAH BRI Z NAFER TS, Pl iy 21
J7 ERE S e, KT IKEV2, SRS RANYE @ S Il ,  HoAth SRms A 25 B B E 2K

MELE TR [Psec VPN B, S53E IKE 50

Hic B AN VPN IKE S

IKE HmsRI8E, 1 AnyConnect¥ii i Al F IPsec PhSU3E T I E FH T Brik VPN BCE BT 1KE 3]
Mg % . HRVEANGE S, TSI VPN ) IKE 560% , 25 50 7L,

N

AR UG R A T IE RN VPN ] IKEV2.

UK

T EFIRE > VPN > TIEEAN.

P2 AT VPN SRR AL, 4% BAE O BRI

$IE3 fiilim4k (Advanced) > IKE %/ (IKE Policy).

L4 RURIN (Add) ARTHIT IKEv2 Sl P8, SR IFTIY IKEv2 HEHE 48 € LR LI
* ZFR (Name) - IKEv2 I K144 5 o

* {5 AR (Description) - IKEv2 S0 {17 1% i3 Bl

© MR — M B R WA RIK (SA) I, LSEZAR T8 P D i 0 S5 AR LE AR 1) TKE S
I o

« £ EEA (Lifetime) - ¢4 0CHE (SA) B A3 CLARD 347D
* STEEY (Integrity) - IKE SR b A FH (1 001 S0025 100 e 3 vk S 38 4 o
* fn% (Encryption) - I FELEE 1 BB SA HTRI S8 2 B Bebh i) s ik,

* PRF #1%! (PRF Hash) - IKE S -4 FH (1 8O0 535 (1 D BE ML R 5L (PRF) 3843 7E IKEv2 H1, £
HJ LA XSS T 2R e AN F S
* DH 4R (DH Group) - f T in% i1 Diffie-Hellman 41 .

PIR5 Rl RTF (Save).

it & #2357 19) VPN IPsec/IKEv2 £

UK
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iz ia VPN I
i & F2i5 18] VPN IPsec/IKEv2 S45

FE1 EPLE > VPN > TIREN
P2 AT VPN SERG AL, IR EAE OB 1 SR
HIE3 i 548 > IPsec> IPsec/IKEV2 S,
LB A4 N IKEV2 SIEREEFLL L.
© RIEEFFRE G- F S AR AR IKE Ui 0 0 TA0 R B S5 4

* BEI-FOEEIIUHIE IKE Pris: TS g1 00 1P btk sl 13k 5 4 A O UE-15 DN
(ANZZSLHFF)

o P Hdib-{ifi FHAS e ISAKMP 54313 10 E ML) TP Hudik,
© FHLBFR- A ISAKMP G005 S BN 5E 2R 21k 44 (FQDN) » A RS EHL4
ik 44 o
o FEWTEXREIE LB FIBAN-2 SA FARUR I Nk i (0 5 1% SA IR ik B RS ANUCHCHY, o H
B35 P R 2A R i) o 2544 32 TKE 0. BRI 00 N 228 R 3% Ibam 40 .
BN R EEHS I SEERA SIEWARIE- T DS R S5 I 1N sh e R G 5 2 07 A Bh &
1Ee BRIATEOU N 25 H R IR AE
TS IKEV2 2 KB (SA) IRBEFE L FIEIN:

* Cookie Juif]-+& 11 [ %) S5 15 £ K 1% Cookie iy, AN SA KA 6L, 1Xn] CAFH BIBH L
TE48 )RS5 (DoS) Biiki o BRINEHL T, 4 50% KAl HI SA IEAE P f I 48 H] Cookie JiTif]. IEFELLT
iz*iIﬁZ*:

s BEX-15E BEIAEN Cookie & HBkEBYBME, X /&8 RVFIEAT PR 0B SA B0/ 4
b 3K AR AT SA TR # & Cookie Fiifl. JEEEH 0 2] 100%. ERIAH 50%.

LI TE R RS B4 % cookie T
o IR AR 625 B8 45 3% cookie i
o SVFIIRIHD SA BUR-IUHIAT LUBEIN TR 0 SA [y KB . WIS Cookie FUAIIC 44471, mTLL
WA T UL BRI Cookie STEHIMIE, LU SEHLARLIIAE XA 2E . BN 100 %.
- RYFRIEA SA BUR-BUE ASA | AV IKEV2 MERERI AR

$HIE6 N IPsec & EEFELL Nk
s REFETB S B -k 10 VR Bl e A SR P 4 Fr IR NAT %o X ARSI S 45 TP 43 7 [/ NAT
WAHIET .
s BIEmAEWmBETENL-EP LS PMTU (B KAEFIT) 2k, WE SA (4R
] PMTU 18] B -

EEEER-MA SA (AR 1) PMTU SN LA 72 0. AR ELE 10 21 30
Il BROMEA AN SZ B .
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| s&#2ipis VPN
i & AnyConnect & 32 VPN f%i& .

FHIBT h NAT IRBIEFLL N L.

 RFFEIEH B T - WAL R NAT (RFFIEHN B 2508 NAT Ji ) (RIS 75 VPN 3
FEI LAY S A B ORI IF HAZ AT IPsec JiARAT NAT B, Affrhiidsi
TR o G RIEREBEIETI, TR C AR 7 SO PR )% 22 8] A (R DR AFIE AR 5 Z IV TE) R (LA
ALY, DR /R A TR SRS . BUE T DAY T 10 21 3600 #2210, ERINE N 20 F5.

o (B PR-1 E NAT PREFIEFERIBE, YOI 10 #231) 3600 #2. ERIAE A 20 2.

IR 8 L RTF (Save).

it & AnyConnect &IE VPN [&ig

I PR SUI L, FEE VPN BRI AR Al SR, TR VPN JH P ERES VPN,
AT T AL SV RPN T RS 7L £ R RN . ARSI R0 VPN BRI B s
HEWTTTAE R

APt A BUPr B A ERCE AnyConnect & VPN BEIE 15 B S & B0 Web FHITE
B B8 L RCE AnyConnect B HEBSIE TR E L N ix &

o HATIEFAEPI S I UE A4 URL (1)E3EB B XX
* ABREFREEETH URL FIEMAREEE (WRFE) HAnyConnect EIE VPN B & X4

< W VPN BUE S LB S MK RIBEIE . 20 insedr sl HEHD (HeEsR
E%o

A KEL E AnyConnect B H VPN FEIE VAN UE I, 100 75 BB AL AnyConnect £ 2 VPN
BEIE , 2 54 0L,

AnyConnect I VPN B%i& B9 Z Kk FNETIR 514

R EEK
TEAE ] P B 18 Web FLIIZE & EEHL FACE AnyConnect FHEBAIE 2 7T, WMAKCHALI N &
(i

o W ORAEAT F RS SOl AR R 4 B Py RROAS 6.7.0 BCEE A

* N#AnyConnect VPN Webdeploy #1441 4.7 s TE = fRAS, I8 H L AL R gli b5 1E 2 72 15 1a)
VPN,

o B ORAEJEPEINC B SCAT Hh HE EEAIE 5 5 B
* BORAAE ZH S b L BB
o R B BE TG SN 1 ) R R IE L
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EA2i715 VPN |
B Anyconnect 32 ven xsEeg R

HEHEK
o BURST A 64 B AT e AR T 8] VPN B RS e 15, 3 H BB b 547 2k 1 A iE A
KM (CA) FIRRUE

© BRI BL VPN BRI I £ im0 URAT A U S A IE

o BB AR BB IE ) CA GE-PS A2 3AE Aty b, T 235 (1) CA UEAS A0 222 A S 917 4
.

o [Fl—AH CA MUK 5 3k A5 b AFAE T T SN IX
UEFAA#E X GE T Windows) HI/ERRZEHHEES (&M T macOS)

AnyConnect T2 VPN % & 89 BR 1
* AnyConnect  # VPN BRE A SCRRIEB S0 UE, TTASCREAE T AAA 5 56HIE .
o AFFA LB FAREBRE .
o JECIERE B VPN BEIE R, ASZHF AnyConnect 25 7 it FH 2% Fll AnyConnect FEER 2%,

7 B RAfE B E AnyConnect ZIF VPN [

UK

S ERESREBZIZIHE VPN RIEEE

A RRCEIZFES ) VPN (15 8, TS RCE T I e s i) VPN &R , 55 10 1T,
$IR2 BEEEE VPN BREREREE 4R E:

iR AN T AnyConnect 58 VPN PRI [ 57 He 0 & AT

a) Ymi OOV FIZFEYT ) VPN SR o

b) EFIEGREERE T T EE VPN FRIE 4 R A .

¢) xiili AAA> BIGIEF % (Authentication Method) Jfik#£{X PR & FumiE+ (Client Certificate
Only). AR 75 ZLHCL B P AR K B

d) s ERCE SR (Aliases) EIHR

e) (EHERLNCE C/FN) URL 4 F1 URL B8 F, midiiian (+) (Add [+]).

f) idiBA (Enabled) DL ] URL.

g) RiiHE (OK), A5 riiiRTF (Save) LAPRAFEEFERC B SRS .

O B SO B RIS L, TS R R E SR E . 2R 19 T,
1B 3 (A AnyConnectfic & X 4 4miE 25 5K €1 12 B 1B FF & e & 3015 -

a) M Cisco ¥l F 410 T3 AnyConnect VPN BEEREI TR E AR (UIAIGR FAD
b) AT VN I 075 T B B S ARAE S f
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https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313

| iz#2ipia VPN

1 BEihBA 1 LB & AnyConnect Z32 VPN f¥iE .

o) AR IE RIS B SO L E 4] URL KRG & R S5 45 5112 T 1 IR 55 %

A RAE HIAC B S A2 i Aok B i PR B OO R PR AR5 S, W0 R} AnyConnect % 4 #5)% )
e B R ) .

HIEEEFEXR:

a) 7E Cisco Secure Firewall Management Center Web #2111 |, S i %F & (Object) > 3 R EIE (Object
Management) > VPN > AnyConnect 3Zf4 (AnyConnect File)

b) iR AnyConnect X4 (Add AnyConnect File).

¢) 83 AnyConnect /I BZFR.

d) s (Browse) F1E R O R A7 14 BR IR E I B S0 A

e) Ml E (File Type) Mg, SRJ51ERE AnyConnect &2 VPN BLE X4 (AnyConnect
Management VPN Profile).

f) midiRTE (Save).

iR Tas 30 ] DUAE B1) e 5l 5B 20 S ) AnyConnect ¥ B I 61 285 BEBS G 6 5 o 15 5 [ 41 50

AnyConnect 2% F' Bify I

BEERE G SERME KK EHRRRILE:

TS Z5UF A HE VPN O S SCARAN N2 5 F T4 BEBSIE VPN 1 32 1% 0 B SO ORI 4L skms .

JUERER, RGia FEGE L VPN FCE SCE LA CUW B 41 SnE A VPN BC B S, e A

H VPN BRI D fig .

EE Foi#EiE (No Banner): £ i OROR 70 21 St 1 G IR . 4] LAYE 2R 3R B% (Group
Policy) > E#1i& & (General Settings) > #1& (Banner) I A B i % &

a) YudE N B VPN BEIE G g i B B A

b) Aiili4mEELE R AL (Edit Group Policy) > AnyConnect > &L & 324 (Management Profile).

¢) HiiiEI2 VPN Bt & 324 (Management VPN Profile) FHuai#¢, SR k0008 108 PR S Sopk
PO

iR fab ] DL + R4S B i AnyConnect 2 FE VPN it & SO o

d) riiifR7F (Save).

TELATRBE P E 5 BIBEIE:

a) mMiligmiBZAREE (Edit Group Policy) > & # (General) > 7 & (Split Tunneling).

b) A IPv4 BG IPv6 7 FIREIE IR T g i, k4T E 46 E HIBE 8 M 2% (Tunnel networks specified
below).

o) IEFRIRAIBEIE ML H RIS, FRET ISR (Standard Access List) 23 B i7ia) %13k (Extended
Access List), SRJEEFEIT R V) 0] 4138 LA A viit & i 0 7 B VPN F&iE .

d) HRTE (Save), TRAFHHIBRIE K E

AnyConnect BEX B
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B sissnniz

N
>

TR 5 VPN |

AnyConnect & P VPN B%iE 23R 43 BB -SPEIE S & o dn B2 21 SRmE TP id B AnyConnect H 3E X
JEPE, DU 2 B k5 8 B B VPN B&aE, W n] L H FlexConfig $AATHEEEAE, R4 FFEEHL
6.7 Web FHHIANSZ R AnyConnect [ 5 g T

LR A& AnyConnect H & g T 7~ 7 2

webvpn

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed
anyconnect-custom-data ManagementTunnelAllAllowed true true

group-policy MGMT Tunnel attributes

anyconnect-custom ManagementTunnelAllAllowed value true

BE . WIEFISITIZIZ A e VPN SKH.
a) FHEI VPN B IE L E S 2 U

ph s B i B G AU R B A8 SRRV R VPN —IK, A RERH A BLBRTE VPN L B 5L
PE RN S SR

b) %0 LI7E AnyConnect £ £ #3515 F i (AnyConnect Secure Mobility Client) > VPN > 415 2
(Statistics) H1 5 1iF AnyConnect 5 B VPN f#iH

18534 1] LA FH show vpn-sessiondb anyconnect iy 475 JEMH55 Bl i 2 $E s 7 5 16 A 3 VPN 251
AN

c) 1E AL Web JHifl L, S #r (Analysis) DL A & HIEIE 25 155 S

AXEM
Mo EE R B SO E S 19 1T
JE I AEN A SR 0] G

% UEH S 10 IE

FTZANMEB I S AR R 1L B AR S0 TS LB B A RS, DA DR 158 A A& Al AP %
%, WANER LGSR B 0 UETS, BLARRVRAE SSL 8k IKEv2 EAP [ Bif# i AnyConnect %) i K
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(Primary) B¢ fi4@ B (Secondary) Bl 73 il i /n BRIAME: CN (2AF#&) FOU (LHLR
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IR EFACHRARSS 38 R “ SRR &7 T sk PiksE AD M LDAP I, #8
WIT-E) 73 L PR AL AR 55 32 AE AR 55 85

* B RimiE$ (Client Certificate) - 1 1% /= Sttt 4500 H P EAT S B0 0E . S8 207 VPN 2% )
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Edit Connection Profile Q

Connection Profile:*

financ-user-group ‘

Group Policy:*

DfitGrpPolicy v \ +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: ‘ Client Certificate & AAA v ‘

[ ] Enable multiple certificate authentication

Authentication Server: [ Internal RADIUS v ]

|:| Fallback to LOCAL Authentication

v Map username from client certificate

Certificate to choose: ‘ Second Certificate = ‘

(® Map specific field

Primary Field: Secondary Field:
CN (Common Name) v ‘ ‘ OU (Organisational Unit) v

() Use entire DN (Distinguished Name) as username

[| Prefill username from certificate on user login window

Hide username in loain window
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