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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
T Add Category T Add Rule Q Search Rules
Source Dest Source Dest VLAN Source . z
" Name Zonas Zones Ntk Ntk Tags Users Applicati... Ports Dest Ports Categories SSL Action

Administrator Rules

Standard Rules

1 DND internal source network

2 Decrypt test site
3 Do not decrypt low risk
4 Do not decrypt applications

5 Decrypt all but trusted categ

6 Block bad cert status
7 Block SSLv3. TLS 1.0, 1.1
Root Rules

Default Action

{58 F 3L i 2% FR B L 79 A 4%

TLS/SSL 4 FngEmewil |
A&

Intranet

Astrology (Any Resign

Risks: Very Lov

Facebook
Facebook Mes
Facebook Pho

Any (Except Ui Resign

1 Cert Status se @ Block

3 Protacol Versi @ Block

Do not decrypt

Al
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L= RUBUNLE
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i 1 AbAT: 2 22 18 R it A i BARRLLE

o Ay Jaf S E TRIVAR R AGL A - J T UGS HEBE S Y B FOR ) X
PRUEAE BT BRE T E . FORT o DO EY, UM AR

M. B A
. A BB AR 5 I SV AEAT L

LIS DA ] LA A 7] 4 25
JEJE, VTP PRk .

A7 T H (1 Firepower 410079300, v DA KU & 0, IXFIEAR AT LA SZ2 (5 iR S et
LW 5 12 DALSRAT B () v fg o, ST DAAE B O e R AR i IR 55 25 4
HXER

RIS R

Tt g 557 v 425
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+ Decrypt -

+ Decrypt -

Cancel

Do not decrypt ,’i

e

Do not decrypt 4 i

Do not decrypt d E
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‘U

U

M


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter61.pdf#nameddest=unique_1608
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter61.pdf#nameddest=unique_1596
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter61.pdf#nameddest=unique_1600

| TLS/SSL M Fngkme R

ILRRE

FATE A O AR AT A N B AR, DR A X S R AR FC A 13 2% BATh s B AL B ]
VB TALA A TLS/SSL BN, 1 )a H H &l s, DMEE ] DL VSR it i .

pin9.y b=t

AT LA E AR AN R, AN WA B R, AR R IZ I A T SSL 4
E,ﬁﬁﬂﬂ@t?%FW@EM“%*ﬂﬁa%%ﬂ%ﬁﬂﬁo

A RAUEPBUE TS S, S5 TLS/SSL 8
TRATYED R IX Ll s B R T
* %4 Cisco-Undecryptable-Sites [ 1] 43 ## 4 Fx (DN) 41
* BEEMES NI uE o

\

IR AR TR, I HRAS S P AE D o) X Sk AR ) S g b B B, IRATTEUE A
TLS/SSL K Ji 15 B A BR 2 A

BE B B E U N BE AR s i k.

‘ Add Rule Y
Name Insert
l DND rule for pinned sites | Enabled into Category v Standard Rules -
Action

Do not decrypt

Zones  Networks  VLANTags  Users  Applications  Ports  Category  Certificate DN CertStatus  Cipher Suite  Version Logging
Application Filters (- Clear All Filters ) Available Applications (40) ¢ Selected Applications and Filters (0)

Q pin X | |2 search by name any

+ Business Relevance (Any Selected) Airbnib

v Types (Any Selected) Apple Mail

» Categoties (Any Selected) Chase

v Tags (1 Selected) Dropbox

ﬁ pinned certificate 40 Gmail

Google

Google Accounts Authentication

fRE - EMZRIMRE - S NEARELK

L
AT ISR - EFE R NERE - ©FEH TLS/SSL MU s fESE k.
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FLER AL IR TLS/SSL Bl sl BAUE B, JLAENHT F B i A\ 5L A 55 2R IE A5 IR AR 2L
Pl dnRIEICE H A AR - ERPRAER TLS/SSL AU, IS FI A28 v o W B TEAS HOUE 151, 56
RS R H R k.

1T TLS/SSL 8iE J T e P M AN Bty PRI TCVEAN R R R akgend . f545 BL R ik d:
 JHEAERRE - BN Z TN e R R U .
o FR o FH A8 FE 19X 8 00 S U ) P

A RUETBUE ITEAIE &, W2 WK T TLS/SSL 8{E

R - BB ARELEK

HI TR - SRR SANNERAE T TR0 AR S5 R (RO, PRI AR ZORE A ) 44345 I 2113 28 )
CRERMZEAE) o X, RS FIRIEN RS AT E%, T 2% E R .

LFE% 15 TLS/SSL £ 1|

R e B IR 26— 73 wT LAV G ARAEART RN B E e s 5, 5| P TP st bk (R R0 (PR R 2D

TLS/SSL M0 i s fm
AT LA R0 %1 PR K000 7 AT g i, DR oy 3k A 00 ) 2 SR 2R e 1 K 1) A G 29

* A

* J35)] (Category)

< UEP

* A[5r i FR (DN)

s UEPRE

 HREM

o A

SSL 3RHg BT

AR FEGRAAT I T A P BATT 0 B A S BN SK B3 SSL SN 1K) 70 AU A1 R k. #E0Ks R 21 SSL SR
I, ARG R SR BEEL,  docJa 2 X e AT i i
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SSL Policy Example
Enter Description
Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—_—
+ Add Category + Add Rule Q_ Search Rules b4
Source Dest Source Dest VLAN Source
" Name Tonse Tonas Natarics Natanis Tags Users Applicati Bosie Dest Ports Categories SSL Action
Administrator Rules
Standard Rules
1 DND internal source network Intranet Do not decrypt rd i
+ Decrypt - i
2 Decrypt test site y " Astrology (Any Rasign Fa |
3 Do not decrypt low risk v d d Risks: Very Lov Do not decrypt # &
Facebook g
4 Do not decrypt applications Facebook Mes Do not decrypt s w
Facebook Phot
5 Decrypt all but trusted categ v ¥ Any (Except Ui . D_ecwpt N £ i
Resign
6 Block bad cert status y y 1 Cert Status se @ Block su
7 Block SS5Lv3. TLS 1.0, 1.1 y v 3 Protocol Versi @ Block Lu
Root Rules
Default Action Do not decrypt * | B

BRVEAE R, WEHSHU &2
FEXER
AR SRS AN B, 5 5 L
PR IE SR, 559 L
% —2% TLS/SSL ¥iN|: Ad#kr e , 259 0
4% TLS/SSL FUNJ: fif 2 e Ml . 28 10 1L
AR - KA E RS, 513 T
ANEEARARS S fF N, 5911 5L
5 J 1 TLS/SSL B . BH ik R 45 e A s ieA , 26 14 7T

AT SR B RN AL N 12 B
FATEE A LU R S B
* SSL 3¢ :
« BRINBEAE: TRRE.
* JHHH &%,

* } SSL v2 15 (SSL v2 Session) FIE4ES1E (Compressed Session) (1) o £ R % B91R4E
(Undecryptable Actions) [ 15 & 4y BE LE (Block).

o FESMS V) L BEE PR TLS 1.3 fif
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B ossizmiez

* TLS/SSL FUMJ: SHREASEEINE H H & sk, (HHEAT SRS MUUEAER RS, GXEGRT
& WEEBHEA AR ENE L, H RN S XL H&Hidsxk. D
o U ] 45 SRS <
* B SSL 3l 515 il ¥ IS mE OCHe . CAn AR,  SSL Hemg FIMLILKE AN L&/ . O
o KBRS EAE B A NIRRT : TR £1EF053E$E (Intrusion Prevention: Balanced Security

and Connectivity).

s A HGI xR

X E
SSL il s, 556 It
TLS/SSL MM ¥ , 2 21 BT
IEECHE T S a
SSLRIE & &
el >y SSL HREMSIC B DA St iU e S e e
o BROIABRAE: TR,
« JHHH&EIE %,
* ¥4 SSL v2 18 (SSL v2 Session) FIE4E = 1E (Compressed Session) 1) 7o 3£ iR 3 BIIR1E
(Undecryptable Actions) [ i 13 & A BELE (Block).
* (ESRIS IR i R E P A TLS 1.3 il .

UK

R E %, 15 3 Cisco Secure Firewall Management Center .
2 if i 5REE (Policies) > 7 a]#E#] (Access Control) > SSL .
PE3 ki SSL g U g () .

HEA T E I ERIARAE (Default Action) 5112, Sdi A iE% (Do Not Decrypt).
TEERT AR

Default Action Do not decrypt

HIBS  EATIRREME, il BERIER O ) .

L6 P EEELERIFIEZRE (Logat End of Connection) & iEHE
Mt E (OK).

L8 iR E (Save).

$IB9  RFTERERYRIE (Undecryptable Actions) 3£+ .

N
8
~J
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AL e |

L0 FATEBCK SSLv2 =i (SSLv2 Session) I & 4gRI < 1E (Compressed Session) (134 1 & o BELE

(Block).
I8 RN SO SSLv2, I B AZFRIE4HH TLS/SSL i, FubE B i Ik iz .

R ERANET G R, 1204 (Cisco Secure Firewall Management Center % %It & 57 )
il

TEERT A

SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
Decryption Errors | Block v |
Handshake Errors | Inherit Default Action v |
Session not cached | Inherit Default Action v
Unsupported Cipher Suite | Inherit Default Action v |
Unknown Cipher Suite | Inherit Default Action A |

SSLv2 Session | Block v

Compressed Session l Block v |

| Revert to Defaults |

MBI E (Advanced Settings) 35 i«

$£1212 % B TLS1.3##% (Enable TLS 1.3 Decryption) &% HE .

LAR A7t

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings

Options available only on Snort 3 and devices on and above 7.1.0

(] Block flows requesting ESNI
() Disable HTTP/3 advertisement
Propagate untrusted server certificates to clients

Options available only on Snort 3 and devices on and above 7.2.0
Enable TLS 1.3 Decryption

Revert to Defaults

PR3 FEIZIM S, s RTF.

T—%Mt4
Jic'E TLS/SSL ML) K- B B AEAS BN, 40 TLS/SSL ML #E'E , 2 21 jiHh ik,

[El= H R EE IR &

BT Sy Uy ] 47 ) O PO DA S DS e S R
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* Kt SSL Silg 515 i I SmE oG, (A RANXAEAL,  SSL Hemg FIAL KA S &/EH . D
o FEBRIAE WS EAE RO NIRRT : F&% £ 14F1iE$E (Intrusion Prevention: Balanced Security and
Connectivity).

* FHH&ER.
UK

T WA G, 18 %KCisco Secure Firewall Management Center .
WIR 2 i ik SREE > iRl
S 3 AU R E S5 A G (4 .
PB4 (WERMA K E SSL Hehg, nf LI G BT A, D
a) s U SSL SR (SSL Policy) 5714117 (None), 4 s,

AC Policy

You have unsaved changes ‘ Analyze Hit Counts | m m
Enter Description

sans | Policy Assignments (0)
Rules Security Intelligence HTTP Responses Logging Advanced

Identity Policy: None

Prefilter Policy: Default Prefilter Policy

b) MBI, siili SSLSRMEIN A FR. B T — ot

S5L Policy to use for inspecting encrypted (]
connections

| SSL Policy Example -] #

Revert to Defaults | Cancel ‘ m

¢) MiifE (OK).
d) RIS, MR,

FIRS M IUHE LK ERIARAE (Default Action) #1i3eH, fi NERRAH: &%= £M4$FiERE (Intrusion
Prevention: Balanced Security and Connectivity).
MR T AR

Default Action Intrusion Prevention: Balanced Security and Connectivit v | = B

$@Ee 5 Bies (B .

FIBT B EEEEREAEHE (Log at End of Connection) &ML i E (OK).
PR 8 miliRTF (Save).

T—5Htta
WZHTLS/SSL MU 761, 59 7.
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TLS/SSL #0) 7=451
AR B 1 IR A S ) TLS/SSL H) ) 7R 451
HREAMER, SRS —:
HXER
SRR, B9
54 TLS/SSL F: At freing , 590
%% TLS/SSL MUI: figadf e ki , 56 10 50
AN BAG RS IS . (S EF s, 56 11 T
B - MM EHE AL, 2B 13
5 F) TLS/SSL MU . FH b s e A s AS , 26 14 0

BRI E

FERGAIAT T 2 BRI AR BV AL 2 A, PO U7 I S — BB SRS A b, Tt v e
LB R, B P AR CK O BAT SRR R AR Zh RE -

MR 2 A R AR AR th e, SENA% % FE AT I T g, DME AR S A & HERR L A

o

© KRG, Blaness 46

i
Tk 5 ) )
e 2 T 1 S
F—FTLS/SSLAN: FREERHERE

TP B — 4% TLS/SSL ML AN 2 n) WS G Ok intranet) V. ASEREE U EAE
SX1E ClientHello HARIEATULHD, DA b Ah B8 B2 AR 3B
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SSL Policy Example

Enter Description

Rules  Trusted CACertificates  Undecryptable Actions  Advanced Settings

+ Add Category  + AddRule | Q Search Rules %

H

"

Administrator Rules

Standard Rules

e 1 0N intemal source netvork Intranet Do ot decrypt 4

2 Decyptiestte Aoy (any pbenet g

3 Do not decrypt low risk Risks: Very Lov Do not decrypt 4 W
Facebook =

4 Donot decrypt applications Facebook Mes. Do notdecrypt " W
Facebook Phol

5 Decryptal but rusted categ Any (Except U Ll

6 Block bad cert status 1 Gert Status se @Block su

7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @Block su

Root Rules

Default Action Do not decrypt o]

\}

AR WERAEA A 7 DNS IR 5545 UL A B DNS fiffrds (2 R Umbrella JEFLBEA) AOVUE, W& ]
PUAHAR I AR RN . W A DNS RS2 HUT H O H il sk, 82 m] DLRE X L6y hn 21 it
I YRR .
{2, FRATT SR ZU R DU AN BN E N ELIE I 1) DN'S YL 5 FH AS fi82 0 0 = st i, 48] B TR R R 25
P (Bltn, Active Directory H' N i ) Microsoft 45 DNS T #%) o fEXEEENLR, BN iZA K
A, HEEEHIE.

‘ Editing Rule - DND internal source network Q ‘

Name Move
DND internal source network Enabled below rule v 1
Action

Do not decrypt -

Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging

Available Networks + Source Networks (1} Destination Networks (0)
Q, Search by name or value Intranet w any

Networks Geolocation
any
IPv4-Private-All-RFC1918
any-ipva

any-ipvé

defaultgateway
insidesubnet

Intranet Enter an IP address [ Add | | Enteran IP address [ Add ]

IPv4-Benchmark-Tests

T—% TLS/SSL N : =4 E NIt E

FEAGI T, NS A AT i s AT EOR M R AT IR RV, RS R R 1 SOV E AR
s EAEH .

[l TLS/SSL AN Fnsk a5
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SSL Policy Example

Enter Description

Rules  Trusted CA Certificates

Undecryptable Actions

Advanced Settings

rEERmLks. wesan ]

Cancel

+ Add Category  + Add Rule Search Rules x|
Sourco Dost Dest wan
4 MName o = el R oo Usors Applicat... DestPorts | Categories  SSL Action
Administrator Rules
L gory s e
Standard Rules
1 DNDintemal source network Intranet ©Donotdecrypt # W
. » Decrypt - 5
o > cccrpies st Astrology (Any Resian 4
3 ® Dornot decrypt low risk Risks: Very Lov @Dorotdecrypt # W
Facebook -
4 Donot decrypt applications Facebook Mes @Donatdecrypt # W
Facebook Phot
» Decrypt - s
5 Decrypt all but trusted categ Any (Except Ut Resign kel
6 © Block bad cert status 1 Cert Status se. @Block s
7 O Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @Block s
Root Rules
This category is e
Default Action Do not decrypt
PR PEAR {5 R -
N = H /Gy e
Editing Rule - Decrypt test site Q
Name
| Decrypt test site ‘ Enabled Move
Action
| £5Decrypt - Resign - ‘wl'\h ‘ IntCA v ‘ < [ Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Categories Selected Categories (1)
| Q, Search by name or value Astrology (Any reputation) w

Any (Except Uncategorized)
Uncategorized

Adult

Advertisements

Alcohol

Animals and Pets

Arts

Astrology Appl unknown reg or

1< < Viewing 1-100 of 125 > >|

Cancel |

AREIRRKR LR [FESH

PP L B, DU E MRS S RS 2 L A BN AR UGS, A AR AR A okizs I
IXERI o R X LS AE A ST BAR AR N2 5, DR 2R G 2 5 22 I ) R A B A

LAR 7Rt

TLS/SSL #L M Fnsk M =15
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SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
+ Add Category  + Add Rule 2, Search Rules X|
g Name S o fritnbc et A _ Users Applicati.. | pouree DestPorts | Gategories  SSL Action
Administrator Rules
This category is empty
Standard Rules
1 DND internal source network Intranet ©Do not decrypt # W
» Decrypt - 5
2 Decrypt test site Astrology (Any Resign 7w
d 3 @ Do notdecrypt low risk Risks: Very Lou - @ Do not decrypt # W
Facebook -
‘ 4 Donot decrypt applications Facebook Mes ©Donot decrypt # W
Facebook Phot
+ Decrypt - 5
5 Decrypt all but trusted categ Any (Except Ui - o Lu
6 @ Block bad cert status 1 Cert Status se @ Block I |
7 @ Block SSLV3. TLS 1.0, 1.1 3 Protocol Versi @ Black su
Root Rules
This category is empty
Default Action Do not decrypt
IR EIsH
= Piing
Editing Rule - Do not decrypt low risk [-]
Name
‘ Do not decrypt low risk ‘ Enabled Move
Action
‘ @ Do not decrypt - ‘
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) ¢ Selected Applications and Filters (1)
Q_ Search by name | | Q_ Search by name Filters
v Risks (Any Selected) 050plus [} Riaka:very Low, Low L]
] VeryLow 538 1&1 Internet L)
(] Low 454 1-800-Flowers [
[T Medium 282 1000mercis [ ]
[] High 139 12306.cn o
7] Very High 70 123Movies o
v Business Relevance (Any Selected) 126.com [ ]
7] Very Low 580 17173.com o

TLS/SSL M Fnskme =15

1< < viewing 1-100 of 1483 > >|

Save




| TLS/SSL M Fngkme R
oims - kamErmzzan [

Add Rule 2]
Name Insert

Do not decrypt applications Enabled into Category v Standard Rules v
Action

Do not decrypt

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters Clear All Filters X Available Applications (0) Selected Applications and Filters (4)
Q pinn X Q faceb X Filters
v Risks (Any Selected) All apps matching the filter Tags:pinned certificate Filter:"faceb ]
« Business Relevance (Any Selected) Applications
v Types (Any Selected) Facebook ]
w Categories (Any Selected) Facebook Message ]

Facebook Photos

* Tags (1 Selected) L]
pinned certificate 0
cancel | |2
.
8
X ER

THC 97 P 47 A ) e 512 ek
IO 7l (R A

IR - RANNEFHZEZ N
A TSR TS N BR A S AN T S A RS R - ERE R BEN TLS/SSL M (741
A FH T R ({4 %48 (Replace Key Only) &35, FRATAL @S SR - EFE4
(Decrypt-Resign) A I A RE A48 .
M P EE ] B A A UE T G s, RS (Replace Key Only) 25 5304 7 7E Web JIl 2%
WG B A, A P AE AT IE AR S AN e A I B
T oK I U A TR R AT, S TT AR . AT DU R (alik) R, [FAS
BE, UG I I FCLE SR Hh —FF

Mg 1

&

i

T WERMWARESR, W FKCisco Secure Firewall Management Center o
B2 W NARPATICERAE, R AFHE U AL (CA) EA%3] Cisco Secure Firewall Management Center

(R > MREME, )5 PKI > AEE CA (Internal CAs)) .
$I®B3  iF S 5K (Policies) > i ja]#2#l (Access Control) > SSL .
HIEA s SSLOKME S dtE (4 .
WS AR (Add Rule).
W6 (LA (Name) FBU, A FAR BN 1) £ 5K .
PLERT  MIRME (Action) 51K, SR - EHFE S (Decrypt - Resign).
P8 N5 (with) T, AT CA AT,

TLs/ssL iz FnsEazrsl [
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TLS/SSL AN FnsE et |
B sreomsssLmn. IS SEES A

PR ET{UERE (Replace Key Only) #iE.
TEER T —Amp,

Name Insert

DR rule sample Enabled below rule v 8
Action

7% Decrypt - Resign w | with I IntCA - | c Replace Key Only

HIZ10 53R (Category) BB T TH .

SN NS5 (Categories) FRMTEE, AdiEM (KRHEBRIN) (Any [Except Uncategorized]).
$£IZ12 MEZ (Reputations) 5| £, AHdHEE (Any).

P13 AUHRMEHRN

MRS T AR

Editing Rule - Decrypt all except trusted cat Q
Name

Decrypt all except trusted cat Enabled Move
Action

& Decrypt - Resign w | with | IntCA v | O Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Categories Reputations Selected Categories (1)

Q_ Search by name or value Any Any (Except Uncategorized) (Reputations 1... @

Any (Except Uncategorized) SRS

Uncategorized 4 - Favorabie

Adult 3 - Neutral

Advertisements 4= Questionabie

Aleshol 1 - Untrusted

Animals and Pets

Arts

Astrology Apply to unknown reputation

1< < Viewing 1-100 of 125 > Dl

ez -
RS
P AR BRI %

B /e BY TLS/SSL A0 T:  PH 1F Bl a5 UE 4 FA 7S AR AR

H1 T8 1) TLS/SSL AR fpe HoAR HLfs S 2 (AR, DRt e 1o I 2 s BH L AN RAIE P MIAN 22 42 Pl
FECAS TR o

[l TLS/SSL AN Fnsk a5
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SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
. Source Dest Source Dest
" it Zones Zones Networks Networks

Administrator Rules

This ca

ry is empty
Standard Rules

1 DNDinternal source network
2 Decrypt test site

3 ® Do not decrypt low risk

4 Donot decrypt applications

5 Decrypt al but trusted categ

7 @ Block SSLv3. TLS 1.0, 1.1

e ¢ 0 boc bad certsaus

Root Rules

This

Default Action

VISR IEPSE

Editing Rule - Block bad cert status

Name

‘ Block bad cert status | Enabled

Action

| @Block - |

Zones Networks VLAN Tags Users

Intranet

Move

vLAN

o Users

Applications Ports Category Certificate

&fE

Applicati...

Risks: Very Loy

Facebook
Facebook Mes
Facebook Phot

s TLs/ssLimm: kst i

+ Add Category  + Add Rule Q,Search Rules X|

Source

e DestPorts  Categories  SSL Action

@00 notdecryot # W

+ Decrypt -

Astrology (An
gy (Any Resign L]
@00 notdecryet 4 W
©Do not decrypt # W
» Decrypt -
Any (Except Ui
 (Except Resign

1 Gert Status s

3 Protocol Versi @

Do not decrypt

DN Cert Status Cipher Suite Version Logging

wones (5
Invalid Issuer: |@
Not Yet Valid: |?m

Invalid CRL: |?m

Self Signed: ‘ Yes
Invalid Signature: \ Yes
Expired: ‘T
Invalid Certificate: ‘T
Server Mismatch: ‘ Yes

ganan

Revert to Defaults

TLS/SSL #L M Fnsk M =15




. . TLS/SSL AN SE¥ak B 1E IE AR 7S Y AR U

Editing Rule - Block SSLv3. TLS 1.0

Name

Block SSLv3. TLS 1.0 Enabled

Action

@ Block v

Zones Networks VLAN Tags Users

SSLv3.0
TLS v1.0
TLS w11
TLS v1.2

Revert to Defaults

AXER

Bl TLS/SSL AR W5 ml BH i EUE RS R, 26 16 1L
sl A BH L A 1) TLS/SSL KA 5 5 18 L

TLS/SSL 4 FngEmewil |

Cipher Suite Version Logging

gk s MRS ERE Ul sl Ay HEAA BRIY TLS/SSL #2819 7T

A f5l: TLS/SSL ¥ M= s B 1EIE FARZS R AL

H1 T8 i 1Y) TLS/SSL AU fpe HoAR HLf5 Sdm 2 AR, DRt e 1o I A e BH L AN RAIE P MIAN 22 42 Pl
FECAS R o A o R 7 481 08,75 i 22 A5 PR A 42 B

\}

AR A A AT PR LR SRR Lk 2 E A R ) b FH R E 4 (Cipher Suite) FIRRZ (Version) K%<
o FE B AT T At JI U] B PR 00 o FH X 6 2 1 P e 2 T4 R 48K ClientHello AbHE, M S8R ]

T )P RE -

i

L1 WA, E 8% Cisco Secure Firewall Management Center .

HIB2  iE 5l SRR (Policies) > iy jal45 ! (Access Control) > SSL .

$E3 fli SSL S FHILM dig () .

P4 il TLS/SSL MNH 1 4R4E (4D .

LIS AEEARMAN (Add Rule).

FIB6 L “UINN” (Add Rule) MAFHES, 7EBFR (Name) 7B i AN (1 4 7K o
7

67
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7 AGIEBIKTS (Cert Status).
®8 A METRAMNS, ALUNED:



| TLS/SSL 3mI Ansk e R A

. TLS/SSL AR SE¥ak B 1E IE AR 7S Y AR .

* w2 (Yes) MR IZ UL IR 2 A AAAEREATULAC .
© W& (No) W ARYE IZIE IR A2 A5 ik K AT UL o

© AHHER (Any) AAEDL RSN BEIE 45 1. 52, IEFHER R OB IEPRIR 2 A7 AR
HiZ UL .

L9 MIRME (Action) F1F, sTEHEHE (Monitor) LA #Rd s RN UL Lt i, it BRLLE (Block)
i PRIEFHEE (Block with Reset) LABH 11t e Ik F Pk 2 v i

S0 BARAEH R, 335 A TR SR R TF (Save).
SN BN RIS R TE S, 1 A8 DU RS R TE (Save).

Gt

N ZMFEAT Verified Authority UE MU . AZAAME AT Spammer Authority {IE 15410 HLH o
R B Verified Authority 15 F1H1 Verified Authority #7% [K)rH [6] CA iiF45_ AL 3] &
Gio T “CIUEMURAN” O e AR FETS, RS B bz “ CIRuEm
KA $E4ER) CRL,

TEUEYTH TR AEARBAET . B “ SRIESURHU " SUKKIES . A7E CRL ERRERELK
PIAEAT RO H AT 2845 FIP8 BE S FRE PR I 2 A o B2 BC B I AT 5, R
T U I 2 R A TS 280 A P A LS T A s PR it

Revoked: | Self Signed: |
Valid: | Invalid Signature: |

Invalid Issuer: | Expired: |
Not Yet vaiia: | Yes | No [ invalid Certificate: | Yes | No [N
Invalid CRL: | Server Mismatch: |

RS TR AR A BRI ARSI & fEtE o0, g RN, E54
JH G AR B ST FRAAE 3 0 8 O A DL SO Pt

Revoked: | Self Signed: |
Valid: | Invalid Signature: |

Invalid lssuer: | Expired: | Yes “ Any |
Not Yet valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: |

FE NG, WA NSRRI FE BAT U . A4 Cal i B JeRaE
A5, MR LR A UL

TLS/SSL AL FASE A% 15
|



TLS/SSL 4 FngEmewil |

B =5 BT smsmi thisspAe TLS/SSLIM

Revoked: Yes No Any Self Signed: Yes No Any
Valid: Yes m Any Invalid Signature: Yes | No et

Invalid Issuer: Yes No Any Expired: Yes No Any
Not Yet Valid: Yes | No % Invalid Certificate: Yes | No Uil
Invalid CRL: Yes No Any Server Mismatch: Yes No Any

PR T AMIEARRES A, R KK SNT L5 R 5% &3 44 PR UL FC B CRL o2, W

RS IR S C NI
Revoked: Yes No Self Signed: Yes No
Valid: Yes No Invalid Signature: Yes No
Invalid Issuer: Yes | Mo Expired: Yes | No
Not Yet Valid: Yes No Any Invalid Certificate: Yes No
Invalid CRL: Yes No | Any Server Mismatch: No

5. BT R PR A I kR AN B9 TLS/SSL A1

AR B T AT BELLE PR 4% AS TR0 A 224 1 TLS A1 SSL P, 9141 TLS 1.0« TLS 1.1 F1 SSLv3.
A B IX S Py 2RI T LS T VR M T AR B ASURCAS KU ) A% 7 G

TR AZ R 2 P HERR AN 222 S, DU EA AR AT eSS o AEA
o &R LU SSL MU _EFIRRZAS (Version) DI FHL ik KL B
© BT RGNS SSLv2 MU LA R, DL R O SSL SRS Al ] ok AR R4 RELIEE
 [FFE, B TANSCRE R4 TLS/SSL, At R g JLRH AL

\)

AR AAE HAT PR LE 2PR LE 3R EE B A AR RO R P ] RS E 4 (Cipher Suite) AR (Version) AL 4
o FERAT LA A (KR P AT I 28 26 P T2 TR R ZEN ClientHello X2,  MTT 3 2 A AT
TRV BE -

UK

L1 WERMARE S, E 8% isco Secure Firewall Management Center o
$E2 il 5REE (Policies) > 7 ial42#l (Access Control) > SSL .
$3 Lk SSL RIS SN HiE (4 .

$IR4 ik TLS/SSL MUISS 1 4wig (4

IS SEARIMMN (Add Rule).

TLS/SSL #LM FNSERE 15
-_. I



| TLS/SSL M Fngkme R
ARGl MiEsm s T o saime sssLan i

W6 AE U (Add Rule) XUEHES, {EZFR (Name) Bt 4 ALK 44 7R o

7 MIRME (Action) FIE T, AidEBRLE (Block) BiPRIEFEE (Block with reset).

L8 AR (Version) T .

FIB9 kP ARE AR PMUR LR, #10 SSL v3.0. TLS1.0M TLS1.1. BUH k-5 24 AT ]
PRSI AL HE

TEERT AR

‘ Editing Rule - Block SSLv3. TLS 1.0 @

Name

e
&

| Block SSLv3. TLS 1.0] | Enabled Mov

Action

@ Block -
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS v1.0
TLS w11
TLS v1.2

| Revertto Deraurts

TR0 MR i ZERE A AR 2
TEN HLRTE (Save).

AR MSFR s PR AR IE S T 4 % & FRAY TLS/SSL LM

B UL T AR T A TR A A 55 A S R T 2 AL oK AR P B . R RS AR
AT SR 2 RS S

Al AT OB B [ R AR . AR 4 A2UR4IZUngr, (HmsE s s — AM4. 6l
ﬁu, https://www.cisco.com E‘]lll%ﬁpﬁ(]/z}m%jﬂ cisco.como (fﬂﬁﬁj'z/ﬁwi%ﬂlz/éxﬁﬁ, Efﬁﬁ?fé
PR (DN) FRIZCAT (0] 3 B A4 BRI S A3 2 A28 T ande] A 4k 44 FR . )

%% 7 i Sk URL () A4 350 2 I 25 28 A Wk F 7 (SNDe 25/ i {fiF] TLS #2 TP i) SNIL 47 J# 44
%TE%E@%&E@E*&% (Wﬂﬁﬂ, auth.amp.cisco.com) ° %}ay Eﬁ%%&’%lﬁ%?{:$4\ 1P iﬁiﬁi%%
JIT A UE A5 IS ST T 8 TR AR N RA B A IE 4

g3z

L1 WA, % Cisco Secure Firewall Management Centero
FHIE2 0 KB (Policies) > i71a]#5 ) (Access Control) > SSL .

TLs/ssL iz FnsEazrsl [


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1091
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter77.pdf#nameddest=unique_1091
https://en.wikipedia.org/wiki/Server_Name_Indication

TLS/SSL 4 FngEmewil |

B ostmol SssimiriE a4 #E HRE TLS/SSL 3R

Qe

5
[ — Y

(—]

—

S
S8 3

miili SSL Sl sl 4atg (4
i TLS/SSL WIS 1) 4t (#)
M EARIAN (Add Rule).
7 “USIMAEIN " (Add Rule) X 1HHES, 7EZFR (Name) - B AL ) 44 55 o
MIZIE (Action) 4|, AidiFELE (Block) nkPEIEFHEE (Block with reset).
st DN.
METF DN (Available DNs) H A 878 I W] 73 HE44HK, Q1 R s
o SERIIER A B S AN B0 S A ey oy HE 4 FR, 1 A ET F DN (Available DNs) 4113 EJ7 1) R
m .
o BHR KGRI 23 FE L PR S A4, 1 sl " Al DN (Available DNs) %1% b5 132 B #RSUE

¥ % (Search by nameor value) $&7, ARJFHEAR R AZFRES S P . SR SAERBAN
I BATERT, DU sUE R IR 5

BUERENS, iR S BUERRITAXN G, iE RO, ARG IEREEIE (Select All).
AR INENE A E (Add to Subject) BRMNEN % F (Add to Issuer).

1’ oA AT LA O R E X B
N INEET- B4R I IT A SCAR A FH 2 80T 3 44 B o it 55 FA % DN (Subject DNs) sl % # DN (1 ssuer

DNs) %12 J5 i\ DN 5 CN (Enter DN or CN) #&7x, 4R 58N FH 4 80T 20 #5440 F sl s n
(Add).

EARTEAT LK CN 8l DN A BT 2136, H B WLk e A 1S i 214 F3 & DN (Subject DNs) 71
e

NI SS =S TS

SEIUG, BEORAERERUU S, 3 A TR R T (Save).

BEORAFRT SRS B L, 33 i DU T AR TR (Save) o

Gt

TSR T T8 2 1) goodbakery.example.com Al & 5 i goodca.example.com il & FIE 15
CIR7 7 229 WIII P <3 ST/ N ETE A P W L BUB .S L1 o ) N o s 8

[l TLS/SSL AN Fnsk a5



| TLS/SSL M Fngkme R
nsssLzn 22 |

Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com ™
Enter DN or CN \ Add \ Enter DN or CN

TLS/SSL &0 & &
HnAAT A TLS/SSL 0 ) Bct e ek 13 ) e Ao S e 1

TLS/SSL MU : A REASRUUE T H 0%, (HEAT AR USRI RSN GREGRT4 n
LA F A SARM TR MR, 13 RS IR L i H &l . D

UK

B

WM A G %, 155 % Cisco Secure Firewall Management Center .
Wi il SREg (Policies) > if7al#=Hl (Access Control) > SSL.

st SSL SRS 7411 dRsg (£ .

miili TLS/SSL MUMIS 1) 4wtg ()

fdi BEITF (Logging)it ik .

R EEEL RAHERE (Log at End of Connection).

PRT R TF (Save).

FIR8 piali s TR Save.

G %S Y
Al AW NN -

]
o

TLs/ssL iz FnsEazrsl [
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B nsssumnigs

[l TLS/SSL AN Fnsk a5
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