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| mnissems

eumnznzs

© BRASERE - A UL BEE KT SONRRE F AR 48 AR R AL . 8 T LLAE T B R B 2
UL 4 ()i A B o 05T DR P R SO Jg R UL T o 1) 2% 10 1 Sl T o 8 Bt e (10 7t
. FMC G420 0rgk, DHRAEm T 75— AU dras I ol AT ki o 0 A e it
e, TEAEERE T B G,

AN I A © A RE LR B 28 St 41 v S s A 0P T el vt 0 R AU RS e o I RAN R B AR
M, W% 2R N/A.

TR AR (B T WA AR th 28, #8471t Nullo 4 1 DL 55 #0545 T & 1 1] — He 4oL % el
L,

ARESE B BE NG R, WSS BN H .
o GRIE - HBE AR AV A C 2 B e SR . AT ORALIR BB IR S, S 4Lk

TR ERAARE, RlifRTE.

T—5HHtta
TR 5
o IR K A 155

12 P80 RE 0L FH 2%

T T UG R AL % 25 P 0 P R A o SRS

UK

TR KGR RE > IREFEE, JF HIE BPii s
P2 g
PB3 A EEEMRARE.

FI A R UL ph 5 DA B 23 TS PO 1 #8 A s /E FE # BB ER 2§ (Virtual Routers) B

T4 TESUERE A, A TR R th 2L R ()

pE TAE A R AU IR R B . DI, ANBERS 4 Jm % th ds EA T g i SR AR
(©) KREFWHE.

FERS LA, A HRTF (Save).

F—5Hit 4
BRI LB F 5

bt |
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Engns |
| L

A B R $A 2% ER 2%

FHia Z |l
o ANEEM bR 4 R RE AR t s DAL, IIBRIETHAN W] T4 Ja) R UL 1 465
o REATLL— MR 22 AU 1 2 o
o B3R FD R U386 £ 28 P BT AT i e SROmgs A5 R o
o WM 0 R F0L 1% e 45 ) A 42 VAR ) ) 4 S R AU i 4
. ﬁggg%iilE@%%ib??%thﬁﬂKEﬁﬁ (BN E 1Py B REE)  WRAT AR 58 e 4 REMBR %

UK

TR RUGEFE ’R& > REEE, JF HaE sl s .
P2 RGHEKA.
PB3 A EEEMRAR.

FIT AT R AOAIEES £ o LU B S5 (104 11 #0 Bn AE B BB ER 2% (Virtual Routers) Tl A
ST A TR s, I AT ML th s S5 RR (W)

SRS EMIER AR ds, AL CTRL B, ml e SR A ROl th 4 ARy, ARJA slaiBR.
FIR6 LRAF L R RTF

Rz R B% 28
LN HE UL H A AT AR R R bR, R S Bk CLI R LA N %
* show vrf: SoR kE L0 FR 8 B OGIDRH: LI PRI L
* show route vrf <vrf_name>: {57 HE40L 1% b 2% 1 % rh PR an 45 L.
* show run router bgp all: 7= MRS fH 2% 1) BGP B B 4015 S
* show run router bgp vrf <vrf_name>: 57~ ME40L %t %% 1 BGP # th 14015 L
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enxnsnrss |

FE $UAES F 25 RO B & 7R 191

LUNEIBG:

i FE HULES FH 25 B% FR 2T A2 AR 55 2%

FERERAEG Hrp, T CARI A2 A R SO Hh Bk B DAL e s )i i, AT S I 28 43 85 . 7
%%%%T,Hﬂ%%EmMR%ﬁf$ﬂ%@ﬂ%$%w@%%%ﬁ W RIS TR K 4L eh
P LI LA 1) A B 22 BRI EHLIFE Y .

T, B 5% R o ) (1 B 5 0 ke B REUEEAE L ) B B T 4 1 PR A R A T B k. AR R
B EIAEE, EBHEEAHN CEREITD S8R5 AR 2 Bk e t#s 2 MR i i o 26 it
T LTS 0 2 Bk MR R e R, AESRE AR, SRR AR BRI Ay (D PRiE
ZmAE PR BRI A (HAS 8Osl . M HRNSAHEE 2B, BIETEN ‘&
7 L A G BB AR H AR (BP 10.50.0.0/24) [F1# o

1: B R BUER B 27 - TP

Internet

t

Threat
Defense

~
(1030.0.0/24 )

.G.
[ B
a' ]
a\ya
oll

- -0

Virtual Router Virtual Router

Sales Warehouse

Gio/1 Gio/2
h 10.200. 0/30 10 40.0.0/30
Sales Warehouse
_Router 1 _Router 2
9 10.10.0.0/24 10.50.0.0/24

Sales Warehouse

FriaZ Al
R BB LA Sales Routerl, AR E A 10.20.0.1/30 £ 1 2% HH 3 10.50.0.5/24.

UK

o B A os R LS 28 R I N BB 1T (Gi0/1):
a) WGk E > REEE > #END.
b) ZwiE Gio/1 $%11:

o ZFR - AR “VR-Sales” .

« dEh R R RIEHE

bt |



Engns |
B voEsenmmssmazenss

 JEIPVA T, X5 1P 2B, HEFERRESIP.
* |P Hhtit - i\ 10.30.0.1/24.

c) MiifE.
d) HitiRTF.
SR 2 NE BN B B A% & N1 (Gi0/2):
a) WKUGEFIRE > REEIE > EO.
b) ZwiE Gi0/2 #5110
o ZER - AfHthk “VR-Warehouse”
« EHRREIEE.
« FEIPV4 H, XFTF IP B, R RERERS IP.

o |P il - R 2 X RGEARVFRAT AR ) 1P Hidik (10.30.0.1/24) BeE B L1, AR
AN P e SR RS 35

o) MiliHAE.
d) iR E.
T3 QI BB R COE” BRI bR O
a) MKUGERR & > IREEIE, JEHS BB %%
b) IKUCGEFERREH > EEREMRHEE.
o) MlRIMERIEE RIS BB BRI h.
d) slRMEREEBRRIF0IE “OE” BRI b,
e) MUK s FhaR s a7, RGTEERIES BB T, BN “VR-Sales” fENiEE

BEOIRAT
) MBI e FRglR e s “aE” , RIGHEERIIRBEERMET, B “VR-Warehouse” 1f
HIEEFEOIFRAT

S 4 TP “VR-Warehouse” HMHLE
a) Kk PRsE > REEE > &0,
b) EFX “VR-Warehouse” #1155 il 4R4E . K5 IP Hihib 45528 10.30.0.1/24. BLAE, T4 1140 Bl 40 id
PSSR R R, DRI R VP “VR-Sales” [1)[F]— IP HihibgEAT A&
c) MHARE.
d) riffRE.
HIES OIS 8% (10.50.0.0/24) FIG K5 (10.40.0.2/30) B M 48 X6 % .
a) WIEHEWR > WREE
b) UEPERIMMLE > HRANATR:
© ZFR - AHhh “Warehouse-Server” o

« PLg - s “PIZE” JEHIN 10.50.0.0/24

W EngmE



| mnissems

c) MitifRTE.
d) KUGEPSRINMEE > RN R

smsEnsnssnmnenss |

* ZFR - ANy “Warehouse-Gateway” o
© W% - gy “EHL” I 10.40.0.2,

¢) miifRTF.

5E X FR M “VR-Warehouse” 4% 1111 “H65 7 R0 dh 28 Hh i i eyt -

a) MKUCEFE & > REEE, JFHoE BB B

b) EFEHEH.

o) MR EERE Rt B HRS, Rn S ERSEEE .

d) mRIEREH. ERINERSIREERT,

- 0 - kP “VR-Warehouse”
o M4& - % F¢ Warehouse-Server % % .

* W;‘& - ){%/H\:%%o
Add Static Route Configuration

Type:
Interface®
| VR-Warehouse v
Available Network C

Q, Search

.an','—:pvzt

| IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12 -

Gateway*

Metric:

Tunneled: [

Route Tracking:

e) M.
f) HAdfREF.

Kt i 210 55—

faE LU A7

A B R AR, 21 RER G,

Selected Network

Warehouse-Server

L L

EMER RS




ez |
B voEsenmmssmazenss

TR A QR AU s, € SR B d s 2 OGS
a) M RIFIRTESRE “ B R A, AR5 RiEESEEE .
b) RN . ERMERSHKBAEE T, HEL AR

e 3O - EF “VR-Warehouse”
* M4& - % F¢ Warehouse-Server % % .
* P k- $¢ Warehouse-Gateway $f 4.

Add Static Route Configuration

o
Type: e IPv4 Pv6
Interface*
VR-Warehouse A
Available Network C Selected Network
Q, Search | Add | Warehouse-Server u
any-ipv4

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination
Gateway

Warehouse-Gateway A4

Metric:

Tunneled: (Used only for default Route

Route Tracking:

Cancel | “

c) MiiHAE.
d) SEHRE

LIRS M E SOV G EIR S A8 H V5 ) B b o LAV b, s FE O e X . AR >
IMEREE>EO. KKEERIN > REXEI N “VR-Sales” Fl “VR-Warehouse” )7 224> X I
%f F-Warehouse-Server M8 % %, il Warehouse-Server 2 1140 (K KiEFEFHn > 3 E0O4R)

SIB Y KL PEREE > 7= HI A E Vs O, DAASVRRR RN RS RS i s R s 1 B
] H ] Warehouse-Server W Z5%f %11 “ G147 RIS a0 HE: 0.
Blhn, A “HE” BRI SR O T BB e XK, 1 SRR RS s
R AT ORI 22, DU 1) 45 B0 JUDKE dn 1 ik .

W EngmE
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SalesWarehouse

Enter Description

Rules Security Intelligence HTTP Responses Logging Advanced Settings
—
Filter by Device ¥ Search Rul
Source Soul Dest VLAN
Hong Zones Dist Zonas Network Network Tags

v Mandatory - SalesWarehouse (1-1)

1 Warehouse-Rule Sales-Zone  Warehouse-Zone

mmtassswu=ananRsanE |

Analyze Hit Counts ‘

Inheritance Settings | Polic

Prefilter Policy: Default Prefilter Policy SSL Policy: None Ide
X | [[J showRule Conflicts @ + Add Categ
Source Dest Source =
u Applicat. = =3 URLs T Dest SGT Action & @ B S
Any Any Any Any Any Any Any © Allow &

NI {4 61 & & Hthtik == [B) B9 ELBA W) 377 2] A BR

A P R UL P A I, T LIOA B B AR P s R 0 2 AN D BEEAN RN M g stk (ERE, T TAE
TR LG FU ) READL RS R P R TP AR ), DRI 0 SRR NATT/PAT it D4 42 11 1
NAT/PAT REI, DA O 3 [t e 2052 TR A ) H 3o o Ak 1 Sk /67 300 R 455t k22 [ T A 5 R 92

% H B F NAT/PAT #LU IFR)F

flan, FTD Ef4% 1T vrl-inside 1 vr2-inside #5¢ XAMEH] 1P Hidik 192.168.1.1/24, M 20 dE 4
FEILAE 192.168.1.0/24 W2 [¥) o3 Be Lo 22 A /738 o PR AN FH A 1) ik 245 [0 (1) K2 400 1% £h 2% 7 1) LIk
WY, SRR NAT JUU) 3 B T REAN e 00 % e o b 10482 11, S5c i FH B ) NAT B8 PAT dtb. 1]
LU PAT # VRI PG5 HIERE B 10.100.10.1, FFFF VR2 k4444 10.100.10.2. R
EoR TRV R, T e TR (R AR 11 e A R B EH A a0 o S A FH A ik e B T

(vrl-inside F vr2-inside) K& X NAT/PAT HE) - AFH “ATART 7 A5 A P42 LAl 28 48 o ik R ) -
P, ST PN 1 D _E AT e AEAEM ALY TP Mkt

192.168.1.0/24
192.168.1.0/24

A=
Inside Networks E

)

" PAT to 10.100.10.2

PAT t0 10.100.10.1__*

72.16.1.024

T

IPv4 Public
Internet

R

RIS S A AN ol TR bk W P R OB s P 10— S8 10, e PTG 1 8 SONAT R, DA

PR R R IR, T OR SN A8 M DX 202K 955 LI 4052 () 45 READLES £ 2 2 18] (R A

UK

Jy VR e 89 1 4 11
a) UGk E > REEE > #END.
b) ZwAEEE IS VR B0

bt |
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B vertessswu=anERREERR

« ZFR (Name) - ZEH R B ol vrl-inside.

* BB R AIEHE,

s {EIPVA T, XfTIP KB, ik PERES IP.
* | P itk (1P Address) - i\ 192.168.1.1/24.

¢) HiifAE.
d) HEHRTEF.

P2 O VR2 FLE WA A -
a) KUGEPE & > R EEE > EO.
b) ALY VR M1 :
* &R (Name) - 7EIR 61 vi2-inside.
- R EILHE.
* EIPVATH, X1 IPREL, HIEIHERES IP
< 1Pk - KB IZRGEA RVFEAE AR 1P shhkACER L, BOS MR QI e
SCH LA H 2% o
o) mMiifE.
d) ridifRTF.
PR3 HCE VR ISR A0 F A BRI K iR«
a) IRKIEPERE > REEE, 5% FTD k.
b) WKUCGEPEESEH > BIBERBKEE. A RMEREBEEE (Add Virtual Router) I 1% VR1.
©) T VRI, {EEREEAEREM (Virtual Router Properties) 1143t vrl-inside {47 -

d) iiERSERE (Static Route).
e) MTRMEEE. ERMESKBRED, el FHA:

* ¥ 0 (Interface) - LEFE4 w4 th s I AMAHE .

* W4 (Network) - L+ any-ipv4 X 5. XA ML TVEAE VR B HT AR 3 & 0 BRI
.

© WK - REIL R A i kR 2 D AN R BRI, TE 20 4R R OG

B EEms
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mimpessswu=anapRsawE |

Add Static Route Configuration (7]
Type: @ IPvd () IPv6

Interface*

| outside v |

(Interface starting with this icon [%signifies it is available for route leak)

Available Netwark C + Selected Network

| Q, Search | any-ipvd

|IPv4-Benchmark-Tests

L[]

IPv4-Link-Local
IPv4-Multicast
IPvd4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| ]+
Metric:
L |
Tunneled: (] (Used only for default Route)
Route Tracking:

v |+

Cancel m

0 MhETE.
g) MiifRF.
WA FLE VR2 FEISMTEE A BRI th i
a) WEFIRE > REEE, AR5 FTD &4 .
b) KUGEPEEERE > SREMBEHE. AR MEREEHES (Add Virtual Router) Il VR2.
¢) XIT VR2, 7EREIIEASEE M (Virtual Router Properties) Hi4 At vr2-inside JH 1547
d) riliERSERH (Static Route).
e) MTTRMEEE. ERMERSEBEE T, BELlFHR:

* 0 (Interface) - EFE4 R4 & AR HE: .

* M#4& (Network) - 4% any-ipv4 X% XA MILE L TCIALE VR2 A % b AT ] it e A BROA B
5

gEnmE I



ez |

B smrsessam=anERRSDRR

© WK - REILR A i R 2 D AN RO AR I, TE 2R OG

Add Static Route Configuration (7]
Type: @ IPvd () PG m
Interface*

| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Awvailable Network C' + Selected Network

| Q, Search | any-ipv4

IPv4-Benchmark-Tests

)

IPv4-Link-Local
IPv4-Multicast
IPvA4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| w |k
Metric:
L |
Tunneled: [ ] (Used only for default Route)
Route Tracking:

v |+

Cancel | m

f) RUHE.
g) iRTE,
LIRS EAREK AR IANBE O LECE 1Pv4 FRSE0AEH, R 172.16.1.2:
a) WIIEHIRE > REEE, A% FTD &4 .
b) EFFEEER (Routing) 4k 4= % th o kB tE .
o) MiiERSEEH (Static Route).
d) AdRIERE. ERMERSHEBERET, REll FRA:

« #0 (Interface) - P54 5% 2 AR
« M4& (Network) - 235 any-ipv4 5% . BOKE FH T IPv4 & B A S H

W EngmE
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Sk

g

mmtassswu=ananRsanE |

* WX (Gateway) - WiR AU, WA MR AIRPELE TN WERMARCIEN S, U AR

fn (Add), AR5 R AN T b 2B ) — i ) X O TP Ml (FEARHI 4 172.16.1.2) 3%
MENNS . QENG)E, £ “MWR” (Gateway) T B HHIEFZN S .

Add Static Route Configuration (]
Type: @ IPvd IPv6
Interface*

outside v |

f_lﬂterface starting with this icon @siéniﬁes it is available for route leak)

Available Network C + Selected Network

| 'Search | |W| |

' any-ipvd |
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12

-

Gateway*
| outside-gateway v .+
Metric:
1
Tunneled: | {Used only for default Route)

Route Tracking:
v |+

p—
M..:\I:I-‘.He. | m

e) MiifE.
f) mdfRTE.

Vi 0) vr2-inside AW E

a)
b)

<)
d)

WOIEPRIR & > REEE > &,

sl v2-inside #2111 [ 4548 (Edit). K 1P HbhbFR 2ok 192.168.1.1/24. IAE, HTHE 0 B lshy
PAANAN R R RE AU (h 2, DRI R e A VFARAEE ] vrl-inside FOAHTR] IP ik HEATAC .

MTHRE.

MR

B NAT #UJ, L% VRI [ PAT A-4MEAE4iE] 10.100.10.1,
a) ILFIEE > NAT.

bt |
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b) Mii#ETRES (New Policy) > BiABATE NAT (Threat Defense NAT).
c) fiA InsideOutsideNATRule 14 NAT ZRIEZHR, RIGEPE FTD W 45. s difRTFE (Save).
d) 7f InsideOutsideNATRule G, sidiidRAn#LN (Add Rule) 3£ LEL T A %%

* NAT HL0 (NAT Rule) - i£# “F2) NAT 0" (Manual NAT Rule).

* £ (Type) - &£ “3)A” (Dynamic).

* FBA (Insert) - WURAFAEAE MBS NAT BUU, ML “ EJ57 (Above).
+ fiifi Enabled.

 fEHEORM & (InterfaceObjects) ', 1L+ vrl-interface X%, SRJ5 77 InE3E (Add to Source)
CINRRT S AT H, WE7ERT SR (Object) > 3R &1 (Object Management) > $0 (I nterface)
R — %D, RS IERANEBAE N FRNE B4R (Add to Destination).

« {E3EHR (Trandation) |, iyJ&#43& (Original Source) 1%#% any-ipv4. X T-45#:B9j% (Trandated
Source), AiliiAn (Add) FEH 10.100.10.1 3k 5E X EHIN % VRI-PAT-Pool., 1EF
VRI1-PAT-Pool, 41 FEfis:

NAT Rule:
Insert
In Category v NAT Rules Befaore v
Type
Static v
Enable

Description

Interface Objects  Translation  PAT Pool  Advanced
——

Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
QOriginal Destination: VR1-PAT-Pool v
Address v

Translated Destination

QOriginal Source Port Translated Source Port:

QOriginal Destination Port: Translated Destination Port:

e) MilifzE.
f) AR

SIS U NAT M), LUK VR2 [ PAT -4 AL 4% 10.100.10.2.

a) ILEFIEE > NAT.
b) w4 InsideOutsideNATRule LAsE X VR2 NAT ARl

* NAT | (NAT Rule) - EFE “F3) NAT #U” (Manual NAT Rule)s.

W EngmE
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mmtassswu=ananRsanE |

« KA (Type) - EFE “8)&” (Dynamic).
« F/AN (Insert) - WARAFEAT )24 NAT JU, S “ LJ7” (Above).
* /i Enabled.

« fEEO XK (InterfaceObjects) 1, 1E+E vr2-interface X%, #RJ5 iR nE]R (Add to Source)
CHTREXT S AT, W 7E3T & (Object) > 35 &1 (Object Management) > ##0 (I nterface)
AR, SRIEIEFAMNAE N AR E] B #R (Add to Destination).

« {E3EHR (Trandation)", 4J/&143& (Original Source) %% any-ipv4. % T-4#:#93% (Trandated
Source), AidiiRAn (Add) FAEH 10.100.10.2 3K 5E X FEHLXF % VR2-PAT-Pool. EF
VR2-PAT-Pool, I I fiR:

NAT Rule:
Insert:

In Category v NAT Rules Before 5
Type:

Static v

Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR2-PAT-Pool v
Address v

Translated Destination

Original Source Port: Translated Source Port:

Original Destination Port: Translated Destination Port:

c) MiilifAZE.
d) riifR%F.

$IR9  FLE SCVFAE M vrl-inside T vr2-inside 322 LI [ 482 1 (KU [l Fa i) S, 488 75 B 1) st 20 4 X
AR > M REE > EO ., EFRMN (Add) > L2 X8 (Security Zone) I vrl-inside. vr2-inside
AN O 22 A X 3k

$IR10 LSRRG (Policies) > i jalx ] (Access Control), 4R & Bt & V7 in) 4% ) LA 8 VK vrl-inside-zone Al
vr2- inside-zone H {3t B ALK £ outside-zone .
s s g T DARE D 44 I DX, U SR V0 BT A Ot Fe U v LB I PRI AR KUK dn R B #85m) DRoKg 3L
il ZH0N F - I Vs 1) 28 1 SR s -

| bt |
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B o s v sl e B PO BRI 4247 RA VPN 37578)

Add Rule
Name Insert
AllowinternetTraffic Enabled into Mandatory -
Action Time Range
2 Allow » o
Zones MNetworks VLANTags ML Users Applications Ports URLs SGT/ISE Attributes |

Available Zones C

Q, Search by name

vr1-inside-zone

vr2-inside-zone

Source Zones (2)

vl =insade-zone

id to Source vr2-inside-zone

GnAAT F2 1 3o FE 6L ER R B BRI 48 7£ 1T RA VPN 77 [g]

25 AU S K BE e b, HUAT AR BRSO s 1 _ES0FF RA VPN ORI fi e /F AnyConnect
P R 8 SRR REAUA S £ 2 R 2% (R .

7E N7 H, RA VPN (AnyConnect 25 )7 i) FH /32 2l 172.16.3.1 (19 BB 10 50452
1, JF7E 192.168.80.0/24 Jth HH3R1S 1P Huhilk . % H - KL BE U7 In) 4% Ja e 401 B A 1) I S 2% . B AR/t
Al P LS S VR (4% (HI 192.168.1.0/24) , il 464 A VR1 FECE A

% LA I i

inside ~————, 172.16.3.1

Inside Network

192.168.80.0/24

192.168.1.1
VF1-inside

Threat
Defense

outside

Secure
Client

W EngmE
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s 2 BBk e B P P 42t £7 RA VPN o) [

FHIEZ Al
PE7R BB S COBCE RA VPN, 58 SO ey, OB 1 FR 2 Ho g A1 R R UL i 2 o

UK

W BCE AR AL 2 2 5 H g S VR R Hfh .
a) WIER ’& > REEIE, I Had BB 5.
b) MdEHE. BN, RGOSR “4 )Rk HEYE” (Global routing properties) U -
c) AiliERASEEH (Static Route).
d) AdRIEEE. ERMERSHKBERED, HEU TN
* #0 (Interface) - X4 VR1 NiidE 1.

* W%% (Network) - 14 VR RESULER @ 20 5 S5mT LLE AR AN & (Add Object) L1

A
© B3R - KR Ao g B B O — S AR R AR I, T R G
Add Static Route Configuration 9
Type: e IPvd IPv6
Interface*
vrl-inside ¥ |

Available Network C Selected Network
Q_ Search nw-192.168.1.0 v
IPv&-Private-T0.0.0.0-8 N

IPv4 -Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPvd-Private-All-RFC1918
IPv6-to-IPv4-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:
1

Tunneled: [ ] (Used only for default Route)

Route Tracking

-

(oo | I

LB 1l ALVFAE VPN i 2} BC TP ik (¥) AnyConnect %3 Vs li) VR KIS i #5 F 9)
192.168.1.0/24 %% .

e) MifhE.

| bt |



v |
B o s v sl e B PO BRI 4247 RA VPN 37578)

P2 FUE VR 2045 2 F0K b 25 16 2% b it -
a) IKUGERE R& > IREEIE, I H%HE P &,
b) sidiEEH (Routing), #RJ5 A MBI FLLSE VRI.
c) AiliERASEEH (Static Route).
d) AERERE. ERMERSHEBERET, el PN

* $%0 (Interface) - HEFEA 0K thas oM E L.
* [4% (Network) - ZEH64= Ja R P0G FH 7 P 44 X6 52 .
© F3K - KR A K B B o S AR R AR I, TE R G

Add Static Route Configuration (-]
Type: e Pvd () IPvB
Interface*
outside v
Available Network C' Selected Network
Q_ Search | | vpn-pool H

-

.outside—qatewav

| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric
1

Tunneled: [ ] (Used only for default Route)
Route Tracking:

v

(oo | I

T B ()T A % T O R 192.168.1.0/24 % (VR1) _E 195 [ £E VPN it b 23 FE TP ik () AnyConnect
By RSz .

e) MiHAE.

T—5Hit4
a1 RA VPN Huhibyt 5 H P s SCRO B LS el 88 1 1P shbb 58, IR 2500 TP Huhib {3 AR A NAT
KW, DUSFHIEMR M b, o, EATLUE L RA VPN Hbfikits, DAl ES.

W EngmE



| mnissems
mfT@idis s VN Ripka s Ensnsnnsre ]

gn{ATiE i3 4 = (8] VPN fR1P5R B 2 M E IR R 2R R W E

25 AR K BE a6 b, AT 4R RSOty e 1B S0t sl 18] VPN AN REAE ) 11 )7 2 LI
AU H A A% 1 ERCE JH:TWJ%W AR Pk s e 9 A vty R 18] VPN ORGP H s EE P 5 X
FRT RSP ET 8 P9 A R 8 PRI o A 5 22 SEOFT ot 5 ) VPNGE RS, DAALHEIXSE ] 7 5 SR R LA o o
%

BAMEBIZFE— AN 70 SR 28 R0 ) 3 2% 2 [ Bl 2 i) VPN 2 SCHLR R I FTD
HA B ha% . fEXMES T, Bl VPN 7E 172.16.3.1 [ AU /M BE: 0 g . 1k VPN

AHE AR ZS 192.168.2.0/24, T LT MATHSMNICE, K4 A D e 4 s L th s 1 — 384

fHIE, 20 192.168.1.0/24 P2% (I VR BB 8 (1840 R4kl fili] VPN s, W2
HEAJRAT VR LGS A th okt EE 4 el JF8 VR W48 N3k ARl VPN FeE .

— 172.16.3.1 —

inside
outside -
3 | 3 . 172.16.20.0/24

192.165.2.0v24
182.168.1.0424

19216811
vri-inside FTD

FiaZ |l

PR BB I CAE A H I 44 192.168.2.0/24 H MBI 4% 172.16.20.0/24 2 [A]E & 3 5517 VPN, & S
U %, TC e 1 R LA e 25 AH . 1R 2 U008 e 28 o

UK

LB BCE AR LS AR B T E E VR IS R -
a) KKIEFRE > REEE, AR5 FTD %%,
b) mEEH. BAENTN, R LR “2REmEM” (Global routing properties) L[
o) MiiERSEEH (Static Route).
d) mrARmEE. ERMERSEKERETD, el PR
* ¥0 (Interface) - EF VR1 W,
* M4E (Network) - ZEFE VR R HLHS B A% 250 5 B8 mT LT H RN R (Add Object) 21161
#—A

© WK - KL R A i R 2 D AN R BRI, TE 20 OG

| bt |
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Add Static Route Configuration (-]

Type: e IPv4 IPv6
Interface®

vr1-inside v

Available Network C Selected Network

Q_ Search nw-192.168.1.0
IPv&-Private-T0.U.0.0-8 N

o |

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:

Tunneled: [_| (Used only for default Route)

Route Tracking

]

L RS S VFS2 0k A E) VPN [N CGERE) 28 DRI R 2830 17 i) VR REFOLEK £ 5 1
192.168.1.0/24 % .

e) MifhE.

IR 2 FUE M VRI 24 )5 240 EE fh 2% 1) 2% it -
a) KKIEFIRE > REEE, ARG FTD %
b) ridiE&H (Routing), AJ5 M FHFIEfiksE VRI.
c) MiiiERZSEGH (Static Route).
d) SRR E. ERMERSEBERET, el PR

* #%0 (Interface) - EFE4 ik AR /M E: L1
* P4% (Network) - L4 Ja RE LS FH 2 P 44 X6 42 .
© WK -G ILR AT BEE IRER) AN R AR, TSR OC.

W EngmE
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Add Static Route Configuration

Type: w) IPvd () IPvB
Interface*
outside v

Available Network C
Q_ Search

.anv—ipwl

default-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local

Metric:
1

Tunneled: (Used only for default Route)

Route Tracking:

mfT@idis s VN Ripka s Ensnsnnsre ]

Selected Network

external-vpn-nw

o)

=al o |

BEERAS I R 192.168.1.0/24 BIZ% (VR1) ¥ £ KR 4R 0l 1 TR) VPN BRI &Rz, 7EAS /R~
H, I RE S IEAE R 172.16.20.0/24 M4,

e) M.

IR 3 K4 192.168.1.0/24 ML N 213k s 7] VPN HEREAC & S
a) P (Devices) > VPN > ufi s (8] (Site To Site), 2R dwfH VPN #ifh.

b) 7E£&iR (Endpoints) FF, iR A A i,

c) f{EYmIEL% (Edit Endpoint) ()3 {R$PM L& (Protected Networks) 7Bt , iR inEFi MBI &

(Add New Network Object).

d) INMI4E A 192.168.1.0 ] VR P4 % 5 :

bt |
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. WAEEBEETHIRIEEME N ZEERRE

Network Objects [+]

Available Networks C'

| Q, Search Selected Networks

- nw-192.168.1.0
|PvE-Private-Unigue-Local..

LI} =)

nw-192.168.2.0

|Pv&-to-IPv4-Relay-Anycast

nw-192168 2 0

outside

-

Cancel ‘ m
e) RUiFE (OK) HRFILE

MAEEMBEHPIRNESNE NN ERBRE

T DAAE B AT A [ 199 255 i1k (0 R A0 8 L L. R ENUAREGE LS, BnT LLRCE IR NAT.
ATRGIEEAE T E NAT A LU B B o 26 EHLIAE) Y o

R E, PaENLFEIAFFENB B T AR R H2s: VRG ($:1 vrg-inside) 1 VRB
(0 vrb-inside) , 239 LA FHEI 7 10.1.1.0/24. Eibp & EHELS, 50— NAT 5E0%,
Hrp VRG ML LIRS 648 IS NAT Hbdik - 20.1.1.1, 1] VRB FEHL3E LA Sof 48 FH LS NAT Hb

Hk-30.1.1.1. Rk, FEHLA 2 30.1.1.1 5EHLBIEG; FHB A 20.1.1.1 Ui EHL Ao

NAT

LT e,

= )
= Outside Internet
1 172.16.3.1

FF6 Z A
Rl e s c

W EngmE
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* vrg-inside F vrb-inside 4% [ 73 5 MRS H1 45 OCHE: VRG HT VRB LUK L& T AH [F] 5 ) Hu ik 1)
vrg-inside fl vrb-inside 2 1 ({101 10.1.1.0/24) .

* 73l H vrg-inside FI vrb-inside #2185 1742 11 [X 3k VRG-Inf. VRB-Inf,
* VRG HFIFENL A, BRIAMSEH vrg-inside; FHL B 47T VRB 1, vrb-inside 1F 4 ERIN M Ko

UK

HIE1 Q) NAT MU CLAEFE N FEHL A B ML B i E. LRI (Devices) > NAT.
$IE2 L FSREE (New Policy) > BUBBA{H NAT (Threat Defense NAT).

PR3 HIN NAT SRS A FK, SRJ51EHE FTD W%, sidifRTE (Save).

PB4 76 NAT GUp, AdHRmBN (Add Rule) I LA R A 2

* NAT 7 (NAT Rule) - i£$¥ “F-3)) NAT ¥J” (Manual NAT Rule).
o A (Type) - L “HA” (Static).

« JBN (Insert) - WHRAFAEATAT NAT B, MESE “ 1777 (Above).
« fii Enabled.

s ZEFEOX SR (Interface Objects) 1, £ VRG-Inf X} %, SR s di iR AnEiR (Add to Source) (U
BB, EEXT S (Object) > 3R IR (Object Management) > #£[0 (Interface) a1 —
M%), ARG EFE VRG-Inf X% Jf s 72| B4R (Add to Destination).

* {354 (Trandation) FFEFELL R T
* [R34iR (Original Source), %EFF vrg-inside.

* JR3%4 B ¥r (Original Destination), siiiin (Add) JfAfH 30.1.1.1 & XXF%
VRB-Mapped-Host. E$: VRB B F 4L,

* B EH9IR (Trandated Source), , fiaiian (Add) JHH 20.1.1.1 & A%
VRG-Mapped-Host. %% VRG WL EHL.

« $E [ B9 B4R (Transated Destination), 3% vrb-inside, @1 F & fis:

bt |
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Add NAT Rule

NAT Rule:

B weaEsssatem e ERGEN 2 B%ERE

| Manual NAT Rule

Y |

Insert:

| In category v | | NAT Rules Before v

Type:

| Static v|

Enable

Description:
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

| vrg-inside v| | Address v|

Original Destination: | VRG-Mapped-Host v |
Address v

| | Translated Destination:

| WRB-Mapped-Host v| | vrb-inside v|

Original Source Port: Translated Source Port:

| il | 7]

Original Destination Port: Translated Destination Port:

| | | z]

o |
£ FTD &% 121217 show nat detail fir& N, BORFA RIZEBITLUT WA RS -

firepower (config-service-object-group)# show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0
Source - Origin: 10.1.1.1/24, Translated:
Destination - Origin: 30.1.1.1/24,

R RE -
FE6 rLlRF.

NAT HUU 41 fr s -

20.1.1.1/24
Translated: 10.1.1.1/24

Host2Host

Enter Description

‘Show Warnings

Policy Assig
Rules
—_—

Filter by Device +

Original Packet Translated Packet

Destination
Interface Objects

Original
Sources

Translated
Sources

Original
Services

Translated
Destinations

Translated

# Direction Type Services

ree viginal .
Interface Objects Destinations Options

NAT Rules Before

1 & Static

Auto NAT Rules

VRG-Inf VRB-Inf By vrg-inside. f VRB-Mapped-Host fl VRG-Mapped-Host By vro-inside Dns:false

NAT Rules After

FEFSEBC B N 25 HIL— S T R

W EngmE |
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i Bv EOEgmp e Tereang

\alidation Messages:

m 0 errors 1 warning

ManualNat64Rule: Host2ZHost

Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak
between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

v

AT {EF BVIHHZE O ARMP KISEA T EEES MR

S 0T DIAE AN HE 8 X 4% 22 [0)375 BH M35 32 B0/ FTD R/l A 7] — P 2 ) M L2 TRD 58380 ok Bl o B sEE
R, IEHERLE A ORECE BV, R4 T A6 BRI 3% TP ECE BVI IR

BVI i Hhias A IR R 11, AR HISRAL it e 1 AN SCRF I, (R it ol 46 P B8 e
IR AT LR AR o A N\ st X SRR 1 0 P AT £l (Ao B0 BV #21H. BVI IR 15 5 2
JE AU 11 BT AR Y A R AL K 95 5

ELLRnfih, fF VRG HIECE T BVI-G, MRIFA 1 &80 Go/1 A1 GO/2 ik %10, Rk, fF
VRB HELE T BVI-B, M4 2 &80 G0/3 T GO/4 W dd: . (Rixm4 BVI A ME W P 1
WAL, B0 10.10.10.5/24. BT RERUSE s, M AE LSRR e .

P = "-\_\
Crl\r:temet B

172.16.1.0/24 G0/1 G0/2

i ——— —10.10.10.5/24 9 w
e S
s S £3

- [ 1 3

~ ‘_2

|1
9w
_gs:
S %

G0/3 GO/4

gEnmE I



B veEmviznesmpOsEt TEREERE

UK

TR AR E > REEE. WETHNB.

Engns |

$I82 30O (Interfaces) #, EHERINEED (Add Interfaces) > M#F4R#E 0 (Bridge Group Interface).

a) A BVI-G A FATE4IE -
* &R (Name) - 7RI, BVI-G.
* 1748 1D (Bridge Group ID) - ZEA 41 1.
« ATA#EO (Available Interface) - % £ .
s AEIPVA T, X7 IP B, IHERFHERERTS IP,
* |P ik (1P Address) - #ii A\ 10.30.0.1/24.

Add Bridge Group Interface [ -]
Interfaces IPuvd IPvé

Name:
BVI-G

Description

Bridge Group ID *:

1
Available Interfaces Selected Interfaces
Q_ Search GigabitEthernet0/1

GigabitEthernetd/0 GigabitEthernetdf2

GigabitEthernet/2

GigabitEthernetdf3

al =

GigabitEthernet0/4

GigabitEthernetd/5 %

Cancel ‘ m

b) AR
o) RiliHRTE.
a) A BVI-B fii A\ FHITEA(E A

*+ &R (Name) - 7EMR B, h BVI-B.

 M#54E 1D (Bridge Group ID) - ZEA4] 41 4 2.

« ATA#ENO (Available Interface) - £ 7 H:H .

s AEIPVAH, X IP AL, L ERES 1P

* |P H#hilk (IP Address) - Kb B, A RGEA RPN AN BAAES W 1P sk, &)

CASEFT 7 i) PATR 2L A REAULR e 8% T 0 55 e SR AR R 6 TP sk

W EngmE
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Add Bridge Group Interface [ -]
Interfaces IPv4 IPvG

Name

| BVI-B

Description:

Bridge Group ID *:

[2

Available Interfaces ¢ Selected Interfaces

|, search | | GigabitEtherneto/3 =1
GigabitEthernet0/0 : ‘ Add | GigabitEthernet0/4 .

GigabitEthernet0/4

GigabitEthernetd/5
GigabitEthernet0/6

| GigabitEthernet0/7 T

Cancel | “

b) mdiE.
¢) miifRTF.
SIR3 QBRI IS, Bl VRG, SRJGEEE BVI-G 1 LM%
a) EHFEE>REEE.
b) iEBEAS, ARJEIEFEEEH (Routing) > EIRELIE HEE (Manage Virtual Routers).
¢) Kiii Add Virtual Router . #ii A FERLEK tHa 44 FK, K05 midifE (OK).
d) EERIEEEBEM (Virtual Routing Properties) 1, 1£#% BVI-G, )5 sdiifkin (Add).

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers Virtual Router Properties
These are the basic details of this virtual router.
VRG x WRF MName:
Virtual Router Properties
OSPE Efesc:ript on:
v BGP
IPva
Select Interface:
Static Route -
| @, Search
General Settings Available Interfaceg” Selected Interfaces
| Bvi-B
[ vrg-inside

¢) RiifR?F (Save).

FIE 4 QIR g, Fll VRB, RJ51ESE BVI-B /E L HM %
a) EFRE > REEE,
b) RAEBEES, ARJEIEFEEEH (Routing) > EIRELIE HEE (Manage Virtual Routers).

| bt |




Ensns |
B veoerREsRscRERPRSHRIE

c) siii Add Virtual Router . ¥ ARSI A4 HK, AR5 i B ZE (OK).
d) 7EEREBEM (Virtual Routing Properties) 1, #%$% BVI-B, RJ5 Aiidiikin (Add).

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers Virtual Router Properties
These are the basic details of this virtual router.

VRB M VRF Name:

Virtual Router Properties

OSPF Description:
~ BGP

IPv4

Select Interface:

QSear:h

General Settings Available Interfaceg Selected Interfaces
i} vrg-inside

e) MiifR7FE (Save).
WIS FFrViin BVI-B BLE:
a) RUIEPHRE > REEE > #EO.
b) s BVI-B £ 1 W4R48 (Edit). K [P Hhhkdeeh 10.10.10.524. IUAE, BT 0050 310 FL4s P
AP EAARE 35, P RZ AVFEAMT BVI-G 1I[FR— 1P Hhhk b T &
c) MR,
d) riilfR#EF.

WA BVIGESE, 5 H AN th 2 E B DG, fEEZ N BVIsh, WA PR, ff
FHPI IR NAT A5 B2 E 4 W Ok BVI IR . A AL B 03 L B NAT B, 75258 2 i
Pl EASBE N MMFLH$E O (BVI) A LS NAT. LEMFREA % 0 3% 0 2 (R FAT NAT I, 235

SEBR e k. R REfR A “ATR MEEED .

Static Route

MAMERES M RECE R P 59551

B, AT LI E 2N HAES 1P MESH P RS HEs . EAfH, VRGH VRB 2
AAHSIP-192.168.1.1/24 M4 E thas . PRSI I P R RIAEAL T H 8 1 R 2% TP 192.168.1.20
o N Tik VRG I VRB FI U5 R LRSS 2% 172.16.10.X, TR i s 210 4 = R U 2% . Al
U5 NAT SRACFEE S IP. B85k @ VRG F1 VRB FH V5], 18025 4E FMC H & P 5 0 5%

i FMC 2§ A3, Active Directory 547U LA B0 KLU FN SR 56k FH 7 B4y 11T FTD 7
P G0 56 7RI EARIE EEAER, UL ACE U7 3 B SR B P Ui ). bk B =8 H
PP, VI B 40 SR R S B 7 v 28 1 SR s o

W EngmE



| mnissems

mmeREsRsrRERrsHwiE ]

FMC

172.16.32.X

172.16.10.%

< Inside

VRG-NAT 10.1.1.

192.168.1.x%
20

[E—

L.

P
fll ouside  (
) 172.16.3.1 | Internet

Domain/User: AR

abc.comfuserl
Domain/User:
wyz.comfuserl

VRB-NAT 20.1.1.1

FIaZ Bl

PR e S
* VRG #1 VRB I IIPI & AD JiRk%5 4%
 ININTAEHE AD 4431 ISE.

giz

$IE1 4 VRG it & BRI D
a) WEFIRE > REEE > ZO,
b) B E Y VRG M3
* ZAFR (Name) - 7EM <68 VRG-inside.
s B RS,
* TEIPVAH, X IP 2B, HIER{ERERS IP,
* | P itk (1P Address) - il A\ 192.168.1.1/24.

c) MiiHE.
d) HERTF.
SIE2 ) VRB L E XA AR
a) WKk #FigEE > REEE > #0D.
b) ZWAEEEICYS VRB O

| gEnmE I



ez |
ERERMERRER R SHBIT

* ZFR (Name) - £E =45 41 4 VRB-inside.
s R IERE.
« FEIPV4AH, XFF IP B, 1HIERERERS IP.
< IPHbhb - B LR A . Z ARG VA AT R TP Mk & e 0, DRSS MR Al ] P e
SRR R 2%
c) MilifARE.
d) HERE.
$IB3 ¥ VRG AFASZRAR i ieaC & 24 R 21 3% 10, DUE VRG U5 1) 38 FH AR SSs o%

172.16.10.1:
a) WUGEFRE > REEE, RNl FTD Bk
b) KIEFHRE > EMREMIEER. AR INEREEEER (Add Virtual Router)Ji-ll& VRG.

¢) XT VRG, 7EREHIEEEEERE 1 (Virtual Router Properties) 1143 fid VRG-inside Jf 1547

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG M VRF Name:

Virtual Router Properties

OSPF Description:
v BGP ‘
IPv4
. Select Interface:

Static Route

‘ Q_ Search
General Settings Available Interfaces C Selected Interfaces

(@) VRB-inside
(@inside
(@Joutside

d) sihiERSERH (Static Route).
e) MdRIEERE. ERMERSHEBERET, el PR

* 0 (Interface) - 4 )m B A% 0 AL H .
* M4 (Network) - % $f any-ipv4 X1 %,
7S N R 4 SR e/ ESI R R M o N = A EEE A I ik = S

f) HEE.

W EngmE
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mmeREsRsrRERrsHwiE ]

g) MR,

WA K VRB RSB IA R s 1 204 Js 3 e 2 (0 Py 2 11, LU VRB P U il L2 iR 45 4%
172.16.10.x:
a) WKXIEFIRE > REEE, RGHH FTD W%,
b) KUGEPEIRE > SIREMBE AR, AR MEREEHEES (Add Virtual Router) il VRB.
¢) XT VRB, fEEHIEEEREM (Virtual Router Properties) t/} i VRB-inside Jf{5:47-

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRE M VRF Name:

Virtual Router Properties

OSPF Description:

v BGP ‘ ‘
1Pvd
) Select Interface:

Static Route
‘ Q_ Search I

BGP
Available Interfaces C Selected Interfaces

VRB-inside (@ VRB-inside

d) MESERE (Static Route).
e) MiiRIEEEH. ERMERSHKEBEEEST, HEUFHNEA:

* 0 (Interface) - KE+£E4 R % (s 1K I .
* W% (Network) - 1+ any-ipv4 X % .
© PR - RILRE Ao g i B 5 — S ALK AR I, T )RR O

f) RHE.
g) MiifRF.
£S5 HPT7 0 VRB-inside 35 10 &
a) RUIEPHRE > REEE > #EO.
b) siili VRB-inside # F1 ¥ 4R45 (Edit). 4 IP Hilib45 64 192.168.1.1/24. BAE, T804 550 Ad
A B g, NI RS RS VRG-inside (A A TP Huhb b4 HCE

c) MiiHAE.

d) rilifRF.

$IB6  ANYPEXTER VRG F1 VRB Z3 I NAT BN, 55 73% & (Devices) > NAT .

bt |
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W1  AULFEES (New Policy) > BiEMBA{E NAT (Threat Defense NAT).
W8 i\ NAT JWEA4FR, SRJG1EHE FTD 4. niilifRTE (Save).
FIR9  7ENAT T, sdiiRan#n (Add Rule) 34 VRG & LLL R NAT:

* NAT #L0 (NAT Rule) - EFE “TF-5) NAT #)]” (Manual NAT Rule).
* A (Type) - LLHE “ifA " (Static).

* FA (Insert) - WARAFAEATAT NAT B0, WIZERE “ 1777 (Above).
* Miili Enabled.

s fE¥EOX R (Interface Objects) ', e VRG-Inside X§ %, X5 i iR nZiE (Add to Source)
CHRXZATTH, TEEITR (Object) > 3R EIE (Object Management) > ##0 (Interface)
A%, RIFIES Global-Inside X% Jf fidi 71N Z) BH¥R (Add to Destination).

* {EFER (Trandation) Tk £ LL L.
* [E44i% (Original Source), %+ VRG-Users.

« $E [R HOIR (Trandated Source), s5iliiRAn (Add)FFEH 10.1.1.1 2k % VRG-NAT,
1%+ VRG-NAT, U1 K EfiR:

Add NAT Rule (]

NAT Rule:

Manual NAT Rule v|
Insert:

In Category v \ i NAT Rules Before v
Type:

Static v

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

L

Original Packet Translated Packet
Original Source:* Translated Source:

VRG-Users v| T Address v |
Original Destination: | VRG-NAT v |

Address v i

Translated Destination:
v i | v

Original Source Port: Translated Source Port:

Cancel m

W EngmE |
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$E10 SHHE.
SN /6 NAT Jf, SdiRanin (Add Rule) 3% VRB & X PL R NAT:

* NAT B (NAT Rule) - £ “F2) NAT SUJ” (Manual NAT Rule).
* KB (Type) - £t “HA" (Static).

BN (Insert) - WHAFAEATAT NAT B, WIEHE “ 777 (Above).

* fiii Enabled.

 fE$E O %R (Interface Objects), E#% VRB-Inside %, #RJ5 Al InZIiE (Add to Source)
CINEX AT, IETEXT & (Object) > 3 R &1 (Object Management) > 1% (Interface) 14
H—MN5) , SREES: Global-Inside X% Jf sl NEl B 7 (Add to Destination).

o 7EREHR (Trandation) FHIE P LL R T .
* [R#4i& (Original Source), i%#% VRB-Users.
* 4R FRYIR (Translated Source), Sidiifan (Add)FF# T 20.1.1.1 K E X% VRB-NAT.
YEFE VRB-NAT, WIF Ex:

Add NAT Rule @

NAT Rule:
Manual NAT Rule v

Insert:

In Category v NAT Rules Before v

Type:
Static v

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
VRB-Users v | Address v |
Original Destination: VRB-NAT v |
Address v
Translated Destination:
v v |
Original Source Port: Translated Source Port:

Covee )

$B12 AR E.
NAT B~ Brs:

| bt |
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Rules

Filter by Device

Original Packet

o . i T Source Destination Original Original
irection ype Interface Interface Sources Destinations
NAT Rules Before
1 & St any any fg VRG-Users
2 & St any any Eg VRB-Users

Auto NAT Rules

13 76 FMC o954 VRG I VRB I I ANME— 1) AD JIR%S4% - BB R4 (System) > &/
(Integration) > 4fid; (Realms).

18 U EE U (New Realm) JHHS P B A RIXEEFBUNTEAE R, 5 S U7 B

ik

p%

P15 ZEEGIK H VRG M VRB P 5], i 2 X 2 4> Active Directory, 1152 i itk H s Al [R120 - BGdE
Z [ 413 Active Directory AiIst A4 H 5%

HIE16 /£ FMC iR ISE - RS (System) > & ) (Integration) > B4 (Identity Sources).

£ B9 BRSS 51 EE (1dentity ServicesEngine) IS 7B, XX FZBUA SR, ES WA
JC AU ) T 7 4 il G & ISE/ISE-PIC.

PIR18 QIR G G SR AR, AR5 2 SCUs IR Pl sems,  BUESRHISK 3 VRG A1 VRB I E & (K751 .

gn{AT{s£ A BGP >R E % [E FUE% FH 2%

U, T e s ERCE BGP I E, DAHAE MU thas (xR P o SO RS e ) 2 1)
T o R AR (AR B B H AR B S B BGP R, AR N S AT H MR 8. BK
Mol 5 A SRR AU 85 3 = R R A iR, SRR . TEERL, Tkt B BGP R I &
NS AR P 8 SO AL s 4% BG4 4 e R AR i

B L) B KA A e T LU M 40U b 2 A 11

o AR 2SI E T A EE (10.10.1.4/24) FIAREE (10.10.0.5/24)

* VR-S CE§85) mEALM 28 ® T Insidel (10.10.10.7/24) Al outsidel (10.10.11.7/24)

* VR-W ({xF) L% h2SAC S T Inside2 (10.10.12.7/24) Al outside2 (10.10.13.7/24)
BRI E (VR-W) (% R 45 8565 (VR-S) FI4 A, 1K VR-S HI4MER#E 1% %] VR-W.

IR, AR 4 JR s b 2 PO A B4 11 8 R R 45 B B (VR-S) o o i T S Dtk o 253 TLIE ) BGP
Lo R A

W EngmE |
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| mnissems
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[ 2: 1€ BGP & & R B iE E IR =5

1 I 1
Inside1 10.10.10.7/24 | | Inside? 10.,10.12.7/24 |
Outside1 10.10.11.7/24 | : Outside? 10.10.13.7,/24 I

Export Inzside2 and Outside2

m ig Export Dutsidel

- ;R Export Inside? and Outside?

¥ b

1
Inside 10.10.1.4,/24 |
| Outside 10.10.0.5/28 |

FHIa Z |l

o {2 R LS th 2% - VR-S Al VR-W,
* JAFH BGP, I NSRRI 2S£ B BGP LAE #7014 111 (Configure BGP for

redistribution of connected routes).

i

fid & VR-W DR ILA 7 % e H AR 6 B 5 HH 42 VR-S:
a) PR E (Devices) > R &EIE (Device Management), 4%+, SR 2 H (Routing) 115

e

b) TEMEPLEK A T g Ik £ VR-W.
c) Miii BGP >1Pv4 > EEHS N/SH (Route Import/Export).
d) ZLF VR-W B MRS VR-S, AT HASbRic s B, LUK VR-W B B 5 H 3 H BGP %

v, IFEE EARIC R HbR. 7EE8H BFRSH (Route Targets Export) ‘7B, #A—AMH,
40 200:200. s ERAN (Add):

Enable Pl
Manage Virtual Routers
A5 Number 100
General MNeighbor Add Aggregate Address Filtering Metwarks Redistribution Routs h
Virtual Router Properties
e Foute Targets Import: Route Tangets Export:
TELF ASNznn (or) ASN:n ASN:nn ASN: | A | AsM:nn for) ASN:n ASNnn ASNy | e
~ BGP 200:200 M

Pud

e) ML th#s T g R hik$E VR-S.
f) i BGP > I1Pv4> R B AN/SH (Route Import/Export).

bt |
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g) FM VR-W R () 4% 1, TERCE “ S AN H HFR” (Import Route Target), UM (&4 Dk
TR BGP £ S AMRCH B HFrK) VR-W % . {EEH BFRSA (RouteTargetsImport)

FEH, AL VR-W ELE G AH [F 6 B H b{E 200:200, 5300 (Add).
Manage Virtual Routers .
umber 100
General Meighbor Add Aggregate Address Filtering MNetworks Redistribution Houte
Virtual Roarter Properties
ECMP Route Targets iImport: Route Targets Expart:

OSPF ASN-nn {or} ASNn,ASK:nn ASK: | Add ASMN:Nn for) ASM:n ASHnn ASN | A
~ BGP z0m:200 1l
Pud

iR WHRZF A VR-W R (R0 % 3B AT 40 1Rk, ] DAAE % B 6t B b i s DR RC 454, IFAE
AR ELKEARSHEKBME (User Virtual Router Export Route Map) H1ik#i% Ll 4
o [RIRE, A SARGEE N BGP 53\ VR-S B I3 T 44k, #5n] LU B P R SRR
2SN\ HEMET (User Virtual Router Import Route Map). IFLFAE L IR 3 thidkdT T
A

P2 BLE VR-W DUEEILEK (5 304 5 0L % rh 4«
a) WHRHEAIE A AVPE VR-W B 5 H 2145 % h R 0 s . LT8R (Objects) > W HRE
1% (Object Management) > &1t E (Route Map).
b) iR B HEE (Add RouteMap), KtLdr#: (U1 Export-to-Global) , #XJ5 sitdiifin (Add).
c) 1RERFFIS (SequenceNumber) (Lbimn 1D , ARG NEHFH 2B (Redistribution) FH 4| RiE#: “ia
117 (Allow):

New Route Map Object ]

MName

Expart-to-Globa

» Entrie= (1]
Redistribution
B P
Allow Overnides

d) AiifR7F (Save).
ARG, BT VR-W B s gttt 2104 Ja % th 38 . DRIk, 0 O % ph S e e DT e 4% 1

e) TR AMMELE (Routing) IR, 4R f51EHE VR-W. r£iili BGP >1Pv4> i S N/S H (Route
Import/Export).

W EngmE
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MNEBEPIEEES K HHE (Global Virtual Router Export Route Map) #7414, 1wk
Export-to-Global:

Enable Pvd
5 Number 100
eneral =ighbor Add Aggregate Address iltering etworks Redistribution loul
Gi | Neighb Add Aggregat di Fil g N b Houb
Route Targets iImport: Route Targets Export:
ASN-nn {or) ASN:nn ASK:nn ASHN Add ASM:nn {or) ASM:nn ASN:nn ASN: | Ad
]
L. virtual R
rt Rout P
--select-- * --salect--
Global Virtual Router Global Virtual Router
mpart Route Map: Export Routs Map:
--select-- - Export-to-Global -
Expori-to-Glohal

HIR3 LACK VR-S HIHME 1 it 2] VR-W, 35 HAT LT # 4%

a)
b)

<)

d)

e)

2)

h)

i)
k)

MRERLER FHAS N R A ik $E VR-S,

#iili BGP > IPv4> S N/SH (Route Import/Export).

SOR VR-S % ittt 2 VR-W, 3518 Hbsbric it th, DM VR-S #% 1 3 21 3E BGP %
W, IfREE BIAR G B H AR, /EERH BFRSH (RouteTargetsExport) FBeH, g A\ —AMH.,

il 40 100:100. fidisAn (Add).

MIEFAES i #s Ry, EdE VR-W, K51+ BGP > IPv4> BEH S AN/SH (Route

Import/Export).

BN VR-S Bt ) # tr, ISEE “ S A M HAR” (Import Route Target), LAMEM Chf &5k

sCEHT KD BGP K T ARMCH B (i H AR VR-S B i, {EE§H B#RS A (Route Targets
Import) B, i VR-S 1 HFrfi 100:100. siidRan (Add).

BUAE, BT 0K VR-S R4S 1 % tH RGN IE 2] VR-W. EF TR (Objects) > R ER

(Object Management) > BiZ8%13 (Prefix List) > IPv4 BTZE%53 (1Pv4 Prefix List).

MR 1PV4 BIZR51&R (Add | Pv4 Prefix List), #2447 (41 VRS-Outsidel-Only) , 4R /5 i

RN (Add).

R F55 (Sequence Number) (tbin 1) , X5 WNEFH 4B (Redistribution) 7513 1%
“1B17” (Allow).

i\ VR-S outsidel 4% /) IP Huht CRIEAS 74D

MiHRTE (Save).
7 AT ZE 3R 1) match TR SRAIEE B K. A BBt (Route Map). i v inEg B AR

5t (Add Route Map), #5E4F (1 Import-fromVRS) , 4R J5 fidiiian (Add).

bt |
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)

fRE 5SS (Sequence Number) (Ltan 1) , A5 NEF S EL (Redistribution) 41| 3L #
“IZAT” (Allow).

7EEE F4] (Match Clause) i, i IPv4. ettt (Address) k0 KT, sdiaTgslsk
(Prefix List).

7ER] | Pv4 BT43%51 3k (Available | Pv4 Prefix List) &, i%#¢ VRS-Outsidel-Only, 2R s ili A0
(Add).

MR TF (Save).

SRR A IIBEE (Routing) BT, R)51EFF VR-W. £iili BGP > IPv4> BHSN/SH
(Route Import/Export).

M2 B B RSN B E (Global Virtual Router Import RouteMap) Rz, ik$
Import-from-VRS:

) Enable Pwd
Manage Virtual Routers
A5 Number 100
General Neighbor Add Aggregate Address Filtering Metwiarks Redistribution Route

Virtual Router Propertias
ECMP

Route Targets Import: Route Targets Export:

OSPF ASN:nn (or) ASN:nn ASK:n, ASN: | Aad ASN:nn for) ASN:nn ASM:nn, ASN: | Acs
- BGP 100100 i 200:200 i
Pud
Pyt

Static Route

General Settings

BGP

Usear Wirtual Routsr ==r Wirtual Router

mgart Roube Map: Export Route Map:

| Impan-from-VRS = --zalect-- -

nort-to-Glob
Expom;by; Clobel e Sictal Virtual Router
Impart-from-Global Export Routs kap:

Impart-from-VRS b | Export-to-Global |

FIRA FLE VR-S LUI G N4 ) HESULG 1 4% (0 S0 5 % i -

a4

b)

©)

d)

FENA S UL st i e A 2R3 T BC B R B H B T 8 SO R R . TALUE,
FEAMBIF, VR-S & 42 fay R & (1 b 1 N R I H (0 e s o

IR (Objects) > # R &I8 (Object Management) > B2 %113 (Prefix List) > |1Pv4 B 5%
(IPv4 Prefix List).

AN IPv4 BTER%13R (Add | Pv4 Prefix List), &t 5% (41 Global-Outside-Only) , 285 £
i An (Add).

{555 (Sequence Number) (Ltan 1) , A5 NEF S E (Redistribution) " Hi 413k $

“IZ1T” (Allow)s
1\ Global Outside % 11 TP #uhik CRTPAS )\ A2 4l) -

W EngmE
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h)

)
k)

D
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Add Prefix List Entry o

Action

& Allow -
Saquence Mo:
Range: T-4734307237

IP Addresses: (Limit 250) Address:
0V24

Min Prefix Length

Range : 1

Max Prefix Length:

mange - 1 - 32
Tange

M fR7F (Save).
MiliBR B (Route Map). siidiiRANEEHBRET (Add RouteMap), fREHFR (Wl
Import-from-Global) , #A )5 siiidin (Add).
R F515 (Sequence Number) (tban 1) , X5 WNEFH 4 B (Redistribution) 7513 1% £
“IB1T” (Allow)s,
7ELELFA) (Match Clause) ¥E3iK b, st IPv4. it (Address) k5K F, sidipIgR%y%E
(Prefix List).
ERT F 1PvA BI48%13 (Available |Pv4 Prefix List) T, 4% Global-Outside-Only, #X)5 fidiif
fin (Add).

Add Route Map Entry

Sequence Mo

1

Redistribution

& Alow -
Match Clauzes Set Clauses
Security Zones Address (2] Mext Hop (0) Route Source {0)
——
_ Select addrezses to match as access fist or prefix list addresses of route.
iy
0 Access List
BER %) Drefix List
Others
Available IPvd Prefic List L4 Selected IPwd Prefie List
4, Search Global-Ouwtside-Only ]
Global-Outside-Only
MR TF (Save).

AR A (Routing) BT, $RJ51EHE VR-S. riili BGP >IPv4> HH S N/SH (Route
Import/Export).

M2 BRI R S S A\ B E (Global Virtual Router Import RouteMap) Rz, ik$e
Import-from-Global:

bt |



B e Bep seE s s 8

Manage Virtual Routers

General Meighbor Add Aggregate

Virtual Router Properties
EI-:h.1p Route Targets Import:
SNonn (o) ASM:nn, ASN:n

1

b

General Settin

BGP

User Virtual Router
rmmart Routs kap:

i -select--

Metworks

Globad Wirtual Rowter

mpart Routs Map:

Impart-from-Global

$IB5 {R7F (Save) FIEFE (Deploy).

W EngmE

EHIEEH S

Redistribution Route b

Route Targets Export:
A —

| A

["3Nenn (or) ASNnn ASN:nn AN |

U=er Virtual Router

Raoute Map:

--5elect--

Ghobal Virtsal Router

Raute Map:




HithiE S EIRRA A
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