{52 A AR T 38 28 N\ 15 SR B

AT 2R 208 i A RO ] 2 AR S«

o NAZ R EIERR AR, 51 0L

o NMZRUUSEAY , 552 0

o NRBUFFTIEESR , 552 1T

o NAZFRN SR AA RS, 3 T

o BHENREME AR RO, 55 3 0T

o NS RN NS 984S, 26 9 1L

o NRFNPIRZS 5 25 15 0t

o NG TH I AR AR At gy, 56 17 i
s IBNEIMPRE , 5522 10

o WNIIANARBENERE , 55 25 T

NS AR 38 28 B fith #1R

REnT LU IR S R 1 R (Rules) TR 3L 20 GRS AR vHESCAHE IR T AL 225 0 e
FRNPAR A AN FE A ¥

PN PR A BEE N “ N E” (Generate Events) 8% “ E 3 IF4 i ZH14” (Drop and Generate Events)
BT HIAZ . 5 RS, R Gkt 55 120 U UC FC () e A B o 247 FH R DR 52 1 a2 R )
RbBE . BRI TT LLBCENAR SRS, MBS NGB PR E N “ BRI E AT (Drop and Generate
Events) [0 IUAE VC AT & I A2 i 9+ 58 1Z IS e i . AER sl 38, & 4 Drop and Generate
Events [0 DU A06] DB P () 1 A2 B 2 o

TemT LU R EA T I Sk s ) ) — A4, TRt RE G 4936 2 B S E LR DU DR 745 R U 5 5 ) A )
A

N SR 2 G SRR T AL BRI, R Ge e A AR iy v, RIS FLAE W 2% 20 # 3
W% 90 2% 1 T R R AR PR o

| ERmniagARER ]



B o eanxn

NIZHR N 28

AR RN 28 58 F TS DR P 190 2% el £ D ) — AR 8 SR T I 2 8. M R SRR,
B Bt A 5 BRI R AR E I AR PEAR LA, IR A i A KU 48 PR BT AT 2 AR IR DL fl R

R LAREN LR

U

NES AR

o NAZHEN,  ATEH 3 A L5200 G FIBR v SCA R
* TUALFR SR, 55 Ky (i o iR N LE T 55 Firepower 2 ¢l A (1) FAL F &5 AH DGR

R EE T IRX LSRR 1«

ERANARARER |

i) 42D |SnortiD (SID) kiR AILLEHI? | ] LAY
(GID) 157
LS G ) 3 % 1000000 Talos T /ML & HIR
v SCAS ) 1 % 1000000 Talos 7= R
(4 Rtk
IH= GID)
1000 - 2000 1000000 =5 & | B I E S 2 s
R
THAL PR 28 K0 ) i€ TS | {IKT 1000000 Talos i 5
25 B AL — - — N N
P 1000000 B 5E & | 2R 40 7 300 10 e 5 30 1) 2 & 7w

TCVELRAF XS Talos B3 AT AT I I A8 FE) S0, {ELIRE AT UKS EAB SOt R A S A7 D 8 SCREI o
A DB SO R U B U S A5 S PP A o (AR H i 11 2 TP Mihk) o 72 2 B,
Talos Jfr G5 AR e 4 Jedal o Jim AR AR A7 2 63 AT DL EORAF B i P 4 46 O R D RO AR St ) A

XEFETEIE LN, Talos 7ERFAERIANAR HEms o 2 BUER B RZS o K20 Hmiidd BE a8 L7 ER AR
DT CAEH, WA B AR G o TIAL AR M A e A2 A IBGHS  rh Zo i Bl A, s

PR R

NIZHRN B9 AT IEZR 3K

ERA B 1) 1 RTE

IPS
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remnwEiirzst |

2 BFRTE
TR

NZR RN B2k AN ws & F

FF

=

i

=

SCFEFRYSEL
&

RRfit

3

I
i
pit

>

1R 01 (Intrusion Admin)

EFNRREEHEINR AN

ST DLV R E AR S P K SRy 3, I LT 2 A SRR R ot mT L 7tk s LU )
FEANGEE, DMEEE MBS U SOR AN A R 155

UK

HIR 1 EPREE > i REE] > AR
HUR 2 BRI SN 5514 1K) Snort 2 BRZS (Snort 2 Version).
WL ERIE (©) , NIRHECEE THAE, B %A 15 il & AR .

FIB3 i PR T SRR S 2 (Policy Information) R #LM (Rules).
HIE 4 AFE N, BT APAT LR R

o SEPERUN, Qe NAR NS R BN E RS . B 14 TR TR

o S T R R R 8 T R b 0 R BT HE

s AENZIM PG R, WEEAZNTEAGEE . 55 b pnik.

* Jl It MSREE (Policy) 7813 IR —AN 2 R A E AN R S0E 2 i )
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ERANARARER |
B oean mam

“NEHM” simEF

CONZF” (Intrusion Rules) B3 [/ HL S A RIS AR b A AR R R BB o ol tan, < FIDIPIRES ™ (Rule
State) S HAFH L “HIURA” (Rule State) FAH [ 4E B B4 (Generate Events) K41 H B

F2: “HN” (Rules) STE

FRRR 1t AR
GID AL S (1) A 28 1D (GID).
SID IR TS 2 ME—FR A ) Snort ID (SID).
X H @ U, SID 2 1000000 5k 5 KA .
EPSS SRR A B LS TS R IR S R 44 K
Generate Events )RR A

* Drop and Generate Events

* Generate Events

TR %ﬁiﬁi%(#ﬁ‘ﬁ%\‘%#blbgeﬁﬁﬁﬁﬂwEI’JI*ﬂ‘ﬁtt, ELAE TR (1 Pl o LA I — 21
Co Sbhb, BT LU R o MU AR RS B bk S SO R 2

BREWRIMMARES | R A B0 AE S MRS

BT SR IEAS, AR T S B AR
RS AT A HUMPR A, 01 SR 2 R e U 2
iz (X)) Sy BUALE A CYRTICRR SNMP 41

e (W) U I )

AT DUAT 2 R 412 D4 21 SFems oh A2 1) “ RN (Rules) 1T 1EVERS, BRIAE R SE0E )z,
T )R 7. 51 2 R A H R — ) G AR P SR 1) Rules T [RTFI B AT A 44 0 My Changes IS 21
Rules TUIHI; S3iiid s, (EIRSEAL I b 2 — @47 58 e S5 /e SOA AR I AT S8 SO ) o 1% N gk
W25 H R R AR GHE 1) Rules T

ANRAMFEMER

RPN “HUPEA(E . ML A A RN SR . Cisco g BURIBRINTFAY . 36T LA B FHES Ik sE T
R D g
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R HNFMER

EEINFIEZ |

i

AR

i 2

TR 2 B TR A, AT R AR SRS 0 5 47 245 SN 2o

FUPRZS (Rule State)

R i MRS . th R EREE MRS Z .

AR IR CAE K Cisco U, W EIARRZR B WK MNPIRZS s TS “ AN st s, 5
4 0T o I REVOE A IR, ZRGE 2 i i A 12 LA 199 2% 0 7 B

WUBIRE| FRIUIXS ZR GENE B AV A5 LA SR 7 A AR A T e . ARHB RIS 70 E T4, B
AR B -

B F SR LR B B B AEL, BRI iz A e 1 T

14| (Suppressions)

R R B AR B, DO T O A A 1

AR (Dynamic State)

AR SR A T AR A RUARES - DAL T2 i U s In sl A AR 1) T
H

F~No

DS 3 N BRI B2 EL ) SNMIP i, LT D SRR AR i ¥ -
#ik I LR IR, AR T oz s i e i) T A
SR AT SCRS, i Talos 4l /NAL $240E. B3, ks A STASOR A5 S L AR IR 1L

P (5

EFNIANFEA

UK

[ N
[=] l%\

FIB1 EFRRE > P RHSE] > AR,
PIR2 Ll TG HEmS 55141 Snort 2 BigZR (Snort 2 Version).
WS RIE (O, WIRACE S TS, BE SR A 15 SOt & AR .
SEI AESHEH T, sdHN (Rules).
PB4 S EEEILUNTEANE B IR, AR s DU ) B IER{E S (Show details).
Fi%E PR B PR R, NNV E R . 2 4 TR TR
WS MHTELN 5 Erf, 4 nT DARC
o AR - ES O NIRRT E SNMP 4, 5 8 L.

W2 BRI B AR R 5 8 WL,

* AR - 52 B N BEIPE AR5 5 DT B B s A UUPRAS » 28 7 1L
* B - WS PO NI B E BIAE . 26 6 UL,
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ERANARARER |

o i - ES BN B E AN , 5 6 1T,

ANRHN L E 18

BETLLAE “ RUWTEAAE S (Rule Detail) G D MUIBE B — AN BI{EL. 500 B (E0RE 2 i 120 PR A o]
AT B AR«

LR, HRAJCRUEN, ET7BUh SRR RE s Rz BRI E % BUR MR,
RBACHME, MR % 7B

RS

MR FM B PE 5 b, k7 4B (Thresholds) 5534 1 A0 (Add).

MR (Type) FHzpIZer, ¢ B0 I B R SR
o JEFEBREN (Limit) LUK IR -RE AN 1) BE K48 R 2k 10 S 521
* JEFFHME (Threshold) LLAESREANIN T BL PN A3 O S0 K08 295 e 2o i S Ok am Jn
* P (Both) LAFEREANIN ] Be A A S Aok 213 € B Je e fit— Jad s

MIRER A (Track By) FHzglk, ¥R (Source) B B4R (Destination) LA 7~ 7y 435 1P Huhi:
B2 H b TP bk BR i 521 o

PR 4 /1T (Count) B, M N EEHAVEBIE I A 291 5L
SIBS e (Seconds) FELH, Fr A T8 BREA S S (R i TR BE BT CRARR A BT
SIE6 Al OK.,

R RGHE “HELIE” HI P AN 5530 s BT ERR o WAL R S T 22 A R
e RGURHE Y] S DE s R

AR 152 & HD

T

W2

AR A AR S PR R B0 A B AN
VIR, AR, FBT S Bk E (Revert) « idiBIbs T 0 i% v BU b
R, WREAT M WS RRIZ T B

UK

MAZ R e S, s #0 (Suppressions) 5571 170 (Add).
MINHIZEEY (Suppression Type) N4, &S RHEETZ —:
 TEPERRI (Rule) 58 44 il B 16 K000 ) 44
* EFRIR (Source) KAt 45 E U5 1P Huhik A& i B o 2 i A o

B ERANERA R
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manigmsenmegssanks ]

* P B ¥R (Destination) K4 A AT 45 € H b 1P bt 8o (4 g et

I3 4 B EBEE (Source) Bt B R (Destination), WI7E M %% (Network) Bt i A\ TP Hidik. M
Ik Heal f X Sl AT B AL A A LLE S5 2 B i 512

USRNAR S L5 A U ) 42 7SRO (KD BRA A AR OGIE, - I3 mT DAAEBRIA A AR T rh i sl g HH 1Y

WA,
ARG e NI SR BRI X S S . AE 2 S B R, A S TP Sk B R A E T e 2 R
AN
$E4 Sl OK.
1B RGO AN 5530 1) “ Hi4Eid € (Event Filtering) 41 7 AFE N 55121 /R B4R 8
g2 (Event Filter). @R MNP N2 A FF kg sy, W aeas BBy Ron il uEas 1%L
H,

MM FAR S BT E R E SSRGS

T LG B E AN A NPRZS . S5 — DS RS BAT e ot g, =i
A PRSPPI, R HATER IR AERAT .

BN A PR A AT E 1 o
TR, HWMATREN, ETBUh R BRRE s AR R % B MR,
RBATIEHIE, MTERRIZTB

UK

T NN FEAE b, fidishZSIR7ZS (Dynamic State) 5534 (17 A0 (Add).
FER2 NIRERA R (Track By) NHzAI&H,  REFEH] T30 S BRER I VT BC I3 35 -

* EFEIR (Source) R R H1HEE > ml—ZU5TH I A HS AR 12 R0 00 DG e 201 F) B i
* P B ¥R (Destination) KB ER A AT A2 I — A B 41 H Fn ik f 12600 I D 5 20 ) i
o TEFER (Rule) K ERER 12K K BT UL BE It

$IE3 I FHIREEA R (Track By) ¥ & iR (Source) 5 B ¥R (Destination), i#7EM4& (Network) 7B
NEIRER ARG EAL 1P Hodik o
0

ARG PR SR S B I 28 R o A2 22 B AP S TP bk R P T e 2t IR
BN

SR A (LR (Rate) 5514, F5 TN E BRI DRI, DLk B Sl %

» fEVHEY (Count) FBrh, 558 BERIAE BI(E A MU DL L .
« {ERVE (Seconds) FBL, i BRI I ) B AD 4

FRS WHIRTS (New State) AR T R8I, PR AL 551 F I ZERIUK B AT

| ERmniagARER ]
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B o cmmigs sump 5

$IB6 /EABRT (Timeout) 7B i A 1H .
FEREIN G, PRV 2L R GRS . BN o TR BT R N

ST i OK.

BE Rephe “ARE” (D) IR MBINSIL R DARE . RSN 4
HUAR A8, B8 0T R I B B

ANZRHMIZE SNMP Z4R

#EA] LA Rule Detail TTH 4 AL % & SNMP 24,
pUE ]

MR BT PEAN S B, S EE R (Alerts) 55140 SNMP 4R (Add SNMP Alert).

BE RGO R IR R R () L W BRI S A L,
IR o S AR BB

B ERRMEINZ M
SUE ]
ST WA PRI B, 5 E 58 (Comments) 5532 (R0 (Add).

SIB2 75F8 (Comment) FEH, #H AT UERE
$£IB3 Nl OK.

2R RAAGIFTE “PERE” (Comments) S ORI o sERe (W) ot p MO e oA I A4
VERE, VERE R R RO

TR A ZMBRHUEERE, 18 s R 2 (I MER (Delete). DUHZAT IR HA ARSI M AR S 52
i, A REMERIZERE .

T—5Htta
BT

B ERANERA R
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regrsmamanzes ]

NIZREE RN RN TR RR

A DA P — 2 A % — A B AN S AR L5 K 8 Rules BT A o AR o

T UL 30 5 O B ) 745 B 8 e 8 0 T I P O DR 25 A o b S5 LU B PR RO o ) Lg% 5
SR TR YE, R “RUW” (Rules) BUI (1L 38 &% IIARGLE S T s 28011 0 8 7 I S 4

NIZRH T 2515t A

TP A I B2 Wos T I PEER” (Filter) SCACHER o i o i 9B 85 AR ) QB MR B 7 S 4000]
IR IE I EAS . kB2 A KB, RS AND B4R LA S DO S G R uEds. o
1, g EFRZ 5 (Category) FIHFALIE RS (preprocessor), AR J5iEFFHNM A A (RuleContent)>GID
FFHIN 116, WIEHRIGITIERS category: “preprocessor” GID:” 116”7 , FITHIZRJE T TALELZ$ KN
FH GID Jy 116 [T RN,

11T Category. Microsoft Vulnerabilities. Microsoft Worms. Platform Specific. Preprocessor 1 Priority
RS, TR — AR T RN SH (L2500 o #ln, ATLANZES] (Category) ik +%
os-linux fI os-windows Ux/fE}jZ /fg'%% Category:"os-windows,os-linux", %TKTL’%\' os-linux %KQ%IJEZ
os-windows 7(77” EF' E/]’EEE'\%A)H\[J

LRSS TR, 3 AU B R ERR.
LR VS A TR, i R R AR .

NIZ SRR AN 33 36 25 A 2 A

TERZENEOUR, Oty Iy, T DU AR Sl b )7 (Rules) BT 1720 ok 8 85 1 dod
FREAT I R/ 240
R ik e g Ak gL AR b 7 g AS R R JE R 4. VP 2 A DR A A0 & 145, R e] DASE
BRRA MR B T IR U . A7 SR S A AT 2 AN, T RETT LA B RS ASRE
Tt YEAR AR T T I RN I AR R TN, A RN O Y, T I ROR S S W R
R
o IEREAE ST PR AR R A AR ( “HEMIBCE” [Rule Configuration]  “HN PN ZE” [Rule
Content]. ““F&4EE” [Platform Specific] A1 “4LG4 " [Priority]) B, Zhr@i< T LIS H Al
IIES &
T R AR AR P B ORI RO, R R — AN A 1, LRI B O ik s A At
24
WAL PR T O FHZOC B, ISR LI S 80k B iz oo B - (A S48

B, S s pE RS A P B EC & (Rule Configuration) > i1 (Recommendation) K&
FHEREY (Drop and Generate Events), N4 Recommendation: "Drop and Generate Events"

IS INENERERS SOAHE o WERBEE fih MW B E > B0 N IVE B, WL I & O i
R

ERmniagARER ]
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B esmanesmzen

o VLR TOCH TR SERR S A AR ( “I5”7 [Category]s  “432K” [Classifications].
“Microsoft Jilil ¥ [Microsoft Vulnerabilities]. “Microsoft i H1” [Microsoft Worms]. “{IL5%
207 [Priority] Al “HUEHr” [Rule Update]) I, iZbrdlex 81t al HI 24

MBS IR H I, %S B I N B S 7 2 SC R N B pEas o W Rizoc it
FOAAEIESS T, eI AU N S T I B

Biltun, S T SR SR T T 2B R os-linux, 2K K51 “os-1inux” FSINENEEIESE LA
HErb . IR 5 fidd Category R osswindows, i UE2e# N category: "os-windows" o

Rule Content ] Reference & 8T, R 54 H (M4 5 H ID R [EAE it . JEFAT 51
KEEFR, WA O, At n 2 A g s S Ck . Wk pE s
CAEAE R Z O, WAL (B 2 20 B I S 40

Bihn, 4 FAR s T eSS AR K L 2 (Rule Content) > 5| (Reference) > CVE ID, &
G EoR O, FOREIRMECVEID. MR 2007, WE¥ cve:” 20077 B INEIIERS SC
AREF . X, i FAR U ST I SRS AR P AL M & (Rule Content) > 5| A (Reference),
REK BRI G O, BOREBIRMGZGI . WA 2007, M2K Reference:” 20077 IRINE]
TEYEAS SUAKEF

AN R A P BRI D8 A8 SR 21, b R ANk yE s DG HE = s i 21 ik yE 2% rh H- IR B P A3
AR (BRAEMR — B EES) -

B, S ST s A T R R os-linux, WA 2600 “os-1inux” USINEN I8 R A
HE . 4N 5L 5 ST Microsoft Vulnerabilities T [ M S00-006, it & #0455 o

Category:"os-linux" MicrosoftVulnerabilities:"MS00-006"-

MIERZ A TR, KRGS AND AR HA G DA E S Rk ygas . wlhn, miEs
23 (Category) FIFRALIESE (preprocessor), RJGEFMMAZE (Rule Content) > GID JH4i A
116, mu%%?%ﬁ/ﬁ%% Category: “preprocessor” GID:” 116", TR 2R 8 T AL B 2530 0] 3
B GID Jy 116 143 #

* Category~ Microsoft Vulnerabilities. Microsoft Worms. Platform Specific 1 Priority 1 €454 nJ
LA — N KREEFIRZ ZAN S (LS00 o i, LU ZESR (Category) H1IEF oslinux
%D os-windows uiﬁkﬂﬁ'ﬁ%& Category:"os-windows, app-detect", ﬂﬂﬂ:fﬁ% os-linux %%UEX
os-windows FHl AR AN o

[ RN AT D2 2 AN o 3% O 7/ S O A TR R . B, G SR 442 dos SR g, RE0K R
7~ DOS RN (SID 1545), #%48564% High 3 TR a8 Rt .

)

AR Talos TAR/NAL 7T RE S AU SEHTAL A I A B U 2oL & 5%

TEVER, U TR AR T DO S G (AR s 1D 3) BRERHAE A (AR ES 1D
1, /e GID; 1000-2000, FARIE)  FRAFARFRANILIESS.
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R 40T EERE

regmanisesaeen |

I s AN A A S BT S SR AT

HiERRE 1t AR EEXE |FREA.... FFRHPEIE A ...
A
i
FUNHECE (Rule | AR 40000 PR PC 7 A R i —4 R
Configuration)
FRI A 2 (Rule | FRA RN Py 258 A R o i —4 I 1]
Content)
e (Category) | HR i FH I Gt 45 A5 ) RO RN 0 R A oAU o TR, A | 2 —REET | B8
H R s A A
S BRI U) A ok ) A R S A s s b T R I B A 2k | 5 KRBT | B
(Classifications) | 7y |
Microsoft Jilil | H4f Microsoft 22 5 2 F AL . T —KEY | B
(Microsoft
Vulnerabilities)
Microsoft Iifi 4t | ##5 5% 19 Microsoft Windows T ALKIRE & I HUA AN . | — KT | B4
(Microsoft
Worms)
V- E R E AR RN 5 5 o B A R GERSUAS IR SR IR PR A ) iz —NRET | BH
latf
gg:;gfgl VR, HUET 25 2 A B R G A A R R, AT
LARA . B, 3 SID 2260 435 W £ AR AR 1] Mac R IEFEIH AT,
OS X. IBM AIX PLAH A #:4FE R 4¢ . W2 0] S & i
¥
TiiAb BEFE P AN TIAL BEZS RN . & —A TAH
TR, RS P BES Ny, A58 F 5 TiAl 2 2 T
IR FIAL BRI A e A B A IR v 55
o R A T FAE
sk MmO g AR 2 —NREET | B
Gy EC BN ) 73 R e R A e . X LRZH 20 TETE, WRNTS
SN TR, ARHUN) (RIS N BA Rk —T,
BRI A2s WoRTEIL B 2> ) ZHas I i
G
R EEHT (Rule | A I8 R KU SEFAS Il fg o] o ek -0 | 15 KRBT | B
Update) SOB, ATUAAE E R PR AR R AR
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B eanmses

ANERMEE I

ERANARARER |

N =1
e g

TER] LA 2 ARG B BB ORI E “ RN (Rules) U A HE ORI 4, SREEATF PR A
55 IR RE PR AN VEHE I — 4], ] LR AS IEEL 2 38 (Does not match recommendation) K AR
P PR S AT L IE

I AP P T SRR RO R, n IR I iR . i jERR b O
RO, WAL S B B iz B I S50

B, R s i e R AR P M EL B (Rule Configuration) > #1iY (Recommendation) FHIEFH I
ERREH (DrOp and Generate EVGﬂtS), N 2¥ Recommendation: "Drop and Generate Events" NI E!
ThyE S SOARHER . BB S B EC & (Rule Configuration) > EiY (Recommendation) T [#14E A
=14 (Generate Events), Nid g8 ST M A Recommendation: "Generate Events"o

ANZHN AETIERE

R 5 A A LR RS

JE AT LAY Z2 A 8 KL 98 Rules T A 40 HE 0 RE 0] o 5 4, i ek #5022 BRI ) STD ] AP A
RZN o Ay DA SR A0 A AR s B bt AL A BT A

Tk AT AR AR A I ORI RO A, ] DA AR A R S . iR R B
fERZ R, WIFEALE S EC 2 oz oS8 A 4.

wltn, Wi S e TR AR TR SID, R SRR E L, R EL SID, an gk
AN 1045, M) s1p:” 1045”7 SHENINEEIERS SCAHEF . 1 FLBE RN PR i SID FFKf SID iy 2s Bl
M 1044, BHYESPEEESCN stp:” 10447

AT idiEss B EUT ZARIA

H B FEIH B BOh s I i) 745

SID HA$RER SID.

GID HARZEM GID,

S PR B P L B R A 45 B o At T LU s A 1 o | LRI BT 2 5
AT I8

A HIEHAT alert B pass.

U3 A5 Tk

7 1wl WP N I R e

U 1P AR F 7 bk s B S RO P (R TP M HE AR R . W] DA AT AL TP Hdk
CIDR B/RTZ3 K JE s H A snome wer 8% sExTeERNAL NET 25748 RHEATId €

Hbx 1P A F € (b B AR Sy RO o (K5 TP M hE AR o W] DA AT AL TP Hhik
CIDR Ht/RT 4K S8 8 8 ] suome veT B sexternar neT 2547 EHETIE)E.

B ERANERA R
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INTIET N |

AT 3828 EHRFEUT &AL
Ysi 11 FoFE SR € AR 1o Sy LA 2008 1 B 65535 2 I (1 2 5w 11 A 5t
H 3 11 BLEGHR T 0 FobRu o o 2000 1 31 65535 2 1] (K mio; 1Ak
U - FUAT T T8 o
TCEHE AL VUHC ) BEED0 () e 8 o 121, BEN metadata:” service http” HJ
A ooEdE 5 HTTP N WSO SS R RE I o
NZHL ZE 3

Firepower St AR KLU I A0 SRR RN 7028 . /£ Rules UM, AT A RN L v, M
A RS R I BAT UL B B o i, R 28 B Linux 4L, AT L% os-linux
FONILIE, ARJAFERIR IR AR AT EEAS os-linux S5 1 BT AT A o

A LUK bR o s A0 4 PR _E D5 oK sz 20 mh LU £

)

AR Talos TRAR/NAL 7T AES AU SEHT LIRS I AN B A0 D 24 5

NRHN T 25 LB 4

A 3 g oL i T DB AR T D 2 T A P e e L S AR I P B A R e S . M
JU” (Rules) BT A K] A SCIL 8 &% (14 L BE S5 R0 G 00 i p AP (KDl DB 2800, (RBR 2 A, faid T
DAAEHIAE “ R (Rules) UIHIRLSE & AR AL AR OCHE 7, Al AE I DRSS AR L FE I DEAS N fohos
riidc. BEAfE AR OCBE Y, 35 Ay DUl g AR A . S 8. I IEAR G P A S 4L
WA BRI IR SOARME o LA, DO “250 7 A1 “OLsegl” il ugas M SR R 7 I 2 AL
SCASE FIIE S8

T DMEHERBE P BE AT R Rt g | S S SO AT, ISR B 2 A dE 4 . BB dRANE
BWEENRIEA, WA SRR RIS HAT, Bl T4 (). KT5 () AV TS (<) 55,
ANWHERFAFBAA KRBT R TIE P RHCE RS 83 B 5 S S HE R, 28R4
WA FAT R, IFERIGN . HEM SID 7 BUh A T 444

BRICHET gia M sia Z4h, FrASE TR B #PAL NI T4 . gia M sia (NSHA R 5E 4
UNIRTT

FEA L BEAR AT DA A A OCH 7, Fks (i h

keyword:” argument”

Hrr, keyword 2 N2 N iE R 41 F oS T2 —, argument J& 2 4E 5 % B FAI K — a2
MR E P BRI AR 2/, G S5k EAX KNG . 8RR, BTSN
ZHERERE,

ERmniagARER ]
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B ennesnem

B gia Al sia 246, B REEF IS EER S BN IR 2478 . flan, S50 123 KR (A

"12345", "41235", "45123”7 G, gid Ml sia S EUA IR PISEEVCECIL; F140, sid:3080 HiR([A|
ZE 0L sTD 3080,

RSB pE RSB v I — A B AN AR 2 . AR B RN “WHE” Bt Snort
ID (SID) MIEfi#$ ID (GID). iltn, 47 ef 123 S5 IR E PR "Lotus1237y "123mania" S5
T, WSIRM] s1p 6123 s1D 12375 5. AHH— AR PSRBT U A LR 4 SID.
B PR B AR KNG IR A B . B, P55 abMIN. admin BY admin FHATE—
/I\%K/i\lfi "admin"+ "CFADMIN". "Administrator” %%o

A5 5B FRF R LR RI5E 4 VL. #lin, FS1S5HE R IR X FFFH voverflow attempt”
R%ﬁ@ié@@ﬂﬁ@l&?f@%y ﬁﬁF’:[ overflow *H attempt EVﬁ’l‘?ﬁ“%iﬁﬁkﬁ‘]ﬂibﬂ%l%ﬁ‘]ﬁdﬁ%ﬁﬂﬂ
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BNTCHE T AT R O F AR R AL I F L% 20 B T DL /NI DB S5 R INVE I . 8RBT 5
AT PEAEAT AR RO o

AU AR RPN 2N R4 A E e B, DU AR 2L i 2k [ X A U AH [

url:at login attempt cve:200
® login attempt cve:200 url:at

® login cve:200 attempt url:at

NIRRT e =5 R H

AL SR i R (Rules) U T A0 0 o 8 25 TR HH R T2 SO e 0B 7o I IE
FeI s U 2y o BT A VRBC IR, ol 4 AT DL R R

ST DG R SR A A OB 7R EE 2D HL AT BRI o N AT AR T 08 4 #1045 R R R e I
AR [FFTAT ULAC AR o AR DO T s b PR M AR I N I 84, DUIRRRE 2, ik vl
Prid AR AR

Pt ] DS IR G PRl SRS I S A AR R G B - M S HOE R BEA I DB &, sl fEd Feid B4 5 18
B ISR MBI R AT BAT R T SR 0 TR K S s AT 5 5 R 24
G, ZILRAGPA N TAT LR, LRI B SID B AT IR E & 1.

ENRREE P ER N TIERR
FEWT LAXT Rules ST R R BEAT I PR Whon Horh — 2. SRJ5, W DMEFAEAT IR Zhae, A4
PR SR P AT AT D RE . B, 4 BN R A SR (R AT R B B BN, e h
RESARTATI o ) LN Ll 98 s JEF R (LU AL AR R A S e Bl JamT LUK B (1 L)
RN H] 2 Cid g BRI IES 2 (U o
P ygds R 7 KBTS ER PR B HA X KNS . WER i g s b ARG S
B, WHZSHCk 2 ST S 4.
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T EPEREE > R > AR,
FIB2 ki B R 1) SRS 5571414 Snort 2 RgZ (Snort 2 Version).

WER B RE (©) , WIRHINCE 8 TAHLEE, s BT B il & AR

FER3 M EL MR RS s A & B U it i e s -

s fEERE (Filter) SCAMEPHIAAE, 2R )54 Enter .
o JETHEATIE R i, sidi#MEE (Rule Configuration).
s AR, JHRES U (RS o fln:

reanins ]

* EMNELE (RuleConfiguration) T, A LA MNPAE (RuleState), M Tz ik $e s

Ff (Generate Events), ?)‘\EI‘E\T_‘IE%E (OK)o

* 7EM N ELE (RuleConfiguration) v, 1] LAk £ (Comment), g N ELGiE (173 R SCA S

FrepatuE, RJE RERE (OK).

* 7625 (Category) F, mJ LSRN (app-detect), RFHHHESHUE.

* JRITREET, RE R —ASHE. B, EITRUIRZS (Rule State), ARG miiliE B

(Generate Events).

N MRS

I AR ZS, RRTFEAS AR S mp R T B TR0, DL SR R 52 % 4% A A 12 A I 2

SRR

Talos 1R /N R BN BRI S0 o (1) B 4 A AR IR T4k BE 28 A0 00 v B BRUCIRAS o Bildn, — 4]
A 231t Security over Connectivity SR TA 5l J5 HITMT 71 Connectivity over Security BRI\ HHg A5 o
Talos A7 I £ {37 FH AU 58T >k B SO BR A SHEmE v — 25 22 20 U R BRVCIRAS o T 2R ST VR U] BB 0 B AR
FEMEHEAT BB, A 24 F T Bl SR ) RO Sl (R B UCIR AR e A2 S SOy, i A0 Vi ) B 57 5
RS RN BR GRS o HIEE R, WSRO T UNPIRZS B B B AN 78 55 S 1 B AL

U AN, e 2 AR ] T 6 At SRS PR ER DA SREMgS Hh A R R ER AR o

N R MRS 1215

FENAZ Mg, 1] DR RE I (RS v 0 DA R B
Generate Events

B BRGNS ENZ AR, IFAEH DL RC TR N A R S 1 S s i o 2%
Iz, Bl W AoX 21 Hbr, REUERANR S AR RA L Hir, =
SR I A H S A s B R T A
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Drop and Generate Events
WHERGNFFENZ AR, ZRASHE e, IR AL R N AR AT
BRI AR AR ZIEIL R, Jf B H &l i 5

WA, W R IR R S (0 R ) 0 4 B b AR R E i . A RS 74
£, BN S 3 T R EX BT Z 3 (Drop when Inline) I 8 5 4 N IBE, I ELJAS 20 Py 1hE
B
% (Disable)
A H ARGV VL

1

IR
jIoN
4
=
H

-~

-

\}

AR RSB (Generate Events) Sl EFT A BB (Drop and Generate Events) 165 1] i HHEI .
EFEEEF (Disable) 2325 AN
SR SRR AR E 5 A SRS T ) A AR R G s R A R0, DUAEs 1 52 55 v e i P e
Reos NFE. AR, PSRN, A2 5 M2 BB AT BEVL T .

WENRINIRT
MBS X Fees 52

UK

FIB1 IEPERRE > R E] > AR,
FIE2 i B R 1) SRS 5571414 Snort 2 REZ (Snort 2 Version).
MR ERE (©) , WIRAECE R T, B0 A 15 SO & AR .
B PR R~ B a8 RO R K, B “A i e s R E g, DURREE
CEFIFERF PR HIER, fESsEY, W E N Drop and Generate Events
(AR DS A B =
HIE3 L SR KRS 2 (Policy Information) 1E R 77 [(I#M (Rules).
WIR 4 PRI R E RS I — &2 4 M.
PSPPI — AN LD
« BUMPRES > £ EH
* HPRES > EFFEREH
« MNPIRTS > 2 H

PR 6 LA H ECRIEHEAT DORTE M SR TPod AT I S e, 3 sl ST AR T IR SR BR 5 2 (Policy
Information), #AJ5 ridiEIAE L (Commit Changes).
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URAEAN ST SO D0 T IR H S, U SO SR I K 23 T8 A _E R LR PR B T

T—% Mt 4
* HREHCE

NRREPINMZEH BT IERR

ONAZ A I T L AR A ARl I H bR TP M hE T o ERESEtEoL T, HAR SRR A —E IR
B s neA AR B, WA AR ERIRS A, AIRMOE R @ BT, TR s
b EAEHARNOL T, WVF R AR ALK, SRR RITE AT e R e B, W AT A%
W 2% e 55 % 8l DoS Mridt, W] e R B AE X XERANR A, Bt e W] il E XM i ot . &
AR UARTR AR L il R G A A

ANREHHE

AT LIRS N AR N 4 2 B (L, AR AR 8 I 18] B A AR IR CEOR BRI AR S % A
B RN FAERIRE . IR AR b DU ) A oo 2 i R AR A SmT DU 3L =0 B
JUJ s R SCAS A D) Ak B g R A 3 R

ANEEHEHELRE

% 6: B {EET

RCE B, TR R,

1RIR 15 AR

=% hy 6 5 B 1) B fid R U P F s S Bl . (el “3H307 [Count] B8R @) Wl on gt
Wihn, A E BRI (Limit), #4125 (Count) %E 4 10, FEH4FbE (Seconds) & K
60, MIE—8NA 14 ADNEH AN, RS AE Bos & AR 10 A3 SOZ R0 S5 ok
158 1 b g SRd S iz ) ) 4

BJ{H (Threshold) EFRER BN, AigeBErEdnt (h “vH” [Count] 2858 M NI, id3%IF WoR

=R R, BB T R GOl Az R E, R TR R TR TR B
. AL K HME (Threshold), #i+# (Count) # 4 10, JFH$#5%5 (Seconds) B H 60
I, AR E] 33 AP R 10 K, RGNS, RS “FHE” (Seconds) AT “if
$07 (Count) PSRN 0. A, MUNZERE F ok 25 By SURA 10 K. th T iHHCR7ES0 33
PPN CHE N 0, B, RGNSl — .
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£ 15 AR
X7 REAMRE N R BESR EB0E GHED 18R Gt A NS 15 s —kgdih. iltn, Wik

RBE J T (Both), Fit4 (Count) & K 2, FFI4HFPEL (Seconds) B K 10, WIS fF 44
LI

© TR 10 AN — K, REASEBAEF S CRIZSBI{ED
© WER 10 PR AR T I,  ARGURE A A CER i A U I A8 21 )

IR 10 BRI DY U, RGO AR AN G AR I 2B, 2 IR
INEZG

% 7: B{& IPiET

FROR, $REIES, TR E AT B E 2 U 1P bk SO 2 12 H b 1P shhib o5

IR okl
KK 205 TP Huhik oH S A E ST
Hbx 2 H xR 1P Mo bk vk SRSl v 2.

% 8 E{E L1/ (8 iE T

twJe, € F TR SCRRLIR S BRI o) B o

LI it AR
21 BEASERER TP Ik AE RN R I TR) B A I 380 B4R 5 ) R s ) e
b THECE B 2 AT 2 (A W ROR BB SR BEE D PR (limit), K ERER B E VIR IP (Source | P),

H it # (count) BEE N 10, JRIGFYEL (seconds) WCE N 10, MIRGEKILRIF W 10 FRER A KAL)
oK ERE W LT 10 0F . RN 10 8b 9 HURAE T 708300, REURC SO oRiX L i ff,
MAZRAT 10 PN R A T 40 Dfh, REUEACFIF B 10 NSRRI LE Y] 10 BRI 1] Beid
Ja IR

TR, NRFFBE W R, R SR TR BGERPI detection filter KEETHIAR
HOHI R A SRS

Je

R WA AE AN S S s i

AXERM

detection_filter S
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AT LD A AR S ) Al AR U BEE B (. o] DLl R IS AT B B . T RCA
BESBEE A BIEL. AN (RS 75 ot 120 U PR A AT AT B

I T LUG ESCER A N 2115 N\ AR SRS SGIBR ) T A7 KA A B 8 A4 Bl P A 1) 42 S B

MEANTCRUER, FEP SRR E (Revert); sz BAR T R 1% 7 BUR B — MR, 2k
B £ AME, MSTHERIZ 7B

Je

RN A2 CPU IR s b, 4 ey B sl i B f 7] e 2 5 BCd A o T 1)

UK

PR > T alEEl > AR,
AT YR AR 1R SIS 5514 1K) Snort 2 BRZS (Snort 2 Version).
WARERAE (©) , WRWHEEE THAEL, B SR A1 i & AR .

il S GRS T RS B (Policy Information) i K7 HI#M (Rules).
P AT H P BB B — S 2 4

B3 E (Event Filtering) > B (Threshold).

MZEE (Type) R Pk £

MIRERA L (Track By) FHuar, P28 (Source) it & B (Destination) TP kil i i F4: 52
i,

7E1HE1 (Count) “F-BL iR N H .

TEFV T (Seconds) F B A -

riili OK.,

12K RO “HAFiLJE” (Event Filtering) 41 AL 553 /R B4 E RS (Event Filter) o

R R AN A E L e S, RS B RN A DS A H R

FEARAE H LRI LORAE LS BE T I S 2, 15 5 3R B&MS 2 (Policy Information), 2R )5 &
tifBIAE M (Commit Changes).
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EEFMMENZEHHE

T RE AT EEA A SR SR DA B (B . AT DU “BEUPELR (5 R (Rules Details) 4L 14 &
RN BIERCE R RE, FIHETES RS WRAGEE, AT LS IET ) B (R o B {8 .

TER, BT LB S R B, BRIV T B AR SRS i iC s 0 A R DU AN T Ak BE s A= RS S F

i

FIB1 LR > T RHSE] > AR,
FIR2 Ll TG HEn 551411 Snort 2 BigZR (Snort 2 Version).
W ERIE (O, WIRBACE S T, s S 15 e & AR .

TR mlhi PN I EREE(E B (Policy Information) 1E 5 RN (Rules).
PIR A GEREICE T O R ¥ AR — 4R B2 A

PERS LR ARSI A, TR L PR T IERR (Event Filtering) > MIBRE{E (Remove
Thresholds).

PIE6 S OK.

PR EORAF H L UCRIS A LORAE SN th AT A B, 15 5 i SRS 2 (Policy Information), 485 ki
T HIAE L (Commit Changes).

UIRAEANK NS SO0 T 3R SR, G ARSI I, 452 T F KA LIOR IR BE 4

T—¥ it a
e i

% Em
4 R R 1R
NRRIEANE B E

T AAERF A TP il ol TP 1t ik i i e S A DU sl oAk B IR IR AR AT o IR AR 4 R 3R
T3 e B, SRR R 55 A A T B A A AR BRI R IR AT RE S AE B 55 5%
fish A % A IR SR PR S T AT B S il A R, (R R B R B
(G

NZREEHIHI 2B

TR, NRFE R, R SR TR BGEERI detection filter KEETHIAR
AR E AL AR A -
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R DR A I s AL rh A . ARG SRS DU (R > NRED AUEFTAR
FHE GO CUn SRAZ S AR ) b, mT Ut A 5 o A S S Sy ) 0 B

X ER
detection_filter S8

MFEFERMINREH

T LR AR SRS i B AR (AR AR AT 42 A0 (R 3 S i, R 2 fod
Ko MAASAEHEE WLy DMIBEE s A S RN e e .
PN S AL Th RIS S REIRAT S AN A

WERL AMATCRUEIN, EFBrh 2Bk E (Revert) s stz Bbs vl 4 1% 7 BUR M
S, WREATSERE, WS ERIZ T B

UK

P PR > 7 EHEH > AR

22 ol YRR IR S 55 111%) Snort 2 AR (Snort 2 Version).

WS RE (©) , WIRHINCE 8 TAHEE, s BT B e & AR

HIE3 Ll SR P SEEIS 2 (Policy Information) 1F FJ7 (I (Rules).

WA RPN I B AR — AN B AR

HIE 5 KGR FEHTIE (Event Filtering) > #1#] (Suppression).

IR 6 ELHHNHIZEE! (Suppression Type).

HIET WIS EFR TR (Source) Bk B R (Destination), i M4 (Network) 7Bt N B TR & 0

PRI H b TP HUBE R TP il bk DeiAsE,  mE A XS E R B AL S LR IE S A R A

ARG TR R S S W 2 SR o A 223 AP SO TP bk B PG B T 2 I
BAGIR

%8 il OK.
2R R AE AN 553 1) “ S 9E” (Event Filtering) 41 7 (N 55 10 /R B4R 8
28 (Event Filter). WUR IR N2 A FALIERS, ohygss BB Rondifhal pEas
5.

29 LA H LRSI UORAE L SR s b AT S 2, 15 i SR BR S 2 (Policy Information), 485 i

T HIAE L (Commit Changes).
I RAEANGF ST SR D0 T 3R H SR, W2 4R LA SIS I, KT8 E A B LUK BE 5
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T e it £ A s R IUAT TR A AE o B, e T2 BRI 55 2830 W 2 A e R AR e T 1) i dls
B, DRI AT DA iz s i 55 4% 1P 3k Hh A8 (L i S Pad e G R DU 452 PR A iR 55 2 0F
Kt 1P Mk 5B 7 B gs FEABEAL, IR 1205 1P Mk R4l 45 1F

UK

T EPRREE > R > NME.
HUR 2 S  E A SN 554 1K) Snort 2 AR (Snort 2 Version).
IR SORIRE (O, NIRWIECE S TG, sl B8 SO & AU .
FE®3 L PR T (S 2 (Policy Information) 1E R 7 IFN (Rules).
PR 4 P E S BRI 8 — A B AR
LIS A LA NIk kR

o FMBRFNE BTAE], 5L E AR (Event Filtering) > MIB&#IH] (Remove
Suppressions).

o BMIEREF EANHIBCE, WAL, K5 A RIRIFEHAE R (Show details). JEITHMHIBEE, &
Je sk B R (4 5 55 1A 1Y) Deletes

$IB6 5l OK.

IR T LR A B UCRBS R LR AR I SR P AT ) S ek, 1 A SRR 1E 2 (Policy Information), #RJ5 ki
i #IAE B (Commit Changes).

URAEATRA S U DU T AR SN, U2 B LAN SRS T S R I A AN LUK 1 5

T—F Mt 4
o SR S

— = J A
NS N RMRTS
BE T A ) B i ol ) g sl ARSI 2 R, SRS s AR A, P SO TR

SR L AETE R Dy T DR E U H LI 22 R0 DS BE IR R 0 R AT T3 2 1 7 Aok B
WA NEZ S (S
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sarganrseEs

RO AR BN R s, A S T AR g &5, TR DU 2 I 18] B A HH IR 2% U UG e 1ot
LWL, sehEer] U T BB 2 e b, SEAESR S N A WA TR M BGT, AR5 K
SR DEFCITUAS A Bl s i AN 25 5 (K PR 2

B R A B B AT A S U A I, I AR I SRR i SR I R A R . ST LA
I RAE AN B AR E H b TP ik ol — A B AN e U TP Sk A S (3 A7 AR K 22
JUJDG FE 5 ot ] ARSI B P AT 0 e 4% 45 R A 4 oL 22 DL RC T S W

FERLAE LR, T Re AR A R B “ BB E” (Drop and Generate Events) R 7,
PR R S ANAR 5 35 5 i M C E PR A A5t 0, (L [0 B 485 SR SI2 A5 SR AE F8 7 2R P9 R IR e A [ [T
OIS 25 55 5 20U UG P PR 25 B o ) A R IR 2% P R 37 P 28 7 A2 M R R U eV BT S e 3 Lk )
LI FRIN NAZ DO AT (35 L AT A% RR 22 (1) IR R]

BRI, Bl IEAE SR ) E AL RO SR A I Al T A A TR (N M B
BRI . *47E 10 FPIRT I R) 225 B P8 e AR AL ORI TC T 2 S, T 23 1) 8 B 2 o R g 12 B Ay
“EF AN (Drop and Generate Events). 7R JE PEAE 15 #b2 J5 B .

B, BAEINRE, 7ERTORIIE T HRRERAE AN, REVIR LB, i R
T AR ECHT— AN RAE U B, B e sz, ST RAT R 56 SE TR A 1 26 T B
BZIG, BiEA SRR “ RS (Generate Events).

[Seconds]1 234567891011 1213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 293031 32 33 3435

Packet || : i i '
Matches|iYYYYY : ¥ YIYYYYYYY YYYY YY¥ YY E EE B
Rule? |! : ! i i
Drop? | INNNNN: Y MYYYYYYY YYYY YYi¥ YY Yi NN N
Mert? | IYYYYY: ¥ YIYYYYYYY YYYY YY¥ YY Yio¥YY Y
Ratei—based . Rate-based : Rale-based
i samplig period sampling period : sampling period
B : & 2 -—
Rale-based timeout
[ |

372204

| Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

NISNERWREEE

FENAZ MG, AT LU AT A AR R s Ak B 5 R U P P T O e o 6 T ORI DB 25
=R

o FRDUFR UL PR AR , P ARy 5 PO A8 P 0 U DL T

o IR IN AT RRTRAE, AU = R (Generate Events).  “ ZF I/
J%=FfF” (Drop and Generate Events) A1 “Z£/]” (Disable).
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THER, PR AT 2R, FERIRBIN I (8 2 B2y — BT, BT AR 73K B I ] A o 21 e 2 )
AR LU IRAN S 1o IREDEN S, ARG T B, R PR 3R A 2 VR A 0 D i R S )T
R (Ee

FEPIERERZE AT UG R 1 ek 77 AR I B A ARG o RSB AT 2 TR (L
BEEN “/ERCEEE” (Generate Events) (LA SE & AL i, (R ARGEA & ZFraX LeRi) it £l ..
H2, WUERBGTAUE TR A AL T 26 TR 4 F, MR R i Be & R BRS A %
BAF TS SPIRA I R A E 8, B SN R B “ B3R E T (Drop

and Generate Events),

)

AR R TR BRI R AR, e 25 5 A AR A D P

AL [A]— R RE SO AR R A JEAs . AR A (5N IE sl e . TR,
B FE TR I PERS KR AEAR PR RN, RGO IAT S DT ORI IEAR 3841

MR N TT s & HASHARZS
T LI BB B — A AR . 51 5 — A3 S MR LA St s, 490
SR I GERT, T35 MRA A
SR o TEMe5 10

BEANTCRAEN, FEP SRR E (Revert); midiiZ BIbR ] R 01% 7 BU E— MR, W2k
BT B AME, MSTHERIZ T B

N

AR SANPRETCIE A A RO, R T0E 25 57 5 28 T AR08 00 D8 e O 2 o

UK

LI EPREE > P EES > AR
HIB2 YN SR 55IA 1 Snort 2 AR (Snort 2 Version).

WA ERIE (O, WIRBACE S TS, 8Os SR 15 SOt & R .
ik

$®3 S SENUE KBRS R (Policy Information) iE 7 I#M (Rules).

SBA RIS INE A PR — 4B 2 M.

TS AKIEF SIS (Dynamic State) > iR NEFIRE M NIKZS (Add Rate-Based Rule State)

$IB6  MIREEAR (Track By) iz &tk —AMi.

$IBT Sk Track By 4 Source 5§ Destination I, %71 Network ‘7B i N ERER 194 & AL HL
Bk ATCAFEE S TP bk, HbhbBe, AR Ek b IX Sl AT R A A AU LUE 540 BRI 513K

ARG PR SR S ) I 2 W o A2 22 S v, AP SO TP b R PG T 2 A
BN

f

i

f

B ERANERA R



| BN AR R
mmagauze ]

$IB8  FERE (Rate) 55314, 5 &N B R UCHC %, DABE S B
 7E3H# (Count) 7B N H
 HEFVEY (Seconds) B P I AAL o

PRI MFIRZS (New State) IRA T HraI2dr,  $i5 58 Wi a2 25 1 I SR UK BT 4
$£IE10 7B (Timeout) 7B A
TEREIT T, BRUPRE R 2R AIRES . Fi70E o SO 8RS (Timeout) B B 2 AT By kB B/ BRI
FE|N il OK.
7R RGHAE “E)ARA” (Dynamic State) 51 LN 5510 R S ZSIKRAS o QB B0 00 s
INZABAS PRSI IERS, IR LR 7 RoR i IR 1 E .

’R SR — R P AR, WS “I” (Rules) T A XL, AR5
WL FERNZSIRZS (Dynamic State) > R & FE F#IK7S (Remove Rate-Based States).
L] DU ) 0y R D 200 45 S5 I B AN ol ik T R R PR A i ot VR R PR
M5 i B IERIE R (Show details), SR s IH B P i 180 3 1)k il ot 5532 10 R Bk
(Delete).

L2 BRAT H L OGRS AR IA DR SR T AT R e, T AU SRREME 2 (Policy Information), 4R )5 ki
i IAE 2L (Commit Changes).

URAEASK NS LT 0 138 SR, I G ARSI Iy, 42T FL KA DIOR IR BE X

T—5HHtta
BT

AR R S E 7%

H A [ AR SR R AR AR DR o 2037 SN (K E RE 2 SRS R s (s RSN 1S AR S
(RIREIN] R PR AR A AR RIS AN T Lo SN A AR HORE AR AL AR SRS 1) “ RN (Rules)
BT “RMPEAR {5 S (Rule Details) #L1&

P E TR NG UG, iz Edit 5 ) Rule Comment 7] A& 348
i
TR EPERRG > FEEE > AR

W2 pili B YR 1) SRS 5514 1% Snort 2 B (Snort 2 Version).
U B RE (©) , NIRPIEEE THAE, s BRA 1B E AR .
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T3 s PR SRS 2 (Policy Information) 1E 5 RN (Rules).
W4 EPREAEIL P IRINERE— 4 2 A

FIES KUOESERE (Comments) > /AN EFE (Add Rule Comment).
$IB6 (E5ERE (Comment) FEH, B A MERE .

P 5k OK.

220 RGRGIFAE “UERE” (Comments) 1) AR 55 27 i S IE WIS IEZN
R, IR LN ER RN,

IR B, Wil SRR S L IR (Delete) LIMIBR BN FE o
POCY AT R B AT RIS IR NG T, A ReMHIBR %A R . S NAR SR S i M
BERIIE A AMER -

LB BRAT F LIRS AR A LR AE PE SR AT sE o, 1 Rl SR {E 2 (Policy Information), #AJ5 s
i #IAE 2L (Commit Changes).
WERTEAHIATE SIS 0 I8 SR, e LA S MG I, K 280 1 BB LUK IR B X

T—5Htta
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