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Fi@
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o) miiifR7E (Save).
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FMC ipiEl#E 0 E K

a) e kT THA EME R A ENIE, R FEPO UTREECTER. il EF
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Q Deploy Go + @ adminv
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FMC Access - Configuration Details

semporszEnEy [

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput  Connection Status

Method Name

DDNS - Update Methods
Method Type
Web URL
Web Update Type

w 4. GigabitEthernet1/1

Interface Configuration
FMC Access Enabled Disabled
FMC Access - Allowed Networks
Interface Name
|Pvd4/IPv6 Address

Static Route Configuration
|Pv4 Gateway
IPv6 Gateway

Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Enabled
any
outside

10.89.5.29 255.255.255.192

10.89.5.1

| Legend: Above configurations will be = added,  modified or  disasseciated from FMC Access interface on next deploy to FTD.

| Acknowledge H Close

PA 7 1 Sl £ 7 B rpo O b OB TR B BE TR 32 BCE VLA, JF B OMIBRR 2L 5 SR

FMC Access - Configuration Details

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput  Connection Status

Method Name:
DDNS - Update Methods
Method Type
Web URL
Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration
FMC Access Enabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPvd/IPvE Address 10.89.5.29 255.255.255.192

Static Route Configuration
|Pv4 Gateway
IPv6 Gateway

Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Enabled
any
outside

10.89.5.29 255.255.255.192

10.89.5.1

| Legend: Above configurations will be = added,  modified or  disasseciated from FMC Access interface on next deploy to FTD.

s WA

Acknowledge H Close

TRATTER A 52 i B R BB FUE R B8 2, ANZERTTT BN o A B TA KM ER B B
NKEREI, RO OB B B AT TR R AR BCE . AR L,

SUEE EHAPO h TR E.
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. 1 Cisco Secure Firewall 3100 & [ 2% 183

d) BEIN, ol LU RERE > BRE JFRE HOK B8 B P 2 O I B4

‘12 Cisco Secure Firewall 3100 A% ¥ £& & 31

QRAE B AT IT Bl K 2 i 2 e M 2 A, WS i PRAT AR T A s W et ) T O mT (A

PR B I DIV B B M A, 1 T T AL AR IR4E (ChassisOperations) T[T . M i
£>EEE, JHMFEVTEE . TR BTN, EIUCE F TR s %
RGBT I #HLAEIRAE TUIM

[ 1: HLAERIE

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
mn 1z 12 1/4 1/5 1/6 17 1/8 2/3 2/5 27

¥ v =aaaaaann s
‘ TS A TR (e

119 1110 1 Mz 113 14 115 1116 2f2 2(4 2/6 2/8

Physical Interfaces

This view lists only the physical interfaces to perfe
interfaces, navigate to Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO Tgbps rj45s
Ethernet1/2 FULL No AUTO 1gbps ri45
Ethernet1/3 FULL No AUTO Tgbps rj45
Ethernet1/4 FULL No AUTO Tgbps rj45

iy BT DURDEr 8 RES o R AR R SR K B o _EREAT TREPFEE S, 3 niily B8R
USRS T BAEIUG A B e U g B 22, TS B LU R .
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A LU BES 40GB 5 & 4R L B 10GB 29 320 1 o MFE A 43 4n4aT Wi 70 3038 b N 10 o 0
S AT DAGAT AT JeAth A 2R LUK 9 s 1 —FEAE B $5%8 N2 EtherChannel.

S RN AN B E B . AT I G, S TEIRPIR B A IR

FrIaZ |
o R AE 2 SR 73 SO . A RTEANME R, TS P R/
o FEFP BT DI I 1T, I AGER T LU R X4
o R R
o SRR A B
s T A THERN
* EtherChannel Ji 7
* BVI i1
* AT NN

o T ECHDET I B T S T I D T RE S (O, SR AL
iz

Mg > & EE, rthAE S B o 0 TR AT FIE, B T T Y
BEws R BRI S S e R R P AT 1 A

& 2: &1 FE

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RO AT TF 5 M F8124E (Chassis Operations) T o I [ 43 5t 7 ¥ 45 I ) BB 1 VR4 A5 6L
M 40GB B 5 w5 42 1143 S HY 10GB i 11
a) A g (2 .

FERVISIHEF st =2 (Yes). WIRILHIEAEM, SRR 2 S0 S Uit AT i
RSB, ARG A REEAR 5.

B, EHR/rtH Ethernet2/140GB #2111, AR )13 LR AR U4 Ethernet2/1/1 Ethernet2/1/2.
Ethernet2/1/3 1 Ethernet2/1/4,
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B ==sxi0

EEOEIE B, WigF im0 2 LUR A8
& 3: 4> 3w A

Network Module 2 @[

b

MNetwork Module 1

e

111 Mz 13 e

b) sl IR TR B R e, Fe %0 (Interfaces) Ui LA ARAFHL 1 K.
4 HEEOTE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

¢) {30 (Interfaces) TMTES, MR THMESEE (Clicktoknowmore). R IFZEAE
2 (Interface Changes) X 1l .

EEEROENR
Interface configuration has changed on device. Click to know more.
B 6:#EOER

Interface Changes

The following interface changes have been detected. Click *Validate Changes® to know if there is any impact on cument configuration.

Interface Type Change Description
i Ethernat (2 Physical Interface ks disassocisted
i Ethernet2/2)1 Physica Interface ks assoclkabed
i Ethernet2) 22 Physica Interface ks associatod
& Friaenat? (30 bl Imtarfsco e seencistad

d) AHISIEE M (Validate Changes) DL S s 28 10 5 U5 1754 28
L BT A R, D) R MO I EE T IS AT .
B, Mg 22 A SRemes rP e FH 4 S TG B s I o n) DA EAAE R B P AR 2 A E s A,
AFEVT AU, NAT. SSL. S48, VPN, DHCP 4% 2825, M42 LUK I 6 5 %45 1A 6
AL B o 5] 224 X 3 P SR AN 52 520

e) XM (Close) ix[Fl3E O (Interfaces) T .

) HHREE (Save), LUEAGE S fR A7 2B K bk
g) WURELAUESULTACE, 5% 22 38E (Deploy) > #FZ (Deployment) Jfili5& 5l .

B o
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T 828 BT PRAF 73 S 11 B P

FIERI PN S
AR AN AZAZ R BITAT 13 1

a)

b)

d)

e)

g)

A AN (O .

FERTNSTEAE Pl 2 (Yes)o WERAALAT 13 I IEAEREN, SORAR 2] R HHRIE .. it
R PATATAE ] S0, AR5 A RE B -

Rl BERR TR B R, #2280 (Interfaces) T APRAZHE I B 5.
B 73RO NE

4 This device has configuration changes that were performed directly on the device. Visit Interface page in device details

7E3%0 (Interfaces) WHITIES, MR ETTHESER (Clicktoknow more). R IFEARE
2 (Interface Changes) XJ i HE .

EEEROENR
Interface configuration has changed on device. Click to know more.
B 9#EOEN

Interface Changes

The following interface changes have been detected. Click "Validate Changes® o know if there is any impact on current configuration

Interfac e Type Change Description

& Ethernen2/2 Phyaica Interface = dizassociated
i Erthernet2f2)1 % interface s associated
i Etherneq2/2/2 Physica intprface 5 associatod

W Frhwenat? i3 Imbartn s b seensistond

Validate Changes

HilTBIESERY (Validate Changes) DA {R S 742 11 S BSUE A5 28
LURSER RS (R: 57 P o - e LW ) R T TR T

Brie i A ms AR 7 D n] e S e B R . ] DA ARG T AR 2 E S O,
AFEVT AU, NAT. SSL. S0, VPN, DHCP %2825, R8s LU I 6 55 %4 1A 56
ATATIC & o 51 2 A X I SRS AN 2 500

R kH (Close) #[71#£ 0 (Interfaces) Ui .
MR TE (Save), DIIRKERE 118 e OrAr 215 K i
T R AAS AT ST AT L B, 5 B £ EBE (Deploy) > #F2 (Deployment) 1 & 5
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T B3 B AT PRA 23 S0 1 B

Y8 0 ) 2% AR R

SERIUR IR Bl e 4 P AR DS I 2B k85, AT U 2B 3R A b o 2 B R 30

g2

SRR MG 2R 7 g 2R P
ST AR T L, TEAE T R R M L R
FER2 BRI K SRR
X AERE B R I, U SEEET A s R B, RIR SR ENTE R A, KA, L
BB R GRS S S R0 s e, IFE0H A 3l i (P s/ 30 v
PRI N RE>REEE, sGHNE D B8 o 0 TRRER n P, UG Ty /B
Bedhs AR S S R BRI P A 17

10: EIEH 58

(] Name Model Version Chassis

\:| ~ Ungrouped (2)

= 172.16.0.51 Snort 3
172.16.0.51 r

Firewall 3120 Threat Defense 7.1.0 Manage

RGRATIT e HUABIRAE T I Ui 2 o o A I I PR A 15 6L
TRA rUlEISARER (Sync Modules) , AT 4 2 B EAN {5 5 ST Ui

sms apnEpl, satede (O o mm gL,
11: |2 F 4R AR 3R

Network Module 1 Network Module 2
WM 12 13 U4 us e 17 1B 21 23 25

W) (W) == | ] e e o sl
CONSOLE MGMT UsB
) ) [ O O

119 1 1Mm 112 113 114 115 1116 242 274 28 2/8

FIR6 RGN BRI T EIT R MR, i Yes.

B o
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[ 12: #IA B

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR BRAEFRNEE B — M8 REER 3 230 (Interfaces) JTIHT LAGRAFHL 1 T K
13: ¥ EEORE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

P8 (i) {r3EO (Interfaces) LIS, BAFHEOMECEMINE. Bl fiaETHRES
(Click to know more) ] JF#Z A& 4 (Interface Changes) X iHHE LA & B 4.

B 14 EFEOEK
Interface configuration has changed on device. Click to know more.

[ 15: £ O &L

Interface Changes

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

Mtk (Close) 23O (Interfaces) Wi  CH TSR NGB AEER, DRI R A AT ] fic 5 52 0,
BT LA JE 75 55 38 E BB 2 (Validate Changes). )
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PRI RlHRTF (Save), DUECREE 1 e ORA7 2115 K gk

RS HEEZ TR RS

TEAT LUCRE W) S AR R A SN AT TR R AL R i, I G o OB R 3o (EURE, A 205 P 2 iR A fiE
AR IR . LR P AR O AT IR L 22 BT R LU e 3

T RESE e A I, R Y /e LT U A o SRR o e e o e R
BRI b, ANREAE T iZ AT .

FiaZ |l

UK

SR TR AT I, ST LR DR

+ 8¢ (Clustering) - (£ BT SRR 10 4 SEHUHR AT 25 ¢ KU ThIFAY 00, (B0R PG T2
.

FESRAT SRS, T R RS N E R . s, R AR Y s BRI TP A, AR5
WA 245 A5 B B SO )20 BT AT i 1Y o ARAE SRS, SR IR AT 1Y s A I

* S AT AM (High Availability) - ZL7E2E ] I 25 ASEH I kG i D) 46, 154047 DT $4

o R DI HAE RS AL T AR b, W 250 e el IR e S D el ] v R ST
Fro ANSCVFEETT BAT LBl b U4 B 10 9 2 A5 e

o XS REEL b AR T D A% . S DN E & A TP Mk A 4

T2 NRE>REEHE, sGHNE DI B8 o 0 TR I, eI GE T s
BEghs PIZRARHLI S S R BRI A 17 e

16: IR 58

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RGRATIT % HUABIRAE T I Ui 2 o e O PR VR4 15 8L
T3 ERAKE L, sGhiEge (80) DI R
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[E] 17: 25 R 0 4R A1

Network Module 1 Network Module 2
m 12 13 174 1/5 1/6 W7 1/8 21 2/3 2/5

(W) () = ) ol
CONSOLE MGMT USB
TR EE WEew

19 110 1 112 113 114 115 116 212 2/4 216 2/8

ANEAEFED (Interfaces) G EORAAAT AT, TS E MR, Pl A S Ay B P IT AT AT B
AE .

TR A RGBS RO MR, S Yes,
18: N R

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

SRS EBh b, MRRAECE LR, BT I 9 45 S48 1) ) 2% A

SkSkF

w6 7 Emp b, i rande (O e mge,
& 19: |5 F M 481511

Network Module 1 Network Module 2 @
m 112 13 1/4 15 176 17 1/8 21 2/3 2/5
() (00 = ]
CONSOLE MGMT  USB
L L JC JC JC JC JC JC )

119 1710 1M Mz 13 114 115 116

22 2/4 2/6 28

TR ARG PR EFIE T EIT R M. mid Yes.
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Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ST 8 MRS AT Y, EHATLL PR,
* BHE (Clustering) - 5 1 R INIAI4E A -
&AM (High Availability) -
o WA T T, I E A e R WE S S I U vl R
o S AR 1Rz D ER e A D M R . TS A TP R 1 M

15 P 48 A5 SR 5 6 g ELth 2B

DR A S T AR g R g A, DR B DR A B, WO A DD T IR, 2T
T 55 AN A AE R 1 AR SR AT P

PR B R T, B BRI A B BT LA R A

FHia Z |l

XA, A RS D) R AR b, WA REAE AT Z M S, R AUh W T L G2
Bl et o PP R BN B8 25D IR S AR FEHT A B 1 e A I B R L. e 2 58 BT IR 3
Jevs JRT LU i e T

iz
TR TR AT I, AT LT DR

© BEER - WMRISHL, TR R WrREAS T R RS T Y AR B N AN A TR
PATH R, T2 S IRl

B o
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SIS

LIE6

sResrzEnyexn [

= AT PR - A O 2R I R S B A A, I AR R b AR e D s . TS
Jic A% TP Mk s s

Mg > ig&ER, SFE 2 &8 o R e R, R I AGE H R R A
BEgrs AR AR B O BRI 1

21: B

[l Name Model Version Chassis

] ~+ Ungrouped (2)

] 172.16.0.51 Snort 3
\_| ne Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGURATIT % HUAEIRAE T I Ui 2 o o O B I PR A 15 8L

RO b, Al e (W) DURF R4k
[ 22: ZE R W 4R 1R 3R

Network Module 1 Network Module 2
1 12 13 1/4 15 1/6 7 1/8

2n 213 2/5
consote vet = ] g W (R

19 110 111 112 113 114 115 116 212 2/4 216 2/8

AEAEFED (Interfaces) GUTHT EORAAAT AT, i T8 S g e, DRI R AN Sx A B A T AT AT B
ARE.

RGUK PRI EOC A B miih Yes,
[ 23: A A

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

o]

FEBLRE b, RYEREPE SRR, BT TH P8RRI T4 A 7 (8 R 2% A B o
FH A BB KB TES ) G A

gomz


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter25.pdf#nameddest=unique_541
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_68

goms |

B snsunenssmsen

Nil

N

1=}
[24

A=
g

~

o=
g

[

HR
Z3

9

T AR R R I, T SE R Sh BT R R, RIR SRR EATE R R B, A, RTEL
SRR AL GES B S nD s e, IFE0RT A sl i il s/ 3 0 Bt

B B H L i, R RIS AERR (Sync Modules) DA T A0 190 2445 B 41 £ R OR ST DU

T e
24: |3 FA Mg 5 R

Network Module 1 Network Module 2 @
- m 112 113 1/4 1/5 116 117 1/8 21 2/3 25
W) () = e e e el
CONSOLE MGMT USB
CJCJCJC JC JC JC JC ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

ARG RIS & ZIT R M. /il Yes.
25: #iNB A

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR Ul B TR S P R, Fe 2420 (Interfaces) T DAORAFHZ K.

[ 26: % F) O TUE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

RN WUR PSR 1 8D

a) {E3%0 (Interfaces) MHITIES, MdimETHESEE (Clicktoknowmore). REHITHFZEARE
24 (Interface Changes) % G4

B 222 EF/EAEK

Interface configuration has changed on device. Click to know more.

B o
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Interface Changes 12}

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description

Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

| Close | Validate Changes

b) SdESIEE K (Validate Changes) LU {4 S A 12 1158 B0 15 3%
G BT AT R, D) N MOC S EE T IS AT R .

I 22 4 S v A T R D s e B . v DL AR B P AR 20 B S V10, ARGy i)
M. NAT. SSL. S}, VPN. DHCP HRZ525%5 . MHSR4E DB B 5 2382 10V AH 5% i AF4AT fic
Ho Tl A K ) SRS ANSZ 5

c) JiiikM (Close) i[F|3ZE O (Interfaces) HL .
S22 FEHENEOEE, WS 8RR CHERCE LUK RE , 2R 6 .

BN LB N Rl SFP” , I TR 22k ¥ SFP I IERAIE L . (0518 T3 8 1 B A Ry 58
{EJF HIUAE AT ZOF LI, A 7 2B Rd L

FB3  JUHRTF (Save), DAIRREE B SO ORA7 2B his
TR QR SUEMTICE, 175 2 88%& (Deploy) > &F& (Deployment) Jf 8 5 .
G 8 #8 E BIV AT R A I 2 A R B T
PR X FER G AT I, AT LD R
* BHER (Clustering) - K 9 xS I IR

« S A% (High Availability) - X 9 g8 [ bz O 80 g 0 . WS E & H 1P dhhk
TR g,

HRED P 4R A5 IR

WIREK A MR 8B, AT LR 2D R PRl W 2 b o 2 B R 50
RS s e I, S R B Y R/ R B BRI T LA AR
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29: EIEHFE

O Name Model Version Chassis

0 ~ Ungrouped (2)

— 172.16.0.51 Snort 3
O "ol Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGURFTIT e MUARHRAE DU 0 Ui 2 o e I B PR £

IR b, AUl (WD) DRI i,
FEl 30: A Mk sk

Network Module 1 Network Module 2
mn 12 12 1/4 1/5

1/6 17 1/8 1 213 2/5
consote vet = ] g W (R
212 214 216 2/8

1/9 1Mo M2 113 114 15 116

TR 3 ALK IR BRI S T EOA M SR, mili Yes.

31: AR

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

REAE SRR TR 21— 20 s Ul BER T 5 2248 O (Interfaces) UM LA R A7 4% 1 5

B o
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A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

HIES 7E3E0 (Interfaces) VIS, A 2H: ECE O SUHHE .
BEFEOFTNL

Interface configuration has changed on device. Click to know more.
a) milimEE THRES (Click toknow more) 7 71 O B X (Interface Changes) X 15 HE LA & B
M EOFEN

Interface Changes 9

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is disassociated
Ethernet2/2 Physical Interface is disassociated
Ethernet2/3 Physical Interface is disassociated
Ethernet2/4. Physical Interface is disassociated

| cose | R

b) riIIESE K (Validate Changes) LA O Sl 7E4% 1 3 XS A1 24
QT IRAT AR 5%, 0 2 W O e B as A T S0
T3 2 4= S A 4 D S gl i . ) DB AR B P AR 2 A0 B S O, 4 i)
M. NAT. SSL. S, VPN. DHCP AR5 #4555, MIBRFEE LR MIBR 5 %48 DA O AT Al e
Ho Tl A X MG ANSZ 5
c) siii%kM (Close) 2|3 O (Interfaces) Hif .
FIB6 1 RTE (Save), LUK 1 5 R A7 BB Kb o
SBT WRELIHE MU E, 15 2 E8% (Deploy) > &8& (Deployment) -5 505 o
FSIB8 A kb ES RO .

XA T IR, E S EORT R S B Y R T e, R SRR R . e, BATEL
S R G S DS D BCEM B, IFEHR 2l i iy w3 B
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