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CLI Access Filter
Same as Base Filter
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Port = 1812
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Default User Role Inbrusscn Admin
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CLI Access Filter

Arranigtranos G Accegs User L)
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* Define Custom RADIUS Attributes

'[ ;

RS - P Uaraian £, aining

u/

71 FID & & F R A R R RSN S Gk

1. Firepower JPp B8~ & BB P A - “ AN S 42 5HIE” (External Authentication), SR 5 KX £L5
HERZE RS, AXREAER, WS SSH FLE 4N S 501

LDAP 51456 iE 1= 8 S HEfR

WIREE LDAP S UEXT 5, JF HILTCIR IR 2R PR IR I 55 4 BOCTRR R P it (K P 10
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B ARSI AR A AT
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ARRA RSN H K
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WA UEAS T TLS 8% SSL MEATIE R, WIUEAS 1 LA 62015 T T 1 55 4 (1 = B LA
VEAC.

o WISLEXT CLI Uy AT S U0, TR 22 1 AR AR &5 25 IEF Al H 1Pve kit
o WERAEF T IRSS 2RI, TR A2 A AT IEM IR SS 2287, JEHOS dHR B EIA
{& (Set Defaults) LA & ZRIA(H
o W T REAT 0 HE 4R, i 53R EX DN (Fetch DNS) LUK & IR 2% 2% L1813 v LA T 49
HELFR, R G NFIRFIERE A FR
WERAE R AT R JERS . Vi B ek b e, 1R S IUe A 2 HE B .
WRAF AT L e . Vi B s E, T 2R R A% B B IR A e B R S

U SR A R T AR DE 45 51 CLL Vs [l v &, T ORGSR s s il ok, JfF AT e Ay
RIS AT (WA SEN, BoR450h74) .

SEMASE PR 2 (A JEAS , UF 2R LB E N AT kA0 bk, UG U iZ I
Un R 1R n s i L

* B LDAP S5 #3 I 44 o2 1555 1 TR 1 LA DL o

o R AR A A I IR 55 A AL TPve Mtk
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D SRAL F PR ] o DR A B AT P 46 R R
WAL A2 MR, TR R P SR I B
TR IER 2] LDAP JIR g5 a8 968 HI LU dE a8 Y Aty «

ldapsearch -x -b 'base distinguished name'
-h LDAPserver ip address -p port -v -D
'user distinguished name' -W 'base filter'

R P R | domainadmin@myrtle.example.cmnFﬁfh$ﬂ£§j§fiﬂﬁ%§(cnz*)i@%&iu
myrtle.example.com i:ﬁquééﬁﬁ’ mUﬁTEl{ffﬁEl?iﬁ%fﬂﬁwtii%%i:

ldapsearch -x -b 'CN=security,DC=myrtle, DC=example, DC=com'
-h myrtle.example.com -p 389 -v -D
'domainadmin@myrtle.example.com' -W ' (cn=*)"

QAR A SR 1, PR AT 6 BB SRS e S AR, R A B T 2 B 1 6
BEE SR PR AT 2R A A SR AIE AN 2

WER S, AR B HERA R BRI B, AT LA ol S e e AL g 4 ol CLI Uy 1) i JE 4%
A P PR A5 22 B/ (R A DN

FEXS 5 Active Directory (AD) M55 % (KIERGAT B ISAERS, S 5 AD RSG5 as IR, (HIEHE
A HER DR Z L LDAP i . 4 AD RS X R W E B LU, & mMBLUA B iE
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