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[ 1: PAT RIS &R & NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2: _ _
IP address: blank De\ﬂ_ce 3 IF_’ address: behind PAT
NAT ID: griffontaxes2 Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank
NAT ID: griffontaxes3

PLUR 7891 g PAT TP Huhib Jo i 45 BE s o ZEIXRIMEI R, 76 B0y AX L2 BN &R
—/NHE—T¥] NAT ID, J7E B EEL B4R E e 4t TP ik,

2: PAT [ %9 FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

, Add Device 2:
Device 3:10.10.10.3 IP address: 10.10.10.2
Register with NAT ID: griffontaxes2
Management Center: blank ===
NAT ID: griffontaxes3 Add Device 3:

IP address: 10.10.10.3
NAT ID: griffontaxes3
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Management

Management
mgmto Managed

Management
Device

Center
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[& 4: Cisco Secure Firewall Management Center t 1% 4 & 121

Management
_____ Events mgmto Managed
mgmt1 Device
Management
Center
Management
_______ mgmto Managed

mgmt1 Device
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Management
~~~~~~~~~~~~~~~~~~~~ mgmt
9 Managed
o _Eve_nts_  mgmti Device
Management
Center
Management
————————————— mgmt
E 9 Managed
vents i
~ mgmt1 Device
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Center
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KIAE &
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R E > REERE.
MR (Add) FRSEs, IERERINE (Add Group).

PRI IOAL, 5 ARG ALY SR (4

& N\ Name.

/e %% (Available Devices) T, EH—GkE & BN INANR LA E S, Adr R Ctrl
oy, Shift EFEL &K %o

AN (Add) BTk WSS E R AL .

o, BB AL, T A IR W R R (W)

A HAE (OK) LA .

0

IEFRHRGAR R EE . AR IS R T A e SEBOUE RS EHUA . WhictE, ATF
LR BAR)E BI81T, RO ] HLYRAN BE 1R G B K

HS LIRS LUERR A R S .

UK

R > R E T,
EEE R %5530, s g (4 .

LT, WRERERMN IR, RS REI,

i % (Device).

B P

a) TERZE (System) il 2imigs (@) .

b) HIFERE, AT BRI

C) IR S K ST T PG T, IS AERT K N B R R A R B L, R

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WA b QB AR 3 4B DU I R 25 TG A,
P
a wndERgs .
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b) BRI, SR B

| == | \n- > | ==
BEERRIRE
“PAE P (Device Management) UL 4 S 32 fIk— R 55 B FIZEIN .
o “UF I (View By) - T BLE DU AT MEHR AL VPnJiE 55 BUs )45 SRS A R 1

© “BRIRE” (Device State) - f14 n] LIRS B (RS R AF vt 0] DLade RS B br 25 F s
TEMRB R 55 AR AR Y ) 0 e 2 o

o “PHZK” (Search) - AT LLE IS PR RS AR FHLA B IP Hibil R4S R O E R A

o “UNINIETL” (Add options) - W LA INBE & manl MG SERERIAL.

o YR A ALEEME” (Edit and other actions) - £I X AEAN CURCE )W &, 1811 YR () Bk
GRS SHAEIE. S ES O EERIFIT bR

o “UFIEHIZEME” (Access Control Policy) - i i U in) 3211l SR 511 v ) a4 DU 75 3 38 B e %
) s

o “MHBR” (Delete) - MG 4% o

o KR BLERERES” (Packet Tracer) - ‘7M1 2 S04 L ER R AR DU, DA I ek b S R 00 A0 v N
RYKAG A A LIRS I .

o Uk (Packet Capture) - TR Hdls SR 0TI, AT DIAE R P AT R SR A FHL
o A IS B R 5 R

© “WKETHYL” (Revert Upgrade) - T _ERTH 5 Pt T RANIC B 5 o MR 2R BE 4%
P BT AR RRCAS o

o “IBATIRULIETE RS (Health Monitor) - ST 48 4% (IS 4 IR0 W 44 W T o

o “WREHERR SO (Troubleshooting Files) - 2F B HERR SCF, & AT DAL R IR PR B AE RS
SRR NS/ TN

* %IT Firepower 4100/9300 R4 £, A& Mg HIAHE BEAE Web S0 )8R .
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wETENIZE
%% (Device) T 1 ## (General) #/r 4 s N RIRE .
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Fz 2. “EM” (General) E5> KT

FE i% B8 (Description)

ER N B B I R AR

i pCiae) BRI B R T AR B R AL B L

B BRI ERR R BEER OB A

P SN BRI 2 ANIESRE . AR CC. UCAPL A1 None.

TLS JIH% ik SO TLS I hnsde s U I 2 TR

BT RVFEEE, SHESARE. WSHHILEERE S 6k&, 8
Uﬁﬂ%ﬁﬁ%A&%ME,ﬁﬂ4ﬁ

T AR oy g L rh LA
UK
W IRE > IREEE,

FEEBRMBR & 255, sl fwiE (4 .
FEZ WA, WAREAERI T, MRS SRR ETIH.

N
X X
N -

P®3 iR %E (Device).
SEA (EEH (General) Hir i, Aidi g (4 .

a) WASTAF R A0 BFR (Name).
b) MEFEEEHRIIRE (Transfer Packets) SZHEHE L 7o VF SISO S0 1 — A7 R 0 25 B0ty I
¢) siti3RHIERE (Force Deploy) LABRHIIE 4 Bl S0Ms R B & L BB FI U &
T TR L R B I N, Bk 0 R B BB L R e K
SRR

PES HRRFEE B, WSRHIEERR S — ks, 512 NS HAMSABRRRCE . 5514 70
FPR6 sidiERE (Deploy).
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MBHRIE& Fhy R P IEEE R E W B AR &
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FIB6 iliHE.

(r[ik) P EEHEZEIEEE (Include shared policies configuration) & HE L& il S
SN (Y5 R PRI SN . NAT. 15 ¥ B FlexConfig SKI%) I EZ AN a6 Z A 3L 5

TP LAAEYE R b i) £ 55 (Tasks) W 52 i e & e BAT 45 PR AS

TR AT S SO, T ABR AARB A LIORCE, JRH i 4 (A B 30 A7 %
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TR LR E > REEHE.
SR 2 RGN, St g () .
TEZ AT, WUREAER T, MRS R BT
PRI A ’E&.
PEA4 FHAE.
a) {EE#M (General) Xk, AidiHH (Export),
B 7:SHigEEE

General

Name:

Transfer Packets:
Mode:

Compliance Mode:

TLS Crypto Acceleration:

Device Configuration:

RN BN T SEEE (OK).
8 HINGH

Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

ETLIAEAESS (Tasks) Tl & 3 L

sams gsrs [

i A
192.168.0.197 FTDv
Yes

Routed

None

Disabled

mport Download

b) fEi@B%A (Notifications) > 1£5% (Tasks) Wi L, #iffSH e Aii TEHSHE (Download
Export Package). o, &L sidi®E M (General) X3 ¥ T8k (Download) 4 .
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B 9: SHES

Deployments Upgrades Health Tasks

I
0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

port file created essfully
Download Export Package

REBPNIE TR A aE A TEHIEE (Click hereto download the package) LAA
HLORAE S, SRJE R BIA (OK) BUR H X R AE .

B 10: THERHE

Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package

PE®S FAME.
a) {EE# (General) X, MiiF A (Import).

B 11: SN RERE

General i ary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone

Disabled

TLS Crypto Acceleration:

Device Configuration: |[ mport | Export | [ Download |

RO PER BRI E .. Rd2 (Yes), R FNBIRCE S (EHES sfos THER,

PNy

PSR AR MR SCAEANFD

B osses
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sams gsrs [

B 12 3 5B HE

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

13: SMERGE

Name

=

DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

RGBPORERIN TN s#RIA (OK).
B 14: FIAS AN

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.

BT AEAESS (Tasks) DU &G S ADEE .

b) BEFAME, UMEAFEFAMAL. {£FANT5HEHR (Notifications) > 1£55 (Tasks) il I,
M EHESANRE (View Import Report).

B 15: EESNRE

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ sw

Q Device Configuration Import

gofiqurations imported successfully
View Import Report

RERESNIRE (Device Configuration Import Reports) U i At nf 3R 1 ) fE % .
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Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations

g;:?;gg};::;;ﬂ;f{ Report does not exist Device configurations import report

HwWIBVFAIIEIRE
i (Device) TN ATIE (License) 54 Bty e ot H IRV
A SR e AT IR, AT DL T T

UK

TR EFRE > REEE.

SR 2 (EEE SRV IR e 5530, i dRig () .
EZHERE T, WREAERE, MRS S IR BTG

$IE3 il #& (Device).

HB A4 (EIFTTIE (License) #H, siddi 4wtg (4
WIS I O TR 2 % fa B T VR TR 5 (0 SR HE
PIR6 riRTF (Save).

T—%#ita
I

BEERFER
%% (Device) LK “ R4” (System) 7 Won R KRG R B3R, W FRPHTL.
T DA AT B W A Bl i o

R4 RFHHRTR

FE ijt A (Description)
LLRs) TR I S A RR AT .
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FH 15t AR (Description)

J¥41 (Serial) S B IR 5145

I 1] AN ETTESN IR

X BRI

A S B BT LR K A RRAS -

IR RS I X BEE | B R BT R GEI ], DL 1 6 BB 452 I X O

EFWNGIE

1% %& (Device) TLIHI K] “H 5% (Inspection Engine) 175343 i 7~ 45 11 8 45 2 A ] Snort2 i48 42 Snort3
T WA G4, 1S (Cisco Secure Firewall Management Center Snort 3 it 5755 ) -

BEEZITRRAER
1% & (Device) ML _LHIEITIRR (Health) 3 2 Won TR BTl B

R EBITRABYRTR

FEB i}t BA (Description)

R7 (Status) MR MRS AR BIbR .  S i EbR SR A “IB1TIR
W A%” (Health Monitor).

SRS —ANFR ) TR B AR B RIS A TARDL SR 1) SRR AR (K3 o

CHERR — Mg “IBAPIRHERR 7 (Health Exclude) WU 4% 32, #5n] LLAEiZ T

17 E A ARSI A PR DL HERR AR B .

‘RIEEIEIRE
] LA7E T8 (Management) DX ek g A R
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DR AEAERS BRI EHLAA B TP AR I3 A by 5, 0 S TSR (e T B ) CLD
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B =5 cmhohmEmnese

UK

TR L& > REEHE.

TR 2 TS BRI R ord, rih dRiE () .
EZBFE T, MAREATER T, WARSE SRR ED) .

PR3 niiiiR % (Devices), HEHE (Management) X1,

S A, e Tk (L

Management /@

Host: 192.168.0.147

Status:

RPN IR EH, fh 2.
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

| No | Yes

ARG B2 LA E A R P AR 2 Z VKRS, (HA 2 A B OV IR B 4%

SES WA R (D) SkgniEEL P Hhhks LA .

Management D
Host: 192.168.0.147
Status:

$IB6 EETE (Management) SHGHEF, ZFEH (Host) T-BH B4 MREl IP Hudik, X5 SdiiR7FE (Save).
& 16: 8 IP ithit

Management Q

Host: 10.89.5.43
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SRR g ER A R, T R R (W)

17: BEREEER

Management /a

Host: 10.89.5.43

Status: o

EIR R ) O N E R E UL R

PRATELANE A B ST, A KSHie ST B B o A SRR N BE A e 22 A ARy J5 T
LGSR I, IR LT D IR B TR B 1. BT S — AT, W Z I R B
U7 )4 1 ANEC SE SO A B, 5 24 T

JE B0 I B K af 1) A PR U7 1) IE RS 2 A B Oy AE R B B A IR T PH R R Kt
Yo, SR 10 e A B AR )

THZ LA P B ORI 8  0 B S U ), DRI E A D G 1 B

UK

WIUat B TR .

a) 1F % #& (Devices) > & & &1 (Device Management) T, SRJ5 A& %ig () .

b) Fi% % (Device) > EIE (Management) 7y, X5 &R #8177 18]3% 0 (M anager Access|nterface)
Bz .
ETE2E718)3E O (Manager Access Interface) FBi 4 Won M & B O o 8 Sy, 4 &
IR EKIE a8 BREN.
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18: SRR aE O
Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

| Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

¢) FiifR?F (Save).

TEIAE D58 IR e TP R PR, A Refe B 1 b HAE BEAR U M) . 12 (Management)
X fE LS Do EIBeginaiED: #IEIED (Manager Access|nterface: Datalnterface) UL & 238
£iFElEMIEE: BLE (Manager Access Details: Configuration).

[ 19: T30

Management e
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Data Interface
Manager Access Details: Configuration

W 5 ECE (Configuration), KT T &I2ES 18 - BLE1¥4015 2 (Manager Access- Configuration

Details) X ififl. E=IBEiHE1HRR, (Manager AccessMode) ¥ ik ““545552% 7 (Deploy pending)
L2 1Fi&%& (Devices) > & & &8 (Device Management) > # [ (I nterfaces) > 4wiE 4 £ O (Edit Physical
Interface) > & IR 221/ /5) (Manager Access) Ui I i FHECHE 3 10 b A4 B 287 ) o

THZ A A o TN O B R A RS T ) o A DRt A A4 BRI TP ik
AT TR RE, JFHERM.
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Cafe) S0 D FHDHCP, 157E & > 1% &£ B2 >DHCP>DDNS it [fi I3 H Web 257 DDNS
ik
W2 RN E ) DNS. Wi FTD Y 1P Hiuhik & 4= 484k, DDNS nJ #fiff BB oy 2 58 4 fR e 384
(FQDN) I [ Jg Bk b7 4 o
TR BN A vy DU R B O s ) A R Ly SRR, 7E R % (Devices) > % & B (Device
Management) > & (Routing) > 8275 H (Routing) LR INER AR .
SN I A .
(ATIE) 71 W SIG TP G E DNS, JRR NI 26T 8 & > &I E > DNSH 4.
H S E DNS. a1 B4 DDNS, 755 DNS. %t n] LI% DNS T 224 5mg 4 (1) FQDN.
CAT3E) 8P4 BB S rh o3 0 3 ) SSH,  JFiliid %% > AR E > TN T
R o
WES RS 4. BROMNEDCT, B0 R A SSH, Ak, dn i A SSH & B Jg iy
0, TR AV .
T O
B B T R LB S . S, AR DA AT A, (H S R R AR
FEERA A T35 IR
FE BB CLL (el WAl & 1D 5 R B VU B A A s TP bk, IR0 I DG e 8 0 il
EAC/TE Ju
configure network {ipv4 | ipv6} manual ip Huhik (4540 data-interfaces

* ip_address netmask- AR BN FT BAE A FEE O, (HAM N BE S FR TP L, fltn& FHuhk, DUE
FROCBCE) HEED GEZM N ANIHATS) o« A DHCP, FMERAEEH (A2
& BEREDD nIRE YN DHCP 45 45 W 321 i 4% rh 78 25

* data-interfaces - I BB AE AR RGO &, DRI AT I ) 30 e 4 s 1 M) Bl 10
FRATTRE U AT Fas 1l oty 1 T AN & SSH O, RN M8 B MU B e L W4 B I, 1K) SSH & 14
Wi
WAL, TE SR WU A, AL RS BR B O B R L.

fE FHL A FLERE, PR (Devices) > iR & B IE (Device M anagement) > 1% #& (Device) >
E18 (Management) 4 7 5B JHrBfE (1 E A (Host)IP Hbutik (IP address), 4R 5 =873 A&

TS TR O I BN B TP Mk, 5 19 B W SRR B A AN 0 ) A ER Oy I
T B BIAE ENLA S T NAT ID, WA SRR %A (Hod, e BRI IF 3007 8 A B
HA REHORT R BhIER .

B PR BIER CHERT A,

e B b, fE 8% (Devices) > % & &8 (Device Management) > i& #& (Device) > &8
(Management) > & 1888179 - BLEi¥4M15 52 (Manager Access - Configuration Details) > EEIRES
(Connection Status) T [fif K 25 BLEBRIR A
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B semsvazoigrssr e

1E BB CLI, i sftunnel-status-brief iy 4 LA H & BLIE LIRS

PLURRES Won g8z O e D8, WoR Nk “ tap nlp” #21.
& 20: E=IZIRTE

Manager access - Configuration Details Qo

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
_
sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

21 connections with peer went down

Close ‘

WEREHr A E T EL 10 0 Bh LA L, WIS HERRIE RS . 15 S D HEBR A 42 11 i 7 04 e Wi e
, 546 T,

BEEEITEIEOMN IR E A ETE

PRATELNE TR A BRSSOl S B B 1o U SRR N BE 26 21 A B b0 ) S
BV, WHER LR D RMAEGR R TR R B L. ZER AT, S R B
Vi W B SO B 5 5 21 0

JE B0 NS 0 PR ) A PRLES U7 1) IE RS 2 B0 B ROy AR SR B Ju B A I T PR B2 E AL
e 11 AR B U 1n) PR A4 RE M B Al Bk o

THZ LA P BRI S 1 B AR U, R E AR P G I B

UK

WIE DT .
a) fF %% (Devices) > & & E1E (Device Management) Ui, )5 Adiiks&n &wig (£ .
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b) #3i% & (Device) > EIE (Management) 43, R )5 fithEIE2S719)3% 0 (Manager Access|nterface)
(PR o

EIREEiEE O (Manager Access I nterface) B2k i & B 1 o $idis o SRR,
v B ERIE FHAIR TR R, E1EEO.

& 21: 532 EipEN

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

o) riilifR7E (Save).
TS ILAE DA A58 SRR P I L AP B, A REAE BBz 0 b A BEAS Ui ) . &3 (M anagement)
XA L B ETESRFEEN. BIEIED (Manager Access I nterface: Management | nterface)
DL EIEER A EMIE R BLE (Manager Access Details: Configuration).
& 22: E3B 217 19]

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address

Status:

Manager Access Interface: Management Interface

Wi S ECE (Configuration), 4T ERER 8] - BLE1F2A15 2 (Manager Access- Configuration

Details) X 1fHE, EIBEE7 )45 (Manager AccessMode) ¥ iE7s “%545%” (Deploy pending)
Wi,
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B cemspaEnnEmEsss SR SR

P$IB 2 7Ei%#% (Devices) > & &FETE (Device Management) > ## 0 (Interfaces) > 4riE¥)32#Z 0 (Edit Physical

$IE5

$IE6

N
5

Interface) > &I 281/ i5) (Manager Access) T I 2% FH 4 2 10 E A BRI ) o

TS R B R e 1. b B A I 0 2B s g B o

W AR AT A, ETE “FHWE” KIS ORI E DNS W8, R & > Fa’
B > DNS N & 346 .

W2 RN E DNS. fER#E 0 FAR AT Sas s i) 1) 7 B bl S I BR AT A< Hb DNS 8. i
% DNS fR 4525 F TATA 22 A5k, Bl an vy im0 A ¥ FQDN,  DUJAZiififf F 45 B A0y 581 ] DNS
At .

S T

W A HR Ay G I Y A R R

Wi, VEEPER: R, DA e AT DR B O R RO

76 B BAE CLL H, RS 1P Mkl DHCP fic & 2 #1482 11 1P Mk Fo i oG

MR E T T F 2 U5 R R O, B FE NG A h data-interfaces, Bl A 4% & i PR
ViE, DU DA G A Uy i B e B . I R T N 2% L R O TP Hbdk .

Ba75 |P bk

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip

DHCP:

configure network {ipv4 | ipv6} dhcp

76 FHIL A PLERE, PR & (Devices) > iR & B IE (Device M anagement) > 1% #& (Device) >
&8 (Management) i 7H SEHT JUbB 480 1¥) £ 4L (Host)IP kil (IP address), #AJi5 #H7)8 A %4k
TS A ORI SN TP ik, 55 19 U. dn SEAER BB A RN E) A B AL I
T BB ENLA BAE ] T NAT ID, WAl B, BT I Ese A B
BeA R A gk

T DR B L E 3T

£ EHFL H, RAEE (Devices) > XEETE (Device Management) > 1% #& (Device) > &18
(Management) > K7 (Status) 7B F & BOERSRAS A F & B0 g s .

15 BB CLI, %A sftunnel-status-brief iy 4 L2 G & BLIE BRI A

IR R NOE R 10 0P LU L, N HERRE R . 152 D HR R B 1% B A P R
, 5546 TL.

BEERITEHEONE R E S0 5 AR X AR

PRET DAL T B RT,  slONEE LI I FTD . W SR ZEAER N B #5542 CDOJi 5 250 SR )
P Ui O, EIEI LR A E B DT 2R R O . BER S AN, RS AR
PR Hof i BRAs U Il B O “ 8l ” SEeCh “AEEL L 5B 30 Uit
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perspaEosgrsssyAEstnsE [

Ja s N HL BB ) CDO Vi T 2 S350 CDO 7635 BIFTDI N H B 1k . ZEMIBR A e, 15455
P 0 L5 A CDO Vi) .

\}

AR BRAES AU, WIRAE T B ERAT AT R B TA PR . — BRSSO,
#hrox A0 B A C B AT AR A

THZ LN PR ER 2 1 R ] CDO Vi), e B AR T 5

FHIa Z Al
R SCRE- 5 A

i

TR Ytk DT,
a) fESHAET, slEER (Inventory).
b) fiili FTD &I+,
o) MEFTLMS, RIFAEALNKEIR (Management) &%+, A& &IHE (Device SuUmmary).
d) 7EEIE (Management) X1 N, i EIB8Ei813E 0 (Manager Access I nterface) 5 »
E1PEE7 a3 0 (Manager Access Interface) F B Won i B8 . 8 pihi gy, 7€ &
g &RIE MR Pk RO R BEEO.

Manager Access Interface (7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

iR B B ANRT I, DDA AT AAE T e 6 ey il 2 1

e) milifR?F (Save).

TR IAE D56 LR P h ML AP 3R, A Re/rddi#2 0 3 CDO Vil . B2 (Management)
XIRPAE 2 B BB T a0 #EE D (Manager Access|nterface: Datal nterface) fl1& 38 23
WiENEMS R BCE (Manager Access Details: Configuration).

weegE I



B semssmazoneEsEscn s s

23 ETRER 1)

Management rd @
Host: 192.168.0.31
Status:

Manager Access Interface: Data Interface
Manager Access Details: Configuration

it fiHBCE (Configuration), RAUKFTFEIRSR ) - B EiF4HE S (Manager Access -
Configuration Details) ¥} ifHE. &322 E#E = (Manager AccessMode) s “Z5458 2~ (Deploy
pending) 7.

HIR 2 5 %% (Devices) > 1R & B (Device Management) > ## [0 (Interfaces) > 4R4E4IE4E O (Edit Physical
Interface) > &3 28718 (Manager Access) UL i FXH s % 111 CDO i) .
5SS B A . AR AN D FB H CDO Vilal . AR A A4 BRAT TP Mk
AT TR E, JFHERH.

S 3 Btk FTD nf LUl e s i 2] CDO s W2, 76 % & > W& EIE > I > 558 Em L
B AR .
ES RIS IS .

T4 (iR ETEREHREHEE DNS, BN RN T %& > E&81%E > DNSHIL K% .
fic & DNS. WIHA4 ] DDNS, 752 DNS. %t n] LUK DNS T 224 55m& i) FQDN,

PB/S (k) P E BRSNS OB DA H SSH, IRl ®& > FARE > REMFHILNHT

B
WHS R E ZAabh 5t BUATOLY, Bl EARFHISSH, Bitt, fWRZEAEH] SSHA # FTD, N
ity ZEWIA VR E

FIR6 HENE .
CDO K id 2 By B L B IO S . W8, Bk D BUEnT (A, (A5 B Jsn ey PO

FANAE T s B IR -
PYRT (EFTD CLI Gledf WEEHI G om0 KA FIE LI BEE A s 1P Mudik,  JRe W0 SCBE & A T Hedls
.

configure network {ipv4 |ipv6} manual ip_Huhl W45 HEhY data-interfaces

+ ip_address netmask- i AR AT B A FIIAF BB 11, (ELDC T M ASTPSE 900 6Bk, D g
FFCR T RO GE B T AHA D)

* data-interfaces- it i% BB AE TS B 35 RSB R, AT % ik CDO V5 [ Edi % 1 .
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FRAT A P20 3 0 VMO AN S SSHIEE, DRy 4 50 OO0 B 1 2 BB N, 487 SSH 2 1ioKE
Wit

iR B EEE D,
MERE TENL 90% B, BT LS A AR FESEIY B, A4 FTD FoBiARZk, LME CDO
FEHARBE O FF) FTD I 58 b2

HOFANZS,  URAE S B 1 BB S B R 2 BRI, B T RES R AERXAIE DL T
RSB INAE BT AT 42 Jm BB R B S, SRR A REEN B -

pE i TE# B L H P IR.

FIR MR PSR CE P T,

7ECDO ', {Ei%#& (Devices)> & &% & 12 (DeviceManagement) > i& & (Device) > &2 (Management) >
EIBERIGE) - BLEIEMEE (Manager Access- Configuration Details) > %X 75 (Connection Status)
U A A B RO A

7E FTD CLI I, %A sftunnel-status-brief fir 4 L& B & M iEBLRES .

PLURRES Won g8z D e D& 8, WoRn Wik “ tap nlp” #1.
& 24: FEFEIRTS

Manager access - Configuration Details Qo

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
_
sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

connections with peer went down

Close ‘

WERFH BT EL 10 - Bh LA b, NN HERRIE SR . 15 S D HEBR A 2 11 b1 s 4 e Wi e
, 46 T,
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B ==omusspemssanEOn s S5 <gm”

SR PEEEFTEZOM “8IR” BElh “E1
FRAT LU TSP ER T, Sk SR LTI A 1 FTD. 1S 3546V I 4 B CDOJ 31 SR Bi bl
PRI, VR LD R DB AKCR B TR BB 1. SRS AR, WS DA
7 B 1 B B 0 P TR L 2 26 T

JA s B 2 B CDO 15 i) iE %4 580 CDO fE5B3E 2 FTD W B . B Z0ie Fdin % 10 4%
F CDO V5 In) BLFR A~ e Ml B £ dis B o

\}

AR AR AU, AR B ERAT AT PR BN R. — FRCE E, #HR
#rox A0 B A IC B AT AR A

WS L AR R 0 B CDO Vi), IR E Al T 5 (1 ¥

g2

P YR ITE.
a) RSk, sidiEE (Inventory).
b) s FTD #%3iF.
¢) EFETHL, RIGEANKER (Management) G, A& &HZE (Device Summary).
d) 7EEIE (Management) Xk T, AUl EIESFE13E O (Manager Access Interface) 145 .
E1EeEi7 a3 0 (Manager Access I nterface) - Bt s B4 VB R N 8 . sk gend,
1E B &EKE NSRRI, BEEO.

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface v

pE s RN 6 I e ANTT T, DA AT AR e b S e i 4

e) MiifR7FE (Save).

TS IAE 058 I FE 7 Th ML R P B, A R8s 820 S H CDO Vi) . &8 (Management)
XS B ETERRFEED. BIEIED (Manager Access I nterface: Management | nterface)
AR aEMIER: BLE (Manager Access Details: Configuration).
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EsTANYhEERSsEEON i Ban gr ||

25: ETRER 1)

Management 4 @
Host: 192.168.0.31
Status:

Manager Access Interface: Management Interface

Manager Access Details: Configuration

W Al B E (Configuration), R0 1T T EIERE - B EIFMIES (Manager Access-
Configuration Details) X} iFHE. EIE g7 E#ET (Manager AccessMode) s ““5fFi " (Deploy
pending) IR .

7 i%& > IREEIE > 0 > HIEYIRED > FMC e Jii A8 %diie: 10 FiY ¢DO Vil .

TS C B A s o D TROR N R 38 S i PR B

WM ARPATILERAE, 1A “CPE®RE” RS a3 DAL 'S DNS W&, RG4 && > Fai%
& >DNS KN HE X%,

ES AL E DNS. fEEH: O _F25H] CDO Ui i) 1Y) CDO 30K il B AT/ A b DNS ' . i shi%
DNS Jl45 25 F FATRA 2 A 5kemg, 5 an vy i HOUH i) FQDN, A2t ff B CDOEE#r v F DNS i
B

4 CDO e i B 42 10350 28 C o oo

MEETE KL 90% I, HT A B AL A A A AR B, A FTD EiAiZk, LUME CDO
FAE PEEE ] 1 FTD Il 58 b &

FOPAE G, WRAE S PR L BB A B R AR RN, B R RS R RIS OL T
RSB INAE BT AN 42 Jm BB R B8, SRR A REIEN 3 -

pE 2 TE# B L H TP IR

7E FTD CLI 1, i FH#A IP Hulikaf DHCP Fic & 57 FH 42 11 1P Huhik F % 5%,

MR E M T CDO Vs i EdE % A, B PG E N data-interfaces, /IR AR A B
i, DMERLOEE CDO U ) Eicia e H 2% th o IR TR 20 A PR 4% 11 I 0GB TP Ml

B3R5 | P it

configure network {ipv4 | ipv6} manual ip_address netmask gateway _ip
DHCP:

configure network {ipv4 | ipv6} dhcp

iR e M EEE AP,
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B =ssepnemnersrnitmEs

$IE7

ERYEEOE

AR PR O FH T
fECDOH, MAiRE>IREFEIE > IKE > B > KA B LS HIERIRSEAF CDOH %,
7E FTD CLI I, %\ sftunnel-status-brief 74 UL & & FEBLRES .

W FH T E TR 10 B LA L, N HESR IE R . 152 D HERR B 2 1 b f A 0 s
, 46 T,

B EERFENEHER

B S - U D5 A

A B B I EAT A O A BT AN AT L P B I, R A A D TP R
R MM 8 VR, DA P st . St il AR B DA S0 5ol e W, Xt ok A i B
sl S LE R G, i & (Devices) > & & &2 (Device Management) > % #& (Device) > &
&1I2 (Management) > B2 25i 0] + BLEi¥ZM{E 2 (Manager Access - Configuration Details) X5 HE
AT W s At ke A B L R R 917 A A R I TR] PR AT 2 5

W, AERE BB SN 2 B0 07, T R AIAE BRI 23 R R
Vi ER R . AR BB A ) A B L, E RO SSRPUIFE L CE, BERLLT
BOE: B AR P Hdik, WOCHSEE . DNS JIR%5 %5 F DDNS lk%54%. %1 J DNS IR%5#%, 4R
TR NIRRT &, WIFEAMZAEY LS, (HASIE LTINS B th i & B 5.

K BB AR AN A FF O 5, W RS configur e networ k management-data-inter face iy 4 4 &
A e w2 S 6 7 2 W S = R R e vt Lo o I s o S W i e 7 N i e D =g}
Wty S DA 72— RS e B

o HRB B BRI . AETSE B I 2T, R E 2 I L

* 0 (Interfaces) vL i (1 E 5 (Sync) #44H

- BRI - BB IFMEE (Manager Access - Configuration Details) %[ iEHE I (K Rl (Refresh)
ol

FIMIERPHL, 2 R EIR e 0] - BLE #4015 2 (Manager Access - Configuration Details) X} i
HE, SRJ5 5T HRIA (Acknowledge). UG I, B B0 FCE KB 58 BUNST I AT F 43 1 58
WHE . EREMEZN, BEIHEE FHho hFIMEERE.

TS P O LEHE R LA R D

&

PG RO A M B A b PR A U n) B 4 R X B

LL R - s T AE it %N configure networ k management-data-inter face iy 4 I &1 Jak
SRS MCEVEANE B U ZL AR Bor I N A SR T A RSB IA = B AL S 7 30 i isd
B0 E B CE R R . DU S BRI N AR SR TR B i BB E . Dhak
S R N B T RS 0 2 s B A i) i .
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Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI OQutput Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
~ 4. Ethernet1/1 =
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
1Pvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8 3,
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

PAR 7 B A B ot M BB S AT B iR, JF HE MR AL G B

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type -
~ 4. GigabitEthernetQ/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
1P Gateway e
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close

CLI i H
A G R B O CLIBCE, R E#GRIEE CLL, XA .

weegE |
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Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

Model
UuID
LSP
VDB

ci

o

BT
FEMIERRE . DUF R ER T EERA A H “management0” 211,
27: E RS

bt

123}

Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]
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PURES S s Bl 42 s D4, WoR iR “ tap_nlp” 451
28: RS

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘
WS A RKER R L RG] BB “EEE EE, WA B 0BkiE e

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HZ LU KT O OER N R, L s TR SR TE AL

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

| weegE I
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£ CLI FR 2K AN B 1E B 32420
] CLI 02 8 B IR B B SR TP AT VR RS AT WA B B B s S
FEAVFEE OSSR T, R IR, i, RS L SIS SR SR
B,

\)

AR R ERUEH] T R . Sl T DU PG B O e W R SO TR M S R, U
5 A B AR A2 AE CLI AT IR ER A o R R 0] o W (0 4 BRI P T e bR, OF HLfs 22
FLELE BB R TN, S BT CLT TR B A B, 5 41 T

¢ @B CLI f{Z 8., 1527 Cisco Secure Firewall Threat Defense i 3% .

\)

WP {0 SSHIY, (M PR LT S G T B BTG B 0 75
W P G R

\)

AR W R A I TP Mk, S DL OC B JER TS, BRI T IR MG R A i E
JAMEE H configure manager add command:

C P HE—TCHRAE . SR T TP AL AR AF b0, UL I 2 15 T o
M, Bell AR B A BP0 PRI VA P Ml DLRERGT B, B0 S
DR P U 5 19 5. MIRMEA YT E B A i, . R
TR0 AFE LG TP HehE, W25 RN NAT ID R,

* {XBR NAT ID-FEFEILER. QORI NAT ID P05 & B0y, WJoik A Zh 308 it i
o AEXFMELT, WEARYE S8 A IO B EHLA B IP Mk, 5 19 D0 S ER L )
WA T IP k.

R EEAT RN A BCE T, YL CLL BR A F A B B 1P ik, BI{EAE HA Rl
Jei, HHEh A WS B M, B AR B Oy T, TEAE A RO 2 (A D) £
LS i = e S Wy T I ol 7 - < 1 Py I = L S o S = B R T o T A - i
TP Huhl .

FHia Z |l

* BT LA configure user add i & GIEE AT 6k 2 CLI AT K™ s 20 £ CLI FPs N i
Mo Bk m] LR SE y SSH RS E AN S i I UERC & AAA HI .



https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_91
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_91
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UK

i ) £ g AR SSH M 2 ¥4 CLI

] “ B (Admin) 7 AN G oK.

({X Firepower 4100/9300) ) i FH 28 — AN BRI A R )42 1 .

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

TR 22 SEH] T P A A0 I 1 o B RIS e A 80 AV B 1, AT DU A SRR R A
3R

Cisco Secure Firewall Management Center{{ /145 I G52 45 BB E L i, R R N T 1 AR
FEAR A B IE .

s ] LA 8 ] configure networ k management-inter face disable-events-channel fiy4-24 1] 3= 4 B 4%
PR SR AR MRG0, Bl 2l F0F L w2 DR S, iz e, IRl

fERAE ] T A, B ol i B LR AT
TV [ IR AR P 11 (S AT A P T
i

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

A A B LR/ A 1 ) I 8 TR

RS E management_interface 24, U ST SO PR VRO Y2 0. IICE FHAF IS, Ok
fi %€ management_interface 2%, G VAT LS A BEE VA T AR R g, 0 m] DU 5 [A)— ) 4%
oo AN SRRV EOEAERCE I L, B TR . T LU REBIE 1P Mk
a) MC'E 1Pv4 Huhil:
s TEEE:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
RS ST T _ip T O B B BB B R E AR L, A Zit N
U1 _ip R A 85 HJE, b4 H FURH BN G & s Fa e M, JEHAS R
F OO R ER S S o W ARIEAE S I ORI 4 A A SR O, AT
PUEBEE 1177 _ip U P B0, #R)518 ] configure network static-routes iy 4 #pl AX

AR L G s .
i

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.

weegE I
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Network settings changed.

>

* DHCP U BN Bl 1 A SRR -
configure network ipv4 dhcp

b) HCHE IPv6 Hidik:
« TR HBHIE
configure network ipv6 router [management_interface]
T
> configure network ipv6 router managementO
Setting IPv6 network configuration.

Network settings changed.

>

FHME

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

R, a2 ipve_gateway ip FHT 4 s BB o a0 AL EA AR 0, )
WZHIN ipve_gateway ip 1E A A0 (HAE, Ihak B IS BN HidE A5 4ee
M, I HAS A e G e rpph )i A i el o 0 SR HE S5 9 e LU [R) (R 9 28 B A FHAN
HOE L, BATEER ipve_gateway ip BEE AN SE LIRS, SRJ54H configure
network static-routes iy 4 LU (N G EE A i ER A I

T
> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.

Network settings changed.

>

* DHCPv6 CUTERINHIAE FIE L EASCHF) -
configure network ipv6 dhcp

XFTIPV6, i3 FERAEFH ICMPv6 [0 R 2 T H AN ki R BRSO N, RS XS .
configure network ipv6 destination-unreachable {enable| disable}
configure network ipv6 echo-reply {enable| disable}

ST REAY AR X S et AR 1B AR R AR 4 I 55 ety o 8 P Rl 2 1 2 ol B SR A BV AL M) TPv6
ping F| ¥ L L, DLHEAT IR

IR
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> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

FEBRNE B 11 R H] DHCP JIj45 s, DA ) %82 1) LS 4t 1P sk
configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

T

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

HAFEhi BE B0 1P ik, 4 fEfc’'E DHCP JIR%545 . management center virtual b A3 HFI A
4. BN DHCP R4 23 0IRAS, 1% show networ k-dhcp-server :

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

P/ S =510 RRTIY (v vy < P < Y 2 2 W N 2 5 P 11| T S i (0 S L PO = B 7
F 5 BRI FH UL .

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

SHF BN B, 2 ka4 484 A configure network ipv4 Tk ipv6 dr A, B fE T I ER A
PG TP Ml GES L 4) .

Tl

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

FERERAK M, iE show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
[-..]

WHE TN
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configure network hostname name

T

> configure network hostname farscapel.cisco.com

ETHHALIT, RIEH A B 2 R B4
PR

configure networ k dns searchdomains domain_list

Tl

> configure network dns searchdomains example.com,cisco.com

NV BRI R, ABESRRIT. WRBCAAEa & R e e e RE 4%, #Ill ping system,  JIJiX 44

BRI E EALA D RO T R L, i A R L S
WHZIE 3 DNS Ikés#s, ML Skt
configure network dns serversdns ip_list

il
> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3
WE S BB PO I R B

configure networ k management-interface tcpport number

i

> configure network management-interface tcpport 8555

BRI A A O . SSLN AR A A IEIE  CBRIAS UL B £ 1 8305 b)) REATHES .

pEEd SORFR LI O B Iz R P 1 RO ER A BE L, (E SRS P 11 b5 0 286 m ) LA £ e
A LA P A S 1o QR B e B 1, DA A S e R AT T A P PR e LA

%

I PR BB D o & A R 4% 10 MTU. ERIA MTU Jy 1500 7.

configure network mtu [75] [interface id)]

o FAT-RE MTU (BLAA AL o« MFEEEO, Wd)5 M IPv4, THEA LT 64 F1 1500
20l WS 1Pve, WMETTLAAT 1280 1 1500 2 [A]. W FHf4 10, W E A 1Pv4, %(H
Al AT 64 F19000 2 [0); 45 I IPv6, %AEH 7] LA 1280 A1 9000 2 [1] . fi e [A] it j3

IPv4 F11Pv6, ME/IME N 1280, WIRAFAN £, RESPnEiNE.
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* interface_id-¥5& 255 MTU #4211 ID. {1 show network 74 F v HI#E 10 1D, fil4n
management0. managementl. brl fl eth0, EAEHGLTF&. WRRfREE O, WA &8
M,

TP

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full'
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

$E13 BUE HTTP A . &I BN B 2 IR F 1% 1 TCP/443 (HTTPS) #1 TCP/80 (HTTP).

fEr] LU HTTP S AR RS 25 AT S 0Bk Kb ar )5, REKs HTTP AR
i, R HRHEMATARES ML, WIRETE, SR EA 4 AREE A RN .

iR T BB AR, KB A-Z. a-z F10-9 “FAF.
configure network http-proxy

TP

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

PR WA B IP bk, E SN MR R E L RS, BRI T an e A

HATAE] A configure manager add command:

 IPHERE—FRAE . A SRAAE T AT U5 ) AR IP R IE YU A8 F Gy, Lo B 2 A Bl BERT £ S A PR
R BANEE B AL P BRI B TP tuhik, DAORKHE RFD s W20 S0 8
L N TP ek, 2 19 U MR BT SRR SR R WRIRE T
JoiE Vs ) 1 S B TP ik, AR SR A R AL AR K BN LA TP I, 5 19 0T T
B EFT ST

* {XBR NAT ID-FehEHFHEILEIE. WIRAET NAT ID iR5] & F by, WJG: 3 3hfg i
oo FEIXFRREHLT, EME R A RO S TP Mkl 55 19 T R A B AL
VA FE TP Hudil.

f&eg CLI A T E 128y BUBNBA ) BiEiED

TSR P B A AN B G 2 R A BOERE R, O FLAEAY BARE B I B R LR R L,
AT U B AE CLI MC ERT% 1o R B S B2 A [A) — R 2 DB D 0 IR 1 o i RV B0

weegE I
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A TS BPRAS, IR A e o BT e B VAT AR AT BE . AT SRS A B L A AR
THZ I A CLI 58 BUBUP B ST 4G BE . o

\}

AR R EUE R TN PR B B 1, USRS T A B 1o SR R PR L N g
WS AE CLI B0 b i B B, 56 36 Ui,

o @i CLI fI{E 8., 152 Cisco Secure Firewall Threat Defense iy 2% % .

FEaZ A
 #&n LUE ] configureuser add @4« &I n] LR HE o SSH I B A0 5 3 S0 1EIC B AAA I

UK

W1 T R B I VS O B I, R SRR O R

7 BRI % CLL
XSy A0, A G . WS IEERITYIA R E, WnTREa W58 B gz,
W T EE B P WO E ARG R, JF A RAT € A B % SSH U5 AP, U mT LA 2%
SSH & .

LI A SRR (Admin) 2RI K.
A RN, DUESERNCE LA
configure networ k management-data-interface disable

T

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

WIS CE R T BRI ROR B R
configure networ k management-data-interface
WG, RGP BRI B A M X BE .
2 4 Hi e e PR S SO ) — P TR O, S AN AR B (R D BR

) o AL, XN T REREENRAZAERTERERE? (y/n) [n]: &0 EFEy. HEEIURS R
(P il e e M, DU mT AR Dl A 4 11 S0 £ P TP b B 02 11 A4

> configure network management-data-interface

Data interface to use for management: ethernetl/4
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]l: manual



https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter33.pdf#nameddest=unique_92
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IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CAE)  PRIZERE & M 4% Fod ik Bz O vs i) 4 Bty
configure networ k management-data-interface client ip_address netmask

BOATEOL R, SEVFRTAT 4%

EERRE S EPE AT, (R B O A AR AR S R AT B T Pt P . 152
SEBr B AL LA BCIP L 5 19 1T

R PR 1 CE BT T

sftunnel-status-brief

HZH LU R T SR LER N R, b s T SEm AL

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

7E BRI, LR (Devices) > &£ &2 (Device Management) > 1% # (Device) > &8
(Management) > &2 8247 (a] - BL Ei¥ 4152 (Manager Access- Configuration Details), #X)5 & iRl
#f (Refresh).

B T AT DU RER DL FH G B 5 e, IR BELE 9038 2 Ul B A . e B A B i e 1
VOB, A B H L TR LTS T A/EECE (Configuration) LIk & & 81
rhoCy A0 BRI A 22 (] P 2 R

TR RE > REEE > EO, REMIE T

a)  MIHECHE R BRIk TP MR B, HRAA e L (A B As VT 1)

b) EHIH#EEN (FF CLI s 42 ) 1 c e e 0 i Bl A B 11, 0 303 FH A BEER U 1)
W& > REEIE > KA > BSE , RSB M IHEC B L S SO B

RN IR 8] - BLE ¥ 4M{5 2 (Manager Access - Configuration Details) X[1EHE, 4R)5 fidiffiA
(Acknowledge) LA 5 e o

weegE I
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TURERE R, L FUERE RS B BRI R E . R AT, B
EAE E RO PR R E .

OB “HlE CI5RR” (Config was cleared) F1 B9 HH 2% 5 in) 5 MO F A A (Manager/FMC access
changed and acknowledged)” [#J T &

MREEFOMTFEE, WFHEIREE

U RORE U B A (0 R e 1 ) B DT IR0, O AN B P P S i W 8 B (M S, W]
LICRE 9 B A G B PR 1) AR B O BC L, DA B R . AR, BRI LA A B rp L o
MIBCE BE, DMEORFF M AERIFFORT S . RIMESAT 208, ] DMEHI IR I RE; B AR
TR HEER TS DL o

o, WERAEME A R R, BTLUR FHECE R B3IRER; E2 0 gidiid a5 61 Il
TS LT .

o S LAHT 502 w] DAL BB i AR it s S8 TevA IR BT A 450 1R 2

o SCRFIPIR CLSEEL R aT IR, (HANSCRF R A

QU HITEIE . ASCRELRIERER

o [FR K s ma i o] DR B RO v R E AL E . B, FIRA S5 E R B DA A
ARG, B REAE BB CLL haHTRCE . 1R, WA LR BB 58 5 AL
| configure networ k management-data-inter face ir 4 5 24 7 Bl bz W &, ARJE T T & iy
Ay MIXLEBCE AR s AT RNR 2] EREE ) B B L B

* UCAPL/CC #zX Tk IR
o JCVRIRIR b G B ] BT AT 2 SCEP AIE 15854
o JERIEIN, EESRESE, DO S iR B .

UK
75 Y BIAE CLI H,  [R1R BZ R A BC .

configure policy rollback

pE XEF Al R, SRR BB B A4

[ e BPM S 23 s A8 FE Gy SRR SERRR . AE R oh, B B s SR,

YL E R .

pE WER AR I B A BP0 B O R, 15 S [ https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html LA T fi#
WL BB ), FERELERE LN, MR R R b B IRl B [RR T R R ARIX
FEOLT, AT DU ok A B b0 RO R, RN A rhL BERTIE


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
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> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:

T
X TR P Bt 1 AT A B Ry D7 1) B iy T IS T D g 7 A

> configure policy rollback

Checking Eligibility

============= DEVICE DETAILS =============
Device Version: 7.2.0

Device Type: FTD

Device Mode: Offbox

Device in HA: true

Is HA disabled: false

HA state: active - standby ready

Device is eligible for policy rollback
Do you want to continue [YES/NO]?

YES

Starting rollback...

Preparing policy configuration on the device. Status: success
Applying updated policy configuration on the device. Status: success
Applying Lina File Configuration on the device. Status: success
Applying Lina Configuration on the device. Status: success
Commit Lina Configuration. Status: success
Commit Lina File Configuration. Status: success
Commit Lina File Configuration. Status: success

POLICY ROLLBACK STATUS: SUCCESS

>

PR 2 A FE R CHT T

7E BB, fF &% (Devices) > 8 & &I (Device Management) > i& & (Device) > &8
(Management) > B2 8217 1a] - BL Bi¥ 4015 2 (Manager Access - Configuration Details) > EHEK 7S
(Connection Status) GU[fi FAs &8 BEHRRES .

15 BB CLI, % sftunnel-status-brief 74 LA B & HUEROIRE .
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WURFHr A E R T EL 10 8 CA b, WIS HERRIE % . 15 S P HERR A 32 11 b i 3 e ko
, 46 T,

HERR B O L R E IR E R e

A B e AT B A I T AN A P A B O, A A A B ROy v S S U
T AN 2 B, DL P IR WRAEAT S B A AN 21 7 B rpCy Ji5 B CS BE 11 SR
CNEE 2P, s BB ) W SRR LU 28 BB R B S, AT R 25 A BIE L .

T AT 5 B AR A P A B T R I i
EEEEEERS

fE FHhL Y, fF &% (Devices) > i & &2 (Device Management) > i& & (Device) > &IE
(M anagement) > &3228 18] - LB i1¥415 2 (Manager Access- Configuration Details) > ZE3%1k
# (Connection Status) Bt [ A & & HIEBLRES .

1E BB A CLI, %\ sftunnel-status-brief iy 4 LA F 5 BRIEBLR A o 838 7] LU Y
sftunnel-status £ & 5 5¢ 215 B .

S UM R MR RG] B Bon “HEEE AR, B BonOBkiE

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

LU R T CESLER IR RG], e B T AR ETEALL B E B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

BE B WEER
15 BB CLI L, &8 BRI PR 28 U5 1) B4 1 2% 150

show networ k

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
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IPv4 Default route
Gateway

IPv6e Default route
Gateway

ssurEn roemsays ]

data-interfaces

data-interfaces

[ brl ]
State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:6F:7F:D3:CB:8D
————————————————————— [ IPV4 J-———m—mmm e
Configuration : Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway 10.99.10.1
————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled
Link Up
Name outside
MTU 1500
MAC Address : 28:6F:7F:D3:CB:8F
———————————————————— [ IPV4 J-———m—mmm e
Configuration Manual
Address 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
———————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

B E EE O BB

75 JBU B A CLL b, R A B L VMR R E 8. TR, Mir & Ass B BSR4

show manager s

> show managers

Type Manager

Host 10.10.1.4

Display name 10.10.1.4

Identifier f7ffad78-bfl6-1lec-a737-baa2f76e£f602
Registration Completed

Management type Configuration

Ping the B 38 fly
76 BB CLL b, A8 BLR 4 B £ 10 B FE b0y BT ping #24%:




B isseroroemsEms

ping fmc_ip

gggE |

5 BB AE CLI b, AT LA diy AV BI04 B G AT ping #2428 1 BB L AR

BB 1
ping system fmc _ip
3R BB AEMED LIRS

75 BB A CLL b, 3R N TR B 1 (nlp_int_tap) bIEMEL, DAAT A & 45 K% T3 B

£
capture £ %% interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

RERBEORS, FiHEBMEREITH
15 BB CLI I, &A% A 4% 1 nlp_int_tap K15 -
show interace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

O O O O Ul oo o

1 minute input rate 0 pkts/sec,

0 bytes/sec

1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

BB NAT

1E BB CLI Hh, R AR5 A BN B (S *), DUAAEFEFLI (nlp_int tap) J& A7 1E N6

NAT Fi.,
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spspen rnemssgs

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé intf3 interface ipvé6

translate hits = 0, untranslate hits = 0
>
wEHMIZE

HZ R LU 4 DS B2 AR AR Sofh i . ORI LAAE 3 B0 1) %% (Devices) > &
&I (Device Management) > i% % (Device) > &2 (Management) > B 2270 - L BiFMER
(Manager Access - Configuration Details) > CLI #it (CLI Output) Wi L& £ 2 X a4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client

ip-client outside

show conn addressfmc_ip




gggE |
B s b msRE O L g TS S

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO
TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,

bytes 1630834, flags UIO
>

%2 DDNS E#H 2 &I

7 B CLI 1, A7 DDNS 58 15 2l
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

IR, 1544 debug http #1 debugssl #ir4. % TUEBIIERME, kA &7 7R
J:ZZ%%ﬂﬁﬁEﬁ%:

show crypto ca certificates trustpoint_name
LA DDNS #24F, THHAAT UT #45:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

®E gE@dl BEXH

15215 https://cisco.com/go/fme-reg-error.

ﬁmT%Eﬁ¢Mﬂﬁ&DthﬁL&LﬁﬁEm%
A% S R T I 1 Tk I
S B 4
A SRS CDO 2 i (R EFBEERE 0T fi £ th T LA J5E PR 1 o
o B b R RO e A R )
LT VM) 6 P B, ARG LT IO R B L AT CDO i)«
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| weee
X 5 AT MRS A R B O B E IR R AT U HERR .

* FLIBRP IR 55 S A1 7 5
TENAEH] CLI fir 4 T-3h 8B LB ERIH M4 ai (5 5, UUMERE S CDO MR & itk .

FREE EWREEEEOFEERDR

1. fECDO'W, K EM WA TR & vt . WS AL Ui ] P U4 32 10 46
(G

e, BT LIE 3 H st 11247 no failover active #ir %o

2 B Bk vl PR B 2 k%, JIF 5 CDO #Earidifs
2. {EBGREL A m FIME 55, SRR ().
3. EHERH (Routing) > 357528 H (Static Route), 4R Ja MR Ay [H A 2 P 2 1 @ I A6 o
4. SidED (Interfaces) IR, JFHEATLA R B8

1. MIHER P R iR 1P Mok A4 8K, JEAEHT I 1Y) CDO Vil

\)

AR EMERIH B i B DG R AT, RS AR R A5 S, e vran s S

Lo sl IR O 5 A SRR ().

Edit Physical Interface

General IPvd IPv6 Advanced Path Monitoring Hardware Configuration

Firewall Management Center Access

Name:
outside

Enabled

Management Only
Description:

N

THEB AR (Name) FEUP A2
Bk h B A (Enabled) & EHE .,
1E 1Pv4 B¢ IPV6 ZEI-RH,  MHBRTG B bk .

5. 1 Firewall 32 f i8] (Firewall M anagement Center Access) 3£ 7, HUil ik &
O E 4 Firepower BI2 0B &I (Enable management on thisinterface for the
Firepower M anagement Center).

6. MiifE (OK).
7. miii R (Yes) Miih .

> w

I weegE I
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. xF = Al AR B BRI O L B B IR R TR HE AR

5.

6.

gggE |

2. fEHIIHEET (FE CLI AT E 1) TG & B BB R Bas A Pz 1, IR0 3 il CDO vy

1] o

1. AU 1A ERAE B 0 RO 1 A I AR ()
2. &R (Name) FBL, FHEf 144K,

e A (Enabled) & iEHE.

75 1PvA B I PV6 EI-R o, F5 e TGl k.

7 Firewall B2 i8] (Firewall Management Center Access) &I, I
A7 Firepower &2/ ZFHEIE (Enable management on thisinterface for the
Firepower Management Center).

6. s E (OK).
7. SR (Yes) WA FE L.

o > w

A E AT (High Availability) 2E5, 5347 BL R B
1. {EMsiaY3EO (Monitored Interfaces) X B, s Br 8o &5 FI9% 1 5510 0 4REE (7).

2.

Monitored Interfaces
Inter rface Name Active 1Pv4 Standby IPv4 Active IPv6 - Standby IPvé Active Link-Local IPvé Standby Link-Local IPvé

outside-new 192.168.0.11

EH IP #bit (Active | P Address) it 1 341 TP Hidil .
1E 1Pv4 BT K |, $iAN&F |P ik (Standby | P Address) fil [ 5% (Gateway) k.

Edit outside-new 7]

Monitor this interface for failures

IPvd IPv6

Interface Name
outside-new

Active IP Address:
192.168.0.11

Mask:
255.255.255.0

Standby IP Address:

(o | I

3. WIEFEE T IPv6 Hihl, 17 IPv6 BT I, MdiGsh IP bl 5 4maE (), A

#F IP #uit (Standby |P Address), X5 i E (OK).

4. N E (OK).

midiAr B RTE (Save) DUORAF B

Monito
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Xt i AT I B ER i O _E B IR R TR RS HE bR .

7. IEFFEEER (Routing) > F#ZSEEHR (Static Route), SRJEHS A BT 4 B BEA% g UM i
B E s 0 BoR 7RO (Interface) 4114

Add Static Route Configuration [~}
Type: w [Pud IPv6
Interface*

| v

hifies it is available for route leak)

outside-new (Firewall Selected Metwork
Management Center S (Firewall Center Access) |
Access) outside-new

diagnostic

[ IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

Gateway*

- |+
8. midifi EAIIRTE (Save) LLIRAF HH K.
9. MEBCELEN. .

10, HEBESEMAL) 90% I, B AU & AE R RSP B, ALk FTD Fofifisk, LME
CDO Fik @0 LY FTD T 5e el 2 .

AR EOAR)E, WORAE SR LR S B R AN, R TR R RO T
RSB ZNAE BT A 42 Jm BB R B8, AR A RERCEN B3

11, WROREHERE O E R ar.
b, £i88>I88EHE >I8E > B > FMCIFEHEMRE R > EEIRE TUH 4
A HE PR
4, 76 FTD CLI _E, # A\ sftunnel-status-brief 74 DA 5 & HIE LIRS,

BEEMRSREREEN
IR ST ISP, R syl RIS AIRAGIE N, B TR B BERE . A1) CLI iy KB &4
PHAZ VAT M 2% PR 15 R

N

AR XSG AOTHF R ®S L, T T AR L

KT BB CLI M5 &, 1S FID it 5% .
1. HERREA4 CLL

weegE I
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B s b msRE O L g TS S

@%ﬁ%ﬁéﬁ,@ﬁﬁﬁﬁu Ho iS5 BER P WM IEE g ER S, S HEEETH
FHIBE O SSH Uy AP, )] LAE FH % SSH iz

WS S s B B E e AT S
2. ffH “EHEG” (Admin) H P AT S K.
3. MAEEERFIM L, IEMHMHL ez —

* configure network management-data-interface ipv4 manual ip_addressip_netmask interface
interface id

* configure networ k management-data-interface ipv4 gateway ip interface interface id

* configurenetwork management-data-interfaceipv4 manual ip_addressipv4_netmask gateway ip
interface interface id

i

Configure network management-data-interface ipv4 manual 10.10.6.7 255.255.255.0 interface
gig0/0
Configuration updated successfully..!!

)

ER m A R AN S 3R configure networ k management-data-inter face (1) 45 oAt CLI 44«

i B 2 il E shHEIE B4 W o
4. AE: PRI E M g% il #E R DVi R) CDO.

configure networ k management-data-interface client ip_address netmask
BRINEDL T, RVFITA M.

5 MAEHERESCER#E.
sftunnel-status-brief

ZE LU R T CELER R s B, o B 7O SRl TE A O B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

6. £ CDO 'f', riii/&E (Inventory)>FTD.
7. GBI BB, ARG AEA N &R (M anagement) T A% 1 A THE FEE (Device Summary).
8. 7 &I® (Management) > FMC i ia)i¥4i{5 2 (FMC Access Details) H1, i Rl# (Refresh).
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sarszizacs ]

CDO F 422 [ RTER A 28 FHC & S 0k, IR AE 2] FTD. Y8 TE T # bACH o SO 422 1 i
i, ZIAE CDO W Fah il ix e e, & n] LAIYEECE (Configuration) i~ & F CDO #l &
JoipBI A8 2 ] P 2 S o

RIEIE] FMC if EIERIE R AHEHE, R)5 siddy #IA DUIBR

TXERER, CDO RCEA A ot FTD FARMFR P RBE . R 07, A 9EE
CDO HFahERRLHE .

THE R “HCE CHRR” N “FMC V5 la) B SO 7 BT B

7E WA BT IOIC B e W A IR B & W & . A CDO RE S W& iE )R,
CDO & W B H 1P Hulil.

EHFRIFMER

%% (Device) T LI EEIEMIER (Inventory Details) #5704 BonHUAHEIME S, 1t CPU FIpy

29: R FIFRFMER

Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memaory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

EE R, Ead g @ .

“REE N FH RO SR RG

%% (Device) UL [fiI¥) Bz F RO SR A& (Applied Policies) #i4) s 1N F - Bi7 KA (1) LA T S g«

weegE I



B seumwzs

& 30: [5 R B SR R

. Applied Policies e
Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:
DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

X RS B RS, RRT DL RG R DL A S

ST m g, it Bs (O bR ol e TS R 7 1 25 {5 8 (Access Policy
Information for Troubleshooting) XJ1fHHE. 26 TEAE T 7 a4 Ui 1) U™ R g Vs 1) 428 1 4% H
(ACE).

31: T BEHRR AR BRI IE S

Access Policy Information for Troubleshooting ? X

24-b3df319dfb31

004294968119

AT LANZ & E TR (Device Management) T [HIHE S5 HE 7 B 45 AN 4 o
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masazs ||

UK

TR G E > REEE.
T2 (O AT I B 5510, mich %ig () .
FEZ AT, WAREAERI T, MRS SRR ETIH.
PR3 niili ’E.
HIE 4 (ER RS (Applied Policides) #5731, s 4wsg ()

\

)

32: KEE L
Policy Assignments 7]
Access Control Policy: Initial AC Policy g
NAT Policy: None 57
Platform Settings Policy: None L
QoS Policy: None v
FlexConfig Policy: MNone g

WIS TR, 5N R AN R . U B SRS SRS H
FIE6 L RTE (Save).

T—%#ita
e

= E— \rl_ [= = =]
RESNEE
%% (Device) LMK H X E (Advanced Settings) 3 02 Bonm AL B R E R, W FATR. Eares
AT AT X % B .

K6 “BR” (Advanced) F 5 RFE

FE 15 Bf (Description)

N 4847 (Application Bypass) | %45 I “ AN HZ81T” (Automatic Application Bypass) FfIR 25 .

55 B B “HBEINHZAT” (Automatic Application Bypass) B{H (LLZFP A HL
i) .

| weegE I
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| e

FE it BF (Description)

WA R B P RAHLRIPIRGS . IB1TI, FTD e 2 iR Uy [ B o A
FHFIAEAT R 28 B LR SR I, K U5 I T 2 224> Uy el 4
HIZF A H o G507 DO I 5 T G20 34 3 Rl D 1 2R 5 ) U BT s £
WA AN BAR R, REASY MR IS, e
X 5 SCAEVT IR AR R VL HC I R R 4 R AN S U7 [ L)
(¥ 7 e A 1E Firepower 35 8 o K s 07 20, 1 H 23 500
KR Uy 1a) 72 T R DU DG B 4% G e FLEA T R A AR 2

iR BOAEOUT A8 IR B O I B A, ks
JA 3 & 4B1% & (Object Group Search).

B0 gk B IR OO RAAIRAS o T8 AR, U7 1] 455 ) SR M AN P 8245 2R
W A8 R PR 1 2E R 2 4 DX sl A i R T N5 H R4 00T ) SR R
Mo an S JE OO A0, RGN e 1k A5 AN U ) 4 o1/ Tt 98
AR B — AN, X n] A B A O B TP i B kg . o Rk
PEIETR, IS F7IE £33 % 4A% Z (Object Group Search) 21 PL F£A
Wk BN AEAEH .

DL 25 54 48 0nn] g v 20 1% 4% 1 B
Y

ER AL AL (Transfer Packets) W& 15 5, 1S4l w RS , 28 11 0.

B & B sh R 55 0%
H BN TEEAT (AAB) SVFEE GLLE Snort ¢ BRI S A, B0 T2 v, an S HE f Ak ot
ARG, W . AAB 2335 Snort £EHEE A A -3 B A EEHR B, JFAZ T I T2 87 Snort i
ot Je AT o B 8

AR BN AAB T Snort BERE,  IX 2B I ook LA B QU RORII . VATER 7 T T ) 5 A
AR AT B, Bk T HAR B A PR . A OSTRANME R, 12 4 Snort H T Vit
(ISR

WS LM
FTD 174: IR Snort 5CH1, WIEFRE M THIN a5 FREEI (] 5 fil . AAB. B Snort T H, WP
Kl AL PR AC B v #s, A il AAB.

ZHIGEITAH: AAB PRFE I 32 AN FEE R BT SOV IA) o JE i P 2% () B0 0 S TR 2 B R ST 1fE
Pa oAb PRI S

GIREIE ] AR (EAE N IBRER 2 AT (.
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M, AR I AR IR RS R AR SRS (1 RN SER B i G P B A A A R . IAE
IRBE " AR AT | B Bt B HE R i

AR GERL TR, MBS A s A TR A AR
AAB BRUCHEER]: 2R M AAB, 15T TR D BRI T HRAE

UK

TR G E > REEE.
TR 2 (R R BB A R RN R L, sk iR ()
FELHHE T, WAREAERI T, MRS SRR ETIH

SIE3 il %&, A5l BRIEE WO mE (4 .

PEA4 ErhENAER.

PS5 AN T 250 =R F] 60,000 =02 [0 K5 EE. BIABCE D 3000 ZF (ms).
P 6 LRTF (Save).

=%t a
e

BLEXM KA R

IBATIN, B A L% S MU Tl U o Ak P PR o 190 208 e I 6 B P, U el sl U
RV HISIRS H o nT DL I H S A8 SRR AR R U5 T F A AE . i I 4
ARG, RAASY R SEE G, AR L2 5 SCAE VS R AR 2R VL RC T, X 52
FRASZ M UG ) W) 5 SO e A7 & B b i 8 7s Jy 3, Mo 2 SR 55 ) i 71
FEIUVC FC I B 26 g 3o FEREAT AR A AR B

JA O G A 28 mT DB AL 35 0 208 el R R (KD el P SR (R A 283Kk o R, TR 55 AT R, 8t
SHMRIE ] RE AN B Ve RE, M3 CPU A . BN A%AE CPU SE M 5 B AICRR & Vs i)
P SRS 1) A R T -4l . AERZHUHLL T, RN R AR S m M 4 ia B PERE .
BRI DL 23 4 75 87 B AR HR B TS TN PR S 91 A 8 45t TR R AL R o X IR e e, 2R
#HICE TN S AR, WHEFIHIAM. — A RE -GBS LA SEsiae)m
JEFH o FRANT R WU 38 55 A0 FH 1 8% el R 2 P ) R U PR A ] o EoRE 3L o

\}

AR MR AR AR, RIS ECE IR B BON R, TR, B AAZIIRE W RE R EUAR
iR WOREEINGRAIR, UG 42 RS 12 e & e AT R B AT e o WY e ifa (1
WARE B BT NAY, AT e b T A —80IRAS, JFH T Re g mtkfg. WERBKIETIE
H AR I SR e AN FLAE A
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B ==zoxsin

FriaZ 8l
o B SRR 1
o AT R R AR G B B R S48 7R & CLI Y, HiA asp rule-engine

transactional-commit access-group 4 .

o SECRUL A T AR B8 BB 1 ACL N Th W R0 . BRAT B BUEAE e 7 1) ) B 5 8t
B

UK

TR & > REEHE.

SR 2 (EEE N P57, sl g (4 .

HIE3 & E (Device) T+, AR5 S ERIEE (Advanced Settings) #7> (1) 4atg (£ .

FIE 4 35 LEIEE (Object Group Search).

WIRS BT RA M RERMEEN RAMEOIE TR L%, gL HEOX KK (Interface Object
Optimization).
WA O X 4L (Interface Object Optimization), W) Z 484 by REAN US4 10 32 A 30
DU, T A 2 A FE R D A ) 2 4 DX ART 2 1 4 o IR 422 AR vl ] T X S R R AR

FIE6 L RTE (Save).

REZEONRMIL

P8 SUITR] i o 2 ) SRS AT FUIL i85 SRS A 4 1 LMD 22 4 DS A B NI H BRI 18 £
FROMCREIN o SRR T R A, DU ZR ofs B 1T Sy iU i) /10t s LU 2 — S, 3
Al TR B A OB PR R B TR . W AR FRIRIE T, AT L P X R 4B ZR (Object Group Search)
eI LA FRRAR Be 6 B A A7AE T

BOATHOLT, RIS TAERPIRE . — IR R e — B s LR ek Ita)mm i

\}

AR R O A, WIBLA U IR AU LA e O B DL AT S, RO AT RE
SHERKHRE IS 0] BhAh, WA TR RAMRR, WS AN TR OSSR, I AR
FEBL A5 IIE AT HE B A BGRB8 g o WRY REPT 5 I N AE B I BE % BT I Y, st
ARES AT A EORES, JF HUATRE S P fE

FHIa Z |l
T SR - BB
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UK

TR EHRE > WEEE.

HIB2 EEACE U FTD %455, i g () .

$IE3 L& (Device) Wi, AR5 HEERIEE (Advanced Settings) #71) 4Rig (4 .
HIE 4 P IEOXM KM (Interface Object Optimization).

IS MHRTE (Save).

iR B IR E
% & (Device) W f_FAEITIRR (Deployment Settings) #7) i~ N & AT (E L.

B 33 8B RE

Deployment Settings d
Auto Rollback Deployment if Connectivity fails Disabled
20 Mins.

Connectivity Monitor Interval (in Minutes)

R 7BERE
FE i}t BA (Description)
MER W B B[] “JAH” (Enabled) 5% “Z5H]” (Disabled).
TR AR B e DAL 28 T I e L B B Bl s R A
A G =L N i 5 AV ERE S T A € B
RSP (e WIRTE R G E  F A AR IR B[R] o

# T LI IR & &I (Device Management) HUIHI B0 M08 B B o 108 1 T A /5 LR 6 IR 85 1 2k
OIS i P YBT3 s 0 A SRR S T B U ), AR SRS T B T R
fas b T LA H configure policy rollback ir4 T [HRRCE (250 i L b oD 8, 20
MVRACE » 2 44 70 .
12 5 LA FUEN

o FUET LIRS0 T AZE M b AR 0t 8 G0k I S AT L 3

o SCRFIRERCLSEHL R ] IR, (AANSCRPERAE LS
QU ITEIR SRR

o MR A M ] LA FE L P B ECE . B0, [RS4SR UM S AT
A S, B LREAE BB A CLI Rk TR E . AR, W EAE LIk A E L 5 S Al
i configure network management-data-inter face iy 4 5 25 7 30l #2108 E, ARG 4E T T IRIR A

%, MIXEEBEER AR AR ERE R GBI BB O A

~
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* UCAPL/CC #zU L HIAR
o ToVEIRIR b — VR 2 1) 5B (4 45 4 SCEP IE 15 $cdis .
o FERIEIIR, SRR BT, B S i B O .

UK

TR LR E > REEHE.

S| 2 EE LTI R & 55, Ak g () .
L2, MR, MRS SRS

$E3 Lk RE.

$® A4 (£ERERE (Deployment Settings) #40H, fidi Hig () .
4 HMEEE

Deployment Settings (7]

Auto Rollback Deployment if
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

(o | TN

FIE 5 ik R B 5 ERERE (Auto Rollback Deployment if Connectivity Fails) LA F B 3[R .

$IE6 WEEESIZER (9% (Connectivity Monitor Interval [in Minutes]) DL & 75 [V ic B 2 pir 5245
REMIIT] . ERE A 20 F3%.

W WMHRAERNR, ESHLLTHNEL TGP,
s MR ABNERET), BESEI-FRINHEE, R ERIT e E .
o BT LAFEBIERE (Deployment) BE%E, K5 i (Preview) (B) BRI AR C IR AL E

Wy GEZIEEPR) o At BRELRE M (Show Rollback Changes) LLATE H ik, R i
P& 5% B3R B 14 (Hide Rollback Changes) LA i 5 14 .
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35: ERE N
Change Log: 10.10.35.97 X

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Roliback Changes

Preview Changes Rollback Changes
—
Legend: | Added | Edited | Removed

Changed Policies De

aployed Version Version on FMC Modified By
Routing Routing:
- Virtual Router {Global) Virtual Router: Virtual Router (Global)
Static Route IPv4 Static Route IPvd:
Static Route IPvé IPv4 Route: admin
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd

Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:

IPvE Route: admin

IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPv Static Route gateway: literal: 20::20 literal:20::23

o FEAE DD ALK I R, AT AE A RIRE . 1S B A A P Ll Rk U

8 KA A F AT .

E G, 8% >R EE > 8% > B > FMCiFEEME R > EERA wm FR a4 s
HERIRAS

1E BB CLI, i sftunnel-status-brief iy 4 LA & & BLIE LIRS

WSRO 10 B LA b, N HEBRIE R . TS P HE R B e 1 b B R
, 546 T,

Cisco Secure Firewall 3100 _ 4 #4353k SSD

MREE A SSD, eGSR s LA RAID. B kE55sh, %7 LLAE CLI AT LU R AF55:
J 575

o PFEPR LR —A SSD - Wi SSD Ik, Al AT, iEE R, WREREF 4 SSD,
TCIEAER KBS TF A I LR -
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* HER—A SSD - WA PN SSD, Al LI ER—A4>.

o RINEE AN SSD - W 45 —A4> SSD, A AT N

55 A SSD Jf-JE ik RAID.

T IAEARME AR P AN RAID AR SSD IME UL MR LR R . vl fig s 2 808l 22k

LB MERHL A —A SSD.

a) M RAID [k SSD.

configureraid remove-securelocal-disk {12}

b)

remove-secure <8 745 M RAID H i SSD, 25 BN i it thie, JExt SSD $AT 2 4 %
an G AR RAID H IR SSD FORFrEAAE, v LU ] remove JC8EY .

5

> configure raid remove-secure local-disk 2

4% RAID RAS, HEH| SSD A WoRfEi .

show raid

M RAID HIHER SSD Ja,  RIHRAETE A1 BRSAZTARES K ool P& . 20 AN IKEh 8K A 51 04 ik

i

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync

none
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Bad Blocks:
Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

> show raid

Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none
RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:
Unacknowledged Bad Blocks:

Cisco Secure Firewall 3100 _t E9 vk SSD .

c) ML HLH SSD.
FI;2 NN SSD.
a) Kf SSD WERZN N F A Al
b) ¥ SSD ¥l RAID.
configureraid add local-disk {12}

H597 SSD [Al 20 2 RAID 1J et 22 ) LA/, AESEIIRI By K G 58 41 Wi AT . 8L 2 nr LUFOH R
2, R R S adkss. {EH] show raid iy W k7.

WURAR 224 1) SSD LLRTAE Yy — A &g LA, JF HADA TBUERAS, HMA LR i
configureraid add local-disk {1|2} psid
Psid E[I7E SSD 1 HIFKIARSE Fo 80, BT LAFRT A3 RS, SSD R AHE % AL I8 N 2 RAID .
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