EHFMH IR

DU @ A OC ML S I 45 B
o MER: ENEIRSE , 2B 1T
o EHLE IR ESR RN &4, 2
e ZGE T LRI I ENLEE RS, B2 T
s YUNFHEAERSG , B2 0
o ARG, H3 T
o EHUEAKARE , 511 0T
* Nmap 4 , 25 18 1T

wls ‘ *L kS
BhA . FHNEREWE
tHF Firepower R W8N MM A M I &, Ft, ESWMEe e X BRAFRSD L e
P AR S AE DA B SR B R 2% g ) HoAth M — %, DA E o2 TNZ BV E R, .

© BN CRAERIAE. EEs . TR AT NAT i S5 M2t i) B fseiy
© BEARR AN, A MR B AL B RN B

© BN BB TR RS

o ML BL R T8 N ORI

R ARG EALRAE RS, W T LLEIEE A2 &) i Bk 55 4R 80 RV LedR
SORVUIHT EHL. 180T LR RSO SR TR K 122 (VDB) R4, DMEAEAREH] A 2 RS0 &

WU 75 38 24 A sl £ 05 o

\}

ER BRI MR O EN LR DAL, RGTIE T LN ) NetFlow i s U 0L EHE, JF A
T LA ] Nmap 85 A1 0 U A Zh e 1 shidsin LN LEE .

EL N |
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B nsvmnssnsess

EHFMHIERIER & FMH

X

i}
t;mﬁ Jjn

=

SEFRYIE
R, R A SHREBRSE, e R Bt

BRfe
- EELBY

© RBUVE O, AHEE =5 Bl A E SO ERAE.

M ARG AT LI B EHRIER S
BT ARG LTI SOOI VIR R S8, AR ARG B SR R fe g0 Rerh B (1 m]
HHREIBIZ

UK

FIE LRG> B AN .

FIE2 i BEXIEERYE (Custom Operating Systems).

#1123 i Create Custom Fingerprint.

PB4 EBRIERGR RS0 N R P IR AR . X BRI RG] DL TR SO AR R
4.

T—% it a
MY, WSHPUNENERIE RS , 28 2 I

AR EVIRIER S

WERARGTEEF VN EHLHRAE RS (B0, ARG “ EHECE S Bl “RE7
s U RAE R GEAIERD) o T 2K T 1 SR

[ EETIETY:
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aexis |

FRBLF 2

s R SIS PR EE” .

* QB THLI A E IR

* X EHIZAT Nmap 4.

o A TRV D BERE Bhs 3B R e e
* FEm ARG L

B EXFEN

ARG RGN T VO AR LWL EIEAE RGN R ARG R, A RASENA
FAAE S A RGELI RS0 ovE R ENLERAE RS, s BRI U VLRI E R G E A IE I
A, AT A REL FREUE AR AN BRI B R I B AE R G I B R GRS, DU
HH TR A R G4 TR

WER RS L ILEE BN E RS, WA BRI, oA Rt A E RAE RSO A 1ML
TRAERIFAANZE. B0, a0 RSN E]E 4T Microsoft Windows [F =ML, WFEB RS 1EME T Microsoft
Windows JRilA 4138, FARIEAI 2] A Windows #AE R GOKZ AR5 N 22 1% EHLRT F LA & S .

Blan, WML BH 22T HR R Microsoft Windows 345, W RS ITLIEM e E RS, 80
BRI B 2 E L. AR, JNIE RSP Microsoft Windows HIIRTH SR, AT GEARZE A FEAN T4
Bt [ e XFRar, LA BhROis T A R E RS HoAh 0L, I Microsoft Windows I il 41 5 it
WANFRE, DMRRZ 51K 5 VL ECHR S0 RS EALOCEE .

g A e XIegunt, RO B T A RERAE RS AT B 5 1ZF 8RB TR A . iR
B B 2 SR SCEAE TR, W RGO 138 SOk 2 Bl E L rp 32410 B e HEAE RS M
o MARGE B g ENUR B ER, REHHTESUE S . w5 okl 248 %
BEAE RS ATATH LML, REEIE A B e Lk IR Bl EE M.
EANE B SCFRGURT, N WA EH R R, ATTHG S H e XFREUE S I al 4T i oy
E SN
A RSB AP A FR 4L
« KPUmIRSL IXFHRSURYE SYN i N EAE RS, ENLEREMLE LS —ENL LIETH
TCP N RN, & hakiX P .
o IR ERIRLL, XFIESEHE SYN-ACK Edi A /e 245, T MUAE FH X A Kl 5k i 137 308 [7]
IZATHI TCP N Rt NiERz .

EL N |
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B =esa

\)

AR R R IR S5 AR AU S AT R A LSS, R A ) SR AL

QI RS0, AR LGS, AR5 ARG LUK S ORI

AR EMR
g i B E ARG, H 6 I

AR G5 BIAE F e RS, 2 8 1T

BRI
WO QIERIT S, TSR T S W

UK

P IEFEREE > B A .
EZ MRS, WIREAAER T, ARG SRR ED)H.
$£122 S BENXIRIER S (Custom Operating Systems). 41 R S8 1FAE 5 A0 0E LUE G @48 40, K ah
10 B> F il v i, R RS O .
FIB3 FH H T IR
o WOm/AER - BT s RS, I AVE RS, 5 4 TP Tk .
o QUEE - QUANRLL, WO G H e FREC, 5 6 TURUR RS 2B ad B e XARLL, o 8
T TR .
o HiAE - GRERARGL, WGBSR EhIRSL , 5 WRgRERARNE SRS, 5 TR TR,
o B - AN IR SO0 MIBR (W), I AEHERE (OK) LUHHTHIIA. SLASINER Ui
HFE 4L

AIEFE R
WA B SREL SRIG RGA TSI FABI N BHROH0EE, RASHIUEF RN
SRR I W LI 0L

AR AR I LA ARSI S L. A HHREGUR, IZIREURA T, (BT R HAER S .
fEMIRGUA, A TRAIZIESU L, RAE RS AR WUER R ENX L AL, JfF HiX
Lo EHLE ANF RS SR SR RC,  WHZE SR 808 AT TR o

MERIRELA MR G b e bR 2 HIFRSUS, BRI MIER .

[ EETIETY:
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wigmaize ]

UK

S LR > ME L.
ELZHRE T, WREATER T, WARS SRR D).
$IB2 il BEXIRMERYSE (Custom Operating Systems).
PIR 3 sl B B F R UL i R
bR BOm IS A AR SCE I A AT SRR BN AT, iR E R AR 4L

MmARIR ENIE W
MAARGUL TR, TIEBURGGTR. HIE . R SURIERSEIER, I 1A SCWU BSOS
ATLMEUURGUATR, SR 1 URIER SRR, I B B OIRR

UK

LI LR > MERI.
fEZ AT, WAREAERI T, MRS SRR ETIH.

FIE2 i BEXIRIERYSE (Custom Operating Systems)

SIR3 Ll BRI NR L wEE (4 .

S A4 DERBEEIRACA TR, AR A SR RS R

PSRRI S, A U 1 TRUE XRAE R 4= SBRET (Pre-Defined OS Product Maps) #43
LG 55 2 (VI ER (Delete).

S 6 WK IR NS A RS, HIEPE & (Product), HASGEH WSS, EHEEMRA

(Major Version). RZERZA (Minor Version). f&ITHIZA (Revision Version). MEBRRZA (Build). #MT
(Patch) i RBARZS (Extension), #AJ5 s iRINIRIER G E X (Add OS Definition).

TR LS 25 25 0 21 750 RE XARAE R Gt - mmBR St (Pre-Defined OS Product Maps) 41/ .

PRI HHRTE (Save).

mEEAETR AR

RIS TARE SR, WESIR AT AICE, FRRILEFRAC A Cisco Secure Firewall
Management Center. X HEOIEFG SN 8@ T A JETE, WFeLEEM, Hbr 1P ik S 1. ikt
WS, HiRARESITR SO IR, S EEHRLS RS, WRIRLUER T umiesl, Wik
MEIENRIER B, NG A LG . R, TR SRS, AT R — T L
BORTREUE, "R ROMAERAE RGFI A WL 2 SRR 513K

| EL N |



B »=rsozaevss

$IE2
$IE3

IR 4

ENSHE |

UK
LSRR > PRI

fEZ AT, WEAREAERI T, MRS ETIH.

i B EXIRMEFR S (Custom Operating Systems) .
s AR YR MR L5 SRiE (4
TR TN B R AL
* WEREAB SR T IRTRE0, S R i G E FREl, B 6 L.
* WEREAB SRS TR E0, S P A IS5 A B e LFRar, 5 8 L.
MiHRTE (Save).

T—5 it 4
s MOEBSE T ERIRSG VNROR R A EHURR BRSO A

AEPintlE B EXIEN

R AURYE SYN Ha P URAE R S8, BNUER ML B 5 — EHL R4 TCP NI, 2

WSRO R PR EHLEHRICR, $8E R R SUR TN, T DUR B rh LV P AR
LN EAREUN AR N B4

TFURHR SR B AR, SRR EE N JLBRE B AR SUR AU LR AH A R

o ALY B RO TERIGRSUN B 2 A A I 2t A, CERFSRETE BORs &7 B b Lo s B o
PR ENTERERIE —T kD .

o BB THTEMLSR) GERIR.OE A LD SR,
o EHUISEBR A RGPV RT . 7™ ShAARAS
* D7) EHLLAME A e 7 s o

UK
LSRR > PRI

fEZHE T, WEREA R, MRS S

Al B EXIRE RS (Custom Operating Systems).
#iili Create Custom Fingerprint.
Mg T s, EREH TBCRIRLU) & B L e .

[ EETIETY:
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HINIELLAFR (Fingerprint Name).

i N4E 4L A (Fingerprint Description).

MIEGLZEBY (Fingerprint Type) 4135, 1E+£% R (Client).

7E B4R |P itk (Target IP Address) FBeHh, fi A E L BEEFRSUN FHLR 1P Hodik.

A, RN AR TR AR B 552 1 EALIPHbE B, A AR S TP kit
RHEWE

- B#REEE (Target Distance) 7B, M WS Z BTIEHEH TR0 e £ 2 i) (1 ) 45 Bk 4k
B BRI E 20 28 ML SRR EE I 24 AL, 5 R GER I B Bk ECAS— e A [

MIED (Interface) 51, MEHEIER S EHLITE M B4 B

EE BT 2R, ARHE ARG B IR O TR R L. B, WRALK
P T SPAN i 22 b, SREEBAR AR . T34k, WERAE A B Bz n,
WAL MRS SUITAE I A N 2 R AR ki 2 o AN, g e A B 11 T o FCA )
FIR 23 ORPATIR GO AR - WERANFIE AN L2 Bk B O, SN T
FARGUNR E TS 1 (Cehedivrg) o

WA B AR SN FAU AU B SO SR FE UE R (e i KRB B IR EUN ENAEIRME
REREME AT, IHERERABEIRIERAER R, JENT LN &I e 2 Wos (4 -
* {ER R B F & & (Vendor String) FB Y, HIABRAE RGMHEN 4 FR. B4, Microsoft Windows
FIE Y B 4 Microsofts
s fEFE@F A & (Product String) B, BIANERE RGN 4K #I41, Microsoft Windows
2000 [ 4 F5 ) Windows .

* JERRARF TR (Version String) “FBH, BIAERE RS IMIRA S . W, Microsoft Windows 2000
IRRAS 5 4 2000

7 “ERE R G ” (OS Vulnerability Mappings) #5707, EF 2 TR TR EAF R4, 7~

i ATRRAS o

W EAF HFRSOR IR AV EC =AU IR, B8 W RA AL A U EE RS Won s B, WA ZifE

B Fa e N R (Vendor) F17= & (Product) {8 .

BN A TR I ERAE R W, W AT 2 (BN R P SR .

iR HAFEERRA (Major Version). JRERRA (Minor Version). &iTARZN (Revision Version).
MEBRR A (Build). %MT (Patch) 147 RRAEZA (Extension) |4y 413 i B e 1) m] b H
RIEFERERERSE. AN, WRAFR PR Bon SAER B RS E RS VLHCL ) E X,
AR B 2, IR, WERANEFR U I TAT A RGBS, W RS ik AE
FHR SR A SER M ML B 512 .

i

WAL g LHRSUK Redhat Linux 9 [e{F I 2 BRI VCAECEHL, 15 IEFE Redhat, Inc. 15 R fERY
Fi+ Redhat Linux 1E 477 BAR 9 754 ZERUAS

EL N |
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B inszoraes

TP

LRI IRA ) Palm BAE R 4L, 15 R @ 5I& T E# PalmSource, Inc., MF=@sl&khik#
Palm $R{ERSE, JFibpra HAbs R AR HLBOABE

FE3 pultE.

WESHH BN vew, RJGVIHRE pending, HWIRESMRFAL, HBIRIILA TSR E. KR
wmh, MESUHERY (Ready)

“HE XFREL” (Custom Fingerprint) R UL I RERG 10 FPREAT R, H 21 FLUCEK A Bk EHL 2L
i o
S KARE N 1P Mk AR Hbs 1P Hodik, U5 8 220 SO EFe U B, IR R 241 TCP &%,

LAEANEFIIREL WRIRSUN B S BUR LR . ORI AT ML T3 B, R REA 2RI
LT RGN AN B KU

Tl

AR SR EFR LU ML 1) B BE R0 ) Web Ftifn,  B# N ENUEA SSH & x4 & RErpL.
RALH 2 SSH, Wi LR aiv4, H, locallPveaddress & 76508 7 s & () 24 /1 C 4o B E AL
) IPv6 Hitik, DCmanagementIPv6address A& 7 H 0y (1) B IPv6 Hikik. #RJ5, Custom Fingerprint
GURERT g, HARAE “atg” .

ssh -b localIPvé6address DCmanagementIPvé6address

T—% it 4
© BAHTRSG WG AE FREC, 5 4 ORI .

ARFREEBEXIEY

H 55 AR EURYE SYN-ACK Bt t UUMBRAE RS, TN I Eodhs & i W3 173247 1) TCP B
A NEERL . FETTARZ AT, RIS T AR A B R U EHLI LU -

© EHLS T IRIBER S s Z A A R 2 ik K SEARFR A BORs e & L AVE T RO 1B R R F)
LRI AR 7

s BB THUIEMLE) (B BR)D) MSHEN.
o EHLAISEBRRAE RGBT 7 b ATRRCAS o
© RAEAEHIE TP Hudit, IFAE NPT/ R 28 EAF 2R

Je
B AR O R R N B, HE 2 I BRSO R, 0T LR B4y L B
R LR 2 4 B«

[ EETIETY: |
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amsguzazss 1

UK
LSRR > PRI

fEZ AT, WEAREAERI T, MRS SR ETIH.

R B EMIR{ERSE (Custom Operating Systems) .

#iili Create Custom Fingerprint.

Mg gy, EREH TWUERIREUR & H Ll B Rk .

85 BFR (Fingerprint Name).

B N3E LI AR (Fingerprint Description).

MIBLLHE! (Fingerprint Type) &, EFEARSSEF (Server) LLB /R R 55 285 SUE I

fEB ¥R |P #bik (Target |P Address) 7B, S AN 2O HBEESREUN EHLA 1P Hubk.

TR, FREUNAIETRmACK B S48 K EPLIP bR, A FHLE A LA TP Mkl
RHEAD S

pE ST LM HIEAT 5.2 b i RO [ B a4 3R IPv6 iR 4.

fE B #REEES (Target Distance) 7B, A LML 2 Ak £ H TSR QU o Z TR W) 44 Bk 5
pE LR 20 A AL SRR B I 2t B R, 5 R Gl B B EOA — e A )

MIED (Interface) 517y, WFEIEH B T LITAE R B R 2545 1

HE MTEAEN, SRR IR LI T TR e, IR
PECURCT SPAN BRI 2 I, SRECHANEARAE . 53h, W RARI A LI,
B 5 A U SUTTAE RO Py 25 U3 B0, S, R B B3 1 sl A T
P BE IR FIR SO . RN R 2 TR 8 LI e, B T
FRGURSE S 10 (L) -

M FREGE i O (Get Active Ports).

FERRSS B8 O BUT,  fan AR BB AR P A TR AR S LU 1) FOAGE IR AR 10 1, ol MIRERGE B0
i O N8R PR

A ENLE AT IR Ss g 1 (B, 80, Wk FENIELFBITMEIRS ) -
7EiR | Ptk (Source IP Address) 7B, Fi AN H T2 FEHLEF R 1P Hidlk.

JAE P BRI AE M 25 AR, (0 H RERAEAE A U 1P Hdik, 40, 4 RAEAEH] ) DHCP it
hk. @UgHRGU, IXATRS kT R ) B 2 L.

QUEESRZUN, WA P25 L SEmE 1) M 28 vh FIE IR 2 TP bk o A5 00, o0 4 ISR A S0 A A0 ) v o 25
BUKE R T 1% TP HUbEACR 1 EHLAAER 5B -

7EIREF M % (Source Subnet Mask) B, Hi A IEFESEH ) 1P Mk 1)+ IS
Ik Source Gateway B ks, Hi AN TS 4 AL B BRI O TP Hidik.

EL N |
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B russzozazvss

$IE16

W BB FREU) FHL FEHUBCE A s FoE R, 8Os i R LA - I fe SUa FRie “ Ak
AG05E X7 (0S Definition) #43 FANAEAE, WATLAE “ H e XEAERSG E7R” (Custom OS Display)
Iy IEPEE B E XIRER KRR (Use Custom OS Display).

X T BAF TR A AR A AU S P R I

s fEE R & (Vendor String) 7B, S AERE RZ LN A FR. 141, Microsoft Windows
ALY 1 b Microsoft.

s fEFEmRFEA 8 (Product String) “FBH, I AEAERFZ RIS~ A #lU1, Microsoft Windows
2000 7= b %K Windows.

* JERRAZFTFER (Version String) FBUH, BIAEAERGIMIIA S . W1, Microsoft Windows 2000
FIRAS 5 2000,

16 “HAE RS RTIMLR 7 (OS Vulnerability Mappings) #0707, EFRZEH TIsABU 0EE RS 7

A FIRRAS o

WERZAF HFR SR UM IERE ENLAIRT, B WA BE B € X EAE R R o fE B, WA ZifE it

o3 I BV RS R A4

BN BT WO 4 RS IRIR,  E O SR # A i AR

iR A EERRA (Major Version). JRERRA (Minor Version). &iTARZN (Revision Version).
MEBKRA (Build). #MT (Patch) FidRERRAS (Extension) v 41 & Hh i) T A7 L 24y ) i H
RIEFEERE RS MAL, WRSIR DA o SR E R SO E R GILRC I S,
AP IR S B R EER, WRAIEFR U QBT E RGIwiFBL, W RS TCiLAT
FFREUR A RS0 AL Bl iR 7122 .

5

WAL 1 e LFRS0KS Redhat Linux 9 FIJRIA SR 2> BL BIVCEC ML, 15EPE Redhat, Inc. 154 LAY

Fi~ Redhat Linux 1E 477 L& 9 1E A RRAS

w15l

BN NPT WA ) Palm #24E 240, 15 M R (Vendor) %13 ik $ PalmSource, Inc., M=

(Product) #| & rhi%k+#¢ Palm #2ER % (Palm 0S), il A Hifth 51 L 4545 BRI W & .

mi e,

“HEXFREL” (Custom Fingerprint) ARZ VU HIRE 10 FPREHT—XF N L “ates” RETH ik,

iR WHR H AR RAEAEE BRSO AR P s b N, R4 BoRai: KW (ERROR: No
Response) {H o WIHRF R E, HFHRIACTRE. 543 25 0%t (KA RE HAx
REM) , ki dwiE (L) Uik “HE XSBLC” (Custom Fingerprint) TUIRT, AR5 i
#13E (Create),

T—5#tta
CWOTAREC, GRS IIRLC, 5 4 TUR A,

[ EETIETY:
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EHEAEE

ST LB b AER =7 SN 0 48 W i R 7S I s IR T SRR LN S RE, LR A Web
P SR E RGN 0 5 6y, SR PR 3 BN P 7 i

ARG SR B 2N R, U E SR AE R G sV T 4 1T 5

MR Z IS TN R 52 S R U, R TR AR =5 Z AN A s . AR R A B A
SCAFITEANE B, 1S5 (Firepower R4 AN AP FER) «

LR B R BRI BN ORI, 50K B RS 2 M 1 o R A R ST AN T S

Il — LY AY 74 >
FE=HHTFREREX
L2 26 =0 RGP AR IEHE . (HoE, 2R PR AR AU BSR4 S A i Thae (it
RPN FE NG E SO BEE VL), NCRE R RURTRE 2 K G 3 WU 2R R E S 2 BRI
FIER =5 Bl i LA 25K
 WERPIATAERE R R4 5 EATR € Bl 1056 =7 &R, WM BN AL S A %8s . H
s T =Ir T RE R AN T dn 4477 i, LA Z00RE 57 =T O R 7 S RURRAS IS 2
XF IR RRE ™ it e BRSPS, I A B R C L PR A S DAL R R TR S, DL AR vF
SNSRI 6 T JoRRCAS BTG A I R PR P PSS 7 B o WAL 2 P38 o

IR K A28 =TT MBS R, AR AN MO T Tl bR ic e, A2
HE 28 =TT IEAME P I A4 FRWUN 50 22 P 8 S ABAME PR RT 0 T el Bt 2 MBS I %48
AR I E ) ENLP AR BR

USRS A2 =7 (A RGN TP SO, JFASCRE L] T R RIBe, e 2508 26 — 7
TARR R TAT o A A e 2 P IR I o T, VYR R s A AR ORI IR Ty HL 2
AT RWVEA, (HANGE AR 55 =7 % il o Wi e, e 04 A PP LR R
SEMAPEAL IR 28 =7 I AN o A AT I 7 RGO JE P I P W S 20, A5 B
BN RS P U B P R SRS  H F)Je ]

o WSROI B I EERZ B T T IR, A Z50H A I P NS ER AR R 4% R A )
X I PR PSR S

EXER
WS 58 = =i, 5 12 00
WU 28— 07 = B AMEY . 35 13 T
Wi 58 = 5 I, 2 14 L
B S S, 5B 15 T

£ = mbe gt

ARG I A AN D RERS S8 =5 BRI A P A A, WA ZBURE S8 = T A AT BN L 7 A RRAS
ARRRSES BSURE™ S SCo R i WS BUERE SO, R X L858 3 Bl o

| EL N |



B vsz=rr=

BRETSE =777

ENgHiE |

R, WIRIEAE SR = AT, WA, W ATR ARG 4 Bt
I R 5 B R P AR H R

]
AR

B SRINERS =T S NE e Z00RE SRE™ S B35 =07 20K, A RO DA T 2 AT R
RIS it ] LUR JBRHR IR (5 R 50 =07 7 WA IRORIEG, IXRE, 2R el T A T2 80 0T 5
KIBK o

WA BRI A T AR AR, BT LIE T ARERE, ] AddScanResult b8 50K 5 = 5™
st RS 2 B A AR T FH i

. Uik ACRE Apache Tomcat 41 24 N5 =5 @ AN K, IF HAE S22 W 055 6 ki, AT
LAAS NGRS = J5 sy, v

AR (Vendor Name) % 'E 4 apaches

* FEERAFR (Product Name) BE'E 4 Tomeato

* Apache /& \HERZ & (Vendor) 4413 ik £
» Tomcat /& M\ 7=88 (Product) 47412 sk £

* 6 MARZA (Version) g% ke,

%ML 254 Apache Tomceat 6 AT AT Il 73 FC 2 HL N A %1 HH T Apache Tomeat (1) 3241,

WVER, X T AR RN, WA ZIFE Cisco Secure Firewall Management Centerit & H' b Y.
FIRAS S il o RV VR 22 % i AT ORI, 10 FL2 7 i ) T 52 M v ALy, EAN BB A FIIBSR
S =078 S I o

Qe

Qe

SF Sk Sk
S N M
W N =

je,
#7  WIC{E Y — Cisco Secure Firewall Management Center [ 0I5# T 25 — 7 i, WP IL S H G $ A
EELL . ARE, TR B SRR RGN O AR
iz

PR > N A 2E
Mt R E =SS (User Third-Party Mappings).
TEAT P b i
o Qg - EEAIEH U AR, I AUl G B PGB ST & (Create Product Map Set).
o Gt - EAERIAT WU, W E S SIS IAN g (4 o WRERIE (),
T B ARSI, B R B e O R
i NBRETEE ZFR (Mapping Set Name).
i N\ BB (Description).
T8 P Rh i

[ EETIETY: |
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o Qg - BT AR 7 b, AR IN PR SRBRST (Add Product Map).
o Gt - BRGREHILAT SR 0 R SRR, U A EE DU U SR SR dREE (4 o R BRI
(), NIFRWIEE S T, B0E BB E i & AR .

PR AN =T R R @ F 7 & (Vendor String).

LIRS WAB =P &F R & (Product String).

FB WA =Tr 7 A ARAFE R & (Version String).

W0 A 7B R, WBL R BO IR R e R A R E R G RIS R, PR

ma. EEMA. RERAR. BITHRA. AEBMA. 8T M BARA .
i
U R ELEAT AR 58 = 5 A SR IR = i (9 AL Red Hat Linux 9 (g1, 15 1%4% Redhat, Inc.
Y HEN 7S . Redhat Linux 4E 47 5 BAK 9 1 A o
TEN SHRE (Save).

RS SE = - migMERF

AR AB AR 3 2 PR 55080 P v — R S B ANRE Y, AT ANER =7 AN 7 BN ] 2 A
Hm, I AT ZBET . BIEPARSAZTNE, M TZEN, RESEEAHE
At Xt 1) BT AT i e e

UK

W IEPERRE > [ NS .
$IR2 S APE=/ME (User Third-Party Mappings).
WIR3 A WL
o QA - BRI U A, 5 ST RE P SARST EE (Create Product Map Set).
o G - EEYR R AT IR 4, T R EET M E S IA  dREE (4) o R ERIE (©)
I I TC B 8 T AH SR, B I B e e AR
IR 4 F \BREHEZFR (Mapping Set Name).
FIE5 i A\ iERR (Description).
PIR6 A WL
o QI - IR =5, U e RIS AN E FRRRET (Add Fix Map).
o Y - EEYRERINAT S = P S, T U S SREE (4 o WRERIE (),
RUABCE 8 AL, B A e e AR .
$IB T = HFEIMEFZIR (Third-Party Fix Name) B, Hi N ZEI S B MR 44 75 o
PR 8 7= mREt (Product Mappings) #75t, LU - BOMEAME 7 WL £ 20 FH I EAE R SE . i
FRRA :

* Vendor

EL N |
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B wsiz=rrn

* Product

« £ERRA (Major Version)

* RERRA (Minor Version)

* {&ITHARA (Revision Version)

.

. f&%p

*
il
WURALTIWUR K Red Hat Linux 9 FEAME 72 BRI AN T EHL, 15EF: Redhat, Inc. £E 4 R
i+ Redhat Linux 7E 477 L2 9 1E M iRA .

W9 pith Save, DARAFASHMLET LGS

Ky — 3N

RRET 28 = J5miE
B S8 =07 RS A N 42 VDB, 0K REAS N IR T 1R 26 =07 bR R 455 H L A AT AT (1)
SVID. Bugtraq &% SID. AJwif G 2 J5, XBURHEH T O AN S B h =N B A, H
A kg X A TS SRR
WOZRUR 5 =5 I A SR DG, A Re SRV ORI A A o T IE A B OG (R R IR S, 3k b i
Cisco Secure Firewall Management Centerfict £ HH Ay W 2 75 it 5 s ¥
UGV 220 P oA RIBE I, 0 HL2% s FH T 52 ma A, AEAN B 58 =07 2 P st e ¥R T 56 )
GREE

Je

R WL 7E S — Cisco Secure Firewall Management Center [ @1 T 25 = 7 Wes, MPEH S HE TS AT
EHYLL, ARG, TR H TR O S TILE

UK

SIB1 LSRR > RS,
$1E2 LA P E=ABE (User Third-Party Mappings).
PIR 3 A BRI
* G - BRI, 1 A 82 IRIRESTEE (Create Vulnerability Map Set).
o G - YRR I RIAE, ARSI S () o WRERIE (©) , NIERE
BJE A SE, O B 1 e AR .
$I8 4 11l Add Vulnerability Map.
FIES /Ei%5E |D (Vulnerability 1D) 7 Boh i N 28 = 7 iR,
$IB6 i A\FEi%AB (Vulnerability Description).
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| smsnE
arexeans [

ST ok
* & Snort iR 1D BREFF B\ Snort 1D
* 7£ SVID BRET (SVID Mappings) 7Bt H i A IH AR IR 1D
* {£ Bugtraq i | D RS} (Bugtraq Vulnerability ID Mappings) 7Bt -F i A\ Bugtraq A7 5 .

SIE8 SR,

AR EMR
J P P 248 S UG 1) 552 v Al

B TE X 7= mhbR 5
AT LA 7 i RS R A O e 28— S AN AR 55 9 0 24 ) RE R b SURISGIBG e 3 SO FIE ™ i A )i
FLAT W PN 7“7 o 1) 2 A L (R A7 il 55 s sl ) s A P 8 S SR o Dk,
REAELEE g 0 29 Hh A R (A L 1 7% 3 R M 55 s RS Rl T AN e o il 55 s BE G g
s FRRAR o

32 B & X7 mAR 5T
R R GTCVENS IS5 s WS 21 VDB P RN R AL b, 80T AT QWU o B0 B 52 0™ i g
Jai s ARGUEAG SR L R A i (R I 1 380 A2 A L 1 45 o5 AT 190 208 ISR v R BT A R 55 4% o

\)

AR SO T T I LA, T N S (YR AT (Ui Nmap. EHUHRA L)
fieBl Firepower R4t HE) o SR1M, WAAE H EHLE A D BE T A B8 155 =T Il sy 5 B e
S it R B R W AT S, WA R EIINT, 5 =07 T IR IR SRR 78 55 15 5 S it SR A H 5
=5 IR RS R

FIENEE = S RN B2, AR A VO A5 P A 03 512 T — (M e T B 2 AN S o i e K gt
BN S, RGO Ry, DB %A N RS A it

B H e SO U, A ZOE H g SO R A1 . 0E FE SO R SR R, RGO T
LS 8 PN B A7 B T A IR 25 4% 6 T add MU A DI RE S AN EdE, IR 0, BRAEC A
IR 55 2%t AU L

B, ot A w1 Apache Tomcat Web [l 55 #% IR IR AE N Tnternal web server, MRl
N FFFEH Internal web server MUSTFIMER B Apache FIf= i Tomeat, 2R J5EE B & 1% 41
2’@, ;':Hiﬂ*/]?ﬁ Internal Web Server E@H&%ggﬁgﬁ?ﬁijﬂﬁjﬁ%ﬁiﬁﬁﬁ*E@ ApaChe Tomcat /)%/Ho

Je

Ror AR SR e T R A A AR U, AR U STD MR 4 55—l .

EL N |
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EnanE |
B seecymamenz

UK

FEB1 LR > ARNES.

$IB2  SHBENTERE (Custom Product Mappings)

$I®3 il Create Custom Product Mapping List.

$IBA MABENTMmRETFIRZFR (Custom Product Mapping List Name).

LS AR EF S (Add Vendor String).

$IB6 (AEREFAE (Vendor String) FBH, B AHERFT TR, R TR B AR S ) T B £ 8 7 A
B N o

MR (Vendor) FHiFIZe, 1EPEBEmuR (AN R .

M= (Product) FHIFIR, JEREEEMLR ¥ 5 o

AR (Add), DL CUBIUR 0 08 7 5 B s i 515K

B, (ELEER, EREE 4R 8, HBIMAIHLRN AT R A I 2 51K
M R%F (Save).

oY TR |
N S

A \
N S
(—]

kS Sk SF SR
S8 N8 N8 S8 B

Pt
S
- == O 0 ~

—

T—5Htta
YO ST U RO IR AT R, TS BT RIRE T 1 S0 S 5 16 T

A8 H E X mBRET 5 5R
AT ST 5 S ST, TV BRS84S BT 4 R

UK

S LR > M ARENEE.
FIE2 pith BENXF MBS (Custom Product Mappings).
SB3 AUhEYg R U PR S5 R () .
MR RRE (©) , WERYIECE B T, BE A 18 SO & AU .

FIR 4 S HIRIATE S, el [ e M, 515 TR TR,
HIES A, i Save.

IR B E X mBR st
AT Y P BRA TR 5 SO ST 513 . W [ SO SIS, %811 R
YL PR BT A A R BN R A R O, e R S A R B, ST R A T A
SONGH
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LI

maznmrzrs ]

UK
WPER MG > N AR .

FIE2 it BE X mBLET (Custom Product Mappings).
PR3 AU B B I 858 SO G U 512 5530 T P

WERPEAF R RO 7R, WIRWIECE 8 T, s B B SOie B B -

Bo & E A Z P im

$IES

$IE6

PE1

$IE8

FEHEANTIRE RVFIE NG — G s LB TR i RE e 58T &7 B0 i g it o i, sl LA
WA 2 LA IS M B ML, B B EALERAE R ARG (S B ARG R, 1E20 (Firepower
A LA APLFEEE)

S5 “ NN i ™ DU 20 P i s 0 21 25 B rpuC G S 508 1, ARG A REIS AT fE &
Uty o S AZIURE B BE R A BRI S A B EUE R R P . SERIXEEID IR Y JE, K iy ] R B
ALY,

2B, AT DAAEATA Ik A B ity o S 0 B0 UEIE 5 ARV 2 ity ok 5 % P it I A5 TR R IR (1)
AEAT 43 S R AT 0 2% Wit 5t 58 o Gan SR AAS O A S G R B R (gt SR e F P e s s A S
JetHSEI) , WE FZAE 1 AT AT & 7 i S L 204 w8 BE N 45 11 H b4 bk, i (Firepower 2481
BTN APl F5F5 ) H Tk

“EHUHANZ 57 (Host Input Client) 3R 7~ 15 AT OSB3 i, DRI, o SR A6 0 9 el ey
UEAD, WU 5 A 0 7 it B T AE 3

BEIERAEH TLS 1.2,

UK

PR > HM & .

sl EHEIAZE P (Host Input Client).

#i.ili Create Client.

1 Hostname B¢, S NG AT E WL 3 ) ALK 1AL FR B TP bl
R U SR AR A DNS f# AT, A TP Mtk

QB UE B ST N, 15 /- %588 (Password) 7 Bt TN 2 b

MiHRTE (Save).

THUI AR ARVF ALY ) B0 B 8307 i 11, I 7R 2 1 - IR 45 2 5 3 B i 1o A o
5 ) S 3 B UE e+

SE Bl T (2 .

FEUE B SO ORAT 22 % P i T SSL/TLS S Sk ¥ H 5% .

EL N |
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. Nmap F3#%

SR T B T AR, W AT AR SR RN R IR (W)

Nmap 348

Firepower R GUIH I X W 2% L RS BEAT BB 0 TR P 2 R A3 o MRS RZEI G O, S I SX AR sl 70
ORI BAT I AT e dF A e s Ak, el BLESHH ENL, SREBGEHE R i, a0
— B IRSSSAETT I 11 _EIEAT, (HAZIRSS S AE R G 4w M S R ORI, R GEAN 2 1) P 2% ke
SHAINAT A% 55 A AR B e B, WA SR 7 ELR R ML, Tl A 00 21 i 554 ROA 7 AE

Firepower Z 455 H T M 48R R 22 4 3 A% B R T 30 F R FE T Nmap™ 5.
1 F Nmap F1H EVLN, REES:

o W 2 WK I B ) T 1 _E AR S5 N I 22 1% AU B SR IR AR SS 2 . ML & SO
LE “FI45 R (Scan Results) #5441 HiAE Lo €8 5% 41 TCP i 11 5% UDP i A 21 (14T
M55 2% . BRIATSUL RN, Nmap 393 1660 4~ TCP i 1.

1 AR GE I ZE Nmap S8R U0 52 (K5 45 8 LA O R FRIIR 45 85 3, ARG 45 4% Nimap I Ti%
I 5 51 44 TR WL 268 0 SEL R 5 2

« R, FHEUR BB 1500 CAHRAE RGRGUEAT XL, #EEERSE, IV ENRIER
GEVEIYr . oG EALIEAE RGOEAF 0 e B AE R GRS

RGNS Nmap #AF R G4 PRI 22 ] RHE A R EEE o
* NI R S5 25 AN R AT R GUR i 7 i 42 AL

s

‘L‘I‘E'\:
o R MW T AE7E ML, Nmap A GEE 45 5 I 22 M UAC & A
o L R WL R IR ML, UK S EHLIATAT Nmap F146 45 R

Je

Ron ATLSERIETT (BN, S D S BRI TE AR 3 TR ISR HEAE R A T
BARHKIN BUE1T

AR THH R Nmap BEARFITEANE B, W24 http:/insecure.org/ ¥ Nmap SCHY .

Nmap %P FZEIN
] LG Nmap #MREL 2 X Nmap FH6 K E « Nmap #MROT B/ CECSRIS P I N, $#4751817, B
ELEE BN EIET .
THER, Nmap AL RS 28 FIEAE RGEBIRE R FFAZE, HEEIZITH — N Nmap i ik, R
X4 Nmap $733 EALCATREERE RIS 25008, W) T G 2R ve B e I, BER S8BT
Nmap $2 0 FIH8AE 2R SRR 5528 55030

[ EETIETY: |
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NI T AE Nmap A & I

R 1: Nmap M RUGETR

nmap #0250 ]

Al 15t AR X 7 89 Nmap %15
FRGFAE AN | K Nmap F348 A OSBRI e NI, 888 DA Horp— ANl AP ) | A3
#iE? (Scan Which FAR A b AN ik, P AL A/ H BR AL
gj;i;fs)s (cs) From iR k0 B fRe ik (Scan Sourceand Destination Addresses), §71
R YE 1P Hohk A H bR 1P HuhE AR M 3.
* {338 E (Scan Source AddressOnly), F4 AU TP HidikAL
K FEML.
« {X33# B #RH4E (Scan Destination Address Only), 5= 441 H bk
IP Mk AR I ML
F1#257 (Scan Types) | 3£ F Nmap 2] $148 55 » TCP Syn: -ss
* TCP [ &% (TCP Syn) F-4i il LIS 3050 T4 11, o i 52 | TCP Connect: —st
HE TCP B F. Sk Il H TAE L F ML ELAREA 4, | TCPACK: -sa

AR EAEAGE I TCP i He: admin K HHAT TR UG E0E ALV 1) BLFR 1)
FHL, BARIZAT IPv6 L. W EHLAAINTE TCP Syn F14H K i%
i) Syn i, Nmap 255 %

* TCP %% (TCP Connect) *:Hﬁ'ff)ﬂ connect () /?\gfﬁ%% ’ *Tﬂ:%‘?ﬂ
EHHEAE RGNS W F FEA LA 3% LI adnin FPE
FHLERA JREEGE AR, BOEFEHIPve M4k, WInffEH “TCP
R . WG v, fEJGIEMH “TCP R (TCP Syn) HH# 11
15 U0 FH e i

* TCP ACK 4 &% ACK $dlita, i 215 St vg.

* TCP &0 (TCP Window) 141t T./E 7205 TCP ACK FiHiAH[A],
AL H T A S i ) T RIS K

* TCP Maimon F#i1# | FIN/ACK #%1H % BSD R4 R4 .

TCP Window: -su
TCP Maimon: -su

935 UDP ¥t 1 (Scan
for UDP ports)

JA PG, AT 4 UDP 3 1 DL & TCP ¥ 1. 8y, 4945 UDP i 1
AIRELLACRERT, AL, fn SARDRSE ST, VG e e T

-sU
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« JEPEFTFF (On) LAFARE S rh sty 11, AN J&4F Nmap #hRfic &
REFE e A o A R O R s 1, TR, AR
FAHEAE Nmap #MRO8C Bl A2 P48 52 1 TP kb b ffgoms 1. JX s 14
SN IR B AT H xR

 EFEIEHE (Off), ANFI37E Nmap #hROE B 2 b i o 1o 1
fE L AT LA ] Nmap 2 AR TR RGNS de i B E R A

{FAEM4TAYIHEO (Use Port From Event) 3875,  A] $948 5 51 IR 45 2% S 1k
) 5t 1 o

JEIR 30 %4 5 Nmap 35
SR PEeR s ) | S RO SC BB P I, R PR, RO | @
(Use Port From Event) | 75 fil & eIt iy 4 e i 2 038 1

. B FHRRCANA JEL (Probe
open ports for vendor
and version information)

R 55 s (H A R ARRCASAS G, Nimap 4 SR AR TR AR 55 2% ) R 5% s 4L
o R, B izikgs as B B LRI S5 4% B .

« EPEON, AR TN ERIFBE I DRSS d(E B, IS4
1 FITGAS o

* JEFEKH (Off), REEH] ALK BRI S 4 B

MNHR A S A4 | o I I, o AR T A LFRIARS I 5 48 e 5 B 1 o6 41 AL ANTE
Scan fi i L . . .
Ceroction ey 8| B GEATR N S Ve U, TR (O
o ZOANCAEAMC R L E ) B4, T ILEFRRH] (Off).
PR 474 (Fast Ja FHEE T, ANFAH amap-services SCHFHBTAII TCP i, 17 2883 |-F
Port Scan) b B, SO T HAT R R B
/var/sf/nmap/share/nmap/nmap-services H i'_l—' o I%HE%T , Z:ﬁé [7] Eif’ff
FH 3 100 5 g% O 36 Bl #043 48 7 (Port Ranges and Scan Order) £
o BV nmap-services AP B w1, i 20 HoAth i %R,
THIEFEFTH (On), AP RTAE R R FI
/var/sf/nmap/share/nmap/nmap-services H g "’" ijZ@J o
 BEHREPTA TCP % 1, I5LEPESKH (Off).
i 115 FEAIA AU | A3 H] Nmap i R T RS S0 1R o i 1 A L0 . 1R, |-
(Port Ranges and Scan | /gt [m] I FH i i 130 5 1 iR i (1 4338 (Fast Port Scan) 310 .
Order)
RN 1380 1 CASRIRCHE | 5 Az 000, ] il e 45 S A 7 s R RSCAS A IR o 0 SRR T 18 g 1 AR | s

[ EETIETY:
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nmap i35 |

Online)

TR 26 %3 B9 Nmap (&1
W5 B A3 (Service | EREE I T IR45 SRR A0 Nmap #6H3) ~—version-intensity <
Version Intensi iy
ersion Intensity) B S B R KA, R By |

=

S DT R AR PSR, A

%
KIS RYE (Detect | I HAET, TR HUAUEAE RAE(: . o
Operating S
perating SYSIem) |y s - HL AR R AR, Nmap SHTHEEBL, A ETHES: B0l

AR RANT S, VAR RGN ST At

- BEHE On, HHE AU G, U R

o TESRSEER (OFf), AKAE (I ML R R AL
BT RO | T, B R B R, 7 ARG A 0 A R AT | o
(Treat All Hosts As | 1444, #5UERE, i HLBLEET, Nmap 2 /208 EH & T 5% (Hos

Discovery Method) Fil ZE#l 4 i (515 (Host Discovery Port List) 1%

Ho

o PO FHURILE R, A8 H ARV A & L Fs AT A,
WHIEFEFTFF (On).
s B ENM KA (Host Discovery Method) F1 41 % Iifk O 513

(Host Discovery Port List) ¥ & HAT FHLARIN, FEBkL AT H
TN E Mg 4, EERSRE (Off).

EL N |
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IR tER 335z B9 Nmap i£I5
EBURBL L (Host | MG#EULISIN, 73 % H0i% D151 (Host Discovery Port List) e 81t 3 | TCP SYN: e
Discovery Method) | 1., Sk FURS A 574 LWL ERLRIE, k%, WATIHIRIT, | Top ACK: —ea
WFEIE T ENUR I 7V B A BT . UDP: -5
PRI, BT, Wil E ISR B EMAM A ES (Treat All Hosts As
Online), E#HAM A% (Host Discovery Method) BEITAGENE ], A
AT ENKI.
%4 Nmap BEAT A A H FHUE S A7 Hoo AT R 77 v
 WERWCRME N, TCP SYN IEMUR A IXBCE T SYN Frid i) TCP 4
Pt IR TN BRIATEOL R, TCPSYN 4% 1 80, THVE
&, TCP SYN HHHA K AT G bl AR By 8 L Ry B Kk B4
o
* WERWCEIIE N, TCPACK MUK AR E T ACK bRk ()45 TCP %
e, JEUCNENATH]. BRIAFOL R, TCP ACK 445 1 80. 1§
HE, TCP ACK FH#EA K AT BE#E B TOIRAS B KB HL (1) By Kk k42
o
o RS I ANRTIA R Bk B 28 M 1, UDP &0 &% UDP #ifs
A, BB ENLAT . BRIAEDL T, UDP 4945 11 40125,
FHUR I 1515 FRELEPAT ENURILINT B B e S L2103, HIZ SR8t . FHURIT7 30 1 412
(Host Discovery Port
List)
ERIA NSE A (Default | J7 HIGIET, AT LLZEATERIN Nmap BIAEE, $AT EHURILLL KRS | -sC
NSE Scripts) BRAE RGEAIRIARIN o 178 5%
https:/nmap.org/nsedoc/categories/default.html, 75 ERINHAF 2
« BEATERIA Nmap A, WIEFEFTFF (On).
o ZPEIE BN Nmap AL, HIERKH (Off).
THIARAR (Timing bVioti < m E TP (0] T P i = S i L N = 11 18 VN £ 7 N1 T 0: ro (paranoid)
Template) 1: T1 (sneaky)
2: 72 (polite)
3: 73 (normal)
4. 74 (aggressive)
5: 75 (insane)

[ EETIETY:
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L
nmap 35080 ]

Nmap 3% AN
S FENF T DR R Bt R, R B A8 ] Nmap 25 T B o] G A8 1) M 48 b, HLEf
B ENURE S . A FATAT Fa3h 4 TR, Nl IX S ) G g F I s, B ORI 75 2L
() =M LA R T

EHIE L R B iR
B Nmap B, FTAIEHRE B b AU ZE R 0L, 494 H bR @45 —A IP Hubik. CIDR sl )\ 7
FATIP MhhEYE R TP Mok Y s EA G0 1P HhhksVa AR, DLk B G ENL LR,
Al PR 7 A E H b
« X}F IPv6 EHL:
* VI TPve Huhil: (514 2001 :DB8:1::178:ABCD)

o XFF IPv4 ML
< FERAE TP HihE (I, 192.168.1.101) B IP HUhEAIER (HIE S sl kBRI
* £l CIDR F/Rikif) IP #uhikHe C(fil1, 192.168.1.0/24 141 192.168.1.1 A1 192.168.1.254
(&) Z I 254 &N
o A\ E R 0k TP HuhEYE L (10, 192.168.0-255.1-254 FH 192.168.x.x iz [H
W T A b, (HLL .0 F1 255 &5 )R 1 HhEBR AR

o A HE A P Mk JE I (I, 192.168.1.1 - 192.168.1.5 FIHEAE 192.168.1.1 Al
192.168.1.5 (&) Z AN G EMD
o MuhkERVE AR, FESEAEREEIT (BN, 192.168.1.0/24, 194.168.1.0/24 34

192.168.1.1 F11 192.168.1.254 (&) Z[AfF) 254 & EHL, LUK 194.168.1.1 Fil 194.168.1.254
(&) Z IR 254 & EHD

Nmap F94fi (1 BA 1 H AR 5 REVEVUNIRAE RS BN ARV IR S5 251K EHL, 5%
HRALAE S ERIN B TN 5 ICHE, Nmap S5 RABEAINBIAAZAE T B2 MU h AL R 2%

Ui

B * Nmap S 155 2 A AT R G ARG ORFF AR, ELBIROEAT ) A Nmap 3148 0 1k WisRvt-&i
A Nmap AR EHL, i W14,

© WER N 28 WU IR AL, K5 Z AT Nmap F1H5 471
< BRI A BRI RS B bR o 3] Nmap 4580488 T8 8050 2w 1 LT it

| EL N |
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B =5 5 Nmap iRk miRER S

EIRE Yim AT

]k OB AR B AR B R fim 1. AT LLFR E AN S S L e R A S
Fu VG, RN M AEREAS H ks B ORS it 1 4R .

BRI, Nmap F368 TCP S5 11 1 £255 11 10240 200 R F RIREs M BOT A/ S BEBGR b g wi v, ) v fafi
AN A i S ST 37 (R AL TR 5 s 1 o 00 SR 42 T 3B AT R R ok RN RO S T AT 45 BLis
AT, B, AN R B SR 10, ] A Atk s 1 3 T s R L A . AT R
{E nmap-services CAFH A H I TCP ¥ I, W& HAhSG & . B TCP g L4, &4 UDP i
Ho iR, H#UDPH O A fE L ECREINT, BRI, Gnspes i, 1w oo ko . ks
0 A o i 1 i IS R, 375 T Nimap S 090 5525 R 590 i 11

WEEN A IE

FETTAE ENLM S D200, AT AT BN, 8, B RIE R T EH LR
oo WIRLEFEAKE A LN AEL, WIMTE SR M BNV %, WREHE, B E AT
KU RE P L8R BB BE T8 i AR IR AT R G 55 35 s e DU
Sk 1 (R N E EA L G s HoaT o R AT NV B EHUA AT, Nmap WA % 341
bR,

7 Bl: {£ /M Nmap fEHT R FIRIER S

TR A TR AR SR RS Nmap L& . 7 5% Nmap BCE K528, 55 # 4 H Nmap
I, 226 UL,

IR ARG E M2 EEHUERAERSE W AT Nmap T804 101, Nmap 4 FE L 43k
W B T REMIIR AT R AT VP ARG, BRI PP St i R AR RGO BNLERAE R ST il

A Nmap [F5FT EHURHIERAE R GRS 845 2, S5 R0 C i LR s 2T 1R g
W RAE ] Nmap K HLRGEbRd A A R EI B R TN EHURIE RGNS 2 80 R 48, fith
VRREMS VUMM AR AL R)a, ATARIEH P BBV B ARG R ZREW I Nmap
A, KRGS CANME BN EIEAT 3R R GUOCEE . Rl e A€ IREL ANl 28 =
K (I, Nmap) FAFFSESE, B4 A2 AREURVF R GRS I THURATE RGO 1% T BT .

TEARMS T, ok
1 FCEFRESEE], RN Nmap FH550] , 55 27 5P ATk,
2. fFEHILLT % E A8 Nmap #hRL:
* JAH UsePort From Event, RJ 414557 IR 55 25 AH G 13 H
o MR 1E B % (Detect Operating System), Akl LI HAE RGeS H .

o JE R FF A O UL T #8) R FORE AN 1S & (Probe open ports for vendor and version
information), WIAGIIARSS ) RS FIRRAAE B

s AR M hEL (Treat All Hostsas Online), X4 EL40i% EHIAEAE

3. BUEEAE RGN B AT REN ARG BN AR A R IR o ZNINAE R S R B HE
HERMERREE EER HAT G LU T &M F il : BRIERGERFRRE.

[ EETIETY:
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;1A Nmap iR [

(lfcSARRPSESIWIPNIPSr

FERIRSRME A5 55 2 A0 P B ) Nmap AMRCVE A w0 W78 I 2255 3 20 v G A o
P RIS

TR B AL, SR R B E 5, R L L

TR, ARG ORHRRN AL A e T AR AL AN B R E R ST Nmap £ 2R, i R 45
FR RGO R U E

R ACBUAR N ERATE RS Nmap 58 F K EHL, 35 0 e — & BN A REL I ER
BIARKKIZRABLEHL

AXERM

B4 Nmap #hEC, 265 30 72
Nmap F13i45 8, 26 33 10
HE Al e RS, ER 6 L

5. {EF Nmap lERZET £

BEIRBIA G & 20558 LU H M R () Nmap Bl & . 5 5% Nmap BCE 1523889, 1S5 P Nmap
i, 5526 1.

ARG T WAL I B AT RER AR BB LN, BRI REARHIZ N, AR SRIGZ AU A

fFE.
BSE R ERAE, T OUARIEOE OGRS, 21 R IR ENLR TR I, IF R SRR Z AL
AT Nmap F14 .

AL, KT BT A

1.

2.

RCE SR, WS IN Nmap 53855501, 58 27 SOh iR,
R BL T v B A1 Nmap #hRL:
* JAH UsePort From Event, R4 15 87 IR 55 45 AH G (13 1
o M2 E & % (Detect Operating System), aJ kil EHLHIHEAE RSG5 E .

o o TR FF AR O UL T #R) M FIAR AN 1S 2 (Probe open portsfor vendor and version
information), TR ARSS %) B RIRRCAAS B

s PSR 4 AL (Treat All Hostsas Online), P C41% EHIAEAE .
O 2 RGEAERR E TP BRI S AL Ak A AR IR o SR S A A A & BB T AG ) 2 36
E B -
5 SR I U PR IR SR
TERIBESRNES , FAE LLET A SR 6 2 K Nmap #hROFE A i s 2= 7E 55 3 25 b Gt gl .
PRI
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. &8 Nmap $33%

7. R BUBT EHLIE SN, R B E SO, DA Nmap 4845 ROFiR oad M 1% EALKAR
(R RIEE
Wom s e, W LUE W A AN RCIRAILE (924 > KBK > R3S IAEARUA I R, 4 sh 2
FAH AR 24 A 475 DA IR 25 @ Ao 00 T 4 2P =LA TP Mk M4 Nmap A5:00 21 i A R SE AN IR 55
&, BEXLE TN LN E SO, S LR S A AE R ER A IR T o
A\
AR W KBS A RS, H AU T AR S, TIEIE A A AR AT Y . BT B A, e

G Nmap F10a NS R B FE . SIER, WAME Nmap R8T EHURERAE R G IR 55
FHE R Wt AU RD SRl SN 2B AT R M

HXER
B4 Nmap #MRC, 26 30 1L

=12 Nmap F33#4
AR Nmap F4li, F/D UL E — Nmap F3 5L F F1—A Nmap #hR. Z5ACE Nmap 44 H
Frn] LLEF .
puK

SIE1 B E Nmap 94 -

* WIS N Nmap $14#5561 , 25 27 TR ATIA, %8I0 Nmap F145 5541
o WA Nmap #h, 25 30 i TR, A% Nmap #h.
o 80, T BLAnYS i Nmap 948 H A , 56 28 sUH Ik, ¥ Nmap 4945 H Ax .

% 2 i£1T Nmap F1H :

* QNIZATH S Nmap $14 , 5 33 WP T, 12175 Nmap F1#i.
* {1 {Cisco Secure Firewall Management Center & #{5 /) fINmap 145 Bt irik, FCE A3)

Nmap 4
* 41 {Cisco Secure Firewall Management Center & ¥ $554) AJZHE Nmap FIfEiH ik, ZHEB3)
Nmap i,

T—F Mt 4

s EEHEMIATS, W IELEHAT R Nmap $##; 1524 (Cisco Secure Firewall Management
Center FHFEM) THIEEESHE.

o B, R DA
o Wng%E Nmap S50 , 55 28 TUR TR, 4 Nmap 49455541 o

[ EETIETY: |
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| =snE

/i Nmap 133

JJ:qu 6

TIE7

s Nmap 133561 I}

* Wgw4E Nmap F145 H AR , 2 29 U ATIAR, 4% Nmap 145 H .
o %%t Nmap #MC, 55 32 TP ITIR, 4% Nmap $M

451

] A B FH A9 X 25 U T R RS Nimap A5EER 5 &7 IR 5261 . W24 Cisco Secure Firewall
Management Center [ [ AHE Nmap £ DL B T FRIs AT F 5 (AT A0 1 £ e B A sl . R
NS5 RAGLAAETE 0 b, nIEX R E R, B N & isr . APk Esbel
R OCEATESS L, RIS R AL 5, FR AN B IE S R AL

ANBETS TN A48 FR-5 AT AT 43 40 5 81 A [ PR 48 S 481«

FEZHHE T, RS WoE Sk b QU RS, T LU L T R . R G004 R Efl
Seslrb B R SED], BANTT LN LA T i . S G AR R B4 SE ], T VI R 1%

A FH LA RAT P75 Ui 7] Nmap $13# 55461051 3K«
 EPRREE > 1R1E > 6.
o EPETRRE > 1R1E > AR
IR @
o WSIE L FIRS—Rh AV AR, TEHRE] WS INETSEE]” (Add a New Instance) #54r, M Nz
IR LR “Nmap #M” (Nmap Remediation) B3, 4K )5 sk mm (Add).
o St FIREE TRh TRV A, 1 A AR Nmap 35 (Add Nmap I nstance) .
i NSEf5) 4 #R (Instance Name).
H N\ BB (Description).
i, FEFRAEN (Exempted hosts) B, il LN IEVATR 2 AT 4aAS AL H A3 se 14
(1) FEHLER ) 265 <
o X} IPv6 AL, KEHAK) IP Hudik (441, 2001:DB8::fedd:eefs)

« XFF IPv4 ML, RSB TP Hubl (1, 192.168.1.101) B CIDR FRoRyL M IP HuhibBe (4
G, 192.168.1.0/24 ¥ 192.168.1.1 Fll 192.168.1.254 [&] Z[AIH) 254 & FHL)

IR, AR (1) e bk .
iR TR AR PR A4 PR 4 R I E MLV I B AR, IZE R AIEAT
i, BN A AR E B T, T EIEFR g & &R (Remote Device Name) ‘7Bt
WA TP bR A FR, RN e & W rE & B0y Web i 124 “15 87 (Information) T [HIH .

mT I
RGeS pl)a, LA i m S

EL N |



ENgHiE |
B 56 Nmap s

WIE8 B, FF Nmap tMRURSINEISLE] . Ak, HHKBLGIH “ CRCE M (Configured Remediations)
g5, R (Add), RJEOIEANRG,  anf it Nmap #hEC, 2B 30 TUHR TR

PRI ridiBUH (Cancel), &[MISLHIZF

AR R $3 1532 FF (Scanners) Vi 1] Nmap L1513, REEA S BRI L6l
ErRAR AU A I 2B . A MRS AN SE B, 3 S4B (1 nstances) i
FRIETRYT 1] 14

%%%8 Nmap 353K

GRS, TTULAE . AR ER 5 S B OCIRAN R, AN FRAEAE ] Nmap $14 524 b 1A
(¥ Nmap BN, 5 IER 2% Nmap FH88S261 . AR, QORINBRFIH LB, LR MR A8 2% S 1
FEATHMRL

FELZHHE T, RS WoRE iRk QU RG], T LU BT iR . R Etb e onfefl
Sl QIR AR S, AT LU I AT i . A R AR AR AR S, S D A
Ik

g2

T I L AL — M7 0] Nmap 474552451 41 3% -

o IEFERRE > R4 > LB,
o IEPEOREE > 1RIE > AR

P2 GRS, AUl E () .

SIE3 S B E AT G WA N Nmap £ 5501, 25 27 sl Tk .
FE A4 SHRTE (Save).

1B 5 it Done.

T—%#ita
o B, REBrAMBOR INB RG] W20 B0 Nmap 4, 55 30 1
o W, GRS SEBIOCHRIANRG 2 U G4 Nmap #MEC, 5 32 0T
o B, MIER S SEBISCERI ARG TSI T4 Nmap 4794 , 28 33 1T,

o R, RS E ARSI B (WD SRR S
0 Nmap 3348 B#5

FC B Nmap BIUUN, TG GRAE H AR, B3 ARLE AT 4% 7 BRINOE $9 48 A D 4940 H AR 9 3241
Al 11, AT S B R B At F bm o 43990 ARG AE el 4L 1P stuhik, AR — Bl

[ EETIETY:



| #snE
gig Nmap 1335 845 I}

& FHL BRI . AT Nmap HAxr, #0481 Nmap J\A7 755 y@ -0k 1P HudikJa Bl . 45 9¢ Nmap

J\LE Y S HE A5 S, 152 54 http://insecure.org L[] Nmap 3CFY .

TR
o PSR ENUFR B AR T RET B K I 0] VR — R, RRAERELE 6L,
* Nmap #1155 25 FERAE REEAIG IR EFAL, HRNEEZAT 5 — A Nmap #3401k w5tk
ffF] Nmap K44 EHL, 15 & 4 SR 28 Wi o BR =0, B 25 FAEAT Nmap
EHEE N
s AEZEGE T, RAES WoRTE A HTEh G A B AR, BT O L TR . REE R BN
RSB P B R B AR, AT DI B T4 . S E Mg R 44 B bs, 1F
DI %38

UK

LB EPERE > BE > ARIERF.

$IE2 FTHF L, i Targets.

#1835l Create Scan Target.

LIE 4 AR (Name) B, BT b H H AR 2K

PS5 11 IPSERE (IP Range) SCAME T, i i Nmap FHHEN] , 25 23 GUrh Ik 10 15 4 s E ) — Ak
EZOEVIN
R WA B ERrh i) 1P stk BGE A R R 5, MIGRAE HARI, 12 5K 4k

o

i

H

<

HIR6 7Eim O (Ports) B, FeE B 1
Al 1 3] 65535 HI{E SN DL AT R0

=

o i H 5

* 1255 73 b 135 1 912K

PR HRTF (Save).

‘%48 Nmap 1345 B iR
Je

Ror ARV AN R T TP Mk, EUR A TP Hbh O I E HAR, 0T AR AR AR AR B A4l
Hbx, DTS S T8 bR Ik 13 S S

| EL N |
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ENgHiE |

URAS AR AR H AR R IR H AR

FEZHHE T, RGOS WonE kb QU IR H AR, T LU LB T R . R G004 R Efl
Sesl b B RIS H AR, AN LN I AT g . S A Mg R 430 H s, 1 VI = i%
1

UK

LR LPERRE > 1RIE > FHEF.
FIE2 FTHF L, i Targets.
SB3 Ah g H RS IAN g (4 .

UL ERRE (©) , NIRPIECE 8 TG, sl BRA B il E M.
$B 4 BN ARERE R, B IN Nmap 1945 Hbr , 55 28 1L,
SIS AR,

HYR6 o, Wb BRI BB (W) SRMMBRA H

€172 Nmap M

Nmap M AT BUE RS S AN 2B Nmap 8L BB . #hRoE LT AN BEE . e AR
RS AW LY L 4% 5 0a AT BAESR E IN TR 45 TIOE AR 551817

Nmap $E IR 55 2 AERATE RS E REFAAE, HRIEAT 5 — A Nmap 439450 1. 28R ]
Nmap KA ENL, 1@ A2 H 1. RS Pk BB, o FEAE ] Nmap $14845 3

9% Nmap DIREM— (5 &, 1524 http://insecure.org - [¥] Nmap SC#Y .

FEL2ET, RY BoRE AT U3 1) Nmap MR, ST oG T4l . ARGk 2 BoReE
HAES A ) Nmap AN AN AT DO LA g . BEA A MG AR 19 Nimap MR 15 )
e 1Z38

FIEZ Bl
o WIS Nmap $1355261 , 28 27 JOR A&, %500 Nmap $3315 5241

UK

P PR > B4E > .

W2 AUHEIR AR S A RE (O

$E3 A “CRCEANEC (Configured Remediations) #47, sSidiidxan (Add).
PIEA  HAKMETR (Remediation Name).

$£IE5 4 Ai%EE (Description).

[ EETIETY:
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| =snE

W

Qe

S8 S

00 ~

ez Nmap 138 [

U SRS FH AR A R AR N A SRR AT T AN A B SRIBR RO, TR TG B AR

4 BN Hb 1k 2 (Scan Which Address(es) From Event?) 1,

N T ST RIS FH St R 8 R A R TS Bl AL N A I ik A () ST, BRI VO
T AR ARG RS B N 1P Mk JGRR R E .

pE s THIION T W A E E ST A A AR AR A I fl e B IR DU TTT 73 P Nmap P

& F 35288 (Scan Type) i,
B#, BT TCP i, JEE1H UDP 3 11, 1% %3348 UDP 3% K (Scan for UDP ports) EIUEFEFF
/2 (On).

1B UDP ity A$ LE TCP v 1114148 75 B8 22 s (). BN, TE 25 bk,

LSRRI FH R Roman OGS ms i S s, T E R B 95w O (Use Port From Event) i
it o

TSRS A R S IR SR o e A, IR A AT IS AT AN 5 | A I A () a5 38 A T 44,
T CE MRS 4851 224348 (Scan from reporting detection engine) £

fic &R iE i O F3$ (Fast Port Scan) i3

{ri% OSEE #1334 )RF (Port Rangesand Scan Order) ‘7B, i NZAEBR AT B A ] Nmap Ui 1
FUYETEE A B AR (MR 4141 1 o

IRy S

« fREM 1 31 65535 M1

o i FHE AR W 1Y
¥4 TCP F1 UDP &% I, DL T 4B B340 %) TCP ¥ £ 1 IT, UL U /Eh UDP i %1%
1) FF- ity o

pE JA BN R A B OGBS B S FAE N, (SR A 93w O (Use Port From Event) JET50K:
Bl RCE, W 8 D pTik.

il

BLEAH UDP J i W 1 53 A 111, SRJE44E TCP & W 11 21-25, &I v:s3,111,T:21-25.
BN I UL T RS54 ) RIAIRRCAAS S, VTG BRI FF s O AR B B2 i A AR AN (5 2 (Probe
open portsfor vendor and version information).

LRI s 11, 15 IBR S MUASSE B (Service Version Intensity) 7413 ik — 407,
BCEAT ] I ERET B i

BHRRAE RGME R, WAL ERNIRIER S (Detect Operating System) X &

B E RIS KA, AUV o] o s AT o 4, ISR E ST EVA AL (Treat
All Hosts As Online).

BICE A S Nmap 7R N PR 0077, N ENEZB A 7% (Host Discovery Method) T
£ ]I AV S S L VRN

EL N |



ENgHiE |
B 56 nmap s

SR8 W EAE EHUR IS R R B e o A3, 1EAE E L BiE %1% (Host Discovery Port List) 7
Bty NOE A5 Bk E LRI i 1A%, RE SRR IT .

$IR19 FLEBKIA NSE BIZK (Default NSE Scripts) 25T, #2248 F BRI Nmap JIAR G347 LA L A
MR55 8% A RGN &I .

2R %2 4 http:/nmap.org/nsedoc/categories/default.html, FRECERIABEIA 52 .

HE20  BECE SRR AR, 3 W EHERR (Timing Template) #7414 th ik 56 B S0 5
PG SO, TR, IR AT MR R g S, HEAS,  FHEA
$EN Lkt
RGO TEANRUG, Egni b R .
$IB22  Adi5ER (Done) LU B¢ 5241 .
$E23 SHE (OK) BUR A S 512 .

HxEH
Nmap #MROED , 25 18 17T
%48 Nmap %M

X} Nmap £ B8 oA S 52 ELE AT I . BB AR R — IR IR B R, MR AN T
T Nmap 4N

FELWET, RYa TR Y G021 Nmap M, BT Lo Sl 7 4niE . RE0E 2 BoRTE
LGS QU ) Nmap AMEG - BANAT DO FLEAT iR . BEA A MG AR R 19 Nimap MR 15D
Bz

UK

S AT LD R M7 10 Nmap 45145 55451 41 3% -
© EPEIREE > $R1E > LHI.
o IEPEORES > 1RIE > AR
P2 Uy ZEG AR
o WERTERL EREE RO AU ISR, B A ARSI S 1 B (O, SRJEAEEAE TR E AN
K7 BB b G A AR5 U A AR
o WURAE EIREE ARV RBR, U s AR A ROL T SE (O
HR3 MR EIAT B, WA Nmap #hEC, 5 30 T TIA
TR A WERERAF L TR RTF (Save), B WEREAGRAFI FLEIR Y, i Ridi SE A (Done).

H®S o, TN MR (WD SRMIBR ML

[ EETIETY:
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EZETY
#5745 Nmap 1354 ]

A

IE 17125 Nmap 1335
A AE R BN A 8h 3T Namp $94 . 0] DAE T Fy A B3 TP Huhb Aoy O el 2 @8 S f A H#H
bR, FRE T HER
Nmap $E (IR 55 28 A RGBT R FEAAL, B REEZAT 5 — A Nmap 4 1. W vk
Nmap RN, & EWZHFH . R AR I ER =L, B ST Nmap FIHE45 R
FIEZHI

o 50, WSIN Nmap H346 HA5; 1S BIAI0 Nmap 3 H AR, 5 28 1L,

UK

SRR LR > B4E > AEERF.

S8 2 R TRATHHE Nmap #h 855, ik 333 (7P

FEI ok, B O RFHR B AR T, 5 W\ BR1FERY B R (Saved Targets) R 7413 Pk H
b, AR5 st inE (Load).

IR 4 {5 1P 5 (1P Rangels]) R, $8it S s ok MBI i E LI TP St

o XA IPvA Hihb AL, TR 2 1P Mk, FE SR IF, 305 CIDR F£oRik. tnl7Ee
1P b HEF AR DS (1), 155 1P k.

* XTI IPve HUhE ML, WA ARG WA TP dhhik. ANSCRFMIETE .
FIRS frim 0 (Ports) 7B, i€ EHH 105 18U S ki g1 .
AN AN 5 RS B AR iy 11 1) sl P e B P i 115 Y T

HIE6 E LI E T, 18 (Domain) 7 BUs & EAHA TR 12 ik
FB 7T s55f Scan Now.

T—5Hit 4

o B, WMEATSIRA; W30 (Cisco Secure Firewall Management Center 5 ¥Li5 ) H i & F
T4 B

Nmap A& R

T DU EAE AT I Nmap $14, S A SEHTE IS Firepower 22T (34 1K 45 R B4 AL Firepower
RGHMATINER, LLRAEF M4 R .

| EL N |
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B =z ass

ENSHE |

RET AR D 5 T PR S DU R AR A R (R A HE Nmap -G , R F 25046 XML A%
3 Nmap 45 5301

T8I AT AE FEHLEC B SCPE RN 25 WL b 25 7 B Nimap #0000 21 8 0E R RIRS 2545 8o WU E N6
h e e oG T IR IR S5 S AR OIS A0 R, B G R A RSO OV S A R E R G R
55 2538 3 AR S, EHUAC B SO 2R X 245 NN “Nmap F14545 7 (Nmap Scan Results)

I1e

EZE Nmap LR

) Nmap F1#5E 5, nTAAE 41K,

AT DU P e (A SRR Sl R o S8 T 148 5 SR 7 30 11 D B 4 B A5 P ) AR
Ao FIAEITIUE U ARG AE, b AR s R o el Qe B e SCTARGR AR, Bt
LRE RN RIS

TEZAE D, v LLE R O] 5 AR B . ASBE AT e 20 PR el e ) 283 A 28
T 7E http://insecure.org |- F % Nmap 25, I Nmap 1.01 DTD &5F.
EAE BRI A R

i

SRR JEFERRE > B4E > AEERF.
T2 A THME, R34 R (Scan Results).
PR3 ATLL N IET ] L FE

IR YER], Wl (Cisco Secure Firewall Management Center & F¥5 7 ) ) i 2F I [a) B 1 By

o BUFHIAFRIN TARGURE, Q4 A e CTAEREE, W6 1% TAERE AR S i (switch workflows) .

s BHAEEENMEE P CEREM AR, E SRR NEE.

o BRAFHR S R SCH I EIA, DUETEAE ] SCAR g 4% h 25 5 J5iah XML A, g Rtk 5%
R T8 (Download).

o BONFSE WHET, W ybR . BRI T A bR DA FEHER T -

« BRI SORIOB, IFEEBRIO PRI K (OC) o FERIRIBE D, G Apply.

BR BRI s A A, I SRS BRIV I HE, SRS SRR (Apply). B E
ARV IR E U T T Sk T R RIS, AR E T B 2R
(Disabled Columns) 14144 F5 o

o B TR B TAERMB P N — A0k, 1EZ M (Cisco Secure Firewall Management Center P
Far) T AL AT ) BT

o TIECE RSN, 1 S TR R TR (Scanners) I 2[5 # Nmap 4, % 26

s

o BUE TAERAE TR 2 N AE S TAERRE DU 2 8] 700, W52 (Cisco Secure Firewall Management
Center FHFER) I TAERRE DU AT T H .

[ EETIETY:
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| =nsnE
nmap st 25 ]

o B MEHAB T LUVAEE G FAE, 15 BEZE (Jumpto) FHI8IZR k£ 2 A A i AL
B 5K o
o SRR R, AN T B AR R AT

X ER
Nmap 45 R 7B, 28 35 1T

Nmap 133545 R ¥ F
JEAT Nmap FIH6I, 5L 0 ZEROR I PSS e R RN ER T I e T DA R R

7B
%2 ARERTR
FE 15t B (Description)
TFAR ] 1] A2 A SR () T 4 H AT )
gl A (] A e IR ) 45 IR SR ]
Hbx AR R FE I H ARG TP Mokl (BRFEHNLL, Wik DNS f#fT e
BHD .
F13i25 %Y (Scan Type) BEASE Nmap, B ST HE TR, $5H A A R
CES)
AR (Scan Mode) Az A R A A
* On Demand - >R FZ T4 R
* 9N - RAARRG FHWEIR, MESA FHEPOmgR.
* Bi# (scheduled) - K FAEATUEAFSSBAT I 25 R «
ERPR ERETNEE
Ik T E PR B T 2 R E .
S Nmap H4ER

&R LA NTE Firepower RZEAMAAT 1) Nmap F14 T B2 1) XML £ 530 B83E il U3 NS
Firepower 24t N XML 4550 30/F, SN Nmap 450, 45 R 0B 08 H XML #2, H
ST Nmap 1.01 DTD. 4 K64 Nmap 45 R (11£4015 K LA Nmap DTD HPFE4E R, 120
http://insecure.org - [¥] Nmap SC#%.

TR CATAE T AL, K5 Nmap A RERF I 45 FL B0 21 3= HLRC & S0

| EL N |
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ENSHE |
B s vmap sz

UK

W1 LIRS > RE > FAEiER.

$I22 fETHAE, i Import Results.

PR3 A2 WAE T, i (Domain) 4741 & k553 8 LY € L4703 N S5 RN AT B .
FIE 4 Al (Browse), SiE 45 k.

WIS RMA “FALER” (Import Results) WA JE, midiS AN (Import), FALRE.

[ EETIETY:



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



