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o WBEHERR . A5 10 T

s KT WAEH, 147

ESPA T RE

BE AP KGR Ly SR AL MR T 540
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BT LA an DU & A5
* Firepower 1000 %%
* Firepower 2100 5%
* Secure Firewall 3100 %41
* Firepower 4100 3%
* Firepower 9300 3%
* ISA 3000

* fE#)Secure Firewall Threat Defense

X FEERER RS
AT KB B FATSCRE RN e IR S5t

o WEKWMFIBITHAS 7.0.3 8% 7.2.0 DL ERA . BEAF A LR R = fh e s th, 20
{Cisco Secure Firewall Threat Defense A EFRETY A THETEL(E B .
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o FOE Dy i B PR AT AU BRI A . AR ZHT, B W REC Bk, BATBERE R X
ERGIE S i) & P OUIRY ST BUSTBUR AL 3/ VLI S E- P & WA P a8

\}

AR WURGOK FDM B R B AN 2SS B KBS B Ly, TG A

\)

B BLAS R PR

o AR R B
R T MRS ST MDD B, T LR A U AT S EL, 4730
AV B % A R A 51 5

AR RSB BT B AR KB L B R A DL IS L
o WIRAE M AHE G0y BE Secure Firewall Threat Defense 4 258 FE 25 TR 2 LA AT AT
PRI K B b, DU B8 1 B O PR B i ok A b A 8 rp o CCE A AT SRS o
o WIS g N A B IEFB R A AAT I KBS By, MRZ B AR R B I 2 AL &
K2 HURWS
R IE B R AT A AE PR B, RSP CLI A4 4 show managers i
PNGZE

TAAT BT KBS B SCRFEU R N ik

o ffTH CLI VEMFEPHARN B A - AT HERA B . RS EoE i & n) 7
o SRR Al O IOE B ES - X ARAE B ERATHIAG Ve as e i) T | e AT BN . 1BTE
B, WA FF Firepower 1000, Firepower 2100 EY Secure Firewall 3100 4% .

\}

AR JROR 7.0.3 AN SCRHR R AC .

o I A SRR - BN CHIIATCE P4 5 B WAL, IR T7 AN SCHF Firepower 1000
Firepower 2100 5 Secure Firewall 3100 ¥ 45 o

\)

AR RR 7.0.3 ASCRHEAF SIS BN
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R EFHN TRZTHB KIS E R R OB RTR 514

B THE PR & FIZ 5K

R BN 2B BT S BRI, 3R LA R
© B WIEAT 7.0.3 RAEL 7.2 SR ARAC . AT SREN AT 7.2 s R ARA .
* AT B BRI SDC KRN BL% .

o AT UL I ITRS FTD 22 A2 A B KA B SIS iy A M K S e B o A5 B
HA X AEIER AT, S S SE AR AL T IEHARES .

o VAL E DA B HL ol 04 B A BN B A RE AT 41 S AR B AR IC ik A AT
o IR T A PO B, 0T LUK IR A BN BT B AT B KR B L o 3T
PR BALATIUAT SN 5, 10 B AT B S B R 2 MR M A0 5. AT KT
TS K FTD IT8 2 2 AT B KA B A

o WURBE B AT B BV B, TR AR B N TG TN AT R BEVFATIE . R4
DI T v A B, DRV R AR R OR P BEVR AT

© WERBEZHTERN T il e i Bl s BB, JF AN CDO A IER T i e, DMEE RN LIt
TR, ) b7 LRI R e K v e B s VEME R 2 2RSS ACH . TSI (Firepower
ANIER} SecureX BUPpmi AR R ) R U ) LA iR AT AT H T B

Je

R KB TN B 2RI B e SoMRAILE b S 04 S A 4ty
B AU B A 0 E AT OB, T LU B R RS IO AR B AP
KL W20 A FTD SR8 2 AT AT

P % 5K

FEBNBR AT, TR LT 3 1 BAT SRR st U AU . AfA Fevr i B BL R . 2Rl
(EERE P SN, e et I N

)

AR ICIEAE CDO UI e B I 285 1. SR Z00 1 1 4% (1) SSH. K JE HTaX 2635 11

R LREROEK

im0 hisl/Th g HAER
443/tep HTTPS FIERHZIOR A LI R 58 o
443 HTTPS 5 AMP = (A JLERAE) M
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1| Hisl/Th g HFHER

8305/tcp WA A 0 [F] 02 I 1 % 2 [R) 224t
AT .

EEMEEZENO

PR TS AR 26 O IERANE B4 B sl #2111

FAER A PR E B EIE RO, 1§52 5# ] CLI 58K Secure Firewall Threat Defense %45 #J 46T
Ho

{EF CLI ;A= 4 ﬁ)\iﬁ%
{8 LN R CLI 380 =ASAT M KRS oDy BN 5 o
\Y

AR WURE B T B A B O B, WA BRI T LU A B O R %O
D9 BAT SR SO BRI AR B BN, BT U B I FOR BT SRS RN 5. AT SCTEARAS B, 1
Z P FTD ITH B 248 Bl KRR B O

| B

BEEFRW &0 LI Cisco Secure Firewall ML # 25 5 FXOS CLI KA CDO L& (L2 4 BB 1%
%o

FHIa Z Al
FEFANBS AT, 5516 5E L MRS
© SN R AT I K A B AL

o HAIA A CLI B Ol Ih5eill. BRIEHMER, WS i1 CLI 584 Secure Firewall Threat
Defense B4 HI UG T &

* AN B LT, AR RTRACEAR S AT XTEAER, WS CREA ERIBTE R 25 i
AT B K B R L RS PR K A B A PR R B N AT B B B R 1
HIBRAAE”

o Af LK B E N 1 Secure Firewall ¢ #545 BE#% iE 47 A PR EL A H Cisco Secure Firewall
Management Center 1T ZGFEE 2 .

o WARIBATIA 7.0.3 B8 7.2.0 LA BB = fBUAS o
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| % FTD N E3 B A SRR D
fem e simEaaes ]

UK

P11 ¥k CDO.

$®B2  ASHEKST, SdRER (Inventory) , SRJE s NS A .

PIB|3  piddi FTD B,

P4 1 EEEXT, MG FTD .

g EEIBER (Management Mode) FiEFE FTD , BB o A% ] 2 B (RS FROF 6 S48 1 5
Fro BREZDRCESS, Pradifa il E sy EmE . BANRAIG, B0 Bl T .

I R B 345 M Secure Firewall 4B i 2s (5B, 1H1E£ FDM 3304 4 3T
BN FDM & B WA IBATIRARRA 6.6+ DL T MR VE4NE o

Il

$£B5  EFERE CLI SEME4A (Use CLI Registration Key) 15 # A Jj ik,

L6 (W FAMR FRTMARELIR, REsid T—5.

WD ARG IR, AT N R Rk B A BN 5 R U7 Il P T S o SRR g, 1
2RI\ 7 a4 # 5k & (Default Access Control Policy).

LIRS IR RN YR IR B . R BN BRI A, MIDAZIUN T s b B %
RITERED -

IR EFEENH TRV T8

HIR10 CDO ff WA S i 4o A SSH BRI LN ¥ . LU “admin” B AT R S58 2E 5L AL
BRI B 65k, TR REANTE I BHF R AR G 31 B 46 1) CLL
EE: 5T Firepower 1000, Firepower 2100, ISA 3000 Fl1 threat defense virtual ¥ £, #1715 %)
SSHIEHE I UL admin ¥k o BN M4, FEAERRAT IR R G 215 % (1) CLL AL h . 75 CLI
o, BINY SERGTEN . AR R e ART B R LA, TR 2 (Yes) AL

LN (L CDO HA T i T—% (Next) -
$E12 (AR HERARIERE, DLFEBIXEE (Inventory) TUHIBHTHEF I8 . MIAGREE, RIGEFEH

S . PR AEBIAR I CDOJE N 234

T—2 M4
Ew& G, WES (Inventory) T E L WINIZN B4, ARG EREAT T4 U (1 B 12
(Management) %% T 41t IAFAT T . FATT9m A LS PAT BA T #24
o WRGEEATOIEE, WU A e LUy, DL E SOREE 2. ARTEAE R, 162
] A FE SER S0 T 8 245 1) 2 A A5k 7 K A S ook R B Rt 917 4 e F i 4 A

o A Rz 400 H Bl 5% (SAL) LLFE CDO # il AR - 25 S AFS0ks i #7331 Cisco Secure
Firewall Management Center LAHEAT 2220 M. A7 CTEANME B, 1EZ 0 (il H RIS A ip i 5
() 2 AT A 7 K A B o R A BT K8 P B ) o (R SR 22 4 2 Al BT A i
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B earzmnnwsies

1B AR AR BRI &

HH Firepower 1000, Firepower 2100 1 Secure Firewall 3100 ¥ 4% 0 LA IR B2 A A B 7 v RN .

FHia Z |l

FEAN AT, N CTE el 5l
« EONEIIALT R S AT B K g B A
© BRI AP, EMRE B CLI B W& BEAS Bk
© WS IEAEIZAT 7.2 SO ERCA . A 7.0.3 AR SCRAIREAR AL .
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P11 Tk CDO.

FIE2 (ESER T, SdPER (Inventory) , AR5 A S AN S 14,
WIE3 il FTD ®.

PB4 FEBEXT, ML FTD .

B8E EEIBER (Management Mode) FiEFE FTD , BORJCI:AE ] 2 BT (RS FRAF 6 Sk %
o BREEORCESL, Pradifa ksl B pEE . BN, 2T R .

U RS AT B % M Secure Firewall B4 B ds OREFEEE, 1L HE FDM JFZ [ AEATE
EHIHN FDM A5 B I8 4T AT RROA 6.6+ LL T iR R0 45 5

YIRS WA REFIS N REBZM. EHET—

HIE6 FERERE, HEEMNRERHEEEIEEE (Yes, thisnew device has never been logged into
or configured for a manager) 2.
A B 2 1T VIS BRSBTS R BEEY, IE S I A S AR, B T L.

PIRT i T—% (Next).

WIR8 (LN e B, Al Sy BRI AR B A BN o SR U I 45 SR o i ROR O SRS, U
P ERIA T B4 # SR B (Default Access Control Policy).

SRR EFEN T A M PTAVEE. ST —

T—5 i 4

fE s AL )E, WEE (Inventory) TR IEFEENIFIZ A B %, RIFEFAL TA M0 E
(Management) ik I 81 H AEfTRE I FoATTam A U HRAT LT B4«

© MAGEBATOIE, A A XTI, DOEE SO At AREAER, WS
] A SRR 0 B 8 45 £ 10 2 A AT 7 K S 7 B e Lok B BT K it ST 4 ) b f 7 1] 42
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| 4% FTD S\ B3 4HHR5 AIEETR L
rriegrgs |

o A HERRZ42 3 B A H 530 5% (SAL) BAFE CDO 42 A P 2 FA 1 S0k B 4673 81 Cisco Secure
Firewall Management Center PABEAT 2470 M1. A RTEANME L, 1620 (R T ERHS: B P i 25
(R 2 AT A 7 KA B o o R A BB KB U B ) o (R SR 22 4 2 Al BT A i ¢

B IS HNEE
A5 Firepower 1000, Firepower 2100 1 Secure Firewall 3100 1% % 1] LA FH ¢ 515 A 7 vk 8N

FHI6 Z Al
TR IRAE BN Z HT 58 LA B4
o CONBEHIA R AT B K g B L

* WA A CLI BB O 58 . BT EaE ., & A/ CLI 58 Secure Firewall Threat
Defense A5 HI UG T & -

s EHANKAZH, EAEEIEEAREE. BXRTEAGEE, ESHE DR A2+
ZAAT B K B PR A SRS PRI KBS I I B Y ) BB R BN I AAT I B K B R AL )
A" o
o DU i S AE BN Z B AT BE B8 FH AT B A 3 Be i AT e
o FIA RS CIC B I AN HB A BT H 24 B B Secure Firewall 3 755 P2 78,
o WA IEAEIZAT 7.2 BE R A . FROAS 7.0.3 ASCREE R P55 30N .

UK

P$B1 1t Secure Firewall &4 A UL th, 152 RFEIRE (System Settings) > =BRSS (Cloud Services)
, SRJG ik i@1d Cisco BhfEIHiAEE B 3hEMFAA (Auto-enroll with Tenancy from Cisco Defense
Orchestrator) LE3i Jf xiw 7 At (Register).

P2 ¥k CDO.

HIE3  ESHEKT, SEER (Inventory) , ARJE I OIS i

PIRA Rl FTD #il.

$B®S  (E BEEXT, #RIEHEFTD .

EERRN FEFEFTD, B IA T BT A B SR BB % . BRIZIRCESN, Iy DA Smg
PeEMSPEE . BABR)T, B U BN & SRS .

L6 WA REFIS M IREBIR. Ll T—5 (Next).
T FUEREFR, HEEFEERHAEIEEEE (No, thisdevice has been logged into and configured

for amanager). XEWH L& CHF N 2 BAF A, HHEU S OAE e & o1t
1T T
WR R A0, I MR E A PR 8%, S0 e A O sas %% . %5 6 I
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B 3.5 awsvee e mmme gs

L8 N T—% (Next).

P (MG RCL IR, AR RS PR R A BN T S U TR A G . A ORI R R, 1
IEPEERIA I i35 SR BE (Default Access Control Policy).

PR EFZNH T RS ATV R, S T —

T—F 4
FEBLE RS, B (Inventory) UTH AP S NINIZRA (e, ARG IR A M E
(Management) %% T 41 HH AT AT I, FAT Do A R AT AR $eA: -
© WAGEERATRIE, TE I A E XU RIS, DR E SO I et ARIEANE R, WS
B AP SRS 0 B3 0 8 ) 2 S A 17 KR A B P KA BT Kl BT ) m PR U vl 4 5 A

o A ERL 2 4243 A0 H &l 3% (SAL) PAFE CDO il AR - & S 30K ¥ &3 M 3 Cisco Secure
Firewall Management Center LAHEAT 22200 M. A7 CTEANME B, 1HZ 0 (Al H RIS fE ip i 5
() 2 AT A 7 K A 7 B v o R A B BT KB P B ) o (R SR 22 A o A BT R il

#ZH NS AWS VPC S<EXRY BB FA 1) 1% &

{Eﬁﬁﬁ LR RIS M 5 2 2 AR B KA B o0 4 BRIK) AWS VPC IR U9 i
B FIBIT KA o

FrIaZ |
TERRNZ AT, B E LR ATH 4
« SRR 2 A4S 97 KO B L DHREI R I 5 18 R Gk
* AWS VPC DA AN CDO. AR ZAEE, 1S HHA AWS VPC,

UK

1 FK CDO.

$82  ESHEKRT, HdSEE (Inventory) , SR s OIS
X3 iLEFEFTD M.

7 EBEA T, MIRER FTD .

EPER AWSVPC (Use AWSVPC) 1ENE N7 W EA SN AWS VPC, &80T DL Atttk
AR RN RIS

MRS P AT R X SE . PR B P AR D, AN AT ST A Y DX Ak
R A AR — LR UKL HE A B 111«

G NS
8

NS
g
(L

Qe

Sk
SN
~J (-1]

B 5 FID B\ ZR T MBGAEE R D


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-cisco-security-analytics-and-logging.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-aws-with-cdo/manage-aws-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html#Onboarding_Procedure

| 4% FTD S\ B3 4HHR5 AIEETR L
MEzmpossEsomgcs |

* EAIMAFM (Useexisting subnets) - T RS FOIF N BIEE L A 54 MR B4 7 3k

* CI3EFF M (Create new subnets) - N I—AF M0, HEAAERNIGHEH .. 1EHEARTH
—#B4, CDO £ H )4 s M K H N+ AWS VPC.
TEVER, W IR SR DA R D .

HIR8  ldikF (Select) LML 1M fidi T—
PRI 7EIREBIR FEPRMABS LK, RE R T—

IR0 ARG HCAL IR, AT RS B PR A BN 5 A U7 Il P2 T S o i SRR BN, 1
e P ERIA T [E]4E I SR B (Default Access Control Policy).

L1 RPN TR & H1T B EHE (Subscription Licenses). #8425 45 /D04 Jy e 40l Jg BB 180 58 %
PRI URL VF AT

T—F 4

WA RETT 2 LA Be B /R fECDOMITE B (Inventory) Uiifiith, [Kh7E CDO MLl =B #
WAL AT I BRI & AWS VPC IR B E 2 |, &I RIS .

WAy s, BT AR BN SR T A A AR5 K A B ARy UT ORAB Chos 400 i B 0 e 26 PE g2 i
o

MR BIBG K EE TR A O R &

HARBE RS CVEN B 22 B K BEE F oLy, (H CDO 2 B PR & M. 625 AN CDO 2 Hi H A
FIERBE 25 A BE AT (R Bl K S8 B A A B BR B 26

\)

IR CDO ALFLE AWS VPC B KM W & HIMBR . 420\ AWS VPC UL H B B BR % % H % o
HIRVEAME R, S0 AWS RS .

UK

PR 1 G CDO I riiiiF £ (Inventory).

PR 2 F A DEAS B R AR B SR B . e AR Won & AT .

B3 LM SEIERK T, Stk (Remove).

PR 4 HIPLRE, EEE (OK) LAFIAMIBR Tk it . mGHBUE (Cancel) DM B R FF CLENIRES .
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B osesns

MU HERR

1 FTD H\ by csggmEas |

AEH AR 5 SoRME AT BN 1) RBLEAT B

£/ CLUEMERIFIRFBAN 2RI AIEE R R DI TR HERR
Big: BARREMLTHLBRERS

MM R, RS ERRIRES R A IR E (Pending Setup). 7EAT M AR, CDO 4 WoR
— 2% EM K TY (Registration Failed) 1 5 LA — M EIRE A (Retry Onboarding) 4%, LLAVHERI
WREAE AN CDO 51 3 738 W ARAE W & CLI M HUAT configuration manager i, MW
MRS BN I S ECEM R A DR R P A ke b ) 78

UK

FIE1 B CDO S5 58 (Inventory) Tl . FRBNVE MM 4
HI2 A M, HREEM LM (Registration Failed) & . 7658 () CLIE M558, S EH

(Copy). BEERVESRE CLI 25452 i 51 A< 1 BY AR o

U3 FTIFHIUE A 1) SSH B Ll i B4 2555
S5UR & ¥ CLIVEAFS HIRGIE B4 19 CLI EE . 76 CLISR, A Y Serlikii. Wgshoes L &

AT, WA 2 (Ve BUAIEAS.

MERFISHREHAN TR AEEE SO FHITHERRR
REE G T

U ARV ASAE BN TSR P BN S5 AT AT IR JC iV 17l , CDO 2% S s Jei%ifia] (Unreachable) i 4
Wi WA REWIERL AT, WK IR EEACDO. XA AgE L oL T EL:

© WA A IER .
* TR R 2T REEOR GO B (TS TP Hhudik,
* S ERAE ] B 2 3 DNS, 3 A7 78 FH 1 R 25 R 4R DNS.

o T R A SRR HBIX. (https:/defenseorchestrator.eu/) AHOCHK, WK AT AE 75 55 | PPPoE & 1)y
Bouk . X HAbIE, H AR K,

o WA P REPE DT KBER 1L, B A SRR T TR . AR RO WK, B8 3 i Jf
A L FH IER A H o
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| % FTD N E3 B A SRR D
wiz. Foiseusm |

HiR: FISEWEM

B R A INER A I 7 Ak I 3E AY

B SE MAMTIE R B AR SE 1Y, FF H i T FF5) S B B4 (Serial Number Already Claimed) 4%
ML, WHZ 6 2 v] G55 U0 B R AT, Al DLUR 2D SRR M A i 2% M SL 45

1. M CDO A B %o

2. TR BB FXOS WG, FACHAMER, 1EZ 0 (Firepower 1000/21000 A1 Cisco Secure Firewall
3100 Firepower &HrEHI1) FXOS #bEHERR TR Y MM “THBGRT 7 —.

3. WO MU HE B e A 1 I 6 i 1

4. HEHF| FXOS CLI JFLIEE R G455

5. 7£ FXOS CLI "', iiif firepower # connect local-mgmt fir2-iE4%% local-mgmt.

6. AT firepower (local-mgmt) # cloud deregister A2, UMM Z=FH P BOM L& % o

7. BRSO, CLI £ H ik [l e i B o W S sl

Example: firepower (local-mgmt) # cloud deregister Release Image Detected RESULT=success
MESSAGE=SUCCESS 10, X-Flow-Id: 2b3c9e8b-76c3-4764-91e4-cfd9828e73f9

\}

IR WA MR R IAL CDO FL, BT E2FR I RESULT=success

MESSAGE=DEVICE NOT FOUNDo

8. MEHIFH 5K s CDO /7. ARVEAMMER, S WLy o 5@ A RS, 57 it

WEWE M XEAY CDO FA A R

A TR RE O R A X (¥ 5 > CDO SEGAF B, AT M B AL
U RS R SR BT 1) A A N B AL, A LR R

1. MEERIY CDO L iR B 4 o

2. FWAAH WA LA UL

3. SHIERZIEE (System Settings) > = AR S (Cloud Services).

4. riithiaBR% (Cloud Services), #RJa M FHdIZE hIE HEGHE FM = AR S (Unregister Cloud Services).

5. fINEAE, AR5 ASHBGEEM (Unregister). BEERAES AR, R4 AN CDO HHBR . iX
ST N o

6. %%?UEH@B@E‘J CDO FA I G A ARVEAER, ES W B Pol 58, 87
UL,

7. SR ARG E (System Settings) > =R S (Cloud Services).
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. $EiR: MR

8. miii=hRS5 (Cloud Services), AJE M MuFIRHEFBGHIEM = ARSS (Unregister Cloud Services).

9. E¥riEE BRIBHEEZE B MR (Auto-enroll with Tenancy from Cisco Defense Or chestrator)
I fitiEM (Register). B4 W 8 T-HIXBUAHHLT . 1] CDO LA B4

WA TR AL, A LR

1. W&o EE ] FXOS CLI JFULER R S ok . A % 5% FXOS CLI {5 &, 1HZH
i 8 FXOS CLI.

2. Y':E FXOS CLI ‘:F‘, llﬁ)i firepower # connect local-mgmt HIJ 7 %@J local- mgmt
3. iﬂﬁf’firepower(local—mgmt) # cloud deregister éﬁ4>, Eiﬁﬁbkiiiﬁfhﬂlﬁﬁ%Eﬂﬂﬁkﬁéo
4, — H A NINPEEAM, CLI SR P IhEE. WHE R

Example: firepower (local-mgmt) # cloud deregister Release Image Detected RESULT=success
MESSAGE=SUCCESS 10, X-Flow-Id: 2b3c9e8b-76c3-4764-91e4-c£d9828e73£f9

N

AR RBR AR R IR CDO ML, BRI R i rEsuLT-success

MESSAGE=DEVICE NOT_FOUNDo

5. {EIEFMTH) CDO ML, ARG . ARG LR, S LRy S8 A RS, 67
e

6. TN WA A T, FHMERFZE (System Settings) > =PRSS (Cloud Services).

7. HPEE BRI EIEE B AR (Auto-enroll with Tenancy from Cisco Defense Or chestr ator)
I i EM (Register). B WU 21 & T8 IR, 1 CDO 38N W .

M E IR
BB KA I 0815, CDO 2/ R 4RI (Claim Error) IR

N

AR AR O CDO A IE A R DX 3 45t

A I BN 7 VA e b ) f

buEi
HIE1 G5t CDO S4B (Inventory) TUifi . FoFIEIEHNR KA
HIB2 W, MHRHER, REM CDO MR % .

HER3 HIALL T WA
* B AL TAELARZSIF HowT LAV ) TR

B 5 FID B\ ZR T MBGAEE R D


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/getting_started.html#concept_EE8B5CD3BBC74A66A1AB871A25D6D07E

| % FTD 8\ S e IO R AL

wiz. mukl

© B HARTE N 21 CDO S sl i JEA X I5K) CDO AL H 43

TR LBV MFIT . ATEEHI LR —Fh sk

SIS

* XFT 10004 2100 £ 3100 RAVALS, FEHHEBILpr s LHFH1S .
° ?Tﬁ‘%lﬁ%ﬁ"] SSH I‘LZE@%}JFEEB show serial-number ﬁ”ﬁ/‘%o
o WA A YT E FDM 8, 158 5 WA E B UL IFE = AR (Cloud Services) i 427

IR

£ CDO ', MEAIEMKFSI S AR ARG, S HIEL P SN, 57 0.

tEiR: HOMKRY

WAL 2RI % 5 B BIEIR: Fosk 4 (Error: Failed to Claim) HEERRASSAN B B, Wn]
R LA Jgt PR3 ) «

o AR AT V-6 0] BEAFAE S S B IEERL B B ) R
* CDO R&5#3 I e B2 ] .

THAL IR LU A BRAR pe st ) 25 -

UK

3 CDO S 258 (Inventory) TUTfT . R FIVE LM 1B 4%

WA, S R, AR5 M CDO L MRk i 4% .

SEFEZR /D10 205T, RIFEFSSRE A CDO ML/ . A VRIS B, 53 ) i o I fal A s
W, 56 I,

T—5Hita

MR ICE RO, AR BN TR, DA SAAERRE . QURA, 33l TE
PRI F A SCHF Z ] LAE— B i o )

tHiR: ImEEIR

WEBEEAREL

U SFASAE T T 18 % DAIEAT 2 R SN A B MO 5 TR BN 3500, JF HAE R 4 8N CDO I IE#E T &
ig&EEEFHE S AR (No, thisdevice has been logged into and configured for a manager) i
T, WK AEE R (Inventory) BT 4 AR VA EC (UnProvisioned) HEHERAS

A FH DAR R P e b ) 7«
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Cisco_Task_in_List_GUI.dita_bc3aa11e-f13c-4993-aa47-9c28f5ca3a31
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Cisco_Task_in_List_GUI.dita_bc3aa11e-f13c-4993-aa47-9c28f5ca3a31
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Open_a_Support_Ticket_with_TAC

| Rt

15 FID A =2 s gemas |

1. B3 CDO - FMiEEE (Inventory) TLH

2. BPIFERPIERLIRAS A KRIFE (UnProvisioned) (¥4, A HSE M BoR,

3. EAME T, $kFIE LY (Change Password) % 1

4. i ERLE RS (Change Password), SRJSHA B HIHT A 5. XAEml 28 o BRI

B RERT 2L B4 BN IF 5E 42 [ 21 CDO .,

REEBEREN

RS AE M B B A DL T IR A PN R SE B o5 T B BN Y, JF T IIRER B AMRER
AL E S RIETIZ & ? (Isthisanew devicethat has never been logged into or configured before?) 3£
BN CDO I, CDO £1{Ei&E (Invenotry) LT H 4 iR B ES (UnProvisioned) SEB2IR A .

A9 DU R i e b ) R«

1. 3% CDO H e FE (Inventory) UL,

2. HBPFERPIERLIRS A KRIFE (UnProvisioned) (¥ 4%, A HSE M B,
3. ELME T, HRIIINFLLEE (Confirm and Proceed) % 1.

4. RiHEINFFAELE (Confirm and Proceed). BL#AE 4 2SN [0 T3S AE 200, Ik R 1B 441
BRINETY . ARG CDO S 4kB N4 o

Hitblmrt$EiRH=
T e VBRI B D IC B ], B AE B R Ty T g b TR B EC (UnProvisioned) IEFRAS . 4
RASHAAAE BN 1) F PR R A0 T B & PR A K, 575 RS AT AR B TR A o 1) 7 -
© EREBCA DM LR Bon. fERRRmA MG E Hd, S ER (Retry) BLE] CDO A
AN ZEE AR
* IiBE (Inventory) BUIIMIER BE#%, SRR 2B BN 4.
s FEWAAH) WA E L b, SIMERSIRE (System Settings) > =ARSS (Cloud Services), EFi@
it BRI B E 8 28 B 3hiEARFE A (Auto-enroll with Tenancy from Cisco Defense Orchestrator) Jf:
midiEM (Register).

WUERBEAN T s &, A BRI LAEREE, DA R TAA R . WA, WS T
PRI F A SR S ] LAE B i e )i

XFIREFETE

AP B L SR LA IR A
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Cisco_Task_in_List_GUI.dita_bc3aa11e-f13c-4993-aa47-9c28f5ca3a31
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Cisco_Task_in_List_GUI.dita_bc3aa11e-f13c-4993-aa47-9c28f5ca3a31
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/faq-and-support.html#Open_a_Support_Ticket_with_TAC

| % FTD 8\ S e IO R AL
gmzn |

BEE BRI, $REEEERDIR 1P Mk, B SARUR AR e AT U I e 21 e ik
A\

AR ERSELT, WA TR E U A B 1 ST A R, RSB AT P LA T i 1P Mk
PHEZI,

IR Ve A BAT O SR E 1, TIEAE Be 2 2o 70 R 45 SRV D0 R S S i Ak 2 A
. BEAh, IR A T S R NN B 1, RRT DU A SRR E B

\}

AR OER, WOREECE N TR A B A , WASREAE T S R B R SR

USRI, IR Y B e iR I B 1

AT EREED
T DL 16 PR PB4 o M BAIR B 1 5 5 0,  JUARUE DSM B R 58 FTD, s

AT B BRI 2%, IZEEHE B 1 E3EATCDO Vi R AR A3 FH . CDOSCFE B 382 1 i B4 B 1)
FTD _EW)mm]

M E R O AT FTD % #EY7 0] 2 A PUR R #1:
o HEEE—/ M 0 BB HAE s Us ). ANREAH H T4 0 8¢ EtherChannel.
o A T kB, AR R R

* ANSCFF PPPoE. WA ISP 5% PPPoE, WAZIAE FTD 5 WAN i il i 8 &% 2 [N S H§
PPPoE 1) H1 28
o B0 H BN T-43 )5 VRF .

o BRI Eedla B2 R I SSH, - PR b Z5URH S 48 H] CDOJA I SSHoe - Hh 7487 R 11 194 52K BE 50k 4
P 11, DRI TGV 5 Bl GG 9 5% 3815 B2 L1 1) SSHE 231, B AR A% configure network
static-routes iy 2 0 B EH VN INER S M B . X T Amazon Web 45 L) FTDv, ##i& i A
AR, DR A N AR A B ) SSH Vi ) . fEARSEICE 2 AN B BRAS INER S M o s, 3
AR T B B % 1 W T 2 2 iU 58 T A7 CLI id & (f4% configure manager add 74 )

WEEEREO RIS

BN (RS AR D OO s th BRI RE M 46 . A BT W, BE R
e N R E R TP bk — AN BB o ANBEMNBRILES th: L REE M SCHht
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5 FID A SR aps A gEm s |
B zsswpwesrnessam

\)

AR R B T B B AN A AT A R 1, DDA DR T AR e DU P S i
AATH I RAE

YRy R 2, RSO R B A 2 — AN R . B TR UCK AN B L Uk
(PR 285 - UE G 785 7 (1 % PR )80, /F 58 A LAt 152 4% 380 W80 46 10 865 I A, SR ) — PR 8 P 1 i
FB R )8, E S IEMECE RSB . B, managementO F1 managementl 47 F-[i]— k%% b, {H
FTD & B CORIEEA T3 AL T AR 4 Fo WOGHE 192.168.45.1. WIS A5 % management] 3%
PRI T 10.6.6.1/24 [P B FAFE O, AT Ll i) management1 5 AH [F] 9 O 192.168.45.1

KA 10.6.6.0/24 AR H . FiX 10.6.6.0/24 IR RS (ERIA BRI tH 2 Br A bbb d%
ST 25 A5 A 2L

ZX BABRE w& LR SITSRE
T BLZE SRS B FELHE T Rt ST .

\ )

AR Y IES kel SSH ok CLIRIMUN, R #k SSH iE# .

FiaZ |l

{FFHERN admin Fl P AT HIAG G 5%, S8 blan et B Al n] LAgH configure user add iy
s CLI [P At A g

FJ‘

UK

SRR R G e 1 A SSHIE R A Uk Bl CLI.

AJ LI it SSH 42 21 bk 7 A v £ IR BREE 10 o W SR8y SSHIERFT FF SN Bk 11, i8] LU
B3z 0 bk, BOASOCT, 25 SSH A Ui M. iES RALCE %A sb5e, PLARF SR
Bl gt SSH & H .

XL, SEn] DU BOER BB R P  d e AE BE BB A2 5 FB ST 8 1 PC E
PR Ay ELas AR 6, 2o Ui AR I BEE ) 9600 B . 8 MEHRAL. LA, 14
IRy TR ARG TS R, TS i R R R .

FEPE I 1B W) i) 4 CLI PR % 280400 5+
* ISA 3000 FI threat defense virtual - %5 il & 3 1 (%) CLI &% B0 BBl #E CLI.

o A RS 5 B CLI & FXOS. %0 LU connect ftd @2 1EA 0S5 ) CLI. f0K:
FXOS CLI - T-HUAE I B A s HE SR o AR Bl CLI B TREANCE . W FIE R RS
W HERR . 9% FXOS & M 5, 1534 FXOS 3CRY.

HIE2 A admin H 7 44 R0 5 5%
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managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter33.pdf#nameddest=unique_35

| % FTD N E3 B A SRR D
w3 apnw ez tassana |

PR3 (L CLLEURET (>) &b, AL A AT U5 [0 G0 Bt R vF AT AR i 2o
PB4 (i) Uizl CLI:

system support diagnostic-cli

I CLI AT iy s e b . IECLIEL G454 show FHIL At 4

I CLI AWAFH: F 7 EXEC FEFA EXEC #xl. ZE4FA EXEC B, AL A H. &
HENFFRL EXEC #53X, 15 enable iy 4 ; fEW BHE /NI 1% Enter 8, o7 N0 .

Tl

> system support diagnostic-cli
firepower> enable

Password:

firepower#

TR A F)HH CLI, 548 Ctrl+a, d.
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