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AT ping system <any OpenDNS server address> iy LA 25 15 4 42 15 1] LA ] IR
1. a7 & v 1 s fE ] SSH 4 A 75 1) CLI.

2. AFH “HFERLE” (Admin) P44 RIS S

3. KA ping system <OpenDNS|PAddress> .

ping system 208.67.222.222

PING 208.67.222.222 (208.67.222.222) 56(84) bytes of data.

64 bytes from 208.67.222.222: icmp seg=1 ttl=48 time=22.10 ms
64 bytes from 208.67.222.222: icmp seg=2 ttl=48 time=22.10 ms
64 bytes from 208.67.222.222: icmp seg=3 ttl=48 time=22.8 ms
64 bytes from 208.67.222.222: icmp seg=4 ttl=48 time=22.6 ms
~C

--- 208.67.222.222 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 22.588/22.841/22.995/0.223 ms

T 7R 7S T e T LME ] OpenDNS g% s 1P MU ESE S TR . Bbdh, (i dds iy
Pl Bt L BOMT ], R e B LI T o it WY B0 4% 7T LA i) ELIEC Y

N\

R WRAHURICRG, TSR A I

WES ZRMRIBAEEER DO MR EERE
1 REL AT IR KB By 1 BN

1. M CDO Sffiztsh, Mili TEFBRS (Tools& Services) > BiAIEETE AL (Firewall
Management Center).

2. FiBFASEE TR s (Firewall Management Center) nJ 78 45l &A% h & B HE 445 &
3. 7EEHMZ (Hostname) FEtrh, A HILL T B BRI EHL4 .

4% Cisco Secure Firewall Threat Defense iT#% %I = .



4% Cisco Secure Firewall Threat Defense T 2| = |

Firewall Management Center

Name SFCN Devices Devices Status Last Heartbeat

Firewall Management Center =Y a2 Active 16:02:45 10/25/2022

Q 8- & o

> | Firewall Management Center

Hostname cisco-amallio.app.staging.cdo.cisco.coy
rrrrr 7.3.0-build 1821

m

e BRI, g8 SR SCAS R B HIK FMC 1 EHL4 (cdo-acc10.app.us.cdo.cisco.com).

2. IR G i Al SSH MR A i A ¥ CLI.

3. HiA ping system <hostname of the FMC> .

ping system cdo-acclO.app.us.cdo.cisco.com

PING cdo-acclO.app.us.cdo.cisco.com (54.187.125.161) 56(84) bytes of data.

~C
--— cdo-acclO.app.us.cdo.cisco.com ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 64ms

FE LT 7R B, BN AT TP AR AT, RSB . I N R T) “100%

ZA4” (100% packet loss) 71 &

\}

AR WU ICVEER R L, AT LUE T configure network dns <address> 7E CLI 14 i DN it

o

EBIEF

FHIa Z Al

FETFAR LI REZ |, TS DR A2 LA B 44«
* CIFACH CDO L
* CDO C# & BEVF T AEBEA TV E N -

s BHPLO OB CDO. BN B HLL IS BATEN B A B 1T BB B

HZ N FMC.
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RRARFE RN A 2 % (SNMPL HIBEE) , WIS 7ERS &S N0 348 o6 % .

M bk & R Gt R B A FE T 5 CDO H LA SNMP sl P2 o6 S UL RE . i R A4 B
VLRC, Wb ZifE A & B h a4 R HEN S, R4 IR Id .

o WURE SSRGS DB U R G E X FlexConfig SCAOT G B i AN AS b A B .0y 3245 5]
AT KBS B L, MMESUR IR ZEE X FlexConfig SRR R IMEA TR B m424T
(B K A By, I HLAERE RN

N REGIXRE B, WEAETTARIERS Z BT B M55+
c ST AT, KB U K R G Y FlexConfig SCANKT SAE M AHbE B bty 5618 248
AT K By

* FERUETUE X FlexConfig SCAXT SR, RS AME B 2] ZAAH B K #
O I

UK

FIE AELAME SRR, A TREFRS (Tools& Services) > iE# (Migrations) > 4§ FTD i #% = .
HE2 ki KIbR A 2 B B T iR .

iR —U AR — M BAEL.
$IB 3 /R IF AR FMC (Select OnPrem FMC) sB R, 04T LU R 4%

1 WA, WA EN FMC (Onboard an FMC) 542 I A A B 3 bl o S
FMC.

2. WAJHBIER kR A PG Jf T T —4 (Next).

TR 1% & (Select Devices) D HH,  HOKE A B ITIL & FL AP0 B EL S B 1 1%
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R EHETE (Last Synced time) 7B W H 1 4 0 E [0 3 & FE L DURZL M) S0] LLS
A7 3TBNAZHE FMC B4 (Sync from OnPrem FMC Now) LAk H 5T 1935 45 5 140

IR 4 E3EIRIR % (Select Devices) B, AT LU N ERAE:
a) EREITBIR

Migrate FTD to Cloud

o Select OnPrem FMC OnPrem FMC: FMC_OnPrem
Select Devices Select FTD devices to migrate to cloud from OnPrem FMC to CDO and specify an action in bulk or
per device.
1 device(s) selected Multi-Device Action | Retain on OnPrem FMC for Analytics
= Name Domain  Action
FMC_OnPrem_192.168.0.31 Globa Retain on OnPrem FMC for Analytics
9 rMc_onPrem_192.168.0.32 Global Retain on OnPrem FMC for Analytics
Displaying 2 of 2 results
Migrate FTD to Cloud
e V- e Vs s L
pE © TFEFAEA SR A _ B8 T B

o SRR B AP Lo M 0 00 0 4 IR AT A5 028 1) S SO BE 3 AT TR I 251

* CDO U ACVFIEF i il IS AP K B o ARGl S SO T e (M PR )
CDO £ HEh o B A B G , JFAE e BARBH gl IR

b) {E%I&&EIRIE (Multi-Device Action) #1| 3y, ] LLIZE SN H] T BT Be 4 1038 FH R A
c) TERRIZHERE (Commit Action) #IlH, &n] DLUA Fridk B &k #5 L FEfE 2 —:
« IREBAERM FMC LU T2 47 (Retain on OnPrem FMC for Analytics): 7EiT R Fe 58 Jl i
JITide PN SITAR Ak IR o AT SR OR B AR A R L b

« \ZH FMC B4 FTD (Delete FTD from OnPrem FMC): TR se )G, k44 M
By IR, FEaTft CDO I TACEE AT . SSAZIC E A, DMER R I% % CDO
AT PRI M. — FUBR A AN A BE A0y PR S, BT eV o

pE s BRAR B Eh s TR A, WA BB AR R %

pE i PEALFRE RS AE 14 RIPAIY R A ShiR48, BifE Tahif s s #e 42
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a5 s EnmEr

$IB5 4% FTD iT# 2| = (Migrate FTD to Cloud)s.
$IE6 L EEHEITHEZAIHE (View Migration to Cloud Progress) DL 7 E 17 b 3k

T—5Htta

Al AE B IR AR T BPIRAS, IR VENL sl 52 e AL idi 2 o 5 S0 A G J B 18 1T 4%
ek, 211 1L,

EF BHBE A

T LLE A M CDO JA s AT IER AL RS . 0T LURITHL UE R 5 8 PO IR A5
PR

(2]
AR SRS R I A0 B B & AR AR AR, 3 5 ol S B A » DAL A8 00 ) A A R AR
IR CATHIM CDO B8 &N, stk 2 W 2P Jd  o

ERARN I JA, AT 14 KA TEAE R CDO KPS REAIBEa% . AELRIIIA],  S85mT DUE el Bk
B, B R S X B R ] A B D

WERIE AT G RATE T AT de . PASHIRIIG, CDO 2 HahiR s ik, Mgkt
ITiE— A PRRBAE R SN T . WS T AR, 5 14 0.

AR, B TVARAAE & bR g 34T

| &

EERI EVMEIN, ATBLET SO CDO K ILRE B B e W RIS Ry B4 i B SN
Hrbe, MRS ARSI T (1) CDO R B e A EBes LORM . A I
LAY, SR S A B Ry R BB

« ZFR (Name): RRENLARR, WoRtEdk)E B i Ay ZRREL A H IR ).

* FTD #{& (Number of FTDs): X B R IEEITH 2] 2 % % B A

<R (Status): BoRTEMLEPRE . RIFEL IS E KD PR .

VeV 52 G, R7S (Status) 714 Bon FTD iE#4E Al BT (FTD Migration job issuccessful)

T AT Bl il T RS DU PPAL A P88 R A R AL
Status
@ r 13 days remaining to evaluate
manager t
Change riw manager joo 15 successiu

] DLl Tl s B Ao, A 14 RIPAE ISR 8 T ah 32 58 Bk
* EXREST (Last Update): 04 A A SRSy, 4 2 S YIRS ] o
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B == e EneEn

* 1#1E (Actions):

« THERTE (Workflows): $24t—ANgERE, Al s 2 T R s ek TAERfE . %2
58 T A R DL

* &3k (Download Report): A8 AR i T 202l 58 B R 3R 5 0 1200 2E 1k
B BT AR 5 14 T,

« IRX ETHEE T (Commit Manager Changes):  t 4 7 PEAG 345 o 2 ks 30 o T3 b 1)
W HSI TR EFHARARE , 214 1.

* MIRRIEFBAEL (Remove Migration Job): AV MR C 52 /e . A RGE ] T 8.5
AR o

TERIIER i, CDO 2L B M BB & o IR R GUAE L2 10 e R B R B o, T 7238
IESH /2 (Validation Messages) & I o EATT. EEAA SE VRN R B, 1 a8 oty R R I A 55 2k
BIbR. WREE R S0 (Firepower & H LI EHEF XY 1 H35 C B S0 ot AR S
r

| B

EERW 14 RINVHEIHN, IR CDO HMIR 3 2 s A FMCo $UAT L F A2 —, SR 5 MIBR 3 7% 8k
A FMC:

« PAT BRI A FMC 8.5 % G BRE R Ak
« EPIEEIBRME ZAMH FMC (Revert Manager to OnPrem FM C) - T-ah A58 FE A AR 1

A B0 R & SRS

DR B A A o IS E BC LK 5 60 SR, TR e A IO ) CDO HOAREE UE 55 5 5 . 2
R CDO JoikIEE 21 5 sk, - ) B4 Sfemeeos ANk 1

e SN (B #5 IIRTS (Status) 41 b 2x R T HRRIR.

STATUS Additional configuration needed. Learn

more.

Successfully deleted device from FMC. (Device is registered successfully.) @ %

1 gl THAORER, R RS THES (Learn more).
2. 7EBLERIE (ConfigureProxy) & L, fidiBLE A4S (Configure my realms).
BRIREE A, 52 (Firepower & HL AL BCE AR, 7.2) B F I

DB B IR & R
CDO 2> QI [l — AU PSS, T a2 B B0 DR B A B P L BB T 204
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a5 s EnmEr

Inventory Q L- & O-
Y Devices Templates Q Se P Address, or Seria ber Displaying 6 of 6 results c o n
Al FMC FTD

Name & Version ¢ Location ¢ Access Policy LostDeploy Configuration Status & Comnectivity ¢

10:1036313) 7.2.0 - test-policy-1855 - © Synced ® Online

FMC_Beta2_OnPremFTD-141

7.20 443 - O Synced ® Online

) FMC_Betaz_OnPremFTD-146 7.20 443 - © Synced ® Oniine

FMC_Beta2_OnPremFTD136 o0 as3 R e .
FMC_Beta2_eventsFtd-16-83

7.20 443 - © synced ® Online

evf”‘SFtd'lﬁ'BG 7.20 - OnPremACPolicy - © Synced ® Online

W FMC FTD FYX 434 (Analytics Only) k& 115 #% S I /s B/ BE A OR300 . 73 FTD #r
B A% Sl o i CDO A FL i

BT LM CDO KRB B A (ML B . A A IR O B O 1 B, TP T L TR 384

WP FTD M, RGEAMFER (Management) G, iR EIHE (Device
Summary).

Monitoring Policies Devices Objects Integration “Retuntolnventory Deploy Q @ 3 @ v | el SECURE

Defense Orchestrator

Deployment History

View By: | Group v
A1)  ®Emor(0)  ® Warning (0) Offiine (0)  ® Normal (1) Deployment Pending (0) ~ ® Upgrade (0) @ Snort 3 (1) Q_ Search Device m
Collapse All
Name Model Version Chassis Licenses Access Control Policy Auto RollBack

~ Ungrouped (1)

% CIETRERIGES Sierl & FTDV for VMware 7.20 N/A Base, Threat (2 more...) OnPremACPolicy ]

N/A

T B L P AR R . ARG, ERATEL R

1. %EFEAT FMC FTD FI{X %47 (Analytics Only) #2818, AR5 ri 4 Y & 8% & (Manage
Devices) % .

2. BRAHEHEAL.
3. Miliig#& (Device) > & & &1 (Device Management).

L Firewall Management Center
e Dev

fanagement

Overview  Analysis Policies Devices  Objects Integration Depoy Q@ % @ adminv il cEcype

Deployment History

View By: | Group v
All(4)  ®Emor(0)  ®Warning (0) Offine (0) @ Normal (4) Deployment Pending (1)~ ® Upgrade ()~ ® Snort3(4)  ®CDO (1) Q_ search Device [ Add v |
Collapse All
Name Model Version Chassis Licenses Access Control Policy Auto RollBack

~ Ungrouped (4)

eventsFtd-16-83 [IEgg] FTDV for VMware 7.20 N/A CDO Managed €DO Managed s
10.10.16.83

OnPremFTD-141 Snort 3

10.10.14.1 FTDv for VMware 7.20 N/A Base, Threat (2 more...) OnPremACPolicy i
0.10.14.14 :
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| R

EIVEIEFRIL B, B CDO 2 L E . A H D 2 BRI e 1) CDO & #AE .
BAAE PO, AL (Analysis) > S5 (Events).

4 BB BT 4R &
PESEBARLR, (0TI HOE FE PDF UM, UMM CDO 30 A R4 2 2

I ZR A RS AR SRR IR NI T TR B . PRAIS SR OG0 IR (. WA
AN R B, A RE SRS R

LET AR I b, s e AL IR (Actions) FI Rt~ AR5 i P3RS (Download
Report). -

FHEREHERLTRE
D RS DT S SO E DR, BT BUE TEh A BEAR 2, M55 4F CDO H A0
B X SR B B DA v # AE FELAR R B o s A DR T SR A 21 CDO [ 4 R AL
FEVPALIYITAD, 45T AP R DA BE 502 iy BE 50T 3 i 7 400 1 (K09 e 48 1

DU Gl S K7 P OV v e /G R M R Pt 3 (B

N

AR FELUN UL, PR B SR AR AR A

o O 14 RV 1.
o BT AE B C K R EOMIER, FEXAMEALT, oA T DR A

UK

FE ETBME IR L, A ek iR4E (Actions) 51 R

$IE2 AHREREIRRE R (Commit Manager Changes). (41BN &I s liinf, EEEA T H

T3 R SO AR ERAE, WTIERR %, RIS TEIRIE (Actions) FIIR TG B -
s REAH FMC LLFEITH 47 (Retain on OnPrem FMC for Analytics): 7E42A8 B iUm, T idk g i
I3 B 8L 5% 1100 43 T 57 FHOKG A B B A B P
« A FMC & FTD (Delete FTD from OnPrem FMC): 7EHRACH )5, ik s 44 5 il
O ER, FFeTfE CDO T AL oM. RS hZiC & i, DM S fF & 1% % CDO M T35 #E
T — FURE BB AN A By R, AT T CT Y o
< BEIREEWE A A FMC (Revert Manager to OnPrem FMC): 7E4RA G, A2 BLKE
CDO [\ 2] & B b
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mrpiErsEl [

it  FESRAZIIRAT IR, BOICE B I BB CDO.
FRRTTE: AN O PR BRI RN . R, T LIE CDO
Hh R B R B

s TR MHEAR G, WRASTE EEAL IR “IH” (Out-of-Date) RA .
BRRTFAE: (EAHD A H Ly bR T 5% B

LA LR (Commit) &7 BIPATHR & 1A, mddE— Pl
LS TR b, AT DU e A& 45 e B E ik .

BRI #5 4El
T LIRS A, 26 I T IR T
61 RINVERIN: B IEXERS, IR SR ML W T RS0 B R
AR EEUR: MBI SIR TR iR

ST LB IR b, STHRIE (Actions) IR T, SRS AR IER L (Remove Migration
Job).

F2 SiliMBR (Delete) LA A%

Xt FTD T # 28 =i T8 EH R

AP H FTD ITH 3] 2 I8 T fi e A i R SR AT ke B 45 R

7£ FMC Mz 4% 2l HTTP 4R 7S1K553 201 (E2EIE)
CDO & 1E B4 00 Won bk % .
5] R -

GARAGIERERS (SDC) A A FEZ
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3t FTD T8 =T A REHERR

Number of FTDs Status
1 devices © @ Change FTD Manager job failed
IP ADDRESS STATUS
10.10.80.32 © Device Connectivity with CDO failed. ([HTTP status code 201 (Created) found in FMC response.)

BRRTT A

TR SDC TFH 3 “2022051913507 B 5 A o

1. SHiAEE (Admin) > £ EHEES (Secure Connectors).

2. R SDC, EAMIiELEIER (Details) Fig & FIAT SDC A,
3. HRI AR

W& 5 CDO HyERK K

Q | Searct Displaying 0 of 101 results c
Name Number of FTDs Status Last Updated Actions =
1771Fme_change-management_2022-02-28-104213 2 devices © Change FTD Manager job failed Feb 28, 2022, 4:14:12 PM
DEVICE NAME IP ADDRESS STATUS LAST UPDATED

1771Fmc_10.10.16.84 10.10.16.84 © Device Connectivity with CDO failed Feb 28, 2022, 4:12:53 PM

B BT LU R R 2 —1fi B ) CDO:
o« WAL AIER
TP 2% 1 e SR AR L e & (RS TP bk
TRV 2548 H 2 L DNS, 80 & 7 %% EAELESMNT DNS Bk
* FEHT PPPoE S KIE.

B A1

FRRTTIE:
o R EA LN 2E L
* BRI (KT KA AR BEL L AT i
o I ZASATIRIBT R B O 56 UE g B A .

AREES CDO EcE N EETRER

M CDO i T M4 Z R M TGiE S Bl 5 N, B IRVE ] 25 (B kA B RAAT configure

manager fi % o
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/basics-of-cisco-defense-orchestrator.html#Update_your_OnPremises_Secure_Device_Connector
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st 0 s st

Q  search Displaying 0 of 101 resuits el n
Name Numberof FIDs  Status Last Updated Actions =
1771Fmc_change-management_2022-03-04-055700 2 devices £ Change FTD Manager job is in progress Mar 4, 2022, 11:33:07 AM o
DEVICE NAME 1P ADDRESS STATUS LAST UPDATED

1771Fme_10.10.16.86 10.10.16.86 it Syncing © Mar 4, 2022, 11:29:03 AM
1771Fme_10.10.16.84 10.10.16.84 © Failed to configure CDO as Configuration Manager | Mar 4, 2022, 11:28:16 AM

R TT
1 R AATE A M2
2. WHEREE IR KB AR B AR S

3. Hifk FTD HA LEKMER, JF H DNS Mk OGN0 1P Hiht. W2 0EnL 21 By KhsEE
H by SR U EERS . 55 7 T

4. B BT, B CDO IR I FTD.,

TR EERCFANEENAREESE
R AMERSE I, AN A R L B FTD IER AR L.
R BNV IEAEREAT R, AERVEEBE LI 2 A R IR R

Migrate FTD to Cloud
Change FTD Manager from Firewall Management Center to CDO

o Select OnPrem FMC OnPrem FMC: fmc-beta2-18-3

e Select Devices (x] change ftd management already exists or in progress for source manager fmc-beta2-18-3

Select FTD devices to migrate to cloud from OnPrem FMC to CDO and specify an action in bulk or

per device.
1 device(s) selected Multi-Device Action | Retain on OnPrem FMC for Analytics v
a Name Domair Action
fmc-beta2-18-3_10.10.16.20  Global Retain on OnPrem FMC for Analytics v
fmc-beta2-18-3_10.10.16.25  Global Retain on OnPrem FMC for Analytics ~ ~
fmc-beta2-18-3_10.10.16.9 Global Retain on OnPrem FMC for Analytics -

Displaying 3 of 3 results

Migrate FTD to Cloud

[ 3 Qo
R TT
1 SMENEEE, DEERE UM B 002 15 IR T HAt A .
2. SERFARNEB AL SE K
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