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ARG G AT 4 Firepower 4100/9300_E 7 4¢ ASA .«
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o WEETFGOE . 35T

 HfNZed , 236 UL
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GHRE SR
FERH LT EFHK FX0S 1 ASA I 37 1% & 50 #L #8 M ££ 8% Cisco Secure
Firewall {8 &2 5
THGE R 2 T RETGEE 45 A3 b, ERERTHUN, WEBAS BRI NI 1 T B o
FroaZ A
FFRFHR T, EORIE CTE AN A
© FEETHHEI FXOS Al ASA #AFA,
« H K FXOS FI ASA L& .
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F+4% Firepower 4100/9300 L&) ASA I

B 55 FXOS CLI 74 FXOS Fn ASA 33718 f S5 45 P B

SR 2 FALHII FXOS V- & IR AL AT ASA SR A%«

IR IR T 3 FXOS 2.3.1 ZAGTIRA, WIFETF2¢ FXOS P &bk 2 iy, AW
ASA CSP Wifg AL 3 % 4 %

a) sy R,
b) AiTHIEESCHE, PR AR AR A
c) M k.

PTG AR RINLAR .
I AR FXOS &g umg s, s TR FXOS 1 & #R IR A0 3 (1) F R B A5 o
RENG A AR R A . B A A YT O N R 5 F 2 1 FXOS V- & KA
Z BT AEANE NS ok, el aEEE, A, A LG4, R
BT UL ASA WUARTEM A MER P I 0] A RA, il n] DL 1% SE 2

it R LA A Bk 2%
FXOS $TTFRAEL, T+ TR M AL k.

Firepower HLA & B fEFH DA T H o 40T L FXOS CLI WAl fE GES [ Wi T+ 2
W, F35700) .

IR T A I, S0UE 2 ARy 2 4 5 B RUT A C 2B N T FE R RPIRES G S il 2%
%36 70

EPIBEINE .

B 254 THB 55 % UL 1 DA s LA b CURC (@ i £ 513K

YT BTR IR ASA B %

a) e AR ST I A A Y I B R A bR, FT T SR ETBRAG R A T AE

b) XTHERRA, HEPEET LB R AEIRA .

¢) MiiHE.

THEERESE R N IR P A2 HLs DT 2 -
a) WPHBIEIRE.
b) WUEN R RRA BT RS -

{£ F FXO0S CLI 72k FXO0S #0 ASA J 37 i & st/ #8 A £ B

TR R 2 AT e TR 22 45 Jrih e FERA TR, ImEA ST R . WAHRN SR T 05 3).

Fra Z Al

FHURTH R T, VORI T8 A B
« NEETIEI FXOS Fl ASA #AH.
« %M FXOS Fil ASA L E
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fEEF FXOS CLI 74 FX0S 7 AsA st srig sz meat I}

o WCHAR AR AT AR T ZRIBUA P A9 LA R 5 B
o TEMNILSR IR (IR 55 2 1) 1P U BEAT B 3 06 UE SEE .
© WBSCAFI) SE A BE K

B2

I®1 i%E#:3 FXOS CLI,
S 2 BB FXOS 1 & I g R 4RI :
a) HEAN[E AR

scope firmware

b) N FXOS V& G A5 -

download image URL
AU NIEEZ —, NIEES AR E URL:
* ftp://H P @55 2% / 4% /image_name
* scp://H 1 @R 55 7 / B8 4% /image_name
* sftp://HI P @RS 4% / 4% 4% /image_name
o tftp://Ik 554 < o 15 / #% 4% /image_name

fr Sk

o) TP T RIS, IEPAT LT ERAE:
scope download-task image _name

show detail

i
LA 7 Bid ] SCP s 52 il ed%: -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware/download-task # show detail
Download task:

File Name: fxos-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxos-k9.2.3.1.58.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

HIE3 I FEGH FXOS g8 tmi% 5, TH4 FXOS #lgh.
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B 55 FXOS CLI 74 FXOS Fn ASA 33718 f S5 45 P B

b)

<)

d)

2

LB, EIR B 2 AR

up

0 R 2 FXOS V- S g8 A 5«

show package

HEN H 8l 2 2555

scope auto-install

245 FXOS -5 Hgh . :

install platform platfor m-versversion_number

version_number & B 2236 (1) FXOS 1 & gb A S, #ilan 2.3(1.58).

ARG BRI AR R AT . B T AN T 2 2 R i N TR P S 6 5E [ FXOS ~F & Hf:
WP ARR RS Weot, e Bh e, ATHgadred, EMBa SiniELil, R4
o B UEE ASA JRASEHCRTER DA nI THRBRA, ] DL RN IX L

N yes, WHNGEAREEARELIGIE.
N yesHiA AN EEAR AL 22%%, B Hi N noliiH 2%
FXOS T NgR,  TH2/ gk At

LTI, WS T ORE 5 35 L.

LA ST HAIE)G, SR 2 ARy 2 A 5 SERYTA] O 2225 N R P IPIRES GES A 23,
36 1)

PIRS FLH ASA BTG T BN -

a)

b)

d)

HEN 22 R S5 AR
top

scope ssa

S YNVAEL/CER S

scope app-software

PR R A

download image URL
LR EEZ —, WIEE S ARISCA TR E URL:
* ftp: /) 2 @55 a4
* scp//HI P A @R G5 AR/ AR
* sftp://H 7 G @I G5 A AR
o tftp:/ IS5 A g 15/ 4%

TP PR, TEPUTEL R A
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fEEF FXOS CLI 74 FX0S 7 AsA st srig sz meat I}

show download-task
e) EEFELC FAIINH, WEHATUL NEEE:
up
show app
W SR AR ASA WA . 705 T 2D 3R, 180K 75 AT FH MEAM I AR 245 FR S it
HRET
w5l

LA 7s il ] SCP WSl S il et «

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@l92.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

T BT RS ASA IR 4
a) ARSI
top
scope ssa
b) K R A A S I A TR T I 2 A A
scope sotsot_number
o) KiuHEl ¥ E  ASA N FHRER
T FXOS 2.3.1 M HARARA:  scope app-instance asa
X} FXOS 2.4.1 JHEHA: scope app-instance asa instance_name
d) HeIaSICABCE A HT I ASA AT A
set startup-version version_number
PEACHL -

commit-buffer

F+4% Firepower 4100/9300 +#9 ASA i}
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B 515 exos 7 asa = /& BEE B

RAZRAMEALSS . NMITWAR S, N EF R 30.
PR 8 LI AR 2 4 5 RV O 22 M N R P IRE, WS Bl ke, 55 36 i,

74K FX0S #0 ASA T F/& i FE52 3 5t

il FXOS CLI 5 Firepower HLAHE L4574 FXOS A1 ASA 3= H/4& F kb i 75 %)

{5 9 Firepower #| 58 &1 28 7+ 2% FX0S #n ASA = F/%& BRI =4 %t

FEAHUA TG0 e dee 22 v BE T 22 45 43 T AH N RIS 1 TH g 3

FiaZ /i
FRUGTHR 2 /T, E ORI B 58 e LA T 44 -

o TN E ST HRS, e’ & % ASDM EH: 2155 ASA TP Hulilk.
TH RS MHEANHE TGS IP Huhl. AR5, KT > Bl > 8EEB > RS UEGHEEN
e (A aAHBIE A, DU 40 B 2 — AN 4% .

o FARETZLF K FXOS T ASA #ff4u,,

o BN FXOS FII ASA Bl .

UK

TB1 AT S ASA A1 Firepower 2241375 [, FALHIT FXOS °F- 5 0 AL WLE AT ASA A1
1%

IR W T 3] FXOS 2.3.1 ZATIRA, WIZETH2¢ FXOS P &b ik 2 /iy, 1A E0¥
ASA CSP Wifg AL 324 4

a) 7E Cisco Secure Firewall HUAHE Higs 1, LRG> B,
AT A E 5 o HUAE ErnT SR 815R .
b) sidh E&BRE.
o) milnEEXH, T FAIEIIEERAE E AR .
d) sidiEfE.
PTG AL RINLAR .
R2 ) BARENE) FXOS P &Rz )G, a8 &M ASA @i K41 Firepower L4 % T2
FXOS 4 10.:

a) K EIHREN FXOS ¥ 5 MR Hrons N 1 F2R KA.

%
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{55 Firepower HLAAE T2 2 7 4% FX0S 70 AsA = /& Aras B [

ARG B RIS R A B . B i AN T 2 2 e i N TR S 8 5E 1 FXOS ~F & Hf:
WP ARE RS o, B S, ETHgadied, EMBa 2Bt 258
R B . 2 ASA JRATEACRNER P A A THREA, gl n] DL X L1

b) Rl AN Bk S 2%

FXOS FT TR, TH/E B I 4ift

Firepower HIAH & BRASTEF WA A T H o 0T DMEA FXOS CLI I A0t i GEZ 1 I35 7+ 41
MR, F3570) .
FRINTH BT AT, Sl e Ay 22 A5 | BERITAT D225 N FRP IR GES TN %3,
$36 71
TH ASA B A4 LG
a) EPHBIBIRFIIT “WHEL” UM,
BB 24T TFIB 581 & U1 DL R HLAE b RS I R 5 513
b) s AR R S R A N IR B RR A AR, T T B BRA R A A
¢) X THEMRA (New Version), &8RS T 57 IR AR AF R AS o
d) SEE.
THIOI RS WA N R P A 2 Hos D 7t 2 -
a) EPIBEBIZE.
b) FUER AR P RRARFE TR .
W WA T B4 BTGB e, DA i) O e 4
a) JEILERR|EH ASA TP Hutk, E&H %% LG 3 ASDM.
b) MIIEPEEEEE > B > MEER > RS, REAHRAER, sl RSN B
FEREBT N4 ) ASA B (1) Firepower % a3 ¥t b, EALHI FXOS ~F & SR WG AT ASA
P

P & W T 2] FXOS 2.3.1 ZATHIRRA, WIZETH2¢ FXOS P& PRk 2wy, WA ZH
ASA CSP W% AL B &4k 4%

a) T1F Cisco Secure Firewall JLAIE ELAS Y, LH RS > EFH.
AT A EFE o HUAE BT A s1)ER .

b) sl Bk,

o) MR, I FNIEIIFIE AR EAR IR

d) stttk
P WAgoRs AR BINLAE

TERC) EALR B FXOS P E b mig 5, 1Ea& 84 H ASA BH 411 Firepower ZZ 4> % I

T+ FXOS fHgs,

a) MIETFR RN FXOS “F & HHYR i 5 N A F R B e
R A A I B . e IR T B i N R R ¥ 52 i FXOS - & 8
W2 BIFTERRRER B, AN, EiES%EE, AFPEY, TIE SRR &ILE, &5
PR . HUE ASA MUARTES A LR R 8 Ry vl TR A, 3l nl DL 2 I e st |
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B =5 Fxos cu F4n XS 0 ASA 3 A/ A REE RS A

b) sl R DAIA Bk Sl 2k
FXOS ] 440, T+ T8 &k aik.
$IB10  Firepower HUAH BEASAE TR A AN AT o #0T LS FXOS CLI W45 TH0d 7 GEZ 1 I T+
HEEE, 35T .

SN WITHEIE AN G, KU 7 Ay 2 4G ERT A C 2235 N AR RS GES TN 2%,
%36 70
U112 TI2% ASA IBH B %
a) EPFBHEIZE
BEIN 23T TP B A& & VU LA o LA L Ol & B R 4 03 o I R N AR i AT e 4, )
RIHG BoR— 4R UL T R
b) ik AR (K AR R A N ()R B AR AR B b, T T B ARG AR A X HE
¢) X TERARA (New Version), i3 AHEE 55T (K8 AE A
d) AiifaE.

W3 TP R E WA R AR 2 HsTh T2 -
a) EFIBEIRE.
b) KN AR RCARIEATIRAS .
LG R KWIA TR BB 2 e, [RITHT—Ff
a) MILERER|EH ASA TP Hutk, E&H w4 L)G5) ASDM.
b) LT > Bl > MEER > RS, e ERAER, s RSN .

1% F3 FX0S CLI 4% FXO0S #0 ASA ¥ fB/#& A tirEit Xt

BEAHU TG0 R de 22 vl e TG 2E 45 43 W AH BRI S I T 3«

FHIa Z Al
TFURTH 2R, T RIS T 5E P Al

o TR E T B B B, BN R R R Firepower 2414 1) ASA
Yl e, I show failover iy A\ i dir& DL oo 1 T/ AR

© NEETHHEI FXOS Al ASA #AF4.

« H K FXOS Fl ASA il .

o WCERRE IR AT G T BCBINLA T 75 1 LU R AR
o FNIL AT IR () IR 55 25 1) TP Hivdik 13 43 56 LE SE TIE
o WG SO 54 B e 44 R
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N

g

{8 FX0S CLI 748 FX0S 71 ASA £ i/ mass 3t [

UK

TEE 5 2% H ASA iBH ¥ 451 Firepower ‘%4 W % L, FHEBT FXOS 74 g5 % .
a) E#F) FXOS CLI.
b) BEA PR

scope firmware

c) F#iFXOS &gk A mefi:

download image URL

LR R —, WIEE S ARSI E URL:
« ftp://H 7 B @Bk 4s- 4% / #4452 /image_name
* scp://H P & @R %54 / 4% /image_name
* sftp://H @ik %45 / #5145 /image_name

o tftp:/R 45 4% - i 115/ #%4% /image_name

d) ZEWPE TR, EHRATLL N ERAE:
scope download-task image_name
show detail

TP
LU 7= B8 SCP s & il et -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware/download-task # show detail
Download task:

File Name: fxos-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxo0s-k9.2.3.1.58.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

D NG FXOS &g mg s, TH4¢ FXOS $ightu:
a) WiAg A, R[] B AR

up
b) 0 FEEZRE FXOS SR [ A 5 -

show package
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B =5 Fxos cu F4n XS 0 ASA 3 A/ A REE RS A

2)

HEN 8l e et

scope auto-install

4% FXOS 1 G Zp L

install platform platfor m-versversion_number

version_number & B E 2 HE ) FXOS P& PP AT, i 2.3(1.58).

ARG B RAUE A S R A . B T AN T O 2 i N TR S 18 0E 0 FXOS ~F & #f:
WP ARE RS o, BN, ETHgadrEd, EMBa 2Bl 258
B B . 2 ASA JRATEACRTER DA rI THREA, il n] DL RN X L 1

N yes, NGEAREEARALIGE.

N yestfiiA AN EIAR 2238, BB HI N noliUH 2% .
FXOS TG, TH2/Hgr kAt
BT, WS RETIYORRE , 55 35 1.

TBI  JWIIFAGITAAE)G, AR AR 2 A G | BERUT A C 2235 N R IPIR A GES L 2236,
36 T .

FEA R ASA FATFWUR T B EIHLA -

a)

b)

d)

BEN 2 A RO

top

scope ssa

SNV /SR S
scope app-software
NGRS R WAR -

download image URL
LA N EZ —, WIEAE S ARISCHHRE URL:
* ftp:// ) Z @I 55 o 4%
* sep:// A @M 55 A AR
* sftp://H 7 B @R 55w R AR
o tftp://JIk 55 A i 5 /% AL
SR T OISR, EHRAT LUT A
show download-task
LAEC NEMN, AT #AE:
up
show app
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NN

QR aE

g g

~N O

{8 FX0S CLI 748 FX0S 71 ASA £ i/ mass 3t [

NN IR ASA A AE T D BR A, S00K 1 A T VR (18 FEUAS 54+ R R T
HIREFP o

Tl
PAR 7R BiE I SCP il 52 et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes
THt ASA a5
S P He
a) BEANZARASHA.
top
SCope ssa

b) KO T S IE AR ST I e
scope sotdot_number
o) KHGHIVE A ASA N TR
X1 FXO0S 2.3.1 S HEAIRRA:  scope app-instance asa
XFF FXOS 2.4.1 J ¥ ifliAS: scope app-instance asa instance_name
d) BN TRRA B E G RS R hOAS «
set startup-version version_number
e) PRAHHE:
commit-buffer

WARGBCEARS . MABURC TR, N R,

FERUE 2 AR 2 A G BNV 2 (K N TR e RRES, I S BN 22ke . 26 36 UL,
R WA THR I B BN G2 BEak, DMV B 1R ST H K B %
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B =5 Fxos cu F4n XS 0 ASA 3 A/ A REE RS A

a) TEALE & H ASA A1 Firepower 224 % b, ¥ & 1821 Telnet 3% #5234 3 21 B ke
CLI.

connect module slot_number {console | telnet}
LR BA S A LB B K 24518, W 115 sot_number .

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) EEFINHEHE .
connect asa

5l

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

o) Rt iEBIRA:
failover active

d) TRAFRCE:

write memory
e) WER A& &AL T EIRAS
show failover
FIR8 BTG B FXOS Bk CLI.
i Ctrl-a, d
$£1B9 R[] FXOS CLI A Hi 5 |45,
REEHIG:
a) HA ~
10K B % Telnet W
b) ZLHE MW Telnet N, I

telnet>quit
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{8 FX0S CLI 748 FX0S 71 ASA £ i/ mass 3t [

BH Telnet £1F:

a) HiA Ctrl],.

EAE 0% T ASA AR 4% 1K) Firepower %4> % b, FEHT K FXOS -4 g8 L mefs .
a) EfEF) FXOS CLI.

b) HEA AR

scope firmware

c) F#iFXOS 1&gtk e

download image URL
LU N EEZ —, AIEAERABISCAHRE URL:
* ftp://H P 4 @55 4% / % 4% /image_name
* scp://H P A @RS A% / #5475 /image_name
* sftp://H T @55 4% / #5475 /image_name
« tftp:/ %5 4% < i 115/ 645 /image_name

d) B PR, IERIT LR A
scope download-task image_name

show detail

T
LA 7-Bid ] SCP Wil 52 et -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware/download-task # show detail
Download task:

File Name: fxos-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxo0s-k9.2.3.1.58.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

JRIN RGBT FXOS V-S4 umg )5, FH2¢ FXOS $ight:
a) WA ALEL, IR [P B R

up
b) ic FEZ2AE ) FXOS ~F & g8 i A .

show package
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B =5 Fxos cu F4n XS 0 ASA 3 A/ A REE RS A

2)

HEN 8l e et

scope auto-install

4% FXOS 1 G Zp L

install platform platfor m-versversion_number

version_number & B E 2 HE ) FXOS P& PP AT, i 2.3(1.58).

ARG B RAUE A S R A . B T AN T O 2 i N TR S 18 0E 0 FXOS ~F & #f:
WP ARE RS o, BN, ETHgadrEd, EMBa 2Bl 258
B B . 2 ASA JRATEACRTER DA rI THREA, il n] DL RN X L 1

N yes, NGEAREEARALIGE.

N yestfiiA AN EIAR 2238, BB HI N noliUH 2% .
FXOS TG, TH2/Hgr kAt
BT, WS RETIYORRE , 55 35 1.

BT R FTEAAE)G, AE LRy 2 4 5| AT O 2B N AR P FPIRE GES TR &%,
36 T .

KB i) ASA BAFIE T EEBIPLAE:

a)

b)

d)

BEN 2 A RO

top

scope ssa

SNV /SR S
scope app-software
NGRS R WAR -

download image URL
LA N EZ —, WIEAE S ARISCHHRE URL:
* ftp:// ) Z @I 55 o 4%
* sep:// A @M 55 A AR
* sftp://H 7 B @R 55w R AR
o tftp://JIk 55 A i 5 /% AL
SR T OISR, EHRAT LUT A
show download-task
LAEC NEMN, AT #AE:
up
show app
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{8 FX0S CLI 748 FX0S 71 ASA £ i/ mass 3t [

NN IR ASA A AE T D BR A, S00K 1 A T VR (18 FEUAS 54+ R R T
HIREFP o

Tl
PAR 7R BiE I SCP il 52 et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

$IE14 T ASA R AL .
a) AL
top
scope ssa
b) KO T S IE AR ST I e
scope sotdot_number
o) KHGHIVE A ASA N TR
X1 FXO0S 2.3.1 S HEAIRRA:  scope app-instance asa
XFF FXOS 2.4.1 J ¥ ifliAS: scope app-instance asa instance_name
d) BT IRABE S o AR T IR R A :
set startup-version version_number
e) PRAHHE:
commit-buffer

WARGBCEARS . MABURC TR, N R,

P15 ZGUE L AAREY 2 A G RV O 2 (MY IR PP BRES, IS BmIN 2ke . 26 36 UL,
BE6 (ALl KW THR I e B R e, [FITHT—Hf-
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F+4% Firepower 4100/9300 - i ASA I
B 515 ex0s 7 asa /= BEE B

a) TEALE & H ASA A1 Firepower 224 % b, ¥ & 1821 Telnet 3% #5234 3 21 B ke
CLI.

connect module slot_number {console | telnet}
LR BA S A LB B K 24518, W 115 sot_number .

i

Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) EEFINHEHE .
connect asa

5l

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

o) Rt iEBIRA:
failover active

d) TRAFRCE:

write memory

e) WL AL TIEAIRE:

show failover

Ft4% FXOS #0 ASA £ H/E H ¥R 5

/] FXOS CLI 8¢ Firepower LA BEAS T2 FXOS F1 ASA 3= /32 I B 4 A5 4]

{5 A Firepower #1.58 & 18 28 4% FX0S #0 ASA £ B/ R# &4 # 5t

B TS T b 2 VT e 5 22 45 b VA RIS I T 5 3

. 4% Firepower 4100/9300 _E & ASA
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N
3B

{55 Firepower HLAA% T2 2 7 4% FX0S 70 AsA = /= Aurase i [

FrIRZ Al
THETHR AT, ORI O 58 L F R AE:
o STEEEME NS B JERE ASDM, RGBS > B > MR > KEUES
RS H (R RAABERBI R , DMERIE &SI — %
© NEETEI FXOS Fl ASA #H-.
%4 FXOS Al ASA it '® .

UK

AR A1 AE T e EIAE TR

a) RS EE AL | PR P IE, AR ek (EERE AL 1 A TESPIRA B B
5j) ASDM.,

b) ILFESEE > MR > MEEBE 2, KA dnRAER.

¢) fEJas T, Hitiiet L ASDM fR{FIER.

LEAE 5B ASA AR 4% 1) Firepower 22 4 B4 1, ARHTI) FXOS 7 G HHGR LIS FT ASA B AF
%

P & W EET 3 FXOS 2.3.1 ZATHIRRA, WIZETH2¢ FXOS P S ik 2wy, A ZH
ASA CSP W% AL B &4 4% o

a) EHRHEBh 3% LY Firepower HUAR B EESS
b) WIKIEF RS > EF#.
A AT BonHLAE Erml ARt 51 32
o) mii Ef&m&.
d) &, T FENEIIEE R B AR IR
e) i bf&,
P A EAERINLAR .
TERE AR #T ) FXOS ~F S Mg )G, Ea 84 ASA B k411 Firepower LA # T2
FXOS &4,

a) THEFF RN FXOS P& H#40 8B 5 N A FH K

RGR IR AR B LA . e e T RN T 2R A Y R L 3 58 1) FXOS - & B
BWZEPAAFRERE, b, e BnE, AT, B SIEELLL, RS
R BT . 2 ASA FRATEACAENER DI W THRERA, i n] LLZIg X 2

b) iR LAIN B kS 2k
FXOS $THHMgR s, T+ F08 it

Firepower HUAT & B8 AETHZIYIALRE AN T H o 50T LU FXOS CLI =TT 40 fE i 2 P 42 7144
R, B35 50 .

F+4% Firepower 4100/9300 +#9 ASA i}



F+4% Firepower 4100/9300 L&) ASA I

B = Firepower MRS 7 4% FXOS 7 ASA 3 R/ MBS R

IR T A I, B0UE 2 ARy 2 45 BT A C 2B N T FE R RPIRES G il 2%

%36 70

T ASA B LG

a) EPFIBEIRE.
BE I 24T T IB 38 1& & U1 DL /R LS b OGS @ ik 5 413

b) SRR T IR AR R A N IR B RRA K bR, T T S FTRR G AR A X TR AE

c) X THETHRA (New Version), b£AHSE s B AR AT I A

d) riiHfE.

THOSFETE RS, BIA N R P AE L H s D T+ 41

a) EPFIBEIRE.

b) ISR AR P IR TS TR

AN W i B AL AE Al B 18 I A TR IR .

a) MILERBEFE AL 1 R L, T W (EMREEAS A 1 T AREN R %) La
%)) ASDM.

b) MKUGEFE ISR > BIBRR® > BEEBAE 1, R AHRAEH.

¢) WL FR s > HREEETS > HREETEE 2, RE SRR &R

ASDM ¥ A s BB B et BRI 41 1 1P Hulik.

EAL 2 ASA B 45 1Y) Firepower % % b, FAERIH FXOS V-5 P0G R ASA At
%

TR WR T3 FXOS 2.3.1 ZATIRRA, WIFETF2 FXOS V-5 WLk 2 i, A E
ASA CSP WfR AL B 24 4%

a) EFER)E KA LI Firepower HIFHE AT

b) WIKIEF RS > EF#.
A BT o HLAE B ml AR 51 3

o) miili BB, WIHTIF “ BARRUE” RHEHE,

d) ASTEFEE, W ENEDFEPARE A

e) i Lkfk,
P AR AR BN .

f) oA, BAAEERE, RO SR R P VRITN IEI RGN B X
4 P

e FAEENE) FXOS &g s, £ + ASA @& 1) Firepower %W & FTHH

FXOS HH45.:

a) AUHEFFEIN FXOS 15 HRG AL B0 W 1K % A
RIS U R R AL . B AN YT O e N AR S5 4R E 1 FXOS - 65 3
B I FTAARE NS A, ERSEEE, g, TIa SR Lll, &%
PFREEE . N2 ASA MARTEAAEYER P o] A RA,  HinT DL IX S 4ty

b) il R DA IA Bk sl 2k,
FXOS T HFHER L,  TH/ B3 na4iqt.
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Firepower M6 B 2R FHZUHE AN 0T H o 480 DUE ] FXOS CLI A2 G S b I
HEE, 35700 .
IR DA )G, BAIE 22 Wby 22 45 R AT O 222 1 N AR KPR S GES TR 228,
36T .
TH ASA Z 4GV &G
a) EHIBEIZE.
LU 23T B 5E1% &% U1 LU /R b E i & 2 5 s % 1K .
b) AT AR T (1 I A N IR B AR AR B b, FT T B T ARG RS X TR ATE
c) M TEARA (New Version), 1EFAHSE 58T I AR RUAS
d) ALiME.
T RETE G , AN R A2 LR D T2
a) EHIBEIZE.
b) KAUEN HFRFRRARIZITIRA .
RN E S “BARE” , FRREERE)E, eSS E & & L B2 iEsek
Ao MRS AR E N B s, AT DU A BEEE > SRS 4EFE > MR B4R S ik Al LA
frE e LIS IEPIRES .

{g FJ FXO0S CLI #+4% FXOS Fn ASA & FiI/ & FItf st 7 0t

S

Qe

Qs

g g

N -

FEAHURA TG0t e de 22 v BE T 22 45 43 AH N RIS I T+ 30

FHIa Z |l
TFURTH LR, T RIS C 58 P F Al

o ST B E AN Ve At e IEFER Firepower A I ASA #Hl G, I show
failover iy LB W KPR S (T Z BB .

« FEETHHEI FXOS Al ASA #AFAL,

© H MK FXOS Fl ASA L&

o WK IR AT G T BBIHLAT T 75 1 LU R AR B
o TR ILS AR R R 45 45 1) 1P HBERD B 0 50 UE R E
o WG 58 A B E A R

g2

W EH G CEED BUEH SSH, #H34B) % L% FXOS CLI.
A R A e EIAE TR

F+4% Firepower 4100/9300 +#9 ASA i}
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Bl 5255 XS LI A4 FXOS #1 ASA PR/ R RESE R R

a) fFFH¥EH G IEH L Telnet HEERIER BB CLI,
connect module slot_number {console | telnet}
PO R A I 2 A 2 B R 1225 1%, W 14E% slot_number .

w5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) RN RIS .

connect asa

i

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

o) AT RS A T v LA TR EPIRAS
enable
BOATEOUT, A R A =
no failover active group 1

no failover active group 2

w45

asa> enable

Password: <blank>

asa# no failover active group 1
asa# no failover active group 2

FIR3 BTG #) FXOS Bk CLI.
i\ Ctrl-a, d
$£1E4 k[0 FXOS CLI [T 42,
REEH &
a) HiA ~
TEBIE H 2 Telnet I
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b) ZLHE M Telnet N, I

telnet>quit

J‘EH:II Telnet %lﬁ

a) A Ctrl-],.

TEALE 5B ASA AR W 45 1) Firepower %2 4> B4 b, N H FXOS 7 & HHGL AL MLGFT ASA A
%

a) EfEF) FXOS CLI.

b) BEA R

scope firmware

¢) N FXOS “FGHRgb R/ Fms

download image URL
LR L2 —, WIEE S ARSI E URL:
* ftpu//H P % @554 / % 4% /image_name
* scp://H T @RS A/ #54% /image_name
* sftp://H T Z @45 4% / #5475 /image_name
o tftp:/HRSS % < i 115 / %42 /image_name

d) B TR, ERIT LR A
scope download-task image _name

show detail

IR
LU 7R B ] SCP B s S et

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware/download-task # show detail
Download task:

File Name: fxos-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxo0s-k9.2.3.1.58.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

I N EGHTE FXOS “Fagh g G, FHg FXOS 464 .
a) WAy A, R 0] B AR

F+4% Firepower 4100/9300 +#9 ASA i}



F+4% Firepower 4100/9300 L&) ASA I

Bl 5255 XS LI A4 FXOS #1 ASA PR/ R RESE R R

b)

c)

d)

2

top

scope firmware

10 N EEAE ) FXOS “F SR hiA 5«

show package

HEN 3l et

scope auto-install

12%% FXOS 1 5 4l g0,

install platform platfor m-versversion_number

version_number & & E 36 FXOS P& PP IMAS, il 2.3(1.58).

RO B S RAUE RS R A L. B i AN AT 2 e i N TR P 9 18 58 (R FXOS ~F & Bf:
WA MPTAARE RS o, S, ETHgOdrET, EMEA SRt 258
K B . 2 ASA JRATEACEER P A rITHREA, i n] DL X S 1

N yes, NGRSO
FIN yestfiAN BRIk 22 2%, B HT N noliy 228 .
FXOS #T g8, F+2/ T8 inZ i it

BT RN, WS RETIPOEE , 5 35 L.

PSRBT WIWTHEITE AN G, KUE L AR 2 A G R 222 N R PR S GES TN 23k,
#3670 .

FIE8 KT ASA FAFWUZR T B EIHLAH -

a)

b)

d)

BEN AR

top

scope ssa

HEN N AT A AR

scope app-software

P HOZR B AL

download image URL

LA N EEZ —, IEAE S ARISCHHRE URL:
* ftp://H ) H @R 55 a/# 4%
* scp://H 1 S @R 55 s v A
* sftp://H 7 4 @I g5 A i AR

* tftp://server:port-nunvpath

TP N RO, TEPUTEL R R
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18l FXOS CLI 4% FXO0S #1 ASA = /£ A% FE 3 %t .

show download-task
e) EEFELC FAIINH, WEHATUL NEEE:
up
show app
W SR AR ASA WA . 705 T 2D 3R, 180K 75 AT FH MEAM I AR 245 FR S it
HRET
w5l

LA 7s il ] SCP WSl S il et «

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@l92.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes
TH ASA BB WUR -
a) WAL
top
SCope ssa

b) K R A A S I A TR T I 2 A A
scope sotsot_number
o) KiuHEl ¥ E  ASA N FHRER
T FXOS 2.3.1 M HARARA:  scope app-instance asa
X} FXOS 2.4.1 JHEHA: scope app-instance asa instance_name
d) KRN TRCAS R B A AR T T IR A
set startup-version version_number
e) %%35@6%%:

commit-buffer

F+4% Firepower 4100/9300 +#9 ASA i}



F+4% Firepower 4100/9300 L&) ASA
Bl 5255 XS LI A4 FXOS #1 ASA PR/ R RESE R R

PR RGRCEATRS . MBS R, NHEHE 3.
FIR0 LR 2RI 225 R A 2R N IR PR, WS Bl 28, 5 36 1L,
BN ATPINSEE R AR B B TESIRA .
a) [FFH¥EH G IEH L Telnet HEHAIER Z BB CLI,
connect module slot_number {console| telnet}
PO R A I 2 A B R 1225 1%, W 14E% slot_number .

w45

A

A

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) RN RIS .

connect asa

i

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

o) EPI IR A A et BRI TSRS .
enable
NN SN R S ol
failover active group 1

failover active group 2

i

asa> enable

Password: <blank>

asa# failover active group 1
asa# failover active group 2

LIE12 BN H S $] FXOS Bk CLI,
N Ctrl-a, d

$IE13 k[0 FXOS CLI [ B M2
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REIEH &
a) A~
5B & Telnet NI .
b) ZLEH Telnet M, EHIA:

telnet>quit

B Telnet £1iF:

a) HiA Ctrl],.

AL ASA AR ) Firepower 2% I, T HGHN FXOS ~F & PGB A ASA # A1k
%

a) ERF) FXOS CLI.

b) HEAFEFR

scope firmware

c) F# FXOS V- & WP 4w :

download image URL

LN N —, AIETE R AR SR E URL:
* ftp://H P 4 @R %575 / 4% /image_name
* scp//H P @I gs 2% / 4% /image_name
* sftp://H T 2 @ik % 45 / #5145 /image_name

* tftp://server : port-num/ path/image_name

d) B TR, IERIT LR A
scope download-task image_name

show detail

Tl
DA 7R B SCP sl 52 il es%: -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware/download-task # show detail
Download task:

File Name: fxos-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxo0s-k9.2.3.1.58.SPA from

F+4% Firepower 4100/9300 +#9 ASA i}
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Bl 5255 XS LI A4 FXOS #1 ASA PR/ R RESE R R

192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

JEI R BOH K FXOS P GNP mR e, TH4 FXOS filght:

a)

b)

d)

e)

2)

WA AL, IR (B ) [ AR

up

NN FXOS 1 &M IB i hiiA S -

show package

HEN 18l 2 epii s

scope auto-install

74 FXOS V-5 gp .

install platform platform-versversion_number

version_number J&: #2255 1) FXOS V- & IR RA S, Bt 2.3(1.58).

ARGV B R E R AT . B T AN T O 2 e i N TR P S 1 5E [ FXOS ~F & Hf:
WP ARR RS o, e s, ATHgOdRed, EMEA sl R4
R B E . HEE ASA JRATEHCETER DA nI THRA,  wln] DL IX L

fN yes, BNGEAREEARELIGIE.

N yestiA SR EIAR S 225, BB H N noliU 2k .
FXOS FT TR, TH/E B I 4ift
LMETRGRE, ES TR, %5 35 1.

INTHR A HAE G, B AF by 2 4 5 | T & 22235 i N R IR A GBS TN 223,
36 70

KB i) ASA BRPFIR T AEINLAS:

)

b)

<)

HEN e e Bt
top

scope ssa

HEAN DN TR AFAR

scope app-software

T HOZ AR AT WAL -

download image URL

LR 52—, WIEE S ARSI E URL:
* ftp /) 2 @I g5 a4
* sep: /I A @M 55 A AR
* sftp:// 7 Z @R 55w Bk AR
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o tftp:/ MRS A i 15/ 4%

d) BN TFEITRE, EHATCL R EAE:
show download-task

e) LEEEC FEMNA, WEHAT LN ERAE:
up
show app

NN AR ASA A AR T A B, S00K 5 A YRR (0 FBUAS 5 4% HR Rt T
IREF? o

Tl
PAF 7R B4dE ] SCP #hist 52 il e :

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes
T ASA TR B AR -
N . e
a) HEANZRMRFHA:
top
SCope ssa

b) R R B A S A ST IR e AR
scope slotslot_number
) KIEHIEE N ASA N HIFER:
X T FXOS 2.3.1 JEAIRIRA:  scope app-instance asa
XF FXOS 2.4.1 }HE mhiiA: scope app-instance asa instance_name

d) RENTTRRCAS B Ay RECEE ST (R BUAS «

set startup-version version_number

F+4% Firepower 4100/9300 +#9 ASA i}
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B 515 exos 7 asa s s

e) %Tﬁﬂﬁ :
commit-buffer

RAZRGNEES . NIRRT, NMTER 5.

P9 BRIE R PY 25 RV O 22 MY R RES, WS BN ke, 2 36 i,
PR ORGSR AGEECE D “RiE 7, AR S, e RRE B L A S ISR

Ao R MRS AL E  Jo HIFE T D] B 9% > SR8 35 > MRS 154 S T it Al LA
e B R A SIRES .

FH4% FXOS F1 ASA ¥ 55 8] &£ B4

i FXOS CLI 2 Firepower HLARE P a5 AEAUHT | G240 (10 A LA _ETH40 FXOS Fl ASA.

{&£ F Firepower #/Li5 & 3225 7t 2k FXOS F1 ASA #1758 (8] &2 2%

FEAHLAE I TH R b5 22 T RE TG 22 45 b o VA N RLRIES I T+ 5 3

FrIaZ |

TFURTH R, A ORI 58 A B
« FEETHHE FXOS Al ASA # A4,
« &M EIF FXOS Al ASA il 'E .

i

T e RN LAR R AT 50 . O TE B 5 TH LA -

a) %EHLF Cisco Secure Firewall JLAH 2% .

b) EFBIERE.

¢) Riih's () UEF LR PO S 1 2 B B 1 .

d) BN ERSAA TS . NAAEERABIREN “17 1 ASA S,
R BN AT R ITIIAE ¥ Cisco Secure Firewall LA #1145
RPN FXOS 7 GNP AR AT ASA B R -

TR WK ETF 3] FXOS 2.3.1 ZATIRRA, WIFETFZ FXOS V-5 WLk 2 7, T AER
ASA CSP WfR AL B 24 %

a) 1t Cisco Secure Firewall HUAEHLZs T, EFERSG > B#.
BT B WonHUR IR ] R 81 26
b) s bRk

. 4% Firepower 4100/9300 _E & ASA
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fgE A Firepower WA 22 748 FX0s 71 AsA Hlsaimsz: ]

RS, W SRR AR IR
st Efg.

Ik WABHRE AL BIHLA .
SRR B AL, RS TR SR

(FXOS 2.4.1 g R RAS) RN 1A & S (A~ g Fi S5 491
- WA N FXOS BRA 2.6.1 BRE S RCA T2, W mT A thob 3R

a) EHIBEIZE.

b) ARSI, IR AR AL SRR N S
EBTITREESC “ANEEENT .

4% FXOS HH4h

a) WIIEBE RS > B,

b)

R ETH R 2K FXOS ¥ 5 GBS N (1 7+ 4R &l o

ARG B RAUE A E R A . B T AN T O 2 R AN TR S 1 0E 9 FXOS ~F & #f:
BRI PTAARA RS tehh, EhE G, TGRS, A a2l R4
B B . HEE ASA JRATEACRTER P A AT THERA, i n] UL RN IX L

mh R DN gk e 3k,
FXOS T IHER L,  TH/ B3 na 4iqt.

Firepower HLAH & B8 £ FHFIHIPE AT H o &80T A FXOS CLI ¥ AL fE G S i Wi T+ 2%
W, F35700 .

TR AT, SAE e Ay 22 A5 B RITAT C e B N R PR GES A 2255,
%36 1) .

PERFAN AR T2 ASA BB W%

a) PPN E.
PRI AT IT B AR IR & UL DL s LA F OB A 8 i 51K .
b) U AR R S R W IR B RRA KR, FT T EHBRAR AR A T AE .
c) X THREA (New Version), EREALE TR IR AFIRAS o
d) miE-
THE R SE R WA R e 2k HASE) T2 -
a) PPN E.
b) BN IR P FRAMEA TR

(FXOS 2.4.1 B(H A ANUAE BT 2 ARl 5500 e AR 1
VE - W FXOS A 2.6.1 55 AT+ 2%, Ay DAkt b 20 1% .

a)
b)

BB .
s ERAE RS IR e BN B TG
ERITRES SO “fEERENT .

TR SRR BRI AT R AU R OD 3R 2-10,

F+4% Firepower 4100/9300 +#9 ASA i}



B =5 rxoscuin

HE

F+4% Firepower 4100/9300 L&) ASA I
H2EEFH4R FXOS F0 ASA 15 (8] &£ 8¢

FR2 TR P ERATER RTINS, ARG R IT U LR DR 2-10, Z IR

T EARTEERE, BRI,

RGUR MNICRTTH R PR 22— AR ASB Edl oc.

XT3 A VPN SRR, FERRERGE L n, T L] ks B ASA I G AR T
R R HDBT 7 R B2 1o

cluster redistribute vpn-sessiondb

T—F 4

WEAFAR A ID. A U R EN AR i ID (VR4 S, 72 Cisco.com | “7E Firepower
4100/9300 =2k ASA HSEAEAF LASCHL AT FEPEAT my ] PR rh i)l s 1) SR A 3L

{2 F FXOS CLI #1758 532 25 7r2k FXO0S #0 ASA Hl 78 B &%

S Sk

A

Qe

g g

w N

FEAHUAA (0Tt R dee 22 vl B T 22 45 43 A N RIS 1 T+ 30

FrIaZ |
TFURTH T, A ORI 58 A B
« FEETHLEN FXOS Al ASA # AL,
« HA T FXOS Fil ASA i 'E .
o WK ER A AR T BRI 3 1 B R A5 B
o S MNIL S IR (VR S5 75 1) TP HuhERD 5 4 50 UF SR UE
o WG SO 54 B E A4 Bk

UK

i e WA HLAR AT 3 0. KA B Ja THR LA :

a) %] FXOS CLI,

b) N FEBREN TN . AR “HEREMEA” WEN “E7 1) ASA 4.
scope ssa

show app-instance

HERE B RAE B R TR 1 FXOS CLI
AN LTy 22 B A N R SE B o 6 AL LA REAS ASA R, AT LR D ER:
a) KE ASA NI SN Bl 1 B AR 45 RE SR

scope dot slot_number
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&/ FX0S CLL i E B 74 Fxos A asa e £z ]

scope app-instance asa

pE s POER B 2D LB B M 258, WA 174 dot_number .

b) 2] ASA N :
disable

C) %%ii@ﬂ%i:

commit-buffer

KB FXOS - & IR A~ 2R -
a) BEARPFR

scope firmware

b) T FXOS ¥ & gt A5 -

download image URL
LN —, AIETE R AR E URL:
* ftp://H ) B @Ik 55 4% / B 4% /image_name
* scp://H T A @I S5 2% / #5845 /image_name
- stp/H P S @IS 4/ B /image_name
o tftp:// IR 55 %% < i 15 / %1% /image_name

o) FMEE TR, EHHATLL N ERAE:
scope download-task image _name

show detail

TP
CAF 74 SCP WSt 52 il et

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware # scope download-task fxos-k9.2.3.1.58.SPA
Firepower-chassis /firmware/download-task # show detail
Download task:

File Name: fxos-k9.2.3.1.58.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 853688

State: Downloading

Current Task: downloading image fxo0s-k9.2.3.1.58.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

i&[A] FXOS CLI [ & H 532,

F+4% Firepower 4100/9300 +#9 ASA i}



F+4% Firepower 4100/9300 L&) ASA I
B 2 Fxos cLiiE R IR S A FXOS A1 ASA HLE I 4 B

REIEH &
a) A~
k5B 2 Telnet M .
b) ZEH Telnet M, EHIA:

telnet>quit

iR Telnet &iF:
a) A Ctrl-],o
L6 T FXOS #gh:

a) WHAWEL, T IR [EE AR
top
scope firmware

b) i FEE ) FXOS V-SRI A S
show package

¢) HENAZ) A
scope auto-install

d) %H FXOS V& gpfu:
install platform platfor m-versversion_number
version_number &5 B2 % (1) FXOS ~F &b IIpA S, 4 2.3(1.58).

e) ARG E R UEARE R A, B AN AT ke BN TR 4R E 1 FXOS - 6 8
BZRAATA S A, ERSBEE, TS e, (RIS &, RE
Ko B . 2 ASA JRATEACETER P A P THRIEA, g n] DL RN X L 1

N yes, NS ANER LG .
) Hi yesHfi\ Ak S22 %%, B N nolfUi k% .
FXOS TIPS, T2/ 53 nak 4144
g) BRI, ES BT E , 58 35 i
PSRBT IR IE AN G, KUE LRy 2 A5 R 22 25N R RS GES TN 22k,
36 1)
$IB8  BOHN ASA BAFMUGE RSP
a) BEANZ RS
top

scope ssa

b) FEAN A

scope app-software
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&/ FX0S CLL i E B 74 Fxos A asa e £z ]

¢) FEEER AR
download image URL
LR 8L —, WIEE S ARSI E URL:
* ftp: /) 2 @55 a4
* scp//HI P A @R G5 A/ AR
* sftp://H S B @I G5 A AR
o tftp:/ IS5 A g 15/ 4%

d) TR TNEGIRE, IERAT U A
show download-task
e) WAEC NN, WHHATUL N E1E:
up
show app
10N AT ASA AR . EJGTFIE S, S8 75 A0 FH R O RRAS 455 ROk i
PR
w15l

LA 7= Bid I SCP W is 52 il es%: -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes
TH ASA B H B R WU
a) BEANZRMRSHA:
top
Scope ssa

F+4% Firepower 4100/9300 +#9 ASA i}
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B 2 Fxos cLiiE R IR S A FXOS A1 ASA HLE I 4 B

b) K FEACE O K E AR R e i
scope dotdot_number
o) KIEHIEE A ASA N
X FXOS 2.3.1 L HAIGAAS:  scope app-instance asa
XFF FXOS 2.4.1 N ¥ i iliAS:  scope app-instance asa instance_name
d) BT IRASBEE oy AR ST IR A«
set startup-version version_number
e) %%35@6%%:
commit-buffer

RAZRGMEALSS . MIWR O, N HEHES.

f

SN0 BIGUE LRI 2 A5 AT S22 N IR P IPIRAS, TS RWA 2 , 20 36 1L,
BN AETHIUE L RBUBNUR, U LI 2 B d g AR
a) Af A & B Telnet MEHEREE 2B CLI.

connect module slot_number {console| telnet}

POER B AT 2D AR 2458, WA 14 dot_number .

i

Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...

Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) B NFERIG .

connect asa

il

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

o) fEH A AR AR
cluster group name
enable

write memory
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s |

d) AUEHUAE LIRS e R E DR 12,
IR HY N HIHE ) & 2] FXOS #53k CLI
BN Ctrl-a, d
&[] FXOS CLI FE L5 |3
REEH &
a) A~
K IR A Telnet N o
b) ZLE M Telnet N, %A

telnet>quit

B Telnet £1F:

a) FiA Ctrl-],.

X R TP B AT PR SR T T A AR LAR R P R 2-14.

THRAERF P BAT ISR T T N S, ARSI R cpUAE L ERD I 2-14, LR Se A2
BT FARFARRE, BeJn AT,

RGN I SETT T BINIAE 2 — g — AN 45 5T

XA VPN SRR, fRdefifae 2 G, ol LM % B0 ASA il G =R R T
B T T 73 G Bl 25 1 o

cluster redistribute vpn-sessiondb

T—5 it 4

WCENIAR S A ID. A KW v B AR A7 ID BTEHER, 1i2 M Cisco.com |2 “7F Firepower
4100/9300 12k ASA FSZE AEAE LASEHL AT ™ AN imy ] FE ™ FR Aol s TR SR A 2

WS TR

T
$IE2
$IE3

FTIE4

AT LA FXOS CLI W42 T 2 b 74
pUE ]

43 FXOS CLI.

%\ scope system.

N\ show firmware monitor .
SEFFITAT A (FPRM. AR HICAIHLEE) TonTHICIRAS: st .

F+4% Firepower 4100/9300 +#9 ASA i}
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F+4% Firepower 4100/9300 L&) ASA I

pE s TH FPRM AR, REUGE)R, RIG QST AL,

Gt

Firepower-chassis# scope system
Firepower-chassis /system # show firmware monitor
FPRM:

Package-Vers: 2.3(1.58)

Upgrade—-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.3(1.58)
Upgrade-Status: Ready

BN CLT i & DI IR 22 B 22 42 5 B RE AT 222k iR S T AR

UK

1 R3] FXOS CLI,

I top.

i\ scope ssa.

i\ show dot.

B0AIE Firepower 4100 ZR 41 % 1122 45 |4 5k Firepower 9300 B £ | 22 35 AT An] 22 455 () 45 #LIR
BDRGANIER, HBAERESZE L.

5
i\ show app-instance.
WAL b 22 B WUTAT 15 £ s AT IRES AL, FF HA B AR A

R L T AR WIAN U 2 1 T AT 2 BRI AR EISA IR “FEERIEN” o IEAh,
AR I A E S ST RN b, ANATHET AR O BCE R “ 327 1951
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A5l

Firepower-chassis# scope ssa
Firepower-chassis /ssa # show slot

Slot:
Slot ID Log Level Admin State Oper State
1 Info Ok Online
2 Info Ok Online
3 Info Ok Not Available

Firepower-chassis /ssa #

Firepower-chassis /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Cluster State Cluster Role

asa asal 1 Enabled Online 9.10.0.85 9.10.0.85
Not Applicable None
asa asa?2 2 Enabled Online 9.10.0.85 9.10.0.85

Not Applicable None
Firepower-chassis /ssa #
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