%% HEE E 701001-714011

ARBTG5
* ID /T 701001 %) 713109 Z [A 46, 451 11
* ID AT 713112 2] 714011 Z A0S 6L, 45 19 7T

ID 9)-F 701001 % 713109 =~ |5 B E 2

AEFAEE ID AT 701001 3] 713109 2 [A] I L

701001

EiRiE B 2asa-7-701001: alloc_user() out of Tcp_user objects
WERR: A SR S B R AR K 5 1T B CRA BB AAA 1K, REH WR AAATHR.
Ei Y. @il floodguard enable iy4 3 ] Flood Defender .

%gll;&“;‘ﬁ,%\ $ASA-7-701002: alloc user() out of Tcp proxy objects
AR WURHIT B0 B e T R B R IR AR FE ) AAA K, RGUK B AAA T L.
ZIBYHR1E: L floodguard enable iv4 )5 ] Flood Defender o

702305

gl;&“;ﬁ,%\ $ASA-3-702305: IPSEC: An direction tunnel type SA (SPI=spi ) between local IP and

remote IP (username ) 1is rekeying due to sequence number rollover.
AR CUfE IPsec FEIEARIL 40 AL EE, I HAEAERBBEIE .

* direction - SA Jy [l (A ¥hEEH )
* tunnel _type - SA R GEFEV) R 8L L21L)
* spi - Ipsec RS
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702307

703001

703002

703008
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* local_IP - [ 38 A< Hh £% 35 11 1P bk
* remote IP - FFIE 2 2wt i) TP Huhk
* >username - 5 IPsec PEIE IS H P 44

BIAIRAE: IDRARONT SR A B B LA SA AE I E

’éia':éiﬁ,%\: $ASA-7-702307: IPSEC: An direction tunnel type SA (SPI=spi ) between local IP and

remote IP (username ) is rekeying due to data rollover.

YRR SAHURE A MO, Stk SA —R AR EE B BUT IPsec SA IETEE T2 H N B MR
JEONT T U 28 A il A

* direction - SA Jj ] (AENEEH )

* tunnel_type - SA K8 G sk L21)

* spi - Ipsec ZRSHET|

* local_IP - &1 A< Hb 2 i [ TP Hbdik

* remote_IP - P& 18 20 2 Uiy (1) TP Hbik

* >username - 5 1Psec 18 R FH P 44

BIRIRAE: KR RATE TR

gl%‘;ﬁ%\ $ASA-T7-703001: H.225 message received from interface name :IP address /port to

interface name :IP address /port is using an unsupported version number

WAA: ASANWCE| H.323 Hflite, LR E & AN SRR IRAS 5o ASATT REFS St B K P SURAS 7 B
B i A due e SERFRRCAS o

EIHTIRIE: U] ASATE VoIP 4% i 37 3: 11 H.323 A,

gl;&iﬁ,%\ SASA-7-703002: Received H.225 Release Complete with newConnectionNeeded for

interface name :IP address to interface name :IP address /port
WERA: ASAWCEI T4 1) H.225 HE, ASANP/MATE ) H.323 I T (G S EEX % .
BIWRIIRAE: LHR AT

%g’ll;é“;‘ﬁ,%\ $ASA-7-703008: Allowing early-message: %s before SETUP from %s:%Q/%d to %s:%Q/%d

WERR: MRV ERIRN, ANt R ) P EN LA T A NIEIY, I LA B B AL Y S A
FACILITY 7881 41% SETUP ¥4 &, [H]IN 75 SH 1845 H.460.18 [FEK,
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709001, 709002 ]

BIBYIRIE: BICRBEE ME T RIAR e H.640.18 FHUEEE, fEAL N H323 MENY s foiF FACILITY ¥
ELFF 1 SETUP W 8.

709001. 709002

HIRBE B 2ASA-7-709001: FO replication failed: cmd=command returned=code
Hi25H 2 2AsA-7-709002: FO unreplicable: cmd=command

WAR: RGN I AR B s b D e 5

BIHIRIE: EHRPATAEMT AL

gl;&“;ﬁ,%\ $ASA-1-709003: (Primary) Beginning configuration replication: Sending to mate.

WAR: BT s TR R E N, Rgie Bon bl B Bt 510 5 B ik
2B A

BIRYIRAE: WAL

HiRE B 2AsA-1-709004: (Primary) End Configuration Replication (ACT)

AR TR e Bk A S RCE S B R BN, R WoREE D R . B ta] 4]
O A B B A B A%

BILAIRIE: BRI TAEATERAE .

709005
Hi2 5 2 9ASA-1-709005: (Primary) Beginning configuration replication: Receiving from mate.
YRR %M ASAM T ASABL TR ESLHIRI SR — 867> B Rt n] 414 Hl W B % il B ik
BILBIRIE: BRI ERAE.

EiRiHE 2ASA-1-709006: (Primary) End Configuration Replication (STB)

YRR A e e AT 1 N e & AR IR R e, Rt oI HOE B . B B rr v
BB A B BE 4%

BIRAE: HPATAEMTHRAE
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%%E%iﬁf? $ASA-2-709007: Configuration replication failed for command

WAR: e R L e O = A IR RC E I, REias Wi U B . 45 R AL
i Bon SR EE R a2

BIRIIRAE: WERAEVRA A, HIRAR DR TAC.

gia':é“;‘ﬁ,%\ $ASA-4-709008: (Primary | Secondary) Configuration sync in progress. Command:
‘command ’ executed from (terminal/http) will not be replicated to or executed by the

standby unit.

WRR: FERCEFDEWIRA L T — %S, XRAAZ LR, SR ARGEA SR s Bt
. BARGHRAE, R, RERSETHRS ERmaS, mHASESH s EE 6%

%o
* Primary | Secondary - 3X /& 7 ¥ £ B4 B 1 &
* command - {ERCE [F) 25 W 10) A H ) i 4
* terminal/http - M & el B HTTP & .

BILRIERAE: L.

%ﬁ%iﬁfﬁ $ASA-7-710001: TCP access requested from source address /source port to

interface name :dest address /service

AR Rt ASARISE /> TCP i il K TCP 2xif o SEHUR AR =R Frh s A SYN %
fitd. %% 75 (Telnet, HTTP ok SSH) fuiFizfidatunt, R LRI E. (H2, SYNcookie %
UERARSERG, AAREAR LR

BIRIIRAE: LRI TR

%E%iﬁﬁ? $ASA-7-710002: {TCP|UDP} access permitted from source address /source port to

interface name :dest address /service

WBA: XFF TCP i, KAE ASAKISE /N TCP Bl R#E . TCP 1. EIR AL =IRKIFETF+
M2 ACK. %77 (Telnet. HTTPELSSH) © LiFiZEdE . Ak, SYN cookie JoiiF il B34 TCP
SRR T iZIRE .

XFF UDP i&E#:, RGO AWEEZ. B0, S AFZEE SNMP & B 2—4c SNMP i3k, Jf
HE AR, e BB 10 #2—4&iH R

BILHIERAE: LR RATE AT
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710003

710004

710005

710003 [

%%E%iﬁf? $ASA-3-710003: {TCP|UDP} access denied by ACL from source IP/source port to

interface name :dest IP/service

BA: ASACIEZE 5 RS g 2R B, ASAMRIZELK) SNMP 7 H 5515 21 SNMP 153K
e B B, WA R s kAR T Bk .

(KR

$ASA-3-710003: UDP access denied by ACL from 95.1.1.14/5000 to outside:95.1.1.13/1005

EILBYHR1E: 141 show run http. show run ssh 5 show run telnet iy & 55 1lF /& 15 CU%F ASARCE 4 ft
VIR B FHLELN 25 (1) e 45V 1)

HiRjH 2 2ASA-7-710004: TCP connection limit exceeded from Src _ip /Src port to In name

:Dest _ip /Dest port (current connections/connection limit = Curr conn/Conn_ lmt)
AR IO HT RS 1 ASAR BERR KHURE . ASA RRVFREIUE B SS e 2 TN R B . B
Ho AR NERA B R R TR

* Src_ip - B AL YR 1P Mokl

* Src_por t - K45 A5

* In_ifc - NI

* Dest_ip - a1 H (1) 1P Hidik

* Dest_port - 53561 H 1€ 3 -

* Curr_conn - 4 it N & BIERA A

* Conn_Imt - ZEFEIR
BALHIHRAE: AELEHIG TP kil @y RSO il R i T AR AT B e T U
HE, 11217 show conn all it & B RIEHEA(S B

%E%iﬁf? $ASA-7-710005: {TCP|UDP|SCTP} request discarded from source address /source port

to interface name :dest address /service

WLEA: ASA AT A UDP i K4k 55 1¥) UDP IR %5 #5 . 1M H., AJET ASA FARM[£:16 1) TCP Hidls
ATHERE BT . AN, 24 ASAUE] EAT 45 578 (1) SNMP i K I, B SRk T2 A ML, 2 Bt
HE O SNMP JIjRZS) o X T SNMP JIj%S, HERZ A 10 HIL—K, Bk H BN 5.
eV B 3G FHF SCTP 2l o

BRISHIRME: B AT R IRS (5140 DHCP. RIP 8% NetBIOS) [P £% rh ] e 48 & HILIL I B
WERIE S TATEH L, W ReRoR kA T Witio
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%gl%iﬁ,%\ $ASA-7-710006: protocol request discarded from source address to interface name

:dest _address

BA: ASAREAH IP iU SREIRUEIR S 1 1P IRs%s: #lan, ASA#EMAE TCP 5k UDP A9 IP %3
£, 1H ASATCEE N RELHEAR 55 .

BEWRYIRIE: 76 2 AEH) RS (45 DHCP. RIP 8¢ NetBIOS) [ 45l RE£0 H BV
AR B T L, WA RER7s A A T Bl

HIRBE B 2ASA-7-710007: NAT-T keepalive received from 86.1.161.1/1028 to
outside:86:1.129.1/4500

1BA: ASAULE] T NAT-T {fFERW .
BIBYRIE: LHPITAT AR

HiRiHE 2asa-7-711001: debug_trace msg

WAA: N H G IRERIN T logging debug-trace 1% . )i logging debug-trace i 25, i
PR B T M RPN B . e AR DR, T R A 2000 2 B L 2 A 1) i A 4 R

BIRIIRAE: BRI TR

‘éi;‘:éi‘ﬁ,%\ $ASA-4-711002: Task ran for elapsed time msecs, process = process name , PC = PC

Tracebeback = traceback

AR HEREAEH] CPU M 100 =280, tEil B TR CPU, I HAS TR e RERERG 5 70 s —
o

* PC - CPU /y HIEREMFE 2 ¥5%T .
* traceback - CPU 5 SRS IREE, RIS 12 ANtk

BIRIIRAE: KRR ATE TR

HiRBH B ASA-7-711003: Unknown/Invalid interface identifier (vpifnum ) detected.

WA KA T IEF AN AR A A2 (H, SRR EEH . Wik
WOk, ] RE AT EE R

* vpifnum - SEUN N 32 A

. F 4 H&H 2 701001-714011
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711004

711005

711006

713004

11004 [
BINBYIRAE AR SR AR, TEICR AR TAC.

%E%iﬁf% %$ASA-4-711004: Task ran for msec msec, Process = process name , PC = pc , Call

stack = call stack

RE: BEREEA CPUME 100 =/, by EH TR CPU, J1 B X TR gt 4 RE 5 0 s —
Ko

* msec - F B CPU S K (LR R A7)

* process_name - 5 FJHEFE R4 FK

* pc - CPU 7 FHIEEREIIFR 2405

* call stack - CPU [ HHHFEIHES IRES, &2 LIS 12 Nk

BIAIRIE: KHRPATAEATIRAE

$8IRIH 2 2ASA-5-711005: Traceback: call stack

YRR A TN IR A PR ) BE AR A T DA R TP, T AN S e 4 45 2R
* call_stack - i 11HEZ 1] BIP

BRI AR EAL TAC,

%ﬁ%iﬁfﬁ $ASA-7-711006: CPU profiling has started for n-samples samples. Reason: reason-string

wBA: CPU ¥ Ea3l,

* n-samples - T € [¥] CPU 3 WA A Kt
* reason-string - "] REFI{HELHE:

“CPU utilization passed cpu-utilization %”

“Process process-name CPU utilization passed cpu-utilization %”
BILHIRIE:  “CRTEE
BILEYIRIE: R CPU 0TSSR, JPR IR ften R TAC.

ﬁﬁ%iﬁﬁﬁ SASA-3-713004: device scheduled for reboot or shutdown, IKE key acquire message

on interface interface num , for Peer IP address ignored

F 4 H&H 2 701001-714011 .
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WERR: ASAM R B B (0 R S PR TKE MR AL . TRl AR 463 R T 1 3] ASA, R
RS VF T T 3 TKE MO 6 b 2 JF 295

BIAIRIE: BRI TAEATERAT .

g’l%;ﬁ.%\ %ASA-5-713201: Duplicate Phase Phase packet detected. Action

WERA: ASAWCE| T LHEHTIIZE 1 B Bealer 2 i BEE R B 6, IRk i)s — &M E. WTRER A
T L RE B R, 3 O S AR AR E A I B L .

* Phase - 5% 1 B%F 2 B EX
* Action - \F7EFOHML S 5 — AN, B0 O BRI S — N R

BBIRRAE: W UE M Sk Rt .

Hi%iH /2 $AsA-6-713202: Duplicate IP addr packet detected.
WLRA: ASA T E| ASATE RN I IEAE Vi R R 8 1) o 5228 — AN B A0, IX3R7R ASA] g AN 5544
WCE) T ST AR S B

* IP_addr - & H 52 5 — AN A 6 554K TP Mkt

BIHIIRAE: BRARBERBURIG SRR PAT M R R, it — PR
W I

gl%‘;‘ﬁ,% $ASA-5-713006: Failed to obtain state for message Id message number , Peer Address:
IP address

AR ASAA T EMNE R ID. R ID H Fhriife e IKE 25 2 rBethrg. ASAH A REHHEL T
HiR oL, WAREZ A IKE XA

BIRIRAE: KR RATE TR

gi;;ﬁ:%\ %ASA-3-713008: Key ID in ID payload too big for pre-shared IKE tunnel

WAR: ID SR ) ID (E R T Uk IKE 1% (UL =5 91 S I uE) AR 5K
VFR/AN IRRTERE, I HI ST gatgs . TR, T IOVEE ASATT RN /N4 A K,
PRl i 52 B B 1D GikisdT .

BEEWBOIRAE: MIORE i A (e T RESE Altiga SCRR VT M) % 710D 758 A AL 44 Rk .l %N
JURE R i EANIERII A AR A PRI AT RO EE R 32 AT .

. F 4 H&H 2 701001-714011
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713009

713010

713012

713014

713016

113017

713009 [

%gl%iﬁ,%\ $ASA-3-713009: OU in DN in ID payload too big for Certs IKE tunnel

WA ID & E) DN Fi) OUMH, M 1 I IKE 21 (EHIEB S IR UE) 44 PRI K
VFRPNe RGESBELIE OU, J)—> OU slidLfh 4T e o R BLUL AL .

BIRIHERAE: NIRRT OU 76 ASATR A HRAL, AMFRAK LI R A4 BRI 2 il e
RPN 32 A7

gi;&”;ﬁ,%\ $ASA-5-713010: IKE area: failed to find centry for message Id messageinumber

RGN FME— 74 B ID 54k conn_entry (5 IPsec SA X M) IKE 2 2 I Be 45, (HERAE RN
KRB, DAAERRAE 7 N S uh i ] RE 2 IR AN W), (H S A nl e e A A T R i

DR R UL R AT IR AFAE s VA X A5 A4

gl%“;ﬁ:%\ $ASA-3-713012: Unknown protocol (protocol ). Not adding SA w/spi=SPI value
LB : MR EEARI B AR AN SCHF 1) TPsec BN
B HOIRME: A AT A () ISAKMP 55 2 BrBURCE, RS ASAJEZ.

’éia':é‘}‘ﬁ,% $ASA-3-713014: Unknown Domain of Interpretation (DOI): DOI value
YRR MXTEEAAEZI ISAKMP ID AN32 3 FF
BIBIERIE: KA A4k LK) ISAKMP DOI At E .

gl;&iﬁ,%\ $ASA-3-713016: Unknown identification type, Phase 1 or 2, Type ID Type
AR MXSSEAR B ID AR AT XA ID Al A RGE R ID, B AR O ID.
B ROIRAE: A A A A L AR .

gi;i“;ﬁ,%\ $ASA-3-713017: Identification type not supported, Phase 1 or 2, Type ID Type
AR WORSR RIS 1 Bealss 2 BrBL ID 598, (HAS S .
B ROIRAE: A ATHT IR A A BB .
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%gl%iﬁ,%\ $ASA-3-713018: Unknown ID type during find of group name for certs, Type ID Type
YRR KA T AT R
BINHYIRAE: AR SR AR, TEECR AR TAC,

%gl;&“;‘ﬁ,%\ $ASA-3-713020: No Group found by matching OU(s) from ID payload: OU value
YRR AT AR R
BALRIHRAE: WAL/, IR DR TAC.

gl%‘;‘ﬁ,% $ASA-3-713022: No Group found matching peer ID or IP address for Pre-shared key

peer IP address
TR LA T SO AR I G391 1D B IP k) HATAR R 44 B K 2L 50 2 v
BIRIRAIE: Rubx S ERORCE .

gi;“;ﬁ,%\ SASA-7-713024: Group group IP ip Received local Proxy Host data in ID Payload:
Address IP _address , Protocol protocol , Port port

WAR: ASACMIZREX SRR EE 2 fy BOAHUACHE ID $134
BIRYIRAE: WAL T34

gl%?ﬁ,%\ $ASA-7-713025: Received remote Proxy Host data in ID Payload: Address IP address

, Protocol protocol , Port port
AR ASAUTMIZFERSEARICEILS 2 Bir BEASHACEE ID H13k
BILBIRIE: BRI ERAE.

gl%;ﬁ,%\ $ASA-7-713028: Received local Proxy Range data in ID Payload: Addresses IP address

- IP address , Protocol protocol , Port port
AR ASALCCEIERER SRS 2 Br BEASHACEE ID fidk, HrpAds 1P bk yaH .
BIAIRIE: ERPATAEATERAT .

. F 4 H&H 2 701001-714011
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713029

713032

713033

713034

713035

713039

13029 [

%gl%iﬁ,%\ $ASA-7-713029: Received remote Proxy Range data in ID Payload: Addresses IP address

- IP address , Protocol protocol , Port port
WERA: ASACUEIZ RN SEARINEE 2 BrBOA M ACEE 1D 728,  Ferh i 1P kvl .
BNHYIRIE: R HITAEAT AT .

%gl;&“;‘ﬁ,%\ $ASA-3-713032: Received invalid local Proxy Range IP address - IP address
WiRA: A ID T EAEVE ] ID A, HAHE ARl A N Tz bl R REAE AR )
B HIRIE: KA ISAKMP 55 2 Fr BE S AU E -

Ei%iH 2 2asa-3-713033: Received invalid remote Proxy Range IP_address - IP_address
WYLRR: A% ID MBI ID 284, HAREMAI b T s 7 Motk . P REAR A TC i)
EAIRE: B ISAKMP 5 2 MBS BBl E .

’éwze'ﬂéi,% $ASA-7-713034: Received local IP Proxy Subnet data in ID Payload: Address IP address

, Mask netmask , Protocol protocol , Port port
WA AEZE 2 BB ID ST R T ACHE 1P ACHE 1 R H .
HICRYIRAE: LR PATAE TR

gi%“;ﬁ.% $ASA-T7-713035: Group group IP ip Received remote IP Proxy Subnet data in ID Payload:

Address IP address , Mask netmask , Protocol protocol , Port port
WA 7EZHE 2 BB ID S s TR 1P ACHE T M H i .
BIERAE: R PAT TR

gi%“;ﬁ,%\ $ASA-7-713039: Send failure: Bytes (number ), Peer: IP address
YRR KA T NENRAAT R, JF Bk ISAKMP Ffi
BIERRAE: W R B, IR IR TAC.
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B 713090

713040

%gl%iﬁ,%\ SASA-7-713040: Could not find connection entry and can not encrypt: msgid

message number
WERA: KR T R G, T HERAN IS 2 [ B A
BWRGIRAE: WIR IR, WIHCR LR TAC.

713041

gl%“;ﬁ:%\ $ASA-5-713041: IKE Initiator: new or rekey Phase 1 or 2, Intf interface number ,
IKE Peer IP address local Proxy Address IP address , remote Proxy Address IP address ,
Crypto map (crypto map tag )

WiRA: ASAIEAEIHAT A P bR 1E .
BIRIIRAE: KR RATE TR

713042

‘éi;‘:éi‘ﬁ,%\ $ASA-3-713042: IKE Initiator unable to find policy: Intf interface number , Src:
source address , Dst: dest address

1 BA: IPsecfRIEMAZACEE T fid & IKE FOER A, (H2 IKE RIS Er kM. ILA R T B85 B FRAE o0
7F IKE AbBE R id sk 2 /T, filk IKE (K] ACL nJ B M. Bhnl SR A vl fiess A4T 8 IE .

BEWBOIRAE: R FRDUIRAALE, TR AT L2L FCE, e 0l W 3 535 0 35 S SR (1) ACL 2R A

713043

%gll;é“;‘ﬁ,%\ $ASA-3-713043: Cookie/peer address IP address session already in progress
WA AR ARBRIEHERE R Al T IKE.
BIBIRAIE: LA PATAE TR

713048
EiRIH 2 sASA-3-713048: Error processing payload: Payload ID: id
WEBR: AETCVEAC B S B B T R
BIWRIRAE: WIRIEI S RAAAE, WX 4K B AT BEA7 AL G AR R

713049

g’l?&’;ﬁ,%\ $ASA-5-713049: Security negotiation complete for tunnel type type (group name )
Initiator /Responder , Inbound SPI = SPI , Outbound SPI = SPT

WAE: 203 IPsec PEIE .

. F 4 H&H 2 701001-714011
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713050

713052

713056

713060

713050 [
BILHIERAE: LR RATETAT.

%E%iﬁf% $ASA-5-713050: Connection terminated for peer IP address . Reason: termination
reason Remote Proxy IP address , Local Proxy IP address

1AA: IPsec ¥ 4% 1k, A REMIZE L SR A (L FE
* IPsec SA Idle Timeout (IPsec SA ¥R
* IPsec SA Max Time Exceeded G i IPsec SA f K [a] BRI
* Administrator Reset (¥ {3 %)
* Administrator Reboot CE ¥ G H )3 )
* Administrator Shutdown & ¥ 51 5¢ )
* Session Disconnected (£ Wi FFiZEHE)
* Session Error Terminated (£3ififfiR i Z1b)
* Peer Terminate (XJ254A% 1)

BIRRIE: KHRPATAEATIRAE

%E%iﬁﬁ% SASA-7-713052: User (user ) authenticated.
AR YT IR) ) Al S ik
BIRYIRIE: LR PATAE AR

%E%iﬁf? $ASA-3-713056: Tunnel rejected: SA (SA name ) not found for group (group name )!
WRA: FAZF IPsec SA.

BWAYIRAE: AR I R VT W BRI, VSR A AN I, R A O e T A E T BRI
UL SRS o 0 T3 Ik AN S A Y0 E A L RN, A 23R 1] 0 B A7 ek s ko

gﬁ%iﬁfﬁ $ASA-3-713060: Tunnel Rejected: User (user ) not member of group (group name ),
group-lock check failed.

YRR T B HEN IPsec P A HIZH 2 A HLAdLZ

ERYIRAE: W BAE T R VPN & im A s ], SR R i L E 41 S ASAH 5]
U ZHAR R SRR B E S, %4 E R OU Bk, B F T BEhERIA i f i
i) BRI

A4 B&E 2 701001-714011 .
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713065

713066
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%gl%iﬁ,%\ $ASA-3-713061: Tunnel rejected: Crypto Map Policy not found for Src:source address

, Dst: dest address !

WERA: ASATCVEFR N S FTos i FH 0 4 5l SR LR 20 A SRms A B IS8 i 2 s B AL ARy R0,
5 ASAH AT e ACL BJAUCHE . IXAR o] 82 e B 4R .

BWBIIRAIE: RTINS ACL 32 ORAP R A TIC L, 1 DR A HES 77 PR AN 1 0 2 Wi 1 77 R Ss A A
JRZIRR o R T FC AT HEAS A AL (oA Mgty o ARERHIIE ] RE R AT FR i A
Hihil BRAT (0, 9 2% (1) FH MLk

HiRiH 2 $ASA-3-713062: IKE Peer address same as our interface address IP address
AR MO IKE XS5 AR TP HhE S 4E A ASA TP % L L BCHE Y 1P HBhEAH A o
BEIROHRAE: Ko A L2L A IP #2 I ACE

HiRiH 2 $ASA-3-713063: IKE Peer address not configured for destination IP address
WA RO L2L PRGN E IKE XS5 Ak .
BIRYIRAE: KA L2L M.

gll;&’;ﬁ,%\ $ASA-3-713065: IKE Remote Peer did not negotiate the following: proposal attribute
YRR AR T AR R
BINEYIRAE AR SR A, TR AR TAC.

gll;&’;ﬁ,%\ $ASA-7-713066: IKE Remote Peer configured for SA: SA name
WERR . LGN A5 AR N 85 S 5
BIBIRIE: BT PATAE TR

gi;i“;ﬁ,%\ $ASA-5-713068: Received non-routine Notify message: notify type (notify value)

VLR B A R0 R 1L 3 0 Ak AR S UAR

. F 4 H&H 2 701001-714011



| ZgB&#E S 701001714011

713072

713073

113074

713075

713076

132

BEIBYIRAE A A AR DR DA 52 SR #A . VF 2 8 5 AR 245 78 IKE 0 554K 2 18] fTC & AN
ULAC.

g’l;&iﬁ.%\ $ASA-3-713072: Password for user (user ) too long, truncating to number characters
1 P R L B PUR SN
EICRYIRAE: RS IR IR SS d L A

gl%“;ﬁ:%\ $ASA-5-713073: Responder forcing change of Phase 1 /Phase 2 rekeying duration from

larger value to smaller value seconds
VRBR: T RN 1 I 2 U B TKE XS R BB R . S 5 TR A
BRIRAE: A AT AR

giﬂ%?ﬁ%\ $ASA-5-713074: Responder forcing change of IPsec rekeying duration from larger value

to smaller value Kbs
WERR: B R AL TR AR R B N IKE AR E S Bl . R T A
BICHYIRIE: LR PATAE AR

gi;%}ﬁ,% $ASA-5-713075: Overriding Initiator's IPsec rekeying duration from larger value to

smaller value seconds
WERR: B R AL (R AR R E N IKE A AR @ S B . Y 7 I A
BIHYIRIE: LR PATAE A

gl%?ﬁ,%\ $ASA-5-713076: Overriding Initiator's IPsec rekeying duration from larger value

to smaller value Kbs
WERA: ZE AR RRSI M AR 28 B A TKE X S5 AR gl I A WA S 7 (BTG
BWRGIRAE: THHAT TR
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g’l;&iﬁ.%\ SASA-2-713078: Temp buffer for building mode config attributes exceeded: bufsize

available size , used value
AR AbEE modecfg JB& M A 2E T N SR EAAR 15

BIAIRIE: AT AL BRI RS A EYE, B AT AT K SO B B TR AE, I
& EF TAC.

gl%‘;ﬁ.% $ASA-3-713081: Unsupported certificate encoding type encoding type
YERR: A7 AN CMBGIEBICE T, i H T RERANZ SRR i T &
BIWBIRIE: M A EC IR AE A RCE

gi;“;ﬁ,%\ $ASA-3-713082: Failed to retrieve identity certificate
ERR: FRANEIBLREIE 1 S e .
B RYIRAE: R AR B R

HIRIE B 2AsA-3-713083: Invalid certificate handle
BA: AP LEREE B & E .
BIADIRME: MAERAIEBAGT AN E .

g’l%;ﬁ,%\ %ASA-3-713084: Received invalid phase 1 port value (port ) in ID payload

AR IKE 25 1 BBt ID i 0 i FE A IEAf . nT 2 A 0 85 500 (ISAKMP tHFKA
IKE) .

BRI MO SEARTT G IKE ArdE,  DLGo 9 2% il 83 B0 LA

gi;&“;ﬁ,%\ SASA-3-713085: Received invalid phase 1 protocol (protocol ) in ID payload
WRA: IKE 26 1 BB ID i e DU AN IER . ATHESZKIECA 0 51 17 (UDP).
BEICHYIRAE: MAORN SRR IKE bRk, DLA 25 ) @ 5 SC8E A
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713086

713088

713092

713094

713098

713099

713086 [

%‘éﬁé;‘ﬁ% $ASA-3-713086: Received unexpected Certificate payload Possible invalid Auth Method

(Auth method (auth numerical value))

WA R CRERE G, EIRAT N EIE AR R BATBA B OE T . REURER IE W K7
WEITEESIE AN o LA O — T BE I i, ORI, RSA 5 DSS 2844 HEAT & 43 Kk
EAR 7 Pl B A R B AT 2 3 2 IKE SA Py i R

BIATIRMIE: R E ASA RN AR R S AT SR ISAKMP Bl 'E &% &

gli%?lé].% $ASA-3-713088: Set Cert filehandle failure: no IPsec SA in group group name
YRR RGVEMIE LIRS B BB E A .
BIAIIRIE: WUFRRE AT S VR IEM, A EN AR E 1 E B

g’l;&“;ﬁ.%\ $ASA-5-713092: Failure during phase 1 rekeying attempt due to collision
YERR: KB T NI R . IXIE O R
BRI IR AR, TR AL TAC,

gi%;ﬁ:%\ $ASA-7-713094: Cert validation failure: handle invalid for Main /Aggressive Mode

Initiator /Responder !
YRR KA T N BT AR
BARYIRIE: TR EE I EMEAT A W R BURAAAE, IEECRDE TAC.

gll;&’;ﬁ,%\ $ASA-3-713098: Aborting: No identity cert specified in IPsec SA (SA name )!
YRR : R I TUE P IKE 231, H 0 Sens b A48 52 B e 15
B BYIRAE SR A SR n) 0 SRR 1 S O UE T B E AT R

gll;&’;ﬁ,%\ SASA-7-713099: Tunnel Rejected: Received NONCE length number is out of range!
YRR R T AR R
BBIIRAE: WR ) EARAEAE, WEICR R TAC,
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%gl;&iﬁ,%\ $ASA-3-713102: Phase 1 ID Data length number too long - reject tunnel!
WiRA: IKE W2 i) ID 5300 & bn iR Bl 7 Bk 21 2K 7 sl i K.
BIBIRIE: LR PATAE TR

EIRBEE 2ASA-7-713103: Invalid (NULL) secret key detected while computing hash
WA AT R R .
EIATIRIE: WR MR, IR AR TAC,

gll;&’;ﬁ,%\ %$ASA-T7-713104: Attempt to get Phase 1 ID data failed while hash computation
YRR AR T AR R
BINHIRAE: AR SR A, TEICR AR TAC.

gl;&iﬁ,%\ %ASA-3-713105: Zero length data in ID payload received during phase 1 or 2 processing
AR ARG ID GO ANELAEAL AT ID Hodls, XL TR .
BICRYIRIE: WA SR

%gll;é“;‘ﬁ,%\ $ASA-3-713107: IP_Address request attempt failed!
YRR KA T AR R
BINHYIRAE AR SR A, TEECR AR TAC,

%jétllajéiﬁ,%\ $ASA-3-713109: Unable to process the received peer certificate

WERR: ASATCTRACER M FEXT AR FE 1S, v RS T UE AR A IR (i, 2K
B 4096 7)) , BY ASATVEAEEIE I R .

BIRIHRAE: Ul AT R S5 Ok (0 A e P EOBT e ST L

. F 4 H&H 2 701001-714011
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ID +F 713112 B 714011 Z B ATH R .

ID F 713112 2 714011 Z |5 BYSH B

AEAEE ID AT 713112 2] 714011 2 6] [F1314 B,

713112

HiRiH 2 2ASA-3-713112: Failed to process CONNECTED notify (SPT SPI value ) !

BA: ASATCIE I BALS « EiEd” WM s 2. W SIS R SPI 3 IKE 25 2 b
BraEby, BRI ISAKMP $Ck iR BEE RSN, ST R B BLIX AP % 5 —Fi o vl fE KR
IKE XA A5 0L

BRYIRAE: WA RS IRAFAE, TR AN SR TR IC R AR AR A A B

713113

gﬁ%;ﬁﬁ? SASA-7-713113: Deleting IKE SA with associated IPsec connection entries. IKE peer:

IP address , SA address: internal SA address , tunnel count: count

WA IEAEE AR BEE AU R IKE SA, IXEIESE IKE SA PRl v 405 R BEGER 4 H R L2,
BT IX Y4 H I SRBEHE cookie B IERL S H 5 M Y IKE SA 1) cookie F-B k2 [m20. tHkE
XFHEL, RSB IKE SA MG BHE 458,  LMEE e 114 H AAEL N F84ET .

BIRYIRAE: EHRPITEERE. WERSIRKE 6.

713114

gﬁ%;ﬁfﬁ %ASA-T7-713114: Connection entry (conn entry internal address) points to IKE SA

(SA internal address ) for peer IP address , but cookies don't match
WLRA: KRR T R DR
BWRGIRAE: WM AR, WEHCRIBRL TAC.

713115

%E%iﬁf? $ASA-5-713115: Client rejected NAT enabled IPsec request, falling back to standard

IPsec

AR & umdi4s ASAZLI# ] IPsec over UDP. i IPsec over UDP ] L2/ % /7 il ik NAT
WA A ASATRHATRSIE . T % 7 i A SZRF b Dh RE BB & A AN L Shie, &) i il B £ 40
HaiZE K

BILHIHRAE: R AR AR L RC R
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$EIRIH 2 $ASA-7-713117: Received Invalid SPI notify (SPI SPI Value ) !

YRR fEFERTEEA b, i SPLEFR IR IPsec SA ARALTHEBPIRA, XA AR R RERT S5k U HFr
JRBEEE .

BIAIHRIE: 4 DPD SR BN AR AR LG 2 1) SA I, i U] AT ARk . R AT DPD, £
A RE T BT B A S [ B

%E%iﬁﬁ? $ASA-3-713118: Detected invalid Diffie-Helmann group descriptor group number , in

IKE area

WEA: group_descriptor FBIAUE AL HATAGZHAH 1. 20 581 7. X1 centry, HRZEH]
AEKs group_descriptor TR E N 0, FRTEIFEAT IR CEEH .

BIBIERIE: KA X SE A Diffie Hellman FCE .

EiRHE 2ASA-5-713119: Group group IP ip PHASE 1 COMPLETED
WAA: IKE 28 1 P BLZh5e i
BIIRIE: EFE AT A

HiRjHE 2ASA-5-713120: PHASE 2 COMPLETED (msgid=msg id )
WA IKE 5% 2 BBt o6 i
BIHRAE: R PAT AT

%E%iﬁﬁ? $ASA-7-713121: Keep-alive type for this connection: keepalive type
WA LV RS T BRI I DR L 2R 1
BINHYIRIE: TR HITAEAT AT .

%E%iﬁf? $ASA-3-713122: Keep-alives configured keepalive type but peer IP address support
keep-alives (type = keepalive type )

AR LA IR FFIE R LB BT IT B M, H IKE XA W] B2/ AN 2 SCRF IR FREREHLHY o
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713123

13124

13121

713128

713129

nnz [

BIAIRIE: WIRMIC BT RON L, WETHRATAEMT A A0, AN 6 Bk B RRRES
[

%E%iﬁf? $ASA-3-713123: IKE lost contact with remote peer, deleting connection (keepalive
type: keepalive type )

WERA: JERE TKE XSSV BEAE TN 1) B 11 Y W B ORFFERLER, L TKE XA R R 2%
1k TS R I DREFE RS -

BIRIIRAE: R RATE TR

gﬁ%iﬁﬁg‘%ASA—3—713124: Received DPD sequence number rcv sequence # in DPD Action, description
expected seq #

WiRA: AR IKE X252 1) DPD Fea) 5 S e 815 AVLHC . Bi g R 5. IX AT RER R R 45
HOL T E ).

BIRYIRAE: KW ATAE T34

gﬁ%;ﬁfﬁ %ASA-3-713127: Xauth required but selected Proposal does not support xauth, Check

priorities of ike xauth proposals in ike proposal list
AR WA AT XAUTH, {H ASAKRIEHE XAUTH IKE J5%.
BIEYIRIE: KA IKE J7 %43 IKE xauth J7 159

%ﬁﬁ%iﬁﬁﬁ $ASA-6-713128: Connection attempt to VCPIP redirected to VCA peer IP address via

load balancing
WRR: RIS VCPIP, (HIH R f 2 i 4 5 17 2 S 8N RO S5
BIBIRIE: BT AT TR

%E%iﬁﬁ? $ASA-3-713129: Received unexpected Transaction Exchange payload type: payload id

RBE: RGAEINAT XAUTH 8% Mode Cfg IR B B AM AR, XA BER RN AR . XAUTH
8 Mode Cfg RAAVLRL, Bze FE0 SR AR I 18 4 (1) RFC.

BRI WUEX SEARZ L
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73131
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%%E%iﬁf? $ASA-5-713130: Received unsupported transaction mode attribute: attribute id

YRR WA TR A SRR A B SR UB M (XAUTH 2 Mode Cfg) 83K IX I % % RAEAR

Ul

BILHIERAE: LR AT T4

%ﬁ%iﬁfﬁ $ASA-5-713131: Received unknown transaction mode attribute: attribute id

WERA: ASA T EIN F BB (XAUTH 5 Mode Cfg) 1K, (HiZ/@Mh# i C g vEya .
JEPERTREAR, APANAE B RSUA () B A L 52 SCRE, BT BEE R AR T AR A B A E. X
P ZANG FHOER W, H AT RE 2 5 MR SRR 1 T BE

BILAIRIE: BRI TAEATERAE .

gﬁ%iﬁfﬁ $ASA-3-713132: Cannot obtain an IP address for remote peer
YRR Joik NSRAE TP Huhl ) A S S TR v RO R U7 1) 2 P S ) TP bk
BIRYIRIE: K 1P Mtk oy L VAL E

%E%iﬁﬁé $ASA-3-713133: Mismatch: Overriding phase 2 DH Group(DH group DH group id ) with
phase 1 group (DH group DH group number

RA: CECE IS 2 BB PFS 4UAIE T 26 1 I Beh)h i i) DH 4.
EIAIRIE: R AT,

gﬁ%iﬁfﬁ $ASA-3-713134: Mismatch: Pl Authentication algorithm in the crypto map entry

different from negotiated algorithm for the L2L connection

VAR LS SRy I U S AN TR R R TR S TR R 1T S o RGURARE AN [H (K A0k T 18
AR5 5

BIRYIRAE: TR T34

%E%iﬁfﬁ $ASA-5-713135: message received, redirecting tunnel to IP address .

YRR e ASA I FEPEIE FEE 0. W E] T REDIRECT_CONNECTION i A1 4 £, .
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713136

13137

713138

713139

713140

1313 [
BILHIERAE: LR RATETAT.

%E%iﬁf% $ASA-5-713136: IKE session establishment timed out [IKE state name ], aborting!
LAR: FREUESAT I B ASAKL T-IEVGZIRAS . SRR 22 BRAETE 3 ASA.
BICRYIRIE: LR PATAE A

%%E%iﬁf? $ASA-5-713137: Reaper overriding refCnt [ref count] and tunnelCnt [tunnel count]
-- deleting SA!

WRR: KT AT R
BLHIIRAE: WERA R AE, IR IR TAC.

%ﬁﬁ%iﬁﬁﬁ $ASA-3-713138: Group group name not found and BASE GROUP default preshared key not

configured

ERR: A D AN AR S 0 SRR TP M HE R A4 A . 72 ERGUT, ASAKE MR I 223l ] Herp — A
BOAZL IS E BN UL s . R IBC B BOA T = ]

BILAYIRIE: UL =S PR E .

%E%iﬁﬁ? $ASA-5-713139: group name not found, using BASE GROUP default preshared key

ERR: A P T AN AR S 0 SRR TP ML HE [ A4 RS TE A . AE BB, ASAKG IR AL I BRALL
P L BRI T 25

BIRIIRAE: TR T34

%E%iﬁf? %ASA-3-713140: Split Tunneling Policy requires network list but none configured

WERA: R BEIE S B E A IR o BEIE B ARV ACHE LAN Vi) . 25 XAR 4 BEIE ACL K&K VPN %
S e 4 AR G o

BIAIRMIE: K& ACL MALE .
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%gl;&iﬁ,%\ $ASA-3-713141: Client-reported firewall does not match configured firewall: action
tunnel. Received -- Vendor: vendor(id) , Product product(id) , Caps: capability value .

Expected -- Vendor: vendor(id) , Product: product(id) , Caps: capability value

WRR: 2 B ASAS CRC B A ITHT ASAARNILIC . BEiH B A SERRE A UYME, SR AL
&S FVFBEIE o
BINRYIRAE: T RER AR ) i b e LAl N ASABREE I ASA T E .

gll;é‘;‘ﬁ,% $ASA-3-713142: Client did not report firewall in use, but there is a configured
firewall: action tunnel. Expected -- Vendor: vendor (id) , Product product (id) , Caps:

capability value

WAA: 2 i AR ] ModeCfg KA & IEFERT T I ASA, (R % &SHA I UUE, AR
S IR S VFREIE . WETERD, 7 b AT S TR T SRR i B AR o

BINRYIRAE: T RER BAE R ) i bR LA N ASABEE i ASA IR E .

gl%“;ﬁ,% $ASA-7-713143: Processing firewall record. Vendor: vendor (id) , Product: product (id)

, Caps: capability value , Version Number: version number , Version String: version text
YRR : RGO s AT R i b 2B ASA TR B
BICRYIRAE: LR PATAE A

gll;i“;léi,%\ $ASA-5-713144: Ignoring received malformed firewall record; reason - error reason

TLV type attribute value correction
AR MR TR ASALE R .
EIRYIRME: M AR IA ASA AN AR E .

gli%‘;ﬁ%\ $ASA-6-713145: Detected Hardware Client in network extension mode, adding static

route for address: IP address , mask: netmask

W CBIET AT R R O REEE % P2 I ORI, 9 ELIEAE A REPE % P 5 1 % F Y
SRR A R . JIITULACE, ASATE S0 A7 4 H i th 48 T LU AN AR P 24

BIRYIRAE: KRR fTRA
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713146

13141

713148

713149

713152

1n3us [

%E%iﬁﬁ? $ASA-3-713146: Could not add route for Hardware Client in network extension mode,

address: IP address , mask: netmask

WRR: KRBT WEREIEH R . TR AL T T A SR A 5 i 2 8] (R B, (E S I
PER P 50 I R Y R A8 8 I 2 i H (R4 RN B R T RE L, sl vl e /R T <3 kA iR

BRYIRAE: WRA R AF AL, HIRAR DR TAC.

gﬁ%fﬁfﬁ %ASA-6-713147: Terminating tunnel to Hardware Client in network extension mode,

deleting static route for address: IP address , mask: netmask

WERA: RGUIEACEAS PRI [ b+ W 283 AR A AP 2 ) i OB LI AE MM B 2 o i )
L P28 1R A B 1

BIRIIRAE: KBTI T34

gﬁ%;ﬁfﬁ %ASA-5-713148: Terminating tunnel to Hardware Client in network extension mode,

unable to delete static route for address: IP address , mask: netmask

LR AERSRRIE ) A0 T W 247 TR SRR A 22 7 i (VI BRI S G vde b B3k 1o B 125 3 79 i 1) % T
2% [ e o T REAR G B B A ) R

B RYIRAE: A R DOl Rzt e AN AE T 2erh e R R Bz il R B 20T Blke
HABER, (0 g B Bl A F 5 i X B2 18 N 4 BERAA T IR

gﬁ%iﬁfﬁ $ASA-3-713149: Hardware client security attribute attribute name was enabled but
not requested.

WiRR: ki ASA A R € AT % i 22 4@ P, {HJE VPN 3002 BEIFE 7 S R 1 K% s 1 o
EER: DEE (P AR L e L

%E%iﬁf% $ASA-3-713152: Unable to obtain any rules from filter ACL tag to send to client

for CPP, terminating connection.

AR 2 by ZAE T CPPORIFECH: ASA, H I ki B %% JoVRSRICE AR 2% 7 3 A AET ACL.
XA RE A NG E AR R .

BIBIRAIE: Wi um 24 s oA CPP fiRE ) ACL.
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%%E%iﬁf? $ASA-4-713154: DNS lookup for peer description Server [server name ] failed!
WA ORMEMTR T4 ik 55 75 1K) DNS &I, REia Bonihil B

BIBIHRIE: KT ASA L/ DNS JIRSSEFACE . BLAh, KA DNS IRkRS5&, BABORIGIE Fia47 JF A
A FHLA 2] 1P Mk st o

%ﬁ%iﬁfﬁ $ASA-5-713155: DNS lookup for Primary VPN Server [server name ] successfully

resolved after a previous failure. Resetting any Backup Server init.

YRR FRSTERSE AT DNS iyl fen] 58 O3 80 ASAKG 2 A h SRR o BB B RoR T g5 as
FJEOR ¥ DNS B fse 2y, I FLIEAE T EAT T & 00 IR 55w W Aatt . IR R B A REE A DL R 55 4%
N HER.

BIRIHRAE: KR RATE TR

HiRiHE 2asa-5-713156: Initializing Backup Server [server name or IP address ]

AR 2 R I EAE DI R S I 55 4% BE IS5 45 1) DNS &l RIS EL T ASARE %1
N g5 eIt . IR Ja B A REIECRE AT A€ IR 26 00 R 55 28 O H A

BIRIIRAE: KRR ATE TR

HiRiH 2 $ASA-4-713157: Timed out on initial contact to server [server name or IP address
] Tunnel could not be established.

WAR: 2 Ol I A IKE MSGT KR ShBEIE,  (HAR M o7 — i () ASAWCEIMA N 4 R4 i
Fras i, W iy IR B L — AR g5 4

BINHYIRIE: BOUEt Sk ASARERL.

%%E%iﬁf? $ASA-5-713158: Client rejected NAT enabled IPsec Over UDP request, falling back to
IPsec Over TCP

WAR: )7 it N A ] IPsec over TCP. %% /i CAE 4G ASAXS T-ff ] IPsec over UDP 124K,
EIBYIRIE: WiERAEAME R TCP, WIEHPITATMEAE. B0, 158 EE bl E
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713159

713160

713161

713162

713163

13159 [

%%E%iﬁf? $ASA-3-713159: TCP Connection to Firewall Server has been lost, restricted tunnels

are now allowed full network access

WERR: T IREANRE (BlUiRsS s e EmH, KA T MR, sFE HILSSL AL , 5 ASARS
PRIG TCP R T

BNHIRAE: W RAE SRS 5 TR IR ST AR, WA RS, B IR 55 s A M 26 3 # . I SRA) IR IE
BALAIE R, R ATRERZS AL T SSL BRIl i)

gﬁ%ﬁ%%ﬁ%ASA—7—713160: Remote user (session Id - id ) has been granted access by the Firewall

Server
YEAR: CAF ASA MRZ5 A8 IR H 7 HEA T RS O B
BICRYIRAE: LR PATAE TR

%E%iﬁﬁ% $ASA-3-713161: Remote user (session Id - id ) network access has been restricted

by the Firewall Server

WiRA: ASA fIRS5a% CIf ASAKIE 20 R, Farn i RIIIE I o R ARSI Z AR, g
ASABAFTH AR o S URAE T, ASAJIRSS S BEEI 2 A ] BT D e [l 5 42 05 ) #52

BAIRIE: ERAFRI P AR AU n] 5e U5 PR, A NERER AT TR . R 5 2
e, EUTI ASANIRS A, BRI RIEAEIAT IO ERAE DUR AR FE B 46 EIZAT I ASATAIRAS K BE 245
K

/Bho

gﬁ%;ﬁfﬁ $ASA-3-713162: Remote user (session Id - id ) has been rejected by the Firewall

Server
WiRA: ASAJRSS A CARZaut .
BIHYIRIE: AKX ASANRS A% 1 A 15 K LA DR ) T B A

%E%iﬁf? %ASA-3-713163: Remote user (session Id - id ) has been terminated by the Firewall

Server

YRR ASAJRSSA DA LA 2, W RSB MACEIAE R i B At i bis AT, BRI AT B
A7 BB T 2 A5, Al RE Sy BRI DL o

BHYIRIE: WUE S IR L) ASABIE R R AEIZAT, DAL S 7 IR o
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%%E%iﬁf? SASA-7-713164: The Firewall Server has requested a list of active user sessions

WERA: W ASANRSS SR I BATIE N e, BE Bk Tl (T ERD , NPRER S
=

Fi/tho

BILHIERAE: LR AT T4

%E%iﬁf? SASA-3-713165: Client IKE Auth mode differs from the group's configured Auth mode
YRR 2% /T BRI ZH R 1v) P B R A8 T80 7 UE A 0 SR Il P == AT T P
BIBIRIE: WA A E .

gﬁ%iﬁfﬁ $ASA-3-713166: Headend security gateway has failed our user authentication attempt

- check configured username and password

AR AT iR BRI AL Y e B e . IXAR T REE T AR A AR e, B S IR
IR 55 25 A T e

BRI WUkt b ORCE R T A SR R ULEC . BEAN, IR UE K B B R 5%
wE T IEHIEAT

gﬁ%iﬁﬁ%»%ASA—3—7l3l67: Remote peer has failed user authentication - check configured username

and password

WA TR ORAEY TR S IR . IXAR T REAE 1 T A4 s T A £ 1h) R, sl S IR R 55 %
KL L

BIWRIRAIE: WibsE dm B ORCE RN A ANE RS A UL BEAh, WEIRIE XA A AT
B3 03 U IE 1) 5 43 BRI R 55 4 A2 15 1E I8 4T

gﬁ%iﬁfﬁ %ASA-3-713168: Re—auth enabled, but tunnel must be authenticated interactively!
YRR e IR T A 1 B D FOB S S, {HL 2 BRI S 0y S0 Uk T 2N T
BIWRRAE: WRTEANLTH, WIEHRITAEM A H0, 35k A 5 S R R ERC E .

. F 4 H&H 2 701001-714011



| ZgB&#E S 701001714011

713169

713170

31N

13172

3174

7113176

13169 [

%gﬁiﬁgga%ASA—7—7l3l69: IKE Received delete for rekeyed SA IKE peer: IP address , SA address:

internal SA address , tunnelCnt: tunnel count
WLRA: IKE UL S5 ] — e BRI B, 2 W S0 A2 o D58 U # IR IE TH IKE SA.
BWAIRIE: TR PITAT TR

%E%iﬁﬁé $ASA-7-713170: Group group IP ip IKE Received delete for rekeyed centry IKE peer:

IP address , centry address: internal address , msgid: id

WRA: IKE COAGEREXT SRS 2 MIBRVE S RWIAESS 2 B Beof A e 9156 e R R L 1H
centry.

BIRYIRAE: KRR

%E%iﬁﬁ? %ASA-T7-713171: NAT-Traversal sending NAT-Original-Address payload
YRR 7ESS 2 BBkt T UDP Shett . fEMEOLT, 10 NAT ZFHUAR A
BHYIRIE: TR HITAEAT AT .

%%E%iﬁf? $ASA-6-713172: Automatic NAT Detection Status: Remote end is |is not behind a NAT

device This end is |is not behind a NAT device
WEBA: NAT 788 H s I £ NAT.
BIHRAE: R HAT TR

%E%iﬁﬁé $ASA-3-713174: Hardware Client connection rejected! Network Extension Mode is not

allowed for this group!
YRR BEPEE 7 R AR SR 2 i e SN BRI, (R R S VF 25 e i ot
HIHYIRIE: WAEM Ly Y PAT B AL E

gﬁ%;ﬁf? $ASA-2-713176: Device type memory resources are critical, IKE key acquire message
on interface interface number , for Peer IP address ignored
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AR ASAIELEALIE S 7l A 38 1) TR 75 0 S5 4K ¥ TPsec Bl B0 8dhs . 0T A7 SRR AL T SRR
DRI AS 2 RS BT B85 . R 4T 2208 01 2 7o 8

BAYIRAE: W ARENS DUUDRAAAE, RIS IR & I E T ASA . BEN T T RET 2 HAT 2 W AF 1Y
ASA.

%E%iﬁf% $ASA-6-713177: Received remote Proxy Host FQDN in ID Payload: Host Name: host name

Address IP address , Protocol protocol , Port port
YEAR: COMREEARIS R FQDN 156 2 BBt ID 413k,
BIBIRIE: BT PATAE TR

gﬁ%iﬁfﬁ $ASA-5-713178: IKE Initiator received a packet from its peer without a Responder

cookie
YLBR: KE T NI R
BICHYIRAE: WR R U RA7AE, VIR IR TAC.

gﬁ%;ﬁfﬁ %ASA-5-713179: IKE AM Initiator received a packet from its peer without a
payload type payload

WRR: KT AT R
BLHIIRAE: WER AR/, TR IR TAC.

ﬁﬁ%iﬁﬁﬁ $ASA-3-713182: IKE could not recognize the version of the client! IPsec

Fragmentation Policy will be ignored for this connection!
YRR KA T BRI R
BRI IR AR, EECAR AR TAC,

gﬁ%;ﬁf? $ASA-6-713184: Client Type: Client type Client Application Version:
Application version string

YAR: R4 RE A RGN HIRAS . X E BT H], W RGO R R ANE
BRI KHPATAEMTIRAE

. F 4 H&H 2 701001-714011
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nss [

713185

%%E%iﬁf? $ASA-3-713185: Error: Username too long - connection aborted

YRR R el TR A4, O ELEEE C T
BIRIIRAE: A4, IR BN AT .

713186

gl%‘;ﬁ%\ $ASA-3-713186: Invalid secondary domain name list received from the authentication

server. List Received: list text Character index (value ) is illegal

WiRA: MINE RADIUS 543 Bl iRk 55 25 W 8 1 IR i Bh k42 5102 . AT 2 BEIE I, A& b
PR S A o T AP AT 14

LIBLE']? BE: 8 1FE RADIUS flt4s % 872 1) Secondary-Domain-Name-List J& 7 (R 54 & J8 v

29) o WAIURFIRIFE N IA KL 5 MR . ks H B S A RO P P AE. R
R

713187

%E%iﬁf% %ASA-T7-713187: Tunnel Rejected: IKE peer does not match remote peer as defined in
L2L policy IKE peer address: IP address , Remote peer address: IP address

WA IEAESH R FH R TE ¥ IKE 6 45 444N /& ISAKMP Jic B e i i) 99 5 31 OBz 72 9 1R 0 45
e

BIRIIRAE: WUEAESkum A SER b, L2L BEER AT IEM .

713189

gﬁ%iﬁfﬁ $ASA-3-713189: Attempted to assign network or broadcast IP address , removing (
IP address ) from pool.

YRR B ) TP il 1 I ) D 2 kT Bl bR bR C S AN AT
BAYIRAE: SRER DO R O R, (HE A A TP ikt G

713190

gﬁ%;ﬁfﬁ%ASA—7—7l3l90: Got bad refCnt ( ref count value ) assigning IP address ( IP_address
)

WA U SA INZH M Ak
BILHIERAE: LR RATETEAT.
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%%E%iﬁf? $ASA-3-713191: Maximum concurrent IKE negotiations exceeded!

AR S CPU SR RN 5T, ASAS IR IEAEBEAT th AFER U A I B . AETROBT B i
H ASACREEILIRGG, RECRARLIH i IR SERUa, REUR RS VPIRER )
il o

EHIIRIE: 1521 crypto ikevl limit max-in-negotiation-sa fiy% . 18k BRI A] A2 PR L fE

%1;‘%;#1,% $ASA-3-713193: Received packet with missing payload, Expected payload: payload id

WAR: ASAMCEFR E A BRI HA — A sl MR A N3 BRI Bl . 08 % R ont
SRR AT )

BN EIRAE IO UE X S (A 77 AR K S A AL TKE i

%ﬁﬁ%iﬁﬁé $ASA-3-713194: Sending IKE |IPsec Delete With Reason message: termination reason
WEBA: WCE T A A b SR PR R B R
BIBIRAIE: LA AT R

‘éia‘:é*}‘ﬁ',%\ $ASA-3-713195: Tunnel rejected: Originate-Only: Cannot accept incoming tunnel yet!

WAR: AU SR IR ISR — 4 P2 R i, A et NS, LI, SR BAE—T7 1M
PaHS T LUR S AR ER 2 B BepgiE .
BLRIIRAE: AU BUARAT Jy, WIRE EE SRR e .

Hi%iHS 3ASA-5-713196: Remote L2L Peer IP address initiated a tunnel with same outer and

inner addresses. Peer could be Originate Only - Possible misconfiguration!

AR AR L2L X AR A B A H - FIBEIE « A% L2L XS54 H) B8 AN 5 — i RO S5 A4 SRR Wi 1
EE AT RE R TR EAR R, IR AR Y

BIHYIRAE: A AP L2L Pl

%E%iﬁﬁ? SASA-5-713197: The configured Confidence Interval of number seconds is invalid for

this tunnel type connection. Enforcing the second default.

. 4 HEH 2 701001-714011
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713199

713203

713204

713205
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VERA: 2P G AR DX T A G
BINAYIRAE: A b i EAS BB D ORI A RO A

g'l%?ﬁ,%\ %$ASA-3-713198: User Authorization failed: user User authorization failed. Username

could not be found in the certificate
WA RGN T HIEEEIE R B P 40 R R R/
EIHIRIE: R EANCE AR S i

g’l%;ﬁ,%\ %ASA-5-713199: Reaper corrected an SA that has not decremented the concurrent IKE

negotiations counter ( counter value )!
WEAR: FREUES OB IE SRR R
BEISCRYIRAE: W R n) B AR AP A, VIR R TAC,

gl%iﬁ:% $ASA-3-713203: IKE Receiver: Error reading from socket.
WA IO B TKE ol G A2 TR, IXAE N S NIRRT BER IR I T )
BANAYIRAE: SLHEDE R N R, RGOR AT IE. WA, TR LA} TAC,

fzﬂa':éﬂéi,% $ASA-7-713204: Adding static route for client address: IP address
ERR: LI B R L 170 5 o SR DI [ oF S5 53 PG F) e ik s B8 P ) i B FD DX 208 £ B8 £
BILRYIRIE: EH AT

%g’ll;é“;‘ﬁ,%\ $ASA-3-713205: Could not add static route for client address: IP address

VAR SRS NI 1) &P ity o TG ) Ml 5 S AR 2 ity R 4D TN 485 PR 1 R X T RE R S i AR
FPR % b T A B sl LB R . T A G T A R T BRI el 2 AN i L SR 4% el ki
FE.

BIBYERIE: R IP AL, DAS S H AR FH AT A Ho At TP Mk Zr BCALHI (Fl4n, DHCP 8k
RADIUS) . iHHIEMEE R iR . deah, 5 At 2544 b i /9 28 Fn/al ik () ic B
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%%E%iﬁf? $ASA-3-713206: Tunnel Rejected: Conflicting protocols specified by tunnel-group
and group-policy

AR b TSRS R E 0 S VRRSIE S BB L NG T R SEVFREE AN ], DA EBRTE A 5T
B RYIRAE: R AR IE A A RN I

gli%‘;ﬁ%\ $ASA-4-713207: Terminating connection: IKE Initiator and tunnel group specifies
L2TP Over IPSec

VAR SR O R A T HL RS 41257 4 L2TP over IPSEC, MIZEZ HEB: I RIRT4 2 ikevl EoRlt
A& HE,

BILHIERAE: TR HATIETAE .

%E%iﬁﬁ% $ASA-3-713208: Cannot create dynamic rule for Backup L2L entry rule rule id

AR B Tl IKE JAE IPsec £0dis e EH AL BETT ACL R, 12 MU iy e T £ L2L Bt
B, XA[RERNICER IR AR RN A

BRI IR ASAIZAT R I RBCRE RN VPN BEE, AT REAFAE WA IR . 1500, T4
AR L2L AU R O A, 5 0l S0 A R (K ACL.

giﬁ%“}‘ﬁ%\ %ASA-3-713209: Cannot delete dynamic rule for Backup L2L entry rule id

ERE: WGP TR TKE JE6 IPsec $UHRAENS IEHIALREN ACL S, AWMty M5 T & 4 L2L e
B X RN IR

BALHIIRAE: WIRAEVRAEAE, TR IR TAC.

%ﬁﬁ%iﬁfﬁ $ASA-3-713210: Cannot create dynamic map for Backup L2L entry rule id

WA QUL & L2L Be B OCHK A S AN 25 WA (IS AT I SEG RN XA RER R IC B AT IR A
RN AR AR R

BICHYIRIE: WS ASAISAT M2 ds KB EE R AN VPN FIE, AT REAEAE A7 IRl e ), A
By L2L DN WU BB, 42 B s s Gk ACL.
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%gﬁ%iﬁﬁa%ASA—6—7l3211: Adding static route for L2L peer coming in on a dynamic map. address:

IP address , mask: netmask

WERR: ASA IEAE AN AT 4 - B 45 VS I B o 7EUBAR DL N, KRR A AR Sl i 2%
Ui B L2 R A5AR o 3K P A1 190 2048 P Sl 2 n s Wedft DL SE ViR IE

BICHYIRIE: LR PATAE A

EiRiH 2 2asa-3-713212: Could not add route for L2L peer coming in on a dynamic map. address: IP_address
, mask: netmask

LR ASATEZZ U NN A AR (1 T Mk B0 2 VR n i I b Al FEBEAR LR, XA BATR
SRk R 2 i B L2 A TR DL T Zh A I d e DL AR VFREE . X m] BER S eh
2, B O el ASACKRREMN R S A A2

o B A LB T DAV A 1, I FLR A7 B bl 0 Lt LR A I B, 3
MRS FEOF Tk, W ROSSA e, T LR TAC

gﬁ%;ﬁf? $ASA-6-713213: Deleting static route for L2L peer that came in on a dynamic map.
address: IP address , mask: netmask

WERR: ASATEAE MR SR 1 I B9 2% (R0 1o ZEBEAR LT, WSR2 BAT R AN AL %
Ui B, L2L 454K o X YA LA A T h A n 25 i L SR VRSl .

BIRRAE: KHRPATAEATIRAE

%ﬁﬁ%iﬁfﬁ $ASA-3-713214: Could not delete route for L2L peer that came in on a dynamic map.

address: IP address , mask: netmask

WERR: ASAMIERXS SRR L F btk s 2% i ph R . AERERSOL T, XA BAT R AN IE ) 25
B L2L XS 4A e SX PR DU 8 IS A I Wt LA Se VFREE . R RE CUMIBRES ) BE R T Pl
BATHE R

BAAYIRIE: W CIBRES b, DO RYE, JF Hi R B IEAT. WA i AT AR A AE i ] g
b5 VPN BEIEHERS EI0EE i) G 0¢, 1A A VPN L2L e (19 % th A0 -0k oy o A 2 S ) % chie N
DAL L5 AN I WA SR HR ) ACLe 2R il BTSSR A7 4, TR JURE TAC.

%E%iﬁéé $ASA-6-713215: No match against Client Type and Version rules. Client: type version
is /is not allowed by default
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WRR: ) R R I NRAS 5 ASA L C B WA AT LA AL E . R GORE s BROAERAT:
BAYIRAE: e BOASRAEATRE 2OK, JFRE Tl i S e

%E%iﬁﬁ% $ASA-5-713216: Rule: action [Client type]: version Client: type version allowed/not

allowed
YRR 2% A s R RIS 5 — M RUUAH UL AC . R G0 o VL FC A AR o
BEICRYIRAE: e HAEER, IR T AH N IR B K

sgﬁ%fﬁfé‘%ASA—3—713217: Skipping unrecognized rule: action: action client type: client type

client version: client version

EEA: AAAER AN IERIN 2 i AR RA N . RN “ B im0 P I AN A
COARERLY R o eV ARG % S IR RN P AR A . AN SR RED S HE ] NIRRT ()

BIRIRAE: SRR,

gﬁ%iﬁfﬁ $ASA-3-713218: Tunnel Rejected: Client Type or Version not allowed.
AR P IC B R, R AR 4% 7 B dEAT V7 ) o
AT AT AT 4

gﬁ%ﬁﬁ%ﬁ%ASA—6—713219: Queuing KEY-ACQUIRE messages to be processed when Pl SA is complete.
WLRR: TEEE 1 YNBSS, B 2 M BO RIETE N AR AL BE
BILHYIRIE: TR HITAEATERAT .

%%E%iﬁﬁ? $ASA-6-713220: De-queuing KEY-ACQUIRE messages that were left pending.
AR IELEAREE CONBATKER 2 B BOH
BIBIRAIE: LR PATAE R
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%%E%iﬁf? $ASA-7-713221: Static Crypto Map check, checking map = crypto map tag , seq =

seq _number. .

WERA: ASAIEAEIRAUIE WU, I HAC E A5 S
BIRIRAE: KR RATE T4

gl%‘;ﬁ%\ $ASA-7-713222: Group group Username username IP ip Static Crypto Map check, map
= crypto map tag , seq = seq number , ACL does not match proxy IDs src:source address
dst:dest address

BA: fEEACEECE BN g B, ASATGVR ST SRR ACL VUL . IX % = EFE ACL it B
kEc

BIWHYIRAE: Ay R SRR OCHR T ACL, JRRALRENTAN VPN BRI 1 P i 415 12 AH VR & F 1A
%,

%%E%iﬁf? $ASA-7-713223: Static Crypto Map check, map = crypto map tag , seq = seq number ,

no ACL configured
AR 5 LR A A ORI RN s WL R BERE 21 ACL.

BEEICRYIRAE: MAORAF AL S5 N WS SCHR ) ACL, I Hizx ACL 5K B VPN BEIE Wy i FRAH . 4 H]
Hudik e R 45

gﬁ%iﬁf? $ASA-7-713224: Static Crypto Map Check by-passed: Crypto map entry incomplete!
WEAR: S5t VPN B IE OCIR ) 0 s ik b BB L
IAIIRAE: WUE I WU & T IEMECE T VPN SRR, R RIOCHEE ACL.

%E%iﬁf% $ASA-7-713225: [IKEvl], Static Crypto Map check, map map name , seq =

sequence number is a successful match

HEA: ASA$EE| T It VPN S 1148 25 UCBC I 28 e
BIBYIRIE: LHPITATA AR
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%E%iﬁﬁ? $ASA-3-713226: Connection failed with peer IP address , no trust-point defined in

tunnel-group tunnel group
YRR A E O BB, RN E PR E G AT A AEE PR ME AT R, SRR
HETH R PRI R
* IP_address - XS4 1P Btk
* tunnel_group - i & kD ILAE AT SRR E 40
BRI ORI B O AE G B R e (5 AT A

gﬁ%;ﬁf@ $ASA-3-713227: Rejecting new IPsec SA negotiation for peer Peer address . A
negotiation was already in progress for local Proxy Local address /Local netmask , remote

Proxy Remote address /Remote netmask
WLRR: FEESTHY B SA I, ASARHEZLS L ACHAH T FC A 56 2 B B
BRI Ll TR,

gﬁ%iﬁfﬁ $ASA-6-713228: Group = group , Username = uname , IP = remote IP address Assigned

private IP address assigned private IP to remote user

1%RA: IKE M DHCP s MM hEyt 3R ER T 45 i 1) % ) TP Hihik.

* group - AL FK

* uname - H F )4 FR

* remote_IP_address - ZeFE % J ' iy [ 1P Huhk:

* assigned_private_IP - /1 DHCP 43Sk B A iy bt (1) 2 7 o TP Huhlk:

BIRYIRAE: TR fT3AT .

%E%iﬁf% $ASA-5-713229: Auto Update - Notification to client client ip of update string:

message string .
WAR: VPN R e B0 A, F57n A7 SO A T O R 3. %) i Ml S sk 6
B s Uy 1) Bt
* client_ip - L% 7 i ) 1P Hidilk
* message_string - & 1% B0 FE & ;i (1) 7 B OCA
BIHYIRIE: R HITAEATERAT .
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%%E%iﬁf? $ASA-3-713230 Internal Error, ike lock trying to lock bit that is already locked
for type type

YRR AAEWEETIR, REURTY IKE T RGIEAZRBUE CHUE R WAF . KR TB5 1k IKE SA
ML AAE RS 5 B T A IR I EIFAZR B TAR ™ AR . Ho, R T RSN,
I HLAEAE B Zh AT AN KD SR P A TR

* >type - TR AL T BUE MU FE 5 KB 747 R
BIRYIRAE: WORAEVRAT A, HIKAR DR TAC.

gﬁ%iﬁfﬁ $ASA-3-713231 Internal Error, ike lock trying to unlock bit that is not locked for
type type

VLR AENBERR, R R W] IKE 7 RGIEAE SRS AORBUE (N A7 . KR TPk IKE
SA LA R 5 AR THFR . B EFARS B TR AT IR (H2, KA TEANE
i, JF HAEAE A ST AR 20 BRAEA TR

« type - I FHOR R T BUE UGS SR E 1
RBIBIE: RS OVATELE, WHERILA TAC

%E%iﬁﬁ% $ASA-3-713232 SA lock refCnt = value , bitmask = hexvalue , pl decrypt cb = value
, am _decrypt cb = value , gm hash cb = value , gm spi ok cb = value , gm dh cb = value ,

qm_secret key cb = value , gm encrypt cb = value

WAR: Frfy IKE SA #ICBUE, JFCR B TR R i RS TPk IKE SA LN A7
e R A T H R

* >value - +HEFINE
* >hexvalue - 75 BEHIE

BAYIRIE: WIS R A7, R AR TAC,

gﬁ%iﬁfﬁ $ASA-7-713233: (VPN-unit ) Remote network (remote network ) validated for network

extension mode.

WEAR: T UETESE 2 B BOuh i I I R R . 12 B RORTEM S T U P I 2 BB
Pl SYIT I A P e AR 25 SR . IR DD REN— 80, TR b A B R C EAEE2) di  2% (45)
w, FEZ AT g G E R P A% A2 .

* remote network - S 55 2 M BACER K7 W Ml R0 -7 X i
BIADIRME: LR HATAT AR .
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%%E%iﬁf? $ASA-7-713234: (VPN-unit) Remote network (remote network ) from network extension

mode client mismatches AAA configuration (aaa network ).

WERA: FEEE 2 BB r A I R 0 2 5 b 25 1l A AAA TIRS5 4R [ framed-ip-address i1
ramed-subnet-mask ASJUHC .

* remote network - >k B 55 2 By BARER 17 W bk A0 -7 R FE RS
* aaa network - JIL AAA TC & 1) F R kA0 -F R HE i

BRYIRAE: TEPATRU N AR

R AUt ALKtk G, SRS R AR i MR, I SR AR AN B DL
N o E DR IR |7 L

gﬁ%;ﬁﬁa $ASA-6-713235: Attempt to send an IKE packet from standby unit. Dropping the
packet!

WA WL T, AANCRE IKE Bt M 6 I e s AR B AR S8k . WRIEAT 1 22k, W
TR REC RN MIZE . TR RS, B tacm A BT sk il EA BT T
.

BIIRIE: KHPATAEMTIRAE

%E%iﬁﬁ% $ASA-7-713236: IKE DECODE tx/rx Message (msgid=msgid) with payloads:payloadl
(payloadl len) + payload2 (payload2 len)...total length: tlen

A IKE O RaX i 34 R o
DL R 7R 557 TKE 2RI S 8 St s fddk s 11 E Wl A 2 A AN 13 215 (R B R s 1 2 110
T S PR AT

%ASA-7-713236: IKE DECODE RECEIVED Message msgid=0) with payloads: HDR + HASH (8) + NOTIFY
(11) + VENDOR (13) + VENDOR (13) + NONE (0)

BIRIIRAE: KR RATE TR

%E%iﬁﬁ? $ASA-5-713237: ACL update (access list ) received during re-key re-authentication
will not be applied to the tunnel.

YRR: FELL RIS OL T 2 MBLZ RN Psec BEIEIER 1 B B 91T
o FEAERC EON AEREIE B IR S, 0 ERT AT S AR IRE .
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713240
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n32e [

* RADIUS JIi 55 #i% 4R [R5 i) 41 2 BSOS A H 0 2 10907 1) S0 IR 51T U5 1) 11385 1 G ST BE TE IR
R [B] V5 1] F1 AN o

BBIRAE: (EIXUHULT, ASAS NSRS inl SIF AL B i
* >access_list - ANV M PIFRKIKAI L HR, 40 show access-list T4 114 H TR
IPsec JTI VAR W, A BEAHT I P e Vi ) 51 R 2L

gﬁ%;ﬁfﬁ SASA-3-713238: Invalid source proxy address: 0.0.0.0! Check private address on

remote client

AR P A i 1 HY i bl 2 7R 24 0.0.0.00 I B R ARG A 7 i 1) B b
BCEALA TP ik,

BWBIRRAE: WU P i K

%E%iﬁf% $ASA-4-713239: IP Address : Tunnel Rejected: The maximum tunnel count allowed has

been reached

YRR RIS B ARV I KB E S 2l B bR IE
* IP_Address - X[ 5544 1) TP Mkt

BICRYIRAE: LR PATAE AR

gﬁ%iﬁfﬁ $ASA-4-713240: Received DH key with bad length: received length=rlength expected
length=elength

ERA: KSR B BEAN IE R 1] Diffie-Hellman %54,

* rlength - Y 2I1¥) DH 291K 4
* elength - AL (56T DH 28K/

BIRYIRAE: KRHATE TR

HiRiH 2 $ASA-4-713241: TE Browser Proxy Method setting number is Invalid
LRA: 7E ModeCfg AL IR A LA B BT P1 PRI 23 2RI

BIHIIRIE: KX msie-proxy method M7 2% % (group-policy & 17 m4) , XERENTFA T
F|H.rp—Ti: [auto-detect | no-modify | no-proxy | use-server]. 1T-fi] HABE oS EAA EM. 15228
#i'H msie-proxy method M2 1% H . W W BASRAAAE, TR R TAC.
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%E%iﬁf? SASA-4-713242: Remote user 1is authenticated using Hybrid Authentication. Not
starting IKE rekey.

AR ASAKIN X EC & A f# F Hybrid Xauth FIR%E JH 8 IKE %8 BOH IR K, (H &K A 8 %8
Bro ASANGEELRFE T Uik I 5 8)) IKE 240 8T .

BIRIIRAE: KR HATE TR A

gﬁ%fﬁfﬁ %ASA-4-713243: META-DATA Unable to find the requested certificate

WA IKE XF454K UM cert-req B SKIEF o HJE, FRAE i KK DN A A7 250 5 ik
BIWBIERAIE: PATUL R IR

1. RE S ok,

2. VEMECEAPTEE .

3. AHUER R, RIPGEZPranfE .

EiRiE B *ASA-4-713244: META-DATA Received Legacy Authentication Method (LAM) type type is
different from the last type received type .

WEEA: YR LAM s PR SR e m— AN RANR . 7R S e R, SR A
e TIEIKEEHATHI T S IRUEVERE, R AN S SL VPN .

* type - LAM 25!
BIEIRME: R I ERAEAE, IR R TAC.

EiRjE B 2ASA-4-713245: META-DATA Unknown Legacy Authentication Method (LAM) type type

received.

WERR: £ CRACK sl N FH P S 3 3 iE BERE FP e 2 T ASZRFI LAM 2R, ek gk s 4T i - &
PrIGUEERE, R ASEST VPN &,

* type - LAM 257
BIHIRAE: R ISR AE, SRR R TAC.

EiRiHE 2ASA-4-713246: META-DATA Unknown Legacy Authentication Method (LAM) attribute type

type received.
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WEEA: ASAUCEIRA LAM JEVERA, XNAXA S FHEOEZ N, H0] GeL xS D fe .
* type - LAM J& 5
BIHRAE: R PATAEAT A

%E%iﬁf% %ASA-4-713247: META-DATA Unexpected error: in Next Card Code mode while not doing
SDI.

AR AR ALBEIIE] A A T R M IR
BILRIIRAE: WERA R/, IR DR TAC.

iR H 2 9ASA-5-713248: META-DATA Rekey initiation is being disabled during CRACK

authentication.

WAR: A1 CRACK S5k 77 VA W B IKE SA J&, SKumffIeh 1 BB SA S P15 vk I 8 7E 2% P15
W2 /T CE . H T AR CRACK SR E 7 ik I RE 2 iR 2 2 A e i AR T, PRI K
KA SRR TP BRARIZFENT S5 A1 IKE SA B2 5 o A A2 % 91587, 75 WAL IKE SA 1Y)
INBEEEREESP NN

BIRYIRAE: TR fT3RAT .

gﬁ%iﬁfﬁ SASA-4-713249: META-DATA Received unsupported authentication results: result

AR : ] CRACK G435 UF 77 vk Wp i IKE SA B, IKE ¥ &G MG K IEF RS EI7E CRACK &
BB UE BRI Z LR 25 . P S0y S uE MG, JF H VPN 38 LT

o result - N\ FOYIGIE T REGEIR I 45 1
I BYIRIE: Wi RAAAE, TEER LR TAC,

gﬁ%;ﬁﬁ? $ASA-5-713250: META-DATA Received unknown Internal Address attribute: attribute

AR ASAMCEDN TCVE U P A I S PE RS K . B PE AT REA L (HA RN SRR, B R A A
WRERIE IR ARE . X INAZA S FECER R, H ] L RN SR 1 Zh BE o

BIRRIE: KHPATAEMTIRAE

%E%iﬁf% SASA-4-713251: META-DATA Received authentication failure message

F 4 H&H 2 701001-714011 .
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713253

113254

FZe A H 8 70100171401 |

AR ASA ILHI—4&BAYE B, $8/RIEAEH CRACK S KE 7107 IKE SA I 54 K iF 25
HER T W IT .
EIRYIRME: EWRPAT TR,

%E%iﬁfﬁ %$ASA-5-713252: Group = group , Username = user , IP = ip , Integrity Firewall
Server is not available. VPN Tunnel creation rejected for client.
WEAR: MA1TRIE O E R & ) i fd F Zonelab Integrity Server 2E1T & 4y Sk, E&“%%—fﬁ'é%

FERAEh S, FARIGR T T BC & (R R ISR o I RS a2 4R 40 % ) e e, AR 20 P i gk AT
$20) Zonelab Integrity Server ARIEFE] ASA TEUL T, RGBS ARIHEE .

* group - LT In] ] J RS (1 %
* user - WLV ] FH P
* ip - CREVS Ie] H ) TP Mk
BINBYIRIE: K& 4Erh 23 H1 Zonelab Integrity Server LML & JE FILHC. 2RJ5, iFgE- 281 Zonelab
Integrity Server 2 [A/E T AE LI

%E%iﬁf? $ASA-5-713253: Group = group , Username = user , IP = ip , Integrity Firewall
Server is not available. Entering ALLOW mode. VPN Tunnel created for client.
WERR: 44 SISO E A EE K % w4l F Zonelab Integrity Server BEAT S NIRRT, R4S 8% vl fe 75 BLE
FEREh s, FARR T BT CE () R RN o W R IOR G S 52 % P omdE 4, PR IEANSZ IR 1
Mg N, NIFER ) uiBEA TR Zonelab Integrity Server AEFEF] ASA HIMEIL N, RGBSR
JEREPSNE
* group - LV In) - EERE R (1) B%

* user - HEVI W)

* ip - TRV e) H A 1P Hdlk
BEIAYIRIE: K7 ASA Fl Zonelab Integrity Server b [FELE JETIULAL, JF5iE ASA Fl Zonelab Integrity
Server Z [ J& B AF-AEIHAF o

gﬁ%;ﬁfﬁ %ASA-3-713254: Group = groupname , Username = username , 1P = peerip , Invalid
IPsec/UDP port = portnum , valid range is minport - maxport , except port 4500, which is
reserved for IPsec/NAT-T

WERA: ETCVEAEH] UDP %11 4500 BE(T IPsec/UDP %4z, K4S VA% B HI T IPsec BE NAT-T i&E4#;.
CLI AN feVFf A A4 FH LS . AW T4 e R4 4 2 B I B

* groupname - 1] 7 ) 4 FK

* username - 1 ' 144 B

. 4% B&E 2 701001-714011
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713255

713256

113257

I |

* peerip - & F 'y ) 1P Hiuhik

* portnum - AMHEHR S 7% L [¥) IPsec/UDP iy 145

* minport - F 7 0] B0 i 6 B /N 3w 15, B 4001

* maxport - FH 7 0] 0 & s 1) B KA 280 5, Bl 49151
BIHIRIE: KNS 4% LI IPsec B UDP i 115 58 04k 5 —Nii 5o A58 15k 4001 )
49151,

g"\tanéiﬁ,%\ $ASA-4-713255: IP = peer-IP , Received ISAKMP Aggressive Mode message 1 with unknown

tunnel group name group-name

WA fE ISAKMP BRI B 1 AP 4RsE 1R ANFEE 4L .
* peer-ip - SR HE
* group-name - X SEAARTR € 414 FK

BEWROIRAE: KA R AR i G B DA ORI AL

gl%iﬁ,%\ $ASA-6-713256: IP = peer-IP , Sending spoofed ISAKMP Aggressive Mode message 2

due to receipt of unknown tunnel group. Aborting connection.

R XA OB AR, ASA 5K AIEE L 2 LABT IE S5 A SR BRI 2R 1% L
* peer-ip - X EEAR I HAL

BAHIIRAE: LA HATAE T HAE .

gl%“;féi,%\ $ASA-5-713257: Phase varl failure: Mismatched attribute types for class var2 :
Rcv'd: var3 Cfg'd: var4
WLER: ASA CHAERBIMMEER P R )7 . B3R R ASA NISSACE 5 Ak 77 I IC B ANILAC . 1%9H
SR ELEBABT BRI T ANICHE, DA R RS 7 R 1 5 251 FL AT 1) Ja8 1k AT R LA []

* varl - LT ASULEC T B

* var2 - ANCHCI & 2E P & (1) 2

* var3 - MR AL TR Y JE 1

* vard - BCE M &Y
BIHIIRAE: AP R AR BRI E R A —BUGI. BAE S, WR R
UDP [%1i (NAT-T) FIFA 13 & 2 [AIAFLEA—3,  TEAR 002 s o dn 5 — N 7 DG G P o 2% S
AT NAT-T, 10— MECEARZER, WS K 3 SR
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[ BRI

713258

%ﬁ%iﬁﬁ% $ASA-3-713258: IP = varl , Attempting to establish a phase2 tunnel on var2 interface
but phasel tunnel is on var3 interface. Tearing down old phasel tunnel due to a potential

routing change.

iBE: ASA SZRAEHE D R s 2 BrBebsiE, JEHAEHALIE D R OAAAESS 1 B ERbsiE . VAR 1 By
BeRgE Wi, AT VAR O N bR IE

* varl - XEEART TP Mtk
* var2 - ASA ZREEL S 2 Y B REE IN FrAE AE 1
* var3 - 55 1 P BeRE W B e 42 1

BN RYIRAE: A BN A A B e T e R R T ] ARG B R

713259

gﬁ%;ﬁfﬁ $ASA-5-713259: Group = groupname , Username = username , 1P = peerIP , Session is

being torn down. Reason: reason

WA RLUEIR ISAKMP b 2R, el i 2 10 P OT 23 15 I 2 L R .

* groupname - \EAEZ 1L 2 1h I B%E 41
* username - \IFEZ IS ENIH 4
* peerlP - IEAEZ 11 121l (R0 S5 A4 bk
* reason - IFAEZ & 1EH) RADIUS &1L R E, 5.

- Jiig S ] IR
- 2 R IR
- B A I R] B A
-EHEE

BIRYIRAE: WAL

713260

%E%iﬁﬁ? %ASA-3-713260: Output interface 2%d to peer was not found
YRR IS 1 BB SA I, RECVEFRIN 58 1 1D ) 2 A e
BWBIRRAE: W R AR, IR R TAC,

713261

%E%iﬁf? $ASA-3-713261: IPV6 address on output interface $d was not found

WERR: Lo EUEER 1 BB SA I, ASHLER 1 ERAREARAT IPve Hlik.
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713262

713263

713264

162 [

BRI AU TR D L E IPve Hllk(E B, ES (CLI R EIRmE) T “iE
IPv6 S-HE” —5,

%E%iﬁf? $ASA-3-713262: Rejecting new IPSec SA negotiation for peer Peer address . A
negotiation was already in progress for local Proxy Local address /Local prefix len , remote

Proxy Remote address /Remote prefix len

WEBR: FERSZIN B SA I, ASA KR IR UTHCHT 58 2 BBt SA.
* Peer_address - A F] 5 IUAT Vp i DL B AR B S 3 28 2 B B i) ik
* Local_address - 41l \EAE VR 55 2 i B )58 A M 25 A4 g s il
* Local_prefix_len - T34 CIDR ZK 7~y M 52 AT W B 48 4
* Remote_address - RIL 1) HAL
* Remote_prefix_len - F 4 CIDR KRy 1M 5E 1)1 M T 2R

BIRYIRAE: WAL T34t

gﬁ%iﬁfﬁ%ASA—7—7l3263: Received local IP Proxy Subnet data in ID Payload: Address IP address

, Mask /prefix len , Protocol protocol , Port port
WERA: ASA IELER RS (16 I ik s R 2 8 It el o ZEBRIS IR, 0SSR BT R Sk (1%
i ol L2L XS54 o IX PRI DA A T B a0 2 i L S VFPgaE .
* IP_address - XPEEARIR) H 1) 2% B AC TP bk
* prefix_len - #i#fi CIDR 7-1E 1 € I+ W HT 4K
* protocol - FRIAPIL
* port - fXEE R
BILHIRIE: TR HITALATERAE .

gﬁ%iﬁfﬁ%ASA—7—7l3264: Received local IP Proxy Subnet data in ID Payload: Address IP address
, Mask/prefix len , Protocol protocol , Port port { “Received remote IP Proxy Subnet data
in ID Payload: Address %a , Mask/%d , Protocol %u , Port 3%u ”}

WA : ASA IEAE AN AT I B 25 S IR B o AEUBA DL N, REEE AR BAT AR Sk 1) 2%
Ui B L2L R AEAR o 3K P A7 190 34048 P 2285 Jn 2 it LA SR VBRI

* IP_address - X 25K H 9 2% (1) HEA TP Hbil:

* prefix_len - #i4f CIDR 714 1M1 7€ 1)1 I AT 4G L

* protocol - {CEEMY

* port - AR O
BICHYIRAE: LR PATAE A
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%g'l%iﬁ,%\ %ASA-6-713265: Adding static route for L2L peer coming in on a dynamic map. address:

IP address , mask: /prefix len
LA ASA IEAENXTAEARIN) o bk s A i 1 AEUEAS D0 T, 6 A2 B AR Rtk i 7
Uil L2L X544 IX TR R DU 8 FH 2l I it LA fo VPR I

* IP_address - XJEERIR) H 2% )R AC TP bk

* prefix_len - 145 CIDR /NI A 17 P9 i 28K S

BILRIIRAE: KR RATE TR

gl%ﬂél.% $ASA-3-713266: Could not add route for L2L peer coming in on a dynamic map. address:
IP address , mask: /prefix len

VLA ASA TR0 X A5 IR 4 FH bk 5509 28048 I 2 el B R AR R o AR T, XA HAT R
SRR P i E L2 A4 . IX PR DL AT B A s i s LR VRS E . IXn] RO B
52, 1Pv6 M 3R UM E ASA A MR S R A5 H 1 56 i o

* IP_address - XA H 2% A TP ik

* prefix_len - i CIDR FRIRIE T E 1 W AT K
BIAIIRIE: KA IPve B, MO T LA INEAb RS th, JF HAALEE s o 2 % i 36 Lk
AL E b N g el TE IR . W R AR, TE IR R TAC,

%gl;&iﬁ,%\ SASA-6-713267: Deleting static route for L2L peer that came in on a dynamic map.

address: IP address , mask: /prefix len

WERR: ASA FEZEUN XS SRR L F ik sl 2 A N i e N AR AEETS DR, SRR HATR
FNHLHEFR 2 7 S e L2L AR SX PR D03 1 I Sl A s st LA fe vFB&IE -

* IP_address - XPEERIR) H 2% )R AC TP Mk

* prefix_len - #i4f CIDR 71511 E 1 I AT L

BIRIIRAE: R RATE TR

gl%“;léi,%\ $ASA-3-713268: Could not delete route for L2L peer that came in on a dynamic map.

address: IP address , mask: /prefix len

LR ASA JIEGRT A4 (& P st b o0 258 1) B e 2R UG FEBEAS UL R, XA B R Atk i %
S el L2L XA AA . IX P Rl DL A P Sh A s W ss LA VRREE . WIREC BRIk, Bl kAN
PR R

* IP_address - X5 H 2% R 5EAC TP ik
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713269

713270

13211

113272

13269 [

* prefix_len - i CIDR 3RIR1E T € I+ W AT

BHIIRAE: WORCMIERES b, WSSO0 RYE, JF HBRRIERIEAT . W R i AT AR A7 A B 1T g
15 VPN PRI HERE b b ) A OC, ALY VPN L2L PO i e R G058 43 o eah, AL AT R 1)
65 FHAR N DL S5 R o 2 WS DG IB6 ) ACLe S il SBT3 R A7 4, TR R JERE TAC.

gﬁ%iﬁfﬁ SASA-6-713269: Detected Hardware Client in network extension mode, adding static

route for address: IP address , mask: /prefix_len

YRR P AT R AR SR 1 )~ s 2 (R (KO BEIE I FLAEAE G %5 7 s 5 )i (K& FH 1Y
SRS INEIAS o IR R, ASA AR Skuim i) T AT e FH e R 2 mT AR RE R 45

* IP_address - X Z5ARTR) H IR 9 2% (1) HE A TP Hbik:
* prefix_len - #ii4fs CIDR 714111 5E 1)1 I AiF 4 L

BIRYIRAE: KRR fTIRA

gla':é}ﬁ,% $ASA-3-713270: Could not add route for Hardware Client in network extension mode,
address: IP address , mask: /prefix len

VR AR T WERERIEE R SV R A T A IR e i 18] R RRIE . E R Sl A
PR 7 S 1 I B P 2 s I s i el RO 2R UG TP B AR P RE LU0, B mT e 2k T kA
o

* IP_address - XJEEARIR) H 2% [R5 AC TP bk
* prefix_len - 35 CIDR =ik 5E 5 M AT K

BILHIIRAE: WA ERAEAE, TR R TAC.

%%E%iﬁﬁé SASA-6-713271: Terminating tunnel to Hardware Client in network extension mode,

deleting static route for address: IP address , mask:/prefix len

YRR AREUIEAERZ BRI ) A W28 3 R IO REAF 2 7 i (R B, O FLAEAE N BRAE A 5 7 3 1 )i 1)
LIRS RS

* IP_address - X E5ER IR H 2% B AC TP Mk
* prefix_len - #i#4f CIDR 714111 5E I I AT L

BIRIIRAE: KR AT RT3 AE .

‘éi;‘:éi‘ﬁ,%\ $ASA-3-713272: Terminating tunnel to Hardware Client in network extension mode,
unable to delete static route for address: IP address , mask: /prefix len
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WERA: R RRIE ) Ak T I A9 AR QR 1R 22 7 S (RO RS TE N S T2 o 1vg A2 o 9 )i ) % H
2% (i T o X T RER G Bl R AT ) R

* IP_address - X Z5ARTR) H IR 9 2% (1) HE A TP Hbik:
* prefix_len - H4 CIDR &IV 2 11~ 9 H S84 B2

BILAYIRIE: KA IPve Bt iR, B ORZES AAAE TR b WRE R E iz b, AT RELA 20T
AR IR, (D0 CLo8 e BRI M RE P 5 ) i [ B I A4 RERAT LA

%E%iﬁf% $ASA-7-713273: Deleting static route for client address: IP Address IP Address

address of client whose route is being removed
YRR NI 3 IR BAR T 1ra o 573 P ) b b i 5 S AP 2250 i DR 37 FRD 19 2% D B8 1 o
BIBIRIE: BT PATAT TR .

%E%iﬁf? $ASA-3-713274: Could not delete static route for client address: IP Address

IP Address address of client whose route is being removed

WERA: AEMERIE [ TPsec 75 )~ i R BETE N, TCVAMIERILAE B i b BOXS 2% H o s DU AT RER s M 2%
BURAERE T 1)L

B RYIRAE: Rk, gz i AEAE TR QSR th OAE TRl AT AR 2L
TR FOMER, (RAAE R K I BEIE 5 A REPAA T I AT

%E%iﬁf% %ASA-3-713275: IKEvl Unsupported certificate keytype %s found at trustpoint %s

YRR IR YIS AE ECDSA SRR, X T ikevl 2 Wb ARG H k. T B ORAE P0G L 22k
PRI EAS

BILRIERAE: LR RATE TR

gﬁ%;ﬁfﬁ $ASA-3-713276: Dropping new negotiation - IKEvl in-negotiation context limit of %u

reached
YRR MBS R IR, 2R NRT ikev] 22 BRI RS H AW
BIHRME:  LHRPATIETERAE.

%E%iﬁf? $ASA-1-713900: Descriptive event string.
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713902

713903

713904

1301 [

AR KA T E RS B, ASA IEAEZRAE R 2 B BollBR, (H SPT AN GATATHLAA S 2
BBt SA ILAC.

BIWRIRAE: AEPTIRIRGIR, PSRRI AE [ I RSS2 B BESA. fEBETFOLT, IR R
PEIF T 20 o AR AR DRAT AR A AE D3 SR S (49 20 S SR WoOTIE R e B % R D, AT RE
IR R . AEBEIE DL, TS AR R 6 LR H S TP SR ER IR R, RS
BEAR IR TAC DISRAGEE— 2,

%gl;&iﬁ,%\ $ASA-2-713901: Descriptive event string .

YRR CURAARR, IXWTRER SKim B R YT IR A b b ARG EAHR S BN . PR AT R R AT
L IEER I PR 5 L

BRYIRAE: PIRET 20N ST HEER ke, DL e S EEHR IS . B AP XT AR E I ISAKMP
AT 85 ) P E

EiRH2 5 ASA-3-713902: Descriptive event string.
YRR CUARARERIR, W] RER Sk B Ry IR B e ARG B R AU

BIWEYIRAE: W RO B AT SRR, AR BRI B R . A AP0 AR L) ISAKMP Al
TN W TG

$EIRIEE 2ASA-4-713903: IKE error message reason reason.

WA B RS HE ID 1A Bon 24 HAh R 48 H S IKE 2950 B
HIHYIRIE: LR HATAETERAE

ZN/IB

$ASA-4-713903: Group = group policy , Username = user name , 1P = remote IP , ERROR: Failed
to install Redirect URL: redirect URL Redirect ACL: non_exist for assigned IP

$ASA-4-713903: IKE Receiver: Runt ISAKMP packet discarded on Port Port Number from Source URL
$ASA-4-713903: IP = IP address, Header invalid, missing SA payload! (next payload = x)

$ASA-4-713903: Group = DefaultRAGroup, IP = IP address, Error: Unable to remove PeerTblEntry

BiRiH 2 sasa-5-713904: Descriptive event string .
VAR REH BB APREE R, T ERER SRR AT
BIRIE: HPATAEMTHRAE

F 4 H&H 2 701001-714011 .
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%g’l;&“;ﬁ.%\ $ASA-6-713905: Descriptive event string .
YRR RGO B s BURSTER, T ERER OO BRI it

il

%ASA-6-713905: IKE successfully unreserved UDP port 27910 on interface outside

BIAYIRIE: ORI AEATERAT .

713906
BiRIE B sASA-7-713906: Descriptive event string .
YRR RGR WoRIHEURSE R, TR OB i
BIHIRIE: TR HATALATEAE .

7114001
EiRH 2 %ASA-7-714001: description of event or packet
AR I SR AN IKE PSR sl (0 i e o
BIBIRIE: BT PATAE R

714002
EiRiH 2 2ASA-7-714002: IKE Initiator starting OM: msg id = message number
WLRA: ASA CENH 2 M BOkle T5 Ak 1 PRt A As e i) 28 — A Hii A
BILRIRIE: BRI ERAE.

714003
Hi%iH /2 $ASA-7-714003: IKE Responder starting QM: msg id = message number
WLRA: ASA TN 2 [ Bemi b 75 W) 1 Pt CAs # i) 28— A Eii A
BIBIRIE: BT PATAT TR

7114004
EiRiE 2 $ASA-7-714004: IKE Initiator sending lst QM pkt: msg id = message number
YRR O AR MR R R A A
BILBIRIE: LR PATAE AT ERAE.

. F 4 H&H 2 701001-714011
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714007

714011

%gll;é“;‘ﬁ,%\ SASA-7-714005: IKE Responder sending 2nd QM pkt: msg id
YRR AR AR AR A A
BIBIRAIE: LR PATAE TR

gli%“;léi,%\ $ASA-7-714006: IKE Initiator sending 3rd QM pkt: msg id
YRR AR SR A PR L A
BILRIRIE: BRI ERAE.

gll;&’;ﬁ,%\ %$ASA-7-714007: IKE Initiator sending Initial Contact
WRA: ASA IEFEMIIEIF AIEWIIRTR R 13K
BIBIRIE: LT PATAT TR

gi;&“;ﬁ,%\ SASA-7-714011: Description of received ID values
WERA: ASA LR T AE P A 2 s ID 5 R
BIHYIRIE: LR PATAE TR

message number

message number

114005 [

F 4 H&H 2 701001-714011 .
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