&4t HE&H 2 302003-342008

ARBTG5
* ID /T 302003 F 319004 2 [A [ 6, 451 11
 ID 4T 320001 %] 342008 Z AT &, 25 37 0L

ID 9)-F 302003 %I 319004 =~ |58] A& 2

302003

302004

302010

AL ID AT 302003 3 319004 2 [8] (H131 EL.

HiRHE 2ASA-6-302003: Built H245 connection for foreign_address outside address
/outside port local address inside address /inside port

1ZBA: )3 outside address £ inside_address 1] H.245 &E#H:. ASA S8 2148 F Skl K K
G Ahaut O (outside port) I T 8 (EM ASASNER B B R Lo AMbih D1{E (inside_port) I Bon
E N EREE O F R sh g I

BILHIERAE: LR RATE T4

gl%‘;ﬁ,%\ $ASA-6-302004: Pre-allocate H323 UDP backconnection for foreign address

outside address /outside port to local address inside address /inside port

WEAE: H.323 UDP 15 [ O NA L (inside_address) 7753 e 21 4h4 Hi kil (outside_address). ASA
TSI 2] i FH 9 /R T HiL G o A% 1 (outside_port) IUE /R E N ASASNI A BhI0iER: . A
o E (inside_port) {357~ 7E R O _E A shividss 1.

BIAIRIE: BRI TAEATERA .

g’l;&;ﬁ.%\ $ASA-6-302010: connections in use, connections most used

F 4t H & 2 302003-342008 .
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302012

302013

302014

F4: B34 2 302003-342008 |

WERR: ROt S IR AL A e i I H R B 45 R
© R - ER
BIAIRIE: BRI TAEATERAT .

g’l%;ﬁ.%\ $ASA-6-302012: Pre-allocate H225 Call Signalling Connection for faddr IP address
/port to laddr IP address

R H.225 HlBhE1E O A .
B RYIRME: KR PAT MR,

gl%iﬁ,% $ASA-6-302013: Built {inbound|outbound} TCP connection id for interface :real-address
/real-port (mapped-address/mapped-port ) [(idfw user )] to interface :real-address /real-port

(mapped-address/mapped-port ) [ (idfw user )] [(user )]
WAA: WE LA MAIE T TCP & HAHf
* connection_id - Mi—HRINSF
* interface, real-address, real-port - SZ[r £
* mapped-address, mapped-port - B E 5
* user - H 711 AAA 47K
* idfw_user - S4B KSR A FR
W FRE T, WNANT A S S e . B, XF FTP s, a0 3 sy bl Nk, W)
HHAR AL AEE S A A . R SR T, W PR A B R

BILHIERAE: LR RATE T4

gi;iﬁ:% $ASA-6-302014: Teardown TCP

connection id for interface :real-address /real-port [ (idfw user )]
to interface :real-address /real-port [ (idfw_user )] duration hh:mm:ss bytes bytes [reason
[from teardown-initiator]] [ (user )]

YRR CMBRM & TALZ A TCP iEH:. N RN B H:
*id - ME—hRIRAT
« interface, real-address, real-port - 5[ & 4% 7
* duration - FEFLRFEEN [A]
* bytes - 4 B AL
* User - 11/ (1) AAA #4475

. F 4t H & 2 302003-342008
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* idfw_user - 5 {73 B7 K8 H IR 44 FR

302014 [

* reason - BUFER L EEE . ¥ reason 2B B E N FRITHIK)—I TCP £ 115 A .

* teardown-initiator - /33 T Wi T EVE ) — i .
R 1:TCP IR
IR 1% AR

Conn-timeout N

P T ANE ST I S BT OGN, ERRAE

Deny Terminate (fE482% 1)

IR ANAREE Rl L2 o

Failover primary closed CHitf& )4 3215 2 O 41D

AP T (10 6 P 8 98 DA 3 P B e 81 1 6
MIER T34

FIN Timeout (FIN i{#H)

SERFIRE RN 10 73 BHE BF: ATEHGE N 5 5 2%
1k

o

Flow closed by inspection (8 #r I T fig b4 )

A T e k.

Flow terminated by IPS (i IPS 2 1)

Vi IPS £k,

Flow reset by IPS (¥i#% IPS &)

Fikk IPS THE .

Flow terminated by TCP Intercept (Ji# TCP +% | Jii# TCP £:# &1k
LD

Flow timed out (L) T .

Flow timed out with reset (Ji EINHOEE) | JHENHOEE.
Flow is a loopback (3t J ¥RV WAL o

Free the flow created as result of packet injection

CPRI B B RT3

HI T4 ELER R AR D el I ASARR T AU S AL,
RSV

Invalid SYN (SYN &0

SYN Kt L IE -

IPS fail-close (IPS [R5 147D

HHT IPS R H I Mk, Ry 4%k,

No interfaces associated with zone (37 51X 1,

KR FE D)

“nonameif” B# “nozone-member” B X BAAF
PEATATE O e, Sp BT T

No valid adjacency (¥%H A %ALH%)

ASAZASRI AT AR TCVE IR N — Bk MAC Hubiki,
MRS . R EF IR
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R &

1L FA

Pinhole Timeout (%£FFLAHM)

SRR G, FR Y ASASTIF T B, HJELEE
IS TRV A V50 it C i 2R e e, IR B 17 e
i, AR FTP $2 38 18 )5 G 1 FTP 4
TIE A I

Route change (i 142 4k)

2 ASATRIN T EARTFRY CHER S MR i, B
4 BIK 16 58T 5 ph T FC 1 5 ok (LA T e A
IR P RCEER G HEWIT. JE8
PR A S iR b B I i e . R 1
WA TFAS (B B ey B3, AT DO VT Bl Rl
MR E N 0:0:0.

SYN Control (SYN )

MAT BRI AT T [l TE AR AL .

SYN Timeout (SYN )

30 M) i 2t SR =R e e

TCP bad retransmission (TCP FFi{&ik &)

1T TCP HPT A& it b S I e 2 1k

TCP FINs (TCP FIN)

RATIE R R IREY o 1P Mkl i 5 DA 5 e A 1)

TCP Invalid SYN (TCP 3 SYN) TCP SYN H#fs t o 4%

TCP Reset - APPLIANCE (TCP HE - %) | ASAZERL TCP HE N, WK,
TCP Reset-1 (TCP & & - 1) CMABEE

TCP Reset- O (TCP H'E - O) EMSEEE

TCP segment partial overlap (TCP 43 B4y 5

)

CUer I 2 F 50 T By BLo

TCP unexpected window size variation (TCP

FER/NEAMED

HiF TCP & FUR/MARAL, 2L

Tunnel has been torn down (F%iE CLICH])

HITREIE M, Wikl

Unauth Deny (JEZEEH B URL iy DB L5280
Unknown CRZ%0) RAEARGIEE R
Xlate Clear (FEHyERE) AT EMIBE

BIRIHRAE: KR RATE TR .
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302015

302016

302017

302015 ]

gl;&iﬁ,%\ $ASA-6-302015: Built {inbound]|outbound} UDP connection number for interface name
:real address /real_port (mapped address /mapped_port ) [(idfw user )] to interface name

:real address /real_port (mapped address /mapped_port ) [(idfw _user )] [(user )]
RBA: PIE M2 mAlE T UDP &R, R4 B1E
* number - ME—4RIHAF
« interface, real_address, real_port - 5[5 E 57
* mapped_address and mapped_port - B B 7
* user - )7 AAA ZFR
* idfw_user - S4B KB P 0 24 55
WA E T N, WMNANER A 3 s hili&E . Blin, X T UDPIN S, G0 RIREHIEE A0, WET
AL Y A NS . W TR T s, AR A B R I
BIHIIRIE: EFHE AT A

g'lané“;ﬁ,%\ $ASA-6-302016: Teardown UDP connection number for interface :real-address /real-port
[(idfw user )] to interface :real-address /real-port [(idfw user )] duration hh :mm :ss

bytes bytes [ (user )]
A COMIBRW & BN UDP EFEEM . FRAHH BE:
* number - ME—FRIRFAF
« interface, real_address, real_port - 5[5 557
* time - FEFEAE Ay FA
* bytes - ZEFE 1A A5
*id - ME—BRIRT
* interface, real-address, real-port - 5[ E4% 7
* duration - %425 1y 5 1
* bytes - 4% 15 A& 4
* user - /1] AAA % F%
* idfw_user - S4B KBS A FR
BIEIIRIE: LR PATAEMT AL

gl;&iﬁ,%\ $ASA-6-302017: Built {inbound]outbound} GRE connection id from interface
:real address (translated address ) [(idfw user )] to interface :real address /real_cid

(translated address /translated_cid ) [(idfw user )] [(user )

WRA: A N2 MEIE T GRE EHAGM . id 245 bR iR%T . interface, real_address, real_cid JG
AR T PPTP GRE Jif i —A. 45511 translated_address, translated_cid JCZH 4RI
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302019
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NATFI’J%?@ME WA FR RN, WA AT H TNl . SRR s o, WA A Tl Rk
ZERENSNIER

* id - FRUER I ME— S
* Inbound - %I FH] T Akl PPTP GRE i
o Uk - FEHBERA] T2l PPTP GRE i
* Interface_name - % [ Z K
* real_address - X [r FHLH 1P Hidik
* real_cid - H CERM AR HIIH] 1D
« translated_address - #%35j5 [1) IP ikt
* translated_cid - C.5% #1f J1]
* user - AAA )4
* idfw_user - S4B K I A K

BIRYIRAE: KWL T34

gﬁ%;ﬁfﬁ $ASA-6-302018: Teardown GRE connection id from interface :real address
(translated address ) [(idfw user )] to interface :real address /real cid (translated address

/translatedﬁcid ) [(idfw user )] duration hh :mm :ss bytes bytes [ (user )]

RBE: OMIBRM S BN A GRE ZEFAGE . interface, real address, real port JUZH bR SE R B
Fo duration FRyUERE M. N RAHH -

*id - AR PRI E G S

* interface - 2 1 &4 F

* real_address - SZ[r ML TP Hidik

* real_port - SR ALK 3 H 5.

* hh:mm:ss - mﬂﬂd\ﬁ I3 b i XV I 1)

* Bytes - USRI PPP 75 5L

* reason - ljz%%ﬂ:}:.

* user - AAA il 7 44

* idfw_user - S5 K5 FH P A4 F

BIRRIE: KHRPATAEITIRAE

%E%iﬁﬁ% $ASA-3-302019: H.323 library name ASN Library failed to initialize, error code

number

AR ASAHTi#S H.323 4 B IR & ASN FEWIUAL RN ASATCTAARRS B 7 1F7EH1H H.323
AL, ASA VR H.323 A0 il i i AT fE . WE F—A H.323 iR, ASAM 3 F 8T
VIR B
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302020

302021

302022

302020 [

BBORRAE: WR L B A G IR R TAC I 1) AR BT H S R (leedr
IR .

g’l%;ﬁ,%\ $ASA-6-302020: Built {in | out} bound ICMP connection for faddr {faddr | icmp seq num
} [(idfw _user )] gaddr {gaddr | icmp type } laddr laddr [(idfw user )] type {type } code

{code }

YLBA: ML H] inspect icmp A2 Ji HPIRAS ICMP I,  RGAEPUE AR P - T ICMP 231, T &N A
TH SME:

* faddr - $8 52 SMHEHLA TP Hihik

* gaddr - & 7€ 42 )= EHLI) 1P Mkl

* laddr - ¥8 2 AR M EHLIK 1P Huhk

* idfw_user - S4BT K85 4 FR

* user - 5 )i SR EHUAH SR H - 44

* Bpe - 7€ ICMP K74

* code - 15 3& ICMP 45

BIRYIRAE: KRR fTIRA

‘éi;‘éi‘ﬁ',% $ASA-6-302021: Teardown ICMP connection for faddr {faddr | icmp seq num } [(idfw user
)] gaddr {gaddr | icmp type } laddr laddr |[(idfw user )] type {type } code {code }
WAR: 4ff ] inspect icmp iy 2 i HIARZS ICMP 1, RAEFEPE AR F MER T ICMP &1f. FRAA
MERSYIER

* faddr - $RAESNBIHLE TP Ha bk

* gaddr - 8 E 4R BN 1P Huhik

* laddy - ¥5 € A M ALK TP ikl

* idfw_user - ST KEEH P A FR

* user - 5 A SR ) LN USR] 44

* Type - $5E ICMP 27

* code - 7 3& ICMP 415

BILHIERAE: LR AT AT

glﬂné“;‘é:% $ASA-6-302022: Built role stub TCP connection for interface :real-address /real-port
(mapped-address /mapped-port ) to interface :real-address /real-port (mapped-address

/mapped-port)

AR CAIEE TCP T 2%/ 45 0/ R FET i
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302023

302024

302025

302026

302027

A4 A 7554 2 302003-342008 |

BIRIE: KHPATAENTIRAE

EE*IﬁHJ $ASA-6-302023: Teardown stub TCP connection for interface :real-address /real-port

to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes reason

WRR: CWIIT TCP T i 48/ 4540 /56 R A2 it o
BAHYIRIE: CRHIT AT ERAT .

%%ﬁ%iﬁﬁé $ASA-6-302024: Built role stub UDP connection for interface :real-address /real-port
(mapped-address /mapped-port ) to interface :real-address /real-port (mapped-address

/mapped-port )

WHAA: T UDP 3 n) 8%/ & 00/ K RE It
BIAIRME: TR HATAT A EE .

% '%,ﬁ,h\ $ASA-6-302025: Teardown stub UDP connection for interface :real-address /real-port

to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes reason

1ZBA: CWiJT UDP 5 In) 28/45 10/ R FE TP o
BIIRIE: CFE AT A

akﬁlé,b\oASA—6—302026: Built role stub ICMP connection for interface :real-address /real-port

(mapped-address ) to interface :real-address /real-port (mapped-address
WAR: LBV ICMP 31 88/ 10/ 55 LA -
BIBIRIE: R PATAE TR

%ﬂkﬁlﬁfa $ASA-6-302027: Teardown stub ICMP connection for interface :real-address /real-port
to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes reason

1RBA: CWiIT ICMP 5 |n) #8/45 A0/ K FEFF It
BIHIRIE: B AT A,

. F 4t H & 2 302003-342008



| %% Bk 5 302003-342008

302033

302034

302035

302033 [

%gl;&iﬁ,%\ $ASA-6-302033:Pre-allocated H323 GUP Connection for faddr interface :foreign address

/foreign-port to laddr interface :local-address /local-port

WA CJAsh AN HIE B A ) GUP & HE . s 1 (AN 1) ASUR IS 1E 2 A 45 A
JEBNERL b At FHE CA R D AR N B R Bl b

* interface - 2 1 A4 FK

* foreign-address - M ML TP Hihik

* foreign-port - AN EHLI) i 15

* local-address - M E QLI TP Hohik

* local-port - K AL 15

BIRRAE: HPATAEATIRAE

g’ll;i’;ﬁ,%\ $ASA-4-302034: Unable to pre-allocate H323 GUP Connection for faddr interface

:foreign address /foreign-port to laddr interface :local-address /local-port

YRR R BIERERS, BRRAEMEC RAM R GE A A7 BB 3 20 T A s i e S A

* interface - I %K

* foreign-address - M ML TP Hihik

* foreign-port - FN ML 15

* local-address - A EHLI TP Hohk

* local-port - A FHLIF) i 115
B EYRAE: wALE LN R, TR RS . R FEE I, ERREE TAC, & FIU\XTHS
P TS 9 5% 250 P i SR SR A 4 R LR R /N o B0, 4 T e R e (R N TR B o G RIS AT RE FH Y
ARG HEABIMANFMHE, sUELEZ N,

gl;&iﬁ,%\ $ASA-6-302035: Built {inbound|outbound} SCTP connection conn id for
outside interface :outside ip /outside port (mapped outside ip /mapped outside port
) [ ([outside idfw user ], [outside sg info ])] to inside interface :inside ip /inside port

(mapped inside ip /mapped inside port ) [ ([inside idfw user ], [inside sg info ])] [(user )]
WERA: RHCE SCTPIRAELATHS, RAICA SCTP bz,

* conn_id - WE—H11%EHz ID

* outside_interface - ‘G RNBARHIFE 1

* outside_ip - ASA ‘LA AR 1) AL 1P Hiik

* outside_port - ASA %A AR i ¥ =ML B 15

* mapped_outside_ip - ASA 24 AR (1) E LI WL 1P kil

* mapped_outside_port - ASA %4 | A IR AL R RS Sy 115

F 4t H & 2 302003-342008 .
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Bl 3020

* outside_idfw_user - 55 ASA L AR K FEHLOCEE ) IDFW /' 44
* outside_sg_info - 5 ASA YRR 1) EHLOCER T SGT Al SG & Fk
* inside_interface - ‘%A 14 O

* inside_ip - ASA ZA G i I AL 1P Hihk

* inside_port - ASA ‘LA e i (1) AL g 115

* mapped_inside_ip - ASA %A L e K] E AL LS TP ik

* mapped_inside_port - ASA 244 S v i 1) S AL PR Bl o 1145

* inside_idfw_user - 55 ASA ‘LA i I EHLOCHLY IDFW H ™ 44

* inside_sg_info - 5 ASA LG8 E R I BN SGT F1 SG £ 7k
* user - 5 JABNIER 1) FHUAH G FH - 44

BIRIIRAE: R HATAEfTIRAT

302036
951 5E38

HiRiHE: 2ASA-6-302036: Teardown SCTP connection conn_id for outside interface :outside ip

/outside port [([outside idfw user ], [outside sg info ]1)] to inside interface :inside ip
/inside port [([inside idfw user ], [inside sg info ])] duration time bytes bytes reason
[ (user )]

1BA: RIECE SCTPIREZHATIN, RECA SCTP Hilkk .

* conn_id - ME—¥3%EH: 1D

* outside_interface - ‘ZA YN BALHIFE 1

* outside_ip - ASA LA AR K ML 1P ik

* outside_port - ASA %A | A% 1K AL o 5

* outside_idfw_user - 5 ASA LA AR ¥ EHLOCHE R IDFW P 44
* outside_sg_info - 55 ASA R BAC K EHLCER) SGT F1 SG 44 H5%
* inside_interface - ‘A I HE T

* inside_ip - ASA LAY = I E ML TP Hihk

* inside_port - ASA &AL i (1) AL 3 5

* inside_idfw_user - 55 ASA LG i 1) EHLOCEE Y IDFW P 44
* inside_sg_info - 55 ASA AU E i) EHLOCEER SGT F1 SG 447k
* user - 55 A BRI EHUH BRI H - 44

s time - PURFHESPIRASHIN S, #1472 hhimm:ss

* bytes - P AL 1) 71T 4L

* reason - EFEWT IR i DA

BILAIRIE: BRI TAEATERAT .

302302

g’l%;ﬁ.%\ %ASA-3-302302: ACL = deny; no sa created

. F 4t H & 2 302003-342008
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302303

302304

302305

302303 [

WEAA: R TPsec ARBEAULHC I R, B SA HIAREE LML B T-HE 48 1] 71 2 iy 2 SR
BIAYIRIE: R ERCE T AU PR TR SRR B DR .

gﬁ%;ﬁfﬁ $ASA-6-302303: Built TCP state-bypass connection conn id from initiator interface
treal ip /real port (mapped ip /mapped port ) to responder interface :real ip /real port

(mapped ip /mapped port )

AR B TCP IR OO, JF HItiER e TCPARESATIER: . XFIEFR ML A TCP IRER:
¥ DA S HoAth 22 4 6 A FAG I o

BIRYHRAE: W R ZEE A AT IE R 1 TCPARAS G 2 A AT FiAt 22 AR S A Bl K AR 97 TCP ¥

1w, &0 LIE ] no set connection advanced-options tep-state-bypass iy 4 4 TCP it #2274 ] I I I R

HiRiHE %ASA-6-302304: Teardown TCP state-bypass connection conn id from initiator interface

:ip/port to responder interface :ip/port duration , bytes , teardown reason.

WAR: B TCP E#: CUWrT, JH H USRI TCP REGATE R . XM G Iy TCP RS
71 LS HAh 2 A A A A A

* duration - TCP &4 ) Fr 820 7]

* bytes - L TCP EFAL I 749 BEL

* teardown reason - TCP ZEHz W1 TT 10 J5 A

BARYRAE: W BT RO IS P A IR 1) TCP RS 7 DL BT A HoAth 22 A A A A >k - 47 TCP it
i, AT LI#EH] no set connection advanced-options tep-state-bypass 14 4 TCP it 244 FH I T I R

%E%iﬁﬁé: $ASA-6-302305: Built SCTP state-bypass connection conn id for outside interface

:outside ip /outside port (mapped outside ip /mapped outside port ) [ ([outside idfw user
], [outside sg info ])] to inside interface :inside ip /inside port (mapped inside ip
/mapped inside port ) [([inside idfw user ], [inside sg info 1)]

WAA: CUELE SCTPRALATING REEKAT SCTP i B4

* conn_id - ME—1%EH: 1D

* outside_interface - ‘ZA YN BALHIFE

* outside_ip - ASA AN AR (1) ML) TP Huht

* outside_port - ASA %A A% I AL I 5

* mapped_outside_ip - ASA ‘%24 | LA S (1) SE AL SR TP Ml

* mapped_outside_port - ASA ‘%4 H A i 1) =ML A Bl i 115

* outside_idfw_user - 55 ASA L BAK I K EHLOCIEE ) IDFW H P 44
* outside_sg_info - 5 ASA Y BARI ¥ EHLCEER) SGT F1 SG 44 H4%
* inside_interface - ‘%A i (14 O
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* inside_ip - ASA LAY i I FE LA 1P Hiuhk

* inside_port - ASA ‘%A i (1K) ALK 3 5

* mapped_inside_ip - ASA %A J e (K AL S TP il

* mapped_inside_port - ASA ‘%A= i K] AL RIS g 115

* inside_idfw_user - 5 ASA LAV i 1) FALOCHKY) IDFW H 1 44
* inside_sg_info - 5 ASA ‘LA i i FEHLOCHLK SGT F SG 4 /K

BILHIERAE: LR AT AT

gﬁ%fﬁfﬂ%ASA—6—302306: Teardown SCTP state-bypass connection conn id for outside interface

:outside ip /outside port [([outside idfw user ], [outside sg info ])] to inside interface
:inside ip /inside port [([inside idfw user ],[inside sg info ])] duration time bytes bytes
reason

AR CUECE SCTPRAZATI, REC%A SCTP FMk.

* conn_id - ME—I{JIERE 1D

* outside_interface - ‘Z LN BALHIFE

* outside_ip - ASA ‘LA B AR 1) ML TP Hihk

* outside_port - ASA %A | B AR ) =LA o 115

* outside_idfw_user - 5 ASA LA AR K FEHLOCEE ) IDFW 7 44
* outside_sg_info - 5 ASA A AR S 1) ALK SGT Al SG & FK
* inside_interface - ‘%A (14

* inside_ip - ASA LA i I AL 1P Hihk

* inside_port - ASA ‘LA R e i (1) AL g 115

* inside_outside_ip - ASA ‘24N = v () AL TP ik

* inside_idfw_user - 5 ASA “ZR S I FHLOCERY) IDFW H 7 44
* inside_sg_info - 5 ASA YR 1) FHLOCHR SGT 1 SG £k
* time - WLARFRIG SPIRASHIINAS,  HL47 hh:mm:ss

* bytes - Y AL 1) 75 EL

* reason - YEREWT I (1) JL 1A

BALHYIRIE: CRHIT AT ERAT .

%E%iﬁﬁ% $ASA-4-302311: Failed to create a new protocol connection from ingress
interface:source IP/source port to egress interface:destination IP/destination port due to
application cache memory allocation failure. The app-cache memory threshold level is
threshold$ and threshold check is enabled/disabled.

YRR: I T NTZAF A BC RIS, ToVE QIR e . I J5 R n] BE AL AR G0 A AN 2 G B T
AT AT B

* protocol - F T-AIIE B I L) 2 PR
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303002

303004

303005

303002 [

* ingress interface - % 1 44 #x
* source IP - & IP Jbht:

* source port - Yty [145

* egress interface - # 144 %%

* destination IP - H [fjHfi:

* destination port - H [ %5

* threshold% - £ BIE 1K) 1 43 LA

* enabled/disabled - I T 2247 P4 A7 B {EL D fiE £ /4%

BIAYIRAE: ZEA B 00 A R A e D T I AR IR R A

gll;&’;ﬁ,%\ $ASA-6-303002: FTP connection from src ifc :src ip /src port to dst ifc :dst ip

/dst_port , user username action file filename
WAR: 7 A FTP e s#s AR 8 T 800t

e src_ife - B um T EFE O

* sre_ip - &/ U 1) 1P M.

* sre_port - 2% )7 il 1.

* dst_ifc - ]R&5-AT{E g .

* dst_ip - FTP JIlx 55 #% () 1P Hudik.

* dst_port - IR 5545 i 11

* username - FTP {44,

* action - {7fiff BUAL R AF

* Filename - {7 B8 R 1304

BIAIRIE: KHRPATAEATIRAE

g’l;&“;ﬁ.%\ $ASA-5-303004: FTP cmd string command unsupported - failed strict inspection,
terminating connection from source interface :source address /source port to dest interface

:dest_address/dest_interface
WLRA: OXF FTP St A7/ ™ e FTP A0, I H FTP USRI BB & B IR YU M 2
BWRIIRAE: AT AR

gi%;ﬁ:%\ $ASA-5-303005: Strict FTP inspection matched match string in policy-map policy-name

, action string from src ifc :sip /sport to dest ifc :dip /dport
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WLRA: Y4 FTP KMNUCHAC LA MATTRCE M SCHFA . SCRFRTY. Wk 4. IRGSassi i it R4
PAT LN S action_string 18 5 EAE

* match_string - SIS P VTG TR A)

* policy-name - /it '] 552 s it 5

* action_string - ZERIIIHRAE, 90 40 85 EH

e src_ife - YR 02K

* sip - Y5 1P Hiudik:

* sport - J5 i 1

* dest_ifc - H 14 4 Hx

* dip - H ¥ IP M

* dport - [ [ 1]

BIRIIRAE: R HATE TR

‘éia':éiﬁ,%'\: $ASA-5-304001: user@source address [ (idfw user )] Accessed URL dest address : url

YRR R ENLEAYT IR E Y URL. WAHEH B L HTTP SRRSO S H HTTP A3, W] fE
NEUFH R . 24 GET i REHE LA hostname ZH, RGUKFEILL IR, MAFTE]

URI: %ASA-5-304001: client IP Accessed URL server ip:Hostname not present URI: URI. 415 TCikAE
AN 248 H AT BRI URL, WU AT DORR ILAEAT A Bk b, ST ER#4> URL. fl, 22K URL
YN BAEYIE T LIS, REHFTEEL R H R %ASA-5-304001: client IP Accessed URL server
ip: http(/ftp)://hostname/URI_CHUNKI partial%ASA-5-304001: client IP Accessed URL server ip: partial
URI_CHUNKI partial............ %ASA-5-304001: client IP Accessed URL server ip: partial URI_ CHUNKn.,
URI R 1024 77950 a0 RAETF 4G B E5 AN M 3 (000 535050 URL, 5 S0 FR iR N 45

BIRIHRAE: KR RATE TR

EiRiE 2 9ASA-5-304002: Access denied URL chars SRC IP address [(idfw user )] DEST IP address

: chars
WEAR: M IEHuEF$E 5 URL 5% FTP 3 £ U g 4 .
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ %$ASA-3-304003: URL Server IP address timed out URL url
LAA: URL AR55asiin .
BIWRIIRAE: A AT AR
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304004 [}

304004

g’l;&“;ﬁ.%\ $ASA-6-304004: URL Server IP address request failed URL url
15iBE: Websense JR55 251 oK ML
BICRYIRAE: LR PATAE TR

304005

gl%“;léi,%\ $ASA-7-304005: URL Server IP address request pending URL url
15BH: Websense k5575 1 K Ab T b FDIRFS .
BILRIRIE: BRI ERAE.

304006

gll;&’;ﬁ,%\ %$ASA-3-304006: URL Server IP address not responding

WiRA: Websense RS AW U5, I H. ASA KE 2R 4R 805 M 12 g5 a8 (AR H 2238 T IX—MIRss
#e) BT R ARG A (IR T 2RSS .

BLHYIRIE: LR HIT TR .

304007

gi;;ﬁ:%\ $ASA-2-304007: URL Server IP address not responding, ENTERING ALLOW mode.

PEER: A T filter iy 21X allow 1T, {H Websense JRE5 58 RN . ASA FOVFLEIRSS 284 v] I
PREEALFLIT Web 15 SR i A% Hdk il ug .

BIRYIRAE: TR T34

304008

EIRIEE: $ASA-2-304008: LEAVING ALLOW mode, URL Server is up.

ERE: AT T filter iy 410 allow 3£, FFH ASA M Z AN ) Websense AR 45 a4 T Wi N 78
B Wb N B 5, ASABH R, M xEH URL o iEThEg.

BILRIRAE: R RATE TR

304009

gi%;ﬁ:%\: $ASA-7-304009: Ran out of buffer blocks specified by url-block command
WiAA: URL fpAbERZE s X B[] R
EIAIIRIE: i\ url-block block block_size 74, M X BRI KN,
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%E%iﬁﬁ?: $ASA-3-305005: No translation group found for protocol src interface name:
source address/source port [(idfw user )] dst interface name: dest address /dest port

[(idfw_user )]

WRH: B AL S AR AT H 3 nat i RUMAAICHS . AR A D4R € AT H (1 RS E NAT, R0k
oH A% B
BAAYIRIE: S RN E R . WERIH BN LSS NAT, 15608 nat fir & 555 1P Hulik VL.

W RYE LT EE A NAT, 1EHR static fy 2 [AHD TP HoblEDUEC. anRY8 EHUATE 2 NAT, 36K
77 5 NAT 0 ACL 45 5E 1 ACL.

gﬁ%iﬁfﬁ %ASA-3-305006: {outbound static|identity|portmap|regular) translation creation
failed for protocol src interfaceﬁname:sourceﬁaddress/sourceﬁport [(idfw user )] dst

interfaceﬁname:destﬁaddress/destﬁport [(idfw _user )]

WRA: P (UDP. TCP 2 ICMP) il ASAGIHEFEH RN . ASAAN FLVE AR 42 9 2% 0l Hf bk ()
el . ASANEFA AT & W B AR A b S L U B o X T NS, ASAFHE AL bR YUK
W 2% B ) Hhhk Y 1P Huhk

ASAANZHE PAT N T A ICMP 3 288 B ANGE ] T PAT ICMP [] A ] 7 3 25 Kt 1, (SR

8F0) o AR S, (X ICMP [R5k [M] )8 8N 254 bt 02 PAT #4e, ik, 4% 57 HADL ICMP ¥
SRR, RGO BTl B

ASAE R4 TP HhE AN CUC B B A a2 RS SR X 430 0 TP MuhEFn Y 48 85 8% 1P bk, @R 4
J&3 TP M b1l 2 A R4 1) 9 2 M il -5 45 DT I (1K) P 28 e, ) ASANS Al Fl N st $ii 0k R 48 ol #% TP
bt G e 4

Bt

static (inside,outside) 10.2.2.128 10.1.1.128 netmask 255.255.255.128

ASANG A il 10.2.2.128 ¥k 48 M b AF M N, KF 10.2.2.255 W04 #EHbE/E RN . ETIA
HATE LR, ASASSTEZRI% S 10.2.2.128 B 10.2.2.255 (NGB AL, il & .

A BE TP bk ML TP HUhERE, 7F 7 W static fiy2 A I AEH EHLAERDACE PSS (A
A 4UCECHED o DL static fir 2 ASA¥F 10.2.2.128 #84 ML E/E HAHM «

static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.255static (inside,outside)
10.2.2.128 10.2.2.128 netmask 255.255.255.128

R R I AR EHUIT LA i A AR Y. 1P dhhk G .t T ASAKE LR Bl 1 1P Mkl 404 0%
G T PR ASHC B A AL IP Mk, R A static iy ) 9 28 bk A4 e b ZUAH [F] o

BILRIRAE: R RATE TR
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305007

305008

305009

305010

305011

305007 [

gl;&;ﬁ:%\ $ASA-6-305007: addrpool free(): Orphan IP IP address on interface interface number
ERA: ASA USRI AL JAT T 4 ity P B A U il ASAfRGE izttt COMIBR IR 2 57 175K
BWRGIRAE: AT AR

2R B $ASA-3-305008: Free unallocated global IP address.

YRR : SRR IO 4R TP MRS B ml bV i, ASA RZAS DI A — S . Wi ASA IETE
IBATIRA MO HBEE, I HAE E B A B Z A 2R L8 A SRR I ANFLE . AT e 2t
PESE SOl AR A S Sdr it i, JF BRI ags Ak

BALHIIRAE: WIR AR/, TR IR TAC.

%gll;éi‘ﬁ,%\ $ASA-6-305009: Built {dynamic|static} translation from interface name

[(acl-name) ] :real address [ (idfw user )] to interface name :mapped address

LR OOV R iRy o e R Ut i AAS I 3 45 1 4 Jridieg o AT Sy, MARERRE H A Mtk
N4 ey i e 0 8 A i

BIRIIRAE: KR RATAE TR AE .

giﬁ%“}‘ﬁ%\ $ASA-6-305010: Teardown {dynamic|static} translation from interface name
:real address [(idfw user )] to interface name :mapped address duration time

WERA: BRI HE R A
BRI EHPATAEITIRAE

gl;&iﬁ,%\ $ASA-6-305011: Built {dynamic|static} {TCP|UDP|ICMP} translation from interface name

:real_address/real_port [(idfw user )] to interface name :mapped_address/mapped_port

WiRA: CLEJE TCP. UDP 5l ICMP MUlEREAfi i o IHAe RS Y 7 A ] i B 45 38 42 i . AT
o, SRR H K0 4R e 4 B A b i

BLAYIRIE: CRHAT TR .
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%E%iﬁf? $ASA-6-305012: Teardown {dynamic|static} {TCP|UDP|ICMP} translation from
interface name [ (acl-name )]:real address /{real_port |real ICMP ID } [(idfw user )] to

interface name :mapped address /{mapped port |mapped ICMP ID } duration time

AR OO BRI LS i
BIRIIRAE: KR RATE TR

gﬁ%;ﬁf@ $ASA-5-305013: Asymmetric NAT rules matched for forward and reverse flows;
Connection protocol src interface name :source address /source port [(idfw user )] dst

interface name :dst address /dst port [(idfw user )] denied due to NAT reverse path failure.
AR O uOE R BIAT S bt bk (A AL

B AIIRIE: AT NAT I EHUAEAR R 0 BE, A A iSRS bk iy AN 2 S Bt 4 3 L. Ut
Ak, RN H RN TP ik, WS A inspect 1T 4.

%E%iﬁﬁ% SASA-6-305014: %d: Allocated %s block of ports for translation from %s:%B to
$s:%B/%d-%d\n.

WERA: ML CGNAT “BRIPAL” I, ARGUKE AR IX A OB RN B R ZE H A&
BILRIERAE: L.

HiRHE 2ASA-3-305016: Unable to create protocol connection from real interface
:real host ip /real source port to real dest interface :real dest ip /real dest port due

to reason .
YRR LR B & A UK O B AR sl T CAFERL .
* reason - W HeS2 L M AT — R A :
« LA S BHLI PAT ¥ 1 B BRAE
* PAT i P {3 FHERFES

BIAYIRIE: XA RIARES EHLAY PAT di BRI IE, SR LL T @ A RS B IR
BRAE -

xlate block-allocation maximum-per-host 4

X5 T PAT it b TSRS HITETE, @l Rt/ I, AL RS, B HA/:

xlate block-allocation size 512
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305017

305018

305019

305020

305017 ]

%E%iﬁﬁ% $ASA-3-305017: Pba-interim-logging: Active ICMP block of ports for translation from

<source device IP> to <destination device IP>/<Active Port Block>

WiRA: 7 CGNAT Il H Ak DI REAT TN, ARG HGHE 58 2 Ay 52 Ut 1P Huhk 21 H Fs 1P ik
s Bl 1 B

BILAIRIE: Lo

Eﬁlﬁ,u\oASA 6-305018: MAP translation from src ifc:src ip/src port-dst ifc:dst ip/dst port
to src ifc:translated src ip/src port-dst ifc:translated dst ip/dst port

WAA: MAP FEaCHhEFE 3 OO F T IEAE S &+, YRR H br O
NG

$ASA-6-305018: MAP translation from
inside:2001:DB8:0000:0000:0000:0000:0000:0002/57964-outside:2001:DB8:FFFF:0000:0000:0000:0000:0001/22
to inside:192.168.101.210/57964-outside:192.168.100.203/22

BILHIERAE: L.

Eﬁlﬁ,h\oASA—B—BOSOlQ: MAP node address ip/port has inconsistent Port Set ID encoding

WERR: HUE AR hE S MAP FEA MU UM VS GRS T B W), (Hbhk P g il i 4R
ID A—3 (R#& RFC7599) . IXA[HEE T AL E PR L 10 MAP 7 &bk AR iRkl B

Nl

%$ASA-3-305019: MAP node address 2001:DB8:0000:FFFF:0000:0000:0000:0002/57964 has inconsistent
Port Set ID encoding

BILAIRIE: Lo

gﬁ%iﬁfﬁ $ASA-3-305020: MAP node with address ip is not allowed to use port port\n

WA Hn e b i 5 MAP SEA BN UUAHILAC R & H 286400, (HORI R I ANE B4y
SR HERVE A o X T IR AR LB B MAP 5 BB A R

e

$ASA-3-305020: MAP node with address 2001:DB8:0000:0000:0000:0000:0000:0002 is not allowed
to use port 37964\n

BRI L.
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gl;&iﬁ,%\ $ASA-6-308001: console enable password incorrect for number tries (from IP address

)

WA X4 ASAREIIE . P RS AR BB U B iR A\ s il IR e I BUR . RGOk
BRI E . BRI =K.

BILBIRIE: WEHM, A5 EE.

gia‘:é“;‘ﬁ,%\ $ASA-4-308002: static global address inside address netmask netmask overlapped
with global address inside address

WA — N EEANERSMATEA PR IP Ml E . global address /24 Rk, BRI 4hde 0
L Hbhl; inside_address jE A NE, RIEE & 22 g0 10 b HhE

EHIRIE: U show static AT 2 B & BLE H (1K) static fr BN B EESHS. HEINESIHE
TR Mgt (B 10.1.1.0) , I HAES A static fr 2P Ie @ TG E N B EHL (Bl 10.1.1.5)

gl;&“;ﬁ,%\ $ASA-4-308003: WARNING: The enable password is not configured

WA HEAJS IR (RUBRZE ) 2 BFE s m)) I, G R R v S T R, D) 2 R PR 2 )
15 /)8 %05,

BWRORRAE: BRI, RVFIEIEK N T 3 3 15 2,

glﬂ%?ﬁ%\ %ASA-4-308004: The enable password has been configured by user admin
YRR O E KA E S . ABSORAT ARSI, ANes BRI R
BILBIERIE: L.

gl;&iﬁ,%\ %ASA-6-311001: LU loading standby start
YRR AT ASA T RERHLIN , IR be D4 ST (5 Eolh ©AIX 248 i ASA.
BICRYIRAE: LR PATAE R4

gll;i“;léi,%\ $ASA-6-311002: LU loading standby end

WERA: IRASH R D SR AR B 1R R B %5 T ASA
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311003

311004

312001

313001

313004

311003 [Jjj
BILHIERAE: LR RATETAT.

gl;&’;ﬁ,%\ %$ASA-6-311003: LU recv thread up
WERR: N ASAMCE S B AfIATY .
BIBIRIE: BT PATAE R

gi%”;ﬁ,%\ $ASA-6-311004: LU xmit thread up
AR CRASHbE DI B O AR 2 4 T ASA.
BIHYIRME: B PATAL A

g’l%;ﬁ,%\ $ASA-6-312001: RIP hdr failed from IP address : cmd=string , version=number

domain=string on interface interface name

AR ASAMCE| T — e ANIH] TN A B AR AU A RIP I EL, IRV R RO RRCAS 5 AN [R] T 0 11 B
TYIRRCAS I FLitk i ae HAUE N AR SR . 53— & RIP Bl RERCE AN IERG, JoikS ASAJEAH.

BILRIRAE: R RAT TR

gi;“;ﬁ,%\ $ASA-3-313001: Denied ICMP type=number , code=code from IP address on interface

interface name

AR AU SR demp AT I, WERER - ANMLECHI 4 H A2 SR VA H o, U ICMP $odli (R 4k £
ARRE. AR AN ILRCI 4% H 2R84 H it 5 HANILAC,  ASAZ 538 ICMP Hdli AL JF A2 st
iemp it 4 J5 ] BREE IO AT ping #84F. 25H] ping fr& )5, 7EMZ EICIERIIIE] ASA. HLIDhRE
AR w] HCE A ACEE ping.

BLHIHRAE: MRARR AR B 5

gl;&iﬁ,%\ $ASA-4-313004:Denied ICMP type=icmp type , from source address on interface

interface name to dest address :no matching session

1BA: ICMP P50 C M ASAESE, XN AIRSICMP LR % T 4, W 2 A5 ASA
A 33 (AT R 0] 17 SR P ICMP (RN W 2, 8 B 4E ASA T EES7 T4 TCP. UDP 8¢ ICMP £ i LK
] ICMP 4% B o

BIRIIRAE: ERRATE TR
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%gl;&iﬁ,%\ $ASA-4-313005: No matching connection for ICMP error message: icmp msg info on
interface name interface. Original IP payload: embedded frame info icmp msg info = icmp
src src _interface name :src address [([idfw user | FODN string ], sg info )] dst

dest interface name :dest address [([idfw user | FODN string ], sg info )] (type icmp type,
code icmp code ) embedded frame info = prot src source address /source port [([idfw user
| FODN string ], sg info )] dst dest address /dest port [(idfw user |FQDN string ), sg info
]

RBA: BT ICMP #5785 27 ASAT S T SRR, FIk ASAEE3F ICMP 45 1R 5
1,

BAYIRAE: AU AN 2 BB, AT DU ACL 4R 48 1.

‘éia‘:é*}‘ﬁ,% $ASA-3-313008: Denied ICMPv6 type=number , code=code from IP address on interface

interface name

iy‘éﬁﬁ {F A7 V5 1) 51 % 1 iemp iy A0, WSS — N ILEC 4 H & R4 H, I ICMPv6 $di 06 4k
AP, AR —ANUCHC A 4% H R 40 4% H sl E 4 HANULHE, ASASZE 3T ICMPv6 FuE I+ 4 ik
/%,m

icmp i 7F’ﬁﬁjiu\ﬁﬁﬁ%lji‘ﬂﬁ ping 1. 251 ping fir &0, JoIELEM S LRI E] ASA. HINRE
RN “ A E K4S EE ping” o

BILRIHRAE: BEARX AR B O

gi;&‘;ﬁ,%\ SASA-4-313009: Denied invalid ICMP code icmp-code , for src-ifc :src-address
/src-port (mapped-src-address/mapped-src-port) to dest-ifc :dest-address /dest-port

(mapped-dest-address/mapped-dest-port) [user ], ICMP id icmp-id , ICMP type icmp-type

AR ORI BT DA SUACES (AR [ TICMP [m] B i/ 5 i £

BRYIRAE: WARGEMEEEE, WOEHPATAEATERAE . WAL 2 20k, WA LAEA] ACL AR
#iE .

g’l%;ﬁ,%\ %$ASA-6-314001: Pre-allocated RTSP UDP backconnection for src intf :src IP to
dst intf :dst IP /dst port.

WLAA: ASAN IEAE MRS A5 FCEE (1) RTSP % 7 i $ 1 JF T UDP B4 i
o src_intf - PEHE 1A FR
e sre_IP - Y41 1P ik
e dst_intf - HIWH A
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314002

314003

314004

31002 [

* dst_IP - HI) IP Mok
* dst_port - H %5

BIRYIRAE: WAL T34t

gll;&’;ﬁ,%\ $ASA-6-314002: RTSP failed to allocate UDP media connection from src intf :src IP
to dst_intf :dst IP /dst port : reason string.

YRR : ASATGCVE MBI IE F] TR BT £L .

o sre_intf - YRR AR

o src_IP - Y1 1P itk

e dst_intf - H WA

* dst_IP - HI IP Mok

* dst_port - H 1% [

* reason_string - 1L OV AFAE/ AR
BIBYERIE: JRIEURAIN, 1217 show memory iy 2 7 754
RIEREL T ASANAFA L .

»

SINAE, BZAT show conn iy 240 20 T

HiRiHE 2aSn-6-314003: Dropped RTSP traffic from src intf :src ip due to: reason.

6R: RTSP i (IR T I/ REFEA) RTSP S5, [0 T e 6095 GBS TR Py 0640
F S KR T BOK SV URL.

* src_intf - PiHE 4K
* src_IP - Y41 1P Mk
* reason - JFU K A g4 LA AT & — Tl

- A E N 0 F1 1024 B LR B S 113 B P9 I i 20 A o 11
- url length 7745 ) URL K B8 H 55 K 1) wrl length limit 77174

BILHIHRAE: A RTSP %) i A A4 B0k i I 2 A SRS AR ML o A R SR 10 URL 2 59A), 0]
LATE RTSP SR R H 4 5 S K URL 2 BRI w5 s o

Hi%iH/Z 2ASA-6-314004: RTSP client src intf:src IP accessed RTSP URL RTSP URL
AA: RTSP %/ 22 i Vi 7] RTSP k5545

o sre_intf - PR O 2
* sre_IP - Y541 1P Hiuhik
* RTSP URL - RTSP Jli%5 %% URL
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BIRIE: KHPATAENTIRAE

HiRiHE: ®ASA-6-314005: RTSP client src intf:src IP denied access to URL RTSP URL.
AR RTSP %5 7 iy Sl U ) 4% 11 38 Ao
o sre_intf - PR 2K

* src_IP - Y545 11 1P ik
* RTSP_URL - RTSP JI}%5 %% URL

BILHIERAE: LR RATE AT

Hi%iHS: 3ASA-6-314006: RTSP client src_intf:src IP exceeds configured rate limit of rate

for request method messages.
WiRA: 5 E RTSP 1iEKiH SV T RTSP SRS HC B A BRI o
* src_intf - Pi¥E 4R
* sre_IP - Y51 1P Hihik
* rate - FiCE I R
* request_method - 15 3K E 1

BEWBOIRAE: PR i R IR T RTSP i sk B A A28 T S il .

%ﬁ%iﬁﬁ%: SASA-3-315004: Fail to establish SSH session because RSA host key retrieval failed.

PEA: ASA HAF] RSA =MLY, M7 SSH S iF 5 T 215549, ASA EHLEAT REALE
B, XIEFNRERAH ASA EHVEH, 303k ASA FIF Al UEAS i DES 8¢ 3DES JN% .

BEIRYRIE: 75 ASA IS, % show crypto key mypubkey rsa fir % LAKHIE RSA FHLAH 2
TAEAE . R ENVHEHAAL AL, W show version 772 LAGIE 2 75 L VF DES 50 3DES. WIERAFAE

RSA TN, THFEHE3) SSH & if. ZEAA RSA TEHLE S, 15 crypto key mypubkey rsa i

%,

%E%iﬁﬁé: %$ASA-6-315011: SSH session from IP address on interface interface name for user

user disconnected by SSH server, reason: reason

WERA: SSH &R 4. WHEH i quit B exit, FR4i4 7R terminated normally 3158 . [ /44
TETCR A FN N Bk, (HAEARUERL E T no logging hide username iy &I s o W21k T~ HAh
J DRI T T34, WU SCAR SRR AR SR N o 3R A0H T 23 1 T T34 42 (0 o] RS
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3 2: SSH Wi FriEZ I R

315011 ]

AR 59 151%
Bad checkbytes (Ko | 7 SSHEFHIACHANIN, (R 75 | THiH 5 SSH 21

TR

FORLINE] T AL RE L .

CRC check failed (CRC

Kb 4 e HE A0 v LK) CRC 1l
EHHRAL IR CRCAEAILHL 5
B e

T PATAATERAE . G0 S0y B AR
A4E, SR TAC.

Decryption failure (fift%
RO

{F SSH ZHAC #udila], SSH & il
a2 N

& RSA EHLEH, REEIR.

Formaterror (%zU5E1%)

£ SSH FRAAZHYIA], W AE il
AT o

Ko SSH % /i, BOR 2 3 SCHF
RIRRCAS o

Internal error (P Hi4L:

")

M 7 ASA _E 1) SSH PN 4
i, EE ATHEARTE ASA i N RSA
BEHETCTER R RSA %48

1t ASA G 1, i show crypto
key mypubkey rsa iy 2 LAKIE RSA

EWEPREAAE . MR TEVLEHA
A1E, 1% show version 74 DL
UES2 1T A VF DES 8 3DES. U1 AE1E
RSA ENUEY, 1WEEHTEZ) SSH &
6. ZERL RSA THLEH, WHHA

A A

crypto key mypubkey rsa 7 < o
Invalid cipher type (4 | SSH % 7 diiig K AN SCFF Y . | #ii A\ show version fir%, LU & VF 1

FATEHO

UESCRPRLEIRE, X5 HORTHL & SSH
2 i A P SR R A

Invalid message length

GHEKELRO

S35 ASA 1) SSH 78 8 1K k8 HY
262144 “FATEANE 4096 T, 2K
PEATAE PR .

T AT AR AF

Invalid message type (¥
RERTERO

ASA W EHE SSH W &, BE A%
RPN T ) SSH T &

A SRR AT A SSH 2% ity 411
HEFE SSHv %% o, HUEW
BARAFAE, VHAE ASA HATEHI&
i\ debug ssh 7%, TR
THE . REHR MR TAC,

Out of memory (HA7A
2)

2 ASA ToiEAr A LA SSH AR
S 2R I, BE ASA TIRE T
AR RERER, Phea Bk
=|

Thvo

A J5 HOBT R 3l SSH 4.

Rejected by server ( LU
IR 55 AR 4

I S A I e R

FORM IR P A% R B
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MARFHE 15t AR BIE
Resetby client ( L 4%% ) | SSH % /7 Jiig 4 T AT AT A
Uiy T ) SSH MSG DISCONNECT # B A&

1L45 ASA.

status code: CIRZAAL PG T SSH % il 1 (7 | BHRPATAE M ERAE . dilUH ) B IR
fid: ) hex (hex) Windows [I&4T) , TIAELE SSH | % uii, A& smihilE .
& I quit B exit.

Terminated by operator | 4 51 7F ASA #5516 N T ssh | LT HATALATHAE
BRAERZIET 21 | disconnect 74 LIZ F SSH 2%

Time-out activated (J% | 1T H T ssh timeout #4245 € I | HH1 A3 SSH & #: . & nT LU H ssh
TR FRELIsta]), SSH £:if I timeout iy 3G I (E, ILERIAME

5oyl AT DAL EE K 2 60

I35l

BILHIRAE: LR RAT TR

gi;“;ﬁ,%\ $ASA-3-315012: Weak SSH type (alg) provided from client IP address on interface
Int. Connection failed. Not FIPS 140-2 compliant.

WA 7E FIPS 140-2 AEREFEH, JAH FIPS J&, L AEMEH aes128-cbe i aes256-cbe 1 g 265 FAi
SHAIL /£ MAC, VA3 SSH iER:. A #2 MIE MAC i, REGEKBAEMMLARGEHE. W
RAEH FIPS X, RAEBASERHRFHE.

* type - Fh L MAC

* alg - N2 R E L MAC 1) 44 F%

* IP_address - % uifift) TP Huhk:

* int - B P SR I
EIAIRIE: $ROLTEZ S B MAC

%E%iﬁﬁé: $ASA-6-315013: SSH session from <SSH client address> on interface <interface name>

for user “<user name>" rekeyed successfully.

WER: MRS HERR, CREITER SSH %8915 B, 1% 218 AR HEV I EEK
* SSH client address - % )7 ¥iif¥) 1P il
* interface_name - & J7 Ui SRR M) 1

* user_name - FIZE U RELIH P 44
BIERME: L
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316001

316002

317001

317002

316001 [Jj

%E%iﬁf? $ASA-3-316001: Denied new tunnel to IP address . VPN peer limit

(platform vpn peer limit) exceeded

BERA: SRR I 2571 VPN BEIE (ISAKMP/IPsec) (¥4 H T 65 VPN XSS ARSI,
HE HH R OB K 2 Pk

BIRIERIE: Ll AT TR,

%E%iﬁﬁ? $ASA-3-316002: VPN Handle error: protocol=protocol , src in if num :src_addr ,
dst out if num :dst addr

WAA: T VPN A A AE, DIk ASATEILBIEE VPN AR

* protocol - VPN it tpisl

* in_if num - VPN FAIAN D305

* src_addr - VPN i Y5 1P Hihilk

* out_if num - VPN Yl H 14

* dst_addr - VPN Jiff1 H (1) 1P Hhhk
BIHVIRAE: IEE R AT RE B R R, R B E S I, I HIET VPN K
AT, DU AT eSS U A AT b . SN LA ar R S 25, IFICR AR TAC 1E— 2P
i)

capture

name

type asp-drop vpn-handle-error

show asp table classify crypto detail
show asp table vpn-context

%E%iﬁf? $ASA-3-317001: No memory available for limit slow
AR TSR AGERAE DR I AE AN L T R IM
BIWEIRIE: DI RGEES), AMFRRAAE TR WERAARIORAE,  WITH 3 S RN ARG E .

Eﬁ%iﬁﬁé $ASA-3-317002: Bad path index of number for IP address , number max
YRR KA T AR R
BEIHIRAE: R ERAEAE, SRR R TAC.
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B 300

317003

%gl%iﬁ,%\ $ASA-3-317003: IP routing table creation failure - reason
YRR RART BRI ET R, BEAS TR IP % e R A
BICRYIRAE: MR B S R, IR RS 45 R TAC.

317004
2R B 2ASA-3-317004: IP routing table limit warning
YRR : R TP A b e A BTG A B
BEICHYIRAE: DR b s i, BT R

317005

gll;&’;ﬁ,%\ $ASA-3-317005: IP routing table limit exceeded - reason , IP address netmask
YLAR: S B HRA N2 K th kb .
BIHIIRAE: JlDR IR e, BT B

gi;“;ﬁ,%\ $ASA-3-317006: Pdb index error pdb , pdb index , pdb type
LBA: PDB %5 G

* pdb - AT, PDB R34 IR AR5
* pdb_index - PDB & 5| FrilifF
* pdb_type - PDB ‘& 5] 45357

BANRYIRAE: AR BRI A A, W2 I £ BUR S8 H A 1 S IR SR R A R S, SRS R
AU TAC, IR BITICERIIfE R .

317007

gia‘:é‘;‘ﬁ,%\ $ASA-6-317007: Added route type route dest address netmask via gateway address
[distance /metric ] on interface name route type

WEBR:  CIn) B R RS OB %

¢ f B

C- LEH:, S-#4&, I-IGRP, R-RIP, M- #3)

B - BGP, D - EIGRP, EX - EIGRP 4, O - OSPF
IA - OSPF HH][X 5, N1 - OSPF NSSA #hi2k7 |

N2 - OSPF NSSA 4Mii2E%! 2, El - OSPF AR 1
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317008 [Jjj

E2 - OSPF 42k 2, E - EGP, i-IS-IS, L1 -IS-IS 251
L2 -1S-1S 2451 2, ia - IS-IS F[H] X Jik

* dest_address - W% HH ¥ H 199 2%

* netmask - H ] P9 2% 1 9 2% HE AL

* gateway_address - 3EN H 1) 19 46 Bt FH 1) 9 G il
* distance - ML 1R B RE 2

* metric - W% ) BE 5L

* Interface_name - F T~ FH & 1) 19 28652 11 1R 44 FR

BRYIRIE: CRHIT AT ERAT .

317008

gi%“;ﬁ,%\ $ASA-6-317008: Deleted route type route dest address netmask via gateway address

[distance /metric ] on interface name route type

WERA: TR RN BB % i

6 p B

C- Ci&EH:, S-#4, 1-IGRP, R-RIP, M- 3

B - BGP, D - EIGRP, EX - EIGRP 4N, O - OSPF

IA - OSPF HiH][X 15, N1 - OSPF NSSA #hi2k7 1

N2 - OSPF NSSA 4MiiZE2 2, El - OSPF MR 1

E2 - OSPF 4Nk 2, E - EGP, i-IS-IS, LI -IS-IS 41
L2 - IS-IS #¢)] 2, ia - IS-IS H[a] [X 42k

* dest_address - W% 14 H 199 2%

* netmask - [ 1¥] /9 25 1) 14 28 HE B

* gateway_address - 3\ H 181 W 25 T4 FH 1) 194 DG sk
* distance - ML 1R B IE 29

* metric - i ) &

* Interface_name - 1T~ FHLGE (1) I 26422 11 () 24 7K

BIRYIRAE: KRR

%1;‘%;#1,% %ASA-3-317012: Interface IP route counter negative - nameif-string-value
WERR: FROREE L O S
* nameif-string-value - i nameif iy 45 F3: 10 2 FR

BILHIERAE: LR RITETAT.
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%gl;&iﬁ,%\ %$ASA-3-318001: Internal error: reason
WERR: RAET WA . T B RN R IK.
BEARYRAE: IR IER I R, IR IR 45 R TAC.

gl%“;féi,%\ $ASA-3-318002: Flagged as being an ABR without a backbone area
WERR: I HH A DO bR IC A X I S s HORAE B e 28 v G B Xl S B R B R — IR
EiEYR4E: ¥ )H3) OSPF HEfE.

gll;&’;ﬁ,%\ %$ASA-3-318003: Reached unknow n state in neighbor state machine
YRR KA T TR R . i RRE LA R — I
BCRYIRAE: MR IER S R, IR RS 45 R TAC.

gi;“;ﬁ,%\ $ASA-3-318004: area string lsid IP address mask netmask adv IP address type number
WERA: OSPF MEFRLE A $RAE B AT 5 I I8 21 ) 8, 3X n] e 3 20 A7
BALAYIRAE: W BU R A, TR IR TAC,

g'l%?‘ﬁ,%\ $ASA-3-318005: 1lsid ip address adv IP address type number gateway gateway address

metric number network IP address mask netmask protocol hex attr hex net-metric number
A OSPF KIL T HHUEFE TP it IR Z MAFAE A5
BRGIRIE: MR AT AE, UEICRIER TAC,

gl;&iﬁ,%\ $ASA-3-318006: 1f interface name if state number
WER: KA T NEETIR.
ENRYRAE: IR IERE IR, IR IR 45 R TAC.
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318007

318008

318009

318101

318102

318007 [

%%E%iﬁf? $ASA-3-318007: OSPF is enabled on interface name during idb initialization
WA KRR T BT R
BICRYIRAE: MR B S R, IR RS 45 R TAC.

gl%‘;ﬁ%\ $ASA-3-318008: OSPF process number is changing router-id. Reconfigure virtual link

neighbors with our new router-id
WLBA: IEAEEE OSPF #ERY, JRRFIEFEH M tds ID. BB QI AT RESDL S %
BWBOIRAE: A AR AR fa L AU R IO, USRI

gﬁ%iﬁfﬁ %$ASA-3-318009: OSPF: Attempted reference of stale data encountered in function ,

line: Iine num

WAA: OSPFIEAEIZAT HCL o2l | HIARAL B MR (K S LEAT O ER S5 A0 o 375 R LRIt ey 4 P )
RES %I . (H2, WERMBIEE R, DRy G 80 BB 4k, I 200t
BEAT I

- function - CHEUCRESNIEII T A
« line_num - RIS T (AT 45 5

BIRYIRAE: WRAERAEAE, IR DR TAC.

EiRJEE 2ASA-3-318101: Internal error: REASON
YRR AR T AR R

* REASON - A (V4 st [A]
BILBIRIE: BRI ERAE.

%E%iﬁf% %$ASA-3-318102: Flagged as being an ABR without a backbone area
WERR: % s Dl bRIc o DXL Sl 28 (ABR) HURAEB% i s HHC B 32T X
BIBIHRAIE: FH 0 3h OSPF BEfE.
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318105

318106

318107
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g’l;&“;ﬁ.%\ $ASA-3-318103: Reached unknown state in neighbor state machine
YRR KA T NERARAT AT R
BIHRAE: R PATETERAE

HiRHE 2ASA-3-318104: DB already exist: area AREA ID STR 1lsid i adv i type Ox x
WBA: OSPF 7E &4k LSA & F| i), X n]fig T BN A7 Mt -
* AREA ID STR - /R X I8 (1) 775 e
i - HHUE
x - BEHUE )/ B R

BIRYIRAE: KRR

HIRIEE 2AsA-3-318105: 1sid i adv i type Ox x gateway i metric d network i mask i protocol
#x attr #x net-metric d

WAA: OSPF UL 7 HHE AL P B iR Z A fE fEA— 5L

< i- BHUE
x - BN BERI R
cd- i

BILAIRIE: BRI TAEATERAE .

EIRJEE 2ASA-3-318106: if IF NAME if state d
YRR KR T B IR

* [F_NAME - Z 582 (1 44 5K

cd-%5

BIHIERAE: LR RATETRA.

Hi%iHS 2ASA-3-318107: OSPF is enabled on IF NAME during idb initialization
WA KA T AR
* [F_NAME - 2 545 1 1) 24 F5
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318108

318109

318110

318111

318112

318108 [Jj
BILHIERAE: LR RATETAT.

%E%iﬁf% $ASA-3-318108: OSPF process d is changing router-id. Reconfigure virtual link

neighbors with our new router-id

WAA: IEFEEE OSPF BERE, IR IEHEHTIKIEE thas ID, X250 Ty RESURERK o LA ke 100 B B2 T
IEH AR, S SO A R B AT i) R AU B R C

o d- R ID g5
EAVIRIE: T R B AR i L R U R, DL I e 2% 1D

HIRiHE %ASA-3-318109: OSPFv3 has received an unexpected message: 0x / 0x
WEA: OSPFv3 CUHEIE AR )i o

o x - BB TN EERIZR R
BIBIRIE: BT PATATATERAE .

%E%iﬁf? $ASA-3-318110: Invalid encrypted key s .
AR JRE N E PR
* 5 - RN INEE P TAT

EAIRIE: JBE W SCEYI I service password-encryption iy 2 HEAT NS, BA (R 4R E N ]
B WIS HT, W RGEAE RS E R R

%E%iﬁﬁ? $ASA-3-318111: SPI u is already in use with ospf process d
YERR: el Jenid I ) SPIL.

s u- % SPI 45
o d- TR ID MRS
i AIRE: kAR SPI.

%E%iﬁf% $ASA-3-318112: SPI u is already in use by a process other than ospf process d .

WRR: Ol S HY L i) SPL
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318116
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e u- &7~ SPI %
o d - FoRHERE ID (M9

I RYIRIE: S ILAh SPI. %\ show crypto ipv6 ipsec sa i & £ & [FAEAH 1K) SPI %1 3% .

22588 2asA-3-318113: s s is already configured with SPI u .
YRR sl T SE T I 1 SPI,

o s - RN LA

* u - LR SPL 4
BEIRYIRIE: pSCHUNALE SPL, kR SPI.

EIRIHE 2$ASA-3-318114: The key length used with SPI u is not valid
WA KA.
* u- %o~ SPI (K4S

B RYIRIE: EFEAT AT [Psec %457 1Psec BF {3 0 iE 25 A0 IR B 02004 32 /N (MDS) 57 40 4™ (SHA-1)
R WA it 2N

g’l%;ﬁ,%\ %ASA-3-318115: s error occured when attempting to create an IPsec policy for SPI

AR R4 IPsec API (#HB) 4%,
5 - RN RI LT E
* u- Fon SPI (4w 5

BIBYIRIE: LHPITATA AR

%gl;&“;‘ﬁ,%\ $ASA-3-318116: SPI u is not being used by ospf process d .
HAA: C2RIOH R E AN T OSPFV3 11 SPI.

* u- %R SPI %5
* d - Kop iR 1D (M55

BIAUIRIE: f A show 2 F OSPFv3 {# F ) SPI.
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318117

318118

318119

318120

318121

318117 [

$81RIH B sASA-3-318117: The policy for SPI u could not be removed because it is in use.
WA O ulMER I TR s SPI BUSRNE, [H 22 4R P UCORAEAT ] L BRI

* u - &7~ SPI 45
BILBIRIE: LH AT

giﬁ%i‘ﬁ%\ $ASA-3-318118: s error occured when attemtping to remove the IPsec policy with SPI

AR: R4 IPsec API (#HB) 4%,
o 5 - RONTREHR T FR
* u- 37~ SPI 9w S

BIBYRIE: EHPATIEAHEAE.

gll;&’;ﬁ,%\ %$ASA-3-318119: Unable to close secure socket with SPI u on interface s
AR: R4 IPsec API (#HB) 4%,

 u- 45 SP 9% 5
o 5 - FRR R 074 o

BILHIRAE: LR RATE T4

gl%‘;ﬁ.% $ASA-3-318120: OSPFv3 was unable to register with IPsec
WA KA T ATBAT IR
BILBIRAIE: LR PATAE TR

£IRIH B 2AsA-3-318121: IPsec reported a GENERAL ERROR: message s , count d
YERR: RE T NTRER R

o s - FoRTRE N B AT

o d - FORPTAEROH B S BUBCT
BWBIRIE: BT PATAE TR

F 4t H & 2 302003-342008 .
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318127
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%E%iﬁf? $ASA-3-318122: IPsec sent a s message s to OSPFv3 for interface s . Recovery

attempt d

YRR AT WERET IR . RGBSR IR Z etk v IR IR E .
* 5 - RINARE T AR E L DR 74T
o d - FREERIRE 2ol B80T

BIBIRIE: BT PATAE R

%E%iﬁﬁ% $ASA-3-318123: IPsec sent a s message s to OSPFv3 for interface IF NAME .

aborted
WLRA: RAET NEENR . OO I 2R
o s - FoRFRE N BT R
* IF_ NAME - 5 €#: 1
BIHRAE: R AT A

HIRiH S $ASA-3-318125: Init failed for interface IF NAME
AR AR R T RE A S R 4

o R IERR I DS IEAE RIS o
© JOVE B B v
o TCiE A i A G AR Hda e

BIAIRIE: MMBRPIG I DI E a2, AR5 T

%E%iﬁf% $ASA-3-318126: Interface IF NAME is attached to more than one area

WERR: AL T L TR X B A X sl g 4 1 AR E
* [F_NAME - & 5&#: 1
BEIRYIRIE: L PATAE A

A0 N E X .
aEE:ﬁ:usﬁASA—3—318127: Could not allocate or find the neighbor

YRR AR T ATRAT IR

. F 4t H & 2 302003-342008
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319001

319002

319003

319004

319001 [Jjj

BRI KHRPATAENTIRAE

gl;&;ﬁ,%\ $ASA-3-319001: Acknowledge for arp update for IP address dest address not received

(number ) .
AR T ASA %, ASA 1) ARP R 2 T WA

BAAYIRIE: CRHITAEATERAE . SR SRR . A& ASA IR 038, IFi ORAE (8 HTI AVE
AT -

gi%;ﬁ:%\: $ASA-3-319002: Acknowledge for route update for IP address dest address not

received (number ).
YRR T ASA T#L, ASA K AR T NIRE .

BNEYIRIE: TR HATALATERAE . BB S URRIIN 1. K07 ASAHT- B 008k, IFafl CRAE (8 T AV
A RE T -

gll;&’;ﬁ.%\ %ASA-3-319003: Arp update for IP address address to NPn failed.

WiRH: 4 ARP 4% HLAUTHTIN, RGros ) P45 Ab B 2% (NP) A% B LASEHT A6 ARP Ko 1 SRA% AR
Bl BN A7 R B S DU A B R O, R W] RE R4 NP AL B F A il B
BILAYIRIE: 0UE ARP R O WK ARP ROKG, 1 E%E CPU IR MR ERE, Wax
BEHI a2 CPU A A KR AR AP ERMUR 2, WIS TR IEH I, R E
IEHIETT.

giﬁ%i‘ﬁ%\: $ASA-3-319004: Route update for IP address dest address failed (number ).
YERR: T RGULE, ASA P AR T R ED .

BWHIRIE: TR HATALATERAE . SR S URRIIN 1. R RGP A8, IR IR AE AL T I A
A RE ) -

ID 41+ 320001 ZI| 342008 < (8] AY:H =

AL 1D /T 320001 2 342008 22 8] (1914 B
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321001

321002

321003

321004

321005
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g’l;&“;ﬁ.%\ $ASA-3-320001: The subject name of the peer cert is not allowed for connection

WLAA: 4 ASAJE Easy VPN GRE B 25 8RS A, AHAEMAGIE 4075 5 ca verifycertdn iy 24 H AL
BCIAE & 48R AT REARAE T IR AN Bets, A3 Dhatond 4544 1P Hhdik R #2480k 11 ASA VPN &
.

BIRYIRAE: KRR fTIRAE

HIRI B 2ASA-5-321001: Resource varl limit of var2? reached.
R A RIFTHR SR L B P YA s B B
BRI LHPITATA AR

gl;&“;ﬁ,%\ $ASA-5-321002: Resource varl rate limit of var?2 reached.
YRR CLIA R P s B U e JC B A FH sl R
BIERAE: R PAT TR

gl%“;léi,%\ $ASA-6-321003: Resource varl log level of var2 reached.
YRR CLIA R Irdi s EUR IR0 S eIl H sl sk g0 .
BIHYIRME: B PATAE A

gll;&’;ﬁ,%\ %$ASA-6-321004: Resource varl rate log level of var2 reached
LA AR e R TR R C L T UL H B B AR il sk P00 .
BICRYIRAE: LR PATAE R4

gi;“;ﬁ,%\ $ASA-2-321005: System CPU utilization reached utilization $
YLBA: ARG CPU IR Tk H] 95% b b, 1y HAX R CFFEk 5 708
* utilization % - *1ii CPU {f & 11 43 Lk
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321006

321007

322001

322002

321006 [Jj

BINAYIRAE A A BB I L, AT DU . an SR R B, TR 7 show cpu iy & [
HIFRHIE CPU A&, Wi AT R ad v, 15 ICAR JUA} TAC,

%E%iﬁf? $ASA-2-321006: System memory usage reached utilization $
WA RGENAFAE T HRIL S 80% s LA L, 1y HLIXFM G I CLRF4E 5 7.
* utilization % - 41 WAFAEFHZ 1 40 b

I BYERIE: Wit Eoe L, W nr L2 . W Ry AR L, TE K 2Y show memory i 4
F% IR IGAE N A R . R R E, IEECR IR TAC,

%1%;#1,% $ASA-3-321007: System is low on free memory blocks of size block size (free blocks
CNT out of max blocks MAX)

WRR: RETHNAAIRAL . WAFPFER MRS T80 .
* block_size - WATHLR/N (11 4. 1550, 8192)

* firee_blocks - 7SN &, i show blocks iy 2 J5 il 7E CNT 4| & &
* max_blocks - 2%V UL LB B KA, 8] show blocks iy % )7 1T 7E MAX JI| &5 &

EILBYERIE: i show blocks 174, FEITHR/mE /NI 1) CNT Z1rh,  ISds S R, Wil
CNT MR A, K I TR A, W) ASATT HE T ik 23l 21 7 H A 75 Sy N Y A 11 ) J

gﬁ%iﬁfﬁ $ASA-3-322001: Deny MAC address MAC address, possible spoof attempt on interface

interface

AR ASAMFRERE D BB MAC sk 3] 1T #dis £, 1sz§&17§ I MAC ik 580 &
HAb B FR S . R ATRERE KA T MAC B Bl ol fid B 4%

BRYHRAE: R AN E RIS S5, A HOE A BN R R

%E%iﬁﬁ% SASA-3-322002: ARP inspection check failed for arp {request|response} received
from host MAC_address on interface interface . This host is advertising MAC Address

MAC address 1 for IP Address IP address , which is {staticallyl|dynamically} bound to MAC
Address MAC address 2 .

WERR: 9 S H ARP KA, JUFEES ASARL Kk ARP ¥l 1y, SEBIHe S A Ho £ Hh i a5 11
BT ARP 4% H & 575 A5 AN B BB A SREN K IP-MAC HihbZ8E . B A e, W) ARP A il A He
23R ARP B A0 T A O B o 38 O R R 0 1 R DR AT RESE 4% b R AR T ARP R B B B
TR (IP MAC 455D
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322004

323001
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BBIRAE: WA R BB, WAL ACL #5486 THL. WA 2R N ECE TR 1SR
JE o

gﬁ%iﬁfﬁ $ASA-3-322003:ARP inspection check failed for arp {request|response} received from
host MAC address on interface interface . This host is advertising MAC Address MAC address 1
for IP Address IP address , which is not bound to any MAC Address.

YRR WURJA ] ARP AGIIELLL, WILEES ASAE ARP i to 2 iy, RHeos i o ot 40 b o 1)
B ARP 7% H 2 S A7 Gt aS e B 1Y IP-MAC il g05E . WERA ARG, ) ARP Rl BB 2 57 ARP
Ha e IF A B o X XA DU SR A AT RERE R4 b R T ARP IR B A0 o G B E 2L (TPMAC
HE) o

BIWRIRAE: WEIREDINRZPNHGL, WRTEME ACL #548 EHL. WA BB AL, 1EIIESS
SE o

%E%iﬁf% %ASA-6-322004: No management IP address configured for transparent firewall.
Dropping protocol protocol packet from interface in :source address /source port to

interface out :dest address /dest port

WAR: W TR IR R A B 1P bk, DIk ASAZ ST T4t
* protocol - P74 H BRAE
* interface_in - §ii \3% 0 4 Fx
* source_address - Z (0 (15 1P Huhilk
* source_port - £4 4 ¥ 5 v 11
* interface_out - %y H 2 0 A K
* dest_address - Z095 G H (1) 1P Hidik
* dest_port - s 011 H ¥ %5 1
AR AT P 1P Mo hb RO AT (A A

gﬁ%iﬁfﬁ $ASA-3-323001: Module module id experienced a control channel communications

failure.

$ASA-3-323001: Module in slot slot num experienced a control channel communications

failure.
YLBR: ASACVEMEHIHIE Y (EARERR ) ke B RIEAT IS .
* module_id - X§ THAF MRS, LS HER E RSB FR .

* slot_num - X TAEPFAR SR, SR e A B A RS . S0 0 RoR RGN, Al 1 K
IR R R R R

BRYIRAE: WORRERAF AL, HIAR DR TAC.
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323002

323003

323004

323005

323002 [

%E%iﬁf? $ASA-3-323002: Module module id is not able to shut down, shut down request not

answered.

$ASA-3-323002: Module in slot slot num 1is not able to shut down, shut down request not

answered.
YRR : T2 AR AR OGP I SRAE L Wi Y

* module_id - X FHAFIRGF B, B HIRE ISR A R
* slot_num - X TAREPFARSS AL,  SESHCR A s (Al . Skl 0 Ron RS, ikl 1 R
AN R P R AR B

BRYIRAE: WRA RS A, IR DR TAC.

gﬁ%;ﬁfﬁ $ASA-3-323003: Module module id is not able to reload, reload request not answered.

$ASA-3-323003: Module in slot slotnum is not able to reload, reload request not answered.
WLRA: JIT 2R AR R AR T B N 48007 SR A HA i B

* module_id - XF T ARSI, SHER E 5B AR
* slot_num - X TAEPERSREER, SR A E SR iR . SRR 0 FoR RGTTMN, iRl 1 3%
IR R R 2R R

BIAYIRIE: Wi AR, TR AR TAC,

gﬁ%iﬁfﬁ %ASA-3-323004: Module string one failed to write software newver (currently ver

), reason . Hw-module reset is required before further use.
YRR MERCRIGVEHE R AT IRAS, IR 2 MRS . BT AE IS, i A T T

* string one - $i5 & MBI IF) SCA AT Hr

* >newver - A I E AT RAF P RRA S (B, 1.0(1)0)

* >ver - P EHAFR AR IRA S (N, 1.0(1)0)

* >reason - FRATCIE G NI JGUA . >reason [1)T] BefHALFE:

- HNRI
- RGN R I
BAWBYIRAE A BT TE I R, WITGVEE ] . R R R R AL, TR R TAC.

%E%iﬁf? $ASA-3-323005: Module module id can not be started completely

$ASA-3-323005: Module in slot slot num cannot be started completely
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WA IR R ZETCIE S R A B . ZBHUR IR FFIEINCIRAS, LRI OLAT AR . Bk
AR5 A4 ARG T 3 X R 0 R e R A

* module_id - X FHAFAR AL, IS HRE SR LK

* slot_num - X TAEPFAR S REE, SR E 5 BRI 5
BIAIRIE: BURZBIE T Lo i AR PR B2 L AEATIRA LED & 5ot . Hfise 4
NGRS, ASATRET 270 BRI 1) 4 BE UM HYIZAL B 75 L AR IHIE TR O 4

N Fikt 548 H sw-module module service-module-name reset 174 5% hw-module module slotnum reset
WA EE G, RPN E, TR EE TAC.

%E%iﬁﬁ% %ASA-1-323006: Module ips experienced a data channel communication failure, data
channel is DOWN.

WAR: CORAEFURIEIEE S ks, JF H ASATCIRM R EH KBRS 1 HA BUE I ASA
RAERBREIN S B i 2 B DA o BRI S T OGS IE R 3% B IR A5 AR PR I B R R A T R
B T R o S AR G P SR o A MRS B L R IR S EUR GBI S RS i
(R FF) AS AT~ Tt BRI A 1) A, e 2B b v B o

BIIRIE: ST RIERS B (1 IPS) , i sw-module module ips recover iy 2Pk &AL .
SRR MRS, W R B T SSM T B InAR ek E S, JF HAHN I RS HEHEE
505010 7 SSM MK IZATIRAS G A HIL, W8 A hw-module module 1 reset iy % FE L

%E%iﬁf% $ASA-3-323007: Module in slot slot experienced a firware failure and the recovery

is in progress.

AR %354T 4GE-SSM 1 ASAME R T I v, ARJGFHT 80, Kk, 4GE SSM n] fefE Jo i Mtk
A THBAHL. ASACAINE] 4GE SSM 4+ TNk A:, FFHB)E S 4GE SSM.

BIRIRAE: LR RATE T34

gﬁ%iﬁfﬁ $ASA-3-324000: Drop GTPv version message msg type from source interface

:source address /source port to dest interface:dest address/dest port Reason: reason
WERR: IEAEAC BRI ER AN AL reason ZZ B FTIR I G LIRS 57
BIRIHERIE: LRI ATERAE.

gﬁ%;ﬁfﬁ $ASA-3-324001: GTPv0 packet parsing error from source interface :source address

/source port to dest interface :dest address /dest port , TID: tid value , Reason: reason

YRR ACPEECE A . AT RE S DL SR P
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DA TE B2k
o T IE ANIEH
o IE WP AS IE A
* TR TR
* A%k [E A IEHf
* J&&% TEID

* RHENIE
o KT PR R
« RHNH GTP M E..

* KR

s BIRHEHE

« 2 TID

o N SCHFFIIRRA
BIEIRME: WAE S R R, LA . WA BRI R, R IR 2 n] BE T H T
G sh, IEAERANAREA R AR,

gl;&iﬁ,%\ $ASA-3-324002: No PDP[MCB] exists to process GTPv0 msg type from source interface

:source address /source port to dest interface :dest address /dest port , TID: tid value

AR BV SR s B 321100, BN A ECES R, WNZTE BGRB8 1 R B
PDP 5. &0, BIIIAS BoRig B 3211000 X FRUAS 0, %34 B n Tk s FAH MV (1K) PDP 1 5.
SFFRRAS 1, G0 Sy BT SR e 324001, W36 b FRECH AL s A, BE s k.

BEROIRAE: W R AT ARATAE, 1 R A1 2 A AL PDP A S R S B A0 1 SR A

’éia':éiﬁ,%\: $ASA-3-324003: No matching request to process GTPv version msg type from

source interface:source address/source port to source interface:dest address/dest port
TELRR: WA i N 1R A B BT DRI 3K, AR LA E— 2D AR 3

BWRIIRAE: AR E WIS R, AT DA . (HI R WO R, R R 2 n] 5E LA T
Wikiiw g, EAERANRIEA R .

gll;é‘;‘ﬁ,% $ASA-3-324004: GTP packet with version%d from source interface :source address

/source port to dest interface :dest address /dest port is not supported

iR IEAEARER N A G A RRCAS AN 0 SCRF IR ARAS 0 B8 1o UERAT BV A RRCAS 5 A2 A Bk ) O HLAR
AW WARER AT, RIS 20 v] fE O T B0l s, IEAE R ANAOEA REHR AL

BIRIIRAE: KW ATAE TR
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%gl;&iﬁ,%\ $ASA-3-324005: Unable to create tunnel from source interface :source address

/source port to dest interface :dest address /dest port
AR SO A i O F G B BRI I Hi
BROIRAE: WAUE I B, R . MR R B AL, WICRIBRE TAC.

HIRHE: $ASA-3-324006:G5N IP address tunnel limit tunnel limit exceeded, PDP Context TID
tid failed

WERA: RIAIE K GPRS SCRF Y il B e VF R I i KBS ISR, IR SR A QIR REIE .
B AR R 7 N B A R o P g L TR T B

gll;&’;ﬁ,%\ %$ASA-3-324007: Unable to create GTP connection for response from source address
/0 to dest address /dest port

WRA: 22300 ) — MRS GPRS SCHFY AUER I ¢ GPRS SCRFY ALy B iSCE s 5 o ) g B )
o

B RAETEBUER, TR RS EERER N R R AR, IR UL TAC.

gi%;ﬁ:%\: $ASA-3-324008: No PDP exists to update the data sgsn [ggsn] PDPMCB Info REID:
teid value , Request TEID; teid value , Local GSN: IPaddress (VPIfNum ), Remove GSN: IPaddress
(VPIfNum )

YRR 7R s FIcE] GTP HA 71 5 LA £d sgsn/ggsn PDPMCB 155 /& 581 PDP i, Hi-T AR fE
T2 e Ll ik B D AR B2 R 1Y) PDP S8 B, PRI #RAS 2] PDP.

BRI WRIGH S I BL, AT . W R R H L, SR AR TAC.

g’l?&’;ﬁ.%\ $ASA-5-324010: Subscriber IMSI PDP Context activated on network MCC/MNC mccmnc
(IE typel/IE typel]l) [CelllID cellID]

15 AR
L% PDP {55, RSB RIS . MCC A%k 3 %, MNC & 2 58 3 frfk.

pE

MRBIR ARG EE B IE, I MCC. MNC. IE KBek s ID WhEh “ARE17 .
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s

$ASA-5-324010: Subscriber ID PDP Context activated on network MCC/MNC 11122 (vl RAI/v1 ULI)
CelllID 1

$ASA-5-324010: Subscriber ID PDP Context activated on network Unknown

BiILHIERIE: T

%%E%iﬁf? $ASA-5-324011: Subscriber IMSI location changed during handoff from MCC/MNC mccmnc
(IE typel/IE type]l) [CelllD cellID] to MCC/MNC mccmnc (IE typel/IE typel) [CelllID cellID]

1% AR
MEERG, REKEr—4HE. MCC &N 3 %, MNC Jy 2 8% 3 {74 7EfI% PDP  H
ASA FIaT—BI g R G, ACHaE S0 1 SRk & fid R G T 24

a4

MRFIE ARG ES B IE, U MCC. MNC. IE KA IT ID AT HEN “ARE17 .

ZNCIR

%$ASA-5-324011: Subscriber ID location changed during vl handoff from MCC/MNC 11122 (vl
RAI/vl ULI-CGI) CellID 1 to MCC/MNC 111222 (vl RAI/vl ULI-CGI) CellID 2

%$ASA-5-324011: Subscriber ID location changed during vl handoff from MCC/MNC 11122 (v2 ULI)
CellID 1 to Unknown

%$ASA-5-324011: Subscriber ID location changed during vl handoff from Unknown to MCC/MNC
11122 (vl RAI) CellID 1

BiLRIEBRIE: L

%gﬁ%iﬁﬁaz $ASA-3-324300: Radius Accounting Request from from addr has an incorrect request
authenticator

YRR N TN EIEEYS, RS PIRAE TR S M RAER . AR, R0k T LLdx
I A B R A

* from_addr - }i% RADIUS C KI5 K 1 = HLH TP

BRI RARGRE CIEMIRICEEY WARULERYES, e Sl ke
AGE D&

%ﬁﬁ%iﬁﬁé $ASA-3-324301: Radius Accounting Request has a bad header length hdr len , packet
length pkt len

AR LK SRI R RS K S S Bl B KA, R G fs ak 1 A B SR
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* hdr_len - Wi KAk PHRIR I B
* pkt_len - SEFR AR LS

BIAIRIE: A RAE AR OGN RS oS SR, WSS R A, TR RICR A
A, WRHET7R . WK BEIER TR I HLIR BT R A7 4, TR B TAC.

%E%iﬁf% $ASA-3-325001: Router ipvé address on interface has conflicting ND (Neighbor

Discovery) settings

YRR HEER RS B HE AR T RS RS h AR

* ipv6_address - J;— 7 I tH#5 11 IPv6 Hilik:
* interface - 7 & I H 2 I HERK (146 1 440

BIHVIRAE: WUERERS FIYPTAT IPv6 2% A 15 A AT 15 B b 5 38 15 A [F] ) hop_limit,
managed_config_flag. other_config_flag . reachable_time f! ns_interval %, JFKFZ & M H &%
B AR ) i 260 5 1 e e A A i R AR ) . A RN D240, 1%\ show ipv6 interface

A
Fllj/?\

gﬁ%fﬁfﬁ $ASA-4-325002: Duplicate address ipvé6 address/MAC address on interface
AR oAb R IR 1Pv6 Hulik.

* ipv6_address - 73— 53 % (A% 1) [Pv6 ik
* MAC_address - 73—/ MRS MAC Huhlt (G EHD 5 A NNZHBHERA A AR50 .
* interface - 73— > R G¢ I HERK ()4 H 24K

BIATIRME: TN ARG L D RGEH IPve itk

gﬁ%;ﬁfﬁ $ASA-4-325004: IPv6 Extension Header hdr type action configuration. protocol from

src_int :src_ipv6 _addr /src port to dst_interface : dst_ipvé addr /dst_port .

WLRR: H T COBIFR A 1 IPvE 4 R Sk B — T B 2 TR
-hwUW-T%%FWQZ*:

ah - I AH 47K G B R#8AE

count - I 97 FRE AR Sk 1) Bl I I B AR

destination-option - 10 i H LT Re 4L B & 1I4AE

esp - i ESP R L C B I #R A

fragment - 33 73 B g™ eI Sk G B (1 #A4E

hop-by-hop - Tl LBk FEHR Sk B & K ER AR
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routing-address count - I et % FHA AR Sk I Hh k- 2R TG )RR
routing-type - i i 4 H R Y i S O I AR
* action - FJ g2 FHMEZ —:
denied - RGIHLAIZE .
denied/logged - ARG 4% £ 7 Llid .
logged - R4 FK %L EL
BIEIIRAE: W REE A EATT SN, 15/E policy-map 7% T 77, ¥ match header
extension_header_type 7742l parameters iy 2 H (1#AE, SREUAT IEAIGE 0. 64

ciscoasa (config)# policy-map type inspect ipv6 pname
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no match header extension header type
! to remove the configuration
ciscoasa (config-pmap-p)# no drop ! so packets with the specified extension header type
are not dropped
ciscoasa (config-pmap-p)# no log ! so packets with the specified extension header type
are not logged
ciscoasa (config-pmap-p)# no drop log ! so packets with the specified extension header type

are not dropped or logged

igﬁ%iﬁfa %ASA-4-325005: Invalid IPv6 Extension Header Content: string . detail regarding
protocol, ingress and egress interface

WA AW B E A R ALK IPve .
* string - "W figse FYMEZ —:
- HER A AR SR
- R Rk
- B I AR
BIEIIRIE: BLE capture iy KK ZFF AW, KRG 0 ZFEE8 ORI . Rl L2
W IPV6 4 AR A RV A, T LUT i 25 ] 1Pv6 SR IS o A7 A A 7T«

ciscoasa (config)# policy-map type inspect ipvé6 policy name
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no verify-header type

%%E%iﬁﬁ% $ASA-4-325006: IPv6 Extension Header not in order: Type hdr type occurs after Type
hdr type . TCP prot from inside src int : src ipvé addr /src port to dst interface
:dst_ipvé6 addr /dst port

ERR: A G U R R A RE R SR 1 TPve B .
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B 326001

BILHIHERAE: MCE capture it & RALFAEF MBI, AR5 00r Z 78l Wy Lz, W
RAVFY RARSKAZIURF1 A LLR fir 225 IPv6 SR SRS IS m FR e 2.«

ciscoasa (config)# policy-map type inspect ipvé policy name
ciscoasa (config-pmap)# parameters
ciscoasa (config-pmap-p)# no verify-header order

326001

%%E%iﬁf? $ASA-3-326001: Unexpected error in the timer library: error message

WERR: W) TS SR EUE RS T TN S A, SRR R . B, RN BB
FFEG R GRE], RO R Jn A B e i

BRYIRAE: WRAEVRA A, IHIRAR DR TAC.

326002
EiRH B sASA-3-326002: Error in error message : error message
AR IGMP HEFEARE 15 KOG AR . AEHE A e OC PR A 0 T AT B A T AN [R] 2
BBIRRAE: WR R AR, IR R TAC,

%E%iﬁﬁ% $ASA-3-326004: An internal error occurred while processing a packet queue
WiRA: IGMP Hdli IS T — DA S LI 5
BIWBIIRAE: AR A RAEAE, IR R TAC,

326005
BiRiH B $ASA-3-326005: Mrib notification failed for (IP address, IP address )
WERR: WO T il s K Eh Y A s L, (H I A1 MRIB 2RI
BRI WIR AR, AR IR TAC,

326006

gﬁ%iﬁfﬁ $ASA-3-326006: Entry-creation failed for (IP address, IP address )

AA: MFIB A\ MRIB W3 T 4 H B, HRAEQIE S R IEAT R4 H o X AT REZ DA A7
Ao

BIRIIRAE: WRAEVRAEAE, THIRAR IR TAC.
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326007

326008

326009

326010

326011

326012

326007 [Jj

%gl%;ﬁ,%\ $ASA-3-326007: Entry-update failed for (IP address, IP address )

WiRA: MFIB M\ MRIB W2 745 S8, (HARREQIE S Wor i SCHRE 1 . KT RE A2 A A7

Ao
BRYIRAE: WRA R AF AL, HIRAR DR TAC.

2R B 2ASA-3-326008: MRIB registration failed
WAE: MFIB [7] MRIB 3 i % .
BIHTIRIE: WO R AAAE, IR EE TAC,

gll;&’;ﬁ,%\ $ASA-3-326009: MRIB connection-open failed
iRA: MFIB {TJT MRIB I KK
BB AR AR, IR R TAC.

gi%;ﬁ:%\ $ASA-3-326010: MRIB unbind failed
WRA: MFIB M\ MRIB HUiH 46
BIHRRAE: R I SRR, IR R TAC.

HI25E 2 2ASA-3-326011: MRIB table deletion failed
1%AA: MFIB A REART 2R B MR 1 R A
I BYIRIE: Wi B RAAAE, IR R TAC,

gi%;ﬁ:%\ $ASA-3-326012: Initialization of string functionality failed

YRR FRE DD REVIARAL I, BIAE VAT LI T BE,  BRALPHRTaEAT .

BRYIRAE: WORAERAF AL, IR DR TAC.
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g’l;&“;ﬁ.%\ $ASA-3-326013: Internal error: string in string line %d (%8s )
WLBA: MRIB kA TR %
BIERRAE: W R I B, IR IR TAC.

gl%”;léi,%\ $ASA-3-326014: Initialization failed: error message error message
LAH: MRIB ¥4tk M
BRI WEIR AR, IR TAC,

‘E*.ifé*}‘ﬁ,%\ $ASA-3-326015: Communication error: error_message error_message
WEAA: MRIB W2 1 s UHT IR (K 5T -
BRIIRAE: WA EDRAEAE, IR R TAC.

gi;“;ﬁ,%\ $ASA-3-326016: Failed to set un-numbered interface for interface name (string )

YRR BOATUAE, (EICEAEH PIM BRIE. th FHANEIG 5 1030, sl A AR iR, At
UG Lo

BRYIRAE: WORREVRAT AL, HIKAR DR TAC.

gl%;ﬁ,%\ %ASA-3-326017: Interface Manager error - string in string : string
WAA: GId PIM BERIEHE 1IN AT .
BWBIIRAIE: AR AR, IR R TAC,

gl%iﬁ:% $ASA-3-326019: string in string : string
PR QU%E PIM RP F¥is £z 1 i H
BAAYIRAE: R EUR A7, WA DR TAC,
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326020
EIRIE B 2ASA-3-326020: List error in string : string
WRA: ALHE PIM 2 BRI H A
BEICRYIRAE: W R n) AR A, VIR R TAC,

326021
2R B2 $ASA-3-326021: Error in string : string
WEAA: Y PIM BRIEHE L) SRC I 4
BRI WIR AR, IR AL TAC,

326022
£i25H 8 2ASA-3-326022: Error in string : string
WiRR: PIM HEREARYE TR K5 PRI . AENE 2% 1 50 PR ARSI IR) AT ) AR T REAN ) 20
BIBIIRAE: AR A RAEAE, IR R TAC,

gi;“;ﬁ:%\ $ASA-3-326023: string - IP address : string
WERA: ALHE PIM ZH Y I A
BIRIRAE: WERHERA7 45, THICR IR TAC,

326024
EiRHE  2ASA-3-326024: An internal error occurred while processing a packet queue.
AR PIM il WA SR T — A S E IR ARG T .
BBIRRAE: W R AR, IR R TAC.

326025
EIRIE B 2ASA-3-326025: string

WRR: AR BN R A A IR R AT REA S AR E T RIENCRE BN R A A, G ilER PIM
%1 IDB.

BRYIRAE: WORAERAF AL, IR DR TAC.
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%E%iﬁf? $ASA-3-326026: Server unexpected error: error message
WRA: MRIB VI 7 i A
BIBIIRAE: WIR AR A, AR AL TAC,

%E%iﬁﬁ? $ASA-3-326027: Corrupted update: error message
WAA: MRIB W T SR SR
BIHIRAE: R I SRR, KRR TAC.

%E%iﬁf% %$ASA-3-326028: Asynchronous error: error message
EAA: MRIB API R AR T g AR AL B P 4 R
BIBIIRAE: AR AR, IR R TAC,

%E%iﬁﬁ? $ASA-3-327001: IP SLA Monitor: Cannot create a new process
WiRA: TP SLA Iifxas ik /d Shpridt i

BILAIRIE: MARZTNA WERNAAAL, WIPNAAAS AR AT REML AL 1E X — L s A . = A
AP, 3 AP AR N & o WER DB ARAF A, IS ICR R TAC,

£IRIHE 9ASA-3-327002: IP SLA Monitor: Failed to initialize, IP SLA Monitor functionality

will not work

WiRA: 1P SLA MEFESWIAA A R e XA B 1 T U1 I 25 58 R BT 40 1 SR W oK B A 02 5 DS
A BEBUA T AL I AT R SE UL AR 55 -

BILHIRIE: MAERTNA. WRNAEAL, WNAEA AR AT REM S IE X — A . 2 N A7
A, TR E R AN . IR EUR A, TR AR TAC,

gﬁ%iﬁfﬁ $ASA-3-327003: IP SLA Monitor: Generic Timer wheel timer functionality failed to

initialize

1BA: IP SLA W88 TTiEWIMAAL T i 8858
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BILHIRE: RAERGNF. BERNEAL, WIRBITHIN S48 BRI . 2 NFE AT I, 152
E PR AN AT WER FEVRAEAE, TR R TAC,

328001

g’l;&iﬁ.%\ $ASA-3-328001: Attempt made to overwrite a set stub function in string .

LA T A KON v 80l SR 7 N T g S ) L P s T [ A £ o O P o
N e CINEINE S

* string - PR £ K44 FR
BWBORRAE: IR R EARAEAE, 1R R TAC,

328002

gl%?ﬁ,%\ %ASA-3-328002: Attempt made in string to register with out of bounds key

iRA: 7t FASTCASE yEMRH, #9120 T-OIE MR IR 1R/ B2l il AT 2% P
W

BN AYIRAE: LR RIER SR R, IR RS 45 R TAC.

329001

gl;&“;ﬁ,%\ SASA-3-329001: The string0 subblock named stringl was not removed
YRR R TEATHT V. IDB IR

* string0 - SWIDB 1§, WIDB

o stringl - FHATLZFK

BANAYIRAE: W SR A, TR LR TAC,

it“:':‘ﬁ'g o - ' Voo -
BIXIH/& %ASA-3-331001: Dynamic DNS Update for 'fgdn name = 1ip address failed

1BA: Z)A DNS T A5 B DNS R4-a% RSP0 R Ui R ASATEVLEE & DNS 45 #3588 DNS
MG ARAEH MRS LisdT, Wn]fg kA IR i .

* fqdn_name - 550 HHHT DNS 1) 584 B e 844
* ip_address - DNS Jg ) 1P ik

BINATIRIE: TR ASACECE 11T 81k DNS 448 . R @R E4E, SR EE TAC.

331002

g’l?&’;ﬁ,%\ %$ASA-5-331002: Dynamic DNS type RR for ('fgdn name ' - ip address | ip address

- 'fgdn name ') successfully updated in DNS server dns server ip
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WiRA: 24 DNS BB £ DNS R 554% 2l 56 o

* type - BHIFICSRRAL, WHEE A B PTR

* fgdn_name - U5 ) HHHT DNS 1) 5¢ 4B e 3k 44
* ip_address - DNS SB[ 1P Hidil

* dns_server_ip - DNS [t 5525 1 IP Hutil:

BIRIRAE: LR RATE TR

gil;i“;ﬁ,%\ SASA-3-332001: Unable to open cache discovery socket, WCCP V2 closing down.
YRR WPRER R, 4578 WCCP BEREJCIEAT T HI Ttk B 22 A7 s S ) UDP 4% 7.
BIRIIRAIE: HAOR IP BCE LR, [N CRCE 2D A 1P ik,

g’l?&}ﬁ.%\ %ASA-3-332002: Unable to allocate message buffer, WCCP V2 closing down.
WRR: WHBENR, 575 WCCP BERETCIE 7 He A A7 R A7 TR A B SGH L
BINHYIRIE: WA L RN AT T T R

Hi%iHE 2ASA-5-332003: Web Cache IP address /service ID acquired
AA: N ASAZRIR Web 2247 IR 55 -

* IP_address - Web ZE 1711 IP Hutil
* service_ID - WCCP IR %5 b i 7F

BIRIIRAE: KR RATE TR

HiRHE 2ASA-1-332004: Web Cache IP address /service ID lost
RA: ASAF) Web ZEA7 55 CH T -

* IP_address - Web ZZ1£ 1 IP b1k
* service_ID - WCCP g 25 #rIH75F

BIRYIRAE: KULIRE Web S2AT (K38 AT

g’l%;ﬁ.%\ %$ASA-6-333001: EAP association initiated - context: EAP-context
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333002 [

WAE: R BN EAP JCHk.
* EAP-context - EAP 2% IME—FRIAFE, Won k) \ 7St H5cy (Blin, 0x2D890AEO)
BIHTIRIE: B AT A,

333002
288 2aSA-5-333002: Timeout waiting for EAP response - context:EAP-context
WEER: Z51% EAP W RN R AR R I
* EAP-context - EAP XUl KIME—FRIRAT, oy )\ Nk hley (hn, 0x2D8Y0AEO)
BIBIRIE: BT PATAE TR

333003

gi;”;ﬁ,%\ $ASA-6-333003: EAP association terminated - context:EAP-context

WA CZOb 5L EAP X1,
* EAP-context - EAP 2% MIME—FRIAFE, Bon K )\ /St 50y (B, 0x2D890AEO)
BIBYIRIE: EHPITATEAE.

333004
258 2aSA-7-333004: EAP-SQ response invalid - context:EAP-context
YRR EAP RIS ) Y A K s GG UE R I
* EAP-context - EAP XUl KIME—FRIRAT, By )\ ik hldey (flhn, 0x2D8Y0AEO)
BIBIIRAE: AR A RAEAE, IR R TAC.

333005
HIRBEE  2ASA-7-333005: EAP-SQ response contains invalid TLV(s) - context:EAP-context
WiRA: EAP RS AWM NAT el AR TLV.
* EAP-context - EAP 2X il IME—FRiRAF, oy )\ Nty (il 0x2D890AED)
BICHYIRAE: R ) SR AE, THECR R TAC.

gl%;ﬁ,%\ %$ASA-7-333006: EAP-SQ response with missing TLV(s) - context:EAP-context
WLAA: EAP RIS Al B i 2k — AN el 2 AN il Pk TLV .
* EAP-context - EAP 21 ME—ARIRFT, o )\ AL T/NBEHIEc s (B4n, 0x2D890AE0)
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B 33300

BALHIIRAE: WIR AR/, TR IR TAC,

333007

HIRBEE 2ASA-7-333007: EAP-SQ response TLV has invalid length - context:EAP-context
WLRA: EAP R A Hma N ALHSE — M AL TLV .

* EAP-context - EAP TR HME—ARIRTT, W )\ AL+ BEHIEc 7 (B4, 0x2D890AE0)
BWRORRAE: WR R AR, 1R R TAC,

333008

IR B $ASA-7-333008: EAP-SQ response has invalid nonce TLV - context:EAP-context
WEEA: EAP IRASE WM ARG — IR — IR PEREHL TLV .

* EAP-context - EAP X1 [{IME—briAT, Sos oy )\ AL+ gE iy (i, 0x2D890AE0)
BICRYHRAE: W R in) B ARAE A, TE IR R TAC.

333009

gll;&’;ﬁ.%\ $ASA-6-333009: EAP-SQ response MAC TLV is invalid - context:EAP-context

1R : BAP RSN AR — 51151 MAC ANUSHCH MAC.
* EAP-context - EAP £ iEHIME—FRINAF, Bk )\ H758bhEey (Fn, 0x2D890AEOD)
BBIAOIRIE: WOR M BURAEAE, IHBCR LA TAC,

333010

%1%3#1,% $ASA-5-333010: EAP-SQ response Validation Flags TLV indicates PV request -

context:EAP-context
$RE: EAP RSN AFEIAEAR S TLV, X RXEE iR g 4 2 A vEE 1A .
BIRYIRME: B PATAE TR

334001
EiRHE 2ASA-6-334001: EAPOUDP association initiated - host-address
WAA: R EHLUKE EAPoUDP KHk.
* host-address - 5.7 +REHIR M TN 1P Huhik, H140, 10.86.7.101
BIBIRIE: BT PATAE TR
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334002

334003

334004

334005

334006

334007

334002 [

EimHE $ASA-5-334002: EAPoUDP association successfully established - host-address
WEA: O BRI EAPoUDP KiK.

* host-address - 5.7+ BEHIR NN P Huhik, #1140, 10.86.7.101
BICHYIRIE: LR PATAE A

EiRHE  2ASA-5-334003: EAPOUDP association failed to establish - host-address
AA: 5 EHLE T EAPoUDP SCHRIK.

* host-address - 1y H3EHIRE RN 1P Huhik, #1140, 10.86.7.101
BEICRYIRAE: S UE SRl 4 Uy [ P IR 55 4% T T

EimHE 3ASA-6-334004: Authentication request for NAC Clientless host - host-address
WRA: o NAC Jo% )/ o EALER S gk i oK

* host-address - .57+ BEHIR NN P Husik, #1140, 10.86.7.101
BIRYIRIE: LR PATAE A

HiRiHE 2ASA-5-334005: Host put into NAC Hold state - host-address
WBA: FHLH NAC 216 B TIREDIRES

* host-address - §i.7y +iEHIRE S LR IP ik, Hl4n, 10.86.7.101
BIHYIRIE: TR HITAEAT AT .

EimiHE 3ASA-5-334006: EAPoUDP failed to get a response from host - host-address
WA RMTHHCE] EAPOUDP Wi .

* host-address - 5.7 +RBEHIR NN P Huhik, H140, 10.86.7.101
BICHYIRIE: LR PATAE TR

gla‘:é‘;léi%\ $ASA-6-334007: EAPoUDP association terminated - host-address
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334008

AR 5 MK EAPoUDP XBEC 2L,
* host-address - 15,571 3EHIR A0 ML 1P Hubik, 140, 10.86.7.101
BIHTIRIE: B HATIT A,

334008

g’l%;ﬁ.%\ %$ASA-6-334008: NAC EAP association initiated - host-address , EAP context:
EAP-context

1%BA: EAPoUDP Cn T HL A EAP.

* host-address - }5.57 IR 2 AL IP Mok, #ildn, 10.86.7.101
* EAP-context - EAP &G FIME—FRNAF, Bk )\ S5 8EH %0 (Flin, 0x2DS890AE0)

BILHIERAE: LR RATE AT

334009

Hi%iHE 2ASA-6-334009: Audit request for NAC Clientless host - Assigned IP.
WA IEAENARE M O HC 1P Mkl A B R K

* Assigned IP - 7} BC45 %% P s (1) TP Mkl
BIBIRIE: BRPATAE TR

335001
BiRiEE 2ASA-6-335001: NAC session initialized - host-address
WRA: AR TN B) T NAC 23
* host-address - ;7> T 3EFI& B AL IP ik, 140, 10.86.7.101
BEYIRME: BRRHAT AT HRAE .

gll;i“;ﬁ,%\ $ASA-5-335002: Host is on the NAC Exception List - host-address , 0S: oper-sys
YRR 1% i SAE NAC BlAsIR T, IO /4% L AR RIE .

* host-address - i+ 3EHIAS U ML TP bk, B, 10.1.1.1
* oper-sys - EHLIEAE RS (I, Windows XP)

BIRIRAE: KR RATE TR

335003

gl%”;léi,%\ $ASA-5-335003: NAC Default ACL applied, ACL:ACL-name - host-address
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335004 ]

WRR: COI%E i NAC BRI ACL.

* ACL-name - N Hf] ACL )44 K
* host-address - 1303 W ML TP bk, B, 10.1.1.1

BIRYIRAE: KRR fT3RA

335004

EIRJEE 2ASA-6-335004: NAC is disabled for host - host-address
W COMIEREEHAE NAC.

* host-address - 1.7y 1B U EHL P Huhik, Hl4n, 10.1.1.1
BIBIRIE: BT HATAE TR

335005

EimiHE 3ASA-4-335005: NAC Downloaded ACL parse failure - host-address
WRR: T R8N ACL 2RI

* host-address - x5y 3% UK EAL TP HbHE, Hit0, 10.1.1.1
BICRYIRAE: IR IR 22 4 U7 [ A IR 55 4% O T

‘éw‘%;ﬁ% $ASA-6-335006: NAC Applying ACL: ACL-name - host-address
YEER: tH T T T NAC RS HET M FH 1) ACL 447K o

* ACL-name - N 1) ACL & FR
* host-address - 130+ 3EHIRS U ML TP Mok, B, 10.1.1.1

BIRRIE: KHPATAEITIRAE

335007

EiRHE  $ASA-7-335007: NAC Default ACL not configured - host-address
WA MRACE NAC Bk ACL.

* host-address - 1.5y T RERIRE M EHL P Hobk, i, 10.1.1.1
BIBIRIE: LA PATAE TR

335008

gl%;ﬁ,%\ $ASA-5-335008: NAC IPsec terminate from dynamic ACL: ACL-name - host-address
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WA BT PV MRS ACL FREZ 1L IPsec.

* ACL-name - N Hf] ACL [f) 44K
* host-address - 1303 W ML TP bk, B, 10.1.1.1

BIRYIRAE: KRR fTIRA

HiRiHE 2ASA-6-335009: NAC Revalidate request by administrative action - host-address
WERR: EHLOUER “NAC SR Bk

* host-address - 5501 HE k% U AL P #utk, i, 10.1.1.1
BICRYIRAE: LR PATAE A

HiRiHE: %ASA-6-335010: NAC Revalidate All request by administrative action - num sessions
YERR: EBELOUEK A NAC FHTRE” #45.

* num - — N BERPER, RN AR S TR AL
BIRYIRIE: LR PATAE A

giﬂ%i‘ﬁ%\: $ASA-6-335011: NAC Revalidate Group request by administrative action for group-name

group - num sessions
YRR EHLOUESR “4l NAC FFRAE" #Ak.

* group-name - VPN 41 % ¥
 num - — AT UEREEEL, RO EEE IR S 1G4

BIRRIE: KHRPATAEITIRAE

HiRHE %ASA-6-335012: NAC Initialize request by administrative action - host-address
AR EHOIER “NAC Wl k.

* host-address - 1.5 T HE A% UM AL IP Huhk, %, 10.1.1.1
BICRYIRAE: LR PATAE R4

%E%iﬁﬁé: $ASA-6-335013: NAC Initialize All request by administrative action - num sessions
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335014

336001

336002

336003

335014 ]

WA EHOE SR A NAC WAL 4.
© num - —NHREREEEL RN U A 1AL
BIHTIRIE: B AT A,

%E%iﬁﬁé: %ASA-6-335014: NAC Initialize Group request by administrative action for group-name

group - num sessions
YRR APLOUESR “4] NAC HIRtL” 14k,
* group-name - VPN 2] % Fx
* num - — D HIEHIEEE, RS E AR UE K 2T

BILHIERAE: LR RATE AT

Hi%iH 2 2AsA-3-336001 Route desination network stuck-in-active state in EIGRP-ddb name

as_num. Cleaning up

WiRA: SIA KRR EIGRP i th 83/ LI - (=208 ARUCE]— Ao A48 e ) E i Y
o KAEXFIG LN, EIGRP 2 FR AR AL N IAR I A2 A T SR AR A B i B B

* destination_network - "% {5 s RS ) % HH
* ddb_name - IPv4
* as_num - GRP % H %%

BEIRHRAE: A A PR 8 A AT P A A0 i I £ J DR B R i e S R P D AT

EiRiH 2 2ASsA-3-336002: Handle handle id is not allocated in pool.
WAA: EIGRP B th & ik 4k 2 T Bk i

* handle_id - 5 FIRR PRI
BIWBIRAE: WEIR AR, IR AL TAC,

BRI E  2ASA-3-336003: No buffers available for bytes byte packet
AR XML TGV e s g2 o X o ASARTBENAEA L
* bytes - BRI FTEL

BEILBYERIE: %1\ show mem 5¢ show tech iy 2K A ASA/ETT NATANE o WHR AL EURAFAE, IHHE
RILE TAC.
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336004

EimHE 3$ASA-3-336004: Negative refcount in pakdesc pakdesc.
YRR SIS AT B A

* pakdesc - s QAR IRSRT
BEICRYIRAE: W R R D RA7AE, VIR R TAC,

336005

gia‘:é“;‘ﬁ,%\ $ASA-3-336005: Flow control error, error , on Interface name.

YRR ORI . Qelm ERAFITGE, FEULIEOL T, I AR e 2 L1 BA A (1) fe e — AN 4K
Pt
L

* error - 55 1%1EA]: Qelm on flow ready

* interface_name - KR REIIE O 4K
BIEIRIE: WAL, EEER IR TAC.

336006

gll;&’;ﬁ.%\ $ASA-3-336006: num peers exist on IIDB interface name.
WtAA: EIGRP [ IDB & H IR G BS54 1 AT SRAA e 0 5544

* num - XFEARI R
* interface name - ¥ 114 FR

BIRIIRAE: WA EDRAEAE, IR IR TAC.

336007
EiRIH A 2ASA-3-336007: Anchor count negative
YRR AR TARR, BB AT I AR A T A
BRI WEIR AR, AR IR TAC,

336008

g'l%?‘ﬁ,%\ $ASA-3-336008: Lingering DRDB deleting IIDB, dest network, nexthop address

(interface), origin origin str
YRR IEAEMIBREE T, AFAE—SEHELER) DRDB 154

* network - F [{J 2%
* address - Bkt
* interface - F—Bki N
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336009

336010

336009 ]

* origin_str - & SCUFEHBAIE IR 74 HR
BIEIRIE: R I ERAEAE, IEERR R TAC.

$81RIH 2 5ASA-3-336009 ddb name as_id: Internal Error
YERR: KB T N

* ddb_name - PDM % Fx (i1, 1Pv4 PDM)

* as_id - HIG R4 ID
BEICHYIRAE: AR n) S ARAE A, VIR R TAC,

gﬁ%;ﬁﬁa $ASA-5-336010 EIGRP-ddb name tableid as id: Neighbor address (%interface) is

event msg: msg
AR AR S A .
* ddb_name - IPv4
* tableid - RIB [1] P ID
* as_id - A6 R4 ID
* address - Sl J5 1) TP Hihik
* interface - ¥ 144 FK
* event_msg - S8 IEAEZ A CHIVE ZhE0OC D
* msg - FAFIR . TTHEMN event _msg Rl msg {E X EL$5:

-resync: peer graceful-restart (HFT[AI2D: XA IEH HH)

- down: holding timer expired (J¢H]: {R¥FFTHITER LD

- up: new adjacency (J33h: i)

- down: Auth failure (JCH]: S 4rE0IE K60

- down: Stuck in Active (JEH]: f5HIEIHENRA)

- down: Interface PEER-TERMINATION received (3%: WCEIHZ LG5 4428 £ JED
- down: K-value mismatch (J¢[H]: K {EAVLEL)

- down: Peer Termination received (JC[A: BN S ARZ R ED
- down: stuck in INIT state (KCH]: {5AFERIEHAIRE)

- down: peer info changed (JCH: X A5E44F B O 0

- down: summary configured (JP: FHECACE)D

- down: Max hopcount changed (< [: e ABkEL 5 B0

- down: metric changed (JCH]: J& & CH %)
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- down: [No reason] (CJ4]: [EEAT]D
IHIIRAE: KA AN R R R AR MR BAR AN R IR o 3K ] BEAR B AAAE )R, BT R DA HA B )

H

A

EIRIHE 2ASA-6-336011: event event

YEBR: RE TOXE . G LS DL M TS
« TR ot AT
* FEEBPRE AT SIA &l

BEICRYIRAE: W R n) S ARAE A, VIR R TAC,

gl%;ﬁ,% $ASA-3-336012: Interface interface names going down and neighbor links links exist

WERA: 1% R s AR N E R IGRP (R e IR, HOFARDTA BERE (4BJ) MR 4 &
TR o

BALHIHRAE: WIR AR/, TR IR TAC,

gl;&iﬁ.%\ $ASA-3-336013: Route iproute, iproute successors successors, db_successors rdbs
YRR KA TR B AT R R
BEICRYIRAE: W R n) S ARAE A, VIR R TAC,

HIRiHE 2asA-3-336014: “EIGRP_PDM Process name, event log”
YRR RE T REAE R AR R
BIRIRAE: WR BEIRAT A1, TEICR R TAC,

EIRHE <ASA-3-336015: “Unable to open socket for AS as_number”
YEAR: R TR R R
BEISCRYIRAE: AR e B ARAE A, VIR R TAC,
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336016

336019

337000

337001

336016 ]

gl;&iﬁ,%\ $ASA-3-336016: Unknown timer type timer type expiration
YRR AT AT R A R
BIBIIRAE: IR EARAAE, AR AL TAC,

gl%;féi,%\ $ASA-3-336019: process name as number: prefix source threshold prefix level
(prefix threshold) reached

AR PN PR R A O IR B E B I B K Y o ATZRYE AT DU LR AT A T
« AL
s DHEMME
< LR

BZILBYERIE: i show eigrp accounting iy 2 SRICA SCATELIR M FEANE S, FERIA IEH it .

gi%?lél,%\ $ASA-6-337000: Created BFD session with local discriminator <id> on <real interface>

with neighbor <real host ip>
WA b ARG H &M LY O eI BFD iF3) i .
* id - FORHFE BFD 231l A H Sl RHE HO 807 7 B
* real_interface - i£1T BFD 21 )3 1 nameif
* real_host ip - 52 @7 BFD & UG [F4RJH 1) 1P Huhl
HILHRAE: L.

g’l%}ﬁ:%\ %$ASA-6-337001: Terminated BFD session with local discriminator <id> on

<real interface> with neighbor <real host ip> due to <failure reason>
WLRR: WLAR G G B 5 ) BFD il U481k
* id - RoEFIE BFD 23 (A S50 75 (6 A B0 7 B
* real_interface - 1217 BFD 231113 ] nameif
* real host ip - 5 #37. BFD 251 (4K e ) TP Mk
* failure_reason - LA R B Jl A2 —: G54 BFD &A= XS5 4A 0N BEF M & 4 ks A5
VISR 2] [N Dh A A bt AR A R A R R R s A M BFD L B 45 MRS ;s BFD %%
) i P A
BILRRAE: .
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gl%iﬁ,%\ SASA-4-337005: Phone Proxy SRTP: Media session not found for
media term ip/media term port for packet from in ifc:src ip/src port to

out_ifc:dest ip/dest port

VAR FIEN LA AIWCE] T R AE B EZ TP kb 5l 1119 SRTP 5% RTP i, (HEA A3 I
B AL (R AH N AR 2 1

* in_ifc - FiyAHE 1

* src_ip - ZHE AU 1P Mk

* src_port - Fgh AL R 5 v 11

* out_ifc - i

* dest_ip - ¥ 1 H 1) 1P Hidik

* dest_port - 4 001 H 1% 1

I AIRAE: W P S5 A R, SR IR BT R, R E AW BT RE TR AT
AR LR, (HRGEAEARSE K %28 SRTP i, RTP $d 0. 2 R A7 S pA s 2 s 1 ER B LE i 2, D)
2 IE{E 1% RTCP, A CUCM ZEH] . iR np iy i FEz th Bty 5, A0 Al AR i ik iy 2 5
iR A A PR AT B 355, W 5 AT B e 15 IEAE A FH A kit 82 TP kb Ry LT3R T8 24

gl%iﬁ,%\ $ASA-4-338001: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

YLAR: HIL T ok A DA BRSSP AN R A RSN B . threat level A7 iR A2
none. very-low. low. moderate. highfl very-high. category F4F Ht B s B4k 44 41 N B2 44 BAL ) i [A]
CHIAnAE )~ 2% . Rpis bR Sy R TR R

EIHIRME: R CICSG R SRV ) 3 PR TP HhhEERES A VAL, A
dynamic-filter drop blacklist 7y UL H 2 & 7 LK &= .

g'l%?ﬁ,%\ $ASA-4-338002: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr
/dest _port (mapped-ip /mapped-port ), destination malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

AR LT R B AL DR Hdhs P SN AL FU AL AR IR . threat level AT HY 2R BT E
Z—: none. very-low. low. moderate. highfll very-high. category 74 £ {75 48K 4% 41) N 2 44 ALY
JE DR e S 2 L R R S A T A

BEIRYIRIE: R CICSO B AUV ) AT AR 1P Mk ERERE AL T ERL, B
dynamic-filter drop blacklist 174 UL H 5 F 55 20 & .
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338003

3338004

338005

338006

333003 ]

%%E%iﬁf? $ASA-4-338003: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: ip address/netmask, threat-level: level value, category: category name

YLAR: I Tk A A IERREER TP AN R A T TP Ml )R . threat level 757 5 s LA N E
Z—: none. very-low. low. moderate. high/fll very-high. category 7% H i 7~k 44 51 N B 44 BTy
JREE (T 7 L R R Sh AR R A o

EINHIRME: R CICSEE SU ) f3F PYES TP bk PR ES A VAL, A
dynamic-filter drop blacklist 7y 4 UL H 2 & FF LK &= .

%§E%5ﬁ5§ %$ASA-4-338004: Dynamic filter monitored blacklisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr
/dest _port (mapped-ip /mapped-port ), destination malicious address resolved from local or

dynamic list: ip address/netmask, threat-level: level value, category: category name

YRR I T M BN IR B s PR SN BE AL L) TP Mk ROE U . threat level AT H WoR AR
{2 —: none. very-low. low. moderate. highfll very-high. category /-7 it i 7w K3 44 41 N PR 42 F
(R DAL (e 7 . RRIs AR SH RN TRREAR AT

BIRYIRME: R CICSPERM SV . T PR 1P HuhEER R L, A
dynamic-filter drop blacklist 174 UL H 5 F 55 20 & .

%E%iﬁﬁ% $ASA-4-338005: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), source malicious address resolved from local or dynamic list:

domain name, threat-level: level value, category: category name

WA R Al IEAE A SN BR A BRI (U DR L. threat level 747 3 BR BL M
Z—: none. very-low. low. moderate. highfll very-high. category T4 £ {74k 4% 51) N\ B 44 P
JE (e 2 4 . RIS R S AR SR .

BIAIRIE: KHPATAEATIRAE

gﬁ%;ﬁ%ﬁ $ASA-4-338006: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: domain name, threat-level: level value, category: category name
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YRR [n Bl PR AR 0 A v AN R A PR A RO IR B AR 4 . threat level ‘747 £ iR LR
{2 —: none. very-low. low. moderate. highfllvery-high. category -1 H K Is 44 51 N B4 H.
IR g e 2 I 26 . SRRy AR Sh R (R

BIRYIRAE: WAL T34t

%gﬁiiﬁfa %ASA-4-338007: Dynamic filter dropped blacklisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), source malicious address resolved from local or dynamic list:

ip address/netmask, threat-level: level value, category: category name

WA K H A ESS IR FE R PN R A R TP bk & O 4e . threat level F4F 5 WoR LT
{2 —: none. very-low. low. moderate. high#lvery-high. category F4°F H B~ Kk 44 FI N 44 .
R BRI e )7 L REIs AR Sh IR ARAT )

BIRIHRAE: KR RATEfTIRAT .

%E%iﬁﬁé $ASA-4-338008: Dynamic filter dropped blacklisted protocol traffic from in interface

:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: ip address/netmask, threat-level: level value, category: category name

VBRI B A U A EHE A R B N B A B TP Mk R AR IR O R4S . threat level T4 £ 7R DL
{22 —: none. very-low. low. moderate. high/lvery-high. category 74 £ i} 7~ ek 4 41 N B2 44
BRI R CB A X 4y REi R S R ) AR .

BRI EHPATAEATIRAE

%gﬁ%iﬁfa $ASA-4-338101: Dynamic filter action whitelisted protocol traffic from in interface
:src _ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr /dest port
, (mapped-ip /mapped-port), source malicious address resolved from local or dynamic list:

domain name
YERA: B Tk A BhAS R P AR B AN A4 R R R
BIHRAE: R PAT AT

EiRiHE 2asA-4-338102: Dynamic filter action whitelisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: domain name
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338103

338104

338201

338202

338103 ]

EEA: LT 1 A I 8 s A T AN 1 4% A ROE R
BIRYIRAE: BRI TR

%%ﬁ%iﬁﬁé $ASA-4-338103: Dynamic filter action whitelisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr /dest port
, (mapped-ip /mapped-port), source malicious address resolved from local or dynamic list:

ip address/netmask
YRR I Tk A Bl v s Bl R T AN A B TP bk R
BIBIRIE: BT ERAE .

=
Ho

%gﬁ%;ﬁﬁa $ASA-4-338104: Dynamic filter action whitelisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: ip address/netmask
BRI T n B ad v A Bl R T AN A4 B TP ik IR R
BICRYIRAE: LR PATAE A

gﬁ%fﬁfﬁ $ASA-4-338201: Dynamic filter monitored greylisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port) to out interface :dest ip addr
/dest _port , (mapped-ip /mapped-port), source malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

YRR HEL TR B BhAS I SRR B SN KA PRI R . threat level T4 3 R LML
none. very-low. low. moderate. high#ll very-high. category T4 £ {7 B4 44 51) N\ 2 44 PR iR
CH e 7 2% . R AR R Ly R TR B )

BIEIIRME: RGOS G R SV A8 PIES IP Mk PR ER A L, B

dynamic-filter drop blacklist 7172 ! dynamic-filter ambiguous-is-black 7% UL H#) Z R H .

%%E%iﬁfa SASA-4-338202: Dynamic filter monitored greylisted protocol traffic from
in interface :src ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr
/dest _port (mapped-ip /mapped-port ), destination malicious address resolved from local or

dynamic list: domain name, threat-level: level value, category: category name

YRR IR T 1 B AL IR A B PR BN 44 TS A4 ORI B . threat level “F 4 A3 ks LU
Z—: none. very-low. low. moderate. highfl very-high. category T & Kk 4 41 N\ B 42 Py
JRPET (T L R B OR Sh AR R o
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BWEYIRIE: R CACRB R R Vs ) o 8] A S TP M hEERER G TS, sl

dynamic-filter drop blacklist 7172 ! dynamic-filter ambiguous-is-black 7% UL H#)ZF LR H .

g'l?n&‘;ﬁ,%\ $ASA-4-338203: Dynamic filter dropped greylisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), source malicious address resolved from local or dynamic list:

domain name, threat-level: level value, category: category name

WAR: R4 CAELR A 3D YRS A R h I A4 LA R s (R RS R R TP ik i
Hr A B AL DEESEAE R A 84 o threat level “F47 H B RLUR{EHZ —: none. very-low. low.
moderate. highHl very-high. category = # W s Rl 44 FI N B4 PRI BR AT (9 e - I 2 L Ry B
ARG FAIE AR

BRRIE: RECEFANEEMET U W REARS E A 3) X5 1P k57 R A R4 R
ARERA VLRI A 0, E 25 dynamic-filter ambiguous-is-black 4> .

‘éi%i‘é],%l $ASA-4-338204: Dynamic filter dropped greylisted protocol traffic from in interface
:src_ip addr /src port (mapped-ip /mapped-port ) to out interface :dest ip addr /dest port
(mapped-ip /mapped-port ), destination malicious address resolved from local or dynamic

list: domain name, threat-level: level value, category: category name

YLER: RS ORI A I E AR B PR TP AN K4 B ROR I R R G SR R TP bk
FEEATT g Zh 25 1L 8 B AU PR R AN 3844 o threat level 57 /R LR {2 —: none. very-low. low.
moderate. highFl very-high. category =4 H Wt s R sl 44 HI N B 44 PR B DAL (9 TaE 7 I 4 . Ry
AR E R .

BRYRIE: RECEAXNEREMETIN . WSS E A3 A5 P k55N R A 4
RENI A VCRC I FIN I 4 B, 25 ] dynamic-filter ambiguous-is-black 74 .

giﬂnﬁ\ﬁ'%\ $ASA-4-338301: Intercepted DNS reply for domain name from in interface :src ip addr
/src_port to out interface :dest ip addr /dest port , matched list

WA REEETOHNANEH A AL, B4 A IronPort 5138 ) DNS M2,
* name - W4
o list - BEWA . EE ALY BA R IronPort 513K 151K
BIBYRIE: EHPATIEATEAE .

g'll?:&’;ﬁ.%\ %ASA-5-338302: Address ipaddr discovered for domain name from list , Adding rule
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338303

338304

338305

338306

338303 ]

YRR NI T AES A IERMINZR ) DNS W2 A HL TP MLk

* ipaddr - K [1 DNS N2 [#) 1P Huhik
* name - W%
o list - WA . BB O B 44 0 IronPort 4138 1 413K

BIRIIRAE: KR RATE TR

Ei%i‘ﬁ',%: $ASA-5-338303: Address ipaddr (name) timed out, Removing rule
WYEBR: AL IR IR A L TP ik MR o

* ipaddr - >k H DNS W2 H] IP Hihk
* name - W%

BILAIRIE: BRI T AT .

‘éia':é’}iéj,%l %ASA-6-338304: Successfully downloaded dynamic filter data file from updater server

url

YRR N BB ST TR A .
* url - SUFTFEFP RS 4 ) URL

BICHYIRAE: LR PATAE AR

gi;“;ﬁ,%\ $ASA-3-338305: Failed to download dynamic filter data file from updater server

url
WA Jovk Nl AL B s AR A S
* url - FHRET RS %5 1) URL

BEIBYIRIE: HILRAE ASA I HA DNSCE, LUE AT LAEAT S B R IR 45 4% URL. @R TCIE M ASA
Ping IR SS2%, 15 W28 B 300 2R USRI IE A ) X 285 02 B RN % ER O . ST i) R, iR
£l TAC.

Ei®HE 9ASA-3-338306: Failed to authenticate with dynamic filter updater server url
WEBA: ASA JoVont sl A kAR SRR IR 55 4 24T S O B IE

* url - SUPTREFP RS54 ¥ URL
HIRYIRME: BEREF TAC,
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%E%iﬁﬁ?: $ASA-3-338307: Failed to decrypt downloaded dynamic filter database file
YRR ok O N BB A DR B A S A
E‘L}\L E(]*;Tg1,'£: ﬁ/ \)E\%li’ TAC o

gﬁ%;ﬁﬁ?: $ASA-5-338308: Dynamic filter updater server dynamically changed from

old server host : old server port to new server host : new server port
TERA: ASA CLE i 25 ) SE BT AR 5 i 55 s E AL 11

* old_server host :old_server port - Z T )5 HTFE 7 i 55 o = AL B3 11
* new_server_host :new_server_port - #i ¥ HTFE 7 i 55 2% 5 ATUR oy 1]

BILAIRIE: BRI TAEATERAE .

gﬁ%iﬁfﬁ: $ASA-3-338309: The license on this ASA does not support dynamic filter updater

feature.
YEER: A USSR R VF AT D) RE: (0 ASA ERVFRIEA SCREIR D) BE
BICRYIRAE: LR PATAE TR

%ﬁ%iﬁfﬁ $ASA-3-338310: Failed to update from dynamic filter updater server url, reason:

reason string

AR ASA JoVE M BNAS L IERS BRI M 55 A T T
* url - JUFTFEFP IR 4545 1) URL
* string - RGN, ] fg2& LRI

- THSER TR T IR 55 35

- W B T AR i 45 4 ) 12

- W B TE AL i 45 45

- AEAA T SR SO P R B A %

- A

- BRBO

- WAL
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339001

339002

339003

339004

339001 [Jj

BIHYIRIE: A SRS A MM gt . SN RS54 URL 04T Ping #:/E, 41 show dynamic-filter
updater-client 1y 2 [F1%i H A FT7R o A DR ST VF 20 Mt R R 4% o G0 SR 0 44 3% B AN A2 In) ST 7
TR 4 B 0

HiRjHE 2ASA-3-339001: DNSCRYPT certificate update failed for <num tries> tries
LBA: DNSCrypt A REICEIIE+ 5T

* num_tries - DNSCrypt A BE3RIUIE 15 58 (1 £
BIRIRIE: KA LUT LI

* £ Umbrella IR 5545 B & T ## 1

* Umbrella [l 5% & th FHZ U R .

© R TIERRIR AR A LY.

EiRiEE  2ASA-3-339002: Umbrella device registration failed with error code <err code>
WEAR: Umbrella 34573 M K

* err_code - )\ Umbrella [Jx55 #53&% [0 () 5 2 0A5
EAEYRAE: W RS O

* 400 - 5 A% A ER A BAT . A T R AT R AR . B0 IE2- R Umbrella 2 A LR i
UL

© 401 - SRRFBL . W F Umbrella ¥ HIAR _E AR CRIE,  WH & RN ZE ASA L HH.
* 409 - &% ID 55— MNHLUFAE M. 1R Umbrella 5578 5 8 02

* 500 - WEBARSS 224t . 1HEK R Umbrella R4 28 5 B 51 .

’éia':é“}‘ﬁ,% $ASA-3-339003: Umbrella device registration was successful
15 AB: Umbrella ¥ &5 73 M T T &
BILHRIE: L.

gl;&iﬁ,%\ SASA-3-339004: Umbrella device registration failed due to missing token

AR T o4, Umbrella AR .
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BIRYIRIE: MARIEAR)R “umbrella” A FACE 2 W

%%E%iﬁﬁ% $ASA-3-339005: Umbrella device registration failed after <num tries> retries
1% AA: Umbrella ¥ £33 MR
* num_tries - W25t Umbrella IR 5545 b3 M IR EL

BALAYIRIE: fERZEH G 339002 W R BRI . TS5 339002 F ¢ H G TH B HfR ok ik
FHHATIER .

igﬁ%iﬁfa %ASA-3-339006: Umbrella resolver current resolver 1ipv46 is reachable, resuming

Umbrella redirect.
WLAA: Umbrella $TIF RN, T HARNT AR JCIEV ) o fERTARIRAE VU5, R4 Ok K.
BRI L.

%%E%iﬁﬁ% $ASA-3-339007: Umbrella resolver current resolver ipv46 is unreachable, moving to

fail-open. Starting probe to resolver.
12BA: O Umbrella fail-open FFA57 00 2 fE AT 28 S 7] U5 4] B ) /&8
BIBIRAIE: WA BCE ST ) Umbrella A7 4% .

%Eﬁ%iﬁﬁé %ASA-3-339008: Umbrella resolver current resolver ipv46 is unreachable, moving to

fail-close.
AR MIRHALE Umbrella fail-open SEAS I B AERAT 285 AN AT U5 1] (1) 1] 851
BEIAIRIE: R0 M4 B A SRR 0] Umbrella AT 4% -

%§E%5ﬁ5§ $ASA-3-340001: Loopback-proxy error: error string context id context id , context
type = version /request type /address type client socket (internal)= client address internal
/client port internal server socket (internal)= server address internal /server port internal
server socket (external)= server address external /server port external remote socket

(external)= remote address external /remote port external
WERA: IREMCHLSL T ASA RISAT RS —J7 NIV ] (48 o PRIRACEIE £ T 8k
* context_id - JRFANFRAIE - i AQHEIE 3K AR e ME— 32 74 5% ID
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340002

341001

3s0002 ]

* version - WX RA

* request_type- 1 KA, TILUELLUFHH—Fh: TC (TCPIEH:) . TB (TCP#F) S UA (UDP
FRIO

* address_type - HiEFSAY, LR DL N H A —Ff: P4 (IPv4). IP6 (IPv6) 5 DNS (544 45)

* client_address_internal/server_address_internal - Y5 [R]85 F S FEA A iz 55 4% F 13045 1 H

* client port_internal /server_port_internal - ¥R |01 P i FFR 0] AR 45 2% FH -1l 45 it 1

* server_address_external [remote_address_external - I[P 45 25 Fze B2 FHUAH T30 45 (1) kb

* server_port_external [remote_port_external - 0l I 45 %8 FIZCFE A LH 3815 A5 X

* error_string - W] 5 W6} [l UEAT MR HE R PR RS 0 -4 o

BRI I RS H BN EJFB R BRE TAC,

%E%iﬁf% $ASA-6-340002: Loopback-proxy info: error string context id context id , context
type = version /request type /address type client socket (internal)= client address internal
/client port internal server socket (internal)= server address internal /server port internal
server socket (external)= server address external /server port external remote socket

(external)= remote address external /remote port external

YLRA: PR AVF ASA FIgAT A =Ty MU Il M4 o BREARER A il 15 B, LAk MR
WA

* context_id - RFANFARIE - i AQHEIE 3K AR e ME— 32 /1% 5% ID

* version - XA .

* request_type-WisRFEM, AILUELL NI —Fb: TC (TCPi%EH:) . TB (TCP#FE) 5 UA (UDP

KIK)

* address_type - HWhERAL, ATLE LU AR —Fh: 1P4 (IPv4). IP6 (IPv6) Bk DNS (344 k%)

* client_address_internal/server_address_internal - ¥R [F| %5 F i FIR [ fie 45 2% FH T8 45 (1 ik

* client_port_internal /server_port_internal - 8912 it KA 9] Hig 252 FH -1 3845 1 ot 11

* server_address_external [remote_address_external - SN I 55 4 A #2 MWL T8 45 (1) ik

* server_port _external lremote_port_external - A JIR 55 #% FZCFE MU 3045 1) v 1]

* error_string - W 5 W) [l AT B AR IR PRV RS R 4 o

BIBIRAE: S RS H W EJFE R R TAC.

HiRHE 2ASA-6-341001: Policy Agent started successfully for VNMC vnmc_ip addr
WEAE: REECHIHERE (DME. ducatiAG il commonAG) CEI)E 5.

* vnme_ip_addr - VNMC JIR55 #3114 1P ik
HILHRAE: L.
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Hi%iH/S 2ASA-6-341002: Policy Agent stopped successfully for VNMC vnmc ip addr
AR REEACHEIEFE (DME. ducatiAG Al commonAG) U5 1k

* vnme_ip_addr - VNMC JIR55 #5314 1P Huhk
BIHRAE: k.

HiRiHE 2ASA-3-341003: Policy Agent failed to start for VNMC vamc_ip addr
WA MG ACHE B R
* vamc_ip_addr - VNMC 5545 11) IP Hihk

BESRYIRAE: AR BAS A a5 ) St s Fl disk0:/pa/log/vnm_pa_error_status. 2L H T 21
BRIEACEE, TH K registration host i 4 .

gl;&“;ﬁ,%\ SASA-3-341004: Storage device not available: Attempt to shutdown module $s failed.

WiRA: Ay SSD #f A A M oA E RS T SR B . R O 2l AR A, HE220k
e

* %s - AR (140 exsc)
EIAIRIE: R COIN BR A A e 1 R A 5 BT N E ASA.

258 2ASA-3-341005: Storage device not available. Shutdown issued for module 3%s .
WRR: T SSD #B L A At e A E R G AL TR SRS PR . RGEIEAE R AR AR

* %s - BAFH (B4 exse)
BEISCRYIRAE: 30 O MR sl A A e P Rl 48 S 0 In 2 B AR A B

gl%‘;ﬁ.% $ASA-3-341006: Storage device not available. Failed to stop recovery of module $s

WAA: BT SSD AR LR A MR ol AE R AT IRERE FMER . RAEZAK TS, H2ZER KM
* %s - A (140 exsc)
EIAIRIE: R COMN BR A A e () R A 5 BT N # ASA.
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341007

341008

341010

341011

342001

342002

31007 [

g’l;&iﬁ.%\ $ASA-3-341007: Storage device not available. Further recovery of module $s was

stopped. BLIERETFE LA Bl A4 BE5E

WRR: T SSD #B L A At e A E R G AL TR LIRS TR . RGTIEAEAE (R AR
* %s - BAFREH (B4 exse)

BIHIIRAE: B UM sl A s ) B A I T I R A A

gl%‘;‘ﬁ,% $ASA-3-341008: Storage device not found. Auto-boot of module %s cancelled. Install

drive and reload to try again.

WA RGHNFZIPREIT, Iy SSD AR TB AR ZUA A8 LA b sl B . th 33 sl ) g ER
IERATE B30 R SRR, IR DA DA AT vl HO A fid 45 1T 52 BELLE

BEIAHRAE R N B A A Wt PO S 58 S BT i 2 AR

g'l%?‘ﬁ,%\ $ASA-6-341010: Storage device with serial number ser no [inserted into | removed

from] bay bay no
AR ASA UKL ZHEA B ER G0, IFLRIAE Bt R 58 H G
BIHYIRIE: R HITAEATERAT .

%gl;&“;‘ﬁ,%\ $ASA-3-341011: Storage device with serial number ser no in bay bay no faulty.

AR ASATE 10 5N i — VR UKS) 5 (HDD) (IZ47IRA, S0 HDD 4b T kA, T/ st
PUNEE

BIRIRAE: KRR ATE TR

‘a*ia':éiﬁ,%\: $ASA-T7-342001: REST API Agent started successfully.
WLRH: AZIYG NI E B REST APTACEE, REST API %) ' iii A i fi & ASA.
BIEYIRIE: L.

$EIRSEE caca_ 3o , - .
gI1XIH. & $ASA-3-342002: REST API Agent failed, reason: reason
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1WAA: REST APIAREE R RETCVE)A B, B T A R g e, LRI RIAE 3 Boh R e
* reason - REST API ZIM 7] J5i 5]

BIAYIRAE: AP )BT S R IR 18 Bt DR SR (B DA M0 5o 10, 24 Java BEREAR/RAAEIN, REST
APUAREL I WA A AR 00, D 22 08T )53 2l REST APTACEE . W RH0H 3 sh AR sy, 155 8
Bt TAC BKRHEARA R B

gﬁ%iﬁgﬂ $ASA-3-342003: REST API Agent failure notification received. Agent will be restarted

automatically.
WiRA: CEIsk B REST AP AP MBEIE AN, REUIEAE 2R HOHT A 3l ACH .
BILBIRIE: L.

EiRIH S 2ASA-3-342004: Failed to automatically restart the REST API Agent after 5
unsuccessful attempts. Use the 'no rest-api agent' and 'rest-api agent' commands to manually

restart the Agent.
WRH: 22 5, REST APLARERBR LS 3

BIHIRIE: ARG HIE %ASA-3-342002 (W) DMEE S Tk is IS s . A
no rest-api agent 172 UL 2245 H REST API X2, 2R /51l rest-api agent iy 2 F87 )3 F§ REST API
AR,

%E%iﬁf%: $ASA-T7-342005: REST API image has been installed successfully.
WERA: AT e%E REST APL WS, A /A 3) REST API f{2.,
BILBIRIE: L.

%E%iﬁﬁ%: $ASA-3-342006: Failed to install REST API image, reason: <reason>.

WiRA: RESTAPTMUE AT fE T LA ML I 2 e R AR 2RI, R IAIE RN, kA Bk
BRICHE, AR A B R

B IR L D3 NAS BRI RO 22 ] “rest-api image <image>" FHr 3L .

%E%iﬁﬁé: %ASA-T7-342007: REST API image has been uninstalled successfully.

WLRA: DAZISE T EIELH ) REST APL WG, A BB IIm4 .
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32008 ]

BILHIERE: L.

342008

gll;&’;ﬁ,%\ $ASA-3-342008: Failed to uninstall REST API image, reason: <reason>.
WA H T LA R RN M JC LI REST APT W% - I8 ek s ] REST 4CHE .
HICRYIRAE: B ROV SEAE ] REST ARBE, AR5 A fess il 2 REST API B4
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