Z 4% HEE B 722001-776020

AREEAE L&A
* ID /T 722001 F| 722056 2 [ R, &1 11
« ID 4T 723001 %] 736001 Z [AIATHE , 25 15 1T
« ID 4T 737001 %] 776254 Z [AIITE & , 55 41 5L

ID 4F 722001 £ 722056 < (6] AY:E 2

A HE ID AT 722001 F) 722056 22 18] (K11 &

it“:'t‘ﬁ'g o .
BIXIB/& %ASA-4-722001: IP IP address Error parsing SVC connect request.
WER: SVC MR

BICHYIRAE: BN HEAT I A DA E SRR DS A T SVCBRIE . SVC RRAS AN BT XS 146 R Bt r
TG

722002

gll;&’;ﬁ,%\ $ASA-4-722002: IP IP address Error consolidating SVC connect request.
YRR A AN 1 AR R BAT A
BIEIRAE: WK 2 NAE, THRR & BRI R w2

122003

%ifé‘}‘ﬁ,% $ASA-4-722003: IP IP address Error authenticating SVC connect request.
WEA: 7 FERBER R .
BICRYIRAE: BN U 2 PR R I (AT fp KOG B I 1]
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722005

722006

122007
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%%E%iﬁf? $ASA-4-722004: Group group User user-name IP IP address Error responding to SVC

connect request.
YRR B LK AR T A
BARYIRIE: W2 NAE, THOR A BB AR B o T

gﬁ%;ﬁﬁ? $ASA-5-722005: Group group User user-name IP IP address Unable to update session

information for SVC connection.
YRR AT AN I A AR R BT HRAE
BIHIRAE: WK 2 NAE, TR BRI B s T

gﬁ%iﬁfﬁ $ASA-5-722006: Group group User user-name IP IP address Invalid address IP_address

assigned to SVC connection.
YRR WIS riC T ek

BRIRIE: A rIRE, WUEIF S IEHBHE T A, ORI £ A B 3 B AR 2 A SR L AR )
WA R LAR AR, WEECRUR TAC,

%E%iﬁﬁ% $ASA-3-722007: Group group User user-name IP IP address SVC Message: type-num
/ERROR: message

WAA: SVC K —4MH KA.
* type-num - /-1 0 2 31 Z (W MECF, FoR R WEEALR:
-0- IEH
- 16 - VEHY
- 17 - R G
- 18 - PRI BH 58 K 1A
-1-15. 19-31 - AR FIRALH
* message - >K [ SVC 1 3CAN B
BAHIIRAE: LR PATAE T4
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7122008 ]

722008

%%E%iﬁf? $ASA-3-722008: Group group User user-name IP IP address SVC Message: type-num
/ERROR: message

WRA: SVC R4 E.
* type-num - /-1 0 | 31 Z (A MHT, Fonl BRM. W EERAT.
-0- IEH
- 16 - V14
- 17 - SR G
- 18 - DRI BH 57 1
- 1-15. 19-31 - CUOR B FIRAL
* message - >K [1 SVC [ 3CAH B
BEYIRME: ERRHATAEATHRAE .

722009

%%E%iﬁf? $ASA-3-722009: Group group User user-name IP IP address SVC Message: type-num
/ERROR: message

WRA: SVC R 4&HE.
* type-num - /-1 0 | 31 Z[AMHT, Fomil BRM. HEBAAT.
-0- IEH
- 16 - E4H
- 17 - SR G
- 18 - DRI BH 57 ¢ 1
- 1-15. 19-31 - CUOR B FIRAL
* message - >K [1 SVC [ 3CAH B
BAEYIRME: EFR AT AT HRAE .

722010

%%E%iﬁf? $ASA-5-722010: Group group User user-name IP IP address SVC Message: type-num
/NOTICE: message

RBA: SVC KH—4H A
* type-num - /- 0 F| 31 Z [AIELT:, RonilBERA, WEFRMUT:
-0-1E%
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- 16 - 8
- 17 - BIHF G
- 18 - [R5 BH B 0 4]
-1-15. 19-31 - AR FIARALH
* message - K [1 SVC [ 3CATH B
BEYIRAE: BRI HRAE .

gi%“;ﬁ,%\ $ASA-5-722011: Group group User user-name IP IP address SVC Message: type-num
/NOTICE: message

WAA: SVC K41 B
* type-num - /-1 0 B 31 Z[HMECF, FoRHERA. WERALR:
-0 - IE%
- 16 - 8
- 17 - BIHF G
- 18 - [R5 BH B3 0 4]
-1-15. 19-31 - AR FIRALH
* message - K [ SVC {3 B
BEYIRAE: LRI HRAE .

liatl?:&iﬁ',%\ $ASA-5-722012: Group group User user-name IP IP address SVC Message: type-num /INFO:

message
WAA: SVC K4 E.
* type-num - /-1 0 2 31 Z (W MECF, FoRHERA. WERALT:
-0 - IEH
- 16 - VEHY
- 17 - R G
- 18 - PRI EH 58 K 1A
-1-15. 19-31 - AR FIRALH
* message - K [ SVC [ SCATH B
BAHIIRAE: LR PATAE T4

. F 4 H & 2 722001-776020
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122013

122014

122015

122013 [

%‘éla:éiﬁ,% $ASA-6-722013: Group group User user-name IP IP address SVC Message: type-num /INFO:

message
WRA: SVC R4 E.
* type-num - /-1 0 | 31 Z (A MHT, Fonl BRM. W EERAT.
-0- IEH
- 16 - V14
- 17 - SR G
- 18 - DRI BH 57 1
- 1-15. 19-31 - CUOR B FIRAL
* message - >K [1 SVC [ 3CAH B
BEYIRME: ERRHATAEATHRAE .

%‘éla:éiﬁ,% $ASA-6-722014: Group group User user-name IP IP address SVC Message: type-num /INFO:

message
WRA: SVC R 4&HE.
* type-num - /-1 0 | 31 Z[AMHT, Fomil BRM. HEBAAT.
-0- 1%
- 16 - E4H
- 17 - SR G
- 18 - DRI BH 57 ¢ 1
- 1-15. 19-31 - CUOR B FIRAL
* message - >K [1 SVC [ 3CAH B
BAEYIRME: EFR AT AT HRAE .

%g’ll;é“;‘ﬁ,%\ $ASA-4-722015: Group group User user-name IP IP address Unknown SVC frame type:
type—-num

WYLBA: SVC &KX TR MR, XA e SVC WA A T HUK .
* type-num - WA R EFHRIRRT
BN RYHRE: BF SVC JRAS,
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%gﬁ%iﬁfg%ASA—4—722016: Group group User user-name IP IP address Bad SVC frame length: length
expected: expected-length

WEEA: JCVAN SVC SRR (M 8l , IX T figs th SVC AN 2L .
BILBIRIE: WUk SVC A

gﬁ%;ﬁﬁ? $ASA-4-722017: Group group User user-name IP IP address Bad SVC framing: 525446,

reserved: 0
WLRR: SVC KIE T/ HAR IR, X0 REE B SVC AN A F B .
ERYIRIE: BAF SVC RA

%E%iﬁf% $ASA-4-722018: Group group User user-name IP IP address Bad SVC protocol version:

version , expected: expected-version
WAA: SVC KIE T B ARMIMIA, X nl 82 H SVC AN HA T .
HIHYIRIE: BiE SVC WA

gﬁ%iﬁfﬁ $ASA-4-722019: Group group User user-name IP IP address Not enough data for an SVC
header: length

WA oA SVC IR SR 5, IX T e 1 SVC AR S 2R
BILRIBRAIE: WL SVC hUA.

gﬁ%;ﬁfﬁ%ASA—3—722020: TunnelGroup tunnel group GroupPolicy group policy User user-name IP

IP address No address available for SVC connection
WAR: AnyConnect 2 i [ HE S} BC . A3 T I TP Mk,

* tunnel_group - 4 H /7 73 BB A -8 Sk (AR5 21 14 44 B

* group_policy - 4 FH ' 73 L I 4 SR W 1) 44 FR

* user-name - 5 IIH KOG H P () 24 FR

* IP_address - % P ot S 22 1P CHIERR)D Hbdik
EIATIRIE: K fiplocalip a2 A H MINCE, DLAE T4 BLgs 5 240 FnZH SR ms ()it o2 5 A 2 %
k. 7 DHCP BLE AR . M athhlb 2 WehcE .. 5 H IPAA R4 HEME, BAfiE AnyConnect
P U JoVE AR TP ik J A o
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122021

122022

122023

122024

122025

122026

1221 [

%gﬁ%iﬁﬁa%ASA—3—72202l: Group group User user-name IP IP address Unable to start compression

due to lack of memory resources
AR B LK AR T A
BIWBIRIE: WHEZNAE, THEBER sl B % 3.

%E%iﬁﬁa: $ASA-6-722022: Group group-name User user-name IP addr (TCP | UDP) connection

established (with | without) compression
YRR FEAT BB R AE RN LN 257 T TCP 5 UDP 4% .
BIRIBRIE: BRI AR,

gﬁ%iﬁfﬁ $ASA-6-722023: Group group User user-name IP IP address SVC connection terminated

{with|without} compression
YRR SVC CAEA BUBCH ARG L T 2 1k
BICHYIRAE: LR PATAE AR

%E%iﬁﬁ?: $ASA-6-722024: SVC Global Compression Enabled
AR WIRAEAH N P BB E S T SVC R4E, WK eV )5 2 SVC B AT BEIE H 4 .
BIRYIRAE: WAL

EIREE: $ASA-6-722025: SVC Global Compression Disabled
WA R RVFIGS: SVC EFHAATIEIE 4 .
BIHIIRIE: B AT A,

%ﬁﬁ%iﬁﬁﬁ $ASA-6-722026: Group group User user-name IP IP address SVC compression history

reset
WAR: KA T R4EE R . SVC I ASA THIE T bR,
BIIRIE: BT HATIEM A
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%%E%iﬁf? $ASA-6-722027: Group group User user-name IP IP address SVC decompression history

reset
WA KA T MRk, SVC I ASA T IE T AR R,
BIRYRIE: ERPAT MR

gﬁ%ﬁ%%ﬁ%ASA—5—722028: Group group User user-name IP IP address Stale SVC connection closed.
WLRA: ARAEHR SVC iEH T M.

BBYIRIE: EHRPITEMEAE. (B8, mRCE 2 ER:, WE bl Re k. N A
SVC H#&o

gﬁ%iﬁfﬁ $ASA-7-722029: Group group User user-name IP IP address SVC Session Termination:
Conns: connections , DPD Conns: DPD conns , Comp resets: compression_resets , Dcmp resets:

decompression resets

WER: RS E TR BEHNERCENE B . 1R connections KT~ 1 ¢ DPD_conns .
compression_resets 5 decompression_resets X W [ EUR T 0, W AT GE R R A7 A W 4% 0] Sk 1n) 8,
ARG T ASA BB ATV . A RIE Bl DPD R 2, W P A] RE oVl B
AT REE B P e A ) L

* connections - 23 1 IR R S R0 I @ IE A L)

* DPD_conns - [ DPD 5| [ 584 2 05

* compression_resets - [= 4 /7 52 10 5 1 EH I

* decompression_resets - fift 1 47 [/ 52 10 5% 5 I
BCRYIRAE: WA A SVC H&. BnT REA SR FTIT R IDUE 4 R T AR R n] BEAF AL 1) ) 45 T SE 4 ]
8

gﬁ%iﬁfﬁ $ASA-7-722030: Group group User user-name IP IP address SVC Session Termination:
In: data bytes (+ctrl bytes ) bytes, data pkts (+ctrl pkts ) packets, drop pkts drops

YRR IEAEICSR A TRA WIN I ZE T E B
* data_bytes - A\l (|9 SVC) i 14k
* ctrl_bytes - N3] 15 4L
* data_pkts - A\ 0k
* ctrl_pkts - A uh45 il 5 15k
* drop_pkts - Z 7\ 3l 250405 A0 4
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722031

122032

722033

122034

722035

122031 [
BILHIERAE: LR RATETAT.

gﬁ%iﬁfﬁ $ASA-7-722031: Group group User user-name IP IP address SVC Session Termination:
Out: data bytes (+ctrl bytes ) bytes, data pkts (+ctrl pkts ) packets, drop pkts drops.

WRR: IEAE IR IR AR I THE

* data_bytes - i3 (F] SVC) ¥ 775 %k
* ctrl_bytes - H i3 i 15 £

* data_pkts - H 55 fL

* ctrl_pkts - H 3% I EE A5

* ctrl_pkts - 57 ¥ H il HoE

BIRYIRAE:  ETRAT T4

gﬁ%iﬁfﬁ%ASA—5—722032: Group group User user-name IP IP address New SVC connection replacing

old connection.
YRR W) SVC IERR A . B RETGVEIERE
BIEIIRME: K SVC Hi&

%ﬁ%iﬁfﬁ $ASA-5-722033: Group group User user-name IP IP address First SVC connection

established for SVC session.
WAEA: O SVC &l @5 —4> SVC k.
BIHRAE: R PAT AT

%E%iﬁﬁ? $ASA-5-722034: Group group User user-name IP IP address New SVC connection, no

existing connection.

WA CRAEFEFEREZR. SVC ERBEI RS &R, WSIEREIAER, NAEZD
e SVC 8, ASA EFF. I RETeikER.

EWHIRME: KA ASA HEM SVC HE.

gﬁ%iﬁﬁa%ASA—3—722035: Group group User user-name IP IP address Received large packet length
(threshold num ).

F 4 B 2 722001-776020 .
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WRR: MR R TSR

* length - KA G K
* num - /g

EIAIRIE: 7E4LENE N\ anyconnect ssl df-bit-ignore enable 774, LLUSCVF ASA SR E (1) ¥
H T DF {7 R T 40 B o

gﬁ%;ﬁfﬁ $ASA-3-722036: Group group User user-name IP IP address Transmitting large packet
length (threshold num ).

WAR: RTMAEE B C AR B 7 . Bl SR AT BEANRIE % ) i K MTU . X w] e il T4 17
ANRT s 4 1R K 5 850

* length - A E 00 1K
* num - F{g

BILHIHERAE: KM SVC IR48, ML R AT AT

%E%iﬁﬁé $ASA-5-722037: Group group User user-name IP IP address SVC closing connection:

A HMTAERKE, SVCERCDAKIE. XalfeZIEWIT N, Walfe 2 ik,
* reason - SVC L 111 R K
BIATIRME: M SVC HiE.

gﬁ%iﬁﬁg\%ASA—5—722038: Group group-name User user-name IP IP address SVC terminating session:

reason .

A HTAERE, SVC it &b, X2 IEHAT N, Wl gee LikiE.
* reason - SVC &5 & IR A

BIBYIRIE: WiRZOb RS AN, ER A SVC HiE.

ﬁﬁ%iﬁﬁﬁz SASA-4-722039: Group group, User user, IP ip, SVC vpn-filter acl is an IPv6 ACL;
ACL not applied.

WERR: EN I ACL RAURIEM. T3t vpn-filter fiy4- K IPv6 ACL e N IPv4 ACL.

* group - 1) B2 SR 44 B
> user - 4%

. F 4 H & 2 722001-776020
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122040

122041

122042

122043

122000 [

cip- P RIAIL CRAMES) TP ik
* acl - To& ACL 44 FK

EIANIRE: AF ASA LI VPN R JERS AT IPve VPN eSS IR E, LM AAA (RADIUS) k552
eSS S MilRIEE T IEHIN ACL 287,

%E%iﬁf%: $ASA-4-722040: Group group, User user, IP ip, SVC 'ipvé6-vpn-filter acl' is an
IPv4 ACL; ACL not applied

YRR NN ACL 28R IERG. it ipve-vpn-filter fiv4-%f IPv4 ACL it & 4 IPv6 ACL.
* group - H 7 I 4 W& 44 FR
* user - ﬁﬁ}i'%
cip- HPASE CRAE TP Huhk
* acl - &3 ACL W FR

EIENIRE: K0F ASA LI VPN i JERS AT IPve VPN eSS AL E, LM AAA (RADIUS) k452
R S H. MR T IEMIN ACL 287,

%%E%iﬁf? $ASA-4-722041: TunnelGroup tunnel group GroupPolicy group policy User username IP

peer address No IPv6 address available for SVC connection.
WiRR: IPv6 Ml AGVE I ie4eiE s SVC % i o

* n - SVC HHARRFF
BIWBIRIE: AT, ¥ sl IPve bkt

%E%iﬁﬁ? $ASA-4-722042: Group group User user IP ip Invalid Cisco SSL Tunneling Protocol

WA JERk SVC 2t AnyConnect %% )" ¥ty IFAE 22 % o
* group - P IEAE S0 F2 1 21 S W& 1) 44 B
* user - [FAESAARIERL I P A FK
o ip - IEAESRIERL R 7 1) 1P Mtk

BIATIRMIE: J0UE SVC 8¢ AnyConnect 2 /7 i 7555 ASA FfE7¥.

gﬁ%;ﬁfﬁ %ASA-5-722043: Group group User user IP ip DTLS disabled: unable to negotiate

cipher.

F 4 B 2 722001-776020 .
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722045

122046

122041
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WRA: ok DTLS (UDP &%) o SSL IR E vl fe & .

* group - F P IEAE S0 F2 (1) 41 SR 1) 44 FR
* user - \EAESRIER I P I 44 FR
*ip - IEAEZ2RGER I H 16 1P bk

BIBYIRIE: KE SSLINSECE . ffa{f SSL N il & rh /04— N 414538 (AES. DES 5 3DES) -

gﬁ%;ﬁf@ $ASA-5-722044: Group group User user IP ip Unable to request ver address for SSL

tunnel.
WEA: T ASA LIAAEAE, Joikuiik IP Hulik,

* group - 1 IEAE S0 M 41 SRS 11 44 Bk
* user - IEAE SR I P IR 44 FR
e ip - IEAE SRR P ) 1P Hihik
* ver - IPv4 B¢ IPv6, J&T il K 1P HuhibpiAs

BERIIRAIE: PRAK ASA I S aly nsE £ A7

gﬁ%;ﬁﬁ? $ASA-3-722045: Connection terminated: no SSL tunnel initialization data.
YERR: B DE ORI . 1K ASA BTG .
EEYR4E: BERERE TAC Sk,

gﬁ%iﬁfﬁ SASA-3-722046: Group group User user IP ip Session terminated: unable to establish

tunnel.

BA: ASA ik BIEHSE. 1XE ASA AFELE .

* group - I J IEAE S R 1) 20 SR 1) 44 0
* user - IE{EZRIELIH P 24 7K
*ip - IEAEZ2RGERL L 1) TP Mk

BIBYIRIE: BCAREER TAC FoRF N,

%%E%iﬁf? SASA-4-722047: Group group User user IP ip Tunnel terminated: SVC not enabled or
invalid SVC image on the ASA.

WAR: H I Web Y28 5 5 22150 3l SVC 8L AnyConnect &Pt e ARAEA R A SVC JIRSS
B SVC BZIC A Ek Eﬁmﬂo BRI Lk, (HER S i AT AR AT A

. F 4 H & 2 722001-776020
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122048

122049

722050

122008 [}

* group - F J 1A SR B2 (1) 21 SR 19 44

* user - \EAESARIER G P 4 7R

*ip - IEAEZARER A S 1 TP Huhk
I AVIRIE: {1 sveenable iy 4 A H SVC. il i sve image iy & FH INACHT W%, SKRIGIE
SVC WG RRAS [ 52 3k

%E%iﬁf% SASA-4-722048: Group group User user IP ip Tunnel terminated: SVC not enabled for

the user.

1BE: B Web ) 5128 5 sk 2438 A 3) SVC 85X AnyConnect & /7 3o YA UL A H SVC
g5, BEEIERC 0L, PG iR AT .

* group - I J IEAE S R 1) 20 SR 1) 44 P
* user - IE{EZRIELIH P 24 7K
* ip - IEAES2RGERE L 1) TP Mk

ERYIRIE: A1 group-policy Fl username 7iv% 4y L 7 5 FH XI55

%%E%iﬁf? SASA-4-722049: Group group User user IP ip Session terminated: SVC not enabled or

invalid image on the ASA.

WAR: A ClId AnyConnect % P i 55k o ARAEA R A H SVC k%S, 8 SVC WG e Rk i
W SmiEBC%k.

* group - I P IEAE SR IE T2 10 41 SREms 1r) 24 ik
* user - \FAESRIER I P RIZ K
o ip - IEAESSRIERLM R 7 1) 1P Mtk

RIAUIRIE: {1 sve-enable wir 242 R)E ] SVC. JEILAF sve image v 2 FH & s, ki
iIE SVC W% ) 58 BEMEFIRRCAS .

gﬁ%;ﬁﬁa SASA-4-722050: Group group User user IP ip Session terminated: SVC not enabled for

the user.

WAA: )7 Cilid AnyConnect %) i ok . WAAILM AT SVC Hkds. ifigfk ot

* group - J1 7 IEAE ZARIE L (1 4 SR 1) 44 Bk
* user - IEAEZRERL M A4 FK
* ip - IEAESEER A (9 TP Sk

EHIRIE: 18T group-policy F1 username 4 4y e S FZARSS .
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%1%;%’% $ASA-6-722051: Group group-policy User username 1P public-ip IPv4 Address assigned-ip

IPv6 Address assigned-ip assigned to session
LR ¥R ML O BCes TR .

* group-policy - SCVFHI AR 1A A BR R4 SR gs

* username - [ ' 144K

* public-ip - TSR ) o ) A 36 1P ik

* assigned-ip - 53 BLL % ) i) IPv4 BY IPv6 Mtk
BIBIRIE: BT PATATATERAE .

%gl;&iﬁ,%\ $ASA-6-722053: Group g User u IP ip Unknown client user-agent connection.

WERA: ARENEA SRR SSL VPN %)™ b UGB ASA. M%) i 45 1 2.3.1 FR BB SVC
JEB AnyConnect %5 7 %ifj o

* g - F P s 4 skng

s u- P 4R

*ip - & P 1Ptk

* user-agent - W& F o B I H AR GRS BFE R
BIHIIRAE: THRIZ SR LR SSL VPN %% i o

%gl;&iﬁ,%\ SASA-4-722054: Group group policy User user name IP remote IP SVC terminating
connection: Failed to install Redirect URL: redirect URL Redirect ACL: non_exist for assigned
IP

WERA: 2% E 7] URL B AnyConnect VPN iE#: Kk A4 1%, M ISE #2UK | T ACL, {H ASA EANAE
FETESE W ACL.

* group policy - FLVFH 7 3REC; ) A PR PR 4 S s

* user name - V] Iv] (35 K 1 H P 44

* remote IP - RIXVZERAE KA FE 1P Hudik

* redirect URL - Fi-T- HTTP il & 5 & [1] /1] URL

* assigned IP - 5} e 1) 1P Mk

BILEYIRIE: 78 ASA FJCE M ACL.

%gl;&‘;ﬁ:%\ $ASA-6-722055: Group group-policy User username IP public-ip Client Type: user-agent

. F 4 H & 2 722001-776020
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122056

7122056 ]

YRR FR s P IEAE I B e I FH AR
* group-policy - SLVFR 3R in) AR 1) 4H 26 W
* username - 1] 11 24 F5
* public-ip - TR P i (1) 22 3 1P Huhik:
* user-agent - EFEZ P iR AL P ACEL AT . T H B $5 AnyConnect iR AXF1 AnyConnect 25 F
o (1) EALERAE R
BIRYIRIE: ERPAT MR

gﬁ%;ﬁﬁa SASA-4-722055: Unsupported AnyConnect client connection rejected from ip address.

Client info: user-agent string. Reason: reason

WA ML RS HEHER AnyConnect % ) SindE el dE 40 . R G0 H & 44 T HE 24 Js 8 DA K% 7 B A
B
* ip address - Z A5 IHE /7 i iEHE 1 TP Huhik o
* user- agent string - % )™ Ui K H (1 FH P AR GL . W U5 AnyConnect IRASHT AnyConnect %
J 3 ) AR R4
* reason - i 7 [H]

B RYHRAE: AR AR Ge H G b SR AR 2 i £ SR Ji DAL A e st ) AL

ID 4F 723001 £ 736001 < [B] AYE 2

723001

723002

AEAEE ID AT 723001 2] 736001 2 7] (I &

ﬁﬁ%iﬁfﬁ $ASA-6-723001: Group group-name , User user-name , IP IP address : WebVPN Citrix

ICA connection connection is up.
BB Citrix E# T I
* group-name - Citrix ZH [1] 4 F&
* user-name - Citrix [ /' {44 Fr
* IP_address - Citrix '] 1P ikt
* connection - Citrix & BFRIRFF

BILHIERAE: TR RATEfT AT

%E%iﬁf? $ASA-6-723002: Group group-name , User user-name , IP IP address : WebVPN Citrix

ICA connection connection is down.
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WRH: Citrix ZEHWIT.

* group-name - Citrix 2} /1% Fx

* user-name - Citrix H /' 114 Fx

* IP_address - Citrix F /' [f) IP Hbtik:

* connection - Citrix AR HFT
EARYHRAE: 24 Citrix ICA BEFE ) iy ]S54 EL ASA B AT LI, LR AT A
HAE, SO, BAEAE P B E Citrix ICA R WebVPN 251 /& 5540 T353R A
RS TR TARESRES, W B IEH . WH WebVPN 2554 TR 3R ES, %k ICA
&P A Citrix R8s 242 S IEH TAEH B BB iR, iR AE s FaEantk, M ILh—4
B, BOMAEAT TR T NY . A R B S, BB R R TAC JHR LTS & :

* 244

s ZEIRFER

* Citrix 2% #siC &

* Citrix ICA & /" 5ifi 5 B

o L) ) A0 R

o ARG B e RS AR

gl;&iﬁ.%\ %ASA-T7-723003: No memory for WebVPN Citrix ICA connection connection .
WEAA: ASA WAEAE . Citrix ERARIHL .
* connection - Citrix ZE#hr T

BAYIRIE: J0UE ASA AT IR TAE. Rl WA 2o DXHOAE RIS Do 2R ASA &b T 412
WA, WL 2 NAIFTHR ASA SRR ASA . AR R SR A7 A, 1R AL TAC.

gl%”;féi,%\ $ASA-7-723004: WebVPN Citrix encountered bad flow control flow .

WEAR: ASA TP AR RIANILAC R, X e B L R B, e s Pk ] B R A
K ICA JERIN AT B2 R AP L o

BIATIRIE: WS ASA [ ICA 8. W@ RIEAE, IR BR TAC.

ﬂ'—“::‘ﬁg o : ; ]
BIiXiIH.&S $ASA-7-723005: No channel to set up WebVPN Citrix ICA connection.
WiRA: ASA Joio Citrix G HriiiE.

BINAYIRIE: I0E Citrix ICA %)™ i Ml Citrix 55 4% 2 DA Ts sk . R IOHR ik, 55
JABIFEHI. A ASA T, R A ZE M IX IS DL . 2R ASA Ab T S BIRES,
WTH ASA ISINN A7 BRI 3. W R TSR A7 48, TR JERE TAC,
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723006

723007

723008

723009

723006 [Jj

EIRIHE  2ASA-7-723006: WebVPN Citrix SOCKS errors.
WAA: ASA BRI Citrix SOCKS iz

EBIAIRMIE: B0IE Citrix ICA B Ui 2T IEW TAE. UbAb, 1R # Citrix ICA & 7 uifl ASA 2 [a]f]
W ZIERRRES, FralER EERE . AT 5 RO S SR AE, I5EER R TAC,

giﬁ%“}‘ﬁ%\ $ASA-7-723007: WebVPN Citrix ICA connection connection list is broken.
WERA: ASA W Citrix EH 5 ORI,
* connection - Citrix EFEFR RS

BILHIHRAE: BUE ASA RIER TAE, Rl WAEMZErh DXIOAE I &L IR ASA Ab T 93k
WA, WIS ASA BN A7 B S 3k. R mEARAFAE, IR IR} TAC,

ﬁﬁ%iﬁﬁé SASA-7-723008: WebVPN Citrix ICA SOCKS Server server is invalid.
YRR 2 T VT ANMEAE Y Citrix Socks k5545«

* server - Citrix k45 28 bRIRFF
BIHIIRME: WAUEASA R IER TAE. EEESAEM A RIS . W2 B )
W, RA RN HIZ . W23 b DL R eyl B R s DL A5 B o R 8 BRI 45 IR}
TAC JEATH A, WL B, HHIIR WebVPN S iE14b TG 8k &0, 52 WebVPN 2

TR PR . W ASA Ab T SRR, WITH ASAL WS NP A7 B 8. Tt SR ie) i) AR A7
£, ERIE TAC,

%E%iﬁf% $ASA-7-723009: Group group-name , User user-name , IP IP address : WebVPN Citrix

received data on invalid connection connection .

AR B AAELE Citrix EH M EH .

* group-name - Citrix 21 [ % FK

* user-name - Citrix [ /7' f{J 44 Fr

* IP_address - Citrix /'] 1P ikt

* connection - Citrix JERFRIRT
BINADIRIE: WA Citrix M AEE A Re & 1lE, HACKARIGsIN A B W 7iERE. =)
ST O RN, PAAZ ORI Citrix ICA B . a1 ASA &b T =i i 80iRE, MIFH ASAL A
EE SRR 3. ST RAEAE, IR ISR TAC.

F 4 B 2 722001-776020 .



B 00

723010

723011
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%E%iﬁf? $ASA-7-723010: Group group-name , User user-name , IP IP address : WebVPN Citrix

received closing channel channel for invalid connection connection .

WLAR: WCEIA AR Citrix FERR IR, X A2 R EE IR (B i kD Bk &
ICA MERTEUR, JUH AW 45 E IR 0l Z A 1] .

* group-name - Citrix 21 [{ % FK

* user-name - Citrix H /™[4 ¥R

* IP_address - Citrix [T /7 ] IP Ml

* channel - Citrix JHE bR IRAF

* connection - Citrix AR HFT

BIBIRAIE: D5 ASA 1 ICA FEHH, i ASA SRICEZ AT,  sltfiff ok W9 45 ) .

%E%iﬁﬁ% $ASA-7-723011: Group group-name , User user-name , IP IP address : WebVPN Citrix
receives bad SOCKS socks message length msg-length. Expected length is exp-msg-length .

WAA: Citrix SOCKS 71 B K JEA IEHf .
* group-name - Citrix 21 [{] 4 &
* user-name - Citrix [ /' f{1 44 Fx
* IP_address - Citrix /[ 1P ikt

BIBIHRAE: 0UE Citrix ICA %% )i 17 1R W TAE. BLAh, Kt ICA %/ 3kl ASA Z IAJ ) 9 2% 14 2
W&, FEEZENEI. ORISR, WER SR, TR AR TAC,

%ﬁ%iﬁfﬁ $ASA-7-723012: Group group-name , User user-name , 1P IP address : WebVPN Citrix

received bad SOCKS socks message format.

WEAA: Citrix SOCKS 71 Bk 2UANIE M

* group-name - Citrix 2 [{] % FK

* user-name - Citrix /7 44 KR

* IP_address - Citrix /[ 1P ikt
EANRYHRAE: BF Citrix ICA &/ Ui & 5 1% TAE. IbAk, e ICA % P i fll ASA 2 [R] P ) 25 3 4%
RS, FREREARED . T ARG, W AR A AE, 1R IR TAC,

gﬁ%;ﬁf@ $ASA-7-723013: WebVPN Citrix encountered invalid connection connection during

periodic timeout.

WAA: ASA W Citrix THIN 25Ok, H Citrix E LR
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123014 [

* connection - Citrix AR IRLT

EIBYIRIE: KA Citrix ICA & /Ui Al ASA Z [ LA K ASA Fll Citrix Ji 45 2% 2 IR M 453 8z . R vAT
iy SEE LRI, TR AEIR R AL, BN ASA A IE S TAE, Hralik = N AR ZE rh X ) i . 45
ASA b FE OIS, WISREE Z NAE, TI4 ASA BREMG K. R RS RIFAE, IEER BB
TAC.,

123014

%E%iﬁﬁé $ASA-7-723014: Group group-name , User user-name , IP IP address : WebVPN Citrix

TCP connection connection to server server on channel channel initiated.

WEAE: ASA Wi Citrix 274 MW ICIERE Citrix RS54

* group-name - Citrix 21 /{14 F&

* user-name - Citrix H /™[4 Fx

* IP_address - Citrix F /' ) IP Hbtik

* connection - JEHZ 4 i

* server - Citrix k55 25 FRIRFF

¢ channel - Citrix HIEAR R CHN3EFD

BIARIE: KHRPATAEITIRAE

724001

gﬁ%iﬁfﬁ $ASA-4-724001: Group group-name User user-name IP IP address WebVPN session not

allowed. Unable to determine if Cisco Secure Desktop was running on the client's workstation.

WRA: HIT7E ASA LAREE CSD LSRR &4 R A AR, R VRISl

* group-name - 41 1] 4% Fx
* user-name - 1 )7 HI 4R
* IP_address - IP il

BWBIRRAE: Wi %) i KA A T BT IC URL . B P S 148 CSD JFEBT £ £ 31 ASA.

724002

%E%iﬁﬁé $ASA-4-724002: Group group-name User user-name IP IP address WebVPN session not

terminated. Cisco Secure Desktop was not running on the client's workstation.

WAA: CSD ARAER ) umit HHL EEAT.

* group-name - 41 1] 4 Fx
* user-name - /7 [ 44 FR
* IP_address - IP Jiliik

BIRIIRAE: WUEE AR Al AR S SR 2 Mz AT CSD.
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%%E%iﬁf? $ASA-6-725001: Starting SSL handshake with peer-type interface :src-ip /src-port

to dst-ip /dst-port for protocol session.
WAR: Ot SR (WJLUER P sl iss a4y ) 1 SSL #2F-.
* peer-type - IR 5545 5% P, ARG T OREERE W
* interface - SSL 214 Al FH 14 1 44 K
* source-ip - Y5 IPv4 Y IPv6 Hbik
* sre-port - Jiidi 15
* dst-ip - H ¥ 1P Hiuhik
* dst-port - H i 15
« protocol - [l T~ SSL #2 T SSL hiiA

BIRIIRAE: KR RATAE TR

gﬁ%iﬁf? %ASA-6-725002: Device completed SSL handshake with peer-type interface :src-ip
/src-port to dst-ip /dst-port for protocol-version session

WAR: CTh R IR B SSL 42 T
* peer-type - IR 55 ds 50& F ui,  FAREGR T RORIERE 1) e &
* interface - SSL & Uf i FH 182 1 4 7K
* source-ip - i IPv4 ¥ IPv6 il
* sre-port - Jii¥i 15
* dst-ip - H ) 1P Mk
* dst-port - H ¥1%5 15
* protocol-version - IEAEAF ) SSL #pl A : SSLv3. TLSvl. DTLSvl. DTLSv1.2. TLSvl.1
8¢ TLSv1.2

BILHIHERAE: LR RAT R4

%gﬁ%;ﬁﬁa%ASA—6—725003: SSL peer-type interface :src-ip /src-port to dst-ip /dst-port request

to resume previous session.

YLBR: AR B IEAE 2K S 2 A SSL 231 .
* peer-type - IR 452380 Py, HAKI T R ARIERE &R &
* interface - SSL 2> 1 {8 FH 4% 11 24 7K
* source-ip - J5 IPv4 Y IPv6 il
* sre-port - Y 15
* dst-ip - H 1 1P Huhk:
* dst-port - H ¥)¥ 15
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725004

725005

725006

725004 ]
BILHIERAE: LR RATETAT.

%E%iﬁf% SASA-6-725004: Device requesting certificate from SSL peer-type interface :src-ip

/src-port to dst-ip /dst-port for authentication.
WERA: ASA CFRE ik 15 LAHEAT 5 4y B
* peer-type - RS- A5 0%, R TR EE B
* interface - SSL 231 {1 FH 2 111 44 %
* source-ip - J§ IPv4 o} IPv6 il
* sre-port - JF i [
* dst-ip - H 1 IP ik
* dst-port - H M 15

BIRYIRAE: KRR fTIRA

glﬂ%?ﬁ%\ $ASA-6-725005: SSL peer-type interface :src-ip /src-port to dst-ip /dst-port
requesting our device certificate for authentication.

WA RSS2 B R ASAIAE 1 LLEEAT S 30AIF
* peer-type - IR 55 a5 50K i, FARHGR T ROGRIERE 1) B &
* interface - SSL 3 Ui fif FH (1) 4% 1 44 %
* source-ip - Y5 IPv4 I IPv6 Hiht
* sre-port - Y5 15
* dst-ip - HH) IP Huhk
* dst-port - H )ity 15
BICHYIRAE: LR PATAE AR

gﬁ%iﬁﬁa%ASA—6—725006: Device failed SSL handshake with peer-type interface :src-ip /src-port
to dst-ip /dst-port

YLBR: LR A I SSL ¥R TR,
* peer-type - JIlR 55 s 80 7 i, ARG T AR IE R R B
* interface - SSL 2> 1 ff FH 4% 11 A4 FK
* source-ip - J§i IPv4 ¥ IPv6 il
* sre-port - Y5 5
* dst-ip - H I IP ik
* dst-port - H ¥ 115
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BIEYIRIE: ARG HEW R 725014, EUH T RMURE

%E%iﬁf% $ASA-6-725007: SSL session with peer-type interface :src-ip /src-port to dst-ip
/dst-port terminated.

WAA: SSL &ifi ik,

* peer-type - JIR 55 ds % i, ARG T ARGRIERE ) B &
* interface - SSL 21 {8 FH 2 11 A4 7K
* source-ip - Ji IPv4 o} IPv6 il
* sre-port - 5 15
* dst-ip - H 1 IP ik
* dst-port - H 1% 5

BIRYIRAE: KRR ATE TR

’E’Ha':é;é],% $ASA-7-725008: SSL peer-type interface :src-ip /src-port to dst-ip /dst-port proposes
the following n cipher(s).

YRR FH e SSL e il )% = .
* peer-type - IR 55 a5 50K P i, FAREGR T ROGRIERE 1) B &
* interface - SSL 23 1 { FH 42 1 44
* source-ip - J§ IPv4 I} IPv6 il
* sre-port - Y5 145
* dst-ip - HH) IP Huhk
* dst-port - H )ity 15
* n - SESCRRIN A U
BCRYIRAE: LR PATAE IR

gﬁ%iﬁfﬁ%ASA—7—725009 Device proposes the following n cipher (s) peer-type interface :src-ip
/src-port to dst-ip /dst-port

WLAA: I m) SSL AR5 i ) 2% o
* peer-type - [R5 25805 Py,  HAKIGF R ARIERE & &
* interface - SSL 231 FH 4% 11 A4 FK
* source-ip - J5 IPv4 Y IPv6 il
* sre-port - Y5 15
* dst-ip - H 1 1P Huhik:
* dst-port - H ¥)¥5 15
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725010

725011

725012

7125013

7125010 ]

* n - SRR AR
BIHIERAE: LR RATE AT

$BIRIH B sASA-7-725010: Device supports the following n cipher(s) .
WA LTS ASA SCRFRII T SSL 2 il i % s UE i .

* n - SRR E AR
BILBIRIE: LT PATAE TR

EiRjH 2 2ASA-7-725011 Cipher[order ]: cipher name
WEAA: YRR IV R 725008, 725009 A 725010, i EFE 8 25 A4 FR K H IR .

* order - % X % X UF
* cipher_name - #1451 (1) OpenSSL % fith 44 F4

BIRIIRAE: BT 3R AT

%E%iﬁf% %$ASA-7-725012: Device chooses cipher cipher for the SSL session with peer-type

interface :src-ip /src-port to dst-ip /dst-port.

WA A R kP T SSL &1l 4 =K.

* cipher - #3514 1K) OpenSSL # i 44 Bk

* peer-type - JIR 55 a5 5% P b, HARHGR T ARGRIE R B &
* interface - SSL 23 1 {1 FH [ 1 44 %

* source-ip - Y5 IPv4 T IPv6 ikt

* sre-port - Yk 15

* dst-ip - HI) IP ik

* dst-port - H % 115

BIRIRAE: KR RAT TR

gﬁ%;ﬁfﬁ%ASA—7—7250l3 SSL peer-type interface :src-ip /src-port to dst-ip /dst-port chooses

cipher cipher

WA UM AR S5 ARiE B T SSL & iE & L,
* peer-type - RS- 28 i, HAREGR TR E R ) ¥ %
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B 01

* interface - SSL 23 1 ¥ FH 422 1 44 %

* source-ip - J& IPv4 Y, IPv6 il

* sre-port - Y5 15

* dst-ip - HI) 1P ik

* dst-port - H )ity 15

* cipher - #1551 % 1] OpenSSL #Hi5 44 Fx

BILHIERAE: LR HATEfT AT

7125014

ﬂ‘ﬂt‘ﬁg o : ] i
galxiIH & %$ASA-7-725014 SSL lib error. Function: function Reason: reason
WLBA: 75 SSL 48 T AU B A o

* function - 75 J MUK R B2 ik
* reason - R I 14 15

I BYERIE: 75 DR TAC R5ATAT SSLAH O fn) AU s I b v &

725015

giﬁ%“}‘ﬁ%\ $ASA-3-725015 Error verifying client certificate. Public key size in client
certificate exceeds the maximum supported key size.

YRR T AR ORI BPIR/N, SSL %% i lE F s ik R
BALHIHRAE: A A PR/ T EE T 4096 A7 (1% 7 S liE 1S o

725016

gﬁ%iﬁﬁa%ASA—6—725016: Device selects trust-point trustpoint for peer-type interface :src-ip
/src-port to dst-ip /dst-port

YRR AR IRSS AR A FRIE R (SND), H T4 @ R e nl ge it - 0 ERCERIE . tbah, AR
INIERE T WANMIE AT . SRS H & &8 H G AT 5 (H interface :sre-ip Isre-port 38 7E ) o

* trusipoint - F T4 € EH I C L EAS AT S A4 FR

* nterface - ASA L [P4Z I 44 FK

* src-ip - REEURI TP Hiuhil:

* sre-port - X SRR

* dst-ip - HARI 1P Hidik

* dst-port - H 5% H 5

BIRIIRAE: KRR ATAE TR
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125017 [

125017

%%E%iﬁf? $ASA-T7-725017: No certificates received during the handshake with %s %$s :%$B /%d to

$B /%d for %s session
AR TR i AR RIE A WE TS .
* remote_device - bR 1T 5% P i R S5 SR IAT TR T
* ctm->interface - RIEE F-IH 2 F%
* ctm->src_ip - SSL RS54 1 IP #hhl, HoW 5% i idi (5
* ctm->src_port - SSL w552 s 1, HoRE 5% P bl 5
* ctm->dst_ip - )7 i fF) 1P Hihik
* ctm->dst_port - % F i i S I A ) g 1)
* s->method->version - 2551 Ty S M UCAS (SSLv3. TLSv1 5 DTLSv1)

BIRIIRAE: R HATAE TR AE .

726001

gﬁ%iﬁfﬁ%AﬁA—6—72600l: Inspected im protocol im service Session between Client im client 1
and im client 2 Packet flow from src ifc :/sip /sport to dest ifc :/dip /dport Action:
action Matched Class class map id class map name

YEAR: OO IM W AT IM A HLig A2 4508 45 1F . AT DT & R 44
* im_protocol - MSN IM B¥, Yahoo IM
* im_service - IM IR %5, BIQIIR . 5. SCPRAESRT. WEr. . Uk ECR S0
s im_client 1, im_client 2 - {E231G PAE A IM RS 1% P i 5 554K client_login_name 5% “?”
* src_ife - YHE 44 FR
* sip - Y& IP Hbhk
* sport - Yi¥i I
* dest _ifc - H 14K
* dip - HF5 1P ik
* dport - H 13 1]
* action - PN A EEER, EaiERail
* class_map_id - VLICIIZRILT 1D
* class_map_name - VCHL FIFEWG 44 Fx

BILHIERAE: LR RATE T4

730001

%ﬁ%iﬁfﬁ: $ASA-7-730001 Group groupname , User username , 1P ipaddr : VLAN MAPPING to VLAN

vlanid
AR VLAN WS ).
* groupname - 41 4 F5%
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730003

730004

730005
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®* username - )ﬂ}_‘fé
* ipaddr - L2 TE ) TP Hihk
* vianid - - VLAN BL215 1) VLAN ID

BIRYIRAE: WAL fT3RAT

’éia':éiﬁ,%\: $ASA-7-730002 Group groupname , User username , 1P ipaddr : VLAN MAPPING to VLAN
vlanid failed

AR: VLAN M 2k W o

* groupname - 4 4

® username - ﬁﬁﬁg

* ipaddr - L2 T5 ) TP Hihk

* vianid - 1T VLAN B 2515 f) VLAN ID

BILAYIRIE: WUEPTAT VLAN BUHIGECE 2 IE, LR VLAN ID 2543

HIRIE B 2ASA-7-730003: NACApp sets IP ipaddr VLAN to vlanid

WEAA: ASA WgF5K H NACApp ) SNMP 413 &, A4sif% & ¥ VLAN ID.
* ipaddr - 2315 TP Hidik
* vianid - }-7- VLAN WUt 231511 VLAN ID

BIRYIRIE: LR PATAE AR

g’l;&“;ﬁ.%\ $ASA-6-730004: Group groupname User username IP ipaddr VLAN ID vlanid from AAA

ignored.
AR A AAA YWEF VLAN ID AT 4770 1 VLAN ID, X450 ih, ik L 2ms .

* groupname - 4L %R

* username - 7 44

* ipaddr - L2315 TP Hidik

* vianid - i T- VLAN WU 2515 ff) VLAN ID

BWEYIRAE: A AL AU DRI VLANID, R ZEWOT AT aih. S0, TRATET#AE.

g’l;&“;ﬁ.%\ $ASA-3-730005: Group DfltGrpPolicy User username IP VLAN Mapping error. VLAN

vlan id may be out of range, unassigned to any interface or assigned to multiple interfaces
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730006

730007

730008

730006 [Jj

WAA: CRZE VLAN Wefifdhi%. VLAN gV ROBCAATME D iis 2480,
EIBYIRIE: BF AAA JIRSE8F1 ASA ) VLAN ID Wt & 215 #BIE

’éia':éiﬁ,%\: $ASA-T7-730006: Group groupname , User username , 1P ipaddr : is on NACApp AUTH
VLAN vlanid .

WAR: S IHIEFEHEAT NACApp %4Vl .
* groupname - 4 4
* username - )ﬂ}_':gl
* ipaddr - L2 TE ) TP Hihk
* vianid - i VLAN BL215 1) VLAN ID

B RYIRAE: KBTI fTIRA

g’l?&}ﬁ:%\ $ASA-7-730007: Group groupname , User username , 1P ipaddr : changed VLAN to <#%s
> ID vlanid

WAA: U 058 NACApp BRI NAC ##%) 4 7F(h, JFH VLAN L)\ AUTH VLAN S50k B
VLAN.

* groupname - HAM

® username - )ﬂ)_'%

* ipaddr - JL23 5P 1P Huhl:

* %s - T E

* vianid - /1T VLAN B 415 VLAN ID

BIRIIRAE: KRR ATEfTIRA .

giﬁ%i‘ﬁ%\: $ASA-6-730008: Group groupname, User username, IP ipaddr, VLAN MAPPING timeout
waiting NACApp.

WERA: NACApp (ELE}NAC BE4) 22 AVl e a)EE H ic B R A

* groupname - 41 4 FK
* username - 1) %4
* ipaddr - L2 TE R TP Hihk

BIBIERIE: K& NACApp WEIPIRA.
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%E%iﬁﬁ?: $ASA-5-730009: Group groupname , User username, 1P ipaddr , CAS casaddr , capacity

exceeded, terminating connection.
WEA: HiH T NACApp CE}NAC #&4) CAS A&, A IHe NS iE R 2L,

* groupname - 4L FR

* username - H ' 4

* ipaddr - 235 TP Hidik

* casaddr - CAS (Clean Access Server) 1 IP Hiht

BIBIRIE: AHEIMESHT K Z DA RINFLE 55 CAS HRIRI TR, DA CRAN 2B D AR B A o

%ﬁ%iﬁﬁ%: $ASA-7-730010: Group groupname , User username, 1P ipaddr , VLAN Mapping is enabled
on VLAN vlanid .

WA SUET AT VLAN B .

* groupname - 4 2

* username - ] 7 44

* ipaddr - 235 TP Hidik

* vianid - i T- VLAN WU 2515 f) VLAN ID

BILHIERAE: LR RITE AT

%E%iﬁf?: $ASA-6-731001: NAC policy added: name: policyname Type: policytype .
WERA: L ASA ¥R T i) NAC 5.

* policyname - NAC & 1) %4 K
* policytype - NAC &)Y

BLHYIRIE: CRHIT TR .

%E%iﬁﬁ%: $ASA-6-731002: NAC policy deleted: name: policyname Type: policytype .

BA: CA\ ASA IR T NAC RN,

* policyname - NAC S [¥) 44 Fx
* policytype - NAC S & 125 7Y

BIRYIRAE: WAL TR
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731003

732001

732002

732003

131003 [

gl;&iﬁ,%\ %ASA-6-731003: nac-policy unused: name: policyname Type: policytype .
WRR: REURMH NAC Hems, I R AE S A FRAIE . HIRBA A AT NAC 5 .
* policyname - NAC & 1) 44 K
* policytype - NAC g [

BN AYIRAE: WAL AU HERTK) NAC S0, A0E S IERBLA NAC 5mg. I, Jof ATy
ko

giﬂ%i‘ﬁ%\: $ASA-6-732001: Group groupname, User username, 1P ipaddr, Fail to parse NAC-SETTINGS

nac-settings-id , terminating connection.
WAR: HTBRATTHWNA, ASA LN NAC WKE.
* groupname - 412 F
* username - H ' 4
* ipaddr - 2315 IP Hidik
* nac-settings-id - 1+ NAC i3 €251 ID

EIRYIRIE: THASA AT, (EIE IR B2 B vk H G P AT AT AR o G SR (] AU R AT A, TG
ZE TAC.

gii%i‘ﬁ.%: $ASA-6-732002: Group groupname, User username, 1P ipaddr, NAC-SETTINGS settingsid
from AAA ignored, existing NAC-SETTINGS settingsid inuse used instead.

WAA: NAC 8 ID RN, KRBT DA NAC B ID.

* groupname - 444 F

* username - 11 ) %4

* ipaddr - W23 TR 1P Hikik:

* settingsid - WE 1D, N4 NAC & 4K

* settingsid_inuse - T IEAEAT Y NAC & & 1D
BEARYHRAE: WA DN FBN ) NAC W& 1D, 20 i S W T B A R B ) NAC & 1D & 8o
Wio MW, EHRHATEMTHERAE.

gii%i‘ﬁ,%\: $ASA-6-732003: Group groupname, User username, IP ipaddr, NAC-SETTINGS

nac-settings-id from AAA is invalid, terminating connection.

AR A AAA YR NAC B35 AL
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* groupname - 41 4 FK

* username - 11 %4

* ipaddr - J23TE ) 1P Hikik:

* nac-settings-id -} T NAC i3 €251 ID

BIHYIRIE: WUF AAA RS AT ASA B NAC B8 e B2 5 # IE -

gﬁ%iﬁf? $ASA-4-733100: Object drop rate rate ID exceeded. Current burst rate is rate val
per second, max configured rate is rate val ; Current average rate is rate val per second,

max configured rate is rate val ; Cumulative total count is total cnt

WERR: TH R AP IR B OB H i 0 1 VAR B B R B 1 B R R o N BT LU 1ML TCP/UDP
B I TP BN RS S s B R BGE S BN S PP B . ASA WIBESZE] T Bl

* Object - ZALHF R — AR @ Rk UR, A READHE LA T 25Tl -
- 5 Kk 4
- I
- T3 AR R
- DoS ¥
-ACL E{L
- JEFERR
- ICMP Hiti
- FH
- SYN Hifi
- Ky
-
CRRE % 5 e BefT 2 M. B, &rlfEs A 2 8O/HTTP, X4 i H 2 &1l
HTTP % 1 80, )
* rate_ID - - IR E I Z . K2 HO G52 vl DG E = MO 132, BT AN PR Ik ] 18] B o
* rate_val - F5 52 A
* total_cnt - BB B R 25 1 B 4.
DU AN 7R 1 3k AR 2 o] 2 AR
* X T CPU s Ze BRI T 804 1 R AU

%ASA-4-733100: [Interface] drop rate 1 exceeded. Current burst rate is 1 per second, max
configured rate is 8000; Current average rate is 2030 per second, max configured rate is

2000; Cumulative total count is 3930654.”

o X T R ESGE S EU AR

. F 4 H & 2 722001-776020
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733100 [

$ASA-4-733100: [Scanning] drop rate-1 exceeded. Current burst rate is 10 per second max
configured rate is 10; Current average rate is 245 per second max configured rate is 5;
Cumulative total count is 147409 (35 instances received)

* X B AR SGT S EU A

SASA-4-733100: [Bad pkts] drop rate 1 exceeded. Current burst rate is 0 per second, max
configured rate is 400; Current average rate is 760 per second, max configured rate is 100;
Cumulative total count is 1938933

o TP E 3143 2 F threat-detection rate scanning-rate 3600 average-rate 15 7% :

SASA-4-733100: [144.60.88.2] drop rate-2 exceeded. Current burst rate is 0 per second, max
configured rate is 8; Current average rate is 5 per second, max configured rate is 4;
Cumulative total count is 38086

HRAE B P SR B F 0 SR I HAT L DR
1o SR R R SO DL R I — T

* B Kk

«

o L PRI

* DoS Hiiti

* ACL 4

* ERE PR

« ICMP Hili

4

* SYN Hif;

o K

s N

BIARIE: R Eis TN E AR TR .

1. ffi ] threat-detection rate xxx A2 K- 28 2500 I (T R0 38 S0 e, A, oo HRLU R HA
*glﬁ:

* acl-drop
* bad-packet-drop
* conn-limit-drop
* dos-drop
* fw-drop

icmp-drop

inspect-drop

interface-drop

scanning-threat

syn-attack
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2. AR E X B2 TCP 2 UDP 3 . TP Huhb el EHL A0, R Ais AT 35 10 2 A0 3 2 1 ml 42

5o

3. ffi[f] threat-detection rate bad-packet-drop i 2> K4 i o0 1) 190 (1 25 1 48 by 3 24 (4 .

a4

WA B R E AR %2, LUl no threat-detection basic-threat iy 245 H € o

%E%iﬁﬁ? $ASA-4-733101: Object objectIP (is targeted|is attacking). Current burst rate is
rate val per second, max configured rate is rate val ; Current average rate is rate val per

second, max configured rate is rate val ; Cumulative total count is total cnt.

WLAH: ASA R B AL (R 1024 AT TP Z & BHD EESHINS CREEH) 5T
IEfERAH (oA BahE ERS .

* object - Bt F B H AR CREE FALEK R — 1024 1 2 7P 2 G 0D

* objectIP - PATFIM (1 Bei# sl 414 B bRy 1P Hhdik

* rate_val - ¥ € I ZAE

* total cnt - 5%

PAR AN 7R 1 s T SR A i ] A A 1

$ASA-4-733101: Subnet 100.0.0.0 is targeted. Current burst rate is 200 per second, max
configured rate is 0; Current average rate is 0 per second, max configured rate is 0;

Cumulative total count is 2028.

$ASA-4-733101: Host 175.0.0.1 is attacking. Current burst rate is 200 per second, max

configured rate is 0; Current average rate is 0 per second, max configured rate is 0;

Cumulative total count is 2024

BIAIRME: X E ENLEL T M, {1 show threat-detection statistics host ip-address ip-mask 7y
ARG D, SRR 0 i P (R A R O 38 2 R S A S, T DU i
threat-detection scanning-threat shun-host fir %, AT AL E A REETFXLE AL (AE T
Bt #) o B0 LAAE EHUREGI S5 6 b Fa e S EHLEON 4. AOGEAE R, 1620 (CLI
BIEME) o WERPEAIATTE, AT LM no threat-detection scanning iy 225 H] LI BE

%E%iﬁﬁé SASA-4-733102:Threat-detection adds host %I to shun list

WA AL W A I 5 RN . i E threat-detection scanning-threat shun @4 5, Xk U
52 RS 0 75 | A

* %I - FFE LHLA
DU E SR 7 el A e i 2

$ASA-4-733102: Threat-detection add host 11.1.1.40 to shun list

. F 4 HEH 2 722001-776020
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733103

733104

733105

734001

7133103 [

BRYIRAE: ZEREHOEET) LN TS SERBR I B &, 15l threat-detection statistics host ip-address
fir o UGB AL ST ¥, AT LLE ] clear threat-detection shun ip address iy 2K H ik 3= 4L
MBS I | B b I o S ANl FBp S W5 | e W ok A Rk =L, 15 AT clear shun iy 4.

WS T T AN 2 1 A R ik A SR SN 5 | s B e S, WIS F threat-detection rate

scanning-threat rate-interval x average-rate y burst-rate z iy 2 i 2% 5 {E %

%E%iﬁﬁ% $ASA-4-733103: Threat-detection removes host %I from shun list

BERR: LML O M I S | 8 . 3 clear-threat-detection shun #2315, B MIIRE A1) 26 i 5
a5 FHL.

* %l - KN4
PAR R T AT B iy 2

$ASA-4-733103: Threat-detection removes host 11.1.1.40 from shun list

BIAIRIE: KHRPATAEITIRAE

Hi%jH 2 $ASA-4-733104: TD SYSLOG_TCP_INTERCEPT AVERAGE RATE_EXCEED

WERR: WSRO Bl i) P 2R T B AR, W] ASA TEAETE 52 B0l %2 £ TCP 42
BHLBIRIORY o B sl 2 ek (1 IR 55 2 LA S ot R

BEYIRIE: 905 ACL DLy hisd .

Hi%jH 2 2ASA-4-733105: TD_SYSLOG_TCP_INTERCEPT BURST RATE EXCEED

LR R A B ) RAGE AR TR I B, W] ASA IEAEIE 2 Wt JF 52 51 TCP 42
BHLBIRI LR o ST R RNl S Bt (R R 55 & LA S U AU

BIBIERIE: 'S ACL LU yfhiXdi.

gﬁ%iﬁ%@%ASA—6—73400l: DAP: User user, Addr ipaddr , Connection connection : The following

DAP records were selected for this connection: DAP record names
YLRA: F R REH] TN DAP Idk.

* user - 23 SR KR 7 44
* ipaddr - TEFEE 7 v (1) 1P Hbik
* connection - & IERR, A LS DL R R —
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- [Psec

- AnyConnect

- o (Web J 2%
- AR AR

-L2TP

* DAP record names - VL3857 TG T DAP ic 3k A Hk 513
BIBYIRIE: LHPITATA AR

gl%‘;ﬁ.% $ASA-5-734002: DAP: User user, Addr ipaddr : Connection terrminated by the

following DAP records: DAP record names
YRR B EIERR N DAP Il

* user - 3L G UERIH P 44
* ipaddr - ICRFE 7 i 1) 1P Mk
* DAP record names - LLi8'5 73 FE ] DAP ic sk A Fk51#

BLHYIRIE: CRHAT AT ERAT .

gi%“;‘ﬁ,%\ $ASA-7-734003: DAP: User name , Addr ipaddr : Session Attribute: attr name/value
YRR B SEROCH AAA R o ik JE .

* user - 3L G RUE I 44
* ipaddr - TEFEE 7 G (1) 1P bk
e attr/value - AAA 552 Jm M 1) 2 FR AN

BIRIIRAE: KR HATE TR A

‘éi;‘:éi‘ﬁ,%\ $ASA-3-734004: DAP: Processing error: internal error code
AR &4 DAP AbFRES R
* internal error code - WS 1R F15 £

BILEYIRIE: J5 1] debug dap errors i I EBTIZ AT DAP 4B LUSRICE Z i B i Rk A
BREMF DRI R, TEHCR AR TAC IR it P9 PR DRARIHE DL AR A 50 AR AR ) 2 RO R

%gl;&“;‘ﬁ,%\ $ASA-1-735001 IPMI: Cooling Fan varl : OK

. F 4 H & 2 722001-776020



| F4B&H 8 722001-776020

735002

735003

735004

735005

735002 ]

EBE: VAR Ok B I I8 4T .
* varl - W& THRC

BIAIRIE: BRI TAEATERAT .

Ei2 58 2 9asA-1-735002 IPMI: Cooling Fan varl : Failure Detected
VAR VAR H I

* varl - WA TR
BIHIRAE: PUTLUN PR

1. R e 75 BELAS XUBS BE % A B iS4
2. A KR
3. R EURAEAE, dsk TN I BB R R TAC.

g’l;&“;ﬁ.%\ %$ASA-1-735003 IPMI: Power Supply varl : OK
YRR HIUR IR IR R IEAT
* varl - WA 5 hRId

BIRIIRAE: KRHATE TR

IR B 2ASA-1-735004 IPMI: Power Supply varl : Failure Detected
YEER: RO R, s

* varl - WA TR
BIHYIRIE: PUTLL T PR

| D b ) i
2. YR,
3. R EATRAEAE, R PT BN I B R LR TAC.

gl%;ﬁ.%\ %ASA-1-735005 IPMI: Power Supply Unit Redundancy OK
YRR HYRBAIUAR O
BIBIRIE: BT PATAT TR
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735006

735006

%%E%iﬁf? $ASA-1-735006 IPMI: Power Supply Unit Redundancy Lost

WER: RAEHUE SR, I EAITUR O ER, (HASA A ERILE &M N IEW BT AT HoA b
H¥ T3 ASA K.

BIAIRIE: EEPREREATLE, EHUTULU R DK

1. R AR U IR e

2. HEHRHYRE,

3. R EARAEAE, Il T s I BB R B R TAC.

735007

%E%iﬁf? $ASA-1-735007 IPMI: CPU varl : Temp: var2 var3 , Critical
WEBA: CPU Cik 3l SR AL o

* varl - &G TR0

* var2 - A

* var3 - WJEEPLL (Cy F)

B AYIRAE: ICR BT R B HOTICR R TAC,

735008

%E%iﬁﬁ? $ASA-1-735008 IPMI: Chassis Ambient varl : Temp: varZ var3 , Critical
WERR: HURG PSR A AR I B KT

* varl - W& 5 hrid

s var2 - R EE1E

* var3 - W EAE AL (Cy F)

BIAYIRAE: CR P R B EOTICR R TAC,

735009

gﬁ%iﬁfﬁ SASA-2-735009: IPMI: Environment Monitoring has failed initialization and

configuration. Environment Monitoring is not running.
WEEA: WA IR LS A bk, oIk gkaE.

I AIIRIE: W4E show environment 11 debug ipmi iy 4 (K15 H o Csk T B 0 BOFIEER DR
TAC.
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735010

735011

735012

735013

735014

735010 ]

%E%iﬁﬁ? $ASA-3-735010: IPMI: Environment Monitoring has failed to update one or more of

its records.
YRR MG LA, SECE N LA A A K.

BIBYRIE: W EE WIS, EE show environment driver F1 debug ipmi iy & 4 . idt
JIT Sk s R ST R &R R TAC,

22388 sasA-1-735011: Power Supply varl : Fan OK
YRR YR XU DR IR AR

* varl - NEHS
BIBIRIE: BT PATAE R

EIRE B saSA-1-735012: Power Supply varl : Fan Failure Detected
YRR HEYRXU D B

* varl - MBS
BIBIIRAIE: BEAR R TAC AT M HRER o Al w2 iy 50 P 26 FL

HIZIH B 9ASA-1-735013: Voltage Channel varl : Voltage OK
YRR F I E KRR LK.

* varl - 0 TE G 5
BIHYIRIE: LR PATAE A

Hi258H 2 2AsA-1-735014: Voltage Channel varl: Voltage Critical
WERA:  HLRIEIE O IR K
* varl - FL I TEIE S S
BICRYIRIE: BERIIRL TAC BT MR HERR o Al skt iR 2 iy G P e 6 PRI
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735017
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g’l;&“;ﬁ.%\ $ASA-4-735015: CPU varl : Temp: varZ2 var3 , Warm
WLRA: CPU iR T IE 8 LARRE I

* varl - CPU %75

 var2 - A

> var3 - Bk

BIRIRAE: ARSI IRAlT, IR IEA IR B PG -

g'll?:&’;ﬁ.%\ $ASA-4-735016: Chassis Ambient varl : Temp: varZ2 var3 , Warm
YRR WL B T IR TR G .

* varl - WAA & &SR 95

* var2 - MG FEH

s var3 - Wt

B RYIRAE: RSP ALrE, AR A SIE B R -

g'l%?ﬁ.%\ %ASA-1-735017: Power Supply varl : Temp: var?2 var3 , OK
WERA: PR R O IR TR AL .

* varl - HIF% 5

* var2 - R EEME

e var3 - Bk

BIRIIRAE: KRR ATE TR

g'la:é“;léi,%\ $ASA-4-735018: Power Supply varl : Temp: var2 var3 , Critical
WLAR: HLE Ok B A AR AL .

* varl - W5

e var2 - IR JS{H

* var3 - W5k
I BYIRIE: WCRIDEL TAC B T MBS HERR . M we b W 2 7 OC P 15 2% FRL I
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735019

735020

735021

735022

735023

7135019 ]

akﬁlﬁ,h\oASA 4-735019: Power Supply varl : Temp: varZ var3 , Warm
YRR PRV R TR TR .

* varl - HIE

e var2 - IR JEAH

s var3 - W

BIRIRAE: ARSI IR, IR IEA IR B S -

$EiRIEE °ASA-1-735020: CPU varl: Temp: var? var3 OK
WERA: CPU i3 LUK IE & TAFELE .

* varl - CPU %75

e var2 - R EE

* var3 - W

BIRYIRAE: KBTI fT3RAT

%ﬁﬁ%iﬁfﬁ %ASA-1-735021: Chassis varl: Temp: var2 var3 OK
LR WUARIR B ORI TR AL .

* varl - HUAAL &SR 5

* var2 - R EEE

* var3 - W5

BIRIIRAE: ERRATE TR

%E%iﬁﬁ? $ASA-1-735022: CPU# is running beyond the max thermal operating temperature and

the device will be shutting down immediately to prevent permanent damage to the CPU.
WLBA: ASA Kl 2] CPU MisATil B Y T s i A AR L, JRRAER I Jo SRS P4 o
B RYRAE: FESL RIS A NUARF CPU,  DURE /2 7547 70 18 R )

gﬁ%iﬁfﬁ %ASA-2-735023: ASA was previously shutdown due to the CPU complex running beyond
the maximum thermal operating temperature. The chassis needs to be inspected immediately

for ventilation issues.
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WRA: RS, ASARINE| K CPU RS TR T fm 24 LA M R A=k . i show
environment 1 2K 578 KA T BE A

BAAYIRAE: W S R AU, DR E 2 A5 A7 AT AU

EIRIEE  2ASA-1-735024: IO Hub varl : Temp: var? var3 , OK
1BA: 10 L8R CUR B E W TAERE .

s arl - 10 L6250

> var2 - Mn FEH

* var3 - BT

BIRYIRAE: KRR ATAE TR

IR R 2ASA-1-735025: I0 Hub varl : Temp: var? var3 , Critical
WA 10 SRR A s HAT s Sl o

* arl - 10 4Lk 895

s var2 - MR

* var3 - B4y

B AYIRAE: ICR BT R B HOTICR R TAC,

%E%iﬁﬁ? $ASA-4-735026: IO Hub varl : Temp: var2 var3 , Warm
WRA: 1O B AL vy T 1B W AR [

* arl - 10 B a5

* var2 - R EE

* var3 - ¥

BN HYIRAE: ARSI, MR IEASIE B SRR .

gﬁ%iﬁfﬁ $ASA-1-735027: CPU cpu num Voltage Regulator is running beyond the max thermal
operating temperature and the device will be shutting down immediately. The chassis and CPU

need to be inspected immediately for ventilation issues.
WRA: ASA Kl 2] CPU i s ek (Ra A TR SR Y 1 iy R ARIRLEE , AR IS SL RIS
* cpu_num - T RBA N T H#AAE CPU T Hs 25 1K1 4 5

. F 4 H & 2 722001-776020
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735028

735029

736001

135028 ]

BIBYIRIE: T EL ARG A CPU,  LLR E & 15 A7 A8 10 X r)

gﬁ%iﬁfﬁ SASA-2-735028: ASA was previously shutdown due to a CPU Voltage Regulator running
beyond the max thermal operating temperature. The chassis and CPU need to be inspected

immediately for ventilation issues.

WERR: BN, ASAKLINEIA CPU I He &% s ATl B R 1 e e &4 TARI 0 A AR G PR B
A show environment 174, UIfen K4 T g4t

BWBIRAE: WL AR AU CPU, DL E & 15 A7 730 X )

%ﬁﬁ%iﬁﬁﬁ $ASA-1-735029: IO Hub is running beyond the max thermal operating temperature and

the device will be shutting down immediately to prevent permanent damage to the circuit.
AR ASA Kl #| 10 LA IS AT BB Y T Fem A TARIL I, JFREAERIN S S2EI OC A o
BINHIRME: THESTRIR AT LA R 1O SELRA%,  DUA & 75 A7 610 A n) 8

gﬁ%;ﬁfﬁ%ASA—2—736001: Unable to allocate enough memory at boot for jumbo-frame reservation.

Jumbo-frame support has been disabled.
WRR: MOE EWCCRF R B N AE AL . I, AR B

BBIURYHERAE: d ] jumbo-frame reservation 7y & A T FH B ke (RAFIZATHCE IFE T ASA.
WA B RAFAE, THIER IR TAC.

D /F 737001 | 776254 = (8] HY3E B

737001

AEAEE ID AT 737001 3] 776254 2 (A IR

EiRjE B %ASA-7-737001: IPAA: Session= session, Received message message-type
WA TP ks e EERE R — 2 B

* session - 231/ VPN £xifi ID (+/NikhD

* message-type - 1P Ml 73 FC g RE W I 1¥ v B
BIBIRAIE: LRI R
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[ ERE

737002

$2iRE B 2ASA-3-737002: IPAA: Session= session,Received unknown message num variables
WLAA: 1P Hbuhib oy m R B — 4 B

* session - 231l /& VPN 21 ID (FoNHEHD o

* num - 1P HuhikJ3 B dE R 20 1R S IR BR TR AT
BICRYIRIE: LR PATAE A

737003

%g’ll;é“;‘ﬁ,%\ $ASA-5-737003: IPAA: Session= session, DHCP configured, no viable servers found

for tunnel-group tunnel-group
WA 4 BEE 41 DHCP JIR4% 2Sic & TE AL

* session - 2x Uik VPN 205 ID (D

* tunnel-group - 1P ik 43 e F T-HC & (1 B& iE 241
B AGIRME: I0UFREIE411) DHCP il & . #i{f DHCP AR 45 asib T LR 4.

137004

g’l;&“;ﬁ.%\ $ASA-5-737004: IPAA: Session= session, DHCP configured, request failed for

tunnel-group 'tunnel-group'
WA 4 EBEE 41 DHCP JIR4% 2Sic B TE AL

* session - 2x Uik VPN 205 ID (8D

* tunnel-group - 1P Huik43 e H T-HC & (1 B& i 241
EIHIIRME: WUFRXIE 411 DHCP FCE . fiff DHCP RS54k T 7R 2R

737005

%g’ll;é“;‘ﬁ,%\ $ASA-6-737005: IPAA: Session= session, DHCP configured, request succeeded for

tunnel-group tunnel-group
WBA: DHCP 45481 Kb o
* session - 23U /& VPN 2315 ID CH7SHERD
* tunnel-group - 1P Huik43Pe F T-1C & (1 B& i 241
BHIHRAE: AT 4F
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137006

137007

137008

737009

737006 ]

%gﬁ%iﬁﬁa%ASA—6—737006: IPAA: Session= session, Local pool request succeeded for tunnel-group

tunnel-group
AR AHhithiE R .
* session - 23 UiA& VPN 2315 ID CHoSHERD
* tunnel-group - 1P ik 43 e F T-HC & (1 B& iE 41
BHYIRME: ERRHATAEATHRAE .

%E%iﬁf? $ASA-5-737007: IPAA: Session= session, Local pool request failed for tunnel-group

tunnel-group
YRR AHIBIE R, 7 BCgs BEIE 2 T v BE CUFERL .

* session - 21 VPN 21 ID CHANEERD .

* tunnel-group - 1P Hidik 43 i F -1~ Fc 5 () B 241
ZIHIRIE: 18T show ip local pool iy 2% iF TP A fic & .

$EiRIH 2 sASA-5-737008: IPAA: Session= session, 'tunnel-group' not found
YRR AR THCE ) 1P Mkl R SR B PEE L . PR I T e BUE BT L
* session - 21 VPN 2X1f ID CHANEERD .
* tunnel-group - TP Huk73-1iC H] T 1C A i) B% i 21
BIHIRME: K AREARE . BERER TAC HHR 4 )

%E%iﬁﬁ? $ASA-6-737009: IPAA: Session= session, AAA assigned address ip-address , request
failed

YRR ARV i) ) i R SR A I E ke 1) AAA JIRSS 4% A HOAE T e M HE R SRR, e
BEWTREIEAEAE T o

* session - S35 & VPN 15 ID (H71EHED
* ip-address - % ] Ui K £ IPv4 8% IPv6 Mk
BIRYIRIE: K AAA JIRSSAHIRS A 1P A BRI .
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%E%iﬁﬁ? $ASA-6-737010: IPAA: Session= session, AAA assigned address ip-address , request

succeeded

WERR: IR In) B S B AR SR AR 2 ik I Dl e
* session - 23U VPN 215 ID (753D
* ip-address - & ] it 5K (1) IPv4 B¢ IPv6 Hihik

BIBIRIE: BT PATAT AT

%E%iﬁf? $ASA-5-737011: IPAA: Session= session, AAA assigned ip-address , not permitted,

retrying

VAR RV A2 i P SR A AR e bl . ARG vpn-addr-assign aaa 174 . A H AL AC E
(k23 liC i

e session - 43157 VPN 2315 ID (- Na3kHD
* ip-address - % F Ui K §) IPv4 8% IPv6 Mk
BRI W AVPR e 3 O L, 15 )5 H vpn-addr-assign aaa 4.

$2iRE S sASA-4-737012: IPAA: Session= session, Address assignment failed
WEBR: TCRE VS 0] 25 ) v P E IR R bk SRk 2RI

* session - 2315 /& VPN £iF ID (/3D

* ip-address - % ] Ui K (1) 1P Hidik:

BWBORRAE: WRAEH] TP AHbity, SUuEAMIBACE . WORAT AAA, SR AAA IS5 AR TG E AR
Ao WRAET DHCP, ik DHCP iR 45 a5 FORC EAPRZS . B9 H &R sk g0 Ol &0 sl fs BLH ED
PASRERCEE 22 91 S A 32 RIGEA o

iR B 9ASA-4-737013: IPAA: Session= session, Error freeing address ip-address , not found
WEBA: ASA ZRUREC MMk, H i TRATRNCE S, AN AR .

* session - 23T /& VPN 231 ID (H78 kD

* ip-address - FEREJHUY) IPv4 BY IPv6 Hihk

B RYIRAE: RAFHRE TG E . WUR IO B R, AT A i AR S U . R R
TAC F4i 5 ) 7t

. A% BEE S 722001-776020
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137014
HIRBEE 2ASA-6-737014: IPAA: Session= session, Freeing AMA address ip-address
WAA: ASA BIIREGEL AAA JPRCH) TP Mkl
* session - 231l /& VPN 21 ID (-FoNHEHD o
* ip-address - EORETH 1) IPv4 B IPv6 Hitik
BICRYIRIE: LR PATAE A

137015
HIRBEE SASA-6-737015: IPAA: Session= session, Freeing DHCP address ip-address
WRA: ASA IREIIGE L DHCP 73 FC Y 1P il
* session - 231 /& VPN 21 ID (-FoRNHEHD o
* ip-address - EUREIRUT) IP Mk
BICRYIRIE: LR PATAE A

137016

%g’ll;é“;‘ﬁ,%\ $ASA-6-737016: IPAA: Session= session, Freeing local pool pool-name address

ip-address
WLAA: ASA JDIREJBOH ik A bt 23 fic 1Y) 1P Hbdik.
o session - 231558 VPN 253 ID (H/NEEHD

* ip-address - BRI IPv4 B IPv6 Hiht
* pool-name - FWCIR [A] [ Huhik 1) v

BIRYIRAE: BRI fT3RAT .

137017

g'll?:'&’;ﬁ,%\ $ASA-6-737017: IPAA: Session= session, DHCP request attempt num succeeded
WAA: ASA Tkl DHCP JIR 4543 Kkl K

* session - 2315 /& VPN &1F ID (H751EHD

* num - FARIREL

BRYIRAE: KBTI AT3RAT .

737018

g’l?&’;ﬁ.%\ $ASA-5-737018: IPAA: Session= session, DHCP request attempt num failed

F 4 B 2 722001-776020 .
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WERA: ASA Afig [ DHCP AR %5 2% K% K.
o session - 155 VPN &35 ID (HNEEHD
o num - ZIRIREL

EIWBYIRIE: KF DHCP it & Al DHCP IR 45 8% %%

%E%iﬁﬁ? %ASA-4-737019: IPAA: Session= session, Unable to get address from group-policy or

tunnel-group local pools
WLBA: ASA IKfE A HEng s BRI 2 L0 E A s R O . At R e CARIR .
* session - 2315 /& VPN £1F ID (/51D

BIWRIIRAE: WA (R BC EATIRZS o B A M it F) 20 S AN B% i 2 e

%E%iﬁf% %ASA-5-737023: IPAA: Session= session, Unable to allocate memory to store local

pool address ip-address

AA: ASA WAEANAL.
* session - £ & VPN &1 ID (FoNHEHD o
* ip-address - CIRHUT) TP Mtk

BIATIRIE: ASA WREN IR EHE L NAE, B0 T REAFE KA S B N AF e . R B R
TAC FF4R 5 )

%E%iﬁf% %$ASA-5-737024: IPAA: Session= session, Client requested address ip-address ,
already in use, retrying

WA &SR T AR TP ik o A DB TP kSRt sk .
* session - 53 i& VPN 23 ID CHoSEEED «
* ip-address - % /7 i K () TP Mkt

BILRIRIE: BRI ERAE.

%E%iﬁﬁé $ASA-5-737025: IPAA:Session= session, Duplicate local pool address found, ip-address

in quarantine

WA BHRMLAE P IP Mk AR . Uk TP Mk AR INER, HASERAETA

. F 4 H & 2 722001-776020
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137026

1310217

137028

737029

137026 [

* session - 2172 VPN £iF ID (/53D
* ip-address - CIRHUP) 1P Mtk
EIAVIRIE: UEAHUIBIACE s TREAAAE ARG R EUN S Wi, BER IR TAC A )

gll;&’;ﬁ,%\ %$ASA-6-737026: IPAA:Session= session, Client assigned ip-address from local pool
pool-name

WYERR: & i O A H It A BC R o
* session - S35 & VPN &1F ID (H7S1EHD
* ip-address - /TS %5 7 i) TP Huhk
* pool-name - M43 C i )t

BIRYIRAE: KBTI fTIRAT

gﬁ%;ﬁfﬁ $ASA-3-737027: IPAA:Session= session, No data for address request
YRR KRBT ERAEERE
* session - 43172 VPN 21 ID CH/NHEHD

BIAYIRIE: R IERL TAC It 1)l

%E%iﬁﬁé $ASA-4-737028: IPAA:Session= session, Unable to send ip-address to standby:

communication failure

WRH: EH ASA VA% ASABAE . M YIS AT REA L .
* session - 23 i& VPN 23 ID CH7SaEdD
* ip-address - /Y BCLR 3 P i i) TP Mkt

BROIRAE: W UE MR D) I E RS .

%E%iﬁﬁé $ASA-6-737029: IPAA:Session= session, Added ip-address to standby

WEAE: &M ASA 245 1P il id .
o session - 2355 VPN 2535 ID (H/N#EHD

* ip-address - 7y TLL % )7 i) 1P Mk
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BIARIE: HPATAEITIRAE

gﬁ%ﬁ%%ﬁ%ASA—4—737030: IPAA:Session= session, Unable to send ip-address to standby: address

WRA: M ASA ZEUUIRES, bbb, % H ASA SR Ak . SR DI T REA LD
* session - 231 & VPN 23 ID C-H7SaEdD
* ip-address - /Y TL4 % P i ) TP Huhik

I HIIRAE: S0 UE R DB IR

EIR S 2ASA-6-737031: IPAA:Session= session, Removed ip-address from standby
WHA: %) ASAWEER T IP HihkrAc.

* session - £31f /& VPN &1 ID C-FoSHEHD o

* ip-address - 7L % )7 b i) TP Mk
BIBIRIE: BT PATAE TR

gl;&iﬁ,%\ $ASA-4-737032: IPAA:Session= session, Unable to remove ip-address from standby:
address not found

WAR: ] ASA SRR T ASA I, B ML BOA IEAEAEHT 0 1P Mkt . dcRee bl #xl vl e A
A2

* session - £ 1h & VPN & iF ID (/53D
* ip-address - 77 TLEY % )7 i) TP Mk
BBISHIRIE: 0 E MR D) e i IR A

%%E%iﬁf? $ASA-4-737033: IPAA:Session= session, Unable to assign addr allocator provided IP
address ip addr to client. This IP address has already been assigned by

previous addr allocator

WA AAA/DHCP/ At 23 Be f bk ce A A o
o session - 23155 VPN 2535 ID (H/NEEdD

* addr_allocator - DHCP/AAA/AS Hiih
* ip_addr - DHCP/AAA/ZR Mt 43 Fie i) TP Huhik:
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137034

737035

137036

737038

137200

137103 [

* previous_addr_allocator - B3 L 1P Mok [tk /rficds (CAHb . AAA 8¢ DHCP)
EIRYIRIE: KF AAA/DHCP/ AL E . W RES K EHES

%E%iﬁf? $ASA-5-737034: IPAA: Session= session, <IP version> address: <explanation>
AR 1P Huhk Al FE SV i dik . <explanation> SCACKE Ut B 5 K]
o session - 23155 VPN 253 ID (H/NEEHD

BIRIHRAE: W BT IR T

%ﬁ%iﬁfﬁ SASA-T7-737035: IPAA: Session= session, '<message type>' message queued
WAA: JHE CHEN TP Mtk BURAS . IR S ARG HAETH S 737001 AHRE Y. o I3 JE A T R
* session - S5 & VPN =15 ID (H/HED

BHYIRIE: CRHITEATERAT .

Eﬁ%iﬁﬁé SASA-6-737035:IPAA: Session= session, Client assigned <address> from DHCP
WiRA: 1P bk ECd FE 1R VPN & Bl 0] 7 DHCP 20 Btk v 5 ey i e B
* session - 2317t VPN 2% ID (H/S8EHD

BIRIRAE: ERRATE TR

gﬁ%ﬁgﬁi%ASA7—737038: IPAA: Session=session, specified address ip-address was in-use, trying

to get another.

WA AAANRG S (NEIEANE) O e 2o iogs AP it (Huoti bk CAea iy, 2Bt
Ao WRIEAEFHHEBN, A a2 (1 ik 23 (73R 21 DHCP BA it .

* session - Wi K21 VPN 21 ID.
* ip-address - AAA F57E ) IPv4 8¢ IPv6 Hidik
BIHYIRIE: LW HATIE A ERAE

%E%iﬁﬁ? %ASA-T7-737200: VPNFIP: Pool=pool, Allocated ip-address from pool
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B
YLER: MAHLIB M Bod b, Il H .
* pool - Kt # FK o
* ip-address - AAA $57E V) IPv4 B¢ IPv6 Hiik
BIHYIRIE: LW HAATIE A
137201

%1;‘5‘;&1,% %ASA-T7-737201: VPNFIP: Pool=pool, Returned ip-address to pool (recycle=recycle)

YRR bR P RA I, s L S RIOh RS TR AR SR A AR N SR AR
o FERRDENG DL, [MIhs &R 9 FALSE. #lln, kbl 5y, bk COfd HAb 5 (41
U1 AAA B DHCP) 73Pi4s VPN 2xific fERFMEOLT, BATASEIZAE N — MR G A
Uesik.

* pool - At 4 FK o
* ip-address - AAA $8€ ] IPv4 BY IPv6 Hilil:
BIHYIRME: LR PATAE A

137202
Hi2H 2 2AsA-3-737202: VPNFIP: Pool=pool, ERROR: message
AR AL E] L VPN FIP il PEAH DG B R SR, 2Bt H A
* pool - AHM A4 FK .
* message - FAFIITEAIE E .
BIRIRAE: WERERDRUIRAT A1, THICR IR TAC,

137203
£i2H 2 9asA-4-737203: VPNFIP: Pool=pool, WARN: message
WA AR ptt HAE A2 T & M kA VPN FIP i AR G i) At
* pool - ARHuM A4 FK .
* message - FAFHITENTE K.

B RYIRAE: WRE L VMRAT A, HIKR DR TAC.

137204
EiRHE 2AsA-5-737204: VPNFIP: Pool=pool, NOTIFY: message

WA AR HE N IR A B VPN FIP 2l PEAR G (K F
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137205

137206

737400

137401

137205 [

* pool - At 4 FK o
* message - FAFITVELNE B

BIRYIRAE: KBTI L iT#ReE

Hi2H 2 2ASA-6-737205: VPNFIP: Pool=pool, INFO: message

YRR AERU HER N TR KBS VPN FIP H0s AR G S F
* pool - AHuM A4 FK .
* message - FAFHITEANTE K.

BRYIRAE: KBTI L iTiReE

EiRiH B 2ASA-7-737206: VPNFIP: Pool=pool, DEBUG: message
WA ARptt HAE 2 T IS VPN FIP Hdf A OGSk

* pool - AHM A4 FK .

* message - FAFHITENTE B

B RYIRAE: BT AT L iT#AE

&2 2 9AsA-7-737400: POOLIP: Pool=pool, Allocated ip-address from pool
WLRR: MASHI Sy o hE I, 25 Il H &

* pool - A it 4y

* ip-address - AAA 5 E 1] IPv4 57 IPv6 Hiuhil:
BIWBIRAIE: LR PATENT AT

g'll?:'&’;ﬁ,%\ %ASA-T7-737401: POOLIP: Pool=pool, Returned ip-address to pool (recycle=recycle).
YRR bR P B A I, S I H S RIWOAR SRR R e I A AR R M SR AR
Mo AERDEAEIT, [BIFRE R A FALSE. #iltn, 4k A shbpp 53mt, bl i JeAb 7 X (41
U1 AAA B DHCP) 73Hi%s VPN 2xific (ERXFMELLT, FATAS LA ZARAE T — MRk B2 A H]
50211811 N8
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B e

* pool - A it 44 Fx
* ip-address - AAA 8 € ] IPv4 BY IPv6 Hilil:
BIHYIRME: B PATAE A

137402

gll;&’;ﬁ,%\ %$ASA-4-737402: POOLIP: Pool=pool, Failed to return ip-address to pool
(recycle=recycle). Reason: message

WEAR: bbb ek PR R, S I H &
* pool - A it 44 FR
* ip-address - AAA 8 € ] IPv4 BY IPv6 Hilil:
* message - RN TEANE B . (i, HhlANEEBIEREIAD

BRYIRAE: BRI TR AE

137403
EiRHE 2ASA-3-737403: POOLIP: Pool=pool, ERROR: message
YRR AN R L TP A A AR OGO R IR AR, A H .
* pool - At 4y
* message - SRR K.

BLAYIRIE: WRER AR, TR IR TAC,

137404
2R B 2ASA-4-737404: POOLIP: Pool=pool, WARN: message
WA AR S T T R AR TP A b e PR S (R A
* pool - A it 4 By
* message - SAFIITEATE EL .

BRYIRAE: WARE L VMRA AL, HIRAR DR TAC.

137405
2R B 2ASA-5-737405: POOLIP: Pool=pool, NOTIFY: message
WA AR S T AN R AR TP A b e PR A 5 (R AT
* pool - A it 4 R
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137406

137407

741000

741001

737406 [

* message - FAFIRITEAAE B

BILHIRAE: EHRPITEMTERAE

$EiRIH 2 sASA-6-737406: POOLIP: Pool=pool, INFO: message

YRR AERU HER N T A AR TP A bt B R A SR A
* pool - A it 44
* message - SAFHITELNTE K.

BIRIE: LHPATAEATHRAE

BRI B 2ASA-7-737407: POOLIP: Pool=pool, DEBUG: message
YRR AERUE HERN TR 1P At Bt PR A DR A
* pool - it 44 R
* message - HAFHITEANTE K.

BIIRIE: KH AT THRAE

%g’ll;é“;‘ﬁ,%\ $ASA-6-741000: Coredump filesystem image created on variable 1 -size variable 2 MB

WRR: RSO R G LRI B . SO 2R G Tt sk BRI R O e i T e Ao P P i 2 ) ok
B At

* variable 1 - TFUZ DRI TR R GE (B, diskO: diskl: 1 flash:)
* variable 2 - QIR O R SCIE RS R/ (MB)

BIWBIRIE: HIIRAE QAL DB ST R GG IRAF I

gl;&iﬁ,%\ SASA-6-741001: Coredump filesystem image on variable 1 - resized from variable 2
MB to variable 3 MB

LR ML EAH SO R C R

* variable I - A7 A% D FEAH K ST R SE
* variable 2 - ZHi I OFAE ST RGN (MB)
* variable 3 - > Hi EBT BN 5 IR DA SO R ZETR/N (MB)
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BALHIIRAE: HIORAE R B DA S RGN ORI E . WAL O AR S R GERI /22
WA DEARE SO RN A . BRI, TR ORAE T BEAZ O B A ST R ST RN Z TR T A (5 R

gl%iﬁ,%\ SASA-6-741002: Coredump log and filesystem contents cleared on variable 1

WA AL ORI O MR DA ST R GE P IR, JF HAZ OBl S SRR RO E ARSI R
GERZ el S A 2 ORI T 2

* variable 1 - {F % CFEAE SO 248 (514n,  disk0:. disk1: A1 flash:)

BIBYRIE: LHPITATMEAE . BT LIE ] clear coredump iy 235 B O 366t A R 58, LUMEKE
HEE R EsIRA.

HIRBE B 2ASA-6-741003: Coredump filesystem and its contents removed on variable 1
AR RO FA SO R G ML A DR, RO ik ThRe Lt A

* variable 1 - {E U OFARII S R 48 (B, diskO:. disk1: #1 flash:)
BAHIIRAE: W IRTEAE L O A T RS DR A IC

’éia':é“}‘ﬁ,% $ASA-6-741004: Coredump configuration reset to default values
WAR: ROHAE IR TAE PR, O HARIC E i E BRI
BIHIRAE: BRSO AR D BE S ORAF L

IR B 9ASA-4-741005: Coredump operation variable 1 failed with error variable 2 variable
3

AR AT AH DGR IN R AR R
* variable 1 - A5 W] LLEAT LA FAH:
- CREATE_FSYS - G AZ Lo fil SCAF RGN R A4
- CLEAR_LOG - 5 Briz U fith H I R A4 5%
- DELETE_FSYS - MR AZ O Aifi SCAT RGEI R A
- CLEAR_FSYS - HIBRAZ OV it SO R G0 1 9 28 I R AR R
- MOUNT FSYS - ‘3% 00k SUIF R GE R A4
* variable 2 - +HERIECT:, AT K variable 1 i e 1T IR A (1 LA

Al

ollf

JN 0

C
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741006

742001

* variable 3 - 55 variable 2 KIXIIHEATE ASCI 745 H:
- R A SO EAPAE
- Toik A AL OV ik SO R G
- TR IR ] 6 2%
- SR GBI S
- TR A% e fih LA R S
- TOIEMBR IR B 2%
- TCIEN A O i SO R G
- TCIR O i S R G
- KB R [l e 4%
- TN PR A% Lo i S R B
- AR B O SO R G
SRR AN B ELF Y WUPN
- LY O A O A R A
- B L A i 2 AT R
- R A TFS RiiR
- R B R YU A R

141006 [Jj

o ASCH FfFH n] LLEAT A M H:

BN RYIRAE: B ORAENC B P AR LR T E, DRI EORIE ST R TAC AT HE— 2820 H7 o

gﬁ%;ﬁﬁa $ASA-4-741006: Unable to write Coredump Helper configuration, reason variable 1

WEBR: B ANAZ O DR e IC B SCAEIN R A A . HUA 2 disk0: TN A R RIS . CE

47T disk0:.coredumpinfo/coredump.cfg H'.

* variable I - WAL 530 RGN K MIIEAFAF R, %70 A T A% O fih 3 B e P i

SAFEHNRI A

BIBYIRIE: M OAETIRE, N disk0: PR AT EIH, AR5 AR YR 75 2 10T Ji FAZ O il

Dhfig.

gﬁ%iﬁfﬁ $ASA-3-742001: failed to read master key for password encryption from persistent

store

YRR JA3h)a, MAES SPEAE s s 3 B s S g M. BRAR{E ] key config-key password
encryption 7y 2 FH HBCE R IEMHIE, 75 WA 23 i 3 0 3 v (0 0 25 % 0
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BEICROHRAE: W RO T AE AE A Z0Ufd IR N % %5 5%, 154 F key config-key password encryption fiy
AR EEPIBCE A T IN B B R S AR . n SRAT RN R (B A ) DA S IR AR, T YRR
M WA AN, WA EHATAT T A

%E%iﬁﬁé SASA-3-742002: failed to set master key for password encryption
WAA: 24X 1L key config-key password encryption iy 2. AR AT AE d DT J5 R S 8
o MNAR LA TRCE (1, Wid Telnet 42
o O F ARG o8e, B e R AT 0 35 B 2%
o oA P IR It A v
o SR YN, IHEPIAER.
« BT 24
PEAR R IE T REAT HAB IR o AEIXSERG LT, R A S R 1 A Y 1% 4 o

B RYHRAE: SR A & W PR i )

gﬁ%;ﬁfﬂ $ASA-3-742003: failed to save master key for password encryption, reason reason text

AR 2K B IRAE RS R AR reason_text ZHUULH T JRIISEBR R o R BRI AT g
WAL, BB ARG R A AT REA— 3L

BEAAOIRIE: WM B SRAAAE, 15 write erase iy & T HT AR AL H T RAF A IS RAIEAAAH -
FESATIL D IR Z AT, WS OR & O T AE R BCE . AR)5 BRI write erase i % .

gﬁ%;ﬁfﬁ%ASA—3—742004: failed to sync master key for password encryption, reason reason text
BE: 2K BRI B R RIR . reason_ text Z B T SIS SEZ B JEL AL
BIWBYIRIE: 25 IE reason_text ZH0H ¥5 H 1 )

%E%iﬁﬁ? $ASA-3-742005: cipher text enc pass is not compatible with the configured master

key or the cipher text has been tampered with

YRR A A R, B ] RE ] 2 A S PN IR B B AT N, B I A
Jsitaks A

BEWCRYIRAE: R EA %, W IE A R WS I O, IS A )
B AR E -
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742006 [Jj

742006

%gl;&iﬁ,%\ SASA-3-742006: password decryption failed due to unavailable memory
YRR R BRI, SRR TN AR . LB I ) DhRER AN 2 IR TAE .
BEICRYIRAE: SO IE A A I

742007

gl;&“;ﬁ,%\ SASA-3-742007: password encryption failed due to unavailable memory
YRR N BRI, SRR B TN AE . BT DUAE G E T AW OB AR B .
BBIIRAE: SEAE AR, ECHT Y A N R IR G

742008

gl%‘;ﬁ.% $ASA-3-742008: password enc pass decryption failed due to decoding error
YEAR: DRAAL AN U T BUR B AR B R . an RN S B AR NS R AT T, TR S RAEIX MG DL
BEISCHYIRAE A W S s B I AH S

742009

gi;”;ﬁ,%\ SASA-3-742009: password encryption failed due to decoding error
WEBR:  DAIRRALEH DR S BUR I I KRG, X AT RE S A A A 1
BEICRYIRAE: AT WISCE S BOR N FAHOCIL B . A SR e TS AR A7 A, VIR R TAC,

742010

gil;i”;ﬁ,%\ $ASA-3-742010: encrypted password enc pass is not well formed

YRR: A AR AL I B A SN IR . LB T REAN A RIS Y, AT REAE N S AT
T,

* reason_text - X3 S R WU DAL PR -4
* enc_pass - 5 0] {BUFH 5 AT 0 2 S8R

BN RIRAE AP ]S R T Y A SR

743000

HiRiH 2 $ASA-1-743000: The PCI device with vendor ID: vendor id device ID: device id located
at bus:device.function bus_num:dev_num, func num has a link link attr name of

actual link attr val when it should have a link link attr name of expected link attr val .

YRR R PCL W R IEMRCE, X Rt S ER G L L m AR&IE 1T,
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EIAIRIE: W4E show controller pei detail @i & {4, JHIECR DR TAC,

gl%iﬁ:%\ $ASA-1-743001: Backplane health monitoring detected link failure

VR TREHBL TREPERE, O AR ASANR S5 BN AT BN UAE 2 18] 1) 3L o — 2 Bkt LA I 211
i

BILEYIRIE: HER AL TAC.

%gl;&“;‘ﬁ,%\ SASA-1-743002: Backplane health monitoring detected link OK

WiRR: ASA RS BEHMIAZ MM IH LA < [ R SERR O . (HZ, MUsRATBE 5 RV AT RER R A7 AE RS
R

EIBYIRIE: BER IRl TAC,

gi%“;ﬁ,% $ASA-1-743004: System is not fully operational - PCI device with vendor ID vendor id

(vendor name ), device ID device id (device name ) not found
YRR RGP HABIREE RA 82 IEH BT PCL %4 .

* vendor_id - FRVAVBC AV R 1) /S kiR
* vendor_name - bR VAL R 44 FR ) SCAR AT H
* device_id - bR IAHE R R BT /S HEHIE
* device_name - bR £ PRI SCA T4 Hf

B AIIRIE: W4E show controller pei detail @iy & ({4, IR DR TAC.

gll;&’;ﬁ,%\ $ASA-3-743010: EOBC RPC server failed to start for client module client name .
WYLAR: JS54% B EOBC RPC R 45 IRRT i 2 5 vl I 2% Rk 45 2R
BIAIERIE: BB AR TAC.

gl;&“;ﬁ,%\ $ASA-3-743011: EOBC RPC call failed, return code code string.
tB: EOBC RPC %" Jiii A BE i) H A5 e 55 45 A% RPC
BIEIHERIE: BB AR TAC.
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746001

746002

746003

746004

746005

746001 ]

gﬁ%;ﬁﬁ?: SASA-6-746001: user-identity: activated import user groups | activated host names

| user-to-IP address databases download started
YERR: BdE (H /. EHAEIP il FECTTS.
BICRYIRIE: LR PATAE TR

gﬁ%iﬁfﬁ: $ASA-6-746002: user-identity: activated import user groups | activated host names
| user-to-IP address databases download complete

YRR M U4 BN EIP i) RS TE K.
BIRIIRAE: KBTI AT .

%E%iﬁf% $ASA-3-746003: user-identity: activated import user groups | activated host names
| user-to-IP address databases download failed - reason

VR BiE G4l BN TP fhl) T 2R IN T I

BILRIRIE: KAHL b AD RELRZS. WA AD ARBLRH], U e ez il. ik AD B S
I HIEAEZAT, T FHRZ M. WER B A A, THICR AR TAC.

%E%iﬁﬁ?: SASA-4-746004: user identity: Total number of activated user groups exceeds the

max _groups groups for this platform.
WEBR: VO 2 0 B G H e T AL e KR (256).

BIURIRIE: RZGCRCEMBOSIH 4l 2. > ORCE P 43R . 1817 clear user-identity
user no-policy-activated 775, LLAAT W ARTEAEA SRBE HBGE I H P idsk . 1217 show user-identity
user all 774, DA A £ 22 FH P 1) S 28

gﬁ%iﬁfﬁ: $ASA-3-746005: user-identity: The AD Agent AD agent IP address cannot be reached

- reason [action ]

WEAR: ASA JCiLiERER] AD 3. AD AREE M A A& AT AT i 58X RADIUS J5 MR, U & 22 X
Ko

EIAIRIE: K ADUHEL S ASA Z M4 R, Wik HoAth AD ACHE CUC & HoaT Y, 2230
P AL AD AREE. 4R m) B RAEAE, TEICR A TAC.
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%E%iﬁﬁ?: SASA-4-746006: user-identity: Out of sync with AD Agent, start bulk download

AR ADARHTCVE TR ASA L1 TP F el Fit, - H AD R FFH Ew i, X S EAD AR
FL5 ASA TP H P 3l i 2 (B AFAEAN—E .

BRYIRAE: ER AT WERILH B UIRAAAE, THIA AD AL ASA Z [ [¥3EH .

giﬂ%‘;ﬁ%\ $ASA-5-746007: user-identity: NetBIOS response failed from User user name at user ip
WER: RGURIENETA L CHRIKELT) NetBIOS i hY o
BIHRAE: R PAT TR

‘éia':éi‘ﬁ,%\: $ASA-6-746008: user-identity: NetBIOS Probe Process started
WERA: NetBIOS HEFEC A3,
BIRYIRIE: LR PATAE R

%E%iﬁﬁ?: $SASA-6-746009: user-identity: NetBIOS Probe Process stopped
WLAA: NetBIOS MEfE U5 1k
BIBIRAIE: LA PATAE TR

%E%iﬁﬁé $ASA-3-746010: user-identity: update import-user domain name \\group name - Import

Failed [reason ]

WAA: %I\ user-identity update import-user username iy % 5UHT H 7GR AR, RIBUR P ALES: 8
W TUEATER AL AR BRI AT A

BRYIRAE: WARAAAE RIS, USRSk T A 4 2 IR . 0, 15K A ASA 5 AD JIR55
LA IIERL .

%E%iﬁf?: $ASA-4-746011: Total number of users created exceeds the maximum number of max users

for this platform.

WERR: AD 2145 ) Al A g i g KR (64000). RGEAE OO g G E Tk
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746012

746013

746014

746015

746016

16012 [
BINEYIRAE: ORI, BIORCECE N MCRCE A TR FBCE A 2 H R

gl%iﬁ:%\ $ASA-5-746012: user-identity: Add IP-User mapping IP Address - domain name

\user name result - reason

WRA: BB IP BB AN E S B P HHE I WO B . RS eR T EREIRES Ok
WO o DI IAE VPN . s s G Sk S P R A

BIRIIRAE: KR RATE T34

gi%;ﬁ:%\: $ASA-5-746013: user-identity: Delete IP-User mapping IP Address - domain name

\user name result - reason

WA FH 2 TP Huhk i Bs E O . REHER THEAEIRES ORIEURMO o )R R4
AEVESHHBIN . NetBIOS R M. PIPIE4AN. VPN VR4S B R ACTEH F a5 F1 MAC HulibAS
VUHd. SRR A2 PIP @40

BIRIRIE: EHRPATAEATIRAE

%g’ll;é“;‘ﬁ,%\ SASA-5-746014: user-identity: [FQDN] fgdn address IP Address obsolete.
WA sEeMlEEA Dl
BIBIRIE: BT PATAE TR

gll;é“;ﬁ,%\ $ASA-5-746015: user-identity: FQDN] fqgdn resolved IP address .
WYEAR: S84 MRE AL Al SR
BIHIRIE: EHRPATAEMTEAE

gll;&“;ﬁ,%\ SASA-3-746016: user-identity: DNS lookup failed, reason: reason
WLRA: DNS AR, RIS P HEAE N oV FIBEA AT

EIBYIERIE: KAUE FQDN & %%, LMK DNS 445215 ] A ASA Uil o Ui ) @7 AE, i
& EF TAC.
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%gia&‘;ﬁ,%\: $ASA-6-746017: user-identity: Update import-user domain name \\group name
RBA: ARGk user-identity update import-user 1% .
BIBIRIE: LR PATAE TR

%gli':é‘;léi%\ $ASA-6-746018: user-identity: Update import-user domain name \\group name done
WAA: ARG AU user-identity update import-user 7%, Ji H O Ih5e S AN,
BIHRAE: W AT A

%‘élféiﬁ,% $ASA-3-746019: user-identity: Update |Remove AD Agent AD agent IP Address IP-user

mapping user IP - domain name \user name failed

AR ASA FHrELMNER AD ACEE K IP FH 7 RS O

BIBIRIE: K AD AUBLAPIRA T ASA 5 AD AUBRZ AN ERE . I SR o) BUTIORAF A, VIR R R
TAC.

%liatl%;ﬁ,% $ASA-3-747001: Clustering: Recovered from state machine event queue depleted. Event
(event-id , ptr-in-hex , ptr-in-hex ) dropped. Current state state-name , stack ptr-in-hex

, ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex
YLBA: AR FSM ARSI b, I BIMER 18 .
BILHRE: k.

gl%“;ﬁ:%\ $ASA-5-747002: Clustering: Recovered from state machine dropped event (event-id ,

ptr-in-hex , ptr-in-hex ). Intended state: state-name . Current state: state-name .
WA EAE FSM LRI S BiptRaS AT 0 ST
BIHRE: k.

gli%‘;léi%\ $ASA-5-747003: Clustering: Recovered from state machine failure to process event

(event-id , ptr-in-hex , ptr-in-hex ) at state state-name .

WA WA AR R A, R FSMORREAL B
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747004

747005

747006

747007

747008

747009

17000 [}
BILHIRIE: T

%g'l?né‘;ﬁ.%\ $ASA-6-747004: Clustering: state machine changed from state state-name to state-name

EA: AT FSM Ot RIS
EIBYIRIE: .

%g’ll;é“;‘ﬁ,%\ SASA-T7-747005: Clustering: State machine notify event event-name (event-id ,

ptr-in-hex , ptr-in-hex )
WERR: M FSM [R5 ) il 0 1 AT
BIBIRIE: L.

%gl;&“;‘ﬁ,%\ SASA-T7-747006: Clustering: State machine is at state state-name
WA RN FSM HEAREIRG, RIZEAPIRA . MEIR&EE FIRE.
BILBIERIE: k.

%gl%“;‘ﬁ,% $ASA-5-747007: Clustering: Recovered from finding stray config sync thread, stack

ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex .
RBE: O R Astray Bl 'E R L6FE .
BILHIRIE: .

%gl?iiﬁ,%\ $ASA-4-747008: Clustering: New cluster member name with serial number serial-number-A

rejected due to name conflict with existing unit with serial number serial-number-B .
YRR 7EZ BB ERCE T AR R AR
BILBIERIE: .

%liatll;i“;‘ﬁ:%\ SASA-2-747009: Clustering: Fatal error due to failure to create RPC server for

module module name .
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AR ASA fil% RPC JIRSs 28 I,

BAYIRAE: ZEA LB BB D REIT SR R LI fE . WOR R BT RAAAE, TR IBRL
TAC,

%E%iﬁfi %ASA-3-747010: Clustering: RPC call failed, message message-name , return code

code-value .
WAA: RPC R REZAMN R TP
EILHRE: L.

%E%iﬁﬁé $ASA-2-747011: Clustering: Memory allocation error.
YRR ARME AT WA IR IR

BIHIHERAE: AR AR DRI o E R I Re . WU R B RAEAE, WA T ASA L
(KT AFAE I DL o

%E%iﬁf? SASA-3-747012: Clustering: Failed to replicate global object id hex-id-value in

domain domain-name to peer unit-name , continuing operation.
YRR A JRxi G ID SR
BIBIERIE: k.

gﬁ%iﬁﬁa%ASA—3—747013: Clustering: Failed to remove global object id hex-id-value in domain

domain-name from peer unit-name , continuing operation.
WiAR: AJRe g ID MR I
BB .

ﬁﬁ%iﬁﬁé $ASA-3-747014: Clustering: Failed to install global object id hex-id-value in

domain domain-name , continuing operation.
WEBR: ARG ID 22k RN
BILBIRIE: .
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747015

747016

747017

747018

747019

747020

11015 [

%%E%iﬁﬁ? $ASA-4-747015: Clustering: Forcing stray member unit-name to leave the cluster.
L B RTINS D A
BIBIERIE: .

%ﬁﬁ%iﬁﬁﬁ SASA-4-747016: Clustering: Found a split cluster with both unit-name-A and
unit-name-B as master units. Master role retained by unit-name-A , unit-name-B will leave,

then join as a slave.
YRR kB T YRR
BILBIERIE: k.

%%E%iﬁf? SASA-4-747017: Clustering: Failed to enroll unit unit-name due to maximum member

limit limit-value reached.
WLER: ASA RAEFNIBr 8, [AIA i S5 K Rl 53 2 B ol o
HIEYIRIE: L.

%%E%iﬁf? $ASA-3-747018: Clustering: State progression failed due to timeout in module

module-name .
WRA: AEHF FSM BERR kIR .
HIRYIRIE: L.

%gﬁ%iﬁﬁa $ASA-4-747019: Clustering: New cluster member name rejected due to Cluster Control
Link IP subnet mismatch (ip-address /ip-mask on new unit, ip-address /ip-mask on local

unit) .
LA : E B AT I VA& (W AR 11 1P Ml ANDLIE .
HIRYIRIE: L.

%%E%iﬁﬁ? $ASA-4-747020: Clustering: New cluster member unit-name rejected due to encryption

license mismatch.
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YRR LA AR I BE RN YV ATIE A LG .
BILARIE: Lo

%§E%5ﬁ5§ $ASA-3-747021: Clustering: Master unit unit-name is quitting due to interface

health check failure on interface-name .
YERR: TR SRR A R, R A e AR AR TR D RE
EiayRiE: k.

%%E%iﬁfﬁ %ASA-3-747022: Clustering: Asking slave unit unit-name to quit because it failed
interface health check x times, rejoin will be attempted after y min. Failed interface:

interface-name .

YRR fEAE BRI A SRR LN, LT RGEH BN R . TSR I Ta) py 2
FEEAPIRAUR B R, PRI AR e AR AR D fie . e e IIN ) (=) J5, el )&
B

BILHIRAE: L.

%gﬁ%;ﬁfa%ASA—3—747023: Master unit %$s[unit name] is quitting due to Security Service Module
health check failure, and master's Security Service Module state is %$s[SSM state, which can
be UP/DOWN/INIT]. Rejoin will be attempted after %d[rejoin delay time] minutes.

WAR: BB LA SSMUISAPIROUR BRI, s SR M e 3B Y HL 2l ER A .
BILHIERAE: L.

%%E%iﬁﬁ? $ASA-3-747024: Asking slave unit $s[unit name] to quit due to its Security Service
Module health check failure, and its Security Service Module state is %s[SSM state]. The

slave will decide whether to rejoin based on the configurations.

WA BB LI SSMIs RS A W, E WA ER N E R &R, I H BN E R & &1
RN

BILRIERAE: L.

%EE%SﬁEE $ASA-4-747025: Clustering: New cluster member unit-name rejected due to firewall

mode mismatch.
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747026

147027

747028

747029

747030

14702 [

WRR: TR AR B (1B K AN DL -
BILARIE: Lo

%§E%5ﬁ5§ %ASA-4-747026: Clustering: New cluster member unit-name rejected due to cluster

interface name mismatch (ifc-name on new unit, ifc-name on local unit).
YRR A AN N L% [ BT 42 1) s 42 1) A4 AR AN UL
EiayRiE: k.

%gﬁ%iﬁfa%ASA—4—747027: Clustering: Failed to enroll unit unit-name due to insufficient size

of cluster pool pool-name in context-name .
YRR R TCE A B NERE K O], R IO E NI A B
BILRIEBRIE: L.

%%E%iﬁﬁé $ASA-4-747028: Clustering: New cluster member unit-name rejected due to interface

mode mismatch (mode-name on new unit, mode-name on local unit).
YRR F BRI AL OB IEE,  Joid 24 NBIAUE 2 AN R
BRI L.

%gﬁiiﬁfa SASA-4-747029: Clustering: Unit unit-name is quitting due to Cluster Control Link

down.
YERR: ph T ISR R, DR A A T AR I RE
BIEYIRIE: L.

%%E%iﬁf% SASA-3-747030: Clustering: Asking slave unit unit-name to quit because it failed
interface health check x times (last failure on interface-name ), Clustering must be manually

enabled on the unit to re-join.

VR IAPROUE AR, JF B O i KEDH A 2. 1 T3 IS TR DUR 2 K
Mg vt CAE AR DI fE

BILHIERAE: L.
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%gﬁ%iﬁfa%ASA—3—74703l: Clustering: Platform mismatch between cluster master (platform-type

) and joining unit unit-name (platform-type ). unit-name aborting cluster join.
WERR: A B 5 B S A LB -1 5 A LR .

* unit-name - FHEG | SR P A B S FR
* platform-type - ASA V-5 K2

BHIIRAE: BRI B SN s RSB P 65 .

%%E%iﬁf? SASA-3-747032: Clustering: Service module mismatch between cluster master
(module-name ) and joining unit unit-name (module-name )in slot slot-number . unit-name

aborting cluster join.
YRR AT R AR B A Rt T O BIERAN — B0 (BESRBY R 238U ) .

* module-name - JMFERF) 4 F
* unit-name - $EFEG | LT A 158 8 1) 24 FK
* slot-number - K- /NVCHC A3 ) S 5

BIAYIRIE: BRI B b R (MR S B 2 Bk b (AR B A RIS A, O FLS SR 1 et
ALY AR 1] o

%E%iﬁﬁ% $ASA-3-747033: Clustering: Interface mismatch between cluster master and joining

unit unit-name . unit-name aborting cluster join.
YRR ANV 0 ST s R DA
* unit-name - SRS FFLT P 1 2R
BRIBIRAIE: BRI e IR O S AR A e L DU

%E%iﬁﬁ? SASA-4-747034: Unit $s is quitting due to Cluster Control Link down (%d times after

last rejoin). Rejoin will be attempted after %d minutes.
YRR ARREARIEERR AL TR PR, et Bzl TR
BBIRAE: SRR

%E%iﬁﬁé $ASA-4-747035: Unit %s is quitting due to Cluster Control Link down. Clustering

must be manually enabled on the unit to rejoin.
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747036

747037

747038

747039

747040

74703 [

iR SEREE B AL T OC PR, Bl th LB S
BIAYIRIE: Tl HH A B

%§E%5ﬁ5§ $ASA-3-747036: Application software mismatch between cluster master %$s[Master unit

name] (%s[Master application software name]) and joining unit (%s[Joining unit application
software name]). %s[Joining member name] aborting cluster join.

YRR ERCA AN e BN AR o A B K 40
BIAYIRIE: # R M e is A R A N /R S5 I T sl BB A% B o

%%E%iﬁfﬁ %ASA-3-747037: Asking slave unit %s to quit due to its Security Service Module
health check failure %d times, and its Security Service Module state is %s. Rejoin will be

attempted after %d minutes.
WRA: BB L SSMZATIRDUR B 2R, T e Bk B B AR H 2 E R A .
HILHERE: L.

%ﬁﬁ%iﬁfﬁ %ASA-3-747038: Asking slave unit %s to quit due to Security Service Module health
check failure %d times, and its Security Service Card Module is %s. Clustering must be
manually enabled on this unit to rejoin.

WA MJE s LI SSMISATRBURI A R, 1 e R A e 4 IR H HL 2 E R
BIWHIRAE: TAhEFIMAZ®R .

%%E%iﬁf% SASA-3-747039: Unit %s is quitting due to system failure for %d time(s) (last
failure is %$s[cluster system failure reason]). Rejoin will be attempted after %d minutes.

WAR: MRS, JF HiZies BATE I H 20 EH A
BIHIERAE: LR RATETAT .

%ﬁﬁ%iﬁfﬁ SASA-3-747040: Unit %s is quitting due to system failure for %d time(s) (last
failure is %s[cluster system failure reason]). Clustering must be manually enabled on the

unit to rejoin.

WAR: RIEARGURIG JF Hizie s BATE R 2 E s A
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BIHIRE: TAEFIMAZ®R .

gﬁ%iﬁfﬁ $ASA-3-747041: Master unit %$s is quitting due to interface health check failure on
%s[interface name], %d times. Clustering must be manually enabled on the unit to rejoin.

WA BB B S PIROUS E RN s FAT B HaulER A .
BILHIRE: TAEFIMA L.

%E%iﬁf? SASA-3-747042: Clustering: Master received the config hash string request message

from an unknown member with id cluster-member-id

AR A RGO AT SR S
BLAYIRIE: WUV RE R A 54 T OnCall K75 .

gﬁ%;ﬁﬁ? $ASA-3-747043: Clustering: Get config hash string from master error: ret code

ret code, string len string len

WEBR: R RE M T BRI & ) A A
* ret_code - FE IR [FIACAS; 0 KoRIER, 1 KoK
* string_len - hash_str ¥ J&

BIATIRIE: BCRBORSCRE O 4 B ) @3 T M HE R . i fRFTIT “debug cluster cep” LA
Tff s AR A BRI

%E%iﬁﬁ? $ASA-6-747044: Configuration Hash string verification result
WA MCE R AT R EEAC A R
* result - JL&5 T LLZ& PASSED & FAILED

BILAIRIE: BRI AEATERAE .

gﬁ%;ﬁfﬁ $ASA-5-748001: Module slot number in chassis chassis number is leaving the cluster

due to a chassis configuration change
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| F4B&H 8 722001-776020

748002

748003

748004

748005

743002 [

WiRR: AE MIO WS Ch T SRR I BERS . A MIO HHMIER TARHF4L, sl /6 MIO FC & IHBR 14K R4
Heo

* slot_number - HIFH A IR AGHE ID
* chassis_number - JLF5 ID GO THREAMHLFEEME— D

BIRYIRAE: BRI

gﬁ%;ﬁfﬁ %ASA-4-748002: Clustering configuration on the chassis is missing or incomplete;

clustering is disabled
WLAA: MIO i/ DRC & siC B A G (BN, RACE LR A BT HIRE)

* slot_number - HIFH A HIH-RAGHE ID
* chassis_number - FLF ID GO THREAMHLFEZME— KD

B RYIRAE: FeBIMIO £ &5 I BB ARAF IR 55 M, R AR H AN B IR 552828, FFAT Y M e SCH AR
ThIBERS o

%E%iﬁf% $ASA-4-748003: Module slot number in chassis chassis number is leaving the cluster

due to a chassis health check failure

WA BRRJCIES MIO AR, PRI E R MIO SR I e £ 1] U of Hodha v AR BRAEGR . 1 2R AL
s 1 CARBRARGE, s RO A2 Bt ASA.

* slot_number - FLAH W IR HdFE 1D
* chassis_number - FLAH ID O FREANHUAR & ME—11))

BILAYIRIE: Rf MIO o2 rl LUEH 1217, s MIO AR 2 [ 1 7 e 1E H A

%E%iﬁf% $ASA-5-748004: Module slot number in chassis chassis number is re-joining the

cluster due to a chassis health check recovery
YRA: T MIO B RIZAPIRBUAS A O, R ASA Sl E B IS .

* slot_number - HLAH W PR S 1D
* chassis_number - FLA ID O FREANHUAR & ME—11)

BIAYIRIE: Af MIO o2l LUEH 21T, s MIO AR 2 )52 7 475 BE 1E # A5

%E%iﬁf% $ASA-3-748005: Failed to bundle the ports for module slot number in chassis
chassis number ; clustering is disabled
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WRA: MIO RFEN H Mg 1 .

* slot_number - LA N AR 488 1D
* chassis_number - FLF ID OO THREAMHLFEZME—FD

HIHYIRIE: K E MIO 2 IEHis1T.

HiRiHE 2asn-3-748006: Asking module slot number in chassis chassis number to leave the

cluster due to a port bundling failure
WYLBA: MIO RBEMMC ARG, PR R O .
* slot_number - HIFH AN AR AGHE ID
* chassis_number - HLA ID O REANHUAT ZME—1))
ERYIRIE: K MIO 2T IEHIZAT.

HiRiHE 2ASA-2-748007: Failed to de-bundle the ports for module slot number in chassis

chassis number ; traffic may be black holed
WLBA: MIO R BEMUH AR .

* slot_number - LA N AR 488 1D

* chassis_number - JLF7 ID OO THREAMHLFEZME— KD
ERYRIE: K7 MIO W IEHIEAT.

gi%iﬁ,%\ $ASA-6-748008: [CPU load percentage | memory load percentage ] of module slot number
in chassis chassis number (member-name ) exceeds overflow protection threshold [CPU percentage

| memory percentage ]. System may be oversubscribed on member failure.

WAA: CPU D it (N-1)/N, b NACKRIG SN SRAE A 10 2 s A7 Sl Ul i (100 - x) *
(N-1)/N+x, Hop NARRERBAE, x & EOUMA R FHEHE A AT H 26

* percentage - CPU S5 A A7 5128 11 73 L Eicdls

* slot_number - NLAH A [FHR K45 1D

* chassis_number - FLF ID OO THREAMHLFEZME— KD

BANRYIRAE: TR P SRR B o It e AN N BE 2 OB/ PR

gli%‘;ﬁ%\ $ASA-6-748009: [CPU load percentage | memory load percentage ] of chassis
chassis number exceeds overflow protection threshold [CPU percentage | memory percentage

}. System may be oversubscribed on chassis failure.

. F 4 H & 2 722001-776020



| %% B8 722001-776020

748100

748101

748102

18100 [Jj

LR HURTIL R S 00 R 2 B A

* percentage - CPU $1 380 N 77 57 38 11 7 LE s
* chassis_number - FLF ID OO THREAMHLFEZME—FD

BEWRIIRAE: TR P AR S o el it S N BE 22 ORI /LA

%E%iﬁﬁé $ASA-3-748100: <application name> application status is changed from <status> to
<status>.

WERR: A I AR N BIoRZESA T 53— FRAS . N HPIRES ARt S b 5 i g A TR G sr ALl

* application name - snort 5% disk_full

* status - FIUH IEH . FH

BILAYIRIE: RN RIRES

%E%iﬁﬁé $ASA-3-748101: Peer unit <unit id> reported its <application name> application

status is <status>.

YRR AR AR T PRSI, RS S ek i B I Ss AT IR 2B
* unit id - W& ID
* application name - snort 3% disk_full

* status - ¥JUG. 1EW . B

BIBIRIE: WUEN I HPIRAS

%E%iﬁﬁé $ASA-3-748102: Master unit <unit id> is quitting due to <application name>

Application health check failure, and master's application state is <status>.

WRR: IS PIROURS B I B i A s IR DU i . AR BT SRR
* unit id - W & ID
* application name - snort 5% disk_full

e status - ¥JUR. IEH . FH

BICRYIRAE: WUENHPIRA . A (snort) kR IEHZAT G, W& B EFMA.
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%%E%iﬁﬁ? $ASA-3-748103: Asking slave unit <unit _id> to quit due to <application name>

Application health check failure, and slave's application state is <status>.
YRR N HIB AT IR AT AR I 2 M & R B A IR . AR I & 9 R

* unit id - W 4% ID

* application name - snort Y, disk_full

* status - ¥JUH. IEH . B

BIRYIRE: AR HARAS . N (snort) kB IEWIB1T )G, SRR B EFT A

%%E%iﬁﬁé $ASA-4-748201: <Application name> application on module <module id> in chassis
<chassis id> is <status>.

WERA: MRS BER N KPR R A T A2

* status - IEH# .« S5

BILHIHRAE: WUEM S B N R

$EIRIHE 2asA-3-748202: Module <module id> in chassis <chassis id> is leaving the cluster

due to <application name> application failure\n.
YRR WURNH (Billn vDP) LM, e 2R Bl i 0 AR A
BWBIRAIE: BRIk S HE D N BPIRAS .

Euﬁlﬁu¢ $ASA-5-748203: Module <module id> in chassis <chassis id> is re-joining the cluster

due to a service chain application recovery\n.
YRR WIRIRSSEEN T (9 vDP) KA, e A S I ASERT
BRI WURRSSHE T N HPIRAS

%ﬁﬁ%iﬁﬁé $ASA-5-750001: Local:local IP :local port Remote:remote IP : remote port Username:
username Received request to request an IPsec tunnel; local traffic selector = local
selectors: range, protocol, port range ; remote traffic selector = remote selectors: range,

protocol, port range
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750002

750003

750002 ]

VR IEAETERON IPsec FEIE PAT HEIURAT,  BIInas DT SRR AT R4

* local IP:local port - JLIESR A H TP bl . F T &Y ASA TP Huht Fw M5

* remote IP:remote port - JLIEKIPIGHE TP Huht . K HIEHAE K X544 TP Huhlt Fsg O 5
* username - RV MIERE A A 4 CinR %) sifEiE 4l

* local selectors - AL E ) FH T 1 IPsec F&IE 1) Uil 1%L FEs BUACE]

* remote selectors - TEFERTEAATE K I H T~k IPsec BEIE F) U S B A8 B AR

BILHIERAE: LR RATE T4

gﬁ%ﬁﬁ%ﬁ%ASA—5—7SOOOZ: Local:local IP :local port Remote: remote IP : remote port Username:

username Received a IKE INIT SA request
WAR: ORI ARIREIERL SA Aldii=k (IKE_INIT_SA iK)

* local IP:local port - JLIEKMACHN TP Huhl. AT BEIEHE1) ASA TP bk Flg 1145
* remote IP:remote port - WLiE R PJIZFE IP Huhl. & HIEHAE K BS54 1P Huhlflug 05
* username - WAEVT IMiERE WA P 4 CinsR 2 a) BRFEE L

BIRRIE: HRPATAEITIRAE

%E%iﬁﬁ% %ASA-4-750003: Local: local IP:local port Remote: remote IP:remote port Username:
username Negotiation aborted due to ERROR: error

YRR TR AT R, bk SA BhE .
* local IP:local port - BLIEKPIAH TP Huhl . FHF BEIEHEM) ASA TP bk Flug 1145
* remote IP:remote port - WL R FICFE TP suht . & I HAE K 1 554K TP Mk Fig 115
* username - RV RIERE W 44 Can R B )
* error - IR A DRI R o B R D PR AL T

- Failed to send data on the network (AHETE M 4% I A IX £ )

- Asynchronous request queued (572517 3K S HEA B F1))

- Failed to enqueue packet (A AEHEts (L HE AN BAF)

- A supplied parameter is incorrect (FEE IS HANEH)

- Failed to allocate memory (AHEZ N A7)

- Failed the cookie negotiation (Cookie 1 2R J%)

- Failed to find a matching policy (A& fEFkFIVEHC AT M)

- Failed to locate an item in the database (AREZEEHE A #8200 H )
- Failed to initialize the policy database (A BER]LH1L T m& Bl )
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- Failed to insert a policy into the database (A AEHF s A 2 H s 5D

- The peer's proposal is invalid 6 SE AR TR

- Failed to compute the DH value (AR fgTH5E DH {H)

- Failed to construct a NONCE AR # NONCE)

- An expected payload is missing from the packet CEHs s A /> T A 67280

- Failed to compute the SKEYSEED CAfigil %57 SKEYSEED)

- Failed to create child SA keys CRAEGIHE T SA %4])

- The peer's KE payload contained the wrong DH group CWA544[¥) KE 1 256 % A5 11 DH 41)

- Received invalid KE notify, yet we've tried all configured DH groups (U E|TC#4 1) KE %0, HIERMIC
222 T T CCE %) DH 4D

- Failed to compute a hash value (RAETHEELSIE)

- Failed to authenticate the IKE SA CAREIIIE IKE SA ¥ 5 43)

- Failed to compute or verify a signature (A HETHH B IS 44)

- Failed to validate the certificate (ARBEIAFUETS)

- The certificate has been revoked and is consequently invalid (i3 VY, R ERO

- Failed to build or process a certificate request (A HEF4) & oAb HE 113K )

- We requested a certificate, but the peer supplied none (F&ATIE K THEFS, (HIEX ARG FRALE )

- While sending the certificate chain, peer did not send its certificate as the first in the chain (& I%ilE 15
N, R REARBA R AL BE R A28 N A%

- Detected an unsupported ID type (R FIANAZ 2 ) ID 287

- Failed to construct an encrypted payload (A A& % 1 71880

- Failed to decrypt an encrypted payload (A BE A% %5 11 128

- Detected an invalid value in the packet CH il 1) 545 0, - () (E L350

- The initiator bit is asserted in packet from original responder (A2 /5 v 7E kK H R 410 W 5 1) $c s
BT ED

- The initiator bit isn't asserted in packet from original initiator (& 57 ALK B IR G K 7 R
BT

- The message response bit is asserted in a packet from the exchange initiator (¥ 5 Wi WA 7E 3K [ A8 3k

AT R A R e T D

- The message response bit isn't asserted in a packet from the exchange responder (34 5l WA ALE K H A4S
i 3 75 R B0 A P T O

- Detected an invalid IKE SPI (K3l 21|52 (1) IKE SPI)
- Packet is a retransmission (E# 0 FAL)
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- Detected an invalid protocol ID CR 2 TR ) B3 ID)

- Detected unsupported critical payload K FI A2 37 R () S8 £ 48D

- Detected an invalid traffic selector type CRL 2 ICRL I EIE B2 L)

- Failed to create new SA CARRERIEHIH SA)

- Failed to delete SA CRAEMIBR SA)

- Failed to add new SA into session DB (AREHFHT 1) SA ¥ #2415 DB H1)
- Failed to add session to PSH CRREW 217 INE] PSH 1)

- Failed to delete session from osal (AHEM OSAL MIFRE2 1%

- Failed to delete a session from the database (A GE M E e 22 IR 25 16

- Failed to add request to SA CRAERF KA INE] SAD

- Throttling request queue exceeds reasonable limit, increase the window size on peer (PR il i sk BA A8

B BB, BGOSR R/

- Received an IKE msg id outside supported window | /N7ESZ F59E B P i IKE %8 1ID)
- Detected unsupported version number Rl 2 A 52 37 £ () fIRA 5D

- Received no proposal chosen notify (Y EI| ¥ 128 £ 4 I %D

- Detected an error notify payload Rl 215 5 18 %1 F1 %)

- Detected NAT-d hash doesn't match (Al 1] NAT- d #51ANVEHC)

- Initialize sadb failed (HJ4Hift SADB KO

- Initialize session db failed (HJaRL2sTEEE 2R MO

- Failed to get PSH CARAEZREN PSH)

- Negotiation context locked currently in use (V)i b NCO8E, HATIEELEHD
- Negotiation context was not freed! (Ppi - FSCAAREL! )

- Invalid data state found (F&ETCRLIEIHIRES)

- Failed to open PKI session (A AEF] I PKI £3if)

- Failed to insert public keys (AR AESA )

- No certificate found (A EIE15)

- FRBIAZ SCRFAE P gmts, Bl BRSNS EE K HTTP URL, {HM AR K%
HTTP_LOOKUP SUPPORTED iffi 41

- B/ HATA SR RIEINGEE URL. H2E, SCRRACEEARZRE URL

- AR Rl )

- Failed to construct State Machine (A REMHARZSHL

- Error encountered while navigating State Machine (iR 2 ML 8 26545
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- SM Validation failed (SM 4iiF 0

- Could not find neg context (FEASNFIFHF L F30)

- Failed to add work request to SM Q CARAER TAE1E R InE] SM Q)

- Nonce payload is missing (#/> Nonce $12%)

- Traffic selector payload is missing (/¥ kP48 5120

- Unsupported DH group (DH 4 A2 FF)

- Expected keypair is unavailable (T2 X AT H)D

- Packet isn't encrypted (U004 &)

- Packet is missing KE payload (it KE 113%)

- Packet is missing SA payload CHHEEEL/> SA H13)

- Invalid SA (SA JE&D

- Invalid negotiation context (B [ F TR0

- Remote or local ID isn't defined (A IZFEaAM ID)

- Invalid connection id (% ID T2

- Unsupported auth method (& {350 1UFE 5 VA2 SCRF)

- Ipsec policy not found (F&ANZ [Psec HHg)

- Failed to initialize the event priority queue (A BERTUGAZAFALSELBAS])

- Failed to enqueue an item to a list (AR BEWRFINH HEA 13D

- Failed to remove an item from list (AHEMF1ZRH I ERIH D

- Data in the event priority queue is NULL or corrupt (K4l 7t S48 56 2 BAZ b 3 5 4 )
- No local IKE policy found (A& FIAH IKE HEHs)

- Can't delete IKE SA due to in-progress task (T H{T45 1IELESAT, BIILICIZEMIER IKE SA)

- Expected Cookie Notify not received (AR F i Cookie i 411)

- Failed to generate auth data: My auth info missing (A% B84 G 3 S iE 50 ds . B D3RI G 00 50 E 5 2D
- Failed to generate auth data: Failed to sign data (CRAEZE S X I uE £ d: AR EeEATEIR 24D

- Failed to generate auth data: Signature operation successful but unable to locate generated auth material (&

REZE S O B b Bl . A8 ARAE T, (R TEIE S A B S Oy B AR

- Failed to receive the AUTH msg before the timer expired (A REZET] I 28 A 25U HUC & 43 56 E 74 B
- Maximum number of retransmissions reached ( £ 21| 5z K HAL IR HO

- Initial exchange failed (FJUGAC M0

- Auth exchange failed (543 %61F A2 4 2K MO

- Create child exchange failed (fill# 72 # 260
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- Platform errors (P53 %51%)

- Failed to log a message (AR fHEICFKNEE)

- Unwanted debug level turned on (¥TJF T AT 1 A0

- There are additional TS possible (1] fgiA HAh TS)

- A single pairs of addresses is required (75 —XfHbhk)

- Invalid session (= 1HITCRL)

- There was no IPSEC policy found for received TS (¥ AU EF) TS $REMTA7] IPSec HlE)
- Cannot remove request from window (JGyk M 7 1 HHIBRTE KD

- There was no proposal found in configured policy (713 7E e & ) SR M 48 BT i 150

- Nat-t test failure (Nat-t MK 20

- No pskey found ($4 %] PSKEY)

- Invalid compression algorithm (&4 5ET50

- Failed to get profile name from platform service handle (R f8 MV 15 M 55 FO AR IR ICAC & S 44 75D
- Failed to find profile (A fg 4L 2 & S

- Initiator failed to match profile sent by IPSEC with profile found by peer id or certificate (& /7 A& HEFF
IPSec ik IHCE S 10k 6 5544 1D Bluk R 2 0 i B SRR T UL RS

- Failed to get peer id from platform service handle (R AEM V-5 Mk 55 AN RO 2544 D)
- The transform attribute is invalid (3% ¥# & ' T80

- Extensible Authentication Protocol failed (R[4 J# & 43 46 F B RO

- Authenticator sent NULL EAP message (5 {35 EFE/7 A& 1% T NULL EAP {4 5D
- The config attribute is invalid (Fc & J& L0

- Failed to calculate packet hash CAfeTI S HIREEAIME)

- The AAA context is deleted (AAA I F3CE IR

- Cannot alloc AAA ID (GVA4C AAA ID)

- Cannot alloc AAA request (CIEZEL AAA 1K)

- Cannot init AAA request (TCIEWIUGIL AAA 153K)

- The Authen list is not configured (AL & & {35 UES1FK)

- Fail to send AAA request (ARRERIE AAA #5R)

- Fail to alloc IP addr CABEZMAC 1P ikl

- Invalid message context (V15 300

- Key Auth memory failure (2157 B IE P A28 )

- EAP method does not generate MSK (EAP J5 A 2E il MSK)
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[l 750003

- Failed to register new SA with platform CRAEZE -5 I MHHT SA)

- Failed to async process session register, error: %d CRBESFDACBESTEF M, HiR: %d)

- Failed to insert SA due to ipsec rekey collision (T IPsec % EHHE Frotse, AKfgdiiA SA)
- Failed while handling a ipsec rekey collision (4t IPsec % £ 55T vh 58 R MO

- Failed to accept rekey on SA that caused a rekey collision ({EFEUHEFt 521 SA _FARRERZ % HH
R

- Failed to start timer to ensure IPsec collision SA SPI %s/%s will be deleted by the peer (A HE/S Bl
&% DA LRAT SRR IPsec #1158 SA SPI %s/%s )

- Error/Debug codes and strings are not matched 5/ AR A CHE A2 75 H AN PLHL )

- Failed to initialize SA lifetime (ARAEVILAML SA A=A 1)

- Failed to find rekey SA CRAEFL BB T B SA)

- Failed to generate DH shared secret (A HEA- K DH L5 %4H)

- Failed to retrieve issuer public key hash list (A HER R K FH A EIHE)

- Failed to build certificate payload (& g HUET5613%)

- Unable to initialize the timer (R BERI UL T35

- Failed to generate DH shared secret (AHEAE K DH L2235

- Failed to initialized authorization request CREEVIIGIZALE KD

- Incorrect author record received from AAA (M AAA WB|HIFEEIC A IEHD

- Failed to fetch the keys from AAA CRAEM AAA SREUCEEH)

- Failed to add attribute to AAA request CRAERFEIERINE] AAA THR)

- Failed to send tunnel password request to AAA (A HERFFEE B A5 14 K R I%E] AAA)
- Failed to allocate AAA context (ARHEZAC AAA | F30)

- Insertion to policy AVL tree failed (4fi A ZEM& AVL B 280

- Deletion from policy AVL tree failed (MM AVL B - IR 80O

- No Matching node found in policy AVL tree (&M AVL # HH AN BT PTHC 15 145D
- No Matching policy found (kA F| AL 50D

- No Matching proposal found ($A42|VCHCEE O

- Proposal is incomplete to be attached to the policy (EINANTERE, Joidk b N2 semg )
- Proposal is in use CEEULFEAEEH )

- Peer authentication method configured is mismatching with the method proposed by peer (il ‘& FIXF 4544
B3 B T3 925 X S A K VA AN DL S )

- Failed to find the session in osal (ARHELE OSAL R F| < iE)
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- Failed to allocate event (A HEZACF4F)

- Failed to create accounting record (A RE G & ic K 5%)

- Accounting not required (N7 g K )

- Accounting not started for this session (& AILS1EfH 3)id k)

- NAT-T disabled via cli (il CLI 25/ NAT-T)

- Negotiating limit reached, deny SA request ( AR R, FELL SA iEk)

- SA is already in negotiation, hence not negotiating again (SA CL{EWMET 1, PRI TE 75 FH R PR
- AAA group authorization failed (AAA ZHIZBURIBO

- AAA user authorization failed (AAA A FZBURMO

- %% Dropping received fragment, as fragmentation is not negotiated for this SA! (%% 1F £F M5 e 2] 1Y
B UM SA REMREI4FBE O

- Maximum number of received fragments reached for the SA ( ik FI 1t SA 1 f K7 B O
- Number of fragments exceeds maximum allowed (73 BEGE H foVF (K45 K AED

- Assembled packet length %d is greater than maximum ikev2 packet size %d (ZH & I ALK %d kK
T 5K IKEv2 it k) (%d)

- Received fragment numbers were NOT continuous or IKEV2 FRAG FLAG LAST FRAGMENT flag
was set on the wrong packet (I EI¥) 73 Bed ‘5 ALl e iR B L s T

IKEV2 FRAG FLAG LAST FRAGMENT #xit))

- Received fragment is not valid, hence being dropped (W43 B,  RITLBEMIER D

- AAA group authorization failed (AAA ZHIZBURIO

- AAA user authorization failed (AAA F 7 FZEURIMO

- AAA author not configured in IKEv2 profile (A{E IKEv2 FCE U ECE AAA 1E#)

- Failed to extract the skeyid (KA SKEYID)

- Failed to send a failover msg to the standby unit (R fENG i Fa D) # 71 JE & 32 21 9% FH e 45

- Detected unsupported failover version CF Il 21| AN 52 37 F5 0 U1 il AS D

- Request was received but failover is not enabled (SR, (HA 7 H #ebs 46

- Received an active unit request but the negotiated role is %s ( CUCE) T H BEA4IE K, HIBE MO

%s)
- Received a standby unit request but the negotiated role is %s ( I EN % H &K, AR A A
%s)

- Invalid IP Version (IP WA TR
- GDOI is not yet supported in IKEv2 (IKEv2 H' [ A 32 #F GDOID
- Failed to allocate PSH from platform (A fEM -4 43 fc PSH)
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- Redirect the session to another gateway CIRf£x %552 [n) 2] 55 — AP 5)

- Redirect check failed (FE 5 [a] £ 25 MO

- Accept the session on this gateway after Redirect check (T A A5, fELLMC LR &TE)
- Detected unsupported Redirect gateway ID type CHl AN 52 SCRF 1 5 3 7] W ¢ ID 870D

- Redirect accepted, initiate new request (L€ o] 3%, AALHHIER)

- Redirect accepted, clean-up IKEv2 SA, platform will initiate new request (FE 7€ |n] £4 3%, 5 IKEv2
SA, V- ERAABNI RO

- SA got redirected, it should not do any CREATE_CHILD_SA exchange (SA U E R, 'EANIHAT
fE4i] CREATE_CHILD SA AZ4t)

- DH public key computation failed (DH 283115 90

- DH secret computation failed (DH 2543315200

- IN-NEG IKEv2 Rekey SA got deleted (IN-NEG IKEv2 %4158 SA S M)

- Number of cert req exceeds the reasonable limit (Yod) CiE45i7 REGE H A FLBRH (%d))
- The negotiation context has been freed (Pi#d b F L E 4B

- Assembled packet length %d is greater than maximum ikev2 packet size %d (4145 I EL K %d K
F K IKEv2 Hdls A/ (%d)

- Received fragment numbers were NOT continuous or IKEV2 FRAG FLAG LAST FRAGMENT flag
was set on the wrong packet CICEIK) 73 Be g 'S ANE SR A R B B s T

IKEV2 FRAG FLAG LAST FRAGMENT #5it))

- AAA author not configured in IKEv2 profile CRA{E IKEv2 it & SCHHC & AAA 1E#E)

- Assembled packet is not valid, hence being dropped (ZH& (KB TERL, I MR

- Invalid VCID context (VCID | N LI

BRRE: AERGHE, IR HERREC I RS HE R 2B I AR, LR 2
3 B A 5 T b R P IS R R R SR o g, o) A AT DL R M K KE fh g I DH 4,

X2 PEAIATE SRR ER RGP ALEGIN DH 41, IXAE ARt il LLAE BT K o AT e i
i

gl%iﬁ,%\ %ASA-5-750004: Local: local IP: local port Remote: remote IP: remote port Username:
username Sending COOKIE challenge to throttle possible DoS

YRR AR NPEEEE K52 BT Cookie Fhilk BIE Y Cookie Pk, MC'EIXLL S (E 24 T By 1L ] REM
DoS H4ifi.

* local IP:local port - BLiE SR HUACHY 1P suht. FFULiERR) ASA TP HuhEFug -5

* remote IP:remote port - WL R ICHE TP bt . & I BAE K 10 554K TP Mok Fii 115

* username - WALV FIERE W 44 Can R B
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750005

750006

750007

750005 ]
BILHIERAE: LR RATETAT.

%1%7%1',%'\ $ASA-5-750005: Local: local IP: local port Remote: remote IP: remote port Username:
username IPsec rekey collision detected. I am lowest nonce initiator, deleting SA with
inbound SPI SPI

VAR ARSI A T S (AR S AR [ I SRR B A S8, I Sl R B itk ASA GRS 1)
HHNFORMR o, e B B AR BN At 230 SPL SIS SA kR .

* local IP:local port - Wi R A HY 1P suht. FFULiERLR) ASA TP HuhEFug -5

* remote IP:remote port - LI R ICHFE TP diht . & I BAE K 16 554K TP Mok Fii 115

* username - LRV FIERE W 44 Can R B )

* SPI - 30 I At pRoAS DN 28] ) 35 BH ST v ST AR I B (1) SA 1) SPT fJ A

BIRYIRAE: KBTI fTIRAT

%E%iﬁﬁé $ASA-5-750006: Local: local IP: local port Remote: remote IP: remote port Username:

username SA UP. Reason: reason
WA SA PR e R R N IEF IBATIRAS, B Wos 2 e sl 2 s .
* local IP:local port - BEIEK A TP Huhl. T BEIER:M ASA TP bk Fiug 1%
* remote IP:remote port - JLIEKIPIGHE TP Mol . & HIEHE K X544 TP Huhl A 05
* username - THEVT WERF A 4 Crs 2
* reason - SA BEN I H BT IR AR IR A
BIBYIRIE: LHPITATA AR

gﬁ%;ﬁfa%ASA—5—750007: Local: local IP: local port Remote: remote IP: remote port Username:

username SA DOWN. Reason: reason

WEEA: SA DR E S N BB, B B SRR TRR . BRAE N DA SR G B 144D
YT

* local IP:local port - BRI AHN TP Huhl. AT BEIEHHT ASA TP Hubil Fig 1155

* remote IP:remote port - JLiE KL FE IP Huhk . K HIEHE K B354 TP Mkt Aug 15
* username - WHREVF IMERE M P 4 Cansk 2%

* reason - SA AN IR I B DA

BILHIBRAE: LR RATETEAT.
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%gﬁ%iﬁfa%ASA—5—75000B: Local: local IP: local port Remote: remote IP: remote port Username:

username SA rejected due to system resource low

WERR: SA TSR 48 LLE iR R S0 TR URAS A2 FPIR L
* local IP:local port - Wi RBUAHY 1P Huht. F T ULIERA) ASA TP Huhb R K5
* remote IP:remote port - WL R ICHRE TP Huht . R I EAE K 0 554K TP Mok Fii 115
* username - WALV M) TG KE I P44 CanR 2 5m

BIAYIRIE: AL E IKEV2 () CAC BCE, DUNHENC B A B ELAf A 1 B R O RAT o 500, )
VIRBLATIIRAAAE, TRRE 2D A DL B )

%E%iﬁﬁé $ASA-5-750009: Local: local IP: local port Remote: remote IP: remote port Username:
username SA request rejected due to CAC limit reached: Rejection reason: reason

YRR IBBIEREAIE R (CAC) FRIBIME, X FE T SA W R#AHL.

* local IP:local port - BLIEKPIAH TP Huhl . FH T BEIEH:1 ASA TP bk flug 1145

* remote IP:remote port - WL R IZCHFE TP Huht . & I HAE K X 554K TP Mk Fiig 115

* username - RV RIERE W 44 Can R B )

* reason - SA AR 1) )5 Al
B RYHRIE: A IKEV2 1) CAC &, DR A E B B e X2 S 2 WUH AT R &0, g
IR GUATIRAFAE, T E— 20 I LAGZ AR B 1n) R

gﬁ%;ﬁfﬁ $ASA-5-750010: Local: local-ip Remote: remote-ip Username:username IKEv2 local
throttle-request queue depth threshold of threshold reached; increase the window size on

peer peer for better performance

* local-ip - AHuXT 554K TP Mtk

* remote-ip - TCFEXT 54K TP Mokl

* username - LCREV] R KE W 7 44 80 L2L (FRiE4l 40 (il 24m)

* threshold - 1 3\ A< B 117 3K BA 51 (/) BA 51 32R B2 1 4L

* peer - TEFEXTEEAA TP ikl
WLAA: ASA (1) FRAITE SR A A [l 4558 IR0 544 R0 SRR AL PR FEAR S o BRI SR BA 1) 25 i
RATRT ARG K, IR EGERAREL R A%, PR Sk 2L T IKEV2 & R/ SRR RIE () i K K
o ATHRRERTENIG, Ko AR HITE K BAZ R I Sk I a2 BT A5 A4 T G S5 A4 AR pRod Ak
PIX eI SR, FRIBAS S PAT & A o
BRIADIRME: W TEE, TEWINEREN SR R IKEV2 B RN, DU £ 3R RER, iX]
DA i 1k B
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750011

750012

750013

750014

\}

750011 ]

P

ASA HATASZ B ING IKEv2 & 0K/ EE

%E%iﬁf% $ASA-3-750011: Tunnel Rejected: Selected IKEv2 encryption algorithm (IKEV2 encry
algo ) is not strong enough to secure proposed IPSEC encryption algorithm (IPSEC encry algo
) .

WERR: T PTEHEA IKEv2 I3 A AL LLRA @ IPSEC TN 5%, IR E AR 2
BINEYIRAE: FCE RN IKEv2 I 505, DALRCEGE H IPsec 1~ SA I Sk BRI .

%E%iﬁﬁ? $ASA-4-750012: Selected IKEv2 encryption algorithm (IKEV2 encry algo ) 1is not
strong enough to secure proposed IPSEC encryption algorithm (IPSEC encry algo ).

BE: PTIEFRA IKEV2 TN S L LURTEE AT IPSEC NS vk .
BIBYIRIE: BCE R OKH) IKEV2 s siyk, DLUCHCEGHE T IPsec 1+ SA & Sk i o

$HIRIHE 2ASA-5-750013 - IKEv2 SA (iSPI <ISPI> rRSP <rSPI>) Peer Moved: Previous
<prev_remote ip>:<prev remote port>/<prev local ip>:<prev local port>. Updated

<new remote ip>:<new remote port>/<new local ip>:<new local port>

YRR FTAE B DR VAR AT RETE () 00 T SO SR TP, i, BEhis CRIEeTHD a1
FEF) oA R 2% 5 30T TP LR A4 HY 1 0 i -

ip - FREZ AT IP Mkl BTIACHE TP Motk Az 72 1P Mtk

* port - F&5 € 2 AT IR 1 UE S BT I sy 5 BRI F oty 15 5

* SPI - 7R RS J5 Fima . J5 SPI

* iSPI - ¥55¢ K& J7 SPI

* rSPI - $5 € Wi .77 SPI

BILAYIRIE: BEARTT R LRENM.

gﬁ%iﬁfﬂ%ASA—4—750014: Local:<self ip>:<self port> Remote:<peer ip>:<peer port> Username:<TG
or Username> IKEv2 Session aborted. Reason: Initial Contact received for Local ID: <self

ID>, Remote ID: <peer ID> from remote peer:<peer ip>:<peer port> to <self ip>:<self port>

1% RA
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T ASATIKEV2, FREGUEHRPEXT 4K 1P/%i 1A ASA TP/ 1458 IRATAAE & (IC) AbFE, I HAR4EIX
L TP/ U0 BRI B 25 0 o X AT AR AL NAT [0 8, PR A G S5 1) TP sy 11 A] R B i A AR B 0K
It HRGEA S 1P/ T BRI N2 i . AR9E IKEV2 RFC, R0 V) HI 4R e 2 b BE LU F 5 673
XF, PR T DRSS AR ASA B RN I SR IR I BR . B LU IP. EHLA . UETS DN
& ARG HE S RGBSR . 75 EAIE BRI N S 1G5, 76520 S AR B R B
IKEV2 25950, ARG ASA ARSI H & RS HGAGE TR R £ F35 25 VPN,
ANTE T RA.

BAYIRIE: IKEV2 PRI RAC B C o8 i, AT B S A2 R KRS A BRI 2 il W24
U TAAR IR A B e AN B TE R ORI A A S AR T S0

gﬁ%iﬁﬁa%ASA—4—750015: Local:<self ip>:<self port> Remote:<peer ip>:<peer port> Username:<TG
or Username> IKEv2 deleting IPSec SA. Reason: invalid SPI notification received for SPI
0x<SPI>; local traffic selector = Address Range: <start address>-<end address> Protocol:
<protocol number> Port Range: <start port>-<end port> ; remote traffic selector = Address
Range: <start address>-<end address> Protocol: <protocol number> Port Range: <start port>-<end
port>

L RA
2 ESP Ml WA ERL SPT 4 B, RGN T 5 S5 AR i fF BAEAC . o S5 i S sl S

FHINVALID_SPI 1 51+ SA FKii ke, i EPH P+ SA FFpbims £k, 4+ SA A
INVALID_SPI {5 EPEACH M BOE BRI, RGUK 5 IKEv2 RGEHE . T304 1 EE:

* SPI - % INVALID_SPI @ 4111+ ikl SPI,

BILAYIRIE: RGO BIFEBAFLD K IKEV2 T AF. KRR THAE,

gﬁ%;ﬁfﬁ %ASAT-750016: Local: locallIP:port Remote:remotelIP:port Username: username IKEv2

Need to send a DPD message to peer

iR

B AT E DR SR AR I o T B R KR S AR T RO S AR, DUl e 2 A AR Ak
TR . IO T R

* locallP:port - 25 TP Hubil v 115
* remotelP:port - G 1P Mok Al 15
* username - 5 W3R SR OCIRI HH P 44

BILRIERAE: KRRITE TR
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751001

751002

751003

751004

751001 [

%%E%iﬁf? $ASA-3-751001: Local: localIP:port Remote:remoteIP:port Username: username/group

Failed to complete Diffie-Hellman operation. Error: error
WRR: WEF RN, ARAE5EM Diffie-Hellman #:4F

* locallP:port - 4 TP Hbihik Al 1115

* remotelP:port - TCFE TP Huhik Al 15

* username/group - 5 MIEF AR RIKA I F 44 54

* error - $a 7R E B VR U AE U A R

BRYIRAE: Sl TR ) RO A e (1 LA A B U SR DU RA A, TSR A7 BRI T
FLARP 4 i) 7L

%E%iﬁfﬁ %ASA-3-751002: Local: localIP:port Remote:remoteIP:port Username: username/group

No preshared key or trustpoint configured for self in tunnel group group
LR : ASATCVEAEREIE 41 H BT FH T R SR ISR B S S AT AT S ALK S B0 UEAE B o
* locallP:port - &4 TP Mtk Al 1155
* remotelP:port - ZEFE 1P Mtk Fl v 15
* username/group - 55 MR 2 OCHE I FH 7 42 Bl
* group - BEIE A 112K
RN AOIRIE: K ABRNAT IR, IR (B OB UL S AT 1R YR

gﬁ%;ﬁﬁ? $ASA-7-751003: Local: localIP:port Remote:remoteIP:port Username: username/group

Need to send a DPD message to peer

WLRR: 5 EONHR E R AR AT IO SRR I, DA e & 2 AR TS B IRAES . ASATTRECL 4
1E R SR R
* locallP:port - 25 TP Hubil il 115

* remotelP:port - TCFE TP Huht A 05
* username/group - 5 W SARSCHE R 7 44 5l

BILRIRAE: LR RATE TR

%E%iﬁﬁ% $ASA-3-751004: Local: locallIP:port Remote:remoteIP:port Username: username/group

No remote authentication method configured for peer in tunnel group group

YRR FERCE PR B TR E i R S B 03 R 5 LA S VR

F 4 B 2 722001-776020 .
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B 75005

* locallP:port - 251 TP b1k Al 115

* remotelP:port - TCFE 1P Huhik Al 15

* username/group - 55 W RS2 OCHE I FH 7 44 5]
* group - FEIEA 44 7R

B RYHRAE: A A DU OR AP AEAT AT e S5 A 5 ) B0 IR B

751005

%E%iﬁﬁ? $ASA-3-751005: Local: localIP:port Remote:remoteIP:port Username: username/group

AnyConnect client reconnect authentication failed. Session ID: sessionID , Error: error
YRR A & s EBT 4 4% AnyConnect 75 ) i J] 1) ¢ 24 e it o

* locallP:port - 25 TP il il 115

* remotelP:port - G 1P Mok Al |15

« username/group - '5HCHEREEAR XA 1 4 R4

* sessionID - F} TS BOBNE R ) 2315 1D

* error - $i7R FLPTERL S 18] A AR PR RS S B R PO B R AR
BLHIHRAE: WAL, MREHEE A ERIBUH N B A o B R T RER s 2 U M BRI A2 P £
A TSR, I PR A I 80 %5 g BT TP 42 B0 A ASA BT BR T il o W A%, I mlAF L
H5 Anyconnect % 7 i b IS H BT .

751006

%E%iﬁf? $ASA-3-751006: Local: localIP:port Remote:remoteIP:port Username: username/group

Certificate authentication failed. Error: error
WA KA SRS I UEAH R B R
* locallP:port - 254 TP Hutil il 1155
* remotelP:port - JEFE 1P Hihik A 15
* username/group - 5 MIERSASCHRIY H 44 52
* error - F T HR75FF 2 RS B 4 BB R (10 B 1% -5 R
BIHYIRME: W, MR E R DR IO N B o R B IE PR R, IRl IR A7 AE 20 22
CAIE1S, DMEREWS IEHRIESS P Sl 1555 . 7] debug crypto ca fir &K AFERILHT 1%

751007

%E%iﬁf% %$ASA-5-751007: Local: localIP:port Remote:remoteIP:port Username: username/group
Configured attribute not supported for IKEv2. Attribute: attribute

WA CRCE MBI CIEN M T IKEv2 8, P IKEv2 A CRHZE Y.

* locallP:port - A1 TP Mk Fllii 1155
* remotelP:port - TCFE TP Huhik Al 155
* username/group - 55 MR 2 OCIE 1 FH 7 44 5]

. F 4 H & 2 722001-776020
88



| F4B&H 8 722001-776020

751008

751009

751010

751011

751008 [

* attribute - Wit & 5L 1) JE P
BINAIRIE: EHEPITATMTERAE. ZAZe 4 sty B, v AR IKEv2 B & % & .

%%E%iﬁf? $ASA-3-751008: Local: localIP:port Remote:remoteIP:port Username: username/group

Group=group , Tunnel rejected: IKEv2 not enabled in group policy
YRR AR RSN R R e AL R TS, JF HIERpAh 4, Pl A R VFE T IKEvV2,

* locallP:port - 254 TP b1l il 155

* remotelP:port - ZEFE 1P Hihik A 15

* username/group - 5 MIEFE A OGN A P A4 52
* group - T LI PR TE 20

BIAYIRIE: R A4S VPN BEEPMBEE, JFRYE T 25 ] IKEv2.

gﬁ%;ﬁfﬁ $ASA-3-751009: Local: localIP:port Remote:remoteIP:port Username: username/group

Unable to find tunnel group for peer.
BERR: HRAED SR

* locallP:port - A1 TP Mtk Fliis 115
* remotelP:port - ToFE TP Huhik Al 15
* username/group - 5 WIEH SR ORI P 44 5l

BINAYIRAE: A A AN BTG AL B, SR et AT C B DL S VR SRR il CRC EL 4

%E%iﬁﬁ? $ASA-3-751010: Local: localIP:port Remote:remoteIP:port Username: username/group

Unable to determine self-authentication method. No crypto map setting or tunnel group found.
VERR: AERRIE AL WU A B 6 S ARSI ASABHA 7Tk

* locallP:port - 25 TP ikl 115
* remotelP:port - ZEFE 1P M1k Fl i 5
* username/group - 5 W AR ORI 7 44 5l

BRIIRAE: RANCE, JFERORTT L2L (K0 i ss i s 241 e A B S ik Uik

gﬁ%;ﬁﬁa $ASA-3-751011: Local: localIP:port Remote:remoteIP:port Username: username/group

Failed user authentication. Error: error

WiRA: 7E EAP W IKEvV2 IR Vs [FERRIEAT HL ™ B4 00 S0 Ul 00 1) 5 A ko
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* locallP:port - 251 TP b1k Al 115
* remotelP:port - TCFE 1P Huhik Al 15
* username/group - 55 W RS2 OCHE I FH 7 44 5]

VN

* ervor - TR7NRE BB R AR R A

BAAYIRAE: AORGLOE T IEMI S O IR FEE, Ay s, kb K DR E B D K B

%E%iﬁﬁ? $ASA-3-751012: Local: localIP:port Remote:remoteIP:port Username: username/group

Failure occurred during Configuration Mode processing. Error: error
AR R VCE N T, AR A A H T A R AR
* locallP:port - 25 TP il il 115
* remotelP:port - G 1P Mok Al |15
« username/group - '5HCHEREEAR XA 1 4 R4
* error - F7R R E SR IR 1T
BIADIRIE: MR R R R BN 4 . 13 debug cryptoikev2 fiv & Hf 2 iR Y IR A, & 4n
A, WEERIRE PR T RS

gﬁ%iﬁfﬁ $ASA-3-751013: Local: localIP:port Remote:remoteIP:port Username: username/group

Failed to process Configuration Payload request for attribute attribute ID . Error: error
YRR O DB SRR BE A X AT SR R Ja 1 Ak B A R B S AR Y

* locallP:port - A1 TP Hubik Fldig 15

* remotelP:port - ZE ¢ 1P M1k Fl i 15

* username/group - 5 W AR 7 44 504

* attribute ID - H IS )& 4 1D

Jete SEL i Bk Y EL 2 Ay

* error - RN E R A R 4T H

BAYIRIE: KB T AR B E IR B SRE R . A debug erypto ikev?2 fir & oK 7 B B
b ]

%E%iﬁﬁé $ASA-4-751014: Local: localIP:port Remote remoteIP:port Username: username/group
Warning Configuration Payload request for attribute attribute ID could not be processed.

Error: error
WYLAR: ALER CP 3 Sk LLAE TR KB ML) CP i B I & AR 255
* locallP:port - Z&Hh TP Huhik Al (15

* remotelP:port - ToFE TP Huhik Al 15
* username/group - 5 WIER SR ORI H P 44 504

. F 4 H & 2 722001-776020



| F4B&H 8 722001-776020

751015

751016

751017

51015 [

* attribute ID - I R )& TE ID

* error - FRANFE B R RS R 4T H
RIAIRME: RHEES P PRI E A T S S S AT . N, EREHTI R S R R
ASAWUG —IAE ], TiZWURAREILE DI B P o Bt . nTReTE BT ASAWLE, A nl LA
AL FRAZ

%E%iﬁﬁ? $ASA-4-751015: Local: localIP:port Remote remoteIP:port Username: username/group

SA request rejected by CAC. Reason: reason
YRR MR E A BB BT S B R R R 2 A, R UAE AT 26 T 4 DR ASA.
* locallP:port - A1 TP Hubik Fli 1145
* remotelP:port - TCFE TP Huhik Al 155
* username/group - 5 MIERZAXRIKH H F 44 8R4
* reason - SA 1§ KA H L ) i K]
BICHYIRAE: WUR RSB RE, VR A IS A A R e e, e B A A B A

gﬁ%;ﬁfﬁ $ASA-4-751016: Local: localIP:port Remote remoteIP:port Username: username/group
L2L peer initiated a tunnel with the same outer and inner addresses. Peer could be Originate

only - Possible misconfiguration!
WERA: AR W B AN RT S TP ik, SRR RERCEDN T ARG B

* locallP:port - A1 TP Mtk Fliis 15
* remotelP:port - TCFE TP Huhik Al 15
* username/group - 5 WIEH SR ORI P 44 5l

BWEOIRAE: W L2L XA

%E%iﬁﬁ? $ASA-3-751017: Local: localIP:port Remote remoteIP:port Username: username/group

Configuration Error error description
WERA . A BEL (AR RO E R R

* locallP:port - 25 TP ikl 115

* remotelP:port - ' 1P Mok Fl i 5

* username/group - 5 WIER AR ORI H P 44 54
* error description - BC B 5 158 10 13 J6 158 Bl

BRI, ARIR R I IR

F 4 B 2 722001-776020 .
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%gﬁ%ﬁg%%%ASA—3—751018: Terminating the VPN connection attempt from attempted group . Reason:

This connection is group locked to locked group .

AR SR N RRE 41 A BT TR KRR IE LA

* attempted group - FE L IEL P BETE 2
* locked group - ZEAZARE B 5 BRBE 1 ) R T 4

BALHIHRAE: A AL I AU UE (s R A

%ﬁ%iﬁﬁ% $ASA-4-751019: Local:LocalAddr Remote:RemoteAddr Username:username Failed to obtain

an licenseType license. Maximum license limit 1imit exceeded.
YEAR: HH TR TRV RNIERR S, S EUCE R B N R IE K, e 1 B R .
* LocalAddr - FT %8 520 1) A Hi ik
* RemoteAddr - F T W% 42 23K (e R 0] 55 4t
* username - X S5 A R GERINATH 1 1 44
* licenseType - it AN VFATIESE A (Al VPN 2 AnyConnect Premium/Essentials)
* limit - SCVF H S A VFRTIESCR:
BEICRYIRAE: R T A SCVEI ] S A 2 W B0 (R VAT LR M/ R ISE 22 VF RTIE DA SR VR 44 (3%
o X FMT, WAL, 1 SOV M 17 508 ] BE 2 1 ATHIE .

gﬁ%iﬁfﬁ%ASA—3—751020 Local:%A:%u Remote:%A:%u Username:%s An $s remote access connection
failed. Attempting to use an NSA Suite B crypto algorithm (%s) without an AnyConnect Premium

license.

YLBA: JCVAGIE IKEV2 i Vs il pEiE, 3 Ak B CUW ] AnyConnect Premium VFHTHIE, {H7E webvpn
fic E R R 1] anyconnect-essentials i WIRAET] T %V vl HiF

EIAIRIE: W IRIEIZAE YT i) IKEV2 SRME L Ipsec SEUCHHIC E 1 ASA F%%¢ T AnyConnect Premium
VFA[E

EiRiHE sASA-4-751021: Local:variable 1 :variable 2 Remote:variable 3 :variable 4
Username:variable 5 variable 6 with variable 7 encryption is not supported with this version
of the AnyConnect Client. Please upgrade to the latest Anyconnect Client.

AR LI AnyConnect 27 i 2 i IEF B AL E T AES-GCM i S 11 IKEv2 1] ASA.

* variable 1 - A3 TP ik
* variable 2 - A I

. 4 HEH 2 722001-776020
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15102 [

* variable 3 - IEFE5 7 i 1P Mk

* variable 4 - L i 0

* variable 5 - AnyConnect % P FH P 4 CalREAR AN, RUMIX R AAE R PN P 4 200D
* variable 6 - YEFA N (IKEvl. 1IKEv2)

* variable 7 - AEAE RN A (AES-GCM. AES-GCM-256)

BEILBYERIE: ¥ AnyConnect 7/ Uit T+ 25 B 5B A 7 I A FH R AES-GCM % [#) IKEv2.

751022

gi%;ﬁ:%\ SASA-3-751022: Local: local-ip Remote: remote-ip Username:username Tunnel rejected:
Crypto Map Policy not found for remote traffic selector rem-ts-start /rem-ts-end
/rem-ts.startport /rem-ts.endport /rem-ts.protocol local traffic selector local-ts-start

/local-ts-end /local-ts.startport /local-ts.endport /local-ts.protocol !

WAR: ASATCVEFR B S Bras i FH R 28 5l ALK 22 A SRIE A5 R o X S8 28 5l AL th Ak T A%
5 ASAT RTINS ACL BJAILHT . IXAR vl g2 Fe B AT R

* local-ip - A% 46K TP Hbhik

* remote-ip - ILFEXTEEAA TP Hiuhik

* username - CFEVF M)W RE I P 44 Cln 2Lz

* rem-ts-start - TEREYL I PEAR IR 46 H ik

* rem-ts-end - L B PEAR 45 A Hu bk

* rem-ts.startport - JLFEVL EIE PR I 15 v 1

* rem-ts.endport - TCFEI B PR 1) 45 A

* rem-ts.protocol - TR EFE A FIPMY

* local-ts-start - A MU S IE AR L 4 s kit

* local-ts-end - A ML i L PR 45 1 25 R i ki

* local-ts.startport - A< Wb I 5305 2% FE S s 1

* local-ts.endport - A< 18 B3 11 45 g 1]

* local-ts.protocol - A<Mt e e 4 I i
BEIATIRIE: K I N ACL 32 R4 I 2 LS, R DR R ES T3 1 A b o 284 2 i )3 7 1 Sz 4 A
%4, RZINR. SMZgHbEAHE, EREE Bl AT HE A A U . R RS vT ek I
Frad A AQHE R By, “or . k2,

751023

%E%iﬁf% %ASA-6-751023: Local a :p Remote: a :p Username:n Unknown client connection
WA ARENAIIEERL IKEV2 270 L% 5] ASA.

o n- HEH 4 CHART T 50
* a- 1P Hbihik
s p- s

s ua - ] ASASRAL AR

F 4 B 2 722001-776020 .
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B 50

BILHIRAE: THEURL SRR IKEV2 %7 Ji o

751024

gﬁ%iﬁfﬁ%ASA—3—751024: Local:ip-addr Remote:ip-addr Username:username IKEv2 IPv6 User Filter
tempipvé configured. This setting has been deprecated, terminating connection

i)‘?,ﬂﬁ IPv6 VPN 3825 O3 H,  aniioh IPve v & vy in 5 HIlC & T IPve VPN by A4t — ik v
ER 2L

BERYIRIE: A& EARACE IPve 4 H, LAFHI 1Y IPve it .

751025

%E%iﬁﬁé %$ASA-5-751025: Local: local IP :local port Remote: remote IP :remote port
Username:username Group:group-policy IPv4 Address=assigned IPv4 addr IPv6

address=assigned IPv6 addr assigned to session.
WEAR: R bR P AnyConnect IKEv2 3 #5253 BL i 1P Hubik {5 S

* local IP :local port - BEVEK[FAH TP Mol FH-T BEIEET ASA TP bk Flsg 1145

* remote IP :remote port - WL R FE IP Motk & HEEFE KBS TP Hbsk Al 105
* username - ALV M) TG KE K P 44 CinR 2 sm

* group-policy - SLVFR]F 3REXU; in) BRI 1) 41 26

* assigned_IPv4_addr - 7} L4515 7 S i) IPv4 Mkl

* assigned_IPv6_addr - 73 B4 2% ) Ui i) IPv6 bk

BIRIHRAE: KR RATE TR

751026

gﬁ%;ﬁﬁ? $ASA-6-751026: Local: localIP:port Remote: remoteIP:port Username: username/group

IKEv2 Client 0S: client-os Client: client-name client-version

WEEA: TR K IEAE 2B s (R A RGN ) S AR

* locallP:port - 25 TP il il 1155

* remotelP:port - ZE ¢ 1P Motk Fl i 15

* username/group - 5 WCIER AR OCIR I H P 44 5L

* client-os - & Fuidk 55 BIHEAE RSt

* client-name - % )" 3iAR & (1) % P i 44 R GEE ) AnyConnect)
* client-version - %5 7 4R 15 112 i Wi AR

BILAIRIE: BRI TAEATERAE .
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751027

751028

751027 [

gﬁ%iﬁﬁ%.%ASA—4—751027: Local:local IP :local port Remote:peer IP :peer port Username:username
IKEv2 Received INVALID SELECTORS Notification from peer. Peer received a packet (SPI=spi

) . The decapsulated inner packet didn’ t match the negotiated policy in the SA. Packet
destination pkt daddr , port pkt dest port , source pkt saddr , port pkt src port , protocol
pkt prot .

AR XJEERAE IPsec 224 KK (SA) LRI E M (5 1% SA 1P F i S IR AT AN DLAC . %4544
RAE T AL A s ) SPT A k4 1) INVALID_SELECTORS & %1,

* local IP - ASAZRH TP Huht:

* local port - ASAZS Hh it

* peer IP - XS5 4K TP kil

* peer port - Xf ARG

* username - ' %

* spi - ZEHE ) TPsec SA ) SPI

* pkt_daddr - 56, H ) 1P Hihil:

* pkt_dest_port - K54 H (1) 1

* pkt_saddr - Es R 5 1P Mk

* pkt_src_port - B EL YR

* pkt_prot - FHE B 3L
REAAOIRAE STBIGI IR P LU S BRI B A R R, AR S A
BEF TAC.

%%E%iﬁﬁ%: $ASA-5-751028: Local:<localIP:port> Remote:<remoteIP:port> Username:<username/group>
IKEv2 Overriding configured keepalive values of

threshold:<config threshold>/retry:<config retry> to

threshold:<applied threshold>/retry:<applied retry>.

LR D oA Ak onr ol R C BRI, NN OR RRE R B A K] B, AR R Ged . R
FCE R TR M, RGN AITHERE. RGN EE:

* locallP:port - 4 TP Huhil v 1155

* remotelP:port - TCFE TP Hutik Al -5

* username/group - 5 WCHERE SR OGN ) 44 54l
* config_threshold - W58 20 i & 1) DR 5 3% 422 AL

* config_retry - A FEIE AL C (1) PRFFZE $% F3R

* applied_threshold - N JH IR % B IE

* applied_retry - N JH I ORFE R A

F 4 B 2 722001-776020 .
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BILHIHERAE: B/ DWCE NPT K d /M.

gl;&’;ﬁ,%\ $ASA-2-752001: Tunnel Manager received invalid parameter to remove record
YRR . MBI B o N A A8 BEL L (7] 0 A5 A (1) AR R B T8 3 Bl R s R I

BNHYIRAE . OB AR MR 1200 % (HAURERR VIR AAAE SRR A, T 1OR R T BRI P
AT HAB R

%gl;&iﬁ,%\ $ASA-7-752002: Tunnel Manager Removed entry. Map Tag = mapTag . Map Sequence Number
= mapSeq .

WRR: HI TR shBEE 4 H S miER .

* mapTag - WIER T JA2h 2% H (FII0% R 11 4 5K
* mapSeq - MR TR 5h4 H IR WA 751155

BILHIERAE: LR RATETAT.

%gl;&i‘ﬁ,%\ $ASA-5-752003: Tunnel Manager dispatching a KEY ACQUIRE message to IKEv2. Map Tag
= mapTag . Map Sequence Number = mapSeq

AR IEAESSUUR ST s I W 1) IKEv2 F#iE

* mapTag - WIBR T 15 345 B 102 Wb 11 44
* mapSeq - W T JE 2045 H BN WU P51

BILHIBRAE: LR RATETEAT.

gl;&iﬁ,%\ $ASA-5-752004: Tunnel Manager dispatching a KEY ACQUIRE message to IKEvl. Map Tag
= mapTag . Map Sequence Number = mapSeq

WA IEAESSUUR ZhEE T s s W 1) IKEv1 FEE

* mapTag - WIBR T 5 3h4% B 102 WL 11 44
* mapSeq - M T JA 2045 H BN WU P51

BILHIERAE: LR RATE AT

. F 4 H & 2 722001-776020
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752005

752006

752007

752008

752005 ]

%g'll;é}“ﬁ,%\ $ASA-2-752005: Tunnel Manager failed to dispatch a KEY ACQUIRE message. Memory may
be low. Map Tag = mapTag . Map Sequence Number = mapSeq.

WRR: BT AE R (PN AR BORIBO 5 2B B BRI A Bl (13 R
* mapTag - IR T J5 8h 4% B 00 w11 44 F
* mapSeq - M T )5 814 H (N WU 7515

BRI AT Y AF IR B T LR A A 1 R o 2 )

gl%iﬁ,%\ $ASA-3-752006: Tunnel Manager failed to dispatch a KEY ACQUIRE message. Probable
mis-configuration of the crypto map or tunnel-group. Map Tag = Tag . Map Sequence Number =

num, SRC Addr: address port: port Dst Addr: address port: port .
YRR . H T o0 0 A TSRS DRI PR B ] P B, DRk o B I )y R R SR

* Tag - MER T JA 8045 H 09103 WL 1 44 7%
s num - WER T 33 304% H (102w s (14 77
* address - Y& 1P #ihk5k H i IP Mot
* port - P 115 5% H ) H -5
RIRIRME: R A TR 1 BRI 2R In s i G, ORI B A SR

g'l%?‘ﬁ,%\ $ASA-3-752007: Tunnel Manager failed to dispatch a KEY ACQUIRE message. Entry
already in Tunnel Manager. Map Tag = mapTag . Map Sequence Number = mapSeq

AR SR OREIAT 4% H E0Br AN SIS E B4 .

* mapTag - MR T JA 4% H I B 1 44 5K
* mapSeq - MG T JA 84% H BN WL IR 751 5

BAAYIRAE: WS RAF AL, T DR SRR B Se VR, IRt D R LU ORAE RS IE T 3
LUK B BRI IR Bl 2 AT TR W] IE RS I AN B B T B 4 H o 22D U TKE JROA 2 5 TKE
FRAS 1 3ERL, ROAEATA RET AT~ G b iy i A v

g’l?&’;ﬁ.%\ $ASA-T7-752008: Duplicate entry already in Tunnel Manager
YRR R T EAIRERE S SR, JF HERE A LA D2 2l sl .

BRI KHRHATAEATIERAE . WERBDEAIRAF A, W IKEV] 8 IKEV2 AR 1 A shisiE Jf o
WA o ARG a0t — 2K, DL R AE Dl BRI 3 3h 25l IR B e e PR 46 H
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$ASA-4-752009: IKEv2 Doesn't support Multiple Peers

WA 20 ) IKEV2 R 2, X2 oA 2w it & T 2N RHEE4A, 1 IKEV2 A3 24 4t
o HA IKEvV] LR AN R4,

BRYIRIE: M ARCE, DAIIR IKEv2 Sl s sl fUs S AN T 22 S5k

gﬁ%iﬁfﬁ %ASA-4-752010: IKEv2 Doesn't have a proposal specified
WERR: AR BIAENS )T B IKEV2 BEIE 1) Psec 77 %o
BIHIRAE: R ANE, W, BCEWHIT R SIBEIE R IKEV2 J5 %

%E%iﬁf% %$ASA-4-752011: IKEvl Doesn't have a transform set specified
YRR ARBIGEN H 5 IKEV2 BXIE ) IKEvV] #Huds.
BIHYIRIE: KMANCE, WA W, FE TR ShERE R IKEv2 Ffk.

%E%iﬁf% $ASA-4-752012: IKEv protocol was unsuccessful at setting up a tunnel. Map Tag =
mapTag . Map Sequence Number = mapSeq .

WERR: FR7S MBSO B A R0 110 0 25 WS I Bl P I
* protocol - IKE A, T IKEvI 5N 1, X T IKEV2 i 54 2

* mapTag - MR T JA3h 5% H K005 RS 104 5K
* mapSeq - MR T A5l 4¢ H RN W 751

BIAYIRIE: RARE, WSR2, DU BRI R 2h 2l R 5 A

gﬁ%iﬁfﬁ $ASA-4-752013: Tunnel Manager dispatching a KEY ACQUIRE message to IKEv2 after a
failed attempt. Map Tag = mapTag . Map Sequence Number = mapSeq .

YRR FEIEE B AR RRE R A 2RI PR 2205 3z kg iE .
* mapTag - MR T JA3h 5% H K005 RS 10 4 5K
* mapSeq - MR T A 5h4¢ H RN WS 751

BAYIRIE: R ERCE, RO ORIEGIECE TN WU . SRS E AR IR SR IN S ) B T kR
i,
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152014 ]

752014

%%E%iﬁf? $ASA-4-752014: Tunnel Manager dispatching a KEY ACQUIRE message to IKEvl after a
failed attempt. Map Tag = mapTag . Map Sequence Number = mapSeq .

WRR: RS RIS, BEIE Y B IEAEIRLR I 2 H] IKEv] JH 3 FEiE

* mapTag - WIS T 5 8045 B I 102 WL 1 44 %
* mapSeq - M T JA 84 H BN WL 107 51

BIHIERAE: RAME, JFRIEIRCE 7 NE N . RIS HHE 2R IR SR IR 1 T B TR
i

752015

%ﬁﬁ%iﬁﬁé $ASA-3-752015: Tunnel Manager has failed to establish an L2L SA. All configured
IKE versions failed to establish the tunnel. Map Tag = mapTag . Map Sequence Number = mapSeq

WA AT R E UG, 2R s SR 1 L20 BEIE R

* mapTag - WIER T JA3h 2% H (K100 R 11 4 5K
* mapSeq - MR TR 5h4¢ H IR WA 75155

BNHYIRAE: A EECE, IR ORIENCE T INE W o WK S ARE 5 R A

752016

ﬁﬁ%iﬁﬁé $ASA-5-752016: IKEv protocol was successful at setting up a tunnel. Map Tag =
mapTag . Map Sequence Number = mapSeq.

AR RPN (IKEv] 8% IKEv2) 6 L2L B%iE.

* protocol - IKE JRAS, %1 IKEvl M 1, %1 IKEv2 524 2
* mapTag - MR T B 4% H IR0 2 S 1) 44 F%
* mapSeq - MR T JA 214 H 1IN WL 1077 51

BRI KHPATAEATIRAE

752017

gﬁ%iﬁfﬁ %ASA-4-752017: IKEv2 Backup L2L tunnel initiation denied on interface interface

matching crypto map name , sequence number number . Unsupported configuration.
WLRA: ASAMIH] IKEv1 JH2h&EH:, K24 IKEv2 ASCHE& 4y L2L Dhig.
BWEIERAE: WRE T IKEvL, MITGTEHATAETEAE . 62008 H IKEv1 J7 al A 464y L2L 1)

&b
HE o
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%gl;&iﬁ,%\ $ASA-4-753001: Unexpected IKEv2 packet received from <IP>:<port>. Error: <reason>

YRR AURAEREAE A VPN SRR T i2 470 HL Té&iﬁi%hqﬂﬁﬁ%}h PR — S A A/
BEOM AT I, DR TKEV2 i A 23 2F Buth R 46

* <IP> - KIXiZHHE YR 1P Mk
* <port> - KIEIZHHE 1) Y5 i 1
* <reason> - KHLELIR A A JC U S5 ] o AR VT LLSE: Corrupted SPI detected 5% Expired SPI received.

BIBYIRIE: WA T IKEvL, WIETHATTEAE . ©0Z58 i IKEv] J7 al fd F 4547 L2L 3
fE

gl%iﬁ,%\ $ASA-6-767001: Inspect-name : Dropping an unsupported IPv6/IP46/IP64 packet from
interface :IP Addr to interface :IP Addr (fail-close)

AR RS RS e S T R G P IE T, I A e A B IPv6. P64 5K IP46 ikt . MR ke ¢
HIETR W E, Rt 24 H &M B E % 80E .

BILHIERAE: LR RATE T4

gll;é‘;ﬁ,% SASA-3-768001: QUOTA: resource utilization is high: requested req , current curr

, warning level level
AR RGTIRHC ) A B A . R AU, DR YR R 0
* resource - ZEVEIR AR AEMAE T, ZEHSIE.
* req - VR ; X TERASTE, ZEMALE 1.
o curr - META AR KT BEATE, Z(HE T level
o Jevel - &5 EIE, BI CUCE PRI 90%

BIRYIRAE: BRI fT3RAT .

g’l?&’;ﬁ,%\ %ASA-3-768002: QUOTA: resource quota exceeded: requested reg , current curr ,

limit Iimit
AR X R G TR U SRR L B R R R R 4. W R B E, W R B RS KT
EDLE}EKIE%IO

* resource - REVEPEHIAFR; ST, SN,

* req - WisRINECE; X TS, ZEHHBAR 1

. A% BEE S 722001-776020
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768003

768004

769001

769002

768003 ]

o curr - META AR AT BEAUE, Z{HE T level
* limit - PiC 22 1R 05 Y5 B o

BIRYIRAE: WAL T34

%E%iﬁﬁ% $ASA-3-768003: QUOTA: management session quota exceeded for user user name: current

3, user limit 3
VERR: YT ER IR o F PG ) R

e current - 3 R B TR L) M AT dn 5
o limit - BB RS IS 1ERR . BRIAE R 15,

BIRIIRAE: KBTI AT .

%E%iﬁf% $ASA-3-768004: QUOTA: management session quota exceeded for ssh/telnet/http
protocol: current 2, protocol limit 2

1R : ssh. telnet B http Pp iS5 R 3 25 14 B0 ok 1 it A B Ao
e current - NI TE DB 9 RTdn
o limit - BV E B R PR . BRIAE R 5.

BIBYRIE: EHPATIEATHEAE.

Hi2 2 2ASA-5-769001: UPDATE: ASA image src was added to system boot list

WA REWURC R . SEHT FERBI RGNS MR DRI R4 5] 4R P .
* sre - PRWUGESCIFI) 44 PR URL

BILHYIRIE: TR HITAEAT AT .

%ﬁﬁ%iﬁfﬁ $ASA-5-769002: UPDATE: ASA image src was copied to dest
WRH: REWUR O EHT . MG TR RS

o sre - YRS SO 4 B URL
* dest - H FIWUE A 44 55

BRI HPATAEITIRAE
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%gl;&iﬁ,%\ $ASA-5-769003: UPDATE: ASA image src was renamed to dest
YRR RGWUR O BUAWURSIIT S 4 o REET | AR P ARSI 4

o sre - PRGSO 2 BB URL
* dest - H WG SR SRR

BIARIE: KHRPATAEATIRAE

gl;&“;ﬁ,%\ $ASA-2-769004: UPDATE: ASA image src file failed verification, reason:

failure reason
WAR: 1Rt copy iy 4 B verify i 4 Kk LG R I

* src_file - YEWAG AR SCAF 44 8L URL
* failure_reason - H WG ST SO 44

BLHIHRAE: WRENVRIUA IR . RGENAEAE, RSO PR BIWAR, BRI, RAESCAE
HRRIZEY, ST BTSN, BXAE

HiRjHE $ASA-5-769005: UPDATE: ASA image image name passed image verification.
VAR : X A R AR LA i 56 i 1 38 R R

* image_name - ASAWG ST 3044
BICRYIRAE: LR PATAE TR

gi;“;ﬁ,%\ $ASA-3-769006: UPDATE: ASA boot system image image name was not found on disk.
YRR IXRARHTIRIE R, RUITERAE A BITE R 3 RS PG E I SO
* image_name - ASAWHE SCAFIK U 44

BBYIRAE: W ARAEAT BN, 17 B LK boot system & LAFR [l A7 UK SCA, B 7R H S B LTI
B K K S 2R B

g’li%”;féi,%\ $ASA-6-769007: UPDATE: Image version is version number
WLER: TH R A I 2 R I B .
* version_number - ASA WG A IIRRA 5
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769009

770001

770002

770003

771001

769009 ]
BILHIERAE: LR RATETAT.

Hi%iH /2 $ASA-4-769009: UPDATE: Image booted image name is different from boot images.
YRR IXRAETH R G BRI R R, FRsBC B RSO S I 5 2 WHR S R AN .

* image name - ASAWMG S ) S04
BIBIRIE: BT PATAE AR

%E%iﬁﬁé SASA-4-770001: Resource resource allocation is more than the permitted list of
1imit for this platform. If this condition persists, the ASA will be rebooted.

WLRA: ASAREAUNLET CPU =l A7 B U570 IC U HE e~ & 0 FCVF R . B AR AR A Cisco.com T2
AP R E BRSO T ASARBIUALIIBEE, A AR A AIX RO .

BEWBOIRAE: ZAE ASAZRLIZAT, RIS EAUMLIY CPU B A A7 1 U5 73l B SCh A Cisco.com R 21K
PRGBS, B SO BT & I ERE AS4 1000V CLI B E H6 5 Fa o 10 805 B A1 o

gﬁ%;ﬁﬁa $ASA-1-770002: Resource resource allocation is more than the permitted Iimit for
this platform. ASA will be rebooted.

AR ASAREIMLIKY CPU BN A7 UR /0 Bie O H - S 1 Fe BRIl B AFE SARYE A Cisco.com F#
(IR A R FR B IR B B T ASARERINLI B, & WIANS K AR IRl G 0 o 4 SR R B 5 e 50 i
ASAKG AR EL T B R 8

EBIAIRIE: KB RINLE CPU Bk N A7 Y8 73 BT UM M Cisco.com NI A-F5 /e s, ol ik
S-S IR BB AS4 1000V CLI R B8 m P38 & I 7 5 PR .

gﬁ%;ﬁfﬁ $ASA-4-770003: Resource resource allocation is less than the minimum requirement
of value for this platform. If this condition persists, performance will be lower than

normal.

YRR ASAMERINLIY CPU BRI A7 IR 1 R T I 5 (M B (R ZE3K . If this condition persists, performance
will be lower than normal.

BILAYIRIE: AL ASA GREHaAT, URILELE CPU BUA A7 B 7> MO S8 S5O A BRE T 2 41
e BE .

%E%iﬁf% %$ASA-5-771001: CLOCK: System clock set, source: src , before: time , after: time

F 4 B 2 722001-776020 .
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WRR: CAAHORYT B E RGN

e sre - A, FTASE L FATE—0: NTP. SNTP. VINES &} RFC-868 I} [a] i
o ip - WA AR S5 25100 TP Huht
* time - XM} “Sun Apr 1 12:34:56.789 EDT 20127 #& X A 0] A4

BILRIIRAE: BRI TR

gﬁ%ﬁ%%ﬁ%ASA—5—771002: CLOCK: System clock set, source: src , IP ip , before: time , after:

time
YLAR: CAZRERUR ¥ E R G B
* sre - RS, WL T3 H D eliad ok H by

* ip - BFAIR S5 2% 1 1P Mkl
o time - XJ1] “Sun Apr 1 12:34:56.789 EDT 2012 #& =X, {1 I /i) 7 4% H3

BILRIIRAE: LRI

gﬁ%iﬁfﬁ $ASA-3-772002: PASSWORD: console login warning, user username , cause: password

expired

WAR: H P S G sk KA GG, REAVEH P XA L RS 80E
* username - 1 ' 144 R

ANRYHRAE: P N OSSR R

gﬁ%;ﬁﬁ? $ASA-2-772003: PASSWORD: session login failed, user username , IP ip , cause:

password expired

WA B P 22 i B 6 S R G A 47 1)
* session - s> ERAY, AILLZ SSH 54, Telnet
* username - 1 ' 144 R
*ip- P10 1P Mtk

BWBIRRAE: AR CARBT IR, I B O3 DA 20 S S ) BB o R BRI U T 21
KA IS, i, BH R H I 1P Mk R .

Eﬁ%iﬁﬁé SASA-3-772004: PASSWORD: session login failed, user username , IP ip , cause:

password expired
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772005

772006

774001

774002

712005 [

WA B P 22 i B3 5 Sk R G H A 405 )
* session - 2> 15K A, ASDM
* username - M ' I 44 K
*ip - P TP Mkl

BWBIIRAE: AR AL CHARBT IR, WA B O A0 B S Y BB o R 2R BRI U5 T i
SR WE N, g, BHESR % TP HuhE i

IR B 2ASA-6-772005: REAUTH: user username passed authentication
YRR SESCERLS, P R G R .

* username - H J 4R
BIHYIRIE: LR PATAE AR

Hi%iH 2 $ASA-2-772006: REAUTH: user username failed authentication

WER: SR SUEMS, PN 7RSI RS . I, AR B R 2
* username - H ' 11124 FR

EAIRIE: H ) NAE A change-password iy 2 BB 3238 B U4 1 .

Ei2H 2 2ASA-2-774001: POST: unspecified error
WERR: WIS S B T L A I AR
BIHTIRIE: BCREEL TAC,

gl;&iﬁ,%\ $ASA-2-774002: POST: error err, func func , engine eng , algorithm alg , mode mode
, dir dir , key len len

WERR: NS v AT A A U
e err - R A
* func - R
* eng - 5%, WL NPX, Nlite S
* alg-57%, ALJELLF{T—Ti: RSA. DSA, DES. 3DES. AES. RC4. MD5. SHAIl. SHA256.
SHA386. SHAS512. HMAC-MD5. HMAC-SHA1. HMAC-SHA2 5 AES XCBC
* mode - #3, ATLLELLFAE—Ti: 5. CBC. CTR. CFB. ECB. iRA RC4 s IR RC4
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* dir - 5B E =
o len - BRHKE (LLER

BILRIEBRIE: BERUR TAC.

gﬁ%iﬁfﬁ: $ASA-6-775001: Scansafe: protocol connection conn id from interface name
:real address /real port [(idfw user )] to interface name :real address /real port redirected

to server interface name :server 1ip address

1A WCE T ScanSafe flids+#s, I HIR & 5 NCE K% H: 5 € 7 21 ScanSafe 55 7 LAFE A Py 2414
R LA W AR B 4 R 45 1 S s DU

BLHYIRIE: CRHITAEATERAT .

HiRiHE sASA-4-775002: Reason - protocol connection conn id from
interface_name:real_address/real_port [(idfw _user )] to

interface name:real_ address/real port is action locally

i8R WIHHr ScanSafe i [ ERZ YR TP Muhb RIS TS5 IAEBICAS, W ASA ¥ ZFepnds:,
ERIE ARG HEN R

* Reason - B A AH[R) A5 b bk A s 1 ) 2545 34 45
I BYERIE: BRI DL K

e it # ScanSafe VFAJiF254H .,

s DL E A LA,

* A )\ ASA )i 1] ScanSafe 55 %% o

o RIE BN RKIERHL

a4

AN AR FHCE PAT A1 ScanSafe.

%E%iﬁﬁ%: $ASA-6-775003: Scansafe:protocol connection conn id from interface name
:real address /real port [(idfw user )] to interface name :real address /real port is
whitelisted.

WRR: YR CULAC, oG HE 7 2 ScanSafe ik 55 8% BEAT N A4, (AT DL EHRIE BT Web fik 55
o

BLAYIRIE: CRHATAEATERAE .
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775004

775005

775006

775007

776001

775004 [}

gl%iﬁ,%\ $ASA-4-775004: Scansafe: Primary server ip address is not reachable
WEBA: EMCE ) HTTP sk HTTPS i 1[Gy ) 3= ScanSafe IR %5 45 -
BIHRAE: LR HAT T

BiRIHE: 3ASA-6-775005: Scansafe: Primary server ip address is reachable now
RA: FEMNCEK) HTTP Al HTTPS Jii [ 101 i 32 ScanSafe f5545
BWRGIRAE: Tl pAT TR

gll;&’;ﬁ,%\ %$ASA-6-775006: Primary server interface :ip address is not reachable and backup

server interface :1ip address is now active

AR Wik 3 ScanSafe 5545 Lk Vs M), ASA AL 2 S5 HCE 1 413 ScanSafe 25 7 (M4 Wil %
RS a T Ui, ERE A 3 RS A
BIRDIRME: B PITAT R .

HiRHE: 2ASA-2-775007: Scansafe: Primary server interface name :server ip address and

backup server interface name :server ip address servers are not reachable.

YLBR: JGVAVS ) My ScanSafe 55 #w . MRIEACE ERINIRAE (fail_close BX fail open) , Wit
B TR IE R Web IR4545, T JG 77 B )

BIAIRIE: Wik ScanSafe k&5 #% Lk, RE ] LLKF ScanSafe BL'E 5k fail_open LKL &%
3] Web 45 8%, 1T 'C B2 17 ] ScanSafe 145 #%. M BRI ERAE SO foVF .

gl;&iﬁ:%\ $ASA-3-776001: CTS SXP: Configured source IP source ip error
WLRA: AU FHCE R LI TP Mk 7 SXP IE T tH BAN %

* source ip - IPv4 B¢ IPv6 YRl
* error - A1 AT FTC & () Hbhk 37 SXP HEFEIN AR A DS RLI TR EL, nREAE LA N ATt

- ANET %
- SR 1P MUk ASUCRL

BINHYIRAE: EORTICE SXP ISR, DRI RNYR 1P bk, o3, HOMRCEV P Mk, Jfibikss
AR5 48 1 A R FE A Y TP Hbik
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%E%iﬁﬁ?: SASA-3-776002: CTS SXP: Invalid message from peer peer IP : error
WERA: fANT SXP 1 BN AT .
* peer IP - IPv4 5 IPv6 XJ 4544tk
* error - X I SR HT o 5 ) i3 1

BIBYERIE: BCRIE TAC SRk,

%E%iﬁﬁ%: $ASA-3-776003: CTS SXP: Connection with peer peer IP failed: error
WA KT SXPRCEM R, TIRIEWIESIER .

* peer IP - IPv4 B8 IPv6 X} 54kl
* error - XSXP BLE WE UL o H R T LLE BL M —{H:

- Mode mismatch with received one. (F2 5 W B (A AT, D
- Does not exist. (NAEFE. )

- With the same peer, but different source IP address exists. (ffi ] [i] —AMAF 51545, (HAELEAN[H] R 1P
B2(181| AD)

- Version mismatch with received one. FRASSWCEFIAA IR, D
- Received binding update while in speaker mode. ({377 #5450 F U SP o EHr. D
BEILBIRAE: A OR P i P R R C R FH IE A R AR T TP bk

%ﬁ%iﬁfﬁ: $ASA-3-776004: CTS SXP: Fail to start listening socket after TCP process restart.
BERR: LB L SXP ANRERSZ K (TR R A 0 SXP IR B R, Db B T U b e i 0 o
BIWRIRAIE: ZNDFEHA M SXP ThRE, AR M B R I LLER R 3.

gﬁ%iﬁﬁ?: $ASA-3-776005: CTS SXP: Binding Binding IP - SGname (SGT ) from peer IP instance

connection instance num error .
WLRH: KT SXP 46 B R
* Binding IP - IPv4 B IPv6 4 5¢ ikt
* SGname (SGT) - b5 SGT 15 5 . SGname 1] HI B/RLL M4 SGname (SGT); SGname A~ 1]
JII BRBL R #3: SGT.
* peer IP - JIEGRE ) IPv4 B IPv6 X 45 A itk

. A% BEE S 722001-776020
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776006 ]

* connection instance num - KIEYRE ) SXP B S5 % 5
* error - GRE R R ITEANE B

BRI BEARAR TAC ST,

776006

EIRJES 2ASA-3-776006: CTS SXP: Internal error: error

BA: CTS SXP RZUB N AT X
* error - 11K SXP WA R IITEAN S, 1 BLE FAIIZ —:

- Source IP address of existing SXP connection cannot change. (JGik 8 i SXP iEFE S 1P Hudik. D
- Password type of existing connection cannot change. (JGiZ 5 AT H I #0087
- Connection mode is the same as the existing configuration. CZEFEARZ L DA AL EAH [
- IP address does not exist. (IP HilEAAFLE. )
HICRYIRAE: BERIEB TAC FKkHE).

776007

%E%iﬁﬁé: SASA-3-776007: CTS SXP: Connection with peer peer IP (instance connection instance

num ) state changed from original state to Off.

WiAA: CTS SXP RGBT N Flba, PRk aly A 1758 SLA9l 45 1) SXP IEFIRA o R M.

* peer IP - IPv4 BY 1Pv6 X S5 A il
* connection instance num - SXP 3 520 % 5
* original state - JRUGTEPRRAS

BIRIIRAE: KR HATAE TR AE .

776008

giﬁ%“}‘ﬁ%\: $ASA-6-776008: CTS SXP: Connection with peer IP (instance connection instance num
) state changed from original state to final state .

WERR: A i S G ) SXP IERL T TIRAS .

* peer IP - IPv4 B IPv6 XJ 5544tk
* source IP - IPv4 BY IPv6 JEHihE
* connection instance num - SXP ZEFESZH 9
* original state - JRUGIEPRRAS
* final state - B ZERIRAS, PTLUERR “ KM IREIMIETIRA .

BIRIRAE: LRI ETIRA.
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gl;&“;ﬁ,%\ $ASA-5-776009: CTS SXP: password changed.
WLRA: SXP RZH Y LU
BIBIRIE: LR PATAE TR

2RI B $ASA-5-776010: CTS SXP: SXP default source IP is changed original source IP final

source IP .

WA JhBA B SXP ERIAUE IP Mk S

* original source IP - IPv4 8%, IPv6 F) IR GRER A TP Mkt
* final source IP - 1Pv4 B Ipv6 Fe 2R AR TP Hiuht:

BILAIRIE: BRI TAEATERAE .

258 $ASA-5-776011: CTS SXP: operational state .

WRA:  SXP THREH I T EAEIRAS, I HAUE RS DA = TAE.
* operational state - ki CTS SXP J&: Jif I 25 PR &5

BIBIRIE: LW AT AR

gi;iﬁ,%\: $ASA-7-776012: CTS SXP: timer name timer started for connection with peer peer
IP .

5AR: I5EM SXP NS EEE).

* peer IP - 1Pv4 8 IPv6 X &R NE o 0T AF th 28 T B 10 oAl ok I v i 2 B EF T o E i
#, fEHIERIA TP Hihk 0.0.0.0.
* timer name - 115 25 2 R

BIRYIRAE: KRR

’éia':éiﬁ,%\: $ASA-7-776013: CTS SXP: timer name timer stopped for connection with peer peer
IP .

HEA: F50EM SXP I8 L,

* peer IP - IPv4 B¥ IPv6 S &k tiht . 6T IF 35 fi 238 T IE L I A& (i vh it 2, REFERFT FFiwt
5. HERIA IP Hulik 0.0.0.0.
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776014

776015

776016

176014 ]

* timer name - T IF 2% & TR
BIHIIRIE: EFHE AT A

%E%iﬁf?: SASA-T7-776014: CTS SXP: SXP received binding forwarding request (action ) binding
binding IP - SGname (SGT ).
YLBA: SXP W BN E R Ko KA B SXP /R0 i BEAS Th | R Bt I 0 8 S oy, e i
A RIRBIF K
* action - IS N B ERAE
* binding IP - 1Pv4 5% IPv6 455 Hiuti:
* SGname (SGT) - b5 SGT 15 K. SGname ] I B/ F#E A SGname (SGT); SGname A~ 1]
I B LI A SGT.
BICHYIRAE: LR PATAE A

%E%iﬁﬁ%: $ASA-7-776015: CTS SXP: Binding binding IP - SGname (SGT ) is forwarded to peer

peer IP (instance connection instance num ).
YLRA: SXP VRS0 1 Sk R R AEAA
* binding IP - IPv4 5% IPv6 45 ¢ Huhl:
* SGname (SGT) - 485 SGT 15 B . SGname 1] A B/nPL F#: SGname (SGT); SGname A 1]
A BoREU Mg SGT.
* peer IP - IPv4 5 IPv6 X} 4544 ki
* connection instance num - SXP % S| 2 =

BIRIHRAE: KR RATE TR

gﬁ%;ﬁﬁ?: $ASA-7-776016: CTS SXP: Binding binding IP - SGName (SGT ) from peer peer IP
(instance binding's connection instance num ) changed from old instance: old instance num

, old sgt: old SGName (SGT ).
WA SXP Al 7 PR C
* binding IP - IPv4 5 1Pv6 45 :¢ Huhl:
* SGname (SGT) - 415 SGT 15 B . SGname nJ I W R L Rk : SGname (SGT); SGname A~1]
JII R BLU A3 SGT
* peer IP - Z1 € i IPv4 Y IPv6 Hitil
*’ binding’ s connection instance num - SXP ZEFE S5 95
* old instance num - 3RFNGH 7 [ 1HIE RS 4 5

F 4 B 2 722001-776020 .
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776019

A4 A7 8 722001-776020 |

* old SGName (SGT) - %3 |H SGT 15 /& . SGname ] i /R L F#&: SGname (SGT); SGname
AT R LR A% SGT.

BILHIERAE: LR RATE AT

ﬁﬁ%iﬁﬁéz $ASA-7-776017: CTS SXP: Binding binding IP - SGname (SGT) from peer peer IP

(instance connection instance num ) deleted in SXP database.

RA: O\ SXP HdlE B IR 45 o .

* binding IP - IPv4 B IPv6 4 & Hihik

* SGname (SGT) - 955€ SGT 15 & . SGname W] HIF B/RAF#2: SGname (SGT); SGname /N H]
A SR LR g SGT.

* peer IP - 158 i 1Pv4 B¢ IPv6 X S54RI hE

* connection instance num - SXP S5 9w

BILHIERAE: LR RATE AT

%E%fﬁf?: $ASA-7-776018: CTS SXP: Binding binding IP - SGname (SGT) from peer peer IP

(instance connection instance num ) added in SXP database.

WLER: CU7E SXP ¥ e h s g e
* binding IP - IPv4 B IPv6 4 & Mtk
* SGname (SGT) - 485 SGT 15 E.. SGname 1] I B/n L MK SGname (SGT); SGname A 1]
I B LIRS SGT .
* peer IP - Y1 3E Y7 IPv4 5l IPv6 i &5 44tk
* connection instance num - SXP ZEFESEH g

BIRIRAE: LR AT TR

HIRBE B 2ASA-7-776019: CTS SXP: Binding binding IP - SGname (SGT ) action taken . Update

binding manager.
WA : SXP 7EZE B BLAS TR T 408 T K.

* binding IP - 1Pv4 5% IPv6 455 Hiutil:

* SGname (SGT) - 93 7% SGT {5 /&« SGname "] I B/ L T 4% SGname (SGT); SGname A~ A
JHI Stz LA (e SGT

* action taken - PATIERAE, ATLUE FHME—D 0. MHBR e 2.

BILHIERAE: LR RATE T4

. F 4 H & 2 722001-776020
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776020 ]

176020
HIRBE B SASA-3-776020: CTS SXP: Unable to locate egress interface to peer peer IP .
BAA: ASA HRF SXP AR FH%E
* binding IP - IPv4 5¥ 1Pv6 il
BIHIIRME: BAOR AT A 2K 4 SXP 4544

F 4 B 2 722001-776020 .
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