4t HEH 2 400000-450001

ARBTG5
* ID /T 400000 %) 409128 2 [AI [ &, 451 11
* ID /T 410001 2] 450001 2 [AI S L, 45 31 70

ID 4)-F 400000 %) 409128 =~ |5] A& 2

4000nn

AEALE ID AT 400000 31| 409128 2 [8] (1131 ..

HiRHE  $ASA-4-4000nn: TPS:number string from IP address to IP address on interface

interface_name

WA V.S 400000 5 400051 & B AAZBHER 2525 40 A

BIWBYR1E: 24 Cisco.com ) CERINAZBEEARSS 6 EE ) «

EMRAS T, JEAEIT A 2440 B #52 ASA 4. IPS WA LL 4-4000nn 13k, FFRALL R

number Gty . AREZAELE, WS M Cisco.com LI CERINZBINIRS H Fam)

string %48 B - 5 NetRanger 2544 18 BHEAAH A o

IP_address | 2438 H] A B e it

interface_name | /55045 47 (1432 [ (1) 4 Bk

%4

%$ASA-4-400013 IPS:2003 ICMP redirect from 10.4.1.2 to 10.2.1.1 on interface dmz
$ASA-4-400032 IPS:4051 UDP Snork attack from 10.1.1.1 to 192.168.1.1 on interface outside

PRI T SHEFNEATE

F 4t H 7 7H 2 400000-450001 .
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Il +o00mn

R LIPSEHZEREHR

HEHR |EE | EBINE ESEZES
=] 1D it
400000 |1000 | 1P 3T - 4 ik Tiv % S5
400001 11001 | TP &35 - i s Kcdh ik ih &
400002 | 1002 | [P X - N )% ==
400003 | 1003 |[P 3EI% - 44 =5
400004 | 1004 | 1P 3T - 2 HCE 4 B
400005 | 1005 |IP il - SATNET ID 5 R
400006 | 1006 | [P L5 - 4% Y5 % )
400007 [1100 |1p 4}Eprih ik
400008 (1102 | AN n] e IP £ds Biti
400009 |1103 |[p /M &ES Yty
400010 {2000 |ICMP [F]} W2 )
400011 2001 |1CMP EHIAAIIX 5 R
400012 12002 | 1CMP 54 )
400013 {2003 |[CMP &5 i (=P
400014 12004 | ICMP [A] i3k G
400015 {2005 | H44R 1) ICMP &2 I 5 R
400016 12006 | %ffn4f ¥y ICMP S84 in] it G
400017 |2007 |1CMP i) Bk sk (=)
400018 |2008 | ICMP Fif [r] k0 2 H
400019 12009 | 1CMP 155 H ik (=P
400020 2010 |ICMP fi5 LN 2 H
400021 |2011 | ICMP Hihl-#Efid i sk (=P
400022 2012 | ICMP Huhl g 2 )
400023 12150 | 43 Bt (1) ICMP i Wit

. F4% B&iH S 400000-450001
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HEE | Ba | BERE R B
= 1D il
400024 (2151 |k ICMP Vite Wi
400025 |2154 |37 Ping Yiik ik
400026 (3040 |TCP NULL ¥k Wity
400027 (3041 |TCP SYN+FIN F5i& Yok
400028 3042 | {V TCP FIN f5i& Yok
400029 (3153|4858 T ANIEHN FTP Huti: ik
400030 3154 | $i55¢ T ANIEH FTP i Bt
400031 (4050 |UDP YEhTrt Yok
400032 [4051 | UDP Snork Z{il; ity
400033 4052 | UDP Chargen DoS (i Bty
400034 |6050 |DNS HINFO i3k B!
400035 |6051 |DNS [X 5% 4 5]
400036 |6052 |k [ =5 11K DNS [X 35 {5 45 SR
400037 6053 | FiA7ic 541 DNS ik G
400038 |6100 |RPC 133 it (=s!
400039 | 6101 | RPC ¥ [ HUHY v 5 8
400040 |6102 |RPC #:fi (=P
400041 6103 | jm il AR A 1% RPC K Yk
400042 | 6150 |ypserv (YP 45 #%)5 & SF9 T wi LIBLEHEKR |15 8
400043 16151 | ypserv (YP 45 )5 & 574 P i WG R [ fE R
400044 | 6152 | yppasswdd (YP #4055 & 5P FEF) i RS K | 15 B
400045 6153 | ypupdated (YP BTG 5 574 REFP) i I WUR IR K | 5 6
400046 6154 | ypxfrd (YP AL4JG &4 B i UG K [ fH R
400047 16155 | mountd CREgk )i &3 ~FH FEIT) i TSR I 5K R
400048 16175 | rexd CGEFEAT G & ~FHREF) it S5 3K (=P

ao0onn [

F 4t H 7 7H 2 400000-450001 .
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401001

401002

401003

401004

401005

F4: B %31 2 400000-450001 |

BEE B8 |EaFE BE%
s |Ip 7
400049 6180 |rexd GERFEPATIE & FHFET) 22k (EPSS
400050 |6190 | statd 2% X Jit HY LGy

2 B 2ASA-4-401001: Shuns cleared
WAA: T clear shun iy 2 LIMIER P9 A7 HH IR AT FILBE RN o 10 SR FEE VG 3)) I WL 3R A5 T e i/F o
BIBYRIE: TR PIATATAEAE .

‘éia':é“}‘ﬁ,% $ASA-4-401002: Shun added: IP address IP address port port

WAR: A shun fir, JCAREE—A> 1P HhE /e gl e A L. LAt i Rl 1 Tk, T 280 E3E
B CETHD o s UEES SIALEIZRAS T .

BILHIERAE: LR AT T4

$EIRIH 2 $ASA-4-401003: Shun deleted: IP address
WA B S AR 0 AL ORI I P P IR o i SRR S LIRS T AV
BICHYIRAE: LR PATAE A

gl%“;ﬁ:%\ $ASA-4-401004: Shunned packet: IP address = IP address on interface interface name

AR T IP SRC & S AL HBE RN B e i B AL, DRI 5. Bt i =AUk
EREEE R O AR R R . B, R LR AN B AL AT AE S B AR AR . R G Al
BTG S0 T. IE B A S %ASA-4-401005 7] F T3 — 5 1Pl A o< b =ML R

BILHIERAE: R HATE A

%g’ll;é“;‘ﬁ,%\ $ASA-4-401005: Shun add failed: unable to allocate resources for IP address
IP address port port

AR ASAWAEAN; Join HTRLRE R o

. F 4t H 7 7H 2 400000-450001
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402114

402115

402116

ana [

BIEYIRAE: R IPS WAk S 2N bR o 35 Sl B A A7 6 J087 T s N T REER I, sy
MR IPS AT LEERAE

g’l%‘;ﬁ.%\ $ASA-4-402114: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num

) from remote IP to local IP with an invalid SPI.

* >protocol - TPsec HMY

* > spi - IPsec 4B KRG

* seq_num> - [Psec /7415

* remote P> - &I L FE £ o 1) 1P Huhilk:

* >username - 5 1Psec FEiE JCHR I H 7 44

* local_IP> - B&3E A Hb 2 3y ) 1P Hbdik
WERR: WCE T ¥R E SA HUh R ANAEAE) SPL Y IPsec 20diifl. IX AT HESE [Psec X 254AZ 7] SA &AL
ELEA I S o IR IS O, o nT B R A SA CIEBRIT T IR . X AT fER IR [Psec X544
RAE B IER, XrlfeE TBOGEEAE . B R IR B LR N 2 — IR
BIRYIRAE: XA REASTAAHE SA TERR. W MAHEE l 35 ST e, WX A X 46
PABEJ5 AT e D B e . AR, R i) R A L /NBEINTA], DR S N I B i
RN ARG B

%gl;&iﬁ,%\ $ASA-4-402115: IPSEC: Received a packet from remote IP to local IP containing

act prot data instead of exp prot data.

WERA: R T D Y ESP Sk i TPsec AUl o SR IEAF A& 3% 51 1 11 2 4= S R DG e 1) Bt
1, XK RZ R 7Bt . ST R H AR R BRI A B T N R 2 I

* remote_IP> - [iEIEC 4 £ 5 1) 1P ikl

* local_IP> - B&3iE A< b 2 b ) 1P bk

* >qct_prot - WE|H] IPsec P

* >exp_prot - T 1Psec i

BILHIHRAE: HEARR AR B 5L

gl%i‘ﬁ:%\ $ASA-4-402116: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num
) from remote IP (username ) to local IP . The decapsulated inner packet doesn’ t match the
negotiated policy in the SA. The packet specifies its destination as pkt daddr , its source
as pkt saddr , and its protocol as pkt prot . The SA specifies its local proxy as id daddr
/id dmask /id dprot /id dport and its remote proxy as id saddr /id smask /id sprot /id sport

F 4t H 7 7H 2 400000-450001 .
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WLRA: fREI IPsec 24 60 S5 BRI I S AN AC . XTS5 EAE I i 1 22 4 GRS oAb it i, X AT g
I HN SR 1 22 A QR B R D 1, v REJE BGH TG B UV S ) H A B 1 A 5 T RD N B
Z W

* >protocol - IPsec 1/}i3

* > spi - IPsec RS HET|

* seq_num> - IPsec /3415

* remote_IP> - [ IE LC 4 285 1) 1P ikl

* >username - 55 IPsec {58 KL H 7 44

* local_IP> - B&3E A 2% i [ TP Hhuhilk:

* pkt_daddr> - fif 3= A EHE AL RS H R bk

* pkt_saddr> - it 1 EcH A R U

* pkt prot> - fif 3 (1) £ A0 I AR i 1

* id_daddr> - AHbACHL 1P Mol

* id_dmask> - AHACEE 1P F P HERY

* id_dprot> - AHWAREEAL 1IN

* id_dport> - A H A v 1]

* id_saddr> - ZCRACEE 1P Hihik

* id_smask> - CHACEL 1P 1 65

* id_sprot> - EFREACHAL Fr Y

* id_sport> - LR g 1]

BINAYIRAE: BRI AF AT B 0L, JF BRI B .

gil;i“;ﬁ,%\ $ASA-4-402117: IPSEC: Received a non-IPsec (protocol ) packet from remote IP to
local IP .

WERR: WCE AR A S s Wk ACL AHUCHE, (HARAL A IPsec BEATH 2. IPsec MR IEAE A IE A S
BEMIBARAL . SRAR R T e BT SR FR AR SmE e B R T DR B, B KR T RE AL E A
PR AT B A s 1 23 NS Telnet Pt i o A0SR 223808 ] R 48 TPsec N5 1) Telnet 5[] dit; 1
23 LRAMEE T, W B S, R AR i 11 23 LA S Telnet HEAT Uy i) 5k 3%
TR A B B . SEETR T REFR /R 32 2 7 8o BRAER FdRtoL, SIS ERSE R ()
wr, AR R ASARE R, WA ERIENE). TS ERES TCP A UDP i =K 19371 5 710001 |
710002 F1 710003 i B A HE A 26 B o1k B HLFD N e 2 — 1K

* >protocol - 1Psec T/}i%
* remote P> - X1 02 £ v 1) 1P Huhil:
* local_IP> - B&3E AN b 2 3y [ 1P Hbdik

BILHIIRAE: AN R BB, HUACR FhSRS B E .

. F 4t H 7 7H 2 400000-450001
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402118

402119

402120

ams [

%gﬁ%ﬁg%%%ASA—4—402118: IPSEC: Received an protocol packet (SPI=spi , sequence number seq num
) from remote IP (username ) to local IP containing an illegal IP fragment of length frag len

with offset frag offset .
WERA: MR IPsec £ A LR AL =/ T-8055 T 128 51 IP 73 B ST hiAS ) IP RFC 22 4 4R
EBCR B/ 128 AN F-45 11 1P 43 B s 2 LARG 52 B A Bk o X 0] RJE T U4 AE . e S Hi B
WA BRI A B B N B % — K

* >protocol - IPsec i)

* > spi - IPsec LB HERT]

* seq_num> - [Psec [7-41]5

* remote_IP> - PEIE LY £ 3 (1) 1P Mk

* >ysername - 5 IPsec FEiE LI 7 44

* local_IP> - B& i AX Hb 2 3y [ TP Hbdik

* frag len> - IP 70 B K%

* frag_offset> - IP 73 B fhi#% &1 4%

B RYIRAE: AR RN SR B b, A Bl sk B

giﬂ%i‘ﬁ'%\ $ASA-4-402119: IPSEC: Received an protocol packet (SPI=spi , sequence number=seg num
) from remote IP (username ) to local IP that failed anti-replay checking.

YRR W E T AT A S 1) IPsec B A0 . XA AR E A AR AR S BT AT e AT 1 81T R EcE
o MR, SR T B2 T IR P 415 1F IPsec #iE6. Ipsec ¥ MR AL b il g 5
Yol oG LA R 38 iy ) S I 2 R A R RPN e 22— IR

* >protocol - IPsec Tl

* > spi - IPsec ZRZHR|

* seq_num> - [Psec J¥41*5

* remote_IP> - B C 4 £ 5 1) 1P kil

* >username - 5 IPsec FEEIELIMH ' 44

* local_IP> - B&3E A< Ht Z% i [ TP il

BIRIHRAE: AR AR B O

gﬁ%ﬁ%%ﬁ%ASA—4—4OZl20: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num

) from remote IP (username ) to local IP that failed authentication.

WAA: WE T IPsec Hdi (0, (HILEIR O S MIIERIN . R EFFEA . Bdhaerhmid ity
RECLZ A0, BN AF (AT BE 1EAE AR TR IPsec Bt 00, A RILh VR 2 in Aok A [ — S 544, )
W RERR IEAE R AT o IR S R IR PR D g TP A e 22— K

F 4t H 7 7H 2 400000-450001 .
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402122

402123

F4: B %31 2 400000-450001 |

* >protocol - IPsec T/}

* > spi - IPsec RS HET|

* seq_num> - IPsec /7415

* remote_IP> - FEIE 04 £ ¥ 1P Hbdik

* >username - 5 IPsec FEiEELIM H 7 44
* local_IP> - B&3E A H Z% i [ TP Hhuhil:

BIRIHRAE: WARCERIVE 2 R B n L, IDIBR AR R S A B DA

gﬁ%iﬁfﬂ $ASA-4-402121: IPSEC: Received an protocol packet (SPI=spi , sequence number=seq num

) from peer addr (username ) to Icl addr that was dropped by IPsec (drop reason ).

R WCE T AR IPsec KA, HBHJGHE IPsec FRALIT. XA HERR ASANLE B ASAK
S A ) L

* >protocol - IPsec T

* > spi - IPsec ‘ZRZHRY|

* seq_num> - [Psec J¥41*5

* peer_addr> - P%TE C FE A i (1) 1P kil

* >username - 5 IPsec FEEICELIM ] ' 44

* lcl_addr> - P18 A Hb 2 g (1) TP bk

* drop_reason> - 4 A4 25 5 1) Ji 1A

BIRYIRAE: WERAERAE A, IR DR TAC.

gﬁ%;ﬁﬁ? $ASA-4-402122: Received a cleartext packet from src addr to dest addr that was to

be encapsulated in IPsec that was dropped by IPsec (drop reason ).

YEBA: W H T AFREAE IPsec ML, (HRE S B [Psec T REELF . XAER N ASANCE L ASA
A AFAE )

* src_addr> - Y5 TP Huhl:

* dest_addr > - H 1] > 1P Hiik

* drop_reason> - His (4% 2% 7 1) SR [K]

I BYIRIE: Wi RAFAE, IR IR TAC,

EElﬁ,h\oASA—4—402123: CRYPTO: The accel type hardware accelerator encountered an error

(code=error string ) while executing crypto command command .

AR A A DN S5 AT s iy I AT BB %, X ] BER TR NI S A AE R L. PR R T HE %
PSR 1R, MV B e RN s vF B ds i kb e, I35 Bl e Jat ]

. 4 H & H 2 400000-450001
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402124

402125

an i

* accel_type - i {- i 2 28 0
* > error_string - ¥R IR R AL ) ACRY
* command - A= BT T TR IR0 Ay A

BRYIRAE: WORAERAT AL, THIKAR DR TAC.

gﬁ%iﬁfﬁ $ASA-4-402124: CRYPTO: The ASA hardware accelerator encountered an error (Hardware
error address, Core, Hardware error code, IstatReg, PciErrReg, CoreErrStat, CoreErrAddr,
Doorbell Size, DoorBell Outstanding, SWReset).

YLRA: s Al OR S  CARE T EANR, SRR AN TR . eV B R AR B 2D A T i)
P IS R A BRGNS, RESEE MG, DT ASART LAGRSLIE 1T AN i AT
HRWT. SEAR, R I b ] R B A PR 0 PR N DA RIS AR H Sk, AR TR 2 B .
IV BELHE S5 I RE AR DG &R S5, W F R

* HWErrAddr> - il fF bt (R a8t e D

* Core> - I BIH R N 1% 0

* HwErrCode> - i1 R AN (A TNt i i &)

* IstatReg> - "PIWRIRATTFA7ds (AT N2 0 v B

* PciErrReg> - PCI AR 7474 (A AN 505 Jy 8D

* CoreErrStat> - /LA DRRAS R 28 85 58D

* CoreErrAddr> - #%.Ooti iz bl A F s i e ')

* Doorbell Size> - fLVFIF 5 AN % iy & 40

* DoorBell Outstanding> - 1% iy 2 i) A< Ab 21

* SWReset> - [ 5 ) I AT 19 035 505 v B R

a4

%ASA-vpn-4-402124: CRYPTO: The ASA hardware accelerator encountered an error (HWErrAddr=
0x40EE9800, Core= 0, HwErrCode= 23, IstatReg= 0x8, PciErrReg= 0x0, CoreErrStat= 0x41, CoreErrAddr=
0x844E9800, Doorbell Size[0]= 2048, DoorBell Outstanding[0]= 0, Doorbell Size[1]= 0, DoorBell
Outstanding[1]= 0, SWReset=99) 451571 £ ¥5 78 AnyConnect /7 7E [n] @, 1fij HLI 1n] @8 P figt v S i S8 T2
Fl| AnyConnect 3.1.x.

BRYHRAE: R MR B A R DR TAC, A TEE 2D 0T

Eﬁ%iﬁﬁa $ASA-4-402125: The ASA hardware accelerator ring timed out (parameters ).

WERR: N IR SR A £ IPSEC #IR 7F PR sl SSL/A B 53 HR FF AN FRATATAT HE R, X RO N 2%
BRAATHEAT. RENXFIL, REREENE L, LAE ASAT LAkSHa AT M AN id AT
Wro MEAh, LI B R AU BT AR RN O SN LRI H %, DR IEE 2 IR .

* >ring - IPSEC BUE PH 51 34

F 4t H 7 7H 2 400000-450001 .
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402127

F4: B %31 2 400000-450001 |

* parameters > - WHELLT 4L
- Desc> - iR ik
- CtriStat> - 2 /RSME
- ResultP> - D%t
- ResultVal> - D) {H
- Cmd> - i &
- CmdSize> - iy 2 K/
- Param> - g 224§
- Dlen> - H(4fa K JE
- DataP> - #4455l
- CtxtP> - VPN 1 5t45 4l
- SWReset> - Jii Bl J HIIN 3 05 Fr 3 5 B
BWBIRRAE: RN B B R4 R TAC, DAEHATHE 20047

N

%E%iﬁf% $ASA-4-402126: CRYPTO: The ASA created Crypto Archive File Archive Filename as a
Soft Reset was necessary. Please forward this archived information to Cisco.

YRR AL A S AR DR G S R G H AN 402124 F1402125) o« h Ti—4
WIS ), RGO R R IN BRI R I B AR S R A A7 A RN AR T .

JFENN, CAENAE SO R A Eh6I erypto_archive Hat CEFULRTAELE) o b H kB2 R
TEPA I B AEAS SO

* >Archive Filename - AR SCAT A4 FR o« INEAFRESCAF I 44 FR K H] erypto_arch_x.bin [{JE,
Hrrx= (182 .

BRYIRAE: RS ARSI R B R TAC, DAEATRE B #r.

HiRBEE 2ASA-4-402127: CRYPTO: The ASA is skipping the writing of latest Crypto Archive
File as the maximum # of files, max number, allowed have been written to archive directory
. Please archive & remove files from Archive Directory if you want more Crypto Archive Files

saved.

WERA . AT BRI A A AR D RE IR (U2 B L 4402124 F14402125) o BEH EARWIHARS
ANINEEAERISCAY, 1K PR R CAF A d R R 0 25 AR S A

* max_number > - {F14 H P RVIAEAE SO ) e KB CRE: HTiRE N 2

* >archive_directory - 1114 H 3k 1 2 Fi

. F 4t H 7 7H 2 400000-450001
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402128

402129

402130

402131

anz [

BEALHIHRAE: RESEHT A N A RSP e 4 JORE TAC MIBR S A2 BRRAF R SO, DA A 22
NSNS

%E%iﬁﬁ? $ASA-5-402128: CRYPTO: An attempt to allocate a large memory block failed, size:

size , limit: Iimit

WEAA: SSL MEREIEAE Sl th R VIE I N A7 . TR R 4
* size - 1IEAESI LI N AF BRI RN
* limit - It 53 TC N AE IR IR SR VF R/

BINHYIRAE: A R BARAAAE, T REIEAERE 32 SSL fH4E A5 Bt o Ik AR R A5 444 B 5 g
R AR .

%ﬁﬁ%iﬁﬁé $ASA-6-402129: CRYPTO: An attempt to release a DMA memory block failed, location:

address
YLER: KR T N R

* address - IEAERE U HhE
BIERAE: BERIEER TAC SR AW

gﬁ%iﬁfﬁ $ASA-6-402130: CRYPTO: Received an ESP packet (SPI = 0x54A5C634, sequence

number=0x7B) from 75.2.96.101 (user=user) to 85.2.96.10 with incorrect IPsec padding.
WLAA: ASAIDE AT I A CAS I 2T o RE 78 1Y) IPsec a0 . ATT VPN % 7 i I 23 HE R E 718
IPsec 4k .

* SPI - 5iZ405 0 R K SPI

* sequence number - 5 ZHHE CL ORI P51 5

* user - 11 445 H

* padding - DA G 70 Hdis
BCRYIRAE: BN T BT BEHATAEAT 4, T Hev BN W] ASATELE Il L, {H 24 H]
ATT VPN %% )i () 25 7 n] BE R S TT 20 2L VPN & S 4k

%E%iﬁﬁ? $ASA-4-402131: CRYPTO: status changing the accel instance hardware accelerator's

configuration bias from old config bias to new config bias .

HEA: 76 ASA b O B N SRR . — 28 ASASF SR04 2 M EAF I8E 6 T4 s s
WM, REHE LN —KRGEHEN .

F 4t H 7 7H 2 400000-450001 .
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402141

402142

402143
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* status - L7~ I BRI

* accel instance - TFAINTE 2% 52451
* old_config bias - IHL &

* new_config bias - HifCE

BEANAHRAE R 2B A P P A o e e A P s, DMDSC R H S ok A5 RO F I AR SR
TAC. WIRURIMG, MR AERE 2 B S e A G SR SR, U [P 3R 2 Jt e i
M2 o U R 20 IR ST FT G BRI 2% O, T e B Y B T A e

EIRIE B 2ASA-3-402140: CRYPTO: RSA key generation error: modulus len len
WiRA: RSA AP E R 4

o len - FHIKRE (LUFD
BIHRAE: KRR TAC SR AW,

gll;&’;ﬁ,%\ %$ASA-3-402141: CRYPTO: Key zeroization error: key set type , reason reason
WLER: RSA AP0 A Byl fa] 4 o

* type - FHBERM, wHEELL R —F: DH. RSA. DSA A%
* reason - =AM S 1EHRH

BILAYIRIE: R ER TAC FRAED .

gll;&’;ﬁ,%\ $ASA-3-402142: CRYPTO: Bulk data op error: algorithm alg , mode mode
WA AR PRI A

* op - N B S A
* alg - INZEFVL, WReR LU N —H: DES. 3DES. AES uk RC4
* mode - #53%, AIHESE LU RATEf—FF: CBC. CTR. CFB. ECB. K& RC4 BB RC4

BILAYIRIE: HER DR TAC FKTAE).

HiRIEE  2ASA-3-402143: CRYPTO: alg type key op

AR AEXSRREE R AR B ) A
* alg - IN# 3%, RSA B DSA
* type - BHIRM, AR

. F 4t H 7 7H 2 400000-450001
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awna ]

* op - N B AR S A
EBIBYIRIE: BCAREE TAC FRF N,

402144

g’l;&“;ﬁ.%\ $ASA-3-402144: CRYPTO: Digital signature error: signature algorithm sig , hash
algorithm hash

YRR A EC AR A AR Y]

* sig - 245, RSA 8L DSA
* hash - S8, TBESE UL FAFAT—I5: MD5. SHA1. SHA256. SHA384 5 SHA512

EBIBYIRIE: BCAREE TAC FRH N,

402145
EimHE $ASA-3-402145: CRYPTO: Hash generation error: algorithm hash
YRR AR T AR A 5
* hash - WAV EVE, WREELL ML/ —Ii: MD5. SHA1. SHA256. SHA384 i SHAS512
BWBIERAE: BERURE TAC Sk A

gi%“;ﬁ,% $ASA-3-402146: CRYPTO: Keyed hash generation error: algorithm hash , key len len
YRR R TN A A R

* hash - BHVEE, AIEER UL FAR—10: MD5. SHAL. SHA256. SHA384 5 SHAS512
o len - BEAKE (AR

BILRIERAE: BEARUAL TAC 3R,

402147

4t 123 3ﬁ = ; i
BIRIH/G $ASA-3-402147: CRYPTO: HMAC generation error: algorithm alg
B RAET HMAC A2 RidiiR.

* alg - HMAC $3%, wfig2 L FMEfT—Fr: HMAC-MD5 HMAC-SHA1. HMAC-SHA?2 1k AES
XCBC

BILAYIRIE: BRI TAC TR .

402148

A0 B E
al?ilﬁ:u,\ $ASA-3-402148: CRYPTO: Random Number Generator error

F 4t H 7 7H 2 400000-450001 .
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402149

402150

403101

403102
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WRR: KRBT BRI AR A R
BIBIRIE: BERUR TAC TR,

gﬁ%;ﬁfﬁ %ASA-3-402149: CRYPTO: weak encryption type (length ). Operation disallowed. Not
FIPS 140-2 compliant

AR ASAZZR TEKE /N T 2048 fi78 DH 41 1. 2 8( 5 /1Y) RSA %4

* encryption type - JNI % JH
* length - RSA #4 K5k DH 45

BIBYIRIE: BCE ASADANEN ], DS 5 /0 0 2048 A7) RSA AR AL E 1. 2 5k 5 LAAMK
DH 4.

%E%iﬁf% %ASA-3-402150: CRYPTO: Deprecated hash algorithm used for RSA operation (hash alg
) . Operation disallowed. Not FIPS 140-2 compliant

WRR: AN RO SR TR 45 42 B FIPS 140-2 A FSIE

* operation - 24 BIAIE
* hash alg - NV 52 (O S35 I 44 FR

BIROIRAE: MORRT M TR E A T 20 254 BFIPS 140-2 AUEKRIE, (4 SHA-256+
SHA-384 il SHA-512.

gﬁ%iﬁfﬁ: $ASA-4-403101: PPTP session state not established, but received an XGRE packet,

tunnel id=number , session_id=number
WERA: ASA WCEI T AT AH N A% HIE % 23 3 1) PPTP XGRE B .
BIRIIRAE: W EIRAAE, WIHGR IR TAC,

gﬁ%;ﬁﬁ%: $ASA-4-403102: PPP virtual interface interface name rcvd pkt with invalid protocol:

protocol , reason: reason .
AR BRI B ) XGRE 3% PPP i u.
BRIRAE: WERRERAT A5, TEICR IR TAC,

. F 4t H 7 7H 2 400000-450001



| %% A5k 5 400000-450001

403103

403104

403106

403107

403108

403109

az03 [

%E%iﬁﬁ?: $ASA-4-403103: PPP virtual interface max connections reached.
WLRR: PPV A PPTP &8, — HAERTH, Rt &7 00l .
BIHRAE: LR HAT T

gﬁ%;ﬁﬁ?: $ASA-4-403104: PPP virtual interface interface name requires mschap for MPPE.

iBA: MPPE C\it'®, {H MS CHAP B350 iF At &
i AIR1E: 18/ vpdn group group_name ppp authentication iy il MS-CHAP {73541 .

%E%iﬁﬁé: %$ASA-4-403106: PPP virtual interface interface name requires RADIUS for MPPE.

WAA: MPPE CURCE, {H RADIUS S50 RN &
EBYR1E: 1] vpdn group group_name ppp authentication iy 25 Il RADIUS S5 5641F

gﬁ%iﬁfﬁ: $ASA-4-403107: PPP virtual interface interface name missing aaa server group info
WA FRANE] AAA MRS AACE .

i RYIRIE: {1 vpdn group group_name client authentication aaa aaa_server_group iy 275 il AAA
& AP

gﬁ%iﬁfﬁ: $ASA-4-403108: PPP virtual interface interface name missing client ip address

option
YRR B E S TP Mk S .

ZBYHR1E: 141 vpdn group group_name client configuration address local address_pool _name fir
AN TP Hohikvb A .

gﬁ%iﬁfﬁ $ASA-4-403109: Rec'd packet not an PPTP packet. (ip ) dest address=dest address,

src_addr= source address, data: string.
UERA: RIS T —ANfhit PPTP Bl AL, X ATk BRIt
BRI MAARX A ELDY, F A PPTP LB A

F 4t H 7 7H 2 400000-450001 .



B 0310

403110

403500

403501

403502

403503

F4: B %31 2 400000-450001 |

%E%iﬁf?: $ASA-4-403110: PPP virtual interface interface name , user: user missing MPPE key

from aaa server.

AR AAA RS2 AR M5 E MPPE JI 2% 55 0% I 55 1) MPPE 2557 )@ 1k .

@ﬂmﬁﬁ:ﬁﬁAAAW%%MEOW%AAAW%%%%L@MWEY%Eﬁ,%%ANMn
group group_name client authentication local #iv%, M ifi cUH A H 5 43 K3 31E

gi%;ﬁ,%\ $ASA-6-403500: PPPOE - Service name 'any' not received in PADO. Intf:interface name

AC:ac _name .

1WAA: ASA T TLEXIZ S 1 Uy i) 78 5 #3175 5K PPPoE HR%% any. 1278 i W W AL FE HAB AR S, (HAHE
RS any. XREPMLSHE T TH N2 5. PADO H 00 iEH ACFE, Jf H IR blh i gk 43k 47

BIRYIRAE: BT HATAEfTIRAT

gﬁ%iﬁfﬁ%ASA—3—403501: PPPOE - Bad host-unique in PADO - packet dropped. Intf:interface name

AC:ac name

WA ASA VT S HIES A5 T — NN ENUME— B AR IR . U7 s il 4 DAL A =ML —(E A4
MY o ASATCYE VAN MmN AR NI G K . Bl Ome B8, I Gt 2 T,
BIBYRIE: AR IECMIZE R . HIEN IS S i U a5 48 1E AR A BE M LAE—{E, sIEAE Dy
PADO ¥ U,

%E%iﬁﬁ% $ASA-3-403502: PPPoE - Bad host-unique in PADS - dropping packet. Intf:interface name
AC:ac _name

WERR: ASA TS A s A& T —FRO ENUME— (B RIAR AT o U7 1) 32 1l DASCA T UE— (B 4=
WA o AS ATGIZ TR 31 L W) 7 PR AH ﬁm* AR E O LT, IF HEED R hk.

BINBYIRIE: BEAR LICMIZE . BB E /U5 sl 2 (E AR A R AL BR L ALME—(E, sRaEAE i
PADO #5141,

%E%iﬁﬁ? $ASA-3-403503: PPPoOE:PPP link down:reason

WiRA: PPP BEH CORH]. ARG OLAI R INAIRZ . Wik PPP $24E 17— AN, WS — M 0Ks
BRIt

. F 4t H 7 7H 2 400000-450001
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403504

403505

403506

403507

a03500 [}

BBIIRAE: MM SRER, BRORBERR L. Ui AErP AR AT RE ORI . TR S SR UE P S VS
S rh S AHULHC,  [RINf OR T 44 R R IE A o 1) ISP B 2% S RF A S Bk e 6

%E%iﬁf? $ASA-3-403504: PPPoE:No 'vpdn group group name ' for PPPoE is created

RA: PPPOE 7EJT4f PPPOE 4x il Z By BREAT IR I AC . — IO, BUENARE IR 5 5%, PPP
SO IE. P 2RSS . BUT 7Rl 4 PPPoE $k ML E T ASA. my-username 1 my-password 7ii 4>
F T 5 i) S rh S8 34T S Bk, 0 ZEINHT ] PAP AT R .

it

ciscoasa# vpdn group my-pppoe request dialout pppoe
ciscoasa# vpdn group my-pppoe ppp authentication pap
ciscoasa# vpdn group my-pppoe localname my-username
ciscoasa# vpdn username my-username password my-password
ciscoasa# ip address outside pppoe setroute

EAYIR{E: N PPPOE it ® VPDN 4.

EiRiH/ZE 3ASA-4-403505: PPPoE:PPP - Unable to set default route to IP address at

interface name
WA UV B R ILAE BRI B CAAE” T

BAAYIRAE: MHBR BN (B BR seroute Z24, I PPPOE 55 -2 lC B % i Z IR A7 £EAT:
RUA

gﬁ%;ﬁfﬁ $ASA-4-403506: PPPoE:failed to assign PPP IP address netmask netmask at

interface name
L R 0 S A B2/ Y N S S Wl P ) L RS e W i ey AT T B

BIBYIRIE: RSN, XSS il . 7R RS ALY, 7ERR R ) s 1 LAAME
B0 i & PPPoE.

%E%iﬁf% %$ASA-3-403507: PPPoE:PPPoE client on interface interface failed to locate PPPoOE

vpdn group group name

1%RA: " L%\ pppoe client vpdn group group name fiv%, 7E4% 10 oK PPPoE % 7 i ic & ki
i€ VPDN 4. W1 RAE RG0S 8 IR AR B LI E 44 FR (1) PPPOE VPDN 41, W< it i &

* interface - PPPoE % J™ i &A= i 1 42 11
* group name - W30 I PPPoe %) i i) VPDN 21 &4 #%

F 4t H 7 7H 2 400000-450001 .



B sos0m

405001

405002

405003

405101

\)

F4: B %31 2 400000-450001 |

BIBYIRIE: PUTLL R PR

1. %A vpdn group group_name 7T 2 KN INF5 21 VPDN 4. 7E4Jaific B Mgk #& i PPPoE
ARy IR ERAEN =8 oo

2. MIEZREZ D NER pppoe client vpdn group group _name 1% . ZEXFHENL N, PPPOE % il o2
AL 2 X2 —> PPPoE VPDN 41,

a4

i\ ip address pppoe 174 87 5 51 L1 _Lff) PPPoE % ) i), FTAT BE il &A%

gﬁ%iﬁfﬁ $ASA-4-405001: Received ARP {request | response} collision from IP address
/MAC address on interface interface name with existing ARP entry IP address /MAC address

WAA: ASAWCE] T ARP £ ty, HAPEE P MAC Mol ARP 25474 H ANIA .

BWBIRAE: SLRE R AN, WATRERR R IEEIE % ARP #L . K AYE MAC Hidil,
il e R oKW AR IR W R AL

gl;&iﬁ,%\ $ASA-4-405002: Received mac mismatch collision from IP address /MAC address for
authenticated host

WAR: RAELLVF —FE LR, R B4 B
© ASAWCE] T BATAIE 1P MhE 8, HIE MAC Mt ANF T34 vauth 46 H .
* #87E ASA L E T vpnclient mac-exempt 7%, - H ASAIE] T 447 % % MAC Huhik )5 €9,
{HIL IP HuibAN[A) TAH A (1) vauth 4% H o
BARYIRAE: SRR T RE R AVEN, T REFR R RS IEAEE RN Bl . K AR MAC HuliE R TP Hy
ik, #E BRI AR ER e 8 T L

%ﬁ%iﬁﬁ? $ASA-4-405003: IP address collision detected between host IP address at MAC address

and interface interface name , MAC address .
ERR: PG eh R IP ikt ASASR LT IP ik SR A ) o
BIRIRAE: SERCR ) K TP Mk

%E%iﬁﬁ? $ASA-4-405101: Unable to Pre-allocate H225 Call Signalling Connection for
foreign_ address outside address [/outside port ] to local address inside address [/inside port

]

. F 4t H 7 7H 2 400000-450001



| %% A5k 5 400000-450001

ao5102 [

VR RIS, BEORBEMIC RAM AR 48 A A7 B BeA B 22 m] T A ik A 40 4

BRYIRAE: WRUE I IR, T DL o AT DU b Py R I 4% 5 i R R 1 4 R KK
No FIRETTEE PAT Hubik. B0, Aakd SRS N ARG . LRt iRl EA mT Be A AE AN AL 5 TS
PR T, SO 2 NAE . AR A U R A A, TEECR R TAC.

405102

gll;&’;ﬁ,%\ $ASA-4-405102: Unable to Pre-allocate H245 Connection for foreign address

outside address [/outside port ] to local address inside address [/inside port ]

WERR: ASACKAELE A ShIESLIN 70 C RAM AR G¢ N A7 B AT 3 22 L Ik FE 4 A il vl ] .

BEILHIHRAE: X LA B0 2 2 i R 2 4 S K/ o W RERR B2 PAT kb, o, Al
AVERL ARG sEoh, e DLRRRA A, SO 2 A7 e T BT R, wT R
2B WER EARAEAE, WA A TAC,

405103

gl;&iﬁ,%\ $ASA-4-405103: H225 message from source address/source port to dest address

/dest port contains bad protocol discriminator hex

AR ASAMHEEYCEI PSS IAT 0x08, HISCEIFANA 2 0x08. Ly i (g IEAE AEA REHR A, Bl
B TAFTH A2 BIEE 2 B RVt i

BILHIRAE: LR RAT TR

405104

gi;”;ﬁ,%\ $ASA-4-405104: H225 message received from outside address /outside port to

inside address /inside port before SETUP

AR FEMIUGCE WS IR T /tbﬁLErJszs TR, IXFPE UL A IR . ASARLZIAE#2
AT HoAth H.225 W4 B 22 AU 2l H.225 WU {5 A 10 18 AR % B W AL

BIRIIRAE: BRI TR .

405105

HiRiH 2 9ASA-4-405105: H323 RAS message AdmissionConfirm received from source address

/source port to dest address /dest port without an AdmissionRequest
WAA: MSFEURIE ACF, {H ASA KM 5F &% ARQ.

BN RYHRIE: TR C K source_address £ 25 W57, DUAfE M ~F 7R AR AN ASAZRYCE] ARQ DL T
K i% ACF HJsIA .

405106

’a*ia':éiﬁ,%\: $ASA-4-405106: H323 num channel is not created from $I/%d to %$I/%d %s

F4% B5iH S 400000-450001
I



B 0510

405107

405201

405300

405301

F4: B %31 2 400000-450001 |

WAA: ASA T /E H323 BAASRALEIE FOJRRILECAM. AOGTFAME L, 62 % match media-type

fir %o

BIAIRIE: BRI TAEATERAT .

’éia':éiﬁ.%'\: $ASA-4-405107: H245 Tunnel is detected and connection dropped from %$I/%d to %$I/%d

%s

BE: AR I SR T H.245 BEiESEE], Fik H323 EHEEWIT. AREAER, 55
5% h245-tunnel-block 774 .

BILRIRAE: LR RAT RT3

gi;iﬁ,%\: $ASA-4-405201: ILS ILS message type from inside interface:source IP address to

outside interface:/destination IP address has wrong embedded address embedded IP address

RBE: ILS o 3 b it A hEAS[E] T TP 24 4k i UR TP Mk,

BEIHIRIE: fiTHH source_IP_address £ & fi5 & 1 EHL, LA BHLURIEAS A LMK 1P Hulil (1)
ILS £t J5i Al o

’éia':éiﬁ.%\: $ASA-4-405300: Radius Accounting Request received from from addr is not allowed
WERR: R TR EORAE SO LS P BC R AU KSR . R Bl I H e Aab B,
* from_addr - %G K I FHLE) 1P Hbdik

EIEYIRIE: W ENLCHCE A1 ASA KiX RADIUS iC K B, ISR T L 70N TR SRR (1)
A SR M P BB 1 o R EARECE N 17 ASA &% RADIUS 0K B, TR Ay 236 T B ) it
l W B AEVER, AN EE M ACL, PLEFFEIRA.

gii%i‘ﬁ:%\: $ASA-4-405301: Attribute attribute number does not match for user user ip

WAA: CHIA validate-attribute @i &I, A AEITEGLIKTER A S R I E SRR Gl
FAAE) R P A LR .

* attribute_number - f{i F} RADIUS i IK I Z256G1E 1) RADIUS J@iE. YA 1 2] 191, ASCFt
R o S o
* user ip - F/ B IP Mk Cemd IP JE 1)

BRI HPATAEATIRAE

. F 4t H 7 7H 2 400000-450001
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406001

406002

407001

ao6001 [

gﬁ%iﬁﬁgx%ASA—4—40600l: FTP port command low port: IP address /port to IP address on interface

interface name

WERA: RN T FTP i v, JFEEft 7/ T 1024 (R R & H TR 55 4 i 119 23 WA 16
D s X R e Gl R RN . ASAZ TR, ZIbER, IRl ST,
BIWRIIRAE: LA AT

%E%iﬁf? $ASA-4-406002: FTP port command different address: IP_address(IP address ) to

IP address on interface interface name

YRR &AM T FTP I S, JHRUE 7 AR TR Bl sk it bk . B S AT 1 G
Ul ARG ) 22K B, Bl vl RE e il S e AR AR e s G LA E A B LASMR
HOABYEAS R ENFE FTP 16 . ASAZEZEWIA, ZliEs:, JRdsfubdith. 65 bk 2 i O 6y
ARl

BIRIIRAE: KR HATAEfT3R A .

HiRiH 2 2AsA-4-407001: Deny traffic for local-host interface name :inside address , license

limit of number exceeded
YEBA: B T ARSI W LU AN, P E AU S v AN PR
o WHERENLCAE G Tor PNl ASARE KL E
* WS ENLC IR ASALL BB P S 50 00E
BIERRAE: (et & bk S EALR S,/ H show version v 2 & F EHLRE G ITH show
local-host iy 4 25 75 24 F 5 2l S HURIZE ASAREAT 2 (0 N BOH] 0 BESRAINTFF— AN SR M, i

H clear local-host iy 4. T N P BRI E L B, W64 ZEF A vauth B % &N T RAE
(IHERE A B IR AE -

R 2 BR{EMEEFE

BE | HEFEE
&

B4 100:05:00 (505

% 100:01:00 (1 /80P

uauth | 00:05:00 (5205

F 4t H 7 7H 2 400000-450001 .



B o002

407002

407003

408001

408002

408003

F4: B %31 2 400000-450001 |

gl%iﬁ,%\ $ASA-4-407002: Embryonic limit nconns /elimit for through connections
exceeded.outside address /outside port to global address (inside address )/inside port on

interface interface name

AR MR 4 Rk (138 s AN HuhE B8 e A Mt b (0 B AR Y T RS AR N IR s R BE
il Wit ASARENS NIEH R NAE, WSl g . e REAM EHHAT RIS, Hmsk
HENLRIE SYN ACK #iflif. ASATRE *H?@fﬁ(iﬁfn B, RFEEIRA, JFERRE . IR
nfRER R AVL LR S IE R 52 DoS Bili.

BIRYIRAE: R AUhhl, A B ORI, RN Bl o A A R LA

gi%”;ﬁ,%\ $ASA-4-407003: Established limit for RPC services exceeded number
WLAA: ASA TSN X AEIA 25 KALEUS BLE 1) RPC JIRS5A8 8UR5 4T TF— S84l
AR SRR ILAALOCH GEE AN 2D, Bl PRI 20 Ik 45 4 3R 45 %) [ i

gl%“;léi,%\ $ASA-4-408001: IP route counter negative - reason , IP address Attempt: number

YEBA: K IP K pH UH A A8 e ek 2 S (P 2 R I
EIRYHRIE: H clear ip route i HLE I HUF S . WUR MR AEAE, IEBERLEL TAC.

gii':é‘;‘ﬁ,%\ $ASA-4-408002: ospf process id route type update addressl netmaskl
[distancel/metricl ] via source IP :interfacel address2? netmask? [distance? /metric2 ]

interface2

WERR: S IUAT i e AR [ B e e (1 FCA B FOMAC ) 1 R 0T o O i oy 2 78 sk g At
B 2R AT dr o OB DU FICAR A, Ros ittt CAE M R RS o 62000 I 4 $h A H0Er 2>
RAEHIBL S S2BLE SCE M AL AT BT A rT RE A, IRl . AR C LT I8 M4
INUSZRFRARIUR IR OL Y, A R AR AR, Eﬁﬂ%ﬁ?)@?ﬁﬁﬂﬁ%o

BRYIRAE: KBTI fT3RAT

HiRiHE 2ASA-4-408003: can't track this type of object hex

YRR EREERGAMER] A SFFRON G AU IR X 5.
* hex - 4t AR A BN A7 HHE TS HERME

BEISCRYIRAE . FBIC B BRI S DA A IR X 5

. F 4t H 7 7H 2 400000-450001
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408101

408102

409001

409002

409003

409004

a0 [

g’l;&iﬁ.%\ $ASA-4-408101: KEYMAN : Type encrption type encryption unknown. Interpreting

keystring as literal.

WA RGCEVUIR M S P AT AR AR 0 ORI K3 P17 47 ) 507 CRagk it 4]
TR JRERZER, ARSI A R AT AR R e RGOSR TSI, (HEokE
ZEYPITATB AR I

B RYHRAE: RIELZR LA L 100 4% B 5 (B2 2 T 025

gi;&“;ﬁ,%\ $ASA-4-408102: KEYMAN : Bad encrypted keystring for key id key id.
YRR REUICIE IR TN S B 7T i o P4 R AR AR S I 1R T e AR
BILHYIRIE: FOFTA key-string 4, JFEBIACE S AT H .

HiRiH 2 9AS5A-4-409001: Database scanner: external LSA IP address netmask is lost, reinstalls
VERA: BRI B AMT Ot B R &R R IE A R4k 218 AT
BWRGIRAE: A AT AR

EIRIHE sASA-4-409002: db_free: external LSA IP address netmask
WERA: KR T IR DR
BWRGIRAE: T AT AR

gli%‘;ﬁ,% $ASA-4-409003: Received invalid packet: reason from IP address , interface name

AR WCRIJCAY OSPF Hda . HF I R P W& TEAfE R . AT E2 OSPF ML B AN IEf ol F
NAFAE N FBEE IR o
BWEIRRAE: M A N OSPF MUE R/ N E 21 A2

g’l?&}lé],%\ $ASA-4-409004: Received reason from unknown neighbor IP address
WiRA: WLE T OSPF Hello. %dhs 78 15 W sl i s B 40, AELK ph s CV A U R A N
BIHRAE: R AT A

F 4t H 7 7H 2 400000-450001 .



200005

409005

409006

409007

409008

409009

F4: B %31 2 400000-450001 |

%E%iﬁﬁ% $ASA-4-409005: Invalid length number in OSPF packet from IP address (ID IP address

), interface name

WA ASAWCE T 7 B B/ T IE R LR/ N B i TP Hicdis (K /A — S OSPF Hidlatd . X
R B B A N AT AE TG B 1R

BIRYHRAE: A I AR B P B ) R A OF B Sh e A

%ﬁ%iﬁfﬁ $ASA-4-409006: Invalid lsa: reason Type number , LSID IP address from IP address

, IP address , interface name
WERA: i A R R LSA JRMUNK LSA. Ji DAt A A 45 0 st e 4% b RO TN

BN RYIRAE A A0 Mk 2 ) U o 2 0T FORT R Sk . WU R DR A, TSI IR
TAC.

gﬁ%;ﬁﬁa $ASA-4-409007: Found LSA with the same host bit set but using different mask LSA

ID IP address netmask New: Destination IP address netmask
WLRR: AT R R R
BRI SRR NIRRT R, PR R 4 DR TAC,

gﬁ%;ﬁfﬁ $ASA-4-409008: Found generating default LSA with non-zero mask LSA type: number

Mask: netmask metric: number area: string
YRR I TR TR AT R e, s B A R R A AT AT BE R R R (R IA LSA.
BICRYIRAE: MR BRI R, IR RS 45 R TAC.

gﬁ%;ﬁf? $ASA-4-409009: OSPF process number cannot start. There must be at least one up IP

interface, for OSPF to use as router ID
WAA: OSPF 221X A —ANEZ ) TP Mkl 23 FC 6 4% 1D I 2RI

BWBIIRAE: GRS AR IP s . AT 24> OSPF E R AL H 2% iz
A7 REAS BERE AR 5 ZEME— (5t 25 1D A ZIIA S B (2 1, DU RENE V88 T SRS 5
# 1D,

. F 4t H 7 7H 2 400000-450001
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409010

409011

409012

409013

409014

409015

a9010 [

g’l;&iﬁ.%\ $ASA-4-409010: Virtual link information found in non-backbone area: string
YRR KR T TR IR
BICRYIRAE: MR IER I R, IR RS 45 R TAC.

gl;&“;ﬁ,%\ $ASA-4-409011: OSPF detected duplicate router-id IP address from IP address on

interface interface name

WiRA: OSPF M5 utit th e R HAT A [ i 25 1D )RS 4% T Hello #idli . ik L 58 40K
o

BILBIHRIE: OSPF I ihidds ID WAZ A ATME—PE. B CS&% i 4 1D

HiRiHE 2ASA-4-409012: Detected router with duplicate router ID IP address in area string

WiRA: OSPF M5ttt drdb e HAT AR A% 2% 1D AT #5407 Hello $dli . Joistar 58 a4k
o

BILBIHRIE: OSPF i ihis ID Wiz A ATME—PE. BESAT i il ID.

gl%“;ﬁ:%\ $ASA-4-409013: Detected router with duplicate router ID IP address in Type-4 LSA
advertised by IP address

1% RA: OSPF M5 i thd-FE H AT AH [ th 4% ID FOATR 20 T Hello #iis 0. Toik s ar 52 4R

BILEIHRIE: OSPF s ID Wiz A AME L. BEAR i 4 ID.

’a*ia':é“}ﬁ,%\ $ASA-4-409014: No valid authentication send key is available on interface nameif.
WEAR: I EECE I S IR B P
BRYIRIE: FE Y.

g’l;&’;ﬁ,%\ $ASA-4-409015: Key ID key-id received on interface nameif.

AR FERCE I EPIEE A S ID.

F 4t H 7 7H 2 400000-450001 .



B 200016

409016

409017

409023

409101

409102

F4: B %31 2 400000-450001 |

BIWHYIRAE: AU E Y] 1D BOEBT I 22 4 R0k

gl;&’;ﬁ,%\ $ASA-4-409016: Key chain name key-chain-name on nameif is invalid.
WA 7t OSPF % 11 T HC & % DI 8E AL Pk by 4 Je) 5 D BEIC B ANVLIRC
BIHYIRAE: IBACE . MR OSPF £ 3 56l iy B 4 Jey i A5 =T T 5 ) e

gi;;ﬁ:%\ $ASA-4-409017: Key ID key-id in key chain key-chain-name is invalid.

YRR W YIEEPRCE M E Y] ID B Y OSPF [IE R XX Al GERL P N % PIHE L VF OSPF ANl #5252 (176
W) E ST ID {H.

BIAYIRAE: AL 1-255 Y A K B 1D BC BB 1 2 4 000K

gll;&’;ﬁ,%\ $ASA-4-409023: Attempting AAA Fallback method method name for request type request

for user user :Auth-server group server tag unreachable
WA SR SNBSS 25 HEAT S O BIE ARG, R GEHRH AT T A ] 7 B P A T #R A

* aaa_operation - 51/} 50 1IF S AL
* username - 5 1Z0EH R P
* server_group - HA IR 25 0VERA ) AAA RSS2 4405

BRYIRAE: XK FONRACE N AAA TR 55 a5 W AT ERL R 8. XK F ASAR & 03 ik i
%A AAT Ping HAE . THHIIRAE AAA RSS2 HIBAT I REFP .

g’l%;ﬁ.%\ %ASA-4-409101: Received invalid packet: s from P, s

WA WCRIJCRK) OSPF it B B & RS S SR WT g2 OSPF ML E A iR B AF A
FAAE N TR %

BILHIHERAE: Ko AR A NI OSPF BCE H AL

gl;&iﬁ,%\ $ASA-4-409102: Received packet with incorrect area from P , s , area AREA ID STR
, packet area AREA ID STR

WA YR OSPF Hdlity, ARS8 (0 IX 38 1D & e 1 X AL
BILHIHERAE: KA AR A NI OSPF BCE H A — 2L

. F 4t H 7 7H 2 400000-450001
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409103

409104

409105

409106

409107

amos [

gl;&iﬁ,%\ $ASA-4-409103: Received s from unknown neighbor i
WiRA: WeF EIGRP Hello ## P i W] sl ol PR i R Bedle (L, (HLER b s Bk Pl A AN
BIBIRIE: BT HATAE TR

%gl;&“;‘ﬁ,%\ SASA-4-409104: Invalid length d in OSPF packet type d from P (ID i ), s

WA RLUE] > OSPF Hffit, JHLKE VBN FIER LA/, s HREAK) 1P st /A
— 8 BB T AR

BILHIRAE: LR RATE T34

gi;“;ﬁ,%\ SASA-4-409105: Invalid lsa: s : Type 0x x , Length Ox x , LSID u from 1

WRR: AR S O I LSA . i TR st th 2 ERESMT N, SEUZLSAE S
B LSA RIS IR (A S0 AN BAS TE A 5

BRYHRAE:  MARARHbE 2 s th &%, IR AT LU R #4

* %1\ show running-config 7%, WCAEES AR IS HCE
* %1\ show ipv6 ospf database iy %, WA n] BEAT BT U0 B 58P ot i s
* %1\ show ipv6 ospf database link-state-id 1% . link-state-id Z¥5& J3% LSA (1) 1P Hiutik.
* i)\ show logging 74, WA W] feAT B TR AR PR ) £ s
* FUHT A B A
W ISR PR IEE 15 B e A R M, TE IR BB TAC JFHRAEFTIEE IS B .

gl;&iﬁ,%\ %ASA-4-409106: Found generating default LSA with non-zero mask LSA type: 0x x
Mask: i metric: lu area: AREA ID STR

YRR T IR R, B s U B S R AR R T B DR (LR I BRIA LSA.
BILHIERAE: LR RATETEAE.

g’l%iﬁ,%\ %ASA-4-409107: OSPFv3 process d could not pick a router-id, please configure manually

1% BA: OSPFv3 2R M F — AN 1P Mk 23 Bt % f 28 1D I 24,
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B 00108

409108

409109

409110

409111

409112

409113

F4: B %31 2 400000-450001 |

BIBYIRIE: WERE DB AN EEERIP Mk 0 . Wi £ OSPF SEREAE % has iz
AT, WEREASERE A5 B — % th 4% 1D IS A2 288 1 B8 FE: 1, DUEREAN 32 L 3 m] SR 15 4%
2% ID,

gl;&“;ﬁ,%\ $ASA-4-409108: Virtual link information found in non-backbone area: AREA ID STR
YLER: KR T N
BIERAE: EHRPATAEMT AT

gl%‘;ﬁ.% $ASA-4-409109: OSPF detected duplicate router-id i from P on interface IF NAME

WEAH: OSPF MLt dhyadbf AT AH [R] #% Hh 2% 1D (146 fE 20 T Hello Bl . Joidi i se a4k ek
Z. OSPF %128 ID Wiz B A ME—k.

BN RYIRAE: SRR B e 1D,

gi%“;ﬁ,%\ $ASA-4-409110: Detected router with duplicate router ID i in area AREA ID STR

WEAH: OSPF MLt fhyadbfe AT AH [ #% th 2% 1D (1046 fE 20 T Hello Bt . o se a4l e
Z. OSPF %1128 ID Wiz B A ME—k.

B AYIRAE: SRR A 1D,

EiRHE 2ASA-4-409111: Multiple interfaces (IF NAME /IF NAME ) on a single link detected.
WA ASCEER—BERS 2 A8 0% [ H OSPFv3,
BIBYERIE: B, NMEA T E O A5 H OSPFv3 Bl L B 4 # sl A=

gia':é“;‘ﬁ,%\ $ASA-4-409112: Packet not written to the output queue
WAR: AT NIBEN IR
BIHYIRIE: LR PATAL A

HiRH B 2ASA-4-409113: Doubly linked list linkage is NULL

. F 4t H 7 7H 2 400000-450001
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ama [

YRR KA T A ERA R
BIRYIRAE: BRI fTIRAT

EIRIHE 2ASA-4-409114: Doubly linked list prev linkage is NULL x
WA RAET W IR,
BIBIERIE: TR AT EAE .

409115
EIRJES 2ASA-4-409115: Unrecognized timer d in OSPF s
YRR KA T R
BILBIRIE: BRI ERAE.

409116

gll;&’;ﬁ,%\ %$ASA-4-409116: Error for timer d in OSPF process s
YRR AR T ATRAR IR
BIHYIRIE: TR HATALATERAE .

409117

gl;&iﬁ,%\ $ASA-4-409117: Can't find LSA database type x , area AREA ID STR , interface x
YRR KRBT NEREIR.
BIRYIRIE: LR PATAE A

409118

gll;&“;ﬁ,%\ $ASA-4-409118: Could not allocate DBD packet
YRR AR T ATRAR IR
BIHIRIE: LR HITAEATERAE .

409119

EIRIHE °ASA-4-409119: Invalid build flag x for LSA i , type Ox x
WAR: KA T EBEN IR
BIHIRIE: B AT A
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B w002

409120

409121

409122

409123

409125

409128

F4: B %31 2 400000-450001 |

%%E%iﬁf? $ASA-4-409120: Router-ID i is in use by ospf process d
AR ASAZHA ML — AN A EERE (EAE A8 T % 1% 1D
BWBIRRAE: I AN HERENC A A S 4% 1D

%E%iﬁﬁé $ASA-4-409121: Router is currently an ASBR while having only one area which is a

stub area
1%RA: ASBR W& F| W] LLAKZ AS ZMAE NSSA LSA X 1.
BIBYIRIE: B th 2SI BRI X AR 42 k) NSSA X da il % KX dak

%ﬁ%iﬁfﬁ $ASA-4-409122: Could not select a global IPv6 address. Virtual links require at
least one global IPv6 address.

YRR CURCEBIMEER . EARRAUEERR BT, DR AR IPve ik, HJE, JERAERE st
242 )7 Ipve Hidil.

I BYIRIE: AEUbEK AR 0 L E 4 R TPve Mkt

%E%iﬁﬁ% $ASA-4-409123: Neighbor command allowed only on NBMA networks
WERA: [ AFE NBMA %% 9118 H] neighbor fir % .
BIAIRIE: A neighbor iy A HUMC F IR, A AR fE e 1 T [F 1R Tl X 25 270,

gﬁ%;ﬁfﬁ $ASA-4-409125: Can not use configured neighbor: poll and priority options are
allowed only for a NBMA network

WRR: AE RN 2 Mg BRI T CRCE AR, JF HLECE T W te gk, MLVFENBMA S
R 2% 1A K LI T

BILAYIRIE: KL neighbor T4 (URCEIET, 48 Sa 1% 1 IE LRI Bl 45 7

EiRHE 9ASA-4-409128: OSPFv3-d Area AREA ID STR : Router i originating invalid type Ox x
LSA, ID u , Metric d on Link ID d Link Type d

. 4 H & H 2 400000-450001
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ID 4+ F 410001 %) 450001 =052 [

WA IR PRSI s OO A AU R LSA . WIS Nk 1 ds LSA HAEH 4
F, DU A A A B RO R 5 R PR XU o

BAYIRIE: WA LSA IRk th & 45 3E LSA SRAUAIBEH SR ML B AT UL .

ID 4F 410001 £ 450001 < [B] AYE 2

410001

410002

410003

A4 ID /T 410001 2] 450001 2 fal 14 B .

ﬁﬁ%iﬁﬁﬁ $ASA-4-410001: UDP DNS request from source interface :source address /source port
to dest interface :dest address /dest port ; (label length | domain-name length) 52 bytes

exceeds remaining packet length of 44 bytes.

12 BA: UDP DNS #4044 K BB 255 575 . 1524 RFC 1035 26 3.1 #4 UL T @ e

/Lo

BILRIERAE: LRI TR

gﬁ%iﬁfﬁ $ASA-2-410002: Dropped num DNS responses with mis-matched id in the past sec
second (s): from src ifc :sip /sport to dest ifc :dip /dport
WEAA: ASA AL EH ASVEAC DNS AR UAAT ) DNS Wi i 8 55d 22 . DNS FR il ILRC EeAead v, Al
FORGEAL DX AFAE W T7 . f# ] id-mismatch DNS T BS Wbt 2 5074 X Ay & 5 B B i
* num - ff /] id-mismatch iy 2 B0 E (1) ID ASVLHC S5 140
* sec - {{ ] id-mismatch 774 HCE HHFEEIN ], DLRD 4 HA7
* sre_ife - W) A ULAC DNS ARRFT ) DNS 71 G % 1 44 FR
* sip - Y5 IP Hbuhk
* sport - JE i
* dest_ifc - H AR
* dip - HAx IP Ml
* dport - H K%k 1
ARYHRAE: A AT IP bR 1, DAORER SRR . T ABCE ACL BAZK A BH 1Lk B Y5

I .

gﬁ%;ﬁﬁa $ASA-4-410003: action class : action DNS query response from src ifc :sip /sport
to dest ifc :dip /dport ; further info

WiRA: X DNS BT DNS 7028,  HL 4R € 4 rE. L, Koo BT e L 44
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B 0002

410004

411001

F 4 A 534 2 400000-450001 |

* action_class - DNS 73 JHEK

* action - IPATINEAE: LR O LA (L TSIG) BLCHEMR kbrik

* query_response - 1 1] B Y

* src_ife - PiHE 44 FR

* sip - Y IP Hidik

* sport - Yivi I

* dest _ifc - H 4K

* dip - H#x 1P Hidik

* dport - H 13 1]

* further info- A RE/E LA AT —FE R IEACHIZRID: class name. VSHCHIZRID: match command
O ARSZ ) mateh f74) 5 B8 TSIG BRI ILSR AL O T tsig enforced i 272 17 D

BILAYIRIE: BRI TR

gli":é?lé].% $ASA-6-410004: action class : action DNS query response from src ifc :sip /sport
to dest ifc :dip /dport ; further info
WERA: LX) DNS W E AT DNS 402K, FLit 2 45 5 1 45 AF

* action_class - DNS 73 F45Ek

* action - JTPATIHEAE: CRECE O TSIG)

* query response - X B 3

e sre_ife - YR IO ZFR

* sip - Y5 1P Hbhik

* sport - Y5

* dest_ifc - H AR

* dip - H¥5 1P ikl

* dport - H 135 1]

* further info- Al RE/ELL FAT—FME & : ULHCHIZRID: class name. VSHCHIZRID: match command

O ARAZ ) mateh 174) 5 B8 TSIG ZIF LR ATFAE O T tsig enforced iy 22 B D

BILRIRAE: ERRAT TR

%ia':é‘}‘ﬁ,% $ASA-4-411001: Line protocol on interface interface name changed state to up

WA P BCIRS TN KLASC TR . % interface_name J& 2 #4214 FR (40 P 3545 1R 4b
WD, BRI AR & OGSO T RIS . W2 interface_name S& 4 BE4Z 1
2R (4511 EthernetO 1 GigabitEthernet0/1) , i B R/ Y)EEH: O 4 B WM O S IESCh TR MR

AN o

BIRIIRAE: KBTI TR
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aoo2 [

411002

%%E%iﬁf? $ASA-4-411002:Line protocol on interface interface name changed state to down

WERR: R SCIRAS T MIT R S 5. 1 interface_name S8 8% 1AL R (] 40 A 3642 11 Mo
D, N B ARSI R LR DM AT SO K HRES . AEXM ST, W) B 12k 2% 1)
BORAEAZZ M. WK interface_name 2 FHE 145K (541 Ethernet0 H1 GigabitEthernet0/1) , It
TH B FR Bz 1 2R B VM C T B0k 56 RS

BWBIRAE: RIS BRSNS, TSR A P

411003

%E%iﬁﬁ% $ASA-4-411003: Configuration status on interface interface name changed state to

downup
YRR R AR EARAS C RSO TT R -
EICRYIRAE: WURIXE AN G, TR A B K

411004

gﬁ%;ﬁﬁ? $ASA-4-411004: Configuration status on interface interface name changed state to

up
WAR: EHMECERES T RIS T -
BIRYIRIE: ERPAT MR

411005

gﬁ%;ﬁf? $ASA-4-411005: Interface variable 1 experienced a hardware transmit hang. The

interface has been reset.

YLBR: REEBREL RS, T E UORM T, i L e ek B isAT.
* variable I - ¥ 148K, 1511 GigabitEthernet0/0

BIHYIRIE: LR PATAE A

412001

gﬁ%;ﬁfﬁ $ASA-4-412001:MAC MAC address moved from interface 1 to interface 2

WA RGN ENERIEE D023, f£IEW] ASAT, THL (MAC) 55 ASA I 2 AL Hs
FE5R 2 RERE P YD RS EIRAIE MAC Hhlik 5 ASASG O 8h&40e . Eitidfe,
MR TEHAEA L DS, e At &

BIAIRIE: THE TR AL, thrl s 2l Db Ak 0 BN MAC, WnAUXsE Ik MAC
Wi 2, T AR 2% b B 52 Boddi (R L, AR5 R FLINBR G B & MAC %6 H ., i HA
FEVFE B MAC Hihit At L G05E . RIS EHUR SN, WIETATATERAE .
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412002

413001

413002

413003

413004

F4: B %31 2 400000-450001 |

gﬁ%iﬁﬁ%.%ASA—4—412002:Detected bridge table full while inserting MAC MAC address on interface

interface . Number of entries = num

YRR MFEER W, HARGLATRIN— N4 H . ASATRREANE S YEd sl 26 2 J2 86 R, H
e 21 SRR I RN BRI A e A2 B L e GRS I MAC $idik, AR U B O3
HEAAE dnnfHD o XnlfeR sl gt

B RYIRME: M OOE MR H A% R BLEGE, 1548 ] EtherType ACL #2555 %2 Mok 3=
HLAT ]

gﬁ%;ﬁﬁa $ASA-4-413001: Module module id is not able to shut down. Module Error: errnum

message

WAR: 1 module id FriR AR ICIE LI ASA RGEEL TS R OCH o ILRTE 0] B8 IE AL AT AN BE T B
LSS, B2 . errnum F1 message SCA UL T MBI TCIIOC I IR A, DL SCHERE IR 24 1E 4
fEo

BIAYIRAE: SERPREH L AOAESS S8 R PR AT AR, B session iy D7 [ LB _E ¥ CLIJf452 11
BEL L HASEER G P AR AT 55

%E%iﬁﬁé $ASA-4-413002: Module module id is not able to reload. Module Error: errnum message

WHA: 1 module_id bRIRIIREITICTE F2 1 ASARTHKE K EPTINAL.  LEBLHR T RE IEAE PAT AN REH
FIESS, BIAE T . errnum Fl message SCA U] T IUBIDRITCVA BB INBLR LA, DUACHERE (2
IE#RAE.

BIRIRAE: SRR BT 55 58 B P BB N8R, B AT session iy & Uy ] LEARER_E (¥ CLI
A5 b B R DR T I8 55

%ﬁﬁ%iﬁfﬁ $ASA-4-413003: Module string one is not a recognized type
YRR ZR G BB U A R R
BWBIIRIE: K ASATRIFTHR B SRR U e e R TY R FRUA

%%E%iﬁﬁ? $ASA-4-413004: Module string one failed to write software newver (currently ver ),

reason . Trying again.

R RIS AR, IR AR BRI NARES . RGEIE 2 Sl AT

. F 4t H 7 7H 2 400000-450001
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413005

413006

413007

m3005 [

* >string one - 17 7€ YLK SUAR T4 H

* >newver - ARG NEHPEATFUFT A S (B, 1.0(1)0)

* >ver - B EBAFR TR S (B, 1.0(1)0)

* >reason - FRATIEG NI RA . >reason (1)1 BEAE AL 45

- HEANKM
- R N L RE A R

BIAIRIE: ER AT REsaulB A PR AR R, R RSB R . 6 H] show
module 7T & ZARBEAT JFEEHa, T LARAIERL IO 0 UP AR

g’l%;ﬁ,%\ $ASA-4-413005: Module module id , application is not supported app name version
app vers type app type

$BIRIHE %ASA-4-413005: Module prod id in slot slot num , application is not supported app name
version app_vers type app_type
YLBR: AEAE slor_num Th g R R E LIS AT AN SCHR I N IRAS 2R 1
* module_id - A RS AL 44 Bk
* prod_id - 77 i ID P45 Hi
* slot_num - “ZHEICBIERE S o H0Al 0 FZOR RAE EM, Wl 1 2R il b e R ik
* app name - N CERFHD
* app_vers - NMHIIA (7D
> app_type - NFHZEAL (1D

BIRYIRAE: WA RAF A, IR DR TAC.

gli%‘;ﬁ%\ $ASA-4-413006: prod-id Module software version mismatch; slot slot is prod-id

version running-vers . Slot slot prod-id requires required-vers .
YRR R slor AR IS AT A RRCAS AN S HAM L B B s (4 RBAS

* slot - 4kl 0 LR REEM . Ml 1 RoR(EY R IEE b 2Rk
* prod_id - ikl slot "V Z B 7 b ID FAF

* running_vers - fiifl slot T2 I ER b2 FTs AT AR AHRCAS

* required vers - TN slot TR FTFE B RAS

BHIIRAE: WIRAEVRAEAE, IR IR TAC,

g'lla:&;“ﬁ,%\ $ASA-1-413007: An unsupported ASA and IPS configuration is installed. mpc description

with ips description is not supported.

F 4t H 7 7H 2 400000-450001 .
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413008

414001

414002

F4: B %31 2 400000-450001 |

YRR FEFGHE 1 1K) IPS SSP v E I AR I A2 SCHF I ASAHITIPS BUE . ASAN S 4RELAE I & A
SRS O T IE W 1847
* mpc_description - ASA B 5 (WA FAFH, A& L P AR —20: ASA5585-SSP-10.
ASA5585-SSP-20. ASA5585-SSP-40. ASA5585-SSP-60. ASA5585-SSP-10-K7.
ASA5585-SSP-20-K7. ASA5585-SSP-40-K7. ASA5585-SSP-60-K7.
* ips_description - IPS SSP BV S [RIA F A7, mIHEE LU FAEf—Iit: ASAS5585-SSP-IPS10.
ASA5585-SSP-IPS20. ASA5585-SSP-IPS40. ASA5585-SSP-IPS60. ASA5585-SSP-P10K7.
ASA5585-SSP-P20K7. ASA5585-SSP-P40K7. ASA5585-SSP-P60K7.

BIRRIE: KHPATAEATHRAE

%E%iﬁﬁ? $ASA-1-413008: An unsupported combination of the power supply module and the fan
module is detected. Two power supply modules are recommended when using ASA 10G and IPS 10G

SSPs simultaneously
1BA: fE7F ASA 10G SSP FI IPS 10G SSP i, HIFHA T —ANH Al —AN RUs A e

EILHIRME: {1 ASA 10G SSP F1 IPS 10G SSP I, AP HIE, TIAE— XSS —4
YRR

gﬁ%;ﬁfﬁ%ASA—3—4l4001: Failed to save logging buffer using file name filename to FTP server

ftp server address on interface interface name : [fail reason ]
BLRA:  FS I SRBEIRTCIR RS2 X AR AT RIS FTP IS5 4+ -
BEIRIRAE: MRS I DRI T3 3 1R«

o U IR - T OR FTP RS4RI ASAZ MIAAFAE &S /8, H FTP 545l L2 FTP b [
fir &A1 PUT K.

o P A BB TEAK - WARICE I ETP 2577 3 ] /0 44 R3S 0 0 F A G 5%

o A HARER G - iR AR AR, IR R TAC.

ﬁﬁ%iﬁﬁa $ASA-3-414002: Failed to save logging buffer to flash:/syslog directory using file

name: filename : [fail reason ]

WRR:  HS IR TE 2R H G2 i X R A7 B R SN A

BRI AOIRAE: AR RO R R i T A2, A A I AE I ] FH 23], 4 4 logging flash-size
i A (G PRI BB B . A S AR SO R SE 1O 4t EIER R TAC 3R I .
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414003

414004

414005

414006

a4003 [

%%E%iﬁf? $ASA-3-414003: TCP Syslog Server intf : IP Address /port not responding. New

connections are [permitted|denied] based on logging permit-hostdown policy.

YEAR: TR AL H B0k TCP R4 H G k45 38 DN ERE R IS5 4%, IF H ARG H &l sk
permit-hostdown FRHE SLVFEIE Zopridi s, Witk CALE H &0 5% permit-hostdown S, W) o VF#Ti%
o WARKRECE, W pind.

* intf - 55 SERLI) ASAHE

* IP_Address - IGFE TCP Z#4¢ H & MRS 411 1P Huhl:

* port - LFE TCP R 4¢ H B RS #% v 1
BIEIIRME: WUFCIE TCP RAHEMSHL M B8l EARVPHNE:, HIE H &%
permit-hostdown Hlg . EARLGPIER:, TE/)BCE H &5 permit-hostdown ZRH o

%E%iﬁﬁé: $ASA-6-414004: TCP Syslog Server intf : IP Address /port - Connection restored

WiRA: TCP R4 HE MG A H O, JF HE/#ER. B B IER A ARG H SR 41
B

*intf - IRS5AHIERL ) ASA [N
* IP_Address - G TCP 245 H & R4S 8511 1P ik
* port - iLFE TCP R4 H 425 v 1

BILRIRAE: KR RATE TR

gﬁ%;ﬁﬁ% $ASA-3-414005: TCP Syslog Server intf : IP Address /port connected, New connections

are permitted based on logging permit-hostdown policy

YERR: TR AL H A% TCP &R 48 H G k55 de D IE R R IS5 4%, IF ARG H &l sk
permit-hostdown ZRME L VFHIER: . WR EACE H & 1d 3 permit-hostdown &, T A HTIER: .

* intf - IR HIEREN ASAHE D
* IP_Address - 1I6F% TCP 54t H IR %5 #4511 1P kil
* port - ILFE TCP 248 H & s 2% H v 1

BILRIRAE: LR RATE TR

gﬁ%iﬁfﬁ $ASA-3-414006: TCP Syslog Server configured and logging queue is full. New

connections denied based on logging permit-hostdown policy.

WEEA: HGICSK ARG I E BRG], R GE H A B AT AE e i XU

F4% B5iH S 400000-450001 .
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414007

414008

415001

F4: B %31 2 400000-450001 |

BARYIRIE: S0 (CLIRCE R iy “BidE HER s F” 5y, T A Sl i HE A F1 K
/NCLEESR B ﬁﬁﬁﬁfm,uo TEXMIEOL T, RIS 48ri% sz, 11181 no logging permit-hostdown
e ERXMIEI Y, WREMAVEIER, WE 1 logging permit-hostdown 174 .

%E%iﬁﬁé $ASA-6-414007: TCP Syslog Server connection restored. New connections are allowed.

BICRYIRIE: LR PATAE TR

%ﬁ%iﬁfﬁ: $ASA-6-414008: New connections are now allowed due to change of logging

permit-hostdown policy.

VAR E I R R AL 4 4N logging permit-hostdown iy 4, BV G T H A IE SR
permit-hostdown Sl . FH X0 SRIE AT T IXFP BT e, BRIMORE SO VFREAT Hridi

BIRYIRAE: KWL T34

%E%iﬁﬁ?: $ASA-6-415001: HTTP - matched matched string in policy-map map name , header field
count exceeded connection action from int type :IP address /port num to int type :IP address

/port num
WAR: RAELLNEREERN, RESEMILHE L
* HTTP ik (1) 7 B B0 P I B RSk Bt . MG 2 /2&: matceh {request | response}

header count num.

* HTTP kP e 7 Be i Wl i H P o8 A Sk B i i) 8 . AHOG A4 J2: match {request

| response} header header-name count num.,

* matched_string - /LECFRF R R TULF N L —:
-%’éﬂy{ﬁj‘ ID’ EEE Hy{%j‘%%d\o }EH)_'ELA%TﬁE}’{ETHT’ IRZ ’{T" ZT_\“L‘Z
- KL K SE s mateh fy%. ZRBURAE NN, REH WoRiZ A

* map_name - NG ML 1) 44 F4

* connection_action - 3 IEFEEE Bk

* interface type - FeAZEH (fln, DMZ siAhE)

* IP_address - ¥ 11 1P Mtk

* port_num - %15

EAIRIE: %\ match {request | response} header 7% FUHT L & HTTP k7B H

&
=
g
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415002

415003

415004

mso02 [

%gl;&iﬁ,%\ $ASA-6-415002: HTTP - matched matched string in policy-map map name , header field
length exceeded connection action from int type :IP address /port num to int type :IP address

/port num
WA M) HTTP ik BOK R Y 1 I B i KR
* matched_string - VLEC 45 & T UL TN A Z —:
- KWL ID, JEERORIRE A FR . P BLE TR, REUK R R
- RAEZIY R SE R mateh 7% o RMURE NN, REH WoRIZFRTH .
* map_name - FENE WIS 44 Fx
* connection_action - 7 IEH A E B IE R
* interface_type - #EIRAL (U1, DMZ 84N
* IP_address - 4% 111 IP Hihik:
* port_num - %15

I EIERIE: %1\ match {request | response} header header_name length gt num iy 2 5 2 HTTP i
KFBKAE.

gll;&’;ﬁ,%\ %$ASA-6-415003: HTTP - matched matched string in policy-map map name , body length
exceeded connection action from int type :IP address /port num to int type :IP address

/port_num

YRR VHRIESCR R TR R E A .

* matched_string - VLA A& T LLF A ARZ —
- RIS 1D, JEERZEMUN A FR . FIECE TR I, REH Boniz AT .
- REIZIH K5 BR mateh 674 o RIBUFE A TR, REHE Bomiz 71T,

* map_name - SEUE WL (1K) 44 FR

* connection_action - F 334 o B

* interface_type - FI1EM (fl, DMZ BLHMED
* IP_address - $% /) 1P Mtk

* port_num - ¥ 15

EIAIRIE: %\ match {request | response} body length gt num iy 4 LA S50 BUE SCKE .

gl;&iﬁ,%\ $ASA-5-415004: HTTP - matched matched string in policy-map map name , content-type
verification failed connection action from int type :IP address /port num to int type
:IP address /port num

12BA: HTTP VB IE SO IZIEON & HTTP 3 SR Sk o Py 258 28 7 5 Bk 52 i MIME 288U F 1 E R T30

F4% B5iH S 400000-450001 .
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B #1500

* matched_string - [LECFRF R R TLLF N2 —:
- KWL ID, JEERORIR A RR . P BLE T ORI, REUK R A R
- ROEIZN B SEPR mateh iy 4. FSHUNAE NI, R LRIE TR

* map_name - FEUEWIT 1K) 44 %

* connection_action - F 3 FE B Ik

* interface_type - ¥EIRAL (U1, DMZ 84N
* IP_address - ¥ 11 1P Hiutik:

* port_num - %15

i AIIRIE: %\ match {request | response} header content-type violation 7y & K4 [F 1% 4% .

415005

g’l?&}lé],%\ $ASA-5-415005: HTTP - matched matched string in policy-map map name , URI length
exceeded connection action from int type :IP address /port num to int type :IP address

/port_num
WA URI KW 7H P RE K.
* matched_string - VLAC 747 R 8 T LU PN L —:
- KRGS ID, JEENZEMUN A FR. HPTECE T RBURI, REH BIRZ 7R/ .
- RAEIZI B % FR mateh fiy4 o FEBURAE AN, RGO DRz PR,

* map_name - SRME WL (1) 24 TR

* connection_action - F 3 IEFEE H ik

* interface_type - HIRAL (1, DMZ 88D
* IP_address - %1 1P Mtk

* port_num - ¥iij 15

i AIRE: %\ match request uri length gt num 4 5 URL K J& .

415006

gi%;ﬁ:%\: $ASA-5-415006: HTTP - matched matched string in policy-map map name , URI matched

connection action from int type :IP address /port num to int type :IP address /port num

WYERA: URI S A1 RCE R WAL . A GTE4I{E B, 1524 match request uri regex {regex-name

| class class-name} i 4.
* matched_string - [LECFRF R TLLF N —:
- KW ID, JRERISMUAARR. R T RIUGTR, RGO BRI T
- RN B IS Pr mateh f4 . ZEBUGITE AR, RGBT AT .

* map_name - SRME WL 1) 24 TR
* connection_action - F 3 IEFEE H %

. 4 H & H 2 400000-450001
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as007 [

* interface type - ¥ 1M (flln, DMZ 54N
* IP_address - %1111 IP Hikik
* port_num - %ig 15

BIRYIRAE: WAL fT3RAT

415007

’éia':éiiéi,%\: $ASA-5-415007: HTTP - matched matched string in policy-map map name , Body matched

connection action from int type :IP address /port num to int type :IP address /port num
WERR: VR ESC S P E K IE W A VUL . AT OSTEANME B, 152 1% match {request | response}
body regex {regex-name | class class-name} 1% .

* matched_string - VLEC 45 & T UL TN Z —:
- RIS ID, JRERRWUR 25K, U BCE 7RG, RO Rz 7T .
- JOR I S SEPR mateh Ay 4. RIUTEA BN, RG0K Bz v 47 .

« map_name - WSS 4475

* connection_action - 371G EUE EIERE

* interface_type - FEI1RAL (1, DMZ 84N

* IP_address - ¥ 111 IP Hihik

* port num - %ij |15

BIRYIRAE: WAL T34t

415008

gll;&’;ﬁ,%\ %$ASA-5-415008: HTTP - matched matched string in policy-map map name , header
matched connection action from int type :IP address /port num to int type :IP address

/port_num
AR YRR T R B S AT B E R I SCUE RS . A SRS R, 124 match
{request | response } header header-field-name {regex-name | class class-name} 7% .
* matched_string - VLECF 47 & T UL PN Z —:
- RS ID, JEERISMSS A FR. U ECE TR, RIS AT
- FORIZIH BN 52Bs mateh @74 o JEBRISAE A BRI, ARG BN IZ TR H
* map_name - SRME WL (1) 44 PR
* connection_action - F 3% H L E B
* interface_type - ¥z 1AL (540, DMZ 5(AhD
* IP_address - ¥ 11 IP Hilik:
* port_num - i1

BIRRIE: HRPATAEATIRAE

F 4t H 7 7H 2 400000-450001 .
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#5000

415009

gl%iﬁ,%\ $ASA-5-415009: HTTP - matched matched string in policy-map map name , method
matched connection action from int type :IP address /port num to int type :IP address

/port num

WAA: HTTP Jryk 5 P S P IE N ZRIAUCAL . A oE4N{E B, 152 % match request method

{regex-name | class class-name} 174 .

* matched_string - VLECF4F & T UL TN Z —:
- KW 1D, JEEREM A RR . P BCE TR, RS BRI AT .
B LSRR match 1. SKMUNTEA N, RGNS SRS

* map_name - FEMEWES K] 44 Fx

* connection_action - F 3 H A

* interface_type - #EI1RAL (U1, DMZ 84N

* IP_address - ¥ 111 IP Hihik
* port_num - ¥ I

BIRYIRAE: TR T34

415010

gll;&’;ﬁ,%\ %$ASA-5-415010: matched matched string in policy-map map name , transfer encoding
matched connection action from int type :IP address /port num to int type :IP address

/port_num

AR AR 65 7 B S T BB A E N RGA SO UL RC . ARTEAIfE R, 7525 match {request

| response} header transfer-encoding { {regex-name | class class-name} | keyword} 7% .
* matched_string - VLECF4F S & T UL PN Z —:
- KW ID, JEERISMAS A FR. U ECE TR, RIS AT
- FORIZIH BN 52Bs mateh @74 o JEBRISAEA TN, RGUR B IZ T A H

* map_name - WG 1) 24 FR
* connection_action - F 3% BB
* interface_type - ¥z AL (540, DMZ 5 AhD
* IP_address - ¥ 1111) 1P Ml
* port_num - i |15

BIRIRIE: EHRPATAEATIRAE

415011

gl%iﬁ,%\ $ASA-5-415011: HTTP - policy-map map name :Protocol violation connection action
from int type :IP address /port num to int type :IP address /port num

1RA: HTTP f#HT#8 TCVAAE HTTP 3 B HET LA 737 A 2045 25 HTTP 1 8.

. 4 H & H 2 400000-450001
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415012

415013

mso12 [

* map_name - FEUEIIT 1K) 44 F%

* connection_action - F 3 IEREE H ik

* interface_type - LAY (40, DMZ 55D
* IP_address - %1111 IP #ihit

* port_num - ¥iij 15

L RYIE{E: %\ protocol-violation action {drop | reset} log i & K41 1F 1% [n) B,

gi;;ﬁ:%\ $ASA-5-415012: HTTP - matched matched string in policy-map map name , Unknown
mime-type connection action from int type :IP address /port num to int type :IP address

/port num
YRR WAERMFEBAES 5N E MIME KBTI MIME 2874,
* matched_string - VUL 47 & UL PN AR Z —:
- RWUR 1D, JEEREHU AR P BCE TR, REH WR TR
- RAEIZIY BB mateh fiy4 o SEBURAE AT, RGO BRIz TR,
* map_name - FEMEWLLS 1) 24 FK
* connection_action - 3 IEFEE B
* interface_type - Bz 1AL (4N, DMZ 550

* IP_address - %1111 IP #ihit
* port_num - ¥iij |15

I AVIRE: %\ match {request | response} header content-type unknown iy & K4 [F 1% jr) £ o

gi%;ﬁ:%\: $ASA-5-415013: HTTP - policy-map map-name :Malformed chunked encoding

connection action from int type :IP address /port num to int type :IP address /port num
WERR: o Egmid ak SO IEM, JF H HTTP S i, h4h, T4 protocol-violation iy 4 it &
H &l

* map-name - 50 WL 44 FR

* connection_action - F 3 IEREE B

* interface_type - ¥ KA (40, DMZ siFhR)D

* IP_address - %1 1P Mtk

* port_num - ¥iij 15

L RYIE{E: %\ protocol-violation action {drop | reset} log i & K41 1F 1% [n) B,

F 4t H 7 7H 2 400000-450001 .
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[ EGET

415014

gl;&iﬁ,%\ $ASA-5-415014: HTTP - matched matched string in policy-map map name , Mime-type
in response wasn't found in the accept-types of the request connection action from int type

:IP address /port num to int type :IP address /port num
WEBA: HTTP miiyH ¥ MIME SRAURLEIE R 7B .
* matched_string - VLEC P45 & T UL TN AR Z —:
- KW ID, SRR SRR, TIRCE TR, REH BN IE T
- KA I Y2 Pr mateh dy4 . ZEBUGTTE A ERIN, RGBT AT .

* map_name - SFHEHLE [P 24 FR

* connection_action - F 3% FE B Ik

* interface_type - #EI1RAL (U1, DMZ 84N
* IP_address - $11) IP Ml

* port_num - %ij 15

JZIAYIRME: %\ match req-resp content-type mismatch 7% K2 1% ] 1

415015

’éia':éiﬁ,%\: $ASA-5-415015: HTTP - matched matched string in policy-map map name ,
transfer-encoding unknown connection action from int type :IP address /port num to int type

: TP address /port_num
YRR AT A AL R R ]
* matched_string - VLEC 45 S & T UL TN Z —:
- KRB ID, 5 ERRWUN A FR . H P ECE TR, RE0E BRI .
- REIZIH B SE B mateh iy4 o RBUFE A FRIN, REHE Bomiz AT,

« map_name - HEUEBIE0Z

* connection_action - F 3 H A

* interface_type - #EIRAL (U1, DMZ 84N
* IP_address - $%1111) IP ik

* port num - %ij |15

BEIHIRIE: %\ match {request | response} header transfer-encoding empty 7% K2 [ 1% ] i o

415016

gll;&’;ﬁ,%\ %$ASA-4-415016: policy-map map name :Maximum number of unanswered HTTP requests
exceeded connection action from int type :IP address /port num to int type :IP address

/port_num

WERA: RIVE HTTP 3R IN B I 1 SR Vri Wi sk A
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as017 [

* map_name - SRWE WL (1) 24 TR

* connection_action - F 3 IEREE H ik

* interface_type - F 1AL (i, DMZ 55k
* IP_address - %11 1P Mtk

* port_num - il 15

EENIRIE: %\ protocol-violation action {drop | reset} log iy % K2 IFi% v 1.,

415017

gi%“;ﬁ,%\ $ASA-6-415017: HTTP - matched string in policy-map map name , arguments matched

connection _action from int type :IP address /port num to int type :IP address /port num

WER: ZH0h posa S P BCE B IE W SRR Coc B UL . A OCTEA{E B, 75 2[4 match request

args regex {regex-name | class class-name} 7% .
* matched_string - VLACF/F R JE T LU TN Z —:
- RIS 1D, JEERICMUS A FK. P ECE TR, RGO Wiz v 4T &
- SO KSR mateh fir4 o RIMGTEN BN, REUK Bz 4T .

* map_name - SEUE WL (1) 44 TR

* connection_action - F 3 IEF O E B

* interface_type - &AL (540, DMZ 54D
* IP_address - $% /] 1P Mtk

* port_num - ¥iij |15

BILHIERAE: LR RATE T4

415018

gl%”;‘ﬁ,% $ASA-5-415018: HTTP - matched matched string in policy-map map name , Header
length exceeded connection action from int type :IP address /port num to int type :IP address

/port_num
YRR KRR T A AR
* matched_string - VLECF AR 8 T LU PN Z —:
- RS ID, JEENZEMUN A FR. H P ECE T RBURI, RGN BIRiZ TR/ H .
- KA B 5L Pr mateh dy4 . RIUHTEAERIN, R BoRX TR .

* map_name - SUE WL )44 TR

* connection_action - F3VIEHEE B

* interface_type - ¥R (40, DMZ 55D
* IP_address - 1111 1P Ml

* port_num - %ty 15

EIBYR1E: %7\ match {request | response} header length gt num iy & 4 J L K .

F4% B5iH S 400000-450001 .
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[ EGEE

415019

%%E%iﬁf? $ASA-5-415019: HTTP - matched matched string in policy-map map name , status line
matched connection action from int type :IP address /port num to int type :IP address

/port num

WERA: M N PR AT P I E B IE ZRIE UL . AR E4I(E B, 752 4 match response
status-line regex {regex-name | class class-name } 7% .
* matched_string - VLECF4F & T UL TN Z —:
- KW ID, JEERSSMAS A FR. PR TR, RGO BN T
- FORZIH B 5CBS mateh dy4 o SEBRINAE A BN, REUR R IZ A
« map_name - SEVEIBETIK 4
* connection_action - 371G EUE EIERL
* interface_type - #EI1RAL (U1, DMZ 84N
* IP_address - ¥ 111 IP Hihik
* port_num - %ij 5

BIRYIRAE: TR T34

415020

%%E%iﬁﬁé %$ASA-5-415020: HTTP - matched matched string in policy-map map name , a non-ASCII
character was matched connection action from int type :IP address /port num to int type
:IP address /port num

WLAR: K FIFE ASCIL F4F .

* matched_string - /LECFRF R R TULF N L —:
- KW ID, JEERORWUR AR P BLE T ORI, RGO SR A R
- KL R SE R mateh fiy% o ZRMURAE AN, REH WoRIZTFRT .

* map_name - NG ML 1) 44 F5

* connection_action - 3 IE LB Bk

* interface_type - ¥EIRAL (U1, DMZ 84N

* IP_address - ¥ 11 1P Mtk

* port_num - %15

EILRYERIE: %\ match {request | response} header non-ascii iy K2 1F 1% ) i .

416001

gﬁ%iﬁfﬁ: $ASA-4-416001: Dropped UDP SNMP packet from source interface :source IP /source port

to dest interface :dest address /dest port ; version (prot version ) is not allowed through
the firewall

. F 4t H 7 7H 2 400000-450001
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a0 [

VAR T EE A SR ECR ST UF prot_version i ASA, SNMP Hfli U ok fH 4@ 1 ASA.
Prot_version "] et LA MEREME: 1. 2. 2c 83,

BIEIERAE: AT snmp-map i %K B2 SNMP A E, P AT LAV BB 485 1 PS4

417001

gl%;ﬁ,%\ %ASA-4-417001: Unexpected event received: number
YRR BEREENE T, ARSI A TR .
BRI WIR AR, IR B TAC,

417004

g'll?:'&’;ﬁ,%\ $ASA-4-417004: Filter violation error: conn number (string :string ) in string

WA ) im e E OAR LR i AT TR B A
BALHIIRAE: WERAEDRAEAE, TR IR TAC.,

417006
£i2H 8 9ASA-4-417006: No memory for string ) in string . Handling: string
WRR: AR TEERIE RN, HRGE A AR AT b2
BBIRRAE: W R RIS, IR R TAC,

418001

g’l;&?ﬁ,%\ $ASA-4-418001: Through-the-device packet to/from management-only network is denied:
protocol string from interface name IP address (port) [([idfw user |FQDN string ], sg info

)] to interface name IP address (port) [(idfw user |FQODN string ), sg info ]

WA IR H i Ak e B E5r, By EHkE s ASARIE B H 4%,

* Protocol_string - TCP. UDP. ICMP =i ID (k%)
* interface_name - 3% 114 FR
* IP_address - IP i}t
* port - ¥jij [ 15
* sg_info - WARH LR E TP Hikibbrid
BIHIIRIE: HE IEAE A OB AL R 5 SR A

418018

gii%‘;‘ﬁ,%\: $ASA-3-418018: neighbor IP Address Down User reset OR %ASA-3-418018: neighbor
IP Address IPv4 Unicast topology base removed from session User reset OR $ASA-3-418018:

F4% B5iH S 400000-450001 .
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neighbor IP Address Up OR $ASA-3-418018: neighbor IP Address IPv4 Unicast topology base

removed from session BGP Notification sent
YRR TSR RS e, LT A RRRAS K BGP WA FLE RN 4 45849 DB B SOE .
BIHRAE: R PATAET A

418019

gﬁ%;ﬁfﬁ $ASA-3-418019: sent to neighbor IP Address, Reason: reason, Bytes: count
WLRA: 575 BGP X5 LI 28 11 R [
Reason - 2 1FJiU[K . JEURI T AESE AS BRARTERUEAIIR . (R FRI ) 21 3145

Bytes - 14 1) 7 15 4

BIRYIRAE: BRI TR

418040

%E%iﬁﬁé: $ASA-3-418040: unsupported or mal-formatted message received from IP Address
WRR: Rt BGP 32 T WA BANSZ SCHF ik AR, A IEHE AT K,
BICRYIRAE: LR PATAE IR

419001

ﬁﬁ%iﬁﬁﬁ $ASA-4-419001: Dropping TCP packet from src ifc :src IP /src port to dest ifc

:dest IP /dest port , reason :

AR TCP % (o 1 K S i = Y42 il 25 1) MSS.

3

>sre_ifc - T NFE AR
>sre_IP - BH A5 1P Hihik
>src_port - B AL ¥ 1
>dest_ifc - it #1445
>sre_IP - B A H (1) 1P ik
> dest_port - EH5CLI H ()35

MSS exceeded, MSS size ,

BIADIRME: WARTEEARWE L MSS EED, 15 exceed-mss iy A 45 TCP BT, Wbl FoR
1 T 7 <

ciscoasa# access-list http-list permit tcp any host server_ ip eq 80

ciscoasa# class-map http

ciscoasa# match access-list http-list
ciscoasa# tcp-map tmap

ciscoasa# exceed-mss allow

ciscoasa# policy-map global policy

ciscoasa# class http

ciscoasa# set connection advanced-options tmap
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419002

419003

419004

mso002 [

%gl;&iﬁ,%\ $ASA-4-419002: Received duplicate TCP SYN from in interface :src address /src_port

to out interface :dest address /dest port with different initial sequence number.

YERR: R =kARTFIRWCE] T A TCP SYN, H 5 IFWIHIERN) SYN ) 7415 AN A . 1Xn)
At SYN M8 T 0hit . A 7.0.4.1 B B A o2 R GV AEL

* in_interface - fii \$z1

* src_address - £ 60 (1)U 1P itk

* sre_port - FCH A 1) Y5 v 1

* Out_interface - %1 #2 1

* dest_address - Z4 AL H 1) TP ik

* dest_port - a0 H %5

BIRIRAE: ER AT T34

HiRHE 2ASA-4-419003: Cleared TCP urgent flag from out ifc :src ip /src port to in ifc
:dest_ip /dest port.

WLER: R =R TR 7 B TCP SYN, H 5 FFYIHZERR) SYN KHIiG 7415 AR . 1Xn]
it SYN i T 0hit. AS 7.0.4.1 B mhiAS & R B
* in_ifc - F A\ FL
* sre_ip - Z 0 Y5 1P Hukik
* src_port - Fdh AL v 1
* out_ifc - §ir ¥ 1
* dest_ip - ALK H 1 1P Huhik
* dest_port - £ 461 H %0 1
HIAIRME: WARE TR TCP #k MR SR, 1 1E TCP WU IC B A X T ] urgent-flag
allow a4 .
EiRHE  2ASA-7-419003: Cleared TCP urgent flag.
YLRA: JRR TCP £ i B Sbr G R IR E T, RASERHARSEHE. JRA AT §E2 /P E
(TCP W) [, Bk TCP Hdln b )& 2 est 2B T, HIFRREBRShE.

BIWEYIRAE: U0 UE TCP WU Fe B2 1K 5 SR S BUE iR .

gll;&’;ﬁ,%\ $ASA-6-419004: TCP connection ID from src ifc:src ip/src port to
dst ifc:dst ip/dst port is probed by DCD

L RA
SRR (DCD) BRI E—> TCP 4%, LA & EH R AR 3L
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B #1900

BILHIERAE: .

419005

%%E%iﬁﬁ% $ASA-6-419005: TCP connection ID from src ifc:src ip/src port duration hh:mm:ss
data bytes, 1is kept open by DCD as valid connection

L RA
FEIERATI (DCD) R FF TCP AL TIFHORGS, A A Rk # .
BILAIRIE: Lo

419006

%%E%iﬁﬁa $ASA-6-419006:TCP connection ID from src ifc:src ip/src port to
dst ifc:dst ip/dst port durationhh:mm:ss data bytes, DCD probe was not responded from

client/server interface ifc name

iR

YEERRI (DCD) XM T TCP &R, AN FE Y,
BILHIRME: L.

420001

%%E%iﬁf%: %ASA-3-420001: IPS card not up and fail-close mode used, dropping ICMP packet
ifc in :SIP to ifc out :DIP (type ICMP TYPE , code ICMP CODE )

%t

$ASA-3-420001: IPS card not up and fail-close mode used, dropping TCP packet from >ifc in
:>SIP

/>SPORT

to >ifc out

:>DIP

/>DPORT

$ASA-3-420001: IPS card not up and fail-close mode used, dropping UDP packet from >ifc in
:>SIP

/>SPORT

to >ifc out

:>DIP

/>DPORT

%$ASA-3-420001: IPS card not up and fail-close mode used, dropping protocol >protocol
packet from >ifc in

:>SIP

to >ifc out

:>DIP

AR fFH IPS Wk e PR H IPS KA A s, RG0S EFEdat. il Ba HIE
e ifc_in - By NFE LA FR
s ifc_out - FT IR
* SIP - B4 AL J5 1P

PR
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* SPORT - 4 A0 )5 v 11

* DIP - ¥ H ¥ 1P

* DPORT - H(¥s A3 ¥y H 1) 35

* ICMP_TYPE - ICMP ¥¥ t [ 28
« ICMP_CODE - ICMP ## 4 (14 ChY

BIRYIRIE: HBhIPS K.

420002

%E%iﬁﬁé: $ASA-4-420002: IPS requested to drop ICMP packets ifc in :SIP to ifc out :DIP
(type ICMP TYPE , code ICMP CODE )

Bl

$ASA-4-420002: IPS requested to drop TCP packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
$ASA-4-420002: IPS requested to drop UDP packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
$ASA-4-420002: IPS requested to drop protocol packet from ifc in:SIP to ifc out:DIP

WA IPS TR EFEHEAL.

* ifc_in - FNFE A FR

* ifc_out - iy A4 FK

* SIP - B AL 15 1P

* SPORT - #4544 (1) 5t 11

* DIP - (45 A4 H (¥ 1P

* DPORT - H(¥s A0 1¥) H 1) 35

« ICMP_TYPE - ICMP $#a w2574
* ICMP_CODE - ICMP #5440 (ALY

BIRIHRAE: KR RATE TR

420003

HiRiHE 2AsA-4-420003: TIps requested to reset TCP connection from ifc in :SIP /SPORT to
ifc out :DIP /DPORT

WA IPS LR E'E TCP & #.

e ifc_in - FINFE AR

e ifc_out - iy A FK

* SIP - s fu i) ig 1P

* SPORT - $ 4 A0 i1 5 vy 11

* DIP - AL H 1) 1P

* DPORT - B4l 11 H ik 2
BRI LHPITATA AR

F 4t H 7 7H 2 400000-450001 .
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420004

420005

420006

420007

F4: B %31 2 400000-450001 |

%E%iﬁﬁ?: $ASA-6-420004: Virtual Sensor sensor name was added on the AIP SSM
WLRA: 1F AIP SSM K LS T M flAk isds .
cn-R5

BIRIIRAE: R RATAE TR

%E%iﬁﬁé: $ASA-6-420005: Virtual Sensor sensor name was deleted from the AIP SSM
A M AIP SSM K EMHER T REALl A% s o
cn- kK

BIRRIE: EHPATAEATHRAE

gﬁ%iﬁﬁ%.%ASA—3—4ZOOO6: Virtual Sensor not present and fail-close mode used, dropping protocol
packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT

WEEA: AT TIPS W oc PR S L] 2l o (1 M A% R AN FE R . R G0R ot

* protocol - H 7T K& HA A0 I L
e ifc_in - SUNEE A HK

* ifc_out - iy 4% 1 A4 R

* SIP - Hf A 5 1P il

* SPORT - 35 L 1¢ 5 iy 11

* DIP - ¥4l A i H (1) TP Huhl:

* DPORT - ¥4 641 H #3511

BANHYIRAE SRR IR

gﬁ%iﬁfﬁ $ASA-4-420007: application-string cannot be enabled for the module in slot slot id
. The module’ s current software version does not support this feature. Please upgrade the
software on the module in slot slot id to support this feature. Received backplane header

version version number , required backplane header version version number or higher.

WLER: ASA PALMHT UIRERR 2 SSM B SSC AL b (R A N AR A RRAS I, 23 2E b L B4
ASA B PG N 21 SSM 8l SSC EFRIPUIRA A A U, RETHS KB R .

* application-string - N # %% (4140 Promiscuous IDS)

* slot_id - BEHARIRRF, X140 ASA ME 0 1

* version_number - ASA 5 1PS W ] 2 [A]{H E 4Rk (R i A5
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420008

421001

421002

421003

a20008 [
BIBIRAE AU SCHF AR E N B IE R AR N 2% SSM. ) SSC A5 He .

%E%iﬁf%: %ASA-3-420008: IPS module license disabled and fail-close mode used, dropping
packet.

AR IPSHHRVF AU AR, G S MR G AU, ik 2 IPS BEER I i A i e R T 5. JS
AJ LU ] show activation-key T2 25 147 AT HE AR A

BIRIIRAE: A activation-key &KW ] C R TIPS VT IE I3 5 9 o

HiRiHS: 2ASA-3-421001: TCP|UDP flow from interface name :IP address/port to interface name
:IP address /port is dropped because application has failed.

WLRA: T CSC SSM W HI Mk, RAE L THIRME. BOAEILT, Ml R R G5 10 72 1
%

* Interface_name - $ 1 &4 FR%

* IP_address - IP Jlii:

* port - ¥iij [ 15

* application - CSC SSM & 4 Hij JFUAS Hp SCRF (1 ME— 3
BIHIIRAE: HE IR S5 BT I i

HiRiES: %ASA-6-421002: TCP|UDP flow from interface name :IP address /port to interface name
:IP address /port bypassed application checking because the protocol is not supported.

YRR PR RS BEHOC IR B AT A B s, 1RSI T RS A . #illn, CSC SSM
TCIEFHE Telnet it I FH P L E 244 Telnet i, WSSO ZHARINS . BIAELT,
U SRR A R DA B 10 A 1 4%

* IP_address - IP il

* port - i 15

* interface name - 7£ 24 5 SEME A0 4% D ) 2 FR .

* application - CSC SSM & 4 iij JiUAS Hp SCRF (1 ME— 3

BILAYIRIE: WABMCE, W IROUE S IR S SR .

%E%iﬁﬁé: $ASA-3-421003: Invalid data plane encapsulation.

AR RS B N I B B IR I B P T R Sk o 7 000 RO AR L A2 e 1 B3t ALl i Ak SR
FAWML (iR ASDP) o ASDP LA IE#f 554 L 815 4 2 57
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421004

421005

421006

421007

F4: B %31 2 400000-450001 |

BEIHIIRIE: fiTH capture name type asp-drop [ssm-asdp-invalid-encap] iy 2> Al 3K 35 U G016
A EFTAC,

gﬁ%;ﬁfﬁ%ASA—7—421004: Failed to inject {TCP|UDP} packet from IP address /port to IP address
/port

WA : ASA KAEMK AR SS B R A B L. IR ASA 22U B E N ORI, B
2 ASA BT TR AR P IR I, WTRES R AR AME DL, B, EAS REUTAT ) B,

* IP_address - IP il

* port - 3 15
EIAIRIE: R ASA PERESZ BRI, B W EARAEAE, TWEEER IR TAC.

$EIRIH B $ASA-6-421005: interface name :IP address is counted as a user of application
WA FENLCTEAVFATUERR S F5 2 EHLE TN application )7 o RGUAE AT VR AT UESAE I,
SV 24 /NI B

* Interface_name - £ [1 4 Fx

* IP_address - IP il

* application - CSC SSM

BIWHIRAE: EHRPITEMERAE. E2, R BHGEN & OISR Ve, WHCR A TAC TT
RVFATIE .

gﬁ%fﬁﬁa: SASA-6-421006: There are number users of application accounted during the past

24 hours.

WRR: O % 24 AN AAERTN RO B . B SR 24 /NIRRT R
GRS HEAR 55 10 AL KL

* application - CSC SSM

BIRYIRAE: BRI 52, AR B AOEE OIS YRR, IR BB TAC T
HVFAIIE

%E%iﬁﬁ% $ASA-3-421007: TCP|UDP flow from interface name :IP address /port to interface name

:IP address /port is skipped because application has failed.

YRR T RSB M, RS L. BRI AL T, SR B R IR R 10 B0 1 4%
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422004

422005

422006

423001

a22000 |||

* IP_address - IP il

* port - i 15

* interface_name - 7£ R FH SRS 82 I A K
* application - CSC SSM

BIRYIRAE: A IS5 AT 1 [

giﬁ%“}‘ﬁ%\ $ASA-4-422004: IP SLA Monitor number(O : Duplicate event received. Event number

numberl

WiRA: IP SLA WP S TR H/F. Har, S S TS RGN — MO
Ko X FELTHL.

* number( - SLA ¥:AF %5
* numberl - SLA ¥:AEF 1D

BIAIRIE: WA FEE IR, &% show sla monitor configuration SLA_operation_id iy %
Rl i LTS ARG H AP BRI E . RFERR R TAC I AR S
WAEE, BARAT SRR E MRS ) SLA TR A 145 &

gl%;ﬁ,%\ $ASA-4-422005: IP SLA Monitor Probe(s) could not be scheduled because clock is not

set.
YEAR: R TR BCE RGN BT OGVE TN ERE AN IP SLA I #2880
BIBIHRAE: W] NTP sl AR HIA Of RGeS e R 81T

EiRH A sASA-4-422006: IP SLA Monitor Probe number : string

WYLAA: JGVATHRI TP SLA WRHEARIN . 50 (1) T 45 I8 R) 48 TH AR s AR I TR G AL
* number - SLA 4 1D
* string - IR BAS R ) AT

FEISCHOIRAE A AT 280 4 I ) T o R W A R

gl%iﬁ,%\ $ASA-4-423001: {Allowed | Dropped} invalid NBNS pkt type name with error reason str

from ifc name :ip address /port to ifc name :ip address /port .
tAA: NBNS Hd (A% A E .
BILBIRAIE: R PATAE TR
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423004

423005

424001
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g’l;&iﬁ.%\ $ASA-4-423002: {Allowed | Dropped} mismatched NBNS pkt type name with

error reason_str from ifc name :ip address /port to ifc name :ip address /port .
%RBA: NBNSID AILAC.
BIWRGIRAE: AT AR

giﬂ%iﬁ%\: $ASA-4-423003: {Allowed | Dropped} invalid NBDGM pkt type name with error reason str
from ifc name :ip address /port to ifc name :ip address /port .

1%AA: NBDGM 4 s sUA 1IE A
BIHTIRIE: B HATIT A,

g'll?:'&’;ﬁ,%\ $ASA-4-423004: {Allowed | Dropped} mismatched NBDGM pkt type name with

error reason str from ifc name :ip address /port to ifc name :ip address /port .
%BA: NBDGM ID AL,
BIRIIRAE: A HAT AR

gi;iﬁ,%\: $ASA-4-423005: {Allowed | Dropped} NBDGM pkt type name fragment with

error reason str from ifc name :ip address /port to ifc name :ip address /port .
%AA: NBDGM %y Bttt A IEH -
BIRIRAE: LHRPATAEATIRAE.

‘éia':e‘i‘ﬁ',% $ASA-4-424001: Packet denied protocol string intf in :src ip /src port [([idfw user
| FODN string ], sg info )] intf out :dst ip /dst port [([idfw user | FODN string ], sg info

)1. [Ingress|Egress] interface is in a backup state.

WLAR: Bdu i k&t ASARIUTAREE D 57 B DR SR TV 5 - H backup interface
AR I O RN OGS B8 O 0 I 0 an Sl e R BA B CUa A%
B2 AE ASARTA I AR AR 2. an SEam A =82 D B BRIARE i oGk, UM =42 3l A ASATH)
IR

* protocol_string - WMSUF 5 i B, TCP 8Bl ID (HEEHIED

s intf_in - F NFE A FR

* sre_ip - BE ALK 1P Hbdik
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424002

425001

425002

a24002 [

* src_port - B AL 1 1

* Intf out - Fith#: 124 FK

* dst_ip - AR H (1) 1P Hbdik

* dst_port - BRI H 1) 1]

* sg_info - LARHLFRERE 1P HilikFrid

BRI HAE AR A R ORI

gi%“;ﬁ,%\ $ASA-4-424002: Connection to the backup interface is denied: protocol string intf
:src ip /src port intf :dst ip /dst port

YRR R T AT A PRSI 5T B L DR R TR & . A B AT FHAE backup
interface iy 245 € M 8 &M L. WUREAE ER OB OB, WEd s LS
ASATEATERAR AR L . A S, an AT 48 B th COCH], Wl E8: 0 5 ASARIFE
TR AR L

* protocol_string - T FFH; N, TCP sl ID CHiEHI%O

s intf in - A NFL TR

* sre_ip - BRI 1P Hbdik

* src_port - BRIV b

* Intf out - fin i 1 4 FK

o dst_ip - AR H ) 1P Motk

* dst_port - s AL H 135

BRYHRAE: A AR A 1R

g’l%;ﬁ.%\ $ASA-6-425001 Redundant interface redundant interface name created.
YRR CERCE P Al e TR EN .
* redundant interface_name - TUR % 2 FK

BIRIRIE: KHPATAEMTIRAE

gl;&iﬁ,%\ $ASA-6-425002 Redundant interface redundant interface name removed.
YRR CNECE TP INBRIE E MU RTLH .
* redundant_interface_name - TURHE I 2K

BILAYIRIE: CRHITAEATERAE .

F 4t H 7 7H 2 400000-450001 .



B 2500

425003

425004

425005

425006
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%gl%iﬁ,%\ $ASA-6-425003 Interface interface name added into redundant interface redundant

_interface name .

YRR R AP BLRE AR B A INBR S TR I .
* interface_name - 112, FK
* redundant _interface name - JUAHE 1 ZFR

BIAIRIE: KHPATAEATIRAE

%g’ll;é“;‘ﬁ,%\ $ASA-6-425004 Interface interface name removed from redundant interface redundant

_interface name .

YRR CAIRERICRE LT RERIEE ORI .
* interface name - ¥z 114 FK
* redundant_interface_name - TURHE 1 2K

BILHYIRIE: LR HIT TR .

gi%;ﬁ:%\ $ASA-5-425005 Interface interface name become active in redundant interface redundant

_interface name
WER: EIUREEHW, A MR RENATEIPRGS . WEMCRIEES A L. e YR L
BN FE R TUARE IS S A . UL NS DL, B i 4 L AT D) 46k -
* * 14T T redundant-interface interface-name active-member interface-name 7% .
o SRS L O, T R EE D R
o 5RO 3 FUIRES NPT 0y Ja - 1 20 R 3 42 AT 88 G P
* interface_name - ¥ 14K
* redundant _interface name - JTUAPE G HR

BRI, KR L R

gl;&iﬁ,%\ $ASA-3-425006 Redundant interface redundant _interface name switch active member

to interface name failed.

AR S aEEAT 5B DU R R R
* redundant _interface name - TUA¥E 4 F5
* interface name - 1124
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426001

426002

426003

426004

a26001 I
BLHIHRAE: WIRAERAE A, IR IR TAC,

Hi%iH 2 5ASA-6-426001: PORT-CHANNEL:Interface ifc name bundled into EtherChannel interface

Port-channel num

RBA: RGO ANAEAE K5 H# iE {# ] interface port-channel num 5 channel-group num mode mode

I
FIU/Q‘\O

* ifc_name - EtherChannel % I 4 F{
e num - g B E g5

BILHIERAE: LR RATE T4

gﬁ%iﬁﬁa%ASA—6—426002: PORT-CHANNEL: Interface ifc name unbundled from EtherChannel interface

Port-channel num
1%BA: 8 no interface port-channel num 7% .

* ifc_name - EtherChannel % 7 4 fK
o num - i B IE Y 5

BILRIERAE: KRRATE TR

EE/ﬁ:h\oASA—6—426003: PORT-CHANNEL: Interface ifc namel has become standby in EtherChannel

interface Port-channel num
1%BA: ¥ channel-group num mode mode % .

* Ifc_namel - EtherChannel 4% 1 % FK
* num - iy 1108 G

BILRIRAE: LR RATE TR

HiRjH S 2ASA-4-426004: PORT-CHANNEL: Interface ifc namel is not compatible with ifc name
and will be suspended (speed of ifc namel 1is X Mbps, Y is 1000 Mbps).

$BiIRIH B %ASA-4-426004: Interface ifc_namel is not compatible with ifc_namel and will be suspended
(ifc_namel is Full-duplex, ifc_namel is Half-duplex)

AR CAEYHIE: 1 F AT channel-group num mode mode fiy %, WA 11 53ty |1 10 38 2 7] 7 (E 38
FE B T ANIERE

* ifc_name - RIVEVN N2 g 11 388 38 1) 42

F4% B5iH S 400000-450001 .
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426101

426102

426103

426104

428002

F4: B %31 2 400000-450001 |

* Ifc_namel - O T3 0 TE HAG T-HHIRRS H#:1
BIEIIRIE: IEPATLL ML

o KRR IR R 5Ok g R E R, SRS FRIRPRAT channel-group num mode mode 14 .
o AR VRIS . MRS — MEB SR IN, e R e AR I Th E A LACP.

HiRiH 2 ASA-6-426101: PORT-CHANNEL: Interface ifc name is allowed to bundle into EtherChannel
interface port-channel id by CLACP

12BA: C1F span-cluster 1 & 20 F 4 4wt .
BICRYIRIE: LR PATAE A

$EIRIH 2 2ASA-6-426102: PORT-CHANNEL:Interface ifc name is moved to standby in EtherChannel
interface port-channel id by CLACP

1B span-cluster 318 ZH A% 0 2B A IR A .
BIRYRIE: LR PAT MR

gl%“;ﬁ:%\ $ASA-6-426103: PORT-CHANNEL:Interface ifc name is selected to move from standby to
bundle in EtherChannel interface port-channel id by CLACP

WHA: C7E span-cluster I 21 I 5E >4 i 1 LUK LSO IFRIRAS o
BIRIIRAE: TR T34

gll;&’;ﬁ,%\ $ASA-6-426104: PORT-CHANNEL:Interface ifc name is unselected in EtherChannel
interface port-channel id by CLACP

1BA: OF span-cluster (& 21 A SR i DUARLE, M g HoAth 55 SR 7wt 1 BY HY =5 18]
BIHTIRIE: B AT A,

gll;&’;ﬁ,%\ $ASA-6-428002: WAAS confirmed from in interface :src ip addr/src port to

out interface :dest ip addr/dest port , inspection services bypassed on this connection.

AR TR B WAAS HLML. RIUKETE WAAS ULIERE P e TA 58 7 RISy (L4
PS) .
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a29001 [

EIRYIRIE: WM WAE B, MITETHRATATATHEAE; 0, P24 B 61 5 i 2 4%
tH WAAS 3530 )4 FH 1 O

429001

g’l;&iﬁ.%\ $ASA-3-429001: CXSC card not up and fail-close mode used. Dropping protocol packet

from interface name :ip address /port to interface name :ip address /port
WLBA: Al SSP LI I HLAT AR M oG Pl i, il L 57
BIRIIRAE: KA RS IIRE, Wi B2, GRIBR TAC T RHE ).

429002

gl;&“;ﬁ,%\ $ASA-4-429002: CXSC service card requested to drop protocol packet from

interface name :ip address /port to interface name :ip address /port
AA: CXSCSSP LUK ASA ZFriESAdi .
BILRIEIE: L.

429003

giﬁ%“}‘ﬁ%\: $ASA-4-429003: CXSC service card requested to reset TCP connection from
interface name :ip addr /port to interface name :ip addr /port

1AR: CXSC SSP Uik ASA FE TCP i&EHz.
BRI B HATIT A,

429004

gl;&iﬁ,%\ %ASA-3-429004: Unable to set up authentication-proxy rule for the cx action on

interface interface name for policy type service-policy.
YERR: T IEA AR (BTN AEAR LD, ASA Joik CXSC #RA1E B E G I EAR BEAE AR o
BICRYIRIE: MHNRAN KA. R ER TAC Sk .

429005

gi;;ﬁ:%\: $ASA-6-429005: Set up authentication-proxy protocol type rule for the CXSC action
on interface interface name for traffic destined to ip address /port for policy type

service-policy.
WAA: ASA ULy CXSC #AF B E S A b AR AL AR .
EIRYIRE: L.
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429006

429007

429008

4302310

F4: B %31 2 400000-450001 |

%1%7%!’,% $ASA-6-429006: Cleaned up authentication-proxy rule for the CXSC action on interface

interface name for traffic destined to ip address for policy type service-policy.
WiRA: ASA U CXSC #RAF i B 5 4 e AC AR AR o
BILBIRIE: L.

13E1féln_,\ $ASA-4-429007: CXSC redirect will override Scansafe redirect for flow from
interface name :ip address /port to interface name :ip address /port with username
1AA: Y5 CXSC Al Scansafe T i) ARAH UL AL .  LEH B F 78 CXSC € v 4 78 o T /R Yt I Scansafe
HE )
BIHTIRIE: WIRRTEEILAT . EHT A E O, A CRAR RS AN & &K A2 CXSC il Scansafe T 5E 1)
S

g’l;&“;ﬁ.%\ $ASA-4-429008: Unable to respond to VPN query from CX for session 0Ox%x . Reason
s

WiRA: CX [ ASA &% T VPN 2xilitrifl, {H T2l ID SRl b Js K S B m s . mT BE Y i A
e

* TLV length is invalid (TLV KJEITE%0)

* TLV memory allocation failed (TLV P47t 2k WO

* VPN session query message enqueue failed (VPN £ & W S BRIBO
* VPN session ID is invalid (VPN 2% ID &0

BILHIERAE: LR RATE AT

Hionlpg ) . ,
%alaé/ﬁ,u,\ $ASA-5-4302310: SCTP packet received from src ifc:src ip/src port to

dst ifc:dst ip/dst port contains unsupported Hostname Parameter.
WA W init/init-ack HHE LI A EHLASHL
* packet init/init-ack - {4 FHL 4 S EH E

* sre-ifc - RoR A H: L

* src-ip/sre-port - R/ EHE A YE 1P Al K

* dst-ifc - Fonth 41

* dst_ip/dst_port - /<8 HE L) H K 1P F
BEIRYIRAE: AU FH 20t (1 BT TP Hhhb AN 2 EHLY . 2EH EHLA S5

. 4 H & H 2 400000-450001



| %% A5k 5 400000-450001

31001 [

431001

gl%iﬁ,%\ $ASA-4-431001: RTP conformance: Dropping RTP packet from in ifc :src ip /src port

to out_ifc :dest ip /dest port , Drop reason: drop reason value
WAA: RTP ¥t Ol L57.

* in_ifc - F AN FL

* sre_ip - £ EL Y5 TP Mtk

* src_port - Fg AL g 1

* out_ifc - ¥irth 1

* dest_ip - By ALY H 1 1P itk

* dest_port - Z45 A1) H )5

* drop_reason - LU M X 55 Al
- A IEFAIRASE - Eodfa B b IR 5 AN IERf -
- TER SR - Bt A B SR AT
- ANIEHK) SSRC i - HefitwH 1) SSRC A IEH o
- B Y [ 0P 8 S - s e P iy 2 S
- WU HE W )P 210 S E - Bl e85 AN ER .
BIRYIRIE: K B RTP Bl i, AR e RTP IR BRI B WAL, NS AR, DARHIE
HJm Tk, iARAT B EH A ET ASA (13T o

431002

%g'l;&;ﬁ,%\ $ASA-4-431002: RTCP conformance: Dropping RTCP packet from in ifc :src ip /src port

to out ifc :dest ip /dest port , Drop reason: drop reason value
WAA: RTCP it A L5
* in_ifc - F NFL
* sre_ip - B 6 Y5 1P kil
* src_port - FUHE ALY X
* out_ife - fH 0
* dest_ip - £ A1) H 1) 1P Mk
* dest_port - 8L H 1%
* drop_reason - DL NT— % 5[4 :
- N IEFIRIRAME - Bt B IR S AN IER
- TR S UE - Bt A B SR AN IE A

BAOIRIE: WA Z A RTP A4, DU RTP YR B BRI 7B, WAk, BN AR, LA IE
HJgT69k, AR Bt AR ] ASA TR .
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434003
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%E%iﬁﬁ? $ASA-4-434001: SFR card not up and fail-close mode used, dropping protocol packet
from ingress interface:source IP address /source port to egress interface :destination IP

address /destination port

WERR: BRI OGP B S B B T . KRR EDE R BRI S BT TR KR, X2 h
THAE RGN, WG], REGie BT

BIRIHERAE: 2l TR R TR E R SS . BE, WERARORSZ B, st mT A P s T Tt
Tio THER, MRIHEEITRICE, WERRAL T RAPRES, REUK Lo A i prf Bt

gﬁ%iﬁfﬁ%ASA—4—434002: SFR requested to drop protocol packet from ingress interface :source

IP address /source port to egress interface :destination IP address /destination port
YRR Bl OB 2. T U O ) AR, DR S sy 5 B R S AN BT
BEICRYIRAE i e SOl e it s S A 48 RS R SEE

%ﬁ%iﬁﬁé: $ASA-4-434003: SFR requested to reset TCP connection from ingress interface :source

IP address /source port to egress interface :destination IP address /destination port

VR FIERIDUE R, ASA CHE TCPUl. HITHFER CEAE W BRI, DI LR E iRt TCP
HEHAEI o

BEIWEYIRAE Skl e B e R e 0 R A BT SR

%E%iﬁﬁé %ASA-5-434004: SFR requested ASA to bypass further packet redirection and process
flow from %$s:%A/%d to %$s:%A/%d locally

AA: SourceFire (SFR) CLYE M AWM B L i, IR ASAfS LRl ift H € 7] 2 SFR.
BILHIERAE: LR RITE T4

%E%iﬁf%: $ASA-4-434007: SFR redirect will override Scansafe redirect for flow from ingress
interface :source IP address /source port to egress interface :destination IP address

/destination port (user )
1 RA: SLHT  Scansafe &4 iR B AE A B SourceFire (SFR) #ll . Scansafe Fl1 SFR I v2: v B A6 i o
BEIBYIRIE: FHTHCE BUE Scansafe 3 SFR ANy B AR L1 ASA Kl S
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444004

444005

444007

444008

444009

asa00s [

%E%iﬁﬁ? $ASA-2-444004: Temporary license key key has expired. Applying permanent license
key permkey

YRR ARG AR . e e E R A D B AS T
* key - Il I P05 2 EH
* permkey - FK AW %

BRI NI 2K AVFATE.

%E%iﬁﬁ?: SASA-4-444005: Timebased activation key activation -key will expire in num days

YRR MBI EBE24 /NI AR Rk, TR RGN T UER AR R 2 KRB . ARk I J5, VR RTE
AR DhRe R A F A .

* activation-key - W& N 305 %6

* num - IS HTR R

BANAYIRAE: A AURIARIN () /DT 30 R, S NLAE I IR AT E e -2 A S FCA T I 1] A3
.

%E%iﬁﬁa $ASA-2-444007: Timebased activation key activation -key has expired. Reverting to
[permanent | timebased] license key. The following features will be affected: feature ,

feature
WERA: HE TR S S O . e R L R 2 ThRE AN T T

* activation-key - W% N 305 %61
* feature - 323 IR VE AT UE D BE 1) 44 R

BN RYIRAE U DRI S FCA L T I 1 AR 5 B, AR R e T e A IR 55 I o

gﬁ%;ﬁﬁa $ASA-4-444008: %$s license has expired, and the system is scheduled to reload in x

days. Apply a new activation key to enable %s license and prevent the automatic reload.

YRR FREVFRIECE N, XK R ECRGUE x RWEDFT . N AB e #81,  UR R e VT
UEFFRIT 12 58 H B H0E Nk

BAYIRAE: W ADBT AR, LUR R VFRIE P I R 48 E S ERT N4k

gﬁ%;ﬁfﬁ SASA-2-444009: %s license has expired 30 days ago. The system will now reload.

F 4t H 7 7H 2 400000-450001 .
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B a0

YRR RFEVFRTE 30 KATAE it il ARGURs LRI ERT .
BIRYIRAE: BRI TR

444100

222 9ASA-5-444100: Shared request request failed. Reason: reason

WLER: IR S5 A8 A B Ak AL B AL S VF AT IR 2 P i i K o
* request - H RERKWTF

- 3KH AnyConnect Premium

- A AnyConnect Premium

- f&41 AnyConnect Premium
* reason - V& KRR SRR o A7 2800 S KT An 7

- connection failed to server (A REEHZFIRS48)

- version not supported by server (RAASZ S5 #% CFF)

- message signature invalid (#5254 T80

- client ID unknown by server (Jlx25-#5 AN H13E % /7 % D)

- server is not active (k5584 T AEBPIRE)

- license capacity reached ( CLiA BIVF ] IEA =B HD

BIHYIRIE: LR PATAE AR

444101

EiRHE 2nSA-5-444101: Shared license service is active. License server address: address
YRR VR RIER S5 ds O AR BOE SPIRAS .

* address - VFAJUE R 45 #% IPv4 B IPv6 Hiuhil
BIHYIRME: B PATAE TR

444102

gll;&’;ﬁ,%\ %$ASA-2-444102: Shared license service inactive. License server is not responding.

YRR: BNV UENRSS A BOA WY, SEEVFIENR S A T ARG SRS . ASA [ L=V IR R 5% et
JIENE

BEWCRYIRAE: WOUEVF o UE AR S5 ds itk . 2 PR 2 TG R
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444103

444104

444105

444106

444107

anos [

%E%iﬁﬁ?: SASA-6-444103: Shared licensetype license usage 1is over 90% capacity.
WERR: 4 bV AT RS F AR L OB H 90% A
* licensetype - AnyConnect Premium

BIRIIRAE: R RATE TR A

’éia‘:éiﬁ,%\: $ASA-6-444104: Shared licensetype license availability: value .
1A PO = D ST TN G S o e BT N R DA E R

* licensetype - AnyConnect Premium

* value - VF A uER] FHPE
BIBYRIE: EHPATIEMHEAE .

gll;&’;ﬁ,%\ $ASA-2-444105: Released value shared licensetype license(s). License server has
been unreachable for 24 hours.

WERR: LV RUE R S A O R 24 /N VAV ), H ASA BB BT L AR B R A
ASA [) VF A UE RSS2 E M ML

* licensetype - AnyConnect Premium

* value - VI UER] P
BIHTIRIE: VP ATIEAR S 25 P HE, R0 UEVE AT R AR 45 4% b IR e AR B 2o

EiRHE: $ASA-4-444106: Shared license backup server address is not available.
YRR EVFOERS RS BA ATV ] o VFIIEIRSS 245 B 5 & s AP

* address - & I VF AL 5545 1) TPv4 5 TPv6 Mtk
BIBIRIE: LA PATAE TR

%E%iﬁﬁ?: $ASA-6-444107: Shared license service status on interface ifname .
YRR JLEVFPRIERS O EfR e 1 e A .

* ifname - ¥ 14 FK
* status - VFAJIEIRGS 2 RS . A RUE C R T gk
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444110

44411

444302
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BIARIE: HPATAEITIRAE

Hi%jHS: %ASA-6-444108: Shared license state client id id .
WERE: Uk A VF AR S ID A R 25 e A e it

* id - % ) 1D

* state - VFAJIEIRGS 2 PR o A RUE CvE el 9]
BICRYIRAE: LR PATAE TR

HI2E B 9ASA-4-444109: Shared license backup server role changed to state .
YRR LA VR AT IR IR 25 4 A 10 LB L

s state - VFAJIEIRGS 2 RS . A RUEAL T8 sl RS SRS -
BIBIRIE: LHPATAE AT ERAE.

%E%iﬁﬁé $ASA-4-444110: Shared license server Dbackup has days remaining as active license

server.

AR SRV RS A A I Sl A CoREs, I USRI 2 R H ] LARFFIT SRS - ASA [ VF
A AR 55 A M R ﬁﬁEiEDmeTﬁE&%%ﬁﬁﬂﬂo

* days - VFATUEIR S5 a8 ORI SRS (1090 42 4L
BALAYIRIE: ULV IER S5 234k TAE LIRS IE Bl th ASA Vil

%E%iﬁﬁé $ASA-2-444111: Shared license backup service has been terminated due to the primary
license server address being unavailable for more than days days. The license server needs

to be brought back online to continue using shared licensing.

YRR SR VTR AR 55 A5G sl I o) Cad 3. 32 Mk 55 4% w BEBRH L LA ORR SR (AL 2V TR R 55 -

* address - VF ] UEAR S 75110 TPv4 B TPv6 it
* days - VFAERSS #% C AN AT TR £

BBYIRIE: BV TUEIRSS S, DA Ok Sl T L S e IR S5

EiRHE: $ASA-2-444302: $SMART LIC-2-PLATFORM ERROR: Platform error.

. F 4t H 7 7H 2 400000-450001
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YRR FREVFITRELER TS M. X3RN, A BIBARIE R & FIES S se il .
BWRYIRIE: T 6 BIBA TR AR R AT i vt v

HimiHE: %ASA-3-444303: $SMART LIC-3-AGENT REG FAILED: Smart Agent for licensing registration

with Cisco licensing cloud failed.

YRR B REVFRIENHRI. IX AT AR H TR R AE AT T ISR 1D 4 ak cisco.com M 24 RL K
e

BiEYIRME: AXEZER, HRANGRMAHASHEHEE. AXEZHMER, 1H)5 AR aeCH
PR (CLI#r4:  “debuglicense agentall” ) , #R/FEik. A% A Smart Call Home fit & . 5
JERHR I 25 34 4 LA SR T FH 16 1 4y A R A5 A3 3K

gﬁ%;ﬁfﬁ: $ASA-3-444303: %SMART LIC-3-AGENT DEREG FAILED: Smart Agent for licensing
deregistration with CSSM failed.

WERR: FREVFRIVERT R, IXTTAESE HT CSSM M ERIEFL RIS SR o ANy HE B O et BN RS«

BRRE: ARIZER, EREERARHASEHENL. AXEZIEAELE, 158 HE R
PABI (CLIf4:  “debug license agentall” ) , #RJ5H . A& Smart Call Home Pt & DL A&
15 CSSM [ M 48384 o

%E%iﬁﬁé: $ASA-3-444303: $SMART LIC-3-OUT_OF COMPLIANCE: One or more entitlements are out
of compliance.

YRR BT AR M R AA G L

BIBIRIE: B WEERWEVI T AE LR, BTG RUEDL.

EiRHE: $ASA-3-444303: 3SMART LIC-3-EVAL EXPIRED: Evaluation period expired.

YRR PPN ISR TR REACERT ) SRIBCHT (1 5 4 MO F FCEE NHZ B

BRI 2 TR AR T SRIBCHT 0 5 O R, O 1) R T IRGS BT E A W A
Hi%jHS: %ASA-3-444303: $SMART LIC-3-BAD MODE: An unknown mode was specified.

WA B REACBEAE WS R G H AW R AR Tl ) 1 e A St AR

I HIIRME: IXJE Smart Call Home P 1. 1 ) SRR & b4 1%

EiRjEE: 3ASA-3-444303: $SMART LIC-3-BAD NOTIF: A bad notification type was specified.
WA B REAUBEAE I SR AR G H S R TP ) 1 e A AR A

B RY#RE: X JE Smart Call Home WHHT 1R 15 [n] URHR 7 LA 2

EiRiH /S 3ASA-3-444303: $SMART LIC-3-ID CERT EXPIRED: Identity certificate expired. Agent

will transition to the unidentified (not registered) state.
YRR WA KE AL R, JFHZ% &K A3 SRR B Mt
EILEYIR{E: 1ER Y Smart Call Home W& LA 5 cisco.com Ff) R 4% %4 .
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HiRJHS: $ASA-3-444303: $SMART LIC-3-ID CERT RENEW NOT STARTED: Tdentity certificate start

date not reached yet.
YRR oA VENRI . SR TG H I T B 0 2 A I A
BIBIRAE: E IR R A B, AR RRRHOIRAS, RS R

HiRjHS: 2ASA-3-444303: $SMART LIC-3-ID CERT RENEW FAILED: Identity certificate renewal
failed.

WA WA KIS EARNESS, JF HaZw & B s n BRI T WA M R
FBIRYIR{E: AT Smart Call Home % & LA & 5 cisco.com [1] M 28348z,

%ia':é“;‘ﬁ% $ASA-3-444303: %SMARTiLIC—3—ENTITLEMENTiRENEwiFAILED: Entitlement authorization
with Cisco licensing cloud failed.

WA e R AE S M ARRE R ABATBURBIRL .

BIBYIRIE: A FAE R, R AR AL HEN . 1Ah, 1HK £ Smart Call Home ¥ & DL
M5 cisco.com [1] &% &% .

%E%iﬁﬁ%: $ASA-3-444303: $SMART LIC-3-COMM FAILED: Communications failure with Cisco licensing

cloud.
WA WS RN AT IR ST I
FLBYIRAE: 1EH T Smart Call Home % & LA A2 5 cisco.com H M 2% 3% 8z

HiRJHS: $ASA-3-444303: $SMART LIC-3-CERTIFICATE VALIDATION: Certificate validation failed

by smart agent.
WA BHIE IR UE RN

BIATIRIE: AT R, TER AR REEE RS HAE S, AR 2R, A R R AR
A (CLI#4: license smart debug enable), #AJ5 FHAEIK. IbAh, HREEM ARG MHUEHE
S H

gi%;ﬁ:%\ $ASA-3-444303: $SMART LIC-3-AUTH RENEW FAILED: Authorization renewal with Cisco
licensing cloud failed.

AR PIANEATIE R R, X 0] R & i Smart Call Home % B 451285 cisco.com [ 4% 3% 25 i [ 5 |
A2,

BIBYIRIE: A FAE R, EREERMAHE ARG HE M. AXRE2ER, HH A GEACEHR
B, REERER, AN, FHK A Smart Call Home % & VL &5 cisco.com [1 M 48 %E$:

Hi%jHS: 2ASA-3-444303: $SMART LIC-3-INVALID TAG: The entitlement tag is invalid.
YRR JIRMR REAIRE B oA e bRl .
EARYHRAE: 1 R A

Hi%iH/2: 3ASA-3-444303: $SMART LIC-3-INVALID ROLE_STATE: The current role is not allowed

to move to the new role.

WA Ml M ESIT, AT 2R . e OB 28 AL ILIRER N M .
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BLHIRIE: AOCTRANE R, R AR BRI ARG HE . AREZER, R R e
B, A HHRE

HiRiH2: 2ASA-3-444303: $SMART LIC-3-EVAL WILL EXPIRE WARNING: Evaluation period will

expire in time.
WERR: B IEAE (8 HDRE A 52 I 8] P o ST A PP 209 o
BWBIIRAE: AEVEAN IR I BT “ VR TN ID A CLI VENHZ ¥

Hi%iH/S: 3ASA-3-444303: $SMART LIC-3-EVAL EXPIRED WARNING: Evaluation period expired on

time.
YRR WAV I C 2,
BEARYRAE: ATH “UFPrUER BRI ID A CLLVEM A -

%ﬁ%fﬁﬁﬁ: $ASA-3-444303: $SMART LIC-3-ID CERT EXPIRED WARNING: This device's registration

will expire in time.
YRR XA VE NI AR I TR A ). S R R b RV TR AR LR A SR

Li)‘LEI’H;TET’E IR 2T Smart Call Home B85 UL 5 cisco.com [FIMZ81%8: . AR, K2 S HF &
TREAE,

HiRiH2: 2ASA-3-444303: %SMART LIC-3-CONFIG_OUT OF SYNC: Trusted Store Enable flag not in
sync with System Configuration, TS flag Config flag.

YRR R REVF R E SR AALEE T ARSI EAILAC . a0 R EANEC B S B R G R A FRT Ik,
WAy Be R AR IR RN G DG 40 ST HE & AN & Smart Licensing Enable iv4, WK A A7t 1 FIME#F AN 2 UL
Pic

BIBYRIE: T K Smart Licensing Configuration fiy4, JFRAFACE

HiRJHS ©ASA-3-444303: $SMART LIC-3-REG_EXPTRED CLOCK CHANGE: Smart Licensing registration
has expired because the system time was changed outside the validity period of the

registration period. The agent will transition to the un-registered state in 60 minutes.

WAR: RGERPP TN, I EIAEATEA BOE MR A o W R B0 rE — /N Py S A 2O
WIE, W REVF GRS IE 12T . RIS BPR L, WA O M, I HLRE EE 3R )
SOy A BB MHZ R A o M SOUARE Sk s H RS H e o A “show
tech license” IR G UE 45 B o

HiRiHE: %ASA-3-444303: $SMART_LIC-3-ROOT_CERT MISMATCH_ PROD: Certificate type mismatch.
AR R AEACHC B W T BRI AN I o TR IR 07 SR AT A

HiRiHS: $ASA-3-444303: $SMART LIC-3-HOT STANDBY OUT OF SYNC: Smart Licensing agent on hot

standby is out of sync with active Smart Licensing agent.

YRR g An B REVE RTAC R B Ab B WG S AR BRORFF R0 P fa Bt o il T 2 S s AR B
LK A At A RS EANCHES, P an SRR A= 004e,  WPEHS sh BT ARG AN . i 2R
FEAEE SR RG IR ATERME, WA R KA X ROl W AUHNe & A7 Smart Licensing
Enable @74, WK AL R AL ULAC .
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%%E%iﬁﬁ?: $ASA-4-444304: %SMART LIC-4-IN_OVERAGE: One or more entitlements are in overage.
AR SRS F ORI, IR [ h i BRI I T B .

gﬁ%iﬁﬁ?: $ASA-4-444304: $SMART LIC-4-CONFIG NOT SAVED: Smart Licensing configuration has
not been saved.

BB % . % fFR(E INJOUT_OF &bk
BILRIIRIE: L.

FEIRIEE: %ASA-5-444305: %SMART LIC-5-SYSTEM_CLOCK CHANGED: Smart Agent for Licensing
System clock has been changed.

WER: RGP OH T EE.

$81RIHE: 2ASA-5-444305: %SMART LIC-5-IN COMPLIANCE: All entitlements are authorized.
YRR T2 i SR R 28 R AT IR 454540

$HIRIHE: 2ASA-5-444305: $SMART LIC-5-EVAL START: Entering evaluation period.

YRR VEMFZ AT P A BOR PR e P O . xR IR CBOH N, AT eP Al R
$HIRBR: 2ASA-5-444305: %SMART LIC-5-AUTHORIZATION EXPIRED: Authorization expired.
YRR WA ISR S RS, IF HOR AZh BT AR AL

$8i1R/HE: 2ASA-5-444305: %SMART LIC-5-COMM RESTORED: Communications with Cisco licensing

cloud restored.
BER: AL U IS DU

$81R/HE: %ASA-5-444305: $SMART LIC-5-COMM_INIT FATLED: Failed to initialize communications

with the Cisco Licensing Cloud.
YRR R RACE IR S B AT IR S5 A
BILBIERIE: .

$EimIHE: 3ASA-6-444306: %SMART LIC-6-AGENT READY: Smart Agent for Licensing is initialized.
YA R e I It BT g .

HiRiHE: 2ASA-6-444306: %SMART LIC-6-AGENT ENABLED: Smart Agent for Licensing is enabled.
WA R ReRE S HIE Bl A .

FRIRIHE: 2asn-6-444306: %$SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing

Registration with Cisco licensing cloud successful.
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aa307 [

YRR RREVFRE N AT .

$8IRHE: 2nSA-6-444306: %SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing

De-registration with Cisco licensing cloud successful.

YRR R REVE RGNS .

$EiRIHB: 2ASA-6-444306: %SMART LIC-6-DISABLED: Smart Agent for Licensing disabled.
WRR: RREACE A

$81RIHE: %ASA-6-444306: %SMART LIC-6-ID CERT RENEW SUCCESS: Identity certificate renewal

successful.
YRR 2 SR AT BT, IF T ARSI R

igﬁﬁfﬁfﬁ: $ASA-6-444306: %SMART LIC-6-ENTITLEMENT RENEW SUCCESS: Entitlement authorization

renewal with Cisco licensing cloud successful.
YRR PALEAT I KB o

$81RiHE: %ASA-6-444306: %SMART LIC-6-AUTH RENEW SUCCESS: Authorization renewal with Cisco

licensing cloud successful.

YRR 2% ) SRAL BB AL SELT e«

$8IRIHE: 2ASA-6-444306: $SMART LIC-6-HA ROLE CHANGED: Smart Agent HA role changed to role.
WRA: HA RP R AACHE M (5 O S O T sl I A (e

%gﬁﬁiﬁfa: $ASA-6-444306: %SMART_LIC-6-HA CHASSIS_ROLE_CHANGED: Smart Agent HA chassis role

changed to role.
WAA: HA LR REACEENLAR A 0 2 S SO sl A

$HIRIHE: 2ASA-6-444306: $SMART LIC-6-AGENT ALREADY REGISTER: Smart Agent is already

registered with the Cisco licensing cloud.
YRR FREVFT] O RN E N o A ot i e S0 R A

$8IR/H2: 2nSA-6-444306: %SMART LIC-6-AGENT ALREADY DEREGISTER: Smart Agent is already
Deregistered with the CSSM.

LR RREVER] O ARG TR, A sl i 2 T EBr e

$HIRIHE: 2ASA-6-444306: %SMART LIC-6-EXPORT CONTROLLED: Usage of export controlled features

is status.
YRR A OCARVFEA VA A DA B ShRE R AT, 1 RN O] 2 MG 43 AR O B
BRI k.

$81RIHE: 2ASA-7-444307: %SMART LIC-7-DATLY JOB TIMER RESET: Daily job timer reset.
YRR RV BT TR H K, AR,
BIEYIRIE: k.

F 4t H 7 7H 2 400000-450001 .



B #6001

446001

446003

447001

448001

F4: B %31 2 400000-450001 |

gl;&iﬁ,%\ $ASA-4-446001: Maximum TLS Proxy session limit of max sess reached.
WLAR: LA FOh TLS ACBHECE M fs Ko 1l Bl 8 H R T ) o 1 i AR 4
* max_sess - 4T R B K23 1 PR

B BYERIE: WERTEE 20 TLS &%, 141 H tls-proxy maximum-sessions max_sess 172 34 [
fille 5, B AT LT H tis-proxy proxy_name f/l tls-proxy maximum-sessions max_sess 7%, 2R /5
HHT A ) LUE A & AR AL

g'l%?ﬁ,%\ $ASA-4-446003: Denied TLS Proxy session from src int :src ip /src port to dst int
:dst_ip /dst port , UC-IME license is disabled.

AA: UCIME VFr[UEAL T4 FF a0 PR . UC IME 76 it 1 G ) LAY ASABRHIH K8 5t Ll i
MAEEECE T TLS 251 .

e src_int - PEEEVARE CHEEAND

s src_ip - Y5 1P Huhlk

s sre_port - Y%

e dst_int - HIRE AR (N BRSNS

* dst_ip - HI) 1P Hitik

* dst_port - H ¥ 1]

EIWBIRIE: AL CAM UC-IME. WO, R ILHE0E .

gl;&iﬁ,%\ $ASA-4-447001: ASP DP to CP queue name was full. Queue length length , limit Iimit
YRR B DRI i B AT (DP) B35 A (CP) BRI C . H O — a2 A N BERAE
J o WA B Es (W T CP N AN , DP ¥ Za%dat, 1 H show asp drop
AT B R s s . RS A 3 CP, R RS % I N AF ASP-drop THERS

* queue - DP-CP HAF A 44 F5

* length - A 17 A

* limit - B\FH SR VF R dsc KA
BIEVIRIE: DA OO IR SL B CP L8l CP ARBERE ), X ATREE (AT REASIS) IR
Bl WA BRI, N> CP B Dhfe 4. {1 show asp event dp-cp iy 2 PR S
BA 1 o 57 8 bz v PR D

gi;“;ﬁ,%\ $ASA-4-448001: Denied SRTP crypto session setup on flow from src int :src ip
/src_port to dst int :dst ip /dst port , licensed K8 SRTP crypto session of limit exceeded
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WA RGO K8 V-5 St 250 A~ SRTP I 2 1k (Bl &) SRTP % slfif 25 2 i v — A
SRTP B 431l AU AT ZEIN A s 2 i, WA v N BB, X, i seE 7
ZEAL, RIS #R 4 SRTP, A A& A SEBR

o src_int - PEEEVARE CAEREAMD

s src_ip - Y5 1P Huhk

* src_port - YR

e dst_int - HE L AFR (N EBEAMED

* dst_ip - HI 1P Hidik

* dst_port - H ¥ 1]

* limit - SRTP JiI# 23 (250) ) K8 PR

BWEYIRIE: CRPATICATEAE. UG 9804 SRTP IS URMUS, A REBCE BT SRTP N <
e

450001

%E%iﬁﬁ?: ASA-4-450001: Deny traffic for protocol protocol id src interface name :IP address

/port dst interface name :IP address /port , licensed host limit of num exceeded.

WA BB ATRENLRR . b ns EAGE T ASA 5505 ASA.

* protocol_id - WX 1D %5
* interface_name - 5HHE B AT N SORAT N SR )42 1
* IP_address - Ba 6 A NN TP Mtk
* port - FTALHEHE A3 5
* num - EA LK RAE

BIRIIRAE: AT AT .
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