&4t HEH 2 101001-199027

ARBTG5
* ID /T 101001 #) 109104 2 [A 4R, &1 11
* ID AT 110002 2] 113045 2 [A 0 EL , 45 41 71
« ID 4T 114001 £ 199027 2 [HKIWHE , &5 56 bl

ID 9-F 101001 % 109104 =~ |5 B 2

101001

101002

A AHE ID AT 101001 £ 109104 2 18] (K11 &

IR B 2ASA-1-101001: (Primary) Failover cable OK.
BRI SRR HIE S TAF. ksl 20 0 4l B ik £ 1K 4 B ik £ o
BIBIRIE: EHPATIEATHEAE.

EIRIEE 2ASA-1-101002: (Primary) Bad failover cable.
AR WD) B AT AR, (ETCVE IR TAE . e et ny 21 ok 5l Bh i 45 P 4l B 12 4% o
BISAIRIE: AR D) SR

101003. 101004

glacé‘;ﬁ,% $ASA-1-101003: (Primary) Failover cable not connected (this unit).

gi;&”;ﬁ,%\ $ASA-1-101004: (Primary) Failover cable not connected (other unit).

U Rl WY S R (S P B kv S e o sl S R N S = R N s S
O A B B 5 P B B %

F 4 H A 2 101001-199027 .
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B 101005
FEISCROHRAE R 1) 6t r 4 T B e D) 45 0 PR 65 18045
101005
gl;&’;ﬁ,%\ $ASA-1-101005: (Primary) Error reading failover cable status.
WEAR: bE D) AT R, H A TRV E HRAS
BIHIRAE: g,
103001

gi%“;‘ﬁ,%\ $ASA-1-103001: (Primary) No response from other firewall (reason code = code).

WA BT I e e v g i B e S AT A . R R T A B B B R B e
RIS T AR AN, R T A R R ) S A

R E KA 1t AR

1 A H T % AE R A

LAN B i,

RAEHBE )3 LAN
FE 1 EHA Hello %4
P, BRETERAE S
1T MR D) S A A
AT iR D) e i 4 4
W Hello % 62, Jf
=R EEINRP S

2 e Amby ZcBliuNY NIl
Tt B ) e ik
—: D)EEERITIT; 2)
WS4 s 3)
ARP; LUK 4) ) H%
Ping.

3 FEERAT SR bk ik
AEHE 15 s
PR B E R
=]

/Lho

4 M D LAN $20
ook,  HILAh %
F AN 3 T A 2 11
TR BeAh, A
AR LK
EilR

. F 4 HAEHE 2 101001-199027
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103002

103003

103004

103005

103002 JJjj

JREKE 15t AR

5 FERCE D R 2%
PSS o

6 SHIRTEN: Y]
Bt RIFL o

BIAYIRIE: BIEsbE DIl S0 I CAEMERR, LRI G B O R B A AR .
R A RAFAE, THIRARER} TAC,

gll;&’;ﬁ,%\ %$ASA-1-103002: (Primary) Other firewall network interface interface number OK.
YRR WA B4 B % BRI RS . B & T A S & 1 B b % .
BICHYIRAE: LR PATAE AR

gi;&;ﬁ:%\ $ASA-1-103003: (Primary) Other firewall network interface interface number failed.
WERA: VA I B4 B ¥ 4% b X 4 e LIk . 5 VAt T B A Bl B A I B A
BRYIRIE: A A B R M MBI I g AR Lk gn i e . Wifr L BE, SR AR MR I N g 2

g'l%?‘ﬁ,%\ %ASA-1-103004: (Primary) Other firewall reports this firewall failed. Reason:

reason-string
WAR: TR WA B B B R R e A AR B B T 1 D Sl B v 26 Rl B e 46 o
J AT e LA R T
o R A 44 1 35 s ) 1 et B H PR
* LAN i Ut 1 R A Wb
o WPEERTCIRIEN “ & HIES” IRES
TR E S o B KRR G E T REAN R
o AR D) BALR R, AR ST AR A A A S
BIHIRAE: W R AR

IR B 9ASA-1-103005: (Primary) Other firewall reporting failure. Reason: SSM card failure

WERA: AR CA BB SSM Rk . B th ) A1) DA i B A TR AR B e 4
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103006

103007

103008

104001 .

4 B354 2 101001199027 |

BINEYIRAE: W uE D e R

%19”&;‘#1’,% $ASA-1-103006: (Primary|Secondary) Mate version ver num is not compatible with ours

AR ASAKLI RN SFE AR ZIBAT MARAA R T A 45, H HA TP T REA A

* ver_num - JRA 5 .

B RYIRAE: LN G B L 2 A [R] B A ARCA R AR

gl%“;ﬁ:%\ $ASA-1-103007: (Primary|Secondary) Mate version ver num is not identical with ours

ver num

R ASAKIIEIN SR B R IBAT IRA A SE A ), (ESZREEH Wi 2 A A s & e . T
WAERAA S A, R RGERE AT RE S FR 4L, JIF HWIRKIs T A A I g, ASATIfE
2 HBURRUE PR L

* ver_num - XA

BILHIIRAE: RAEPN & e L2 AN R (R A

%gl;&“;‘ﬁ,%\ $ASA-1-103008: Mate hwdib index is not compatible
AR A AT B AR D B AN ]

IR IRIE: %LIEW%H’JE%E%IE%E*EH TErl e S A 2 L, s AN E] ) B
VB ULELSS, %\ write standby 74, | ] s S A E .

104002

IR B $ASA-1-104001: (Primary) Switching to ACTIVE (cause: string ).
TR =N/ = I X X X ,
Ell?i/ﬁ:u.\ $ASA-1-104002: (Primary) Switching to STANDBY (cause: string ).

iﬁ.ﬁﬁ s UL AT S sl s D4 oe S e 6 e R BRI failover active iy
, o WA ESi N no failover active 4. WA WA ) 4 B 45 05 B 45 . TR R AR
%E’JT EEW T ToR:

* state check

* bad/incomplete config

* ifc [interface] check, mate is healthier
* the other side wants me to standby

* in failed state, cannot be active

. A% B&E 2 101001-199027
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104003

104004

104500

104501

104003 i

* switch to failed state

* other unit set to active by CLI config command fail active

BWARAE: WA A DT s s S, MBI, TR A 4l B e At (4
PRI SR S i D) 45 0] 9 5 e 26 (R A

gl%iﬁ,%\ $ASA-1-104003: (Primary) Switching to FAILED.

LA E B R A

BIHIIRME: A R RS RS SR T IR GEZ B R 104001) o W&l 51 A 4
W& i Bh B

IR B 2ASA-1-104004: (Primary) Switching to OK.
WRA: R R AE O B R T RIEAT . T Bt T A A Al B R A ) A B W 4 o
BIBYRIE: EHPATIEMHEAE.

Ei2H 8. $ASA-1-104500: (Primary|Secondary) Switching to ACTIVE (cause: reason)

it BR

I HA W& TT AR = HA X “ TH]” fith. reason ‘74 Hi AT BEME 4T «
* no existing Active unit present CAAFAEIAT &)
* unable to send message to Active unit (Joyk R IETH B4 FH# &)
* no response to Hello message received from Active unit (A< M 3= F 3 2 E %) Hello ¥4 5 3 )
* user initiated failover on this unit (H 7R % B8 T 8 D1 Dh g
* user initiated failover on peer unit (7 ZEXF SR % b G 80 T MO )46 o g
* invalid message received on failover connection (M iR U] i U F1 1) 3 B TE 250

BIRYIRAE: KRR ATE TR

giﬁ%i‘ﬁ%\: $ASA-1-104501: (Primary|Secondary) Switching to BACKUP (cause: reason).
WLAA: Uk HA W& TR HA X “#5 M7 M. reason F-4F Hf Il BEAEL U T -
* existing Active unit present (fE{EBLA A EH B4
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104502

105001

105002

105003

105004
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* user initiated failover on this unit (J ' fEIL R4 L5 8 7 #bs Dk D g
* user initiated failover on peer unit (7 ZEXFEE AR % 15 80 T MR )46 0 g

BIRYIRAE: WAL T34t

gll;&’;ﬁ,%\ $ASA-1-104502: (Primary|Secondary) Becoming Backup unit failed.
WRR: I HA B ik A 2 HA X “# 17 M. Js 5 E 104500 A1 104501 A
BICRYIRIE: LR PATAE A

gi;;ﬁ:%\ $ASA-1-105001: (Primary) Disabling failover.

WA Ui AE 7x M SRR, iR REfE N AU IEEE CRANEREAS) L YFRHEA
VCR Chnss sl ) sibfifh 75 (6 B &1t TIPS SSM, i Hox A5 4k 22 35 1) )& CSC SSMD
REC BRI W e . At Ty Ak A B A O A B B4

BIRYIRAE: BT fTRAT .

EiRHE 2AsA-1-105002: (Primary) Enabling failover.

WRR: fEZ AR DI Jn, e S BT T B H failover dy4 . T BIK WA
Ol B 5 PR AR B 1R 4
BILHYIRIE: CRHIT TR .

gi;;ﬁ:%\ $ASA-1-105003: (Primary) Monitoring on interface interface name waiting

WA ASAIEAEMGIZ IS UI B IR 55— B B IR E M2 o e th ] 510 A il By e 45 PO Al 1)

Bk

BRIRIE: EHEPATTATERAE . ASAZ S 8 IEF S 4T WA Iy L Mg 2 1.

gll;&’;ﬁ,%\ %$ASA-1-105004: (Primary) Monitoring on interface interface name normal
YRR Fi5 o WA EE AR Tl o 8 B At T 21 kg 4l B e 2% (0 4l B 1 2% o
BICRYIRIE: LR PATAE A

. F 4 HAEHE 2 101001-199027
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105005 i

105005

%gll;éi‘ﬁ,%\ %$ASA-1-105005: (Primary) Lost Failover communications with mate on interface

interface name.

AR WBE DI I & B TOVA SR DO 10 ) B e TS . B R s S i
£ (M BDBE o

B RYIRAE: WIDBERRHRE R M2 5 IE R I21T

105006. 105007

g’i%iﬁ.%\%ASA—l—lOSOO& (Primary) Link status Up on interface interface name.

giﬁ%“}‘ﬁ%\ $ASA-1-105007: (Primary) Link status Down on interface interface name.

YRR ARG TR R EEHCIR A AR SR . TR T A A Al v R A B B A
BINEYIRAE A RBRBCIRA O DG I, I UEERE IR GE 1 ) R 45 2 17 IR I8 AT .

105008

g’l;&’;ﬁ,%\ $ASA-1-105008: (Primary) Testing interface interface name.

YRR O AR AT I HUA = ASATETIUYITAI R ) ik AN iz 1 1 25 HIBE &% 4o B
I, A PAT IR e R mr a1 o B e B A B %

BIRIIRAE: KR RATE TR

105009

gl%“;ﬁ:%\ $ASA-1-105009: (Primary) Testing on interface interface name {Passed|Failed}.

WAR: REURE T LU DR ER Rl s ORI ) o e A Hl B v

Bh B
BRI WEIREIR <l L”,w%ﬁmﬁﬂﬁﬁﬁ UEREE R Ty R, ARG A 65
i D5 1) W 2 FL B3, AR B R IE R AT, PR IE S T e (MR 2

105010

g’l;&“;ﬁ.%\ $ASA-3-105010: (Primary) Failover message block alloc failed.
WERR: BURHR AL CRER . IX RIS B, ASANIRA . 5 BE At R A0k 4l B 15 4% 10 B B A 4
BILHIIRIE: ] show blocks fiy &S I 44 1 H (246 B N A7

105011

%1%3#1,% $ASA-1-105011: (Primary) Failover cable communication failure

A% B&E S 101001-199027 .
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105021

105031

105032

105033
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WERA: R A B TOVE S A WA R B e a6 Z RN ATEAS o L vt vl #1  li B e o il B e 4%
B RYIRAE: #IO B CIERIE R .

g'l%?ﬁ.%\ $ASA-1-105020: (Primary) Incomplete/slow config replication

VR AEEBETIR, T ASATENAF AN B E A e G OUR, RO T R
JR S5 WD U . B R A1 DA il B v R B B A

BNHYIRIE: £E ASARGIZIM R UIHen . ASAZy H BN A ST N AZ N0 B AN/5 5 o — 6 ASA
FOBTFAD o USRI DU SR A, TR AR DR L, IR ORI & ASATR 2 8] mT Lk
s .

gi%“;ﬁ,%\ $ASA-1-105021: (failover unit ) Standby unit failed to sync due to a locked

context name config. Lock held by lock owner name

WERR: TERCE [FDBIN],  n SRS A R P B e R i o, ) R AR AT DR N4k
IX 23 BEL L S R D RE S BT IC B e RGEIEAE [RIPD IO I, G SR 20 O3 38 ) % FH e 4% L EAEIs AT 1)
BoE, WRESKRAERXMIEN . HiiS0a2 5% TR EXEC #2:0  [1) show running-configiy
A R4 JR i B AL R 1Y) pager lines num 174 .

BHIHRAE: AR 0N 8 HAEAE S 3 B SL S D) MO eIy, i 8 e % T et
B BB .

%gl;&iﬁ,%\ $ASA-1-105031: Failover LAN interface is up
WiRA: LAN #bm )i gk © R 3.
BIBIRIE: LA PATAE R

RS 2ASA-1-105032: LAN Failover interface is down
WA LAN R b4 1B 2 OC A
BINAIRIE: KT LAN MUV O &Rz . B OR 3o B el 0 T8 & R E AT

gll;&’;ﬁ,%\ $ASA-1-105033: LAN FO cmd Iface down and up again

YRR R DI LAN 4521 CLOGH .

. F 4 HAEHE 2 101001-199027
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105034 i

BIHIHRAE: WUEME DI HER, TREARE L 1A 1 A

105034

%E%iﬁf% $ASA-1-105034: Receive a LAN FAILOVER UP message from peer.
WA RPAEARNINIE ) JF A IE T HIAEHE FR T B .
BIHIIRAE: R HAT T

105035

gﬁ%;ﬁﬁa $ASA-1-105035: Receive a LAN failover interface down msg from peer.
WERR: XFAEUR LAN S f) i RS COGHT . MRz s & Al T & A, MR D 21 2 T
BIRIIRAE: WA SRR LAN Wb D) 8z 1 (R348 .

105036

gﬁ%iﬁfﬁ %ASA-1-105036: dropped a LAN Failover command message.
AR ASAZIT T RMHINA) LAN s fe) a1 B, $575 LAN s ) e 1 47 A8 14 il 7
BIBIRIE: WA IER T LAN E

105037

%ﬁ%iﬁfﬁ SASA-1-105037: The primary and standby units are switching back and forth as the

active unit.
YRR WA AR B, RORAEAE LAN R D) 45 452 o) sl 3 A e
B HRRAE: MAORERE T LAN i,

105038

%E%iﬁﬁ? $ASA-1-105038: (Primary) Interface count mismatch

WERA: RAEERETIR, T ASATENAF AN B E A e R S EOUR, XA O T R
HR S5 T U o e R A DA il B v A B e A

BIWHYIRIE: ASARI RS 5, ASAZy AN E A 1T N ANkl & A/ 5 — & ASA
OB o WR AR HS DU S A, TR AR DR I, IR ORY & ASATR It 8] mT Lk
ITiEfsE.

105039

gﬁ%iﬁfﬁ $ASA-1-105039: (Primary) Unable to verify the Interface count with mate. Failover

may be disabled in mate.

F 4 H A 2 101001-199027 .
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[l 105040

LR WD) )N UE A ASA BTG E I DGR A . U B RN 3 ASATCIESGIE Sl )
ASA FRCE 8 8. B B8 1 ASATCVA T Wb U4 1 5 i D ASABEAT IS . &t
R B i Bl A% P B A

BIBYIRIE: HAF L5 ASA BRI LAN. B2 O R EAVIRA . R4 Eh ASAIEAEIZIT ASARN
FH H s O 4 ) .

105040

gl%iﬁ,%\ %ASA-1-105040: (Primary) Mate failover version is not compatible.

WERA: L4 ASANGE AT RIRAS (B DR A, A e 7 2 b Dot o Bt I FR 7 A ) AS At
DIATIAS 5 32 ASAANG RS . 12 ASA RAE] Tl “ 1Biek” IEFTRESI N4 ASARY) “Hii
s .

BRYIRAE: AE L0 ASAZ R PRAFPAFRRA S LLS AT s D4t

105041
’éia':é“}‘ﬁ,% %ASA-1-105041: cmd failed during sync
WA nameif iy SR, X PR R 32 I BeA A& FH B L D R AN A (7]

BARYIRAE: KUF & I DR T AR IV RE R B 2 LI, B AN ) R A
Y O UCAL S, GBI\ write standby fiv4,  RIAJ 586 [ 2D A E

105042
g’l?&}ﬁ.%\ %$ASA-1-105042: (Primary) Failover interface OK
WiAR: LAN #ba ) gk R 30

T ROs b ) ey S 2 5 ASARE NIEAEIZAT.  “ BB AT RES 0GBl ASART “Hih it
%” .

BIRIERAE: LRI

105043

gi%;ﬁ:%\ SASA-1-105043: (Primary) Failover interface failed
AR LAN Wb )4 I HEm 2K .
BEIRYIRIE: KA LAN WO D90 Bz L1 Aff st 5 sl T 1 B 2 IE A 1 o

105044

gl%?ﬁ,%\ $ASA-1-105044: (Primary) Mate operational mode mode is not compatible with my mode

mode.

. F 4 HAEHE 2 101001-199027
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105045

105046

105047

105048

105050

105045 ]

WERR: BRI HO SR B CRA B A AILIEI, R GORAE AT bR D) e -
BN AHRAE : ORESRR D) O S5 A B SR A R R R A5, SR T P D) e 2 i

g'l%?ﬁ,%\ %ASA-1-105045: (Primary) Mate license (number contexts) is not compatible with my

license (number contexts).
WLAA: MO SR AR A ) D R VF T UEANUL LR, R G0KG AR SR 5 D g
BEISCHYIRAE Rl 1) 0] 45 (ARG 1 0 A A [R) PR D BV AT e, AR5 T ot HT ks U] 4 Dy e

gl;&“;ﬁ,%\ %ASA-1-105046 (Primary|Secondary) Mate has a different chassis

YRR PO R DI B R AN R AL B LA . B, Horp— & W R a0 — Bk
KNG

BILAYIRIE: B ORPY & SRS DI AT R Y o

gia':éi‘ﬁ',% %ASA-1-105047: Mate has a io card namel card in slot slot number which is different

from my io card nameZ2
WERR: P SR 0 BE 4% A RS AT AN R R
BEIROHRAE . W R s D0 B 25 (1R LB AR 1

%gll;é“;‘ﬁ,%\ $ASA-1-105048: (unit ) Mate’ s service module (application ) is different from mine
(application )

ERA: R U R AN 21 S B R B0 b (K R o5 A B B IEAEISAT NN T o W R A
(7] PR Al S5 AR, U 5 B D) 80 st 26 AN

* unit - A% R ) A
* application - N HI 44X, #I1 InterScan Security Card

BRIIRAE: HIOR & BER AT S8 AR RSB, AR 10T R ISR DI e D e

gll;i“;léi,%\ $ASA-3-105050: ASAv ethernet interface mismatch

AR e LA DUR I B 8D T et BRI BUR I D30
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105504
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BEANBYIRAE R AR R LB ) ASADZ IR o B0 UE B R4 T BOR R AR . P RETT
ZRH 2R OB, A AR et . PFREL LA S, W4 write standby @74, R w) 55
[l 2D e

%E%iﬁﬁ?: $ASA-5-105500: (Primary|Secondary) Started HA.
WAA: Uk ASA A T = HA.
BIBIRIE: BT PATAT TR

%ﬁ%iﬁfﬁ: $ASA-5-105501: (Primary|Secondary) Stopped HA.
WAR: It ASA 2] T 2 HA.
BILAYIRIE: CRRITAEATERAE .

giﬁ%i‘ﬁ%\: $ASA-1-105502: (Primary|Secondary) Restarting Cloud HA on this unit, reason:
string.

WA RAETHNE, SEUL HA KA E)S = HA. reason F447 8 AT GEfE U0 F -
* failed to become Backup unit (JGv2 0k £ H 345D
* unable to create failover connection Gy G M b U Heig 48

BIARIE: KHRPATAEITIRAE

%E%iﬁf%: $ASA-5-105503: (Primary|Secondary) Internal state change from previous state to

new_state
LR A HA RS RE T 224k
BWBGIRIE: ToH BT AT TR

%E%iﬁﬁ%: $ASA-5-105504: (Primary|Secondary) Connected to peer peer-ip:port
WAA: UL HA S O HA XA R VI fH
BILAIRIE: BRI TAEATERAE .

. F 4 HAEHE 2 101001-199027
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105505

105506

105507

105508

105509

105505 ]

gﬁ%iﬁfﬁ: %ASA-4-105505: (Primary|Secondary) Failed to connect to peer unit peer-ip:port
WRA: I HA B RS HA S5 A
HIRYIRME

W RBEAT HA XS, Ml RE s R AP s Ol . WHRAFAE HA X &54R H G H 7 s by #eshng,  Wx)
SR 2 )R] ey IR ) . ¥ show failover &% iF LL R &0 :

o REG B LCE A XTAER TP Mk AR i 10 TP kil DT

o BRE B XA S X A R RS54 i VTR
o FHF0F A5 pA g B ) 1A KA

© FEAERENT TP SEB TR T TP il

%ﬁ%iﬁfﬁ: $ASA-2-105506: (Primary|Secondary) Unable to create socket on port port for

(failover connection | load balancer probes), error: error_string
YRR Sl e M D) B HE BT 75 RS - Bl Y. Azure ST 2 PRININ A2 T A %
BIARRAE: SRR R ACE DA BRI AT AT RN R, IR R AR TAC,

%E%iﬁﬁé: %ASA-2-105507: (Primary|Secondary) Unable to bind socket on port port for (failover

connection | load balancer probes), error: error string
VAR 22 By b U T R P 7 () A B Y. Azure SIS AR ERIIIN A A T R 1%
BINEIRAE: SRR R ACE DL BRI S AT TR R, R JDEL TAC

%E%iﬁﬁ?: $ASA-2-105508: (Primary|Secondary) Error creating failover connection socket on

port port
AR S A B A DL 25 A AT B D 2 T RN A T N AR R

ERIHTIRME: AR BTS TR 104509 58 104510 W E o SREGE ] T2 M0 B 2 5 BT Sy B
CHLLIERET

%E%iﬁﬁé: $ASA-3-105509: (Primary|Secondary) Error sending message name message to peer

unit peer-ip, error: error string

F 4 H A 2 101001-199027 .



Bl 105510

105510

105511
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105514
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WERA: Sk ) 0 A A U A R I D) T BN A T R R

BAAYIRAE: W AGZAE VRO AF de SR B AR T B B MR R A LR S B Ik
MFPER I TEAME B, FFIECR BRL TAC,

%E%iﬁf%: %ASA-3-105510: (Primary|Secondary) Error receiving message from peer unit peer-ip,

error: error_string
TELRA s S BAAORT S8 A 1 o I BT D) e SR LI A2 T AR

BRIIRAE: WAGZAE DO E o SRR R AT 2L W D R O DL T EOR R
MIFHAEI AT AR S, PR ISR} TAC,

gﬁ%iﬁfﬁ: $ASA-3-105511: (Primary]|Secondary) Incomplete read of message header of message
from peer unit peer-ip: bytes bytes read of expected header length header bytes.

AR S MO A A 1 2606 L P AT A D) 2 VB N A T B ke

BAAYIRAE: W AGZEE BRI AF te SR B AR T B B0 R B R B R S B IR
MR P PSS, PR AL TAC,

gﬁ%iﬁfﬁ: $ASA-3-105512: (Primary|Secondary) Error receiving message body of message from

peer unit peer-ip, error: error string
L B IR RN A (I E S AL MRS N da Sl 7§ P

BRI, RGO IR o SRR R IR 2L R D R O DL T BRI
MIFHLEI AT AR S, JFIRR JBA} TAC,

gﬁ%iﬁfﬁ: $ASA-3-105513: (Primary]|Secondary) Incomplete read of message body of message

from peer unit peer-ip: bytes bytes read of expected message_ length message body bytes
WEAR: S R A AR 26 TS HL P SC e e D) i i JEL I A 2B T iR

BAIRAE: W AGZAE VRO AE doe SR B AR T B R B R O LR S B IR
MR P TS S, PR R TAC,

%E%iﬁﬁé: $ASA-3-105514: (Primary|Secondary) Error occurred when responding to message name

message received from peer unit peer-ip, error: error string

. F 4 HAEHE 2 101001-199027
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105515 ]

WEAA: S MO S A 1 26 8 L P AT A D) 2 VB N A T B ik

BAAYIRAE: W AGZAE VRO AE t SR B AR T B B MRS R IO R S B ik
MFLER I TEAE B, FFICR BR TAC,

105515

%E%iﬁﬁé: $ASA-3-105515: (Primary|Secondary) Error receiving message name message from peer

unit peer-ip, error: error_ string
L B IR RN M A (I E S AU INE RSN N da S 7§ P

BIRIIRAE: WAGZAE DO IE o SRR B R AT 2L W R O DL T BRI
ML AR S, PR JBAL TAC,

105516

%E%iﬁf%: $ASA-3-105516: (Primary|Secondary) Incomplete read of message header of message name

message from peer unit peer-ip: bytes bytes read of expected header length header bytes
WEAR: S R A AR 2 TS HL P WSC e e D) e i JEL I B 2B T R

BAAYIRAE: W AGZEE BRI AF t SR B AR T B R B R B LR S B iR
MR P TS S, PR ERE TAC,

105517

gﬁ%iﬁfﬁ: $ASA-3-105517: (Primary|Secondary) Error receiving message body of message name

message from peer unit peer-ip, error: error string
L B IR RN R A (I S AL INE RS N de Sl 7§ P

BRI, WANZAE DO IE o SRR R I 2L AR D R O DL T BRI
MIFHAEI AT AR S, PR JBA} TAC,

105518

gﬁ%iﬁfﬁ: $ASA-3-105518: (Primary|Secondary) Incomplete read of message body of message name
message from peer unit peer-ip: bytes bytes read of expected message length message body

bytes
WEAR: S R A A B o TS HL P SC ke e D) e i JEL I A 2B T R

BAAYIRAE: W AGZAE VRO AE de SR B AR T B R B R A LR S B IR
MR P TS S, PR ERE TAC,
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B 10551

105519

%E%iﬁﬁ?: $ASA-3-105519: (Primary|Secondary) Invalid response to message name message
received from peer unit peer-ip: type message type, version message version, length

message_length
WURR . A R B A T SR R Y SR TR AN R
BCRYIRAE: SRR R ICE DU B AT VRIS S, IR R TAC.

105520

%E%iﬁﬁa: $ASA-5-105520: (Primary|Secondary) Responding to Azure Load Balancer probes
YEBR: EJHBA CITAR N, Azure S 2 2800 o
BIHYIRME: LR PATAE A

105521

%E%iﬁﬁé: $ASA-5-105521: (Primary|Secondary) No longer responding to Azure Load Balancer

probes
YRR A B CAF 1M N Azure F 2 d PR .
BIBIRAIE: L PAT AT A

105522
EiRIHE: 3$ASA-5-105522: (Primary|Secondary) Updating route route table name
WA IR CITIR SR Azure #% iR HUHERE .
BB LR PITAE T ERAE

105523
EIRJEE: 2ASA-5-105523: (Primary|Secondary) Updated route route table name
YRR : T HIBA LB BT Azure B HH R HIHERE .
BIBIERAIE: T PAT AT A

105524

gﬁ%iﬁﬁa: %ASA-4-105524: (Primary|Secondary) Transitioning to Negotiating state due to the

presence of another Active HA unit.
YRR AR 6 T HA e, RGO IR A .
BIBIRAIE: LT PATAE T ERAE
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105524

105525

105526

105527

105528

105529

10554 i

%E%iﬁﬁ?: $ASA-4-105524: (Primary|Secondary) Transitioning to Negotiating state due to the

presence of another Active HA unit.
WA WA BT 56 T HA W, RGUEAER RS A N i IR A .
BIBIRAIE: LW PITAETERAE

%E%iﬁﬁa: $ASA-2-105525: (Primary|Secondary) Incomplete configuration to initiate access
token change request.

YRR O R )R, (EBCH SORIZIE R P (K2 W I B A R .
BWBIRAIE: HIIR Azure SAREGUES i IDL AL ID FIESPHIAFAE T ASA TUE

%E%iﬁﬁé: $ASA-2-105526: (Primary|Secondary) Unexpected status in response to access token

request: status string.
WERR: YCE T X Azure Ui 1] A R SR IFIE A, (HIZ M N ) HTTP RS A JE 200 (OK).
BILHYIRIE: HIIRAE ASA ICE T, Azure B KHIESS ) i ID AL ID A1 PR IEA

%E%iﬁﬁ%: $ASA-2-105527: (Primary]|Secondary) Failure reading response to access token request
AR : RO Azure T i) A R SR IR0 I AR T A AR
BARRAE: SRRSO R BCE DA BRI S AT RS R, IR R AR TAC,

%E%iﬁﬁé: $ASA-2-105528: (Primary|Secondary) No access token in response to access token

request
YRR WLB] T X Azure B FHAS BTG SR MY, (HE A access_token fi .
BIHYIRIE: WUEAE ASA LAY, Azure B3PS IEZE 7 3 ID AL ID MU BHET S IEAAT o

gﬁ%iﬁﬁa: %ASA-2-105529: (Primary|Secondary) Error creating authentication header from

access token

AR KIS Azure B h BT (1) S O AR SRCK N RS T N A R

F 4 H A 2 101001-199027 .



Bl 105530

105530

105531

105532

105533

105534

4 B354 2 101001199027 |

BIHIHERAE: RN R . ROE DS BRI R R AT R, ORI IDRE TAC.

%E%iﬁf%: $ASA-2-105530: (Primary|Secondary) No response to access token request url
YRR JCiEIRHL Azure B% HH AT E LARET Azure B HRAZ .
BEIHYIRIE: IR R A FRTE ASA B & IEMIY HAPAE T Azure 1.

%ﬁ%iﬁﬁ%z SASA-2-105531: (Primary|Secondary) Failed to obtain route-table information needed

for change request for route-table route table name
WERR: CVEARI Azure i 1R A5 B LLIEAT Azure B R AR
BYROIRAE: IOUERK th R B AR/ ASA FHE P2 IEHI1 BAEAE T Azure ',

gﬁ%iﬁfﬁ: $ASA-2-105532: (Primary|Secondary) Unexpected status in response to route-table

change request for route-table route table name: status string
WERR: WLE T X Azure B HHERAS T RN, (HIZ 0N F1 K HTTP RS A2 200 (OK).
BILRIHERAE: RUECHCER Azure 1] ID. B h R A4 ORI h R DR AR 75 1E o

%ﬁ%iﬁﬁ%: $ASA-2-105533: (Primary|Secondary) Failure reading response to route-table change

request for route-table route table name
WA RIS Azure i HT AR S SRR M I A AR T AR
BIBIRAE: EHEUAHE . BE DL S EEHR R RAE AT RS SRR LR TAC.

gﬁ%iﬁfﬂ: $ASA-2-105534: (Primary|Secondary) No provisioning state in response to route-table
change request route-table route table name

YRR WLB] TR Azure B8 HRAZ B SR AY, (AR S TR B R AR TARZS ) provisioningState
fH.

BINEYIRAE: SRR R TR AL R BRI F A RE AT R E B, JFIRAR R TAC.
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105535

105536

105537

105538

105539

105540

105535 ]

%E%iﬁﬁ?: $ASA-2-105535: (Primary|Secondary) No response to route-table change request for

route-table route table name from url
WERA: BTN Azure B HH AR AL TG SRAATART I 1Y o
BIATIRME: #HAJE T Al AN ASAv 17 i) management.azure.com.

%E%iﬁﬁa: $ASA-2-105536: (Primary|Secondary) Failed to obtain Azure authentication header

for route status request for route route name
WA JCVEERI Azure Vi)W LLEAT Azure B HPIRAS A
BEILRGIRAE: TE S PG TR S AT s U A AT OGI B R

%E%iﬁﬁé: $ASA-2-105537: (Primary|Secondary) Unexpected status in response to route state

request for route route name: status string
WERR: WE T X Azure B HPRASTE R AY, (HIZM N ) HTTP RS AJE 200 (OK).
BILRIHERAE: RIECACE Azure 1TH] ID. B 2R A4 MR ol R DRI AL RS 75 1E o

gﬁ%iﬁfﬁ: SASA-2-105538: (Primary|Secondary) Failure reading response to route state request

for route route name
ERR: MO Azure % FHR AT SR KA NI A A T A A o
BR9IRAE: M UOHE . B DS SO IR ST RN (5 S, JRICR DR TAC,

%E%iﬁﬁé: $ASA-2-105539: (Primary|Secondary) No response to route state request for route

route name from url
WRR: BAUCEIN Azure B HRZS T SR AT A i 3
EIBYIRIE: #iU & 15] AN ASAv Vj 1] management.azure.com.

gﬁ%iﬁﬁa: %ASA-2-105540: (Primary|Secondary) No route-tables configured

YRR AR BEUET Azure B HH R INAL
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BBIIRAE: MIIAE ASA FUE T IEFINCE T B 3.

%E%iﬁﬁ%: $ASA-2-105541: (Primary|Secondary) Failed to update route-table route table name,

provisioning state: state string

AR B TR Azure # HARASTE R IR, (H %00 W oL 75 1) provisioningState {Hfi5 7 BB %
BRI

BAROIRAE: TR AR 2R T Azure B R K W = RSHRAI R, RIS R T
BUAL S EOZH R A R, JFICR IR TAC,

gﬁ%iﬁﬁa: $ASA-5-105542: (Primary|Secondary) Enabling load balancer probe responses
YRR A IAERE M S, Azure 51 28035 1 2% BRI o
BRYIRIE: LR PATAE R

%E%iﬁﬁ%: %%$ASA-5-105543: (Primary|Secondary) Disabling load balancer probe responses
WERR: B A AT, Azure 51353 1 35 R .
BIBIRAIE: LT PATAE R

%E%iﬁﬁ%: $ASA-2-105544: (Primary|Secondary) Error creating load balancer probe socket on
port port

WA S BIEEMANY. Azuare S & AR BT A5 100 T IR A T A B 5k

EIHDIRME: R R AT SR 104509 BE 104510 8L . SREGE H T-7E 3 B 2 BB Sy B
CHEBLTIERET

%E%iﬁﬁé: %$ASA-3-105545: (Primary|Secondary) Error starting load balancer probe socket on

port port, error code: error_ code
YRR TR Azure T MT &S OBRIN I 2 T AT 1% . 12 IR e R sl 2R TR
.

BERYIRAE: W R OIRGURAEAE, IR R IO E DA S B R R BT RN R
JEEER IR TAC.
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105545 ]

105546

%E%iﬁﬁ?: $ASA-3-105546: (Primary|Secondary) Error starting load balancer probe handler
YRR S NI Azure A M A5 AOBRIN QUL RERR I A A2 1 N AR 2
BCRYIRAE: SRR R ICE DU S EE D AT RIS S, IFIECR R TAC.

105547

gﬁ%;ﬁﬁ?: $ASA-3-105547: (Primary|Secondary) Error generating encryption key for Azure
secret key

WEBR: Sl U TN L K Azure BB N3 B BT R AR T N R IR
BIWRRAE: SR DAHE . A DL S EER S PR AR R, JFIER AR TAC,

105548

%E%iﬁﬁé: $ASA-3-105548: (Primary|Secondary) Error storing encryption key for Azure secret
key

YRR SHIAAE T B E 1Y) Azure BRI A B AR T AT IR
BANRYIRAE: SRR R O AL R BRI A AR AR A 5 B, JFIRAR A} TAC.

105549

gﬁ%;ﬁfﬁ: $ASA-3-105549: (Primary|Secondary) Error retrieving encryption key for Azure

secret key
WEAR: SRR R TN ES TG B K Azure B8 EH RN 3 BHIN R A2 T A B AE 12
BAAYIRAE: IR R R UL S BRI R RPN S, JFIRAR A} TAC,

105550

%E%iﬁﬁé: $ASA-3-105550: (Primary|Secondary) Error encrypting Azure secret key
WERA: AL E T Azure PR AR T P EBHT IR
BWBIRERAE: RO R TOE DL S EER A RTINS B, JFIRR AR TAC.

105551

gﬁ%iﬁﬁa: $ASA-3-105551: (Primary|Secondary) Error encrypting Azure secret key
YRR fREICE Y Azure BAHIN R AL T P ERHT R
BCRYIRAE: SRIERNE . ICE DU S EER I E R RIS R, JFERR R TAC.
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%E%iﬁﬁ?: $ASA-5-105552: (Primary|Secondary) Stopped HA
WAA: Uk ASA FAEH T = HA.
BICRYIRAE: LR PATAE TR

%E%iﬁﬁ?: $ASA-4-105553: (Primary|Secondary) Detected another Active HA unit
YRR KEIA 5 — & M HA %
BIHYIRME: LR PATAE A

%E%iﬁ%% $ASA-2-106001: Inbound TCP connection denied from IP address/port to IP address/port

flags tcp_flags on interface interface name

VAR 0% 4 2 P S B PR B A B 0 i e T i R A S e A SRR 4 . o (1 TP Mkl TTaK
IP ik, A RIS NAT Bos i 1P Hulilk . TBER tep_flags (B -5 HgHE 48 A7 ALY TCP i)k (1)
FREXT N . i, TCP H i WEIAR ASATTAAAEERRE, TR S Z5r. gt
[ tep_flags /& FIN £ ACK.

tep_flags 41 1 Jros:

* ACK - 8N 5

* FIN - $¥s Uik

* PSH - A N St 4% 32 21 3
* RST - & H: O

* SYN - JB41'5 BR3P LS ahid 4z

* URG - BB E S AR

BIRYIRAE: TR AT .

%E%iﬁﬁé %ASA-2-106002: protocol Connection denied by outbound list acl ID src inside address
dest outside address

1%PA: T outbound deny 1y %, f7EMIEREIIK. Protocol A2 1w 1] LI ICMP. TCP &, UDP.
I HIIR{E: 14 ] show outbound 22 L uk %1 3% .

Eﬁﬁiﬁﬁi $ASA-2-106006: Deny inbound UDP from outside address/outside port to

inside address/inside port on interface interface name.
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106007

106010

106011

106012

106013

106007 i

WiRA: Al UDP Hdl t i B nt 1 e Ui I e S 2 A e a4
BIRYIRAE: BRI TR

g'l%?ﬁ,%\ $ASA-2-106007: Deny inbound UDP from outside address/outside port to

insideiaddress/insideiport due to DNS {Response|Query}.
WiRA: {07 DNS it sl i) UDP Hodls tl a4

BILRIHRAE: WA B LS 53, WS LT REBCE N A A PR S5 A . NI access-list /74
iy, LLACVF UDP i 53 ERUEAN A B LI e ez H o a2 oMo 15 53, U DNS fik45
del e i TR B M CiEm N, I HAZ &t o) — 6 RS 4 NAs .

%E%iﬁﬁ? $ASA-3-106010: Deny inbound protocol src [interface name :
source address/source port ] [([idfw user | FQDN string ], sg info )] dst [interface name

: dest _address /dest port }[([idfw user | FQDN string ], sg_info )]
WAR: I RIS T NShIEYE

BWRIRAE: WIRMARVRRE, THBS g . WA ROE I WOR, 1 5 IR S A B DI
Ao

EiRiH B 2ASA-3-106011: Deny inbound (No xlate) string

AR WIRAT A AR AT AL Web 3 AR U7 1) ELICRY, MR IE R EAROL T, RS BRIl E. &
ORI, WRAE ASAWCRHE B B W BUR IEEAR R M EHUAOE B, RG0R Bt .
M H AT LA 2 S R

BIAIRIE: B %I no logging message 106011 1iy4>, A 1EIbH BB SR R4 H E RS 2%

HIRIHE ASA-6-106012: Deny IP from IP address to IP address , IP options hex.

YRR RGNl P AT IP it i1 IP BTN A AE MRS, IRz Cpe &

Jto

BIAYIRIE: DR LR G B O3 DA ) Ao G A A bty s e SR A TS i s o At
o

gﬁ%iﬁfﬁ $ASA-2-106013: Dropping echo request from IP address to PAT address IP address
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WAA: ASAZEFE T AU ICMP [RINE KRB L, HHHHES PAT & JRHuhbxf N . A uh#da gl %
7, e TEREWS PAT EHLN BGZE R .

BIAIRIE: BRI TAEATERAT .

g’l%;ﬁ,%\ $ASA-3-106014: Deny inbound icmp src interface name : IP address [([idfw user |
FODN string ], sg info )] dst interface name : IP address [([idfw user | FQDN string ],
sg info )] (type dec , code dec )

1BA: ASAIEZ T AT Nl ICMP F4 Vi . BRUVBNL T, BRIEWIRG F, BN RGHRIELITAE
ICMP (315 17

BILRIRAE: LR RATE TR

gi;“;ﬁ,%\ $ASA-6-106015: Deny TCP (no connection) from IP address /port to IP address /port

flags tcp flags on interface interface name.

WRA: ASAZEF T 1E ASAEFER P A LR TCP AP0 . ASAZEIZE LN &k SYN Fr i,
bR RN B HE RIS R . IR RECE SYN brai, I HR A ER, W ASA & FE 7% 8HE
i,

EIAVIRIE: Bk ASAUE K EIXFITC RN TCP Hidin 0, 75 WA 5 BPATARAT 34 . R ) K
TERLI) TCP Bl AL, 135 ER R B AL AR R UR A o 328 I S Bl A 1) R A

gl;&iﬁ,%\ $ASA-2-106016: Deny IP spoof from (IP address ) to IP address on interface

interface name.

PEEA: EHLURA ASARE T, DM H K IP Hilik 4 0.0.0.0, H MAC #ihlkk ASA¥E 1) MAC
Hutibo BEAN, 2 ASAZEFPEHLIE A SR, RESAMILEE, XSl o] e ks
PLUR AN TR b ol oA — ST ot i«

* I 4% (127.0.0.0)

o JURE CRZIR. Mg TRE R TRE D

* HIYEHL (land.c)
FEHE D IR B A, A iemp Ay A G E ASA, DLEFFIT S IEHEE T R 4% 1
i, X2 access-list Ay 2 O, HATARUFRESS 1E 5 TR

BRIIRAE: R AT AN 2R B S DR (K P 45 o A6 A% ) i 1 G AR R

EIRIHE $ASA-2-106017: Deny IP due to Land Attack from IP address to IP address
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106018 ]

WiRA: ASAWCE IP YL IEAN TP H A3t kAR (] HL Ry DR DA R s . el G s i L
T BB RGN B . B AR .

B RYIRAE: WRBL B IR, WIFRRIEAE R B R Bl 4R (5 AN AL DU o Bk (1 ok
5

106018

%E%iﬁf% $ASA-2-106018: ICMP packet type ICMP type denied by outbound list acl ID src

inside address dest outside address

AR AR ICMP A ML (inside_address) 4N F-HL (outside_address) 1% H ICMP ki
fL 3l ACL FI R4 4

BRYIRIE: CRHIT AT ERAT .

106020

gﬁ%;ﬁﬁa %ASA-2-106020: Deny IP teardrop fragment (size = number, offset = number) from
IP address to IP address

YRR ASAZF T RITHIGAA 1 IP Hn L, IR A & Mt B el BUR & . X2 — MR
ASABANZ RN R S A

BIAYIRIE: 15 SR A B GRAR,  SOHRR S I 2 A RO AR [

106021

%E%iﬁﬁé $ASA-1-106021: Deny protocol reverse path check from source address to dest address

on interface interface name

YRR IEAERETGE . A NI b A B IP Hihik. R RPF (AR “ S adk” )
Rl 2054 i e s Pt ik B 2, IR B8 TXF ASAPTIEA T A B

[ ip verify reverse-path iy 4 5 FlEL4 RPF I, R4 oty B HLIhaeid H 1 m & A 12
Pt WURAEANFECE, W) ASASHY AT AR 25k (1 B 40,

ASA MRAEH AL A H g th o WERRER BN 5 H HRE S 1, W AR Giex B bl BT

WARATE L, W ASA SR AN N AR M o WEORER W RIA S — M0, W2 2R, %
DATAEAT 22 A Bt A v AT H I3 (R ARXS FR Bt S . ASA ANSCHRFAEXTARES 1 o

WERAE IR L ASA, "Bk A sk hidr S5 ) s RIP, JF HAURRA SIS hE, W3
PR e D g St

BEYIRAE: MME IR A AR, W a e Dag, WITEHPATACT I #0F . ASAS RIS .

106022

gﬁ%iﬁfﬁ $ASA-1-106022: Deny protocol connection spoof from source address to dest address

on interface interface name

F 4 H A 2 101001-199027 .



10602

106023

106024

4 B354 2 101001199027 |

WA ULMACIE R i He (0 2 R 1 BRI AN o A, ORIECE ip verify reverse-path fiy

%,

B, WS AR AR F)E SRz, H ASA KL ENZER A TAMNER O, W) ASAH 24
TR BIE H M. IXFONARXFRE 1, ANS2 ASASZES .

i ] BEELREOR B N ERR I BRI 2] 55— &R, AR ASAI)— P FBL. fEAE—
THOLT, ASA #iex Bos il BOF 3T

BINHYIRAE A A R AR

gﬁ%iﬁﬁa%ASA—4—lO6023: Deny protocol src [interface name :source address /source port ]
[([idfw user |FODN string ], sg info )] dst interface name :dest address /dest port
[([idfw user |FQDN string ], sg info )] [type {string }, code {code }] by access group
acl ID [0x8ed66b60, 0xf8852875]

WAA: ACL 4640 7 52 IP Hda . BMEEAA A ACL 3 log 3£, 2B nitbigE. 1P Huht 2
LS IP uhil, AT NAT BRI, R4 BIUTRL R IP Hohik, MR S48 1P shbkf2 gt
HU05 BRI FQDN {5 H . ASACE S5 E (8/H /) BLFQDN (WA A ARTHD o Wik 54y
{5 5 FQDN 1T ], ASA¥ AJsHuhEAN H bk ic Sk 15 2

BAYIRIE: WA R ZOR AR P, RS T REAT N IEAE 2 AT 2 I el L 4. 15 5
A EAUE B UBR

%E%iﬁf% %$ASA-2-106024: Access rules memory exhausted

YRR Uy SR R AR SN AF . E S U5 ) 513 J5 V8 ) i A G B4 S8 L AN ASA
TOER,  JF ELRR AR ] Sl G AU ) B A

BIRIIRIE: KU IR. AAA. ICMP. SSH. Telnet FIELAt A IS A Sy b 1) 51 2 FUI R AR k£ 7
FAAE AN G IMBRIC b — SRR, DU I A R D287

106025. 106026

gﬁ%iﬁfﬁ %ASA-6-106025: Failed to determine the security context for the

packet:sourceVlan:source address dest address source port dest port protocol

%E%iﬁﬁé $ASA-6-106026: Failed to determine the security context for the
packet:sourceVlan:source address dest address source port dest port protocol

WER: ok 2 SR Th R I 22 e st TEER A RLE IR T 57 1P Bl A T e s ARk
ENUIESE R

BIIRIE: KHPATAEMTIRAE
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106027

106100

106027 ]

%E%iﬁﬁ? $ASA-4-106027:acl_ID: Deny src [source address] dst [destination address] by

access-group “access-list name"
WRA: ACL IE4E T HF 1P et f . RIAEEBAT AT e ACL J3 M HEET, R BRIt

BWAYIRAE: AN ARk A ] i, RS T R N SRR R A B AT e A 1S
AR FHUE B SRR

%gﬁ%iﬁEE%ASA—6—lO6lOO: access-list acl ID {permitted | denied | est-allowed} protocol
interface name /source address (source port ) (idfw user , sg info ) interface name
/dest _address (dest port ) (idfw user , sg info ) hit-cnt number ({first hit | number -second

interval}) hash codes

WA ARGEA L )R ST RO 46 A AR B s R AE . e R AR AR B B BRI R 106023 %2, 5
JULSRHHE A B, I A dr v e e & 200 -

M IATAT log ZHNT, th TERUL SR OUFIE ASAIFBE VT SR, BULHI e
il e L ID. N, aRAE ASA FHE ACK il U GEBR P AEAZEHE ) TCP EHD
] ASATT A I 106100, 7R RVFERIBCZ B AL (M TRA LI EIER, REMGSIEMmE
TR A

* permitted | denied | est-allowed - X LE{E 7 i& ACL J& oV 2B 4z i . WA A est-allowed,
MACL A48z 8l L, A0 T LA 2 il W e vF oz ia 0 (ldn,  SevrN s 0 )
FLER, Jf HAs2 00 5 0 ACL $E 26 (1 B 25 d ) .

* protocol - TCP. UDP. ICMP &k IP Pl 5

* interface_name - CCKILIFIREL H )42 O 2 FK . SCFF VLAN #2100,

* Source_address - CACKUL YR TP Huht . 1P Huhb & 5052 1P bk, A &l i NAT Bon i

* dest _address - CACKIM H 1) 1P Huhl. 1P Huhl g 55l 1P Huhk, AN Silid NAT 8o .

* Source_port - CACEFMPEEG ] (TCP 5%, UDP) . X+ ICMP, J§i 11 2 J5 (B RR i B E
2.

* idfw_user - FonFH T GRS 44, ALHE 2 ASART AR E) 1P Huhik (¥ F P 44 s in 23047 R 45 H
R RN

* sg_info - 25 ASAT] LUK F 1P Mk (0 22 A AU bRl A N 2 R 48 HAE I 22 2 brid . L4k
Lz fbrid (RERATHD R BoR.

* dest_port - CACER Y H K93 (TCP 8 UDP) . X1 ICMP, H s 12 5 U7 #% 7~ ICMP
HEARRS, & TR R X TRA R, B URZE N 0. WiET ICMP W ER BB, i
il LLF URL:  http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml.

* hit-cnt number - 1t ACL %% H 7ERNCE (¥ I8 18] (8] b A SeVF BB ZE %0 M K. 20 ASAR I AL iEah
—AM R, EN 1,

» first hit - R A LI A RIS — S .

* number -second interval - 21Ty H IF AL E] R . Al access-list iy 2 Fl interval 32 77 13 5 I (0] B
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* hash codes - IHZ& X %20 ACE FIZH BH ¥ ACE T ENPANEAIACHDS . AR AR B vk T2 800
Fran i ACE. 2 BRiXEeiis{iE, &4\ show-access list fii4> .

BILHIERAE: LR RITE T4

%E%iﬁﬁé $ASA-1-106101 Number of cached deny-flows for ACL log has reached limit (number
).
AR WHE A ACL deny 15 A)HCE T log £ (access-list id deny f7%) , HA W 51% ACL ifF
HULHL, WASASZARER S . Wi EFEREASA AL &M sl TH AT E MR
fH (fi/H access-list deny-flow-max fi7%) . 7E5Z2 %] DoS Bitif5, RG] REL AR

* number - 1§ [f] access-list deny-flow-max 4 it & 1) B

BIAIRIE: BRI TAEATERAT .

gﬁ%iﬁfﬁ $ASA-6-106102: access-list acl ID {permitted|denied} protocol for user username
interface name /source address source port interface name /dest address dest port hit-cnt

number {first hit|number -second interval} hash codes

1B R VPN e Y (K07 1) 51 3% R aldb 4e s 0. il B 5 S 106100 25511 VPN/AAA
SUR/ e EPE

BILHIRAE: LR RAT TR

%gﬁﬁiﬁfa%ASA—4—lO6lO3: access-list acl ID denied protocol for user username interface name
/source address source port interface name /dest address dest port hit-cnt number first hit

hash codes

AR It VPN yEAR N U5 ) S dh 4 T 3N AR . v R 5 S 106023 25341 VPN/AAA
PUR/ESIEP oW

BILAIRIE: BRI TAEATERAE .

gﬁ%iﬁfﬁ%ASA—l—lO700l: RIP auth failed from IP address : version=number, type=string,

mode=string, sequence=number on interface interface name

AR ASAWCE S B O I0 UE R DR K RIP BB R . b T 28 ASA LI E A IR, BiE A7 A%
I ASARIEE R AR BERN TS, REE e Boas bl B .

BWBIRRAE: M R R R A T B, NP AR . A RSN AR T B rh A1 S U TP Mk,
T S SO AF AT AR Z A) () RIP S O3S UE B B o Mo & ml e 5l e BAT 35 0
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107002

108002

108003

108004

107002 JJjj

Hi%iHE: 3ASA-1-107002: RIP pkt failed from IP address : version=number on interface

interface name

WERA: B AR DY, BN A AR RFC B H A% Ui R, rIRES SEURIULIH B . J8H AN
GRAIKRIG O IR A, AR I RE AR T SR ASA K HH AR I BTG ) .
BRI ILHBR s IRERE T Bul, NP BUR . Bl Ciid B eiE cnc D, Jf
FLAC AL B S B DA o an SR B B I R T A AT SE i), 5 3 DA 0 DU S U A

giﬁ%i‘ﬁ%\: $ASA-2-108002: SMTP replaced string: out source address in inside address data:
string

1 RA: ] inspect esmtp iy &4 T A L4 (SMTP) 74 B . ASA {2585 e 7 HEAF bk A 176
M

BIIRAE: KHRPATAEITIRAE

gﬁ%iﬁﬁa%ASA—2—108003: Terminating ESMTP/SMTP connection; malicious pattern detected in the
mail address from source interface:source address/source port to

dest_interface:dest_address/dset port . Data:string
TLRA: ASA RLINE] Tl PEbIE R A B B 57 T i . IR ARG
BWRGIRAE: A AT AR

%E%iﬁﬁé $ASA-4-108004: action class: action ESMTP req resp from src ifc:sip |sport to
dest ifc:dip |dport;further info
AR X ESMTP i B AT ESMTP 7336 Hagi 2 fi € i 4 fF . AT T & 44 .
* Action_class - #AE 1285 : £ X ESMTP ULy 4 ESMTP 73255 #1546 4 & I #e it ESMTP
2
* action - REUK#AE: CLFF. DAERE., FEERQRBRER IRE
* req_resp - i K B Y
* sre_ife - J54% 4R
* sip|sport - i TP bl skt 1
* dest_ifc - H #3114 HK
« dip|dport - H /) IP #hhl-ok H 55 11
* further info - 1] g2 LA FE—FPE B
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108006
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KT AL A4, 1245 BT RE 2. UCECHIZEM ID: ULECr4 (44, matched Class 1234: match
body length 100) .

XTASH, ZEEWRE: 28ad: MAEHE (FlU, mailrelay: No Mail Relay allowed)
BIERAE: EHRPATAEMTEAE

gi%iﬁ,%%ASA—6—lO8005: action class: Received ESMTP req resp from src ifc:sip |sport
to dest ifc:dip |dport;further info

WLER: X} ESMTP 1 54T ESMTP 732K Hii 245 € 4. DT a7 H #5045 .

* Action_class - FRAE 2000 £16F ESMTP VLG AiT4- 2 ESMTP 7328 B0 S8 & 12 i ESMTP

2

* req_resp - i Kol [

e src_ife - YR 2K

* sip|sport - Y5 IP Hihk sk iF G 1

* dest_ifc - HI\#E: 4R

« dip|dport - H FJ IP #uhik-ak H ik D

* further info - 7] HEA& LA FE—FiME B
YT HANICAL T4, 1245 B et VR0 ID: VUfddr4 (411, matched Class 1234: match
body length 100) .
TS (SEES TGS, AERTEE: S8m2: fMERMEHE (B, mail-relay:
No Mail Relay allowed)

BILHIERAE: LR RATE AT

N

g'l%;‘ﬁ,%\ $ASA-7-108006: Detected ESMTP size violation from src ifc:sip |sport to dest ifc:dip

|dport; declared size is: decl size, actual size is act size.
WRA: 1 ESMTP ¥ B A/ RCPT iy P 5 (RN, RGEHG Lt fift
* sre_ife - J54% 14 FR
* sip|sport - i 1P bl a5t 1
* dest_ifc - H ¥4 L1 4 HK
« dip|dport - H ) IP #hhl-ok H 55 11
* decl_size - IR/
* act_size - S fr K/

BILAIRIE: BRI TAEATERAE .
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108007

109001

109002

109003

109005

108007 i

gﬁ%iﬁﬁ%.%ASA—6—lO8007: TLS started on ESMTP session between client client-side interface-name
: client IP address /client port and server server-side interface-name : server IP address

/server port

WiRA: fE ESMTP 4% b, JIRST430EH 220 WA 1% /5 STARTTLS #ir4 . ESMTP Al 5]
SRR R E LR .

* client-side interface-name - [ [n) 2 F* S (1) 42 11 1) 44 K

* client IP address - %% ' Ui ] IP Hbhk:

* client port - & i) TCP iy 5

* server-side interface-name - 1l [ [l 5545 vty (1) 422 11 1) 44

* server IP address - |55 7511 1P Mtk

* server port - ]2 55451 TCP %ij -5

BBYIRIE: W B R . KA B TR ESMTP S il i 2 75 2 AT allow-tls £:1F H
HEWE. MRKE, EBEREER TAC.

%E%iﬁf% $ASA-6-109001: Auth start for user user from inside address/inside port to

outside_address/outside port
URA: T AAA BiCE ASA, JF H ASA Kyl B4 ™ 15 Oy B ki oK o
BIWRGIRAE: A AT AR

HiRiH/R: $ASA-6-109002: Auth from inside address/inside port to outside address/outside port

failed (server IP address failed) on interface interface name.
BERR: ARG U R 58 1 B O S0AIE IR 55w DRIt B 0 60 1 SR R
BRI R E 10 S IR R 55 2 L2 AEISAT B I 5 & S R

%E%iﬁﬁé: $ASA-6-109003: Auth from inside_ address to outside_address/outside_port failed

(all servers failed) on interface interface name, so marking all servers ACTIVE again.
YRR A BT S ORI UE R S5 5
BIHIIRIE: M ASA X B I IE IR 45 45 AT Ping #:4E . HHIR)G & S R IEAEBT .

gﬁ%iﬁﬁa: $ASA-6-109005: Authentication succeeded for user user from

inside_address/inside_port to outside_address/outside port on interface interface_name.
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109006

109007

109008

109010

109011
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ERR: JRIE (1 5 AT SR I o
BIRYIRAE: BT fTIRAT

%E%iﬁﬁé: $ASA-6-109006: Authentication failed for user user from inside address/inside port

to outside address/outside port on interface interface name.

YRR RS I UETE SRR, TR B T E AR . )T AR TR R BETR,  (H AR A R

il & T no logging hide username iy 2 E.7 .

BILHIERAE: LR RATE T4

%E%iﬁﬁ%: $ASA-6-109007: Authorization permitted for user user from inside address/inside port

to outside address/outside port on interface interface name.
WERA: 8 BB R ) .
BWRGIRAE: A HAT TR

HiRiE/2: %ASA-6-109008: Authorization denied for user user from outside_address/outside_port

to inside address/ inside port on interface interface name.
YRR HIP ORs R e el wRE S i TR A AR
BILRYIRIE: LW BT AT

%E%iﬁﬁ?: $ASA-3-109010: Auth from inside address/inside port to outside address/outside port

failed (too many pending auths) on interface interface name.
YRR T RS EF AL BRI SR 2, I CVR AL BE 5 3 B0 R T 3K

EARYHRAE: A B ISR RS54 T ORI T G Y By Bk 1 K . {¥ ] floodguard enable iy 4>
Ji ] Flood Defender Zfit .

%E%iﬁﬁ? $ASA-2-109011: Authen Session Start: user 'user ', sid number
WEBR: AR ENUFN ASA Z I3 T B I RS 1E, AH R 58 k.
BIRYIRIE: LR PATAE R
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109012

109013

109014

109016

109017

100012 I

%E%iﬁﬁ? $ASA-5-109012: Authen Session End: user 'user', sid number, elapsed number seconds

YRR B RAIESAY ORI . HIP AR UGN D FT AT B O ik . AT LA timeout uauth
iy S U T IR AR R SN )

BIRIIRAE: R RATAE TR AT

’éia':é“}‘ﬁ,% $ASA-3-109013: User must authenticate before using this service
YLRR: H s seiAT B IR UE, SRS A B RS
EIBYIRIE: JCAl ] FTP. Telnet 8 HTTP MHAT B3 500E, AR5 P ZIR S -

g’l?né”;ﬁ,%\ %ASA-7-109014: A non-Telnet connection was denied to the configured virtual Telnet
IP address.

AR BRI SR B HH Y BB K
BEICHYIRAE: MAORACE TS AAA SR IEF] AAA BB 254

HiRiH 2 2AsA-3-109016: Can't find authorization ACL acl ID for user 'user '

HEA: 75 AAA RS2 E IR P38 E A TRTE ASA EANIELE . TR E ASA Z R E AAA i)
o8, NESRAENRE. AAA RS2 AN s e Bk (VSA) il g2 L FEHZ —:

* acl=acl ID
* shell:acl=acl _ID
* ACS:CiscoSecured-Defined-ACL=acl_ID

BIBYERIE: ¥ ACLININE] ASA, HHfRAEHYE AAA IS4 L 3a e AR [ 24 55

giﬁ%i‘ﬁ%\: $ASA-4-109017: User at IP address exceeded auth proxy connection limit (max)
WAR: H PSP G0 RIS, I BT MR EE R 2

LNMHW fi A\ proxy-limit proxy_limit fiv 2 SEANACEERR G, BCEESR ] R 4. ok
HRVYRAAE, WRTR W REAR A T DoS B

A% B&E S 101001-199027 .
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B 10008

109018
%E%iﬁﬁ? $ASA-3-109018: Downloaded ACL acl ID is empty

WER: RPN A ACE. XFMGHLAT e H T B PR 4F 5 iprinaclt PS5 1R 0L ZHE access-list
AT EU .

junk:junk# l=permit tcp any any eq junk ip:inacl#l="

BIBIRIE: AL AAA IS5 as LAFEILRR R AT IR ACL 411

109019

gﬁ%iﬁﬁi $ASA-3-109019: Downloaded ACL acl ID has parsing error; ACE string

WA FEMEAT O N E BN JE M AT A iprinacENNN= 1715 NNN W]IR A B fT 5 . B PR L4
el = # M = 2 AR AR TR NNN KT 999999999

ip:inacl# 1 permit tcp any any
ip:inacl# 1ljunk2=permit tcp any any
ip:inacl# 1000000000=permit tcp any any

BILBIRIE: IR AAA 55 as EAFEILRR 7R AT IR ACL TG

109020

gﬁ%;ﬁfﬁ %ASA-3-109020: Downloaded ACL has config error; ACE

R O FEEA R H A — N AR E R, WP RS Z It RSO BT R IE
ZH T access-list fir A i50) LA S 2 .

BIBIERIE: AL AAA IS5 ds LAFEILRR R AT IR ACL 411

109021
EiRHE: $ASA-7-109021: Uauth null proxy error
YRR RET AEHI T SR RERT 1R .
BIWBIRAIE: O PATEM R (2, WRMHEREZ I, EHR AR TAC.

109022

HIR S SASA-4-109022: exceeded HTTPS proxy process limit

WA W TR HTTPS SR HE, ASA #EHRE — MR N B I IENT SRR ST . 4 FINIE4T )
BEREHGE L RGN R EI, ASA APATHBIIUE, I Bastbid &

BILHIERAE: LR RATE AT
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109023

109024

109025

109026

109027

100023 i

gl%iﬁ,%\ $ASA-3-109023: User from source address /source port to dest address /dest port

on interface outside interface must authenticate before using this service.
LRR: MRURIC B s, T Z0EA T S U0l A e M 55 v 11
BRI S IR S5 b 1 2R, (] Telnet. FTP 5k HTTP BEAT S350k

EiRIH B 2ASA-6-109024: Authorization denied from source address /source port to dest address

/dest port (not authenticated) on interface interface name using protocol

WAA: N AAATILE T ASA, - HH P S5 7E %A S Cl ot 5 0y 0 UE 00 R 5 ASA #t57 TCP i
Pz,

BIIRAE: KHRPATAEMTIRAE

g’l;&;ﬁ,%\ $ASA-6-109025: Authorization denied (acl=acl_ID) for user 'user' from source address

/source port to dest address /dest port on interface interface name using protocol

YRR KA. KA A SIEAILA, A SEMAREAILE BnfERSIE4a 0 ) o M
JUacl_ID #4474, ZH ) acl_ID a2 R 407 M RS 4% (ACS) L1 AAA BB E

BIRIIRAE: KR RATAE TR AE .

giﬁ%“}‘ﬁ%\ $ASA-3-109026: [aaa protocol ] Invalid reply digest received; shared server key

may be mismatched.

WAR: TCIARAER B AAA RS EIImINY . FOE KRGS 485 P REAN IR . /AL RADIUS 5L
TACACS+ Il 55 4% 114 55 0 18] 7] g 2 26 e v 6L o

IUEH H aaa-server v & A0 B HI RSS2 2 T IEH .

gi%“;ﬁ,%\ $ASA-4-109027: [aaa protocol] Unable to decipher response message Server =

server IP address , User = user

WEER: TCVEERUER H AAA RS AR . L IR S5 48 S AT AN IEM . 7R 4022 RADIUS 54,
TACACS+ %53 I F 5 IR AT A 2 WoR by B o server TP _address /& 4H5¢ AAA R4S %511 1P ik,
P& SRS - 44

BIHIIRIE: KEAH aaa-server iy A B (MR 55 75 5 B & 75 IE A
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109030

109031
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gl%iﬁ,%\ $ASA-4-109028: aaa bypassed for same-security traffic from ingress_

interface:source address/source port to egress interface:dest address/dest_ port

AR SPCE N AAARUUVCEC R 2 A it ot AAA. AL MEOL T, A& L.
TEAE AT ) 2 A GO0 e B A P L2 I A3d . SV I 2 i s AAATICEAEA T include
5 exclude k.

BIRYIRAE: KRR fTIRAE

HIRBE S SASA-5-109029: Parsing downloaded ACL: string
BBR: TR 54 5 TR N RADIUS R4S #s R 2 i nl 7R I &k A B Vel i .
o string - — 4RI R, TRV T BEIE U i) B3R E AT A TR VR AR R

BRIHRAE: AL S R IR BRI O B IE RADIUS Hi 55 % F B A U7 1) S35 SCHH TS
B

gl;&‘;ﬁ.% $ASA-4-109030: Autodetect ACL convert wildcard did not convert ACL access list

source |dest netmask netmask .

WERR: I B S IIE BC AT R 24 A LA AN 2 e 4
AP ) 1 J DAL SR BT PR AV 1 2 ) 2% ) e 3 T 1 3

* access_list - TLIELA K17 7] 713

* source - Jii IP Hifi:

* dest - H 1) 1P il

* netmask - UL 540 2EHETER R H B bk Y 5 P HERS

BEIRYIRIE: A7 RADIUS A4 4 b Im FLAFACE 107 7 51 38 X S HERD o Lt SR Do 248 A 1 127 42 T T
£, IF HazRssa% BRI PA U7 0 1R 8 HERD I A @ FUAT, I AAA JIiRZ5 #3158 H acl-netmask-convert
(R T AE A e U, 375 0 D0 248 4 ) 150 Sy 3 300 ) 2% 4 ) AN A0, 2 BT CRJD Y 8 A 0 e 48— ko
B IAEED AT MG HERD . 1hn, 00000000.00000000.00011111.11111111 B8-Sk
0.0.31.255) o LN SR LHERD N 128 15 P 2 HEA, I HAZ IR 552 L (1R BT U7 [l 47132 W9 288 HE R 32) O 317
T2 HERY, I AAA RS #%48 F acl-netmask-convert (13850 P9 25 HED % &

CU7E RADIUS k4528 NI E 8h4A ACL. K4
o Y 2 R

’éia':éiiéi,%\: %ASA-4-109031: NT Domain Authentication Failed: rejecting guest login for username

AR HI 2 ulont A U7 2 K U ) BE K NT ST S e, (HIZH P A AR NT eds a4 BRI
ROUP 4 AR
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109032

109033

109034

100032 JJji

BIHIERAE: WARZ S RA RN, TEE NT RS H iRk o an A eV izt v, e
ity PATAT T 311

%E%iﬁf? $ASA-3-109032: Unable to install ACL access list , downloaded for user username

; Error in ACE: ace .

12BA: ASAM RADIUS JR55 300y i) #0142 AN+ P i, (HAIR PRI B A5 18 V54
e SRS R AT RS SEUE I AT, K ASATGVE P HEAT B BGAIE .

* access_list - S} PLLR BN VI M HIR A FR, & W7-7E show access-list 7y 2 (14 Hi
* username - FIEHNE 32 W7 W) FI R LA H 44 R
* ace - AN BVEE R IN IEAEEAT AL B IR V7 [0 51 % 5% H

EILHIIRIE: B IF RADIUS iS5 280 & K7 [0 418 & o

HiRjHE 2ASA-4-109033: Authentication failed for admin user user from src_IP . Interactive

challenge processing is not supported for protocol connections

AR FEXTE EEREIH T S AR il R T AAA FURACEE, {HJE ASATGIRJA 85 % i H 1)
AAHAPTRAE I . ARSI, RICKAE L2 T S B KA IR 400 8
* user - BLHEAT SO B TP 1) A4 FR
* src_IP - % S EALI IP Hudilk:
* protocol - % Ui E R (SSH vl 8 2 HTTP)

BIBYIRIE: THACE AAA, (X SSIER AU R AR R AL B . I T R R A 2 Sl o RADIUS
[n) RSA SecurlD AR 2523 BATAMFET ML) AAA RS 23 00 UEIX LU H 25,

HiRjHE 2ASA-4-109034: Authentication failed for network user user from src_IP/port to
dst IP/port . Interactive challenge processing is not supported for protocol connections

VAR LENT L E BT S IS A R T AAA SRUIALER, {HJE: ASATCYE A 3h5 % v v FH I
A H AR, RAIXFMEL, RG4S B T 5 0 B0 E PR - 4a % 3z

* user - BT SR BOAUERT T A4 FR

* src_IP/port - & ] i ALK TP Hudik Fldg 11

* dst_IP/port - %% )7 Uiy 2 A FE (1) IR 55 4% (1) TP btk ey 11

* protocol - & ) i E L (W FTP)

BIATIRIE: FOMECE AAA, XSS RUA R A AR BE . I R R LI 0 0l ik RADIUS
1] RSA SecurlD JIl 55 #% BATAR 3 T2 R AAA 55 #8 S0F X L g8
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%E%iﬁﬁ? $ASA-3-109035: Exceeded maximum number (<max num>) of DAP attribute instances for

user <user>

AR WIRM RADIUS g5 a0 DAP Ja ME S0 8 Y 5645 2 1Y A IERZ N SR VF i dm K Ec,
ARG AU H .

BIRIIRAE: B0 DAP JETENCE LIS DAP J& PEACEHD BUICT HAS R E K e vrdics:,  UAE
T g K P AT LLEA T IE L

%E%iﬁﬁ? %$ASA-6-109036: Exceeded 1000 attribute values for the attribute name attribute

for user username .

iAR: LDAP Wi B B — AN s AT 1000 ME.

* attribute_name - LDAP J&E4FK
* username - 53N H T H 44

BIRIRIE: KHRPATAEMTIRAE

%E%iﬁﬁ% $ASA-3-109037: Exceeded 5000 attribute values for the attribute name attribute

for user username .
WLAA: ASASCHR N AAA IRSSEFR R — B IERI 2 M. W AAA JIRS5#8 A2 1 A3 5 b By
7] — J@ PR I 5000 4>, TI) ASAZHE b B i B A A% a4 S e il . A e &
FTAA TR S g0 = A, A B X PGS SEBR AR 7= 28 A K ] B2 R AR IX RIS Ot o

* attribute_name - LDAP J& 1 2 FK

* username - %F3EIWAFFHFIH F 44
BBIATIRIE: AP BURARES (W11 WireShark) i3k ASAFT AAA Ik 25+ 2 (B I S B0 bl &, 4R
AT R B TAC 74T

gﬁ%iﬁfﬁ%ASA—3—lO9038: Attribute internal-attribute-name value string-from-server from AAA
server could not be parsed as a type internal-attribute-name string representation of the
attribute name

WRA: AAA T ARG KK A AAA IRS2% 00 Jm PR Jy P B s I X R
* string-from-server - I AAA Hr BN 245 8, 3T 40 M55 .
* type - TR JEMERISA
EIHIIRME: WAE AAA RS 8 LR IERA R T i@ BHXEZEE, & debug ldap Al

debug radius %,
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109039

109040

109100

109101

100039 i

%E%iﬁf? $ASA-5-109039: AAA Authentication:Dropping an unsupported IPv6/IP46/IP64 packet
from lifc :laddr to fifc :faddr

EA: 7 IPve Hulik BB I NAT #4004 IPv6 Hulikfr) IPv4 Hulik (8 A 7552 AAA B 50 IF B9
o AAA SO IGUEFIZANAS S FF IPve Hiht. RS EF AR .

* lifc - N1 0

* laddr - Y5 1P Huhl

s fife - Bz

* faddr - NAT ¥4 J5 (1) H ¥ 1P Hikik ()

BILHIHERAE: LR RITE T

EIRIHE: $ASA-4-109040: User at IP exceeded auth proxy rate limit of 10 connections/sec

WERA: T ASA KR TR A [H— AU HTTPS S I iE il =kair i s, PbdEds 7% H 254
* 1P - JOETERLI AL TP bk

BEICHYIRAE: BRI (0 ELEAR R S 4 B0k 2 A

gﬁ%iﬁfﬁ $ASA-6-109100: Received CoA update from coa-source-ip for user username , with
session ID: audit-session-id , changing authorization attributes

WLAA: ASACTEIIA SIS ID 4 audit-session-id [ )7 username AFEK B coa-source-ip 1) CoA 3l
BUBIE K. ASA BRSNS OB S, A HBHMTRAEIF N S, B AU R H &N . 7k
HORTEOUT , XELE RO AL BRAZABCE U AR M — R 48 H AR R

* coa-source-ip - FALFZBUE K T L) IP Huhk:

* username - 2 1% IEA% ST O FH

* audit-session-id - IEAEAE 2315 1427 ID

BRI KHPATAEITIRAE

%E%iﬁﬁ% %ASA-6-109101: Received CoA disconnect request from coa-source-ip for user username

, with audit-session-id: audit-session-id
WLAR: ASACWCRIENTES) VPN 2 1& s X EAf Wi TR K, I Ol &abddz.

* coa-source-ip - JRESFALIE K B LK) 1P ik
* username - 5318 IFA S UK H
* audit-session-id - IE{EAE S 2315 1427 ID
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BIRIE: KHPATAENTIRAE

%E%iﬁf% %ASA-4-109102: Received CoA action-type from coa-source-ip , but cannot find named

session audit-session-id

WiRA: ASACCEIFEAU KA ROES, HZIE R E M43 ID 5 ASA ERAETIFZ & 10 AN
VERC. XA HER SR AR P EOR P A 2 1B A 3 B e LA ez BUIR 55 2 I 2

* action-type - W RIZAUH SHAE  CHFr ek F 154D
* coa-source-ip - K EFZAE K H L) 1P Hivhik
* audit-session-id - [FEAEAE L2154 5 ID

BILHIERAE: LR RATE AT

%ﬁ%iﬁfﬁ %SASA-3-109103: CoA action-type from coa-source-ip failed for user username , with

session ID: audit-session-id .
LB : ASAW RN SIEHIRBUE G K, TGV B 15 5K

* action-type - Vi KA AT CHBT a4 8O
* coa-source-ip - REIZBF K L) 1P Huhlk:

* username - 2 1t 1A% 5 U P

* audit-session-id - [EAEAE LI 21542 5 ID

BNEYIRAE: PHAAICH VPN 7RG, DURE JCE T 50T o P A s PR s e i 2% 1 B2 1 ) st
PSP

gﬁ%iﬁfﬁ SASA-3-109104: CoA action-type from coa-source-ip failed for user username ,

session ID: audit-session-id . Action not supported.
WA : ASA WeBIAS SR I BRBCE s K, H il T ASAARSRHRZR IR, BIR A FIZIE K .

* action-type - Wi REACH A CHBTEBTITEED)
* coa-source-ip - R ARFZBUE K T ¥ TP Huhk:

* username - 23 0% 1A 5 LU FH

* audit-session-id - 1IEAEAE S TE 4 5 1D

BILRIIRAE: R RAT TR

gﬁ%iﬁfﬁ $ASA-3-109105: Failed to determine the egress interface for locally generated
traffic destined to <protocol> <IP>:<port>.
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ID #+F 110002 2 113085 z 352 [

YRR MELLE BVI, WA, W ASATBEIIRK ARG HE. WA, WIRAFAEERIARS
H I HL B R Bl B i 20 A % 11, MGV AT ERER . X T~ Firepower Ui B, R4t
FERR L D 2 R e A R P o DAL, A SRR s St S e BN R 0 H (3t AR REREAT
PRI

BEINBYIRAE SRS TEAA I F S I ER A B b slds I i A % ol

ID /;F 110002 % 113045 =~ (8] HYH B

110002

110003

A AEE ID AT 110002 2] 113045 2 18] 131 L .

gﬁ%iﬁfﬁ SASA-6-110002: Failed to locate egress interface for protocol from src interface

:src IP/src port to dest IP/dest port
WLER: 4 ASAZHIRHREI M T A B A i B N R AR R
* protocol - FAR AL MY
* src interface - RILFAR AL L
o sre IP - B4R AL 5 TP Hidik
* sre port - YR 15
* dest IP - s GL ) H () 1P bk
* dest port - B )i 15
RESBOIRME: STRIBEUON B L RO LR S ECRI R (AT R JER IRE TAC,

%E%iﬁf% $ASA-6-110003: Routing failed to locate next-hop for protocol from src interface
:src IP/src port to dest interface :dest IP/dest port

YEAA: 4 ASAZHRA/ERE HBR R TP A — BN R AR R

* protocol - HHE ELIK ML

* src interface - FOE P ALIFE

* sre IP - B AL [R5 1P itk

* sre port - YR 15

* dest IP - ¥dfa B (¥ H 1) TP Hiutik

* dest port - H i 105
BIERRAE: SRR R BCE DT EET RIS AT RN R, IR AR TAC, iR
FErh, f#H show asp table routing iy 75 A i FH R M PEANE &
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111001

111002

111003

111004
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$EIRIH B sASA-6-110004: Egress interface changed from old active ifc to new active ifc on
ip protocol connection conn id for outside zone /parent outside ifc :outside addr
/outside port (mapped addr /mapped port ) to inside zone /parent inside ifc :inside addr

/inside port (mapped addr /mapped port )
WAR: H D B E O
BIBIRIE: LR PATAE TR

%1%3#1,% $ASA-5-111001: Begin configuration: IP address writing to device

WA WA write S, KHIEMRCE ARG A CIRAE. NAFE. TFTP. #iba D4 o HI e 46 g
HlE ) L. IP_address 5782 7E 46 5 b IS J2 1l i Telnet 8T8 3% .

BIRYIRIE: LR PATAE R

gl;&iﬁ,%\ $ASA-5-111002: Begin configuration: IP address reading from device

BER: (SN read fr%, BUMKERA WAL, 7. TETP. WOREUIHA U b bl & 2
BEHUASINCTE . IP_address 151 A 4200 6 3 116 R Telnet JE BEEAT T35

BIRIHRAE: R RATE TR .

gl%“;léi,%\ $ASA-5-111003: IP address Erase configuration
WER: ML RGP write erase fr 3N T INAZI A, TP_address ({4513 AE 3 £
LWL Telnet AT & 5% .

BIHIERAE: BRI ES, FERACE ASATFRAHICE . o, Gt m] U Z T fRAr AE 8k ulid
2 HAbAT B 1K) TFTP ARk 55as L AURCE W E B

gl;&“;ﬁ,%\ $ASA-5-111004: IP address end configuration: {FAILED|OK}
WAR: &% T config floppy/memory/ network 7ir % 5 write floppy/memory/network/standby iy % .
IP_address {H R/~ & 7E3 I & i d 2l i Telnet BT B 5% o
BIERME: AR OK 45, WIETHHATAETHRAE. WA BFam kA T, 8 22l fif v
e B, R A SN, IR BT S OR A WA TFTP R 55 48 5 A8l
ER RIS 2 C R B
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111005

111007

111008

111009

111010

111111

111005 JJjj

$EIRIH B $ASA-5-111005: IP address end configuration: OK
WAA: OB E RN, TP_address {iF5 78 2 7R 7 G o L IS 2l I Telnet S FEE4T 8 5% o
BWRGIRAE: AT AR

gl%”;léi,%\ $ASA-5-111007: Begin configuration: IP address reading from device.

WLER: %I T reload EX configure iy DAL E o Woas AT LLEHAL . PAE. M. &K
K. IP_address {HT5 7~ /& 73 5 v 10 2 30 3 Telnet AT & H:KL

BIAIRIE: KHRPATAEMTIRAE

gll;&’;ﬁ,%\ $ASA-5-111008: User user executed the command string
WAA: H I T BR show v & LLAMEATA i 4
BIBIRIE: BT PATAE T ERAE .

%ia':é‘}ﬁ,% SASA-7-111009:User user executed cmd:string
YRR A TAMEMBCE N 2 AT show i &I 4 25 R BB B -
BIHYIRME: B PATAE A

g’l%;ﬁ.%\ $ASA-5-111010: User username , running application-name from IP ip addr , executed

cmd
YERR: FH P REAT TCE R

* username - AT E UK H P

* application-name - 1% )1 IEAT 1)V H
* ip addr - & HEEL ) 1P Mkt

s cmd - P CHAT 4

BILAIRIE: BRI TAEATERAE .

gl%;ﬁ.%\ % ASA-1-111111 error message
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113003

113004

113005
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YRR AR T ARG A B R .
BRYIRAE: WORAEVRAT AL, HIKAR DR TAC.

g’l?&}ﬁ.%\ $ASA-2-112001: (string :dec ) Clear complete.
YLAA: I BRI B )R Do, DR RIS RAT S .
BICRYIRIE: LR PATAE IR

%gl;&“;‘ﬁ,%\ $ASA-3-113001: Unable to open AAA session. Session limit [Iimit ] reached.

WA T AAA RIEAATH], KL TGCIAE IPsec B iE Ek WebVPN iE8: FHAT AAA #:4E . limit {15
IR AAA FE I EREUE.

B RYIRAE: RATREIAD N AAA BEUKI K o

%1;‘%;&1,% $ASA-6-113003: AAA group policy for user user is being set to policy name .

WERR: A R 2 [ 5K policy name 74 i 5 FETE AL ORI AL « I policy name 7ENLE LOCAL
B3 IAE I B username iy 215 5€, BUA ElLE RADIUS 543 56F N £F RADIUS CLASS &M ik
[EI8

BILHIHERAE: LR RATE T4

gl%‘;‘ﬁ,% $ASA-6-113004: AAA user aaa type Successful: server = server IP address , User =

user

BA: IPsec 5 WebVPN M4 ¥ AAA #AF RN e . AAA RALZ B RRIE . FAEIK.
server_IP_address ;210 AAA RS540 IP Hilib. P2 HERECEH 4.

BIRYIRAE: WA T34

g'l%?‘ﬁ,%\ %ASA-6-113005: AAA user authentication Rejected: reason = AAA failure: server =

ip addr : user = *****: yser IP = ip addr

WERR: ER LY AAA SR EIERI. P A TETCRECR A BagE, {HAEA2EALE T no logging

hide username 7y 2B 7R o

BIBIERIE: mIX SR,
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113005

113006

113007

113008

113009

113005 ]

g’l;&iﬁ.%\ $ASA-6-113005: AAA user authentication Rejected: reason = AAA failure: server =

ip addr : user = *****: user IP = ip addr

YRR R LI AAA BRISIERIE . TP A A TR RN B, (HAEAT L E T no logging

hide username 7y 2 5 B~ .

BILEIRIE: IS MR,

giﬁ%“}‘ﬁ%\ $ASA-6-113006: User user locked out on exceeding number successive failed
authentication attempts

YLRA: ACHUPCE I e . WA P I A SR B SR IA B CUC B ) RO B R, s K
AIXFESL,  HF HAX LR R POl 22 3 A T W T S e S B R A e dE 4, 305 B AT
clear aaa local user lockout @i 2 f#811Z% M )7 . user ZILCBUENH S, number JZ{# /| aaa local
authentication attempts max-fail 4Pt 5 A% S2 MR I E

BARYIRIE: ST clear_aaa_local_user_lockout i 48l F /- B HE R/ 1 B KO S 5 4y S ik
RIMCRHL

gi;“;ﬁ,%\ $ASA-6-113007: User user unlocked by administrator

AR i {# ] aaalocal authentication attempts max-fail iy & ¥ B 15 K 42 5 43 50 E RO $
BB R A HOC B P & i FE 7 1 1S3 R  o

BIAIRIE: BRI TAEATERAE .

gl%;ﬁ,%\ $ASA-6-113008: AAA transaction status ACCEPT: user = user
WRE: 5 IPsec B WebVPN JERESCIBEM ) 1) AAA 55 CR N5 K. user & 5B ) 44
BICRYIRAE: LR PATAE TR

gl%‘;ﬁ.% $ASA-6-113009: AAA retrieved default group policy policy for user user

WA ARG IPsec B, WebVPN EFEIT T S K AE SR . R4 O R #H tunnel-group 5 webvpn
i A48 E M AL SR s 1 JE 1

BIRYIRAE: WAL TR
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g’l;&iﬁ.%\ $ASA-6-113010: AAA challenge received for user user from server server IP address

WAA: SecurlD 55 &4 AS IPsec EEHLHEAT T S SE. RGN AL RIS B, A5 T
BrRAIE .

* user - IR ICHRIIH] 4
* server _IP_address - 15C AAA IR5525 1) 1P Mol

BILRIIRAE: KR RATE TR

gl%‘;ﬁ%\ $ASA-6-113011: AAA retrieved user specific group policy policy for user user

WAR: RGN [Psec B WebVPN & AT T B SAIFEIRAN . R4 AL R Al tunnel-group 5 webvpn
i 445 8 I AL SR WS 1R JE 1

BIRIRIE: KHRPATAEMTIRAE

Hi®iHS $ASA-6-113012: AAA user authentication Successful: local database: user = user
WiRA: 5 IPsec B WebVPN 4% I HI /™ LR Dl it At ] 7 Hicdfa 2 () 5 4 B

* user - RIS H] 4
BIBIRAIE: LHPATAE T ERAE.

gl%;ﬁ,%\ $ASA-6-113013: AAA unable to complete the request Error: reason = reason : user

= user

WLAR: 15 IPsec B WebVPN ZEH CHEII 1 (1 AAA 555t TGN R, B i 138 S SR mes i 4
CEELCR

* reason - it K {14015 &
* user - SIERCWIH 4
BIBYRIE: EHPATIEMTEAE.

g’l%’;ﬁ.%\ %ASA-6-113014: AAA authentication server not accessible: server = server IP address

. user = user

AR FH4T 5 IPsec B WebVPN FE4: I AAA F4- MR, W&o SHE M AAA RS 281S .
XA RE ST REA S FEH P2 RN, BRI T4E aaa-server 21 L ' (1) 4 13 IR 45 2% LA K
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113015

113016

113017

13015 JJjj

XL S As T . P S AE JCRAECR A BRi, {HAEA ENCE T no logging hide username iy

R TV

BIBIERIE: WUES CRE AAA JIRGS AR RERE

%E%iﬁﬁé $ASA-6-113015: AAA user authentication Rejected: reason = reason : local database:

user = user: user IP = XXX.XXX.XXX.XXX

WAR: T 5 IPsec Bk WebVPN R ICILI HI 7,  [n A H ] P 250 1 04T B 0 B0 UE i =R CLpldE 4
P AR TR FN I B, A A0 E T no logging hide username iy 2N 7K

* Reason - 15 3K 4% 15 206 1) J DX ) PRl A5 5

s user - HIEEICHIH 4

* user_ip - &5 (B iE B AGE K 1 H P 1) 1P Hidik<915CLI>

BHYIRIE: CRHIT AT ERAT .

HiRiE 2 2ASA-6-113016: ARA credentials rejected: reason = reason : server = server IP address

: user = user<915CLI>: user IP = XXX.XXX.XXX.XXX

WRA: 5 IPsec Bl WebVPN ZE4 G A F P 1 AAA 55 th T-A5 5 M R, mlas b 3 S SR mes i 4
s, P A4 TR A B, (AR RECE T no logging hide username iy 2 I 7 o

* Reason - 15 SKAAE 44 1) S DA 1 4845 1L

* server_IP_address - 115 AAA JI5545 1) TP Mk

* user - HEERRIRIN 4

* <915CLI>user_ip - K& Sy B ik sRAZBGE K 1 H P (1) 1P bl
BIHRAE: R PATAEATERAE

gﬁ%;ﬁﬁ? $ASA-6-113017: AAA credentials rejected: reason = reason : local database: user =

user: user IP = XXX.XXX.XXX.XXX

1BA: 5 IPsec B WebVPN JERSCIER T 1 AAA F45 i AR T AWM, B8 b T3 S SR mes i ik
fEd . Y AAA FSLEARM A P AR Th AT AR TEINE AAA RSS2 Th b T, A4 2Rt
HAF .

* Reason - 5 R4 40 48 1) I DA P 4045 B

* user - SEEIOCHIIH 4

* user_ip - A B BAE S BOE K W H P ) TP Mkt

BILAIRIE: BRI TAEATERAE .
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%%E%iﬁf? $ASA-3-113018: User: user , Unsupported downloaded ACL Entry: ACL entry , Action:

action
YEBR: S ERUERSS 2 T8 T ASCHRE U ACL 25 H o NS4 A :

* User - 228k
* ACL_entry - NS B ENIR S5 28 T8 T A SCHF ACL 4 H
* action - I FIASZSHFI ACL % H IR A

BN RYIRAE 0 PR D S O IR R IR 55 A5 1 ACL 46 H . BIAFA SRR ACL 4% H % A

%E%iﬁf% $ASA-4-113019: Group = group , Username = username , 1P = peer address , Session
disconnected. Session Type: type , Duration: duration , Bytes xmt: count , Bytes rcv: count

, Reason: reason
WEBR = 5755725 PR IR R) s 1 PR P DRI 32 40 1K) I i) A0 i AT

* group - 4| A

* username - [f] 7 44

* IP - X AEAR M

* Session Type - 231K 8 (41 IPsec B UDP)

* duration - ZEFEFFLENA], LU/NES S A3 BhRIRD 8 s
* Bytes xmt - f& 1) 5154

* Bytes rev - HUH) 715 4L

* reason - W T IEFE 1) J5L 4]

User Requested (H] /7 Uik k)

Lost Carrier (Z2R1zE i)

Lost Service (JIR% 25

Idle Timeout (7% PR

Max time exceeded (i 5+ 5[] R
Administrator Reset (2 i1 #H )
Administrator Reboot (52 15 )5 )
Administrator Shutdown & 2 53 ¢ )
Port Error i 185 1%)

NAS Error (NAS #i7)

NAS Request (NAS 13K )

NAS Reboot (NAS HJi7)
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113020

Port unneeded (AN 23 1)

113020 [

Connection preempted GEHZAEHE L) o« KRB AR (RI—H D [RIB SRR Effvuthin

R, GO RN s B, s SR AT 45 0 P 44 RV R 8 o IR
Port Suspended C¥ifj I 2L FE#D)

Service Unavailable (JR45AN] HD

Callback (HAT[F]3H)

User error (P H52)

Host Requested ( L i3k EAL)

SA Expired (SA TV i)

IKE Delete (IKE fil)

Bandwidth Management Error (i 5 & B 57D
Certificate Expired (UF-15 Uik 40])

Phase 2 Mismatch (£f 2 [ Bt A IEHD)

Firewall Mismatch (i K85 A JCHL )

Peer Address Changed (4544t £ 58 60)

ACL Parse Error (ACL fE#TH;15%)

Phase 2 Error (5 2 [ Bt4ii7)

Configuration Error (Jit & 45 %)

Peer Reconnected O 4544 O BB £

Internal Error (T2

Crypto map policy not found HEASZ1] i1 Wb s D
L2TP initiated (L& L2TP)

VLAN Mapping Error (VLAN W54

NAC-Policy Error (NAC $M&455)

Dynamic Access Policy terminate (#2515 [0 Hhg 210D
Client type not supported (ANSCFFRE 5
Unknown CAR%1)

BEICRYIRAE: BRARAH Y SR PR W AA AR I 8, A5 WG 75 AT AR 44

gﬁ%iﬁfﬁ $ASA-3-113020: Kerberos error: Clock skew with server ip address greater than 300

seconds
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113023
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WAE: T ASARIARS o5 E R B 28 T et (300 #) , [Mid i) Kerberos Ak 45 2% %t IPsec
5 WebVPN I 7 AT S0 B0 IE R . ZEIX PG LT, RGFR %2R

* ip_address - Kerberos R 552511 1P Mkt
BINATIRIE: [P ASARI Kerberos M 554 L 14t

gl;&}ﬁ,%\ $ASA-3-113021: Attempted console login failed. User username did NOT have appropriate
Admin Rights.

WRR: H P 2Hlur m A EE G, HeiEda.
* username - H P IR P 4

BRIAIRME: WRAPESINE AR, R EEHE RS2 (LOCAL 8, RADIUS
B AEIRS 28 BB E N RV

* nas-prompt - SOVFLAFT A & sk 1 6 I THATHUR, (A RYF (BLEB SO Uik
* admin - RVFITA VIR, Jf H el dr A R — BT 4

0, PR LIANE 24 i 7 Al 7 A B 65 RIC AR NEAT & 24 R BT XX S8 I UK

gﬁ%ﬁ%%ﬂ%ASA—2—113022: AAA Marking RADIUS server servername in aaa-server group AAA-Using-DNS
as FAILED

WAA: ASALZEUN AAA RSS2 KX B B0 E « FEABLEACIRIE K, (ERAE T B AR I I 1) B A Wi 38
WY o AAA RS F BRI A AT w5 T AR 55 I o

* protocol - SARIUE PR IZERL, I RLE LN R 2RIz —:
- RADIUS
- TACACS+
-NT
- RSA SecurlD
- Kerberos
- LDAP
* ip-addr - AAA JIR55 %1 TP Huhik
* tag - IR #4144
BIHYIRIE: B0UE AAA JIRS5 AR 2 77 A T LIRS TF Hnl A ASAVI ]

%E%iﬁf% $ASA-2-113023: AAA Marking protocol server ip-addr in server group tag as ACTIVE
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113024

113025

113026

1304 [

B ASATHEFTMIN L HTARIC A R 1 AAA TS5 4% . AAA RS ZBLAT I TS5 AAA i 3K
* protocol - SARIAEYMMIFIZETY, ArLLE DL R —:
- RADIUS
- TACACS+
-NT
- RSA SecurID
- Kerberos
- LDAP
* ip-addr - AAA HRZ75 11 1P Huhl:
* tag - 55 A A4 PR
BIAIRIE: BRPATAEATERAE .

g'l%?ﬁ,%\ %ASA-5-113024: Group tg : Authenticating type connection from ip with username,

user name , from client certificate
VLRR: THIRLH P 2 Dh eIt A il O 4R LA T AAA P A R st iR 4 o
* g - PEIEA
* type - ERIM (SSL &) i sl Ao % ) i )
e ip - EEH R 1P Huhk
* user_name - I35 F il P2 CAH T AAA 44 FR
BWRGIRAE: THHAT TR

‘éia':éiiéi,% $ASA-5-113025: Group tg : fields Could not authenticate connection type connection

from ip
WLAA: JCiE MR DS 1 4
* g - FEIEA
* fields - B 1) DN 7Bt
* connection type - A (SSL % P i B G % 7 i )
s ip - R P 1P ik

EILATIRIE: B R NSRS IEM1% E T authentication aaa certificate. ssl certificate-authentication
F1 authorization-dn-attributes <% 5 .

g’l%;ﬁ,%\ %ASA-4-113026: Error error while executing Lua script for group tunnel group
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113030
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WA N P ol B LT AAA R P AN B, JREEAH T username-from-certificate
use-script YN, A 232 byl E o

* error - M Lua FREEIR Al (R1RS 2 74 HR
* tunnel group - R UL EEIUH] 7 44 () BEE 21

BIAIRMIE: K& username-from-certificate use-script 32 IAHE ] HT A & 5 A7 AE A iR

Hionkpg ) ) .
Hkﬁlﬁ.u\ %ASA-2-113027: Error activating tunnel-group scripts

WRR: VI N A SO, f# ] username-from-certificate use-script 326 T % 2H TG 1 T A

BN HYIRAE: B DUNVAE ] ASDM K A IACSCAR S % . AT debug aaa fir &SR HUAT BEA I 4 S
AR R

%ﬁ%iﬁfﬁ $ASA-7-113028: Extraction of username from VPN client certificate has string.

[Request num ]

WLRR: SR EAEAS 7 A4 AR PR SR IE AR IS AT B e il

* num - R ID R EDGEFFRERED , XA e
e string - IR E, FTLUZ FHIEIZ —:

- Ltk
© DI

- CSER (AR
© RIS

L DS

BIRRAE: KHPATAEATIRAE

%E%iﬁf% $ASA-4-113029: Group group User user IP ipaddr Session could not be established:

session limit of num reached

U R s I I EE A A G UM SNC i { SRNY | o e S YAV DRSS T
BANRYIRAE: A SRTTRE, TR DT PR LA S T AR

gﬁ%;ﬁﬁa $ASA-4-113030: Group group User user IP ipaddr User ACL acl from AAA doesn't exist

on the device, terminating connection.

WA fE ASA EHRAFIHEE M ACL.
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113031

113032

113033

13031 ]

* Group - 21 &K
* User - H1 7 44K
* Ipaddr - TP Hhii:
* acl - ACL 14 HR

I BYERIE: BN E LA g € 1) ACL 8% 1E ACL %485,

giﬁ%“}‘ﬁ%\ $ASA-4-113031: Group group User user IP ipaddr AnyConnect vpn-filter filter is an
IPv6 ACL; ACL not applied.

YRR BNV ACL 28R IER. Tt vpn-filter fir4-¥ IPv6 ACL it & & IPv4 ACL.
* group - 117 I 41 E0E 44 R
> user- ) 44
s ipaddr - F1JHASL CRIFMEC) TP ik
* filter - VPN I 3E2% (1) 44 %

EWaYR1E: BUF ASA_ERY VPN i g2 A1 IPv6 VPN i 8 2% (it & LL A2 AAA (RADIUS) IR 45 2%
IS ZH. HIRIRE T IERIK ACL 2874

%E%iﬁﬁ? $ASA-4-113032: Group group User user IP ipaddr AnyConnect ipvé6-vpn-filter filter
is an IPv4 ACL; ACL not applied.

YRR BNV ACL 28R IERG. Ciid ipve-vpn-filter fiv4-%f IPv4 ACL it & & IPv6 ACL.
* group - FH ' I 4 SR W& 4 FR
> user- )44
s ipaddr - I I3 CRIFEC 1P Hbdik
* filter - VPN I &2 (1) 44 %

EIHIIRME: 0AF ASA [T VPN il JEZL M IPv6 VPN il JE S If 0 % DL & AAA (RADIUS) 45 4% F i
LIEaR 4. WatRRE T 1IEMII ACL 287,

gﬁ%;ﬁfﬁ $ASA-6-113033: Group group User user IP ipaddr AnyConnect session not allowed. ACL

parse error.

RBE: T RN RECR ACL, LRSI T & P $UT WebVPN &1 . 7E T I IS
AT, REHA SV il WebVPN Bk o

* group - P IO A SR 44 FR

* user- )44

s ipaddr - AL (RO 1P Hubik
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EIATIRIE: TT1F WebVPN ACL.

%E%iﬁf% $ASA-4-113034: Group group User user IP ipaddr User ACL acl from AAA ignored,
AV-PAIR ACL used instead.

WER: T T R AV-PAIR ACL, NI FR 20 K48 5 & ) ACL.
* Group - 414 Fx
* User - )7 4 FR
* Ipaddr - IP il
e acl - ACL 14 H

BILHIHRAE: HE A IE M ACL Jf I IERCE

%E%iﬁﬁ% %ASA-4-113035: Group group User user IP ipaddr Session terminated: AnyConnect not

enabled or invalid AnyConnect image on the ASA.

$AR: HI Ciliid AnyConnect %5 /3t 5 sk o RAEAJR I SVC RS, 80 SVC M3k 43
We SiREgC%IL,

* group - P IEAE S0 42 (1) 4 SR W 1) 44 FR

* user - IE{ESRIERLI P 44 7R

* iaddrp - FREF I P 1P Huhilk
BIBYRIE: i1 sve-enable iy 445 a H SVC. Wl {EH sve image 4 BHT I H g, KEK:
UE SVC B 1) 58 & FIRR AR o

gﬁ%iﬁfﬁ $ASA-4-113036: Group group User user IP ipaddr ARA parameter name value invalid.
WA 4y ESHEE R AR RN, PO E T RERK.

* Group - 414K

* User - 1] (445K

* Ipadddr - IP Hiht

* Name - Z5(F 4K

BINAYIRIE: B E DU IE TR RIS HL.

gﬁ%iﬁfﬁ $ASA-6-113037: Reboot pending, new sessions disabled. Denied user login.

AR LB %3] WebVPN, K ASATEAEE ) .
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113038

113039

113040

113041

113038 JJjj
BILHIERAE: LR RATETAT.

%E%iﬁf% %ASA-4-113038: Group group User user IP ipaddr Unable to create AnyConnect parent

session.

WA HTEFERE, RGARNTREH T A AnyConnect 216 . B, H Al xRk
PR

* Group - 04 FR
* User - H1 7 44K
* Ipadddr - IP JHihik

BILHIERAE: LR AT AT

%ﬁ%iﬁfﬁ SASA-6-113039: Group group User user IP ipaddr AnyConnect parent session started.

WA ARG Ak e 1P bk P A 3 AnyConnect 2315 . 24 ] il AnyConnect 5% T[]
i, AnyConnect 215K 5 8.

* Group - 414K
* User - 17 I FR
* Ipadddr - IP Hiht:

BIRIHRAE: KR RATE TR

gﬁ%;ﬁfﬁ %ASA-4-113040: Terminating the VPN connection attempt from attempted group . Reason:

This connection is group locked to locked group.
YRR 2EIEB I B 415 4B b BB T BRI A1LAN )
* attempted group - 3L IEFERIBEIE A
* locked group - ZEFA B8 552 BRI 1R % 41

B RYHRAE: A A S i A OE (T ) R A

iR iH 2 2ASA-4-113041: Redirect ACL configured for assigned IP does not exist on the device.
iBA: BT ] URL JRM ISE 0 ACL IR A48 %, fH ASA I ASFAEE & 7] ACL.,

* assigned IP - 73R 1%%% 7 i ¥ 1P Hbhik
EIBYIRIE: 7F ASA LRCE FEE W ACL,
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113045
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%E%iﬁﬁ? $ASA-4-113042: CoA: Non-HTTP connection from src if :src ip /src port to dest if
:dest ip /dest port for user username at client IP denied by redirect filter; only HTTP

connections are supported for redirection.
WiRA: X T CoA ThfE, HLE M ACL i Y& o (L HE [ AL BRI IR] 2 FEVLEC A HTTP Ji i, Jf 4Rt
HROKILRERIE .

s src_if src_ips src_port - LI MUEFE L TP Mk Rl 1

* dest_if- dest_ip. dest_port - LM H 4L 1P Huhk Rl 1]

* username - H ' 1144 B

* client_IP - % F' 3 ) 1P Hihik:
BIRYIRAE: WUFE ASA BT ) ACL U . AR F IEBH IR JE AR DL FC 2L 5 5 ) Ryt i, JF
HANEERH AR s VP R i

%ﬁ%iﬁfﬁ $ASA-6-113045: AAA SDI server IP address in aaa-server group group name: status

changed from previous-state to current-state

WA

LU B T7 AU I 5% 45 I 21 SDIAERE s SDLAEREH BRI, FTIRA REMOVED 2373 I B AR A 4t
HEH,

Gt

FERT U I S 1w) «

%$ASA-6-113045: AAA SDI server 10.x.x.x in aaa-server group test-SDI-group: status changed
from REMOVED to OK

MRS 2R AE 2 IR ARG A BE M NI«

$ASA-6-113045: AAA SDI server 10.x.x.x 1n aaa-server group test-SDI-group: status changed
from OK to SUSPENDED

0 5 8 £

$ASA-6-113045: AAA SDI server 10.x.x.x 1in aaa-server group test-SDI-group: status changed
from SUSPENDED to OK

LU T SUN SDIAETEM B ik 55 s )«

SASA-6-113045: AAA SDI server 10.x.x.x 1in aaa-server group test-SDI-group: status changed
from OK to REMOVED

EERAN: D VR W A KRR R (E - S (B

ID 4F 114001 2| 199027 < (B8] AY;E 2

AEAEEE ID AT 114001 3 199027 22 4] 7 B .
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14001 i

114001

%gl%iﬁ,%\ $ASA-1-114001: Failed to initialize 4GE SSM I/0 card (error error string ).
WBA: T 12C #RR BT AR L, REYIIRIL 4GE SSM /O R 2RI

* syslog_id - 1 BFRRFT
* >error_string - 12C AT RAAT IR BT HALUT 0 H 08, X2 — A TREGIETACHS . BUF 2 12C H
1T REHT R
- 12C_BUS_TRANSACTION ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT ERROR
- 12C_BUS_COLLISION _ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA PTR ERROR

BIBYRIE: PUTLL R PR

1. ICFIER S EH AN SRR .

2. FEHAE ASA FisAT A

3. EFAEI . MRS, SIS LR B T T
4. WIS WEARAFAE, R EFR TAC,

114002

gi%;ﬁ:%\ $ASA-1-114002: Failed to initialize SFP in 4GE SSM I/O card (error error string ).

WEA: BT 12C SRR BT NI EA LA 1R, RYEAE 4GE SSM 1/0 RHh#)dhik SEP &38RI .

* >syslog id - T BFRATT
* >error_string - 12C BAT B R IRBAS HAL VS W H 5%, X8 — /T RERIE RS . DUF 2 12C 5
AT A%
- 12C_BUS_TRANSACTION ERROR
- 2C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
* [2C_BUS_COLLISION _ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 2C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 12C_DATA_PTR_ERROR
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114004

4 B354 2 101001199027 |

EIAIRIE: PUTLL R DR

WK AF S EHEA W B R

B S ASA FIsAT IR At

FH R . KRS, TSR JUR 4T FF s
R ERAEAE, IEBEREE TAC.

Col ol b

gl;&i\ﬁ,%\ $ASA-1-114003: Failed to run cached commands in 4GE SSM I/O card (error error string
).

WAA: T 12C #RECTHAIYIA L ET R, REAE 4GE SSM /O K HHIsAT A7 2 KL

* >syslog_id - 14 AR IRRT
* >error_string - 12C FRAT AR BASHAL G B R, RO2 AN T RERIEHR AU . DURZE 12C 5§
TR AR
- 12C_BUS_TRANSACTION ERROR
» [2C_CHKSUM_ERROR
* I2C_TIMEOUT_ERROR
* I2C_ BUS COLLISION ERROR
« 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 12C_SMBUS_UNSUPPORT
- [2C_BYTE_COUNT ERROR
- [2C_DATA_PTR_ERROR

EIAIRIE: BUTUL D

R IF R S ZH AR SRS 5

EH A5 ASA FIs AT IR

FEH RS . WS, RS JUR T T e
IR SRR, IR R TAC.

Wb

BiRiHE $ASA-6-114004: 4GE SSM I/0 Initialization start.
WEA: RGUEAI T IEAEH 3 4GE SSM /O 14tk .

* >syslog id - T BFR ST
BICRYIRAE: LR PATAE R
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114005

114006

114007

114005 ]

$EiRIH 2 2ASA-6-114005: 4GE SSM I/0 Initialization end.
WRA: RGIEAIH T 4GE SSM VO WAk 58 i

* >syslog_id - 14 AR ART
BICHYIRIE: LR PATAE A

HiRiH 2 9ASA-3-114006: Failed to get port statistics in 4GE SSM I/O card (error error string
) .

BRA: T 12C AT HHIIA L AN 1%, ASATE 4GE SSM /O & Hh 3k Hii L Gt 1-5udis Rk
* >syslog id - T BFRIATT
* >error_string - 12C AT R R BAS NI UG 5%, ot — N EE IR RS . LR 12C
AT B AR
* 12C_BUS_TRANSACTION ERROR
- 12C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
- I2C_BUS_COLLISION_ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
» 12C_SMBUS_UNSUPPORT
- 12C_BYTE_COUNT ERROR
- 12C_DATA_PTR_ERROR

BRI PUTLL DR

1. WRIFER S ZF A SRR

2. FEFE S ASA BT IR .

3. EFEENS. RS, WSS LR BT T .
4. WER W ERAFAE, IR IR TAC,

gll;&’;ﬁ.%\ $ASA-3-114007: Failed to get current msr in 4GE SSM I/0O card (error error string
) .

YRR T 12C BRREASHBIIA AT IR, ASATE 4GE SSM /O R RIS B EHUIRASTE MG B2k
T
* >syslog id - T BFRIATT
* >error_string - 12C AT MR HTRBASHAL YT ) H 58, X2 —/ T RERERRCS . BUR 2 12C 5
AT IR R
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Bl 114008

* 12C_BUS_TRANSACTION_ERROR
* 12C_CHKSUM_ERROR

* 2C_TIMEOUT ERROR

* 2C_BUS_COLLISION_ERROR

* 12C_HOST BUSY_ERROR

* 12C_UNPOPULATED ERROR

* 12C_SMBUS_UNSUPPORT

* 12C_BYTE_COUNT_ERROR

* 12C_DATA_PTR_ERROR

BIRYIRIE: PUTLL DR

1. WRIFER S ZH A SRR

2. S ASA FIBAT IR

3. EFEENA. MRS, WSS LR BT T .
4. W ERAFAE, IR IR TAC,

114008

gl;&iﬁ.%\ %$ASA-3-114008: Failed to enable port after link is up in 4GE SSM I/O card due to

either I2C serial bus access error or switch access error.

B HIT 12C HAT ST I R BACHLTT WI651%, 7E 4GE SSM /O Rl 1 B R A e 4
TARIRE S, ASAJS F i 11 R
* >syslog id - T BFRIATT
* >error_string - 12C HAT REHT IR BT HALUT 0 8508, 1K@ — A TREGIETARHS . BUR 2 12C H
1T REHT R
- 12C_BUS_TRANSACTION_ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT ERROR
- 12C_BUS_COLLISION ERROR
* [2C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- I2C_DATA_PTR_ERROR

BILRIERAE: JATEL DR

1. R AE S ZHEAH D BRI .

2. EHEE) ASA EIEAT AT .

3. EFESNW . PG, RS R LR T T HIE
4. WUR P EARAAAE, IR AR TAC.
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114009 i

114009

%gl%iﬁ,%\ %$ASA-3-114009: Failed to set multicast address in 4GE SSM I/0 card (error

error string ).

AR T 12C HHR e LW IA S, ASATE 4GE SSM /O -F i 5 B 20 #& Hu kil 2

* >syslog_id - T4 AR ART
* >error_string - 12C AT RAAT IR BT HALUT 0 H 08, X2 — A TREGIETACHS . BUF 2 12C H
1T REHT R
- 12C_BUS_TRANSACTION ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT ERROR
- 12C_BUS_COLLISION _ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA PTR ERROR

BIBYRIE: PUTLL R PR

1. ICFIER S EH AN SRR .

2. FEHAE ASA FisAT A

3. EHAEI . MRS, SIS LR B AT T
4. WIS WEARAFAE, R EFR TAC,

114010

gl%“;ﬁ:%\ $ASA-3-114010: Failed to set multicast hardware address in 4GE SSM I/0 card (error

error string ).

AR T 12C HHR AT B WIS %, ASATE 4GE SSM 1/O 5 H 4 B 21 375 A 24 k- 25 e o

* >syslog id - T BFRATT
* >error_string - 12C HAT R REAT NG ) F i, 1K AN Tk flE RS . BUR 2 12C #
1T R AR
- 12C_BUS_TRANSACTION ERROR
- 2C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
* [2C_BUS_COLLISION _ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 2C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
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* 12C_DATA_PTR_ERROR
* 12C_DATA PTR_ERROR

EIAIRIE: PUTLU R DR

SR H B S F AT BRI .

A5 ASA FIg 4T At

B, MRS, R LR AP T T HL U
T S ) AT AR A A, TEIER TR TAC.

Pl ol S

%gl;&i‘ﬁ,%\ %$ASA-3-114011: Failed to delete multicast address in 4GE SSM I/O card (error

error string ).

AR BT 12C HHR T B LA %, ASATE 4GE SSM 1/O - F i 4 2H 3% Hiuhik 2

* >syslog_id - 1 IR ART
* >error_string - 12C HAT R R BT ALV 0 E5 08, X2 A FREGIE AR . BUR 2 12C H
1T R
- 2C_BUS_TRANSACTION ERROR
* [2C_CHKSUM_ERROR
* [2C_TIMEOUT _ERROR
* [2C_BUS_COLLISION _ERROR
- 12C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
- 2C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA_PTR_ERROR

BILHYIRIE: SATLUT DR

RIS SIS SRR

HOH A E) ASA RIS AT IR

FEHA SN KRS, TE RS LR B AT T f s
WER PEATRAT A, UTICR IR TAC,

Wb

gli%‘;ﬁ,% $ASA-3-114012: Failed to delete multicast hardware address in 4GE SSM I/O card

(error error string ).

AR T 12C R A B WIS %, ASATE 4GE SSM 1/O 5 m I 54 2H 476 A 24 k- 25 e o

* >syslog id - T BFRIATT
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114013

114013 ||

* >error_string - 12C AT RGN REBCSHMLYT AT, X2 — AT EERIE RS . BURE 12C
s
* [2C_BUS_TRANSACTION_ERROR
- I2C_CHKSUM_ERROR
- 2C_TIMEOUT ERROR
- 2C_BUS_COLLISION ERROR
- 2C_HOST BUSY ERROR
* [2C_UNPOPULATED ERROR
* 12C_SMBUS_UNSUPPORT
- 2C_BYTE_COUNT ERROR
- 2C_DATA_PTR_ERROR

EIAIRIE: PUTUU R DR

1. O HEE SIZ I BRI .

2. FHAEN ASA FIBATR A

3. EFEENS . RS, WIS LR B T T
4. W) U RAEAE, R R TAC,

%gl;&i‘ﬁ,%\ %$ASA-3-114013: Failed to set mac address table in 4GE SSM I/0 card (error

error string ).

WERR: 1T 12C AR B AT BT LG IL AR, ASATE 4GE SSM /O Kk B MAC Hihik kK.
* >syslog_id - 1 IR ART
* >error_string - 12C HAT R DREATHANLG R FF i, I A Tabdls AL . BUR 2 12C

AT A R

-12C_BUS_TRANSACTION_ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT_ERROR

-12C_DATA_PTR_ERROR

BHYIRME: PUTLLT DR

Lo sk EE S ISR DS SR .

2. FH 80 ASA LIBAT IR AES
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B 101

3. EFAEIR . MRS, SIS LR B T T
4. WIS WEARAAE, PR AR TAC,

114014

BiRiH 2 3ASA-3-114014: Failed to set mac address in 4GE SSM I/O card (error error string
) .

WERA: T 12C AR B AT LI LG LR, ASAYE 4GE SSM /O K H % B MAC $ilik KK
* >syslog id - T RFRIATT
* >error_string - 12C HAT R REATHNL VG A i, 1K AN Tkl RS . BUR 2 12C &

AT B AR

-12C_BUS_TRANSACTION ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION ERROR

-12C_HOST BUSY ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA_PTR_ERROR

BIBIERAIE: PATUL R AR

1. WRIFEE SIS K BRI R 1.

2. FEHA B ASA LIZITHIHAE.

3. EHRB . KIS, RS R LR T IR

4. R ERAEAE, IR R TAC.

114015

%gl;&“;‘ﬁ,%\ $ASA-3-114015: Failed to set mode in 4GE SSM I/O card (error error string ).
WA BT 12C HEREAS BRI A AT 1%, ASAYE 4GE SSM /O & Hp 3 B il Vi 5 A8 2R e
* >syslog id - T BFRIATT
* >error_string - 12C AT REH IR BT ALV 0 508, X2 A FREGIE DAY . BUR 2 12C H
ﬁj;l'é‘éﬁ%i%:
-12C_BUS_TRANSACTION ERROR
-12C_CHKSUM ERROR
-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR
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114016

114016 JJjj

-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA_PTR_ERROR

BIWBIERAIE: PUTUL R IR

SR E XA O BRI

FF A B ASA_FIEAT At

FHA BB MRS, TSR LR BT T F I
W ) BURAEAE, THIER AR TAC.

Col ol b

HiRJHZ $ASA-3-114016: Failed to set multicast mode in 4GE SSM I/0 card (error error string
).

WA BT 12C HHASCS HHLYI LA IR, ASATE 4GE SSM /O 5 Hf 3 B 21 3 A 5 U
* >syslog id - W AR RTT
* >error_string - 12C HAT R REACHNLG I F iR, X2 AN T RS . BUR 2 12C

AT B AR

-12C_BUS_TRANSACTION _ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT ERROR

-12C_DATA PTR_ERROR

BWEIERAIE: PATUL AR

WRITEE F XA G BRI R 1%

FH A 8 ASA s AT At

TR MG, TE RS LR R AT T r

WA BUR AR, THIER LR TAC.

b
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gl;&iﬁ,%\ $ASA-3-114017: Failed to get link status in 4GE SSM I/0O card (error error string
) .

WERA: T 12C HAT B Ui M R B A HA LT 458, ASATE 4GE SSM /O = HR HURE B IR 7 2R I
* >syslog_id - T4 AR ART
* >error_string - 12C AT REAT IR BT ALV 0 H5 08, X2 — A TREGIET AR . BUF 2 12C H

T A

-12C_BUS_TRANSACTION ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT _ERROR

-12C_DATA_PTR_ERROR

BWBIERAE: PATUL AR

ARG EH .

WK IFAEE L P B 5.

T ASA_LIBAT IHAE

FHA BB KT, TSR LR BT T r .

R SR AR, IR AR TAC,

I

HiRjHE 2ASA-3-114018: Failed to set port speed in 4GE SSM I/O card (error error string ).
B T 12C BRI LYIIATLHT S, ASASE 4GE SSM 1/O s Hv 5 b 1 FE 2RI
* >syslog_id - 14 AR ART
* >error_string - 12C AT RAATR BT ALV 08508, K& — A FREGIEACS . BUT & 12C H
1T R AR
_12C_BUS_TRANSACTION ERROR
_12C_CHKSUM_ERROR
- 12C_TIMEOUT ERROR
~12C_BUS_COLLISION ERROR
_12C_HOST BUSY ERROR
- 12C_UNPOPULATED ERROR
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114019

114020

114019 i

-12C_SMBUS UNSUPPORT
-12C_BYTE COUNT ERROR

-12C_DATA PTR_ERROR

EIAIRIE: PUTLL R DR

SR I E A 5 A T BRI .

S ASA FIsfT IRt

FH R . KRS, SR JUR B 4T FF e
R ERAEAE, EBEREE TAC.

Col ol b

HiRjHE 2ASA-3-114019: Failed to set media type in 4GE SSM I/O card (error error string
).

WA BT 12C HHASCS HHLYI LA 1L, ASATE 4GE SSM /O P B B A AL I
* >syslog_id - 14 AR IART
* >error_string - 12C HAT R REACHNLG ) F iR, IX2 AN T RS . BUR 2 12C

AT B AR

-12C_BUS_TRANSACTION _ERROR

-12C_CHKSUM_ERROR

-12C_TIMEOUT ERROR

-12C_BUS_COLLISION_ERROR

-12C_HOST BUSY_ERROR

-12C_UNPOPULATED ERROR

-12C_SMBUS_UNSUPPORT

-12C_BYTE_COUNT_ERROR

-12C_DATA _PTR_ERROR

BRIERAIE: PATUL AR

WRITEE F XA G BRI R 1%

FH A 8 ASA s AT At

TR MG, TE RS LR R AT T r

WA BUR AR, THIER IR TAC.

b

EIRSE A sASA-3-114020: Port link speed is unknown in 4GE SSM I/0 card.
WERA: ASATCVEAE AGE SSM /O & Fhofa i 2] 11 B i
BIHIRIE: PUTLU R DR

F 4 H A 2 101001-199027 .




4 B354 2 101001199027 |

[ R

WA F SIZFA

HHE 4GE SSM /O &, MBI HE Mz Ffh ik = .

WIRBAERA AR, EEHEI & . KRG, SRS LB T .
WER BT RAAAE, IEBERIEE TAC.

b

114021

gl%“;féi,%\ $ASA-3-114021: Failed to set multicast address table in 4GE SSM I/O card due to

error .
WERR: T 12C HAT R TT BT R BT LU 065 %, ASATE 4GE SSM 1/O < H s 4 ik 2k
L.
* Error - A2 LG R AR CHEERIERRICIE) 8] 12C #347T MERAEHR . mlREM 12C #347 MEkiint
$ii:
-12C_BUS_TRANSACTION ERROR
-12C_CHKSUM_ERROR
-12C_TIMEOUT ERROR
-12C_BUS_COLLISION_ERROR
-12C_HOST BUSY_ERROR
-12C_UNPOPULATED ERROR
-12C_SMBUS_UNSUPPORT
-12C_BYTE_COUNT_ERROR
-12C_DATA_PTR_ERROR
BIRYIRIE: PUTLL T AP ER:
1 GERIFAE SIS T R
2. R HE T ASA.
3. WERBAFRA AWK, WWEHA SIS KBS, TR RSERE LR B T T HJi .
4. R BRAEAE, TR IR TAC.

114022

gil;i“;ﬁ,%\ $ASA-3-114022: Failed to pass broadcast traffic in 4GE SSM I/O card due to

error string

WA T ACHRMLYT 4N %, ASATE 4GE SSM I/O K H %) 3k it it R
* error_string - ANV FIHT R, O -HRERIEE RS

BILHRAE: PUTLU N PR

1. ESR S IZ S AR S RS 5%
2. MWEBERINERPHR ssmage dump SCHE I LR I%45 R TAC,
3. BCREFE} TAC, $=AEAEDER 1R 2 PSR rIfE .
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114023

115000

\}

1403 [

pEL

\}

AGE SSM ¥ H ) = & IF K H

HaoawE ) )
EEE/ﬁ.mxﬁASA—3—114023: Failed to cache/flush mac table in 4GE SSM I/O card due to

error string .

WRRE: BT 12C BAT RV A R B HALTT W) R, 7F 4GE SSM I/O K H 278Ul B MAC &2k
W e SR R,

* >error_string - 12C HiAT MR GESFIH ANIHA S P A REED siAZ HL vy in b i
(gD

* 12C BT A DN N TR
12C_BUS_TRANSACTION_ERROR
12C_CHKSUM_ERROR
12C_TIMEOUT ERROR
12C_BUS_COLLISION_ERROR
12C_HOST BUSY_ERROR
12C_UNPOPULATED ERROR
12C_SMBUS_UNSUPPORT
12C_BYTE_COUNT_ERROR
12C_DATA PTR_ERROR
BWRIERAE: PATUL A ER:
L 3l 5 IZFH OGN R g0 H AT R 5.
2. SHAMHRAEE S ASA.
3. R HLUJEEDE A B ASA.

a4

KRG, TR LB T IT e SEeb BB 1-3 )5, WURIABMRAEAE, IR INA TAC
IR B PR RIE R . BT RER 20T ASAHAT RMA 845

%E%iﬁf? $ASA-2-115000: Critical assertion in process: process name fiber: fiber name |,
component: component name , subcomponent: subcomponent name , file: filename , line: line

number , cond: condition
WA SREEWTS OGN, JF HIUN T O AR TT AR, A T M A
* process name - JEFE 144 Fx
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Bl 115001

* fiber name - Y W) 4R

* component name - ¥& & 41441 2 FR

* subcomponent name - T 7& - 4 FR
* filename - 5 3E SCAF I 44 R

* line number - 8 jE LRI L1k 5

* condition - ¥5 32 15 AT

BRIHRAE: WAZRMR G SO R S AT VRS, AT S S DR IE 2 )

115001

gﬁ%iﬁfﬁ $ASA-3-115001: Error in process: process name fiber: fiber name , component:
component name , subcomponent: subcomponent name , file: filename , line: line number ,

cond: condition
YRR HERWTE CHOH, JF AT ORAEREBORN RS, AT AR .

* process name - 214 FK

* fiber name - Yo 4T 4 FK

* component name - 1&g & HAFHIZFR

* subcomponent name - 15 7& 1A AF I 2 FR
* filename - ¥5 3% SCHFI 4 FK

* line number - 1 7€ £k M 1K) 2 i 5

* condition - ¥& 72 M5+

BAYIRAE: WAZRH L SC R A BRI T VRS, TR W SR A R D )

115002

gﬁ%;ﬁfﬁ %ASA-4-115002: Warning in process: process name fiber: fiber name , component:
component name , subcomponent: subcomponent name , file: filename , line: line number ,

cond: condition
YRR ESWTE OB, JF BT O AR I RO R, A T R A

* process name - JEFE 4 FK

* fiber name - Y 1) 24 FR

* component name - ¥& & 41141 2 FK

* subcomponent name - 15 & 1 A AF ) L FR
* filename - 53 SCAF I 44 R

* line number - 8 jE LRI ZE 1% 5

* condition - ¥53E 15 A+

BEANHYIRAE: WAZ M AT S AR, SRR R, R SRR R I I TR
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12000 i

120001

Hionpy .
alaélﬁ,u,\ %$ASA-5-120001: Smart Call-Home Module is started.

PR 7RG n o) il )ik AN fs e kA& )5, Smart Call-Home BB TN R 8, JFHES I Ab#1
Smart-Call Home 344,

BIRIIRAE: R RATAE TR AT

120002

’éia':é“}‘ﬁ,% $ASA-5-120002: Smart Call-Home Module is terminated.
1% BA: 221 Smart Call-Home FEERIN, B4k,
BRYIRIE: LR PATAE R

gll;&’;ﬁ,%\ $ASA-6-120003: Process event group title
WiRA: Smart Call-Home 3t BB A 241 O JLEA T b B

s group - FA, WIREAZLL A WER. BCE. 2l B, L B, g AR .
* title - SHAFFR

BILRIRAE: LR RATE T4

120004

gi;”;ﬁ,%\ $ASA-4-120004: Event group title is dropped. Reason reason

P BA: Smart Call-Home Ffp EF . i T A3, SRS e #7048 il B2 S5 H 78 ab #1i%
WEZ A2 T Smart Call-Home, %0 RE O EF .

s group - FAFAH, WIREZLDAN N W5 E . 2. PREE. PRERL B U AT .
s title - FAFFRE
* reason - EF R, wILUERLFIREA:

PR B - AR T RN ARG B, A A AN AL AT CLT 2RI
BAZ ELiG - 0 H SOk 1 e ) R
CHGH - T Smart Call-Home B CAE,  BRZ S HGH o

BIAIRIE: W EFFIADLE “IASICH” 32BN A R BRI RC L, DA e
PERAFUPNZE . WIERZFFIRIE “AEEETIR” » U5 debug sch fail fir & T T AN fE, DIRICETE
A I R
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120005

120006

120007

120008
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gl%iﬁ,%\ $ASA-4-120005: Message group to destination is dropped. Reason reason

1588: Smart Call-Home ¥ B4 55, BT IR, Mg, oAl B2 EEEAG1% %0
B2 EI25H 7 Smart Call-Home, %4 B 7 fe 4t E 5.

s group - A, WIREELDL R WER. TCE. 2l B PR B, @ AR,
* Destination - Hii{F5% URL H (1)
* reason - EF R, 0l LERLFIREA:

WHBEEIR - KA T A B R SU IR
FIB R - th T RAEMAEER, TR B .
CPGH - H1F Smart Call-Home B0 CAEH], DI S BB -

BIBYIRIE: WEREFRE A RN, WP =R EHHE R R, B R AR R (Bl
BAH A H PR D B, EFZEE . RN E 120006 LL T f#ALIERMUR R, i@ %A debug
sch fail fr 27 TP ThAE, CARBCE FEH A5 B .

g'l%?ﬁ,%\ %ASA-4-120006: Delivering message group to destination failed. Reason reason

RA: Smart Call Home 2 A% 6 0 N A B AT iR . EAT IR T RE S I N Ao 247 B3 B 120006
W, REASEFZHEE . ZH ST RESBIMA T B LMY . R K B 120005 I £ 57%
?%/%\o

s group - FA, FIREAEDL A WER. FCE . 2l BBE. PR B, B AR
* Destination - W3#4-8% URL H
* reason - KR A

EIEIIRAE: KA B E R R 0 R RE NO_ROUTE. INVALID_ADDRESS &
INVALID URL, i R4 E . DNS RIGFRBEE

gl;&“;ﬁ,%\ $ASA-6-120007: Message group to destination delivered.
$58AA: Smart Call Home 74 & O I 1% .

s group - FFAH, WIREELDL R WER. CE. 2l HEE. PR B, g AR
* Destination - Hii{F5% URL H (1)

BIRIIRAE: KR RATE TR

Hions e . , . .
El?E/lél:u,\ $ASA-5-120008: SCH client client is activated.
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120009

120010

120011

120012

120009 i

1%BA: Smart Call Home #i5 8 A, A4, HHEDE —MNEIHEE ST W T %24
o U LIS LA, MZALRTE %) S o

* client - Smart Call Home %% ¥iii [K] 44 FK
EIATIRIE: EFEPATIEMTERE,

EIRIEHE  2ASA-5-120009: SCH client client is deactivated.

RA: Smart Call Home #H CAEM, FAFABCEEN, B0E ARMIE S HC B SO T B i3 141 .
IR AL IR, MR 2 ) g s e I

* client - Smart Call Home % ¥iii [] 44 B
B BYIRIE: TR PITATAEAE .

gﬁ%;ﬁf@ $ASA-3-120010: Notify command command to SCH client client failed. Reason reason

1% BA: Smart Call Home A3 1 [F]4% ThE ] Smart Call Home %) S il A0 @ B 4F . a0 S35 7 i
WA IEMER G L, ANEMaS, BE LEAEGS, WRASIRPIER.

» command - JA A+ ZEFH i ME& 4

* client - Smart Call Home %% ¥iii [] 44 FK

* reason - I A

BILAYIRIE: Wi debug sch fail #r- 4T IFIHIKLIAE, LLIRIBOE PEAH 1 BU(5 R .

gﬁ%;ﬁfﬁ $ASA-4-120011: To ensure Smart Call Home can properly communicate with Cisco, use

the command dns name-server to configure at least one DNS server.

EANIRE:. RS HEAER)G, 1HIZ4T dns name-server #i74 LUELE 25 /D0—/> DNS R4 2%, 750,
R GUFGAT ] 255 A Hb DNS 45 2 58U R DNS 8545

gﬁ%;ﬁf@ $ASA-5-120012: User username chose to choice call-home anonymous reporting at the

prompt.
WERR: CUEZNAEEE G F SN T Smart Call Home 4278, PUR AL 25 alifEiR e 423155 .

* username - W NAZFE7R 1 H P
* choice - M4 HBHE: BH. ZEHEHER
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121001

121002

121003

F4 A 4 2 101001199027 |

BIWBYIRIE: Bk H HE A4S, 15 call-home reporting anonymous 172 . 245 F [ 4 4

%, %I no call-home reporting anonymous 7% .

%%E%iﬁf? SASA-5-121001: msgld id. Telemetry support on the chassis: status.

YLBR: HEAENUAE L el FHRE I S 4, Bt Wi B .
* id — appAG-appAgent 71 B I S AR IHAF
* status — 7] FE R ©H HELC 25 H

A5l

$ASA-5-121001: msgId 1. Telemetry support on the chassis: disabled

BILHIHERAE: LR RAT R4

tﬁ%; iy 3ASA-5-121002: Telemetry support on the blade: status.

WAR: e )y b E e AR I S Fy, s WoR I B .
* status — ﬁﬂﬂ%ﬁ?’ﬂ)ﬁﬂa'ﬁ%
5

$ASA-5-121002: Telemetry support on the blade: enabled
$ASA-5-121002: Telemetry support on the blade: disabled

BHYIRIE: R HAT AT ERAT .

EE%?'E% $ASA-6-121003: msgId id. Telemetry request from the chassis received. SSE connector

status: connector status. Telemetry config on the blade: blade status. Telemetry data data

status.

AR AF ASA W ER B FXOS @ iliE K, #e Bonttig B. e 8 EoR SSE EHd IR A
JI R BR8N S FRR 2 DL S BB B s 2 75 O i% 3] FXOS.

* id — appAG-appAgent 71 B A [ B FRIH

* connector status — HUAH b LS FHIE A2 **fﬂ TJ\_{WJiEH
* blade status — J]Jv L O G AR T 1@ S Fr

* data status — RENEE 27 CORI%

Gt

%ASA-6-121003: msgId 2. Telemetry request from the chassis received. SSE connector status:
enabled. Telemetry config on the blade: enabled. Telemetry data Sent
%ASA-6-121003: msgId 1. Telemetry request from the chassis received. SSE connector status:
enabled. Telemetry config on the blade: enabled. Telemetry data Sent
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190001 ]

BILHIERAE: TR RATIEMT AT

199001

%E%iﬁf% $ASA-5-199001: Reload command executed from Telnet (remote IP address ).
WAA: Cidskiliid reload fir4 Aot ASAT A I EALAHLHE
BIHIIRAE: R HAT T

199002
%E%iﬁﬁ% $ASA-6-199002: startup completed. Beginning operation.

WAR: ASACSERUL B UUR S MINAF U A, JFHER THRIE W 1817 .

ER AHEME T no logging message i 2B B .

BIRIIRAE: KR HATE TR AE .

199003
HIZE S 2ASA-6-199003: Reducing link MTU dec .

1RE: ASAMAEFH LE Y3 2% B K MTU AN I 4 BB . AR )5, ASAMAMNE ML A% ICMP
WHEAPMEIE A MTU. HEW BB ICMP W B 755,

BILHIERAE: TR RATE A

199005
EimHE $ASA-6-199005: Startup begin
WiRE: ASACHZ),
BIBIRAIE: LA PATAE T ERAE.

199010

%E%iﬁﬁ? $ASA-1-199010: Signal 11 caught in process/fiber (rtcli async executor

process)/ (rtcli async executor) at address 0xf132e03b, corrective action at Oxcal96lal
WER: RG UM EERTIRE .
E-IS(E(]%E1IE' H:%/\IE‘LHA\%S[' TAC.
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199011

199012

199013

199014

199015

4 B354 2 101001199027 |

%E%iﬁf? $ASA-2-199011: Close on bad channel in process/fiber process/fiber , channel ID
p , channel state s process/fiber name of the process/fiber that caused the bad channel

close operation.

WA AN B IE AR RO .
* p- 1A ID
* process/fiber - ‘3 IE AN R E R HERE G LTI 4 FR
o s - JHIERS

B AYIRIE: AR TAC IR At H Bt

%E%iﬁf% $ASA-1-1199012: Stack smash during new stack call in process/fiber process/fiber
, call target f , stack size s , process/fiber name of the process/fiber that caused the

stack smash

YEAA: R B AR AR o
* F-new _stack_call [ H A5
* process/fiber - 3 EHERF I I HERE DG ET 1) 44 FK
* s -new_stack call 11§58 FIHTHEF /N

B AYIRIE: BEAR AL TAC IRt H S0

EiRIEE  2ASA-1-199013: syslog
YRR HHEDEERR AN TR E ARG H .

* syslog - AMBHER L8 A D1 EAR R 50 H &
BEIRYIRME: BERIER TAC,

EiRHE  2asA-2-199014: syslog
AR AHBDEERRAE R T AR R R G H &

* syslog - #MHBRERE AL 1) D)™ B R 4 H &
BILBIRIE: BERMR TAC.

Eia':é‘}ﬁ,% $ASA-3-199015: syslog
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199016

199017

199018

199019

199020

WA BN T AR RS H &
* syslog - SN AL BN DI IR RAEHE
BIAIRM(E: BERLE TAC.

EIRIE 2 2nsa-4-199016: syslog
YRR AHBNEERRAE R T AR R R H &

* syslog - FMWREREAL I8 DS Rg H &
BRI HEREEL TAC,

EiRIEE  2ASA-5-199017: syslog
AR AHBIEERE R T AR R R G H &

* syslog - AMBRERE AL I (R DIAE A0 &R 48 H A&
BIRIRAIE: LRI ERAE.

EIRHE  2AsA-6-199018: syslog
YRR AHBNEERRAE R T AR R H &

* syslog - FMMBREFAE LRI DIE R RGH &
BIBIRIE: BT PATAE TR

EiRIEE  2ASA-7-199019: syslog
YRR AHBNEERE R T AR R R G H &

* syslog - AMBREREAE I I DI R g8 H A&
BIBIRIE: BRI

190016 ]

%E%iﬁfﬁ %ASA-2-199020: System memory utilization has reached X %. System will reload if

memory usage reaches the configured trigger level of Y %.

WA REWAFFIHIR BB RGN A IR P TR E AR 80%.
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199027
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BINEYIRAE: Gl . DOH RN, > ACL 4% H 8557 UK BHIRR SN AF AT & .
RMBESE A AR i R, IR AR TAC,

g’l;&iﬁ.%\ $ASA-1-199021: System memory utilization has reached the configured watchdog

trigger level of Y %. System will now reload
YR : RAWAAF R CIA B R G WA IR 7 CHBCE N 100%. RG0H H 3 E k.

BAYIRAE: VR . BOH RN, > ACL 4% H &S T7 UK BHRR SN AF AT .
SRMBEE A A i R, IR SR TAC,

’éia':éiﬁ,%\: $ASA-5-199027: Restore operation was aborted at <HH:MM:SS> UTC <DD:MM:YY>
YRR UL ERIRTEATH “restore” iy AT, A I
BIRYIRIE: L
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