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hostname (config) # vpn load-balancing

hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

7t vpn-load-balancing B & F A M AT A Ibprivate JC8E [ interface iy 4, 75 ASA FWCHE L H ¥
Flo %2 4 I % 1K VPN 5288 Dh e di e & 4 1 1 A RRER TP Huhil

T

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #
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hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

R SRS B I H P 5t M B 4, RN nat i R A ) NAT 20 ok, w BLE X IPv4 H
IPv6 ik, thnl LR It e (1 EHLA

w15
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hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

Ao & VPN st EH R 1
AL R A R AL VPN SRS, AT DA T 258

UK

FIE1 {E4 R E R N vpn load-balancing fir4, ¥ & VPN 214
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hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

I 2 1HEN vpn-load-balancing Mo EARL L, AT LAEH: b B H AR 7 88 i 1k
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hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

$E3 BEHmL . % n i &3 2 51K VPN 84145 € UDP & . 2RIAE A 9023, Wiy

— N FH IEAE St 1, i NS AR T 3 i 1 UDP H ki 115,
w5l
Blhn, sl DB E S 4444, TEANLL R A4

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #
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iR S VPN g4 hn s, %564 crypto ikevl enable fir 476 N #4211 _E s
IKEv, [FEAEEWNEED; S0, E2iE VPN G4l s, Sk st
HE.
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i

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

wH A HA N, @i cluster key i 245 1Psec JL =% 4H . 7RG H IPsec I )5, ZmA e
JE IPsec A58 2 AL S8 8 . I AERE P4 N I 23 R s WE%?ﬁom%ﬁEﬁAEMﬁ
] (i, N\Eﬁﬁﬂﬁ*ﬁﬁﬂ) , it cluster key 8 key #ir 4.

w5l
W, nE LSRR R 123456789, iEHALL T Ar 4

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

fi N participate it %, b B IIALL:
i

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #
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ASA) I, WL I S ) DNS A4k AR I 03 B4 (158 2 BRE A (FQDN), T AN2 HAR S TP 3
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%E{E vpn load-balancing B N i3 F BRAE FH AL 56 4 B e Sl A4 (0 B 5E 7], 3 74 R e AR ]
redirect-fqdn enable fir 4. ERIATEOL 25 AT A

FraaZ 8l

Y1) VPN S8 i e &6 BT AN R P 24z 1, #RLA S0 TARTR] TP g2 |

B2

i VPN 11233515 3 H] FQDN.
redirect-fqdn {enable| disable}

i

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqgdn enable
hostname (config-load-balancing) #

PR ASA FMERHEE LI 4% B N2 DNS Jlegsarh (R W oix 264 H) o 41> ASA SN IP
ML N AZ AT AN S ORI DNS 4 H I Tk b T i) &gk, Waniis HiZxes DNS 4 H .

1 ] dnsdomain-lookup inside fir 4 5% .45 18 [7] DNS Ik 25 %% (% B AT —382 0, 7£ ASA )3 ] DNS
k.

S 4 {F ASA F5F X DNS IR%#% 1P #ililb. #14: dnsname-server 10.2.3.4 (DNS JRZS25 1 1P #ibil)

VPN 1 &t &7 L & 7~ 151

EK VPN 5131591 CLI ECE

LAF VPN S 8494 iy & e SR il % — 468l Se e BROE A TE M % D i & KA
SR ORE D test, AL L IR LHRE N foo

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config)# vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
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hostname (config-load-balancing) #

hostname (config-load-balancing) #

cluster encryption

redirect-£fqdn enable

a7 N ngsEs ]

(

hostname (config-load-balancing) # cluster port 9023
(
(

hostname (config-load-balancing) # participate

§§ VPN 71z ﬂii’] Txﬂl:l Frixs

VPN 241 T 1) #s NI K55 5 ASA Blloe I R, JLHh 6 5795 ) Secure Client FIGC 2 7 i 4%
TR, DARCHE T 0 e B A B m e R fs K e/ o b . S 4l ) ASA R 100% Eﬁ*a
CUil, L ge ek i HL e ) 2 (. R ASA AT RE B/ N 28 OO, (B L8] ) ml fig

TR B/ AR R SRS, I TP ATIEIR 9% . EAN 2R, BE ASA %Bw\zﬂﬁﬁééﬁw&%ﬂla
TEEPRE SRR G AR, AR SIE SR . S0 ASA 422 1) -sessiondb summary fiy

Lo WHUE U, ARSI IEASRE BA A . MEASAKARCH (FE2IREshai . 4
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PUR 7”878 T 100 /> SSL 218 (NIRFh4iE) F12% 1 SSL fak. X EHE A& ARG 34k
Wi, ARSI AESTEAN VPN Gty i (1) 714k .

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL

192.168.1.9 Master 7 ASA-5540 4 2 216 100

192.168.1.19 Backup 9 ASA-5520 O 0 0 0

A 3 V- L\b A
VPN 72 & 3A1&RThee [h £ id 3R

IhEE AR R AR RS

{4 H] SAML ] VPN 471 234 i 9.17(1) ASA BUZESZHEAE ] SAML B3 BAIE (1) VPN 1
VPN 8 B 7.2(1) FINT UL IfE
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