B RO B

AREANEUTE T ASA BAFIEE .

o FERIRAE, 1T

* f# [l ROMMON Jin#kmefg (ISA 30000 , 551 71

* 7% ROMMON % (ISA 3000) , %53 1T

o BRI, 2B 4L

o HHLCAE, B 10 0T

« WH ASA W%, ASDM FSZNELE , 45 19 7T

o BRI B B B A S, BB 21 T

* Cisco Secure Firewall 3100 I [#J#fitk SSD , %% 38 1L
o BRPFRIECE R P s ad sk, 5 40 L

TreR

RGBT RE, WS DR ASA THEHER ) -

{s£ F§ ROMMON #nZak{% C(I1SA 3000)

ZAE A TFTP M\ ROMMON #E5 FE A WUE N2 8] ASA, WEHATEL R PR,
pUE ]

LB MR ISA 3000 #5145 & i 36 & 21 ASA Fil & b 1 o

$182 KM ASA, R EFTEE.

SRR3Rl e, HRGEREEA ROMMON #I, 11544 Escape # .

LI 4 £ ROMMOM #ix T, 52 ASA FIE: W E, FS IP Hulk. TFTP IRgs-astthht. MoCHuhE, ok
WG SO RS 1T, W R TR

rommon #1> interface gigabitethernet0/0

wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/upgrade/upgrade.html
asa-919-general-config_chapter2.pdf#nameddest=unique_32

B =7 Rommon mzimiz (1SA3000)

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asa96l-smp-k8.bin

pE TR R CATAE P8I

HHHRE |

interface fir 47 ASA 5506-X. ASA 5508-X. ASA 5516-X F1ISA 3000 V-4 ¥k 200,

AN B 1/1 B2 DX X 867 & 14T TFTP KK .

P BRI E.:

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

LB 6 X TFTP RS #+404T ping 5 1F:

rommon #7> ping server

Sending 20, 100-byte ICMP Echoes to server 10.86.118.21,

Success rate is 100 percent (20/20)

ST (AANGRE, DAL

rommon #8> sync
Updating NVRAM Parameters...

TR AT

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa96l-smp-k8.bin@l10.86.118.21 via 10.86.118.21

Received 14450688 bytes

B &#nRE

timeout is 4 seconds:
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#4 Rommon i (1saso0) [l

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

BN B % )5, ASA 2 BEhiE H ROMMON Fi,

FIR9 M ROMMON B3 5l ASA NS AEFHT NN TR B R BTl mR TEINAE . A Rse
TGO R, WS R ASA THEFEH ) .

H 4 ROMMON BR{% (ISA 3000)

R LLT T2 1SA 3000 () ROMMON W%, 7T ASA 15, ZR4: F 1 ROMMON A< 450 K
1.1.8 B A o Pl T iU I8 K 5 | B T 20 31 BT A .

THBETHREHRAS s Joik R4 .

~s0

w >

I T 1.1.15 B ASA 5506-X, 5508-X Fll 5516-X ROMMON T+, LAAGE T 1.0 /) ISA 3000
ROMMON J+%. JfH, 1.0.5 [fJ ISA 3000 ROMMON J}§ It} 8] i 2 ROMMON RRAS I 15, K2
T 15 08 AR IEDE S W o WERFZRAE 30 7380 58 aFH RN, 18R AR LR
RZHE; BDEFNEE W&

FHiaZ |l

M Cisco.com ZRHUHT ) ROMMON W%, I8 L cAe i s 25 L LA 21 ASA. ASA SCRFFTP. TFTP.
SCP. HTTP(S) #1 SMB JIg 55 %% . 15 M EL N WHE T 2

* ISA 3000: https://software.cisco.com/download/home/286288493/type

UK

F1 K ROMMON MG S I3 ASA A7 BERF Wos FTP BIAS: 4N copy 2, i HIH A IR 45 45 2574 1)
k.
copy ftp://[username: password@]server _ip/asas5500-firmwar e-xxxx.SPA disk0: asa5500-fir mwar e-xox.SPA

T2 LAFEMHTRA, %A show module fiy & JFAE MAC Hiuhik i FH & 2 A Mod 1 FR %0t H (1 3 1Al
AR

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

RS .-
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$I123 7147 ROMMON W% .

upgrade rommon disk0:asa5500-fir mwar e-xxxx.SPA

TP

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: d824bdeeceel308fc64427367fa559%e9
eefe8f182491652ee4c05ebe751f7a4f
5cdea28540cf60acde3ab9b65££55a9f
4e0cfb84b9%9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
eefeB8f182491652ee4c05ebe751f7a4f
5cdea28540cf60acde3ab9b65££55a9f
4e0cfb84b9%e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

B4 M IEERE, BAT R N ASA.
ASA ¥ T4 ROMMON W%, SR 5 FB i1k 2 4¢ .

PR IR 1

FEVEZMOL T, ST AR AS AR IF M LART (MR AR R & O B PR VAT T RS I AS A

Y VAPAN
= o

Bee £ 1Y o U 0 PR 71
BTS2 B LAR U
RAMERNEAZTENBERSF-HE, FREHIL T, FEPBEIREIEM . RTRH%, i
ZELCT SR W, WTREA A AT SR N SR R R A R, X S EUF L.
* PR B BB ERETNRERY 9.9(1) LARTRARAR- 9.9(1) S S WA &5 403 73 A J7 TR it o a2
BINERE AT 3 AN B2 AR, BLAHRAT U PR

B &#nRE
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reanenifnms

1 MAERER MR TE S B & (AR E S ERE) .

2. B 1 NGB G, ARG ERTINASERE.

3. AW LIEREThRE B ILRRG, ARG E IR

4, KA, BRI AA RS, ARG R IR

R RS ATUARBERE 9.9(2) LLBTBIRAS- Wi AR g (Eln A AR E0E 9.9(1)

LARTRRAS (e g A M BARAE ), NIz ZE Mol miiAx. A0, BB RRIEM, flansfr
IF AR PR 5 2 IR 0086 R it ¥«

« EERFAMBRSTBYER T M 9.8(1) FER- WERKCE T I Wby, WIFEM 9.8(1) PR, Kt

BT FAEHUN TR BRI R o NAE B2 2 i BRI WU O B, AR a5 T B T G
.

s FEBEREEEITRSHREIZREN 032 0.7 FEIIER TM 9.8(1) FER- U B ALK R FFIN 8]

(health-check holdtime) #'& 4 0.3 - 0.7 #2 5 B ASA A, WL E XK A 3 B IRERIA
8, KEAASCRR R E

s EEHIIERTM 9.5(2) S E 5 hAPELR E] 9.5(1) S R HIRRAS (CSCuv82933)-71 M 9.5(2) [

S, R AU T8 B S o AR SUAE [A)— I TR OB NPT 1 B, XM i
F R AELRIN T TG OB SRR . MRS 5 B B A% U OIS, MIJCVE TRt

« FEERBRIER T 9.2(1) SESIRAFERE] 9.1 SR HARRAR- A SCHF FAEHUN R FELL

* M 9.18 S E S ARAPELR (B RH- 9.18 W4T M K AEARL, b a4l Ay AN E I el 42
A WRERL, el ar A edEd, ROb e MR Ing e 4. R are i
forward-reference enable iz %, s HILMLEE R, By & ar S I CmMIBR . (e i, &
IR TS AT Ia4E 4, ARIGAERER G i N X 4

* EFAENX T Firepower 2100 RYFELR B @A 9.13/9.14 F&LR 2 9.12 S B R ARA—X T 281 %
BEM 9.13 B 9.14 4 4 - S B Firepower 2100: WL BE 2 F 9.12 B 5E FLARAS, #4 TCVERD
OB O B gn i FXOS LA #:10 GEER, 9.12 RERMAMN P o BFHE
PR S 519,138 B A, B 5 B T FX OSHERRIC & A A5 BRIC & . o 18 B ) A it
AT EN9.13809.14, WAL RAMGIE; AUHT 2B 25 22 B 52, 5 g 6 2% B EHr g
%45, (CSCvr19755)

* 910 (1) BERLAFEITE REVFRT-th TR e ACRE P A S e, A R AGREA TR, W 250K 1 6 T fT
TEN SRV REPCPE T BEAS . OB IR REACERAL A s SO, DR R A i SR WA RE AT T2
REARBE BT A IR AR s S0

(£ PBKDF2 (ETEZMMMEHIREINGE 2) 8542, FIHAZMMERE 0.5 FRHAMA-9.6
DLV AAS AN HF PBKDF2 HiF14bBE . 7F 9.6(1) H, KJEET 32 A~F 451 enable Fil username
54l H PBKDF2 f(FIALBE . 7 9.7(1) B KEE B S #0Kd F PBKDF2 51 4b 2 (H1
A AR AT H] MDS 5 ED o andBEL, W enable HAKE A BRIME () - H
AL IERRIENT, IR username 4. 40 B HT O A A HLA P o

3 F ASA Virtual ABRZR 9.5(2.200) F&4%- ASA virtual AN2SREAVF ]V ENPIRA . T3] license
smart register idtoken id_token force iy & F M (i1 ASDM: 1% %[ Configuration > Device

RS .n



HHHRE |
| 2RSS L

Management > Licensing > Smart Licensing U[fii, Ff§ ] Forceregistration £) ; MZ ek
AR ID A

- AMEF AR EFSITRIRBRARN S FHREREN BN EREY, HSHVPNRESHIZEMK
B SRR L. SRS OUR, TEWOT VPN ERL, R FERNER .

PR RMIFR T ARERIECE

MIRPERBNE A, S RCAS 5 NI i 2R INBCE TP IR . EFEZ T, Jaivk A sl ds HAshi
ARIERCE . T LUZ AR A G (T INAEASAHT D RE TR I T Hrdr 2. hitps://www.cisco.com/c/en/us/td/

docs/security/asa/roadmap/asa_new_features.html

T LLAEAS ] i 2 PR GLS Er B AR 4alf 4. show startup-configerror sul SR iy LATE S50 ¥ 4 EHAT
B, AT DU sty O ROR AR A AR B BT 4L

FEFALRE DR, ASASAETHRI A8k TR 2R, AR S A, RS T3
B A, BEBTRESZBIACE TR . FATEBUEST IHACE AT & 00, AP AE B2 il
Mo TEFHHE) 8.3 MEIL T, #4 BEh0IE &1 (<old_version>_startup_cfg.sav). HAWITH LG4
o A IRATRER M BRI A 3@ I VRS S, S0 (ASA FHEARM) 1“4 TR T
HENRTRS” o

YIE S R P AN PR ) R . BRIV RI R AR, 5 4 T
Bltn, 2479.8 (2) MUARIASARIELL N4

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab512$1234Sabcdefghijklmnopgrstuvwxyz privilege 15

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

MR RN9.0 (4) I, BORAE A BN G 2 LR R R

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

~

ERROR: % Invalid input detected at '”"' marker.
username testl password $shab512$1234$abcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '”' marker.

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '”' marker.

ARG, LERRAR9.5 (2) Fishn T Xaccess-list extendedfir 4 HsctpfI 324, #EA9.6 (1) HiRin
T XFusernamefiy 2 "1 pbkdf2 () 3 FF, FE{Esnmp-server userfir & ¥ FrenginelDEE9.5 (3) WA
iR

B &#nRE
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7t Cisco Secure Firewall 3100 £9i% & 1% T F£2% Firepower 1000, 2100 .

7£ Cisco Secure Firewall 3100 791 & %38 T F%2K Firepower 1000. 2100

K ASA WRASBEE N THIRCA, K& Oy ie BRSO R s E, AR5 BRI, WTLARRZ ASA Bift
JRAS o

FHia Z |l
VERE PP it EEAETH R e ASAREAT 6 A BC L, DAE AT AR R IHBC . A AR IHBC S, W] e A
FER R FT I REBCE SN REAHER I A o MBI ARAFRRAI S R AR AR iy 2

UK

AT S, W i A B A S B ) AS AT i v T R T I 28 H AS AR AR P A
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html£E X i
BUF, ETRC IHASAMCA A EF AR . FEEH/R: EALT R INEASA.

TEASA CLIH, BT ASARCE R HIB A E . X HbEsets, EEEH & LPATIHP . it
W IR A S B A W

copy old_config_url startup-config
W S A EAT LIS AT E A B R A E . M R 5 I AL E . write memory

T

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

HPTINA ASA.
ASA CLI
reload

ASDM

e k% £ Tool > System Reload.

£ 513X T FEZR Firepower 2100

fn] DL K & IC B A R BN, ¥ ASA RRCAVCE N IHIRAS, AR5 R INBOR L ASA
PERRCAS -

FiaZ |l

VERE PP ity ZEAETH R 2 i ASA BEAT s A BC L, DARERT AR IR EL . WORA KR I BCE, W] fefr
FER A H I REBCE SO REAAER I A 2o B ARAPERRCASIN S R AR LATATR iy 2

RS .n


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html
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B 5225 Firepower 41009300

UK

FR1 (EASA CLIT, K& MASARLE R HISRSIECE . Tty wE EHB& LpAT it &,
DRt L 2% B

copy old_config_url startup-config
TS5 AN BT RS AT I B R B R BN S . I 4 B s M4 L . write memory

Tl

ciscoasa# copy disk0:/9.12.4 cfg.sav startup-config

HIR 2 AEFXOSH, (1 MU FEAS B FXOS CLI, %My, Msss % s L iE 2 i ASATH e i wa vh 1 7
KL IHASATRAFRA o FERXPPE LR, 15 TR € IHASARAS T AN JE B AR o

F&4% Firepower 4100/9300
Yo LA 46 O AL B, ASA WA B N IRSEAS, 5 T AR 2 ASA i
e
FHaZ Rl

© SRR AT AR T R TN ASA AT # L &, DMERT LUK INRCE . WERAKRIHECE, W)
REAF LR B I BE B D B AR I i 2 o BRI, KB 4T B a2 .

* IRIHASARRA 5 M ATFXOSIRA A . G, &K E IHASAR B 2 5 B FXOSk 2. K
TERBFIIFXOSH 5 Y i ASARA R (FEMRZZ 0D o WERTCVESZELAER M, FATEEA
PEPAT B

32

P {EASA CLI'P, H# AT ASARCE S HIZAZINCE . X T M0 sl e, 35 78 B AR s BT
VDB, MOPBR K i & S A8 e

copy old_config_url startup-config
5 DA AT AL IS AT RO E RAF BB I . My R 5 I A liCE . write memory

T

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

N
5
N

FEFXOSH, i WA PRS0l FXOS CLI, & WA, ks it B ol A B2 I ASA T 45 19 h (1) T
FREFAEH IHASATRAERUA . AERX PG LR, 158 € [HAS AR T AN JE BT AN o

B &#nRE
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$E3 INEIBEEHEXOS, 0 M6 FE 8RFX0S CLUK IH [IFXOSH AT iR AS % B A 24 AT hRAS, fF 1

WS EE, R R IR B I ASATH LR f I TR

PE4% ISA 3000

B DIRESRAL T ASA 5500-X and ISA 3000 %15 52 i LA DBt 2
G5 S WS CE (clear configure boot).
« K5 TR E N HBME (boot system).
o CAIIE) F B ) GE %5 9] (activation-key).

 Bs T BB A 2R 2 (writememory). BEERAE2HS BOOT MAETAZ R B BN IHBR (S, (M, 4
ESFINET, A2 n I H R .

o W IHECE &0 =2 13 5 3hECE (copyold_config_urlstartup-config).
* IEFEF BTN (reload).

FHIEZ Al
 WEREPP 5 EAETH R TN ASA BT & e, DUEERT DIKR TH B

UK

ASA CLI: [EZHAF I IARCE -
downgrade [/noconfirm] old_image url old_config_url [activation-key old_key]

Tl

ciscoasa(config)# downgrade /noconfirm diskO:/asa821-k8.bin disk0:/8_ 2 1 0_startup cfg.sav

Inoconfirm &I T AEARAT IR SO T AT . image_url & IH WS AE disk0. disk1. tftp. ftp
8 smb EFE4E. old_config_url &2 CORFA I PIUT A BC A MR 1R, WIRTEWE 28 8.3 WA Z i)
BoEES, WA H S %A .

RS .“


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html
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=Y
& N7 P RIS

T LA NAF R SO, IR 2 A RIS R -

UK

TR BHRNAFP RS
dir [diskO: | disk1:]
AR
hostname# dir

Directory of diskO0:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 backup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

T AEBINAE, WA disk0:. diskl: B RIRAMBINAE . BRI N IBIN AR
PER2 BRI G R

show fileinformation [path:/]filename

il

hostname# show file information cdisk.bin

diskO:/cdisk.bin:
type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

PR SCAE R MU 7R 481
BRIABE AR R IN A7 (AR H % (disk0:/).

MR 77 o i B 3T 45

0T LU DA A7 R IR AN 75 221K 5P

B &#nRE



| %tfms
ez [l

iz
MINAE RS A

delete diskO: filename

EROATEOUR, WCRARFE AR, R MCAHT TAR H R RS IBRSCPER, TR ATE AT . &R
GEAPRNIEEMBR I SCAF IR SR 40, SRR S ZUR DA B o

BRIANEXHRS

EHEERINA SRS, THHAT L D8R

UK

PR MR U5 0] ISA 3000 #5516 U IR R ASA i & b 1 .

FIR2 LM ASA, ARG EFE .

$E3 EashidfEd, MR REI N ROMMON #, 1% Escape .

PR N erase v %, XS T U IRERR SO R GE, QISR R G0
rommon #1> erase [diskO: | disk1: | flash:]

i & X177 1]
ASA T LUME I FTP % /7 208 1% S imak TFTP 25 ) . S8t n] LUK ASA o 'E k204 = Hi Ak
2528, DUME AT DAZEVH ML AT H 22 4 = 1% i

L& FTP & PimiR
ASA Wi FTP 7E FTP 4575 AL B 2GS el e & SCF . AE9ish FTP o, 25 ) g [|] I )

ENPEHNEEAMBIER . IRy (BB Bl g i) 38 e H ke s 2 422 1) i 11
AT R o

pUE ]
¥ FTP #i ik & I #55)) :

ftp mode passive

T

| wuikE ]


asa-919-general-config_chapter2.pdf#nameddest=unique_32
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B s=sasazessmss

ciscoasa(config)# ftp mode passive

B E ASA 22 EHIIRSFS 27

2 ASA B HAE SCP & i, mLMEH copy fiv &KL & SCP % & .

SCP FPERESR /Bl T Al FH s 5550 . BROIATE O R, ASA S 4% p i LA R b —Fh 80y
3des-cbc aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro 1L LA K 2 — P4
% (3des-cbe), MIVERESS LI NE T 128-cbe 45 5 my s M 5Lk . BT SO ) 25, Al ] ssh cipher
encryption #ir4; i1, ssh cipher encryption custom aes128-cbc

FrIEZ Bl
« ASA VP B A N (3DES/AES) Y ililE, A BESZHF SSH V2 i,

s BRAES A, ST 25 S, I RGBT P g AR . EMEE SRR
GHPAT A H], TEHIA changeto system 174 . TR M ARIEAN RAGRCE R, TEE G
F WA 1P Mtk R #Y System.

o X1 SCP IR:2%, i5H4E Wl SSH 7 M 7E ASA 51 SSH.

UK

(A[3E) ASA N 5Z #EHIEA SCP k42547 SSH T L. R TE, LT &Y.

ssh pubkey-chain [no]server ip_address {key-string key string exit| key-hash {md5 | sha256}
fingerprint}

T

ciscoasa(config) # ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:b1:30:29:d7:08:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string)# exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 £1:22:49:47:06:76:74:02:db:26:fb:13:65:d8:99:19:

e7:9e:24:46:59:be:13:7£:25:27:70:9p:0e:d2:86:12

PR RGSAE, ATLLIRE SSH ALK key-string (A1) 5 key-hash (HIZIED -

key_string #2328 by X S5 TK R ] Base64 Zwf ¥ RSA A 8H. #EnT LLAFTFFI1) SSH % o CHP
.ssh/id_rsa.pub XAF) SRIGAPE. EEHEAKH Base6d dmtd I A HZ JG, RE S SHA-256 X
HAATHO AL B

B &#nRE


asa-919-general-config_chapter43.pdf#nameddest=unique_303

| memmE

IR 2

mEAsAz2gsimss

key-hash {md5 | sha256}fingerprint 1] F T4 A\ Bl By AL BE I %80 (il MDS5 8 SHA-256 %
B 5 wlan, N show i & A2 I 28

(Ari)  JA F A H] SSH ENLE IR & X T 245 5, 7R B b A ki 4.
[no] ssh stricthostkeycheck

T

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]?

Address or name of remote host [10.86.95.9]°?
Destination username [cisco]?
Destination password []? ciscol23

Destination filename [x]?

BOATHOLT, ARG HILIET . 248 FHUEE I, QiR ASA H RRAHE BN, R SInE
PR UHE A TNE ] HEE IR, WORLARTARAAE BV, ASA & A= BN Y.

51
PLUR 7R 0 10.86.94.170 _E [P RSS #38 IN &8 i SO0 AL 2 1Y) = B L35 EH «

ciscoasa (config)# ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain) # server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:6l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9%9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

LAUR 704 10.7.8.9 BRI ARSS S I ML 745 A 2

ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server) # key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# cl1:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit
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BECE ASA TFTP & Pimigis

TETP J&— P fa] 5 1) 0 7 i/ M 55 4 SCAFAL ML, RFC 783 1 RFC 1350 28 2 A& 1T ROM JLEAT T3
. fgnf L)W ASA it} TFTP %/ i, PME'E Al LI TFTP HR4s#s 2 I HEAT 00 SCE S . 2
AT, T DL L B S IR AR B 2 & ASA.

FE AT BT IR AT LA E S TFTP AR 4548 %42, AT JG 7 AE 4 W copy 1 configure net 45 i 4 4 A
AR

=i

e X T configure net il copy v 1 TFTP AR 5528 Mol Al e F: 42

tftp-server interface_name server_ip filename

i

ciscoasa(config)# tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]7?
Source filename [files/configl.cfg]?config2.cfg
Destination filename [test.cfg]?

Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

BN AN, LA RSO B, UAE A copy v A, R LARI R TE S TETP g5 ds il
RS IRAE A L B R A5 A i AT RS A4

X copy fir %, A tftp: LUEEH] tftp-server {ELIM 3 tftp:/url.

R3S H12 ASA

AT GF ] N % . ASDM 8 4t Bd'E SOk, s AT HAb R 2N TFTP. FTP. SMB.
HTTP. HTTPS &% SCP 454 1 W BN IN AT 1 ST

FHIa Z |l

o TEAREAENAE IR — H 3% B BHA AN BFAR RE A RN AR S B, R 2206
Y Config.efg FE S config.cfg LRI E, WIS R LU E RIS .

$Error opening disk0O:/Config.cfg (File exists)

* 4 K%4% Cisco SSL VPN % i (145 )5, 15215 Cisco Secure % F 4[] Cisco AnyConnect VPN
B BB FE R . A ORTE ASA FeR RN A S B, 52 31 m R ASA 5500 & 414
PR R A ST B
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o WAERR 8 T ZA WG I BRI S WG B AR AN N AT B, K ASATC ' A A R a2 . FH e
1255 ASDM 1%, TS S ASA W% . ASDM FljSshfid s , 25 19 1.

* T2 REGE, BT REHATE R .

o (TG A ASA SIS BT A0 O . AR IR, ASA H5 A (U B
e WURBAUR, T2 PR SRS th .

o WS H CiscoSSH H#ikk, HAHH ASA copy i 2K U4 & i 1 SCP ARk 45 258 M SCP k4523 2
WS, gl Fsshain & 7E ASA |24 SCP IR 4528 1 M/ENLA FI SSH Vi AR . 155 5 e
# SSH il

UK

I DUP IR 5543 28 8 2 — R S0

* M\ TFTP g5 @ HEAT 51
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {diskO|disk1}:/[path/]dest_filename
ZNUE

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg
Address or name of remote host [10.1.1.67]172
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?

Cryptochecksum: db8bal9%6 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M FTP il 45wt 47 & 1«

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename
{diskO|disk1}:/[path/]dest_filename

i«

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
diskO:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]7?
Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8balf96 9adl89a8 7f5f501f 1lbec469b
EEREEEEEEE

wuikE ]


asa-919-general-config_chapter43.pdf#nameddest=unique_303
asa-919-general-config_chapter43.pdf#nameddest=unique_303

HHHRE |
B sxcerssiziasa

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M HTTP(S) ik 55-#3 3t 47 & il

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server[:port][/path]/src_filename
{diskO|disk1}:/[path/]dest_filename

ZNE

ciscoasa# copy https://asun:john@10.1.1.67/files/moya.cfg disk0:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]2

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8bal%6 9adl89%a8 7£5£501f lbec469b
EEREEEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SMB il 55 s k47 52 1l -
copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
{diskO|disk1}:/[path/]dest_filename

R

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8balf%96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SCP iR %5 #33t47 & il
sint=interface & g6t s th A 4k, IR £l H5 2 #: 10 KUj i) SCP R4S 4% .

copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name]
{disk0|disk1}:/[path/]dest_filename

R

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg

Address or name of remote host [10.86.94.170]?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)' can't be established.

RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:20:85:2e:19> (SHA256) .
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Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:61l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>
IEEREE

6006 bytes copied in 8.160 secs (750 bytes/sec)

KX HEHZ Rk B0 TAE

T LR SCASCAF AN TFTP, FTP. SMB. HTTP(S) 5 SCP i 55 4 5l NINAT T 58 ia 4T o 1 A 3)
P .
FriaZ |

R E RSN T EN, SEIFEWAIE . SIFRETEE P B S e ie &
WEARPCEMF, WA KA E S R 2 rh SR sy & i S Etr, W& IRk 1
. AIRE B R, ATREH BLEAMER

(FAIE) JR7E ASA SRS A AT A5 T e e R E L, ASAKS A F A LK 3%
WERBA LR, 2> B K v h ok

UK

BV SO IR E B E BOS T AR, EEER AR RO S A, AL R iz
* M\ TFTP g5 #EAT 52
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {startup-config | running-config}

IR

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

M FTP fIR45 28 AT &M :

copy [/naconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename {startup-config
| running-config}

2R

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/old-startup.cfg startup-config

* M\LHTTP(S) Mk 55-#3 3t 47 & il

RS .-_
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Gt

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server|[: port][/path]/src_filename
{startup-config | running-config}

ZNE

ciscoasa# copy https://asun:john@10.1.1.67/files/new-running.cfg running-config

M SMB IR 4525347 5 1«

copy [/noconfirm] [interface_name] smb://[user[:password]@]server[/path]/src_filename
{startup-config | running-config}

R
ciscoasa# copy /noconfirm smb://chiana:dargo@l0.1.1.67/new-running.cfg running-config

M SCP ik 55 w34 T 5 1l -

copy [/noconfirm] [interface_name]
scp://{user[: password] @]server[/path]/src_filename[;int=interface_name] {startup-config |
running-config}

ZNE

ciscoasa# copy scp://pilot:moya@l0.86.94.170/new-startup.cfg startup-config

;Int=inter faceinterface £ I 2> et i th A ) JF UG 248 FH 8 2 4% 10 215K SCP IR45 28 .

By, ZN TETP s s LB E, THMAL R <.

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

BEMFTP RS2 EHIACE, WEMALL N4

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

FNHTTP Jljg5as LHIRCE, THMALIT dr

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config
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1 E ASA %R . ASDM Fn/Eahfic &

WIERIEA 24> ASA 5 ASDM W5,  WINHEE SR SIS . WERANBCE WS, W2 (AR A 3
W, JF HAazmR T e A TR A WeAR . X TR SR E,  nT DL SRR il WSO R e P R E ST
i, AR H 3K .

THZ Y LA P AR A U

* Firepower 4100/9300 HL4H - ASA F+2 111 FXOS B ; #STCVEAE ASA #1E RS H 4 ASA,
IEANEENT ASA WG AT R el B o ST DAL+ 2% ASA R FXOS, Jf H'EA 12 317 FXOS
HgglT . ASA fIRZA1EE ASDM,

P54 Firepower 2100 - ASA. ASDM il FEXOS WGP HRAR A — A FAAN AL . A 5B
FXOS T H; #BICVEAE ASA HAE RGP T ASA, AL AN ASA WG Ad F il f . #EARE
AT ASA I FXOS; “BAITIH& MG it .

o WA N ) Firepower 1000, 2100, Cisco Secure Firewall 3100-ASA. ASDM F1 FXOS %
BAWGP R — NN . ASA A LIS REREA T4 BRAR AR T 8T . AR ISP S H ASA KR
EG RIS, EIERPLUE S 4S9 ASA ANE. A XRTEAE R, WESH P23 .

* 8UTK) ASDM - ASDM n LA ASA #:4E RGN, DRI R G R HAT HIHRZE 1K) ASDM L%
T AR _E A Firepower 2100 £ Firepower 4100/9300, T3 EA% (1) ASDM Mg A 4x i BILAE
FXOS W% 4%, 420 ASA 5 H ASDM MLf% .

\}

AR T ASA SRR, LR ASDM WG B e ASA _ELURT ) ASDM
PG, Ry e BEGMFERAFR (asdm.bin). {H)E, WRETshik
T I AR A ASDM BUE (640, asdm-782.bin) , FBARIMEHRZR
THh 2 JG, ATkl UG . A T B RIS IS AT S AR I
ASDM, EROELEF RN L 562 ASDM, 5 A% TE -4 ASA
YR I, Bk ASA FHTICE N 4 AR ZE (1) ASDM BR{4 (asdm.bin).

* ASA Virtual - ASA virtual 1 {984 55520 % ASA WG I502E HAE ) boot:/ 730X e TH4L ASA virtual
N, AN R AN G . TR, R BE S TS BRI E (clear configureall), U ASA
virtual B8 J5 4 IR R IR H B AR . HIAGEFBE ASA virtual LA A0 55 & 7 N A7 iCE () ASDM i
%o ST LR TEE, ASDM WU .

THZ I LL R BOA B

* ASA 1%
* BEAAAEIC N ) Firepower 1000, 2100, Cisco Secure Firewall3100- )2 215G & 47 1) 50 bkt
%

* ISA 3000 - i 5)) ASA 7E P55 A AR 36 21 1 28— AN H A%
* ASA Virtual - J& sh #7E 15 UGB I L BE boot/ 43 X P LS .
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* Firepower 4100/9300 HL#— FXOS RZHfw L5 T 1 ASA WG . AREME LI Rk % B
ASA W%,

« PG T Firepower 2100 — FXOS RS2 B 5| 311 ASA/FXOS 3. ASGEA it 2
KB E ASA L%,

* A ASA L1f) ASDM W% - JH 5l ASA 7E A A7 R B 25— ASDM {5, s, Rt
REEATFAEMAR, WIAESN SN A P A4k

* FZIACE - BRAEOL T, ASA MEBICAFE A s E #EAT 513
i

HE1 WE ASA JASIWURE -
boot system url

i

ciscoasa (config)# boot system diskO:/images/asa921.bin

URL 7] LAt
* {disk0:/| disk1:/}[path/]filename
* tftp://[user[: password]@]server[: port]/[path/]filename
FEARITA A5 #8SCHF TFTP &I

1’ &% T 89 Firepower 1000, 2100. Cisco Secure Firewall 3100: #4 H A% A —> boot system i
A W BT RS, A2 N no boot system LA SR B (1 b — Ak, R, I
Tl & T AN AEAT boot system i T, WS4 N ROMMON 2238 T W%, A8k, s T3
T x4 . It boot system iy & S EEA NN PATEAE: REWUFIFMR ARG, TR HIE5] 5
P (FXOS FHL disk0 BRI ED o FHINEL ASA I, R0 INEH EIR . W RAEEHn
W ATSUE E R, AT LU\ noboot system fiv 4 5 1S E M BRFTIR,  IXRE Y ETWUGOR 4k eiE AT .
BT T, LR LN ASA INAEH MR SR MG SO, ASA XS NG 2A BIEMS T (HE,
FAT TR USCRE ZAL FH (AT o] G AR B AE N A7, TR boot system iy 23068 T N A7 5 . 55 A
BARUAR], A ZhECE P & AN H S g, JF HSom E GBI . &5 E s K4
IR LA TR INAINZAT . WA A 2 G R IRAERCE, WIAEE R, IHar R A e T
RCE S, BERWIR TR sh. S RICE, DUERCE REEFD . R A JERE N 453 25 A8
AR SO A IR . W RSO A, A SN RRIE T DUIE N A8 g 9 48 GOk BB A
B E . EXFEOL T, R AHRE LRI E B gk .

HB&ER: &0 U N2 I/ boot system iy &4 H,  LUFR @ 407 N 5| S I FE IS ASA
Ko FIH BT FBN A% . 4% boot system T A I, 1% AT A S EI R IR I — 4%
H. B4 H B iR, »44# 1 clear configure boot system wir MG 4 H, ARG
PN IX e H . KRS E — boot system tftp #iv4, I HiZay & AN B 15—

£
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R R ASA A AARWEBHRIIEIA T, WA PUK ASA FEH 515 %3 ROMMON A3l . Hx
ROMMON #EaC 4R B, 5 S 0 &G A .

Tl

asa(config)# boot system diskO:/cisco-asa-fp2k.9.13.2.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
rrrrrrrrrrrnd

Image download complete (Successful unpack the image) .
Installation of version 9.13.2 will do the following:

- upgrade to the new platform version 2.7.2

- upgrade to the CSP ASA version 9.13.2
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
asa (config) #

BCE 2L S 1) ASDM W%
asdm image {disk0:/ | disk1:/}[path/]filename

Tl

ciscoasa(config)# asdm image diskO:/images/asdm721.bin

BRI B OB R, BV T MU, ASA B2 AEIEAT IR A asdm image i &
TS A EO (A CEED KRR, DLAGE S AR OR S I E A R AR, S NAE R Bl
R ZH BN ASDM L& .

CATI) KR BNIC B B A A A, A B B s

boot config {disk0:/ | disk1:/}[path/]filename

S ST 2 R SRR, B T, ISR AL B P B F A
T 55 WA AT FH iy 2 T B DR A BB ST A

SEFRB N, nvram:/startup-config (& LEAE R

P

ciscoasa(config) # boot config disk0:/configs/startupl.cfg

0k & B s 2 At 30

FRATTEE VA0S T B AN FUAL AR G SO AT S U146 6 LABIT 1 R o

wuikE ]


asa-919-general-config_chapter46.pdf#nameddest=unique_1501

HHHRE |
B wicmErgensits

MITEERFZFMNBILIR

LA NP A G AT A C B RTG53 2 tar.gz SCAF IRRZ SO S 3 A o500

FIA &Mk E Z Bl
IR S & B E 2B, SAEAS Oy B R AL E Y 2 /DA 300 MB )R] FH R B2 1]
o WERAETE SO W R B2 e BT AT A P S A, X e B SO AN S B SRR . WERAE AT %
G ECE, RIGPATIRE G, WASES A E k. Bk, ASA W4T A BES A A
]
s —IKHBEHS— AR IR E .

RN UK 5T o 5 HUT A 2 0 AR [T ) ASA RRAS . oyl I T ST B M — 1 ASA

Wﬁ&%U%—Amx WRTFEITRACE, ASA AEINECHT ASA OS I H 3T B 1 )53 3

M
o WARAEHIAERE, W RER R Bk A S & ISATRCEM S k1. AU G Bk Pl el
AL A -

o WRAE RS, A 200N 2 e 4% A 45 T 0 B A B MR 2460

o WIREE T ASA B 1104, WIFE B & O AR R A8 R P B () A e . TR
BAHIIE ASA W FE 104, ESHEE T2, LT MASRSES D i EE 1% 4.

s IR SN PKCS12 ##ii (f /] crypto catrustpoint #iy4) I HAGAE A4 RSA %41, W&hS
NI EX S A AT SRR 2 FR . T PR, m%fMEMDMMaFﬁﬁﬁﬁﬁﬁﬁ
BAXHHR AR AR, WS S B S JRUGEC E A ), (RIS AT R B S A S AR . X
M, WA PIFIEAT s AN FR, WITCk S R AR R S . Bt n) /L, 15 fR
T AT i e H s B o F ) — 42 R

* TCIEAEH CLI 3T &4 R A ASDM #HATIKE, [ Z MR
o« A SRS U A
s IBATHCE
* AL E
T 2 AUg
SR A BLIHA ML I AR
SERh 22 A LT RN LA e
Secure Client (SVC) WG R & S
Secure Client (SVC) H & X AN
* SOHIET CEIEGEE B S ORI RSA B JSZ B HERSM

* VPN Pt 5554
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snzz I

* SSL VPN fil &
o NG E SO E 2 XHESE (APCF)

g

* [EX

* BV 5E0E (DAP)
o GGE

o EERRNCE SOIF I T R A
« QB H BhiE &

. Hedk

* Web %%

AR

AR AU IAT S RE R LA 1

UK

wh R

backup [/noconfirm] [context ctx-name] [inter face name] [passphrase value] [location path]

TP

ciscoasa# backup location diskO:/sample-backup]
Backup location [disk0:/sample-backup]?

WRAFEE interfacename, ASA K EANE KR, WIREKAILE, WASEREH S LR,

ERGPAT AP 25T, i\ context ST LA G & T 5t . BRI 5o 40 2 %
fs WELE UL, BRSSO T backup i 4.

EVPN UEP AT S 25 5 A 25 03 0110, 55 22 111 passphr ase <4 7 AR PR 35 4 A 7] RHIE - T 40 15 .
DAL T P T g i RN AR PKCS12 A% X AE B I 104 o &ML & 40 52 BIEP 1) RSA Z53%F, A
@%E@J PhSTAEF

%4> location W] LLJg A At 5 A% URL. WAL B, <348 H DA BRIA A4 K -
+ HLRi5( - disk0:hostname.backup.timestamp.tar.gz

* Z 3 - disk0:hostname.context-ctx-name.backup.timestamp. tar.gz

RS .“
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PR 2 IR

T

ciscoasa# backup location disk0:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup--*

Backing up [ASA version] -+ Done!
Backing up [Running Config] ** Done!
Backing up [Startup Config] ** Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.

You will be required to enter the same passphrase while doing a restore: cisco

Backing up [Identity Certificates] - Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

HHHRE |

Backing up [VPN Pre-shared keys] ** Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] -+ Done!
Backing up [SSL VPN Configurations: Bookmarks]: Done!

Backing up [SSL VPN Configurations: Customization] -+ Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] - Done!

Backing up [SSL VPN Configurations: Plug-in] ** Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] - Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -* Done!

Backing up [SSL VPN Configurations: Translation table] - Done!

Backing up [SSL VPN Configurations: Web Content] ** Done!

Backing up [Anyconnect (SVC) client images and profiles] - Done!

Backing up [Anyconnect (SVC) customizations and transforms] ‘- Done!

Backing up [Cisco Secure Desktop and Host Scan images] ** Done!

Backing up [UC-IME tickets] -** Done!

Compressing the backup directory ... Done!

Copying Backup ... Done!

Cleaning up ... Done!

Backup finished!

1T LR B AR S A - U L BN zip £ 0 tar.gz SCARIK ST I TG B RIWUS .

AR SR R S
restore [/noconfirm] [context ctx-name] [passphrase value] [location path]

Tl

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?

B &#nRE
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gzt [

{8 H context JCEE KR Z AN BRI, WA R R AN S IS SO0 RS, A REAN SO
PN restore fir 4.

EiCE TS P (B
Tl

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?

Copying Backup file to local disk... Done!
Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!
Do you want to continue? [confirm] y
Begin restore ...
IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,
startup configuration and VPN pre-shared keys.

Backing up [VPN Pre-shared keys] ** Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] -+ Done!
Backing up [SSL VPN Configurations: Bookmarks]-: Done!

Backing up [SSL VPN Configurations: Customization] -+ Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] ‘- Done!

Backing up [SSL VPN Configurations: Plug-in] -+ Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] ** Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -* Done!

Backing up [SSL VPN Configurations: Translation table] ‘- Done!

Backing up [SSL VPN Configurations: Web Content] -* Done!

Backing up [Anyconnect (SVC) client images and profiles] +* Done!

Backing up [Anyconnect (SVC) customizations and transforms] ** Done!

Backing up [Cisco Secure Desktop and Host Scan images] ‘- Done!

Backing up [UC-IME tickets] -* Done!

Restoring [Running Configuration]
Following messages are as a result of applying the backup running-configuration to
this device, please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url, it has already been set

Remove the first instance before adding this one

INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.

WARNING: Advanced settings and commands should only be altered or used

under Cisco supervision.

ERROR: Failed to apply media termination address 198.0.1.228 to interface outside,
the IP is already used as media-termination address on interface outside.

ERROR: Failed to apply media termination address 198.0.0.223 to interface inside,
the IP is already used as media-termination address on interface inside.

WARNING: PAC settings will override http- and https-proxy configurations.

Do not overwrite configuration file if you want to preserve the old http-

and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c ccb31dc3 eb5lacf88 19f04e28
Done!
Restoring UC-IME ticket ... Done!
Enter the passphrase used while backup to encrypt identity certificates.
The default is cisco. If the passphrase is not correct, certificates will not be restored.

No passphrase was provided for identity certificates.

wuikE ]
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Using the default value: cisco. If the passphrase is not correct,
certificates will not be restored.

Restoring Certificates ...

Enter the PKCS12 data in base64 representation....

ERROR: A keypair named Main already exists.

INFO: Import PKCS12 operation completed successfully

. Done!

Cleaning up ... Done!

Restore finished!

L& B &2 Fk & (ISA 3000)
76 ISA 3000 I, RRRAFHRAFRCE RS, &AT LIS write memory 4 [ 3l % 40 i 5 2145 2 A7 B
Wi ASRE, AT AR A AT HAE SD AR _Lngk i) s S i Bk i BBk % . B ELE
A AR

AL & B zh 214 (ISA 3000)
76 ISA 3000 -, RERAE I ORAFBCE Y, #B o] LUEH] write memor yF [ 31 £ 4 e 5 214 e 7
FrEaZ A

I HETE ISA 3000 FASHTH .

i

P11 WESH S
backup-package backup [interface name] location {diskn: | url} [passphrase string]

* interface name - 5 E & U7 1) %4y URL CIIRHRE T REKIMEGE) o WERARER DA,
ASA KA QUE FR ks R LD, W o Bl i ik

* location {diskn: | url} - ¥& & H T &0 £l A7 . 180 LLFR 8 URL BASHIATF i o diskO &
SN AE IR 5 48%; disk] & USB 1 LAl %k USB ic{Z#E; disk2 /& USB2 L[] 3% USB it 12 s .
disk3 J& SD it Ko iHER, HaKE BRI G ] disk3.

* passphrase string - ¥ & 1 TR S BiE 0% i . iETE e, B3R EMERIN BB “cisco”
(SRS

BRONEOL R, X BN 5 F5) backup i H . ES &0 RS, 23 0. WEERE,
WERTE G H 1A 8 & 0 Bk S F-3)) backup v 2, W RGBS ARAFR 2 A FRI & 0 S, BAA A )
Ak ZAE Y “auto-backup-asa.tgz” HFK.

i

ciscoasa (config) # backup-package backup location disk3: passphrase cisco

B &#nRE
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B2 i 8h AR HEAT & O AT

backup-package backup auto

ffH writememory B CRAFECE I, RGT4s B ZPR L E DR AF B4 07 B LR H B E . #0031 44
FKA “auto-backup-asa.tgz” o FEEH] AR, WA A4 1) no B,

i

ciscoasa (config) # backup-package backup auto

B & B 3% & (ISA 3000)

B 3k SRR ATAEAT P TS oL TR B EIRARCE . Hlin, K s CORF & mic
B SDAFE - RAFAF %, RIFF s il W& AR A SD I, LAMfE £ 10 77 Zk 2 R
GRE. (DCHRM IR AAFBER “Fa80” W, ASHEIE . &0 EREERERE, %
Oy SCAFRIFR AU BB A 5 AT s VLG . BRI, ARt e R, sl e B Oy,
RGPl AR E . ) WRFRSUR /R T EIL, WA S B HARSNE (startup-config.
running-config. SSL VPN AU E4: 7 X& M NARTEAGEE, HSM &0 &5, H23 10 « B
HIEIE BN, RESBATIRAFINCE .

HAIVKEAEBRIN ) BCE R, DI T DR AR 3 AT N2 SD A7 fifh R _F 1) 5 48 i B R S B
BE#r, MR TG HAAT B AT AR TG

HI T B0 5 2 AE A Sh i R b R e R 1 A R R R, BRI E ok t ROMMON 22 FEK i E
BT AR, IR M I BRI E . A LT ROMMON 28 :

* RESTORE_MODE = {auto |manual}

* RESTORE_LOCATION = {disk0: | disk1: | disk2: | disk3:}
BRINE A disk3:s

* RESTORE_PASSPHRASE = %4f]
ERUE N cisco.

TN HNKE R E, el R
Fi&Z |
o INHEAE ISA 3000 FASTHTHH .
o L AT ERAMR AL VEE, TR SD fEfif R (45 SD-IE-1GB =) .

o DR SRS BRIAE B DL O/ 0 T B3R, 158 configure factory default fir%. Bl &
FEE IR KB N AT, DA, R A AL i i B K RS, T SEAEH] firewall transparent

AP
T2 o

wuikE ]



HHHRE |

B =vz2ermassetzans

Nil

B

iz
BWEKE NS

backup-package restorelocation {diskn: | url} [passphrase string]

* location diskn: - #55& FH TV S B AN . disk0 A& N BB INAEIR AN 2% diskl 4& USB 1 11
T3k USB ic4Z#8; disk2 42 USB 2 b [fa] %k USB ic 24 . disk3 /& SD 1266 ~. ERIAME K disk3.

* passphrase string - ¥ &1 T Bt (& i . BRAE N “cisco” o
BROAEOL T, XL E WSS T-5) restore fir B EZ 0 0 R4, 4 23 It
il
ciscoasa (config)# backup-package restore location diskl: passphrase S$upe3rnatural
Ja B B EE I B S BB TR
[no] backup-package restore auto

WL SR A FRA “ auto-backup-asa.tgz” o

i

ciscoasa (config)# no backup-package restore auto

FNERAEENZEXNRSEAEE

FERAG SRR, BURAEZ I SR NI ARSERCE T, w1 LUK A S e AT e B S I B MR 55
A BAS A A7 o

FHia Z |l

CRIEE) 57 ASA 5 RS ERHATIAE A I I T . AR e BT, ASA MG A (U B 4
WERBA VLR, WA th k.

UK

LT IR S5 28288 2 — R A& L
« ZH1%] TFTP 55 a%:
copy [/noconfirm] [interface_name] {startup-config| running-config} tftp://server[/path]/dst_filename

ZNE
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ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfg

S FTP AR SS 75

copy [/noconfirm] [interface_name] {startup-config | running-config}
ftp://user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy startup-config ftp://jcrichton:aeryn@l10.1.1.67/files/new-startup.cfg

SHIE] SMB 45 %%«

copy [/noconfirm] [interface_name] {startup-config | running-config}
smb://[user[: password]@]server[/path]/dst_filename

ZNIE

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@l0.1.1.67/new-running.cfg

S SCP JIj 454«

copy [/noconfirm] [interface_name] {startup-config | running-config}
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

ZNE

ciscoasa# copy startup-config
scp://pilot:moya@10.86.94.170/new-startup.cfg

;Int=interfaceinterface M1 & %8 i i & A JF 5 £F H ¥8 e 4L 10 21X SCP IR452% .

NSRS AR e
copy [/noconfirm] {startup-config | running-config} {diskO|disk1}:/[path/]dst_filename

R

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

TR F AR H SRAFAE . RAEAE, TESEAH] mkdir v &0 1% H %

FEcE s H M
ML ST ok A DL i 2 — R LA P R 5 B S

RS .“
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FHia Z |l
(RAIEE) 57 ASA 5 RS IMATIAF A D . WRATREH N, ASAK & E (U Kk th R s
WERBA VLR, W2 AA s th R

UK

LA RS54 2R 2 — % 3 1 UG-
* INAES 2] TFTP iR 55 45
copy [/noconfirm] [interface_name] {diskQ|disk1}:/[path/]src_filenametftp://server[/path]/dst_filename

ZNE

ciscoasa# copy diskO:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

MINFESE 62 FTP RS %%

copy [/noconfirm] [interface name] {diskO|disk1}:/[path/]src_filename
ftp://user[: password]@]server[/path]/dst_filename

IR

ciscoasa# copy diskO:/asa-os.bin ftp://jcrichton:aeryn@l0.1.1.67/files/asa-os.bin

MINAEE 2] SMB IR 4525 -

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
smb://[user|: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy /noconfirm copy diskO:/asdm.bin
smb://chiana:dargo@l10.1.1.67/asdm.bin

ML 2] SCP Ak 55 4+

copy [/noconfirm] [interface _name] {disk0|disk1}:/[path/]src_filename
scp://[user[: password]@]server[/path]/dst_filename[;int=interface name]

ZN 7R

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

;Int=inter faceinterface £ 2 el i th A i) 4R 248 FHF8 2 4% 1 215K SCP IR%5 2% .

IR A7 52 280 A el A A«
copy [/noconfirm] {disk0|disk1}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename

.

R
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ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

TR H AR H SR AP AE . WA, T5EAEH] mkdir v Q1 1% H %

EE=PEME=EE

FEZ A SRR, AT DU St AT BUR s 41

UK

TR KIS ATHCE R B2 O G 5 48 100 B IR 55 4% -

ciscoasa/contexta# copy running-config startup-config

SR 2 AT ECE R TR O B R M TFTP Ik 554%:

ciscoasa/contexta# copy running-config tftp:/server([/path]/filename

NEimBE R EHEE

UK

TR BN E S 5 ) i

mor e system:running-config

SER2 TR B, AR R C BRI B SRS

{$£ F Export #0 Import 5% &1 Mo 3T

XS PR 2 O T () LA ST T e A 4% LA R S0

* ff# 1] import webvpn fir & ARSI HAT, ZXEESCHORE A2 . URL . M2 A2

AT RIS & S0t
* DAP % (dap.xml).

* CSD Mt (data.xml).
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Nil

B

o B HIFNES .
o AHL CA F O FERNIE RS A
Tk CLI A LU export A1 import 4843 1K S C & (1% DIt % .
PER A IR LS AR, E A import webvpn iy 4 BIE S S NSO, IEPATRL R P,

=

r‘_:ni

1 2473E 1) show T4, WIHFR:

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

2 0T ARSI, TEIEAT export dr e (FEAZREIT K rdp S

ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

{5 RN ZS &9 #0112 ST

J0T DI AR 0 Fdk &2 ASA BB E SCF, 45181t import webvpn CLI iy & S AT
}T%Iﬁt CSD A& XML SCH-H1 DAP Bt & XML 3. T2 A, BATARE ST EU- 3 e

Tl A CA HYIPAT A I -

Aoy X SRR PR HE U, AL 1T DL SRS SRR 4l PR T B SRAE UG A I FEA A . eAF
AJHAR T Linux 596 20K EH AT Microsoft Windows R %5, 7591z H A 1038 40 HoH 4714
o

N

AR o, WL backup Ml restore v, AOREAIME R, TES BT AT RS B JR L 5 22
g

N ©

FEFEER & B RS AR Z |

BT AR S 0y FR S ASA TR, T 56T LA R AESS:
* {# /] Expect il 2235 Perl.
AN LLUT ) ASA [¥] SSH %% ) i

B &#nRE



| memmE

=Y. NP

o G TFTP 454, LUK STEE N ASA R 22440 3k 1o
F—ANETUR AR T RT DK A f R s A TR T A

AT H A IIA, EHATELT D ER:

R BIA SO R 3BT DI FRGG B R 48 L T R

2 {Efr AT, i\ Perlscriptname, A scriptname S A SCEEI) 42 R

¥ Enter .

ARG SPOR TN N EIUE. 803, Al UAFEST Perlscriptname iy 25, 4% Enter £ 2 R4 Ak
WEE . TCVe R MR 75X, JRIAS S SR i N AN I R4

AL T RIEAT, SoaaH KBS, XU B CLIid3. 80T LIAE H G Pk &2 I T i as
CLI, XAERABARE — A SCTEF R4 o

#!/usr/bin/perl
#Description: The objective of this script is to show how to back up
configurations/extensions.
# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.
#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.
#Usage: backupasa -option option value
# -h: ASA hostname or IP address
-u: User name to log in via SSH
-w: Password to log in via SSH
: The Enable password on the security appliance
-p: Global configuration mode prompt
-s: Host name or IP address of the TFTP server to store the configurations
# -r: Restore with an argument that specifies the file name. This file is produced
during backup.
#If you don't enter an option, the script will prompt for it prior to backup.
#
#Make sure that you can SSH to the ASA.

HH FH o H
|
()

use Expect;
use Getopt::Std;

#global variables

Soptions=();

Srestore = 0; #does backup by default
Srestore file = '';

Sasa = "'';

Sstorage = '';

Suser = "'
Spassword
Senable = '';
Sprompt = '';

v
’
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¢

Sdate = ‘date +3%F °;
chop ($date) ;
my $exp = new Expect();

getopts ("h:u:p:w:e:s:r:",\%options);
do process _options();

do login ($exp) ;
do enable ($exp) ;
if (Srestore) {
do restore (Sexp, $restore file);
}
else {
Srestore file = "S$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open Srestore file\n";
do running config (Sexp);
do lang trans(Sexp);
do customization ($Sexp);
do plugin($exp);
do url list(Sexp);
do webcontent ($exp) ;
do dap ($exp) ;
do csd($exp) ;
close (OUT) ;
}
do finish ($exp);

sub enable {

Sobj = shift;

Sobj->send ("enable\n") ;

unless (Sobj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";

}

Sobj->send ("$enable\n") ;

unless ($obj->expect (15, "Sprompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang trans {
Sobj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = $obj->before();
@items = split (/\n+/, Soutput);

for (Qitems) {

s/"\s+//;

s/\s+$//;

next if /show import/ or /Translation Tables/;

next unless (/".+\s+.+$§/);

($lang, S$transtable) = split(/\s+/,$ );

$cli = "export webvpn translation-table $transtable language $lang
$storage/$prompt-$date-S$transtable-$lang.po";

Socli = $cli;

Socli =~ s/"“export/import/;

print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "$prompt#" );

B &#nRE
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sub runnin
Sobj = s
Sobj->cl
$cli ="c
print "$
Sobj->se
Sobj->ex

g_config {

hift;

ear_accum() ;

opy /noconfirm running-config $storage/$prompt-$date.cfg";
cli\n";

nd("S$cli\n");

pect (15, "Sprompt#" );

sub customization {

Sobj = s
Sobj->cl
Sobj->se
Sobj->ex
Soutput
Qitems =

for (@it
chop;
next i
Scli =
Socli
Socli
print
print
Sobj->
Sobj->

sub plugin
Sobj =
Sobj->c
Sobj->s
Sobj->e
Soutput
Qitems

for (@i
chop;
next
Scli
Socli
Socli
print
print
Sobj-
Sobj-

sub url 11
Sobj =
Sobj->c
Sobj->s
Sobj->e
Soutput
Qitems

for (@i
chop;

hift;
ear_accum() ;
nd ("show import webvpn customization\n");
pect (15, "Sprompt#" );
= $obj->before();
split (/\n+/, Soutput);

ems) {

f /"Template/ or /show import/ or /"\s*$/;

"export webvpn customization $ S$storage/$prompt-$date-cust-$ .xml";

= $cli;

=~ s/"export/import/;
"Scli\n";

OUT "S$ocli\n";

send ("$cli\n");

expect (15, "Sprompt#" );

{
shift;
lear_accum();
end ("show import webvpn plug-in\n");
xpect (15, "Sprompt#" );
= $obj->before();
= split(/\n+/, $output);

tems) {

if /*Template/ or /show import/ or /"\s*$/;

= "export webvpn plug-in protocol $_S$storage/Sprompt-$date-plugin-$_.

= $cli;

=~ s/"export/import/;
"Scli\n";

OUT "S$ocli\n";
>send ("S$cli\n") ;
>expect (15, "$Sprompt#" );

st {

shift;

lear_accum();

end ("show import webvpn url-list\n");
xpect (15, "Sprompt#" );

= $obj->before();

= split(/\n+/, Soutput);

tems) {

next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";

wxms ]

".
’
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Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub dap {

$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$cli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$prompt-$date-dap.xml disk0:/dap

print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub csd {

$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-S$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data

print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub webcontent {

$obj = shift;
$obj->clear_accum() ;

Sobj->send ("show import webvpn webcontent\n");

Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Q@items) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/".+\s+.+$/);
(Surl, Stype) = split(/\s+/,$ );
Sturl = Surl;
$turl =~ s/\/\+//;
$turl =~ s/\+\//-/;

$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";

Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";

B &#nRE
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print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub login {
$obj = shift;
$obj->raw pty(l);
$obj->log_stdout (0); #turn off console logging.
$obj->spawn ("/usr/bin/ssh $user\@$asa") or die "can't spawn ssh\n";
unless ($obj->expect (15, "password:" )) {
die "timeout waiting for password:\n";

Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

sub finish {
$obj = shift;
$obj->hard close();
print "\n\n";

sub restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= $Soptions{s};
$storage = "tftp://S$tstr";

}

else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>);
S$storage = "tftp://S$tstr";

}

if (defined($Soptions{h})) {
Sasa = Soptions{h};

}

else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

if (defined ($options{u})) {
Suser= S$Soptions{u};

| wuikE ]
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else {
print "Enter user name:";
chop (Suser=<>) ;

}

if (defined (Soptions{w})) {
Spassword= S$Soptions{w};

}

else {
print "Enter password:";
chop ($password=<>) ;

}

if (defined (Soptions{p})) {
Sprompt= Soptions{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined (Soptions{e})) {
Senable = Soptionsf{e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

}

if (defined (Soptions{r})) {
Srestore = 1;
Srestore file = Soptions{r};

Cisco Secure Firewall 3100_ f4 #3535 SSD

WREAMASSD, e SER BN ERRAID. B k300, 0] PIYE CLL BT L AR5

o PUBP LR —A SSD - Witk SSD Bk, AT LUE Y. R, WRE A —4>SSD, I
TCIEAERT KBS TF i I LR -

* JHER—A SSD - WA PN SSD, Al LI ER—A4 .

o WRINEE AN SSD - W 45— SSD, A LA INZE =4 SSD I JE /% RAID.

A

AR WEAEARMHICRE T A RAID R SSD TG MR A B . W e S8 22k

i

TE1 MERHLf—4 SSD.
a) M RAID 7 /HF% SSD.

raid remove-securelocal-disk {1] 2}

B &#nRE
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b)

Cisco Secure Firewall 3100_t f4 #4E+% SSD .

remove-secure <8 745 M RAID i SSD, 25 BN i At thae, FExt SSD $AT 28 4 #E Kk
an G AR RAID H IR SSD H R FFE AR, v LU ] remove JCBEY .

i

ciscoasa(config) # raid remove-secure local-disk 2

W42 RAID IRZS, HF| SSD AR /nfEiE b,

show raid

M RAID " IlER SSD J&,  RHRAETE A1 BRSABARTS K ol BER . 2 IR a8 K A 91 4 B

i

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none
RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

ciscoasa# show raid

Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl

RS .“
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Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFE+EHH SSD.

$I82 7N SSD.
a) ¥4 SSD MRV NS A5 Hikl
b) ¥ SSD ¥ hnEl RAID.

raid add local-disk {1 |2}

F5 81 SSD [F]20 2] RAID ] BEFT B LA/, AE Ik A 18] 7 kBl EwE . BEETLIER S
g, FPHBAAERIESS:. HH show raid 174 TR

WU e SSD LRI TE 7 — R4 BT, JF AR T80 RE, EMALLT a4
raid add local-disk {12} psid
PSAE[I7E SSD 1 [HIARSE o B, EPTCAERIE I RS, SSD K4k Fpas N I8 in £ RAID.

HAFECE R BIER

ThEE &R FalA | EEs
22 AT PR RIS 9.1(5)92(1) | ASA DL HF %A (SCP) % P i A B8, Il 55

SCP M 55w BEA T X 1w SCAFAL 4T o

SINT LA Fis4: ssh pubkey-chain. server (ssh
pubkey-chain). key-string. key-hash I ssh
stricthostkeycheck .

BT LU R4 copy scpo
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pumrsnneiiz I

TIREAFR

DIRERR

FITCE SSH N2 R 56 P

91(7y943)953)04(1)

P RTAESAT SSH I 7 BN e 35 A =, aﬁcTﬁaa
HMAC FIN% R SR B A 0 . RIS RSN

A REAT GRS AR A SIS B CE AN A . TR 22%
SN PERER 7 W T P AE I s s i . BRSO,
ASA ZHZM R LA 2orh—Fp a3k 3des-cbe aes128-cbe
aes192-cbe aes256-cbce aes128-ctr aes192-ctr aes256-ctro 1l
IR B ZE— PR 832 (3des-cbe), MRSz te T
128-cbe S5 W m AU k. Blhn, BSOS A, i
{§iFf] ssh cipher encryption custom aes128-cbc.

5INT LU Fir4: sshcipher encryption. ssh cipher
integrity

BRI DL N 22 0 ] B 8l 50T I 55 2k T 50 Uk

9.2(1)

R NN R S SN ERID R i T L AT R
BrimCE, WIS IE-BEAE. WA %N\iﬁ(ﬁr‘ﬁ&ﬂi
THEHAR A FEFSAE, WA R ARE I, Jfa iR
LAh &

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

Mo ECRBOERS, DA ACE Kk,

auto-update server no-verification

Bk T LA R4 auto-update server {verify-certificate|
no-verification} .

) CLI H) R G828 4 AR AL

9.32)

BILAETT LME T CLI R MK e B A S, Wi
WG AIIETS o

SINT LU R4 : backup Fll restore.

PR AL FUINZCH 1 ASA 5506W-X L4

9.4(1)

TRATTIAE SRR AN BT (¥ ASA 5506W-X L% .
SINT LA R4 hw-modulemodulewlan recover image.

ISA 3000 [ H &3 Al 5 2k &

9.7(1)

1] L FH pre-set parameters in the backup F/1 restore iy 4
E’ﬁﬁlﬁ >Hk A B 3 & F/eH 3) Tkﬁlﬁ XLeT)

RE AL I T ALHE AR A BRI AR TIC %iﬁ%: [
l&ﬁ% AIEREIRAS

SINT LA Fr4: backup-package location.

backup-packageauto. show backup-packagestatus. show
backup-package summary

RS .“
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JURL SSH HEAR AR H SCP % uity s 75 22 SSH | 9-17(1) WERATH CiscoSSH HEtk, 24T H ASA copy i 244 S

D ) A PR ZHIE] SCP Ik 55 #e i A SCP IR 25 o & il S, i
ssh g2 7E SCP JIx %5 %% 1 M/ FHL 3 H ASA Vi il o

Cisco Secure Firewall 3100 |- 1] SSD 37 #f RAID | 9-17(1) SSD & F I 39X 3l %% (SED), WIEA 24~ SSD, ©fil&
BB RAID.

st ar4: raid, show raid, show ssd
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