H /L.\lE',i

AT G TIE S R GUH SR TR .

s kRTHEWSH, FH1L
o Kl e, 559 uu
o PeE H &S, 210 00
s IfEHE, 290
« HidDhaey sadsk , 5832 11

XTFHFEIER

R H SOk B & K BRSNS AT REH GG 6 TP FRS A 1007 % R il
B e R G H SRS a5 B TR H SNl . Rk T LR JE H R EUAGE 31 UNIX FES K &
GEHEMRST . ARG H B MSSHEZM BIPR HALAEAE S, s MR ] S O B SO HT B R . U
MR H ST HSSR B2 R AR o ST H R FR s S A AR BB A 5 1)

4fA%%B$%ﬁﬁ%NAMﬁE%ﬁﬂﬁ&ﬁﬁmﬁﬁ Wi A& E S ThRe, ATLLAT LU
e
o PR IS R S8 H A .
o AR B SR S8 H AT R K™ MU .
* TR RGHEH RN REB W —AREZAMIE, B
© NFZEMIX
s —AEEANRGHE ML
* ASDM
* SNMP & #l i
o F 5 [ FEL A
. Bl G
* Telnet 1 SSH 2¥1iif .
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B sz Twesies

« DABC (Biltn, $m B ZON s B2 BEAE ARG H .
o FRE AT R GE H RS A A

* FRIAEAES H B PIX T T A BRI N 7 B AR T X KSR T X NI F FTP 55
e BERE A ORAT BN R INAY

s FATE . ENEGON . REE E SGH BRI IE ARG H SR .

ZIE=RATHHREICR

RS A O H LRI E IR A S . R R B RRBUE BN 5, e H
SO ARG 5, R BEFE 2 10 P &R 5 BT SR OGN R

HAEE R ERAREIITE M P AR ARG HEHE (EESPREEEIEE) LA PG5
AR R . VARG T 2 ] Pl H Al s A A AT H &l % A5 R

AT LAKS ASA L E N AERE N R P & 6 SRR, AT B X 70 A& B AN R 48 H b IR 55 s R 13 S0
Ko PEDIREAT B TRAEMRLE T SOk B BEAS 5, WRESIEOR A RS T ARG T 22 18 (K7 B H
BEA% 1D system, Y5145 B 50V AT B SR (0 A4 R B ID.

R HASHERH

PATR & ) A2 Al 2R 452 1 A3 6 A ) P R ) £ L 2R L ) — 280491«
* ASA ARG FVFIRERE . X L6 B Bl 5 22 42 SR h A1 A7 AR 1 s o
* ASA A EMGIRAE I IERL . X R R W LAY V5 Sy 5 11 252 ORI 45
* i) ACE fE46% H 1 K DA e ASA BRI Bt
* IDS V& B Bon] LS R R AR B .
o ™ S A5 065 TR A i 4 A5 A7 00 P A3 2 4 SR B 5 o TH R R
o R AT R L S R RS TS AN PR DR R SR (R RR N )R A
o P USCAE P 0T JEL Sl s S R AR 8 B SO g 115

o HhEA A T TR R D SR ST BT KT NAT B0 PAT JE8E, G SEER S I 2 A 38 2 418 R
Bk sk, X RS,

R HEHEBRR

[<PRI>] [Timestamp] [Device-ID] : SASA-Level-Message number: Message text

TR R
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<PRI> A 258 HE&Id3 EMBLEM J&, WEHEREREHENET. A&
idsk EMBLEM 5 UDP 375, {HY5 TCP A%

R[] 2K R WoR A Elﬁﬂmﬂﬁi FE A T TR H Bl 5, Wi T B e & A
RFC 5424 #%3X, MRS HEW S 1 FTA N EAR S BL UTC SR, W RFC
5424 FrAEFT R o

Device-ID T 7 5 R S 5k device-id MEITUIN L B B A hRIRFF 2R R . W R, )
££ EMBLEM #5200 24 HEH B P A S B/n 4% ID.

ASA H ASA T RO B RS H BN S B . (HIR2Hh asa.

9 02 7. B R H & BT HEATE DL A - BN, R OO

Message_number | - FFriR R 40 H G S ME— A 80 S . Frfa 1 JE #8054 Cisco Secure Firewall
ASA RIN ARG HEW B

Message_text FH TR T O SCAR 5 0 . ARG H B BIX — 30 2 TP Mk, s 1
S 4.

JAH T H&d3 EMBLEM,  H & s i) (6] 8K rfc5424 F % ID KRS H EH BB,

<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

AT HEE 50 a8k rfe5424 %4 ID (&% H S W B .

2018-06-27T12:17:46Z asa : %$ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

%éﬁ EI ;._.\/I%E\E/‘J%*@ﬁﬂ?:

[<PRI>] [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

TR

<PRI> PLegi . 7o/mHH&ds EMBLEM J&, MR 2RTEREHEH B . HE&
it EMBLEM 5 UDP #f%, {H'5 TCP A%,

I ) K RGN W AT RIS Ta) o 7653 FH IS TR A5 0S5, a0 SR TR Rk 1 ok
RFC 5424 #2X, W Z 48 H G P 8 FT 7 I [ 84 2 LA UTC WosIn(a), 41 RFC
5424 bRUEPT 7R o

Device-ID TH L P S e 6 5% device-id 2B 0 L B I B A PR IR AR A B . W, )
7 EMBLEM #g b 2 48 H G B A SR ID.

ASA HH ASA FTA sl B RS H G B &R0, [HIR%N asn.

%) 0 5] 7. GLIRWCRSE [ R0 BT 5 LI B - HOR RN, RS,

Message_number | Fj F-hr iR R 45 H &3 B — S0 5dm 5 .

Message_text M RRE I SCARZR B . R HEH B IIX— 50 A RS 1P Mkl o5 0
SHHP 4.

A7 IE“:R".


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html

B ==ua3

EE MR 5|

Axieg |

W ERTIT A 240 H &3 B AR RAE Cisco Secure Firewall ASA R4 &4 HEWH S8R+ o
Ja T H&IE s EMBLEM,  H &0 s &R ric5424 Rk #% ID 54 H & W Bl

<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

)_—Ll):H T D /uxlajéaj‘“ﬂék rfc5424 %Dm%’ ID E’]%éﬁ l:l /u/%u_»ﬂ“@] o

2018-06-27T12:17:46Z asa : %$ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

NERF RS H AW S EEGON . TR &I 0 o OB, SRR AE ASDM H &
P de PO ILHEATIX 7). SCE RS HASH SO E, W IRUGEFE TR > Fik > &4 H &L
%7 j%&aiu\gﬁgﬁqj ﬁthI *JJ:H/]F;ﬁ@.llEo

F 1 ZZEREHETERA

&Ry FEE RS Ll

0 =) REATTH .

1 R it A7 BRI I

2 =& PEAL

3 iR HEB L

4 g B

S B IEHAHE R

6 =X HEMHEZ %,

7 i T EAIER B
P U, A SR g 1 H S It HS o T e
SR Z I, IS R 5k RE -

)

ARG HEH

ER ASA R ASEROEEMEL A AL (emergencies) R4 H EH &

. -~
BitE

ERT LA AE R R H AR B, DMEACE s R g H AR B E BIR efrt Hbs. fildn, %Ll
HASAEBE#HFI??%%’EEIM/% HRIEZRE AN Hbr, X Rg HEM B -—8o Kike
HoAth A o H b

.EIlE%


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
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24 H

zuasuax |

FUATTE,  S80T AR LA R 414 21 48 H A& B0 ) 2% H Ax:
*c ZEGHEMNEID 5
* RGHEM R HE
* REHEMESR CGHSF— A IhhexO

MG AR BCE i AR AT LA E R B SRR B8 SOX S5, B, LR ASATICE
BN E I BRAOE BRI B bs, ARSI 4.

SES

AT L P AR A R g H G Rk

o FRE I R S8 H G B AL E .

o QIR FR e T BRI B
R H G SR AN 2 G H BN Sk, S TR R ks shiae. B, RIP
KFER RIP HH .

BRI REHEHBREHEREHEMNE ID SHHAR T =80T, B, Brf
611 JFLI ARG H &M A ID #5 vpne (VPN & /) A5k, 5 VPN % 7 i D REAT K R 40
H & EJEEM 611101 £ 611323,

BEAh, K2 ISAKMP 248 H G A AT 2 FITRE D SRR T B AR5 B o X 2850 G A 18 T I i
BT ARG H G BRI SCA . W RAEA AR S8 H AT B SRS, WA 754 5E [ heading =

value 41 & .
B IHTZE U T
Group = groupname, Username = user, IP = IP_address

FOp 2R, F A4 0ok AR HO R PR AAA RSS2 - 44, TP Hbdi e R 10 2% i B
55 2 SRS A TP bk

R SR LA S 1D VE

R2ZZGRATHBEMXEREE DS

£ EX REAZHEIDS
auth FI P B 43 46 00F 109, 113

- UAEEIES 106

- IS FH 7 K i 415

— Al 19X 285 i 2 i 2 338

bridge 1% W15 K Sk 110, 220

A&icE I
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£ EX REAFHESIDS
ca PKI i 57 R A LA 717

citrix Citrix Client 723

- i 747

- g 323

config A P 111, 112, 208. 308
csd st ] 724

cts Cisco TrustSec 776

dap BNV ) S 734

eap, eapoudp | F - 4411 N4l () EAP 5 EAPoUDP |333. 334

eigrp EIGRP # 336

HLF A | AR 719

- s 735

ha TR 101, 102, 103, 104. 105. 210, 311. 709
- o R RN ] i 746

ids NIRRT FR 458 400. 733

- IKEv2 T HAy 750~ 751, 752

ip IP Mk 209, 215. 313. 317. 408
ipaa IP Hbhik 3 fic 735

ips UNESSAE N 400. 401. 420

- IPv6 325

- VEm[ 444

mdm-proxy |MDM fLH 802

nac RPN 731, 732

nacpolicy NAC 5FH% 731

nacsettings | fil & NAC % &, LI NAC 5 732

- NAT 5 PAT 305

e
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£ EX REAZHEEIDS

- CES R YN 713

np Y &4 b 11 319

- NP SSL 725

ospf OSPF % H 318. 409. 503. 613

- PRGN 742

- LG 337

rip RIP [ i 107, 312

m ARt 321

- Smart Call Home 120

session M P25 106, 108. 201. 202, 204. 302. 303. 304.
305. 314. 405. 406. 407. 500. 502. 607.
608. 609. 616. 620. 703. 710

snmp SNMP 212

- ScanSafe 775

ssl SSL #ikk 725

sve SSL VPN % i 722

sys System 199, 211, 214, 216, 306. 307. 315. 414,
604. 605, 606. 610+ 612, 614, 615, 701,
711, 741

- iy Rl 733

PRIdAsHe | G PRIC AT 779

vm VLAN M5} 730

vpdn PPTP Fll L2TP £:if 213, 403. 603

vpn IKE Fll IPsec 316+ 320, 402. 404. 501. 602. 702. 713,
714, 715

vpne VPN &} i 611

vpnfo VPN i 7 720

vpnlb VPN 71 2 24y iy 718

A&icE I
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B =ezessrmsnssns

B

£ EX RHEHEFHEEIDS
- VXLAN 778
webfo WebVPN i 721
webvpn WebVPN Fll Secure Client 716

HEEERRPXHEHITHF

] UK ASDM H G #% (Rl Real-Time Log Viewer. Log Buffer Viewer 1 Latest ASDM Syslog
Events Viewer) WA BEHTHT . B3 250 RATHR, 5 A E L HF 15— S s
B, SRJE AT Crl 88, R R A S A MU v B A A RO . 42 I TR G e i R AT HE
P, i RIS rp AN ) g A0, R I RN ) szt im) e B Hi.

7t Real-Time Log Viewer 1 Latest ASDM Syslog Events Viewer "%} J4 EHEATHEF I, A& N IRHHH B
T B O BT o, AN BoRfE . W vl, el 5HALN RIRE .

BEMEEY|R

<

£+

FRAEHANEE H € SOH SR, DRI 28 48 H AT B A0X 200N H ARSIt . A8 B E R
EH MBS, AT DU B AR ST AT 2R E R A H A S

o LG

* HEID
* AGEHEMNE D e
 HEE

fltur, ar LU S ST LU et
o MR EIEGON 1A 2 ARG H S A, R HURIE R A B AN L
s P ESE (Bl ha) KRIECHIFTA RS H WS, RIS R LR B A B X

HESR AT LIS 2N BIE At B, AUEHDE & 4% H RIS I 1 Bakse 5 F. T LLgl
S R T AR PR AT IO AR . W A BRI AN S PR U, DGk —
Ko

R H A BRI Tadhk . IR Bl A TR SRR RS ASA B
(% RVF\GBRE) WM ERARGHENE: K5, L% logging fr & SCRFEEZEHIICL T B
Forh LRI B B2 ID. R H SRS SAE AT A ID bRl R g H G ks . #80T LUAEA] logging
device-id iy :rii%iﬁkﬁ’ﬁfﬂﬂﬂk?ﬂwx%mﬂ’]f%éﬁﬁ SHE Wi/ﬁ]ﬁ%iz&%ﬂm%ﬁdﬂﬁﬁﬂﬁ
R NEE

| EESEES
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Axizzan

\)

AR ERRCR AR RSN RGN SR, BT IFE R RS 3% i) ASDM 2 .

&+ =M
,uVﬁiﬁ%ﬁimU
AR F LA E H 10 3 50 S [ AV A BR )

IPv6 M
« ¥ IPv6. A LM TCP B¢ UDP ki%X & 48

s FORECE TRIERGHENZ O CLR M, SCRF IPve, Jf HLATBUEN R E & D SIER G H G
55 45 o

o AN HRE L IPve HEAT 24 .

HAoEm

* ARG H SRS S A0etT— A4 0 syslogd RS #5277 . Windows 244t T — ARG H GRS
e AN HARAE RS ARy

« BAEA WM ASAERNIIHE, AHRE H s id s Hbr. WUa M H S s AR5 € H ik
fth HAR, MASA BRI R, (BASHR HORAF B A AT R AL E . 2R e R
A H SR Hbse B, 2082 R G H SRS e iz a it Hox, ix a4 R4 H
GRS ARG B RSS2 A% P e A 4 H .

o ANFRE S A Ll TCP Kk RS

o WURGEAE ] TCPAE WAL, RERITIT S R H BRS04 Mg, Uikl EASE
Ko WURGAE N R S8 HAE MRS S KB AR R, JF B JF MR T 0 12 IR 55 48 R i K
j(a lﬁ E&):H UDP.

o ANBERG PN ANR] (0 5132 B e 2 AN R] ) 2R 46 H 76 R 55 s AR ] 07 75
s B LW LIRCE 16 PR H SRS 4. A, EZRRET, REDVREAE 54 MRS s

o WiZ ] LB T ASA )ik R4 H GRS 8% . NRZ AL E T e n] LN B)E 248 H B RSS2
4 O _F ICMP AAIATH R, J0K ARG H B RER A — RS ws . R0 ER OO0 BT ™ 1 2 )
Ja H H &l k. %%i%?ﬂ RS ee e, EIEIRS HE 313001, 313004 R 313005 [H4
%o

* HT R4 H AN UDP EEE S/ & B CPU B MG TIC E 1) R 48 H S M55 28 2ot HEAH
Ko FEALMTINZ], UDP R4 H & i%mﬁ$%£TamﬁE%UEM§m%?E kS5 As HCR
MR XETUIAT . W, 425 UDPIERE RN EH] TiXLea1h, BOAME R 2 208,
RIEATPRICHIZEE AL, T LA, @tﬁﬁ%?%ﬁlmP$ﬁ MAUE R4 H

AN

| A&icE I
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R
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$E1 4 A

| EESEES

Axieg |

AT e SGH BB U5 iR 3% dr ARG EC I, 6T 2 30 H 0 ™ B g0 B i 2 1t
el 7) WIVF R BIRA S BRI 5)3 H . 0T logging list ir4>, BRIA H &l ™ H kK
BIVCE ) 6o MBI REFE P BT K. K55 ) F1URAC L (10 H R0 %™ EEAE 20 ook i
B, A0 S 2 H &SR IC EA G

BLF 42K 19 show running-configlogging iy 4 A& U 1) 5112 dr P RE A i, DR 3G H g 3%
7 20 ) O 4 VAR -

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

LL R &K E show running-config logging fir-2 14555 U7 ] #1326 fir vh R RE A i

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

FEMIE DL, ViR PIRICEAE S, JFa B s&dar b, Wb gis.

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0x£f36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

M ASA TN TCPRIERGEH BN, ERGHERSER R, TERL ok AshiEk.

MAGE H GRS 25 BB IR 55 #3E 1516 Extended Key Usage 7Bt 4% “ServAuth” . 1t
R ERAE R AR T, B8R B P AR BT (E

T E H Bk .

MHB&EER, EHITLC N D ER:

SDM H, AR IEFE LA Hor— T
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* Home> Latest ASDM Syslog M essages > Enable L ogging
* Configuration > Device M anagement > L ogging > L ogging Setup
* Monitoring > Real-Time L og Viewer > Enable L ogging

* Monitoring > Log Buffer > Enable Logging

I8 2 % Enablelogging ZEHE LU H &1l 5% .

B E ik B AR

FEARAL R G0 H & B A 0 LB T B HE R N B e, R E NN R IE RS H ST
BHAE, BFENEHEZMX ., — A NI RGH GRS %5 ASDM. SNMP & Bl #4
G, 5 5E BBk B Telnet A1 SSH 2314 .

A A TOGEH D LECE RS H &SRR, PR PEEHE (SEF ARG HEID302015.
302014, 106023 F1304001) , HHASRERGHERS 4. T2 AR i 2R 50 8 B 1 %
B, BEZEZRARGHENE. Kk, ERGEE R0 O FL) R)

){%% ;E H InXY; \ﬁ:u\&l_iyl\_'ﬂgﬁ% H IL.\

] RS AR 4 H R 55 s _E 0 m] F A 2 TRDRE S AR, IR FEGRAF H RS0 S Bl e LRt AT A
B, i, AT LA E AL SR E R AR 4t H A RN BT 1, A H SR B IR sk R
A BB SOAF DLHEAT IR, B0 A A T3 s IR A BR R G145 S

LR H G B RE BN R H SRS, AT LT AR

UK

WIREHRE > R&EEE > BFIER > AFIEREE.
' Enable logging 52 3EAE LATH 7] ASA J3 H H &t .
% Enablelogging on thefailover standby unit &2 AE LATHI 7] 26 F ASA 3 FH H & id s CansfiaT 1D

1% Send debug messages as syslogs L HE LUK A AR B e m B R SEHE. mREHT
PEIEI, WEEGIE FAS R RGEHENE . Fik, ZEEFFERNE, YOdEsERE e H
SEIER LA E O PR R G H AW B S R RO H bR . A I R 48 H & B4 5 42 711001,
IR S8 H ST B BN 2 O P

%+ Send syslogsin EMBLEM format & EHELLE H EMBLEM #%2X, LAMECKG LA TP H kil sk H
b (R HERSEERID .

FRETfE a7 HEC s ot IX PS50 TR 3R 40 H S B RAE B0 A H ARG X R/ e 488X
U, BRAER H B RAE 2] FTP IS5 A BN S INAE, B aa i B BRIAZ X K/NR 4096
. Y5 K 4096 3] 1048576.

BAEE MR IX N AW 5 T LR 2 FTP RS 4%, 15k Save Buffer ToFTP Server §ikHE,
FOVFRL G B IX N 2%, O % b A TR ATE

A&icE I
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$1®8 il Configure FTP Settings LAHfE FTP AR 4528 30 & T TARAF 00 X N 21K FTP 2%,
HIE9 1k Save Buffer To Flash SIEHE LAFELE I X ) 254 78 5 2 0K SL AR A7 22 P B IR A7

R W IS R T it AR s ] B

HIR10 sidi Configure Flash Usage PAFE & X7 A8 A A H I F T 1 et s iR e R 1) DA KBS0 B 1) e /N T
230 CLAKB A AL o i3 LB U 7R A7 it R B At BB — N4 “syslog” I H 3%
iR W IR AT T B — s Al AR

PN IRE LA ASA PEB M ARG HERBAIIR N

BLE FIP & &
B T ORAE HE R P IX A FTP RS 4 BCE, 1 AT LU DB

UK

FI1 % Enable FTP client 5IEHELLS ] FTP 2% ) v FRI L
IR 2 $5E FTP HR4-#511 1P Huhk.

W3 IR H T CORME HUE I X A 2511 FTP RS54 10 H sk A%
B4 fre T 853 FTP RS 4MA P 4.

FIBS F7C 5 T8 3 FTP RS 310 FH P 44 M1 SRR IR 20

PO HINED, K5 SE OK.

BB HEIERAFEER
TR EHG H RGP DN RORAE B N AR INAF IR PR, 38R AT LR 2D 3R

UK

S fE v T H &SR s R N A (LA KB A4 S
FE2 RTINS (LLKB AL o PN i R, AT H &
$IE 3 fidi OK LIS Configure Logging Flash Usage X 15 #E .

| EESEES
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BERZEHEIEX

pRz2a%Es |

UK

T RUOEHEE > REEE > BFIER > REAERSH-
P2 FLON R % NS RN ARG H SRS 4, Ra s Edits

F 40K R Edit Syslog Server X EHE .

PR3 s TCP Huiki%i.

24 HALSRANSCRS UDPs QR e s, Ml A B R

$I2 4 % Enable secure syslog with SSL/TLS &ZEHE, #RJ5 i OK.

$IE5

(W[ig) &4 FR¥EE —1 Reference Identity %%, LUMHE IS 548 H B k45w i 2 193E 15 /5 F REC
6125 5| bR iR £ .

ARGIIAR VN R TEAE R, S0 A S R

% EMBLEM #& XX B 245t H S H B E BB R B SR S5 28

L EMBLEM KU 2= 48 H G B AR R 40 H SRS 4%, AT LR D 3R:

i

KIREHEE > REERE > HEIER > R HERSSE.

SEFE IPve KRG H &

st Add BLEZS o 5248 H A IRss 4% o

AY0¥ 7k Add Syslog Server 4 HHE .

R AL E RN 22 R R 2 UM R HERS S (B2 161 .

fRE MR G H RSS2 BT RVFFE ASA EHEBAATH S £, 0 (%7 J6 B (03H J2 T LIZEABA
P

1%Erh Allow user traffic to passwhen TCP syslog server isdown S IEHE, (EARAT R 48 H & IR %% 2% 55 1]
T RV & .

M ASABCE N WER: TCP N R A H ERS ds Rk RS HEN B, R RS HEMRS KT,
WAy AR, KB ASA s s:. BARVPiEs: (AME RS HEIRSHIEEBIT) , il
TE R AT I AE

WIREE UDP, WILIR RS H GRS 45 &5 nIsqT, ASARSARE: RVFHEs: . XN A 2L
uig EECA 1025 2 65535, ERiA UDP % 14 514. BRIA UDP ¥ 24 1470,

A&icE I


asdm-719-general-config_chapter26.pdf#nameddest=unique_1040

Axieg |
B 5 evBLem tet R B s B MBI E i B

IR AT ASA FiEI TCP KX R4 HE.

% EMBLEM 1% 30 pI R 4 B SH B B H A B iR
2O EMBLEM R AR 48 H G BA S bt H AR, 35 ATELU T DB

UK

B KXEHEE > REEE > AFiER > BEIEREKE.
$1%2 % Send syslogsin EMBLEM format &% HE .

NS RE RS SRS RRE

LR IS RS H SRS A BE, TEHRATEL T IR

UK

B

MW RPR B R P T 5 R G H B R SS as AT A 1% 1
AT 5 ARG H S MRS5S AT A5 1) TP k.

RBERGHERS 2 H T5 ASA 5 ASASM A5 P (TCP 8t UDP) . HJ LUK ASA Fl ASASM

fic & A 4¥ ] UDP B¢ TCP 1] 240 H IR &5 28 Kk E s . R ARIgE i, TWERA MY UDP.

st W RARE TCP, WIAE ASA KW H GRS 28 kB, BT 44 imKE, BeHibET ASA
WU e, BAE ARG HE MRS K AR RVFRER:, WESHHE40 L EMBLEM
ARG HENBAERB RGEHEMSE, £ 137105

N
5
N =

I3 MARGHERS TS5 ASA 5L ASASM A5 1% 145

$I2 4 % Log messagesin Cisco EMBLEM format (UDP only) & ZEHE LIS & J& 1510 3¢ SR EMBLEM %
SR (INAEES: UDP 1E s B0 A T HD .

1B 5 % Enablesecurelogging using SSL/TL S (TCP only) &% HE LLE & il i 1§ 1] SSL/TLS over TCP, L
ARG HEREL AR IER R LN, JFHRGHENBNAECINE . B LUERSE L5 H S0y, LR
2 ARG E S VA G0 ST ACHEAE R, WS L HENS, 13 0.

FIB6 i OK DL i &

BAREAGHEHEAZZAMEATEFRX
H65 T 0 A I AR 5Tl B S B 7 24 3 00 P4 58 S B 3 L )

FIRIIARR. MM CW (BAUEE, M2 XEATID , BRIE ASABCE K 58 B h X fRAF
FTAALE, 7 WIAEA OB SN 2 8 w5 TV

| EESEES
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wumasEsxrEaE [

LR ARG H B R E BN H ARG R X, AT U 2D BR:

g2

EFELUN Horp— AR I DUFR PRI 2R 48 H R Ad R B RIE B N H B2 X
* Home> Latest ASDM Sydlog M essages > Configure ASDM Syslog Filters
* Configuration > Device Management > L ogging > L ogging Filters

WiEseiEtE > BERIER > ASEHRX > fE. Ra, EFESERXEKRPIXE > FHRA
BB H S X LUH 2 A H S 2R X

WA FELE > IREEE > HFIER > BERIERI&E, DHESAMHEZMX AN BRIAZEM
X K/NA 4KB.

ASA GREEROFTH B RAF N R H S G20 X, IR e B H G G2 i XN B ORAE B A BB IR A7 o B2t X
FORAFBNABAL BT, ASA 23 B H AT LU I TR X 44 K K F &S0

LOG-YYYY-MM-DD-HHMMSS . TXT

Hd YYYY 24, MM 2 H, DD & H H M, HHMMSS 2 TE CLLNS . 438 FnRs ks .

SRR A ZOREHH RO BIARAL &, IR LD R AR

o T Flash SEHE LUEHTE B E R HINAE, 2R siili Configure Flash Usage. R 40K B
Configure Logging Flash Usage %} 5% .

1 R T HE R B RN E (LLKB AHRAD
2. e HG A AR o R B 1 N el 25 )i (LA KB YA
3. Alili OK BASCHH THAE
* B FTP Server &IEHE LUK By B £ 2] FTP RS54, 485 i Configure FTP Settings. %
4% s Configure FTP Settings X i HE .
1. % Enable FTP Client & iEHE .
2. (R FBR AL TR FTP 4548 IP sk Bx42. I 44 M6
3. HNE, SRJE S OK BLIC TR EAE .

BREAEE R XRFENF

SO A H ARG DCORAZ B INAE, TE AT UR 2D BR:

A&icE I
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B = resnnnnss

UK

PEB1 KEEXH > BRFHEEEXRERINEF.
AY0¥ Wor Enter Log File Name SHEHE .
HIE2 RPN LA BRI S 44 LOG-YYYY-MM-DD-hhmmss.txt {#4F H & ZZ 0 X .
W3 R AR L H A X S 44
PB4 AN HEZMX PSR4, AR5 st OK.

EUATAT ASHMARAGE

SO HAA RN IR, TERAT BT DR

UK

PEB1 KREREE > #8518 > BEIER > AERIERRE.

$I% 2 % Enable Logging & i%AE

FI® 3 i Logging to Internal Buffer X1} Save Buffer to Flash & iEHE.
$IE4 SHEENFERE (Configure Flash Usage).

A 4% %o Configure Logging Flash Usage XA .
PS5 AV T H sk s KB INAE & (BLKB A7)

ERIAEGL T, ASA W] LK H &SR A 552 1 MB BTN A7 . n]fE ASA F TR A7 H & E (1 55/
B IN A7 3MB o R RAF 1 A IS IR A7 16 H RSSO S B80T N P T A A1 T G B2 1 e PR
U ASA 2 MR fme -1 H ST, DA R ERAFBT H 5 SCAF IR B N W AF R R T o R B SR (1
SCAF, mE W R AR R A TH SO el Y AR TR AR T B 0 ASA s Toide R A7 B H 530

HIE6 K NAE NP B T T H e s h T 4 A& (BLKB A .
P$BT LEHRE (OK) X HEE B Fig R INTFER £ (Configure Logging Flash Usage) X 1A .

f£F ASDM Java ZH| E EEMNEH SICRAIFKE

{§i [l ASDM Java 516 LI SCAR A B B IFLHI O EISH, XAl GBI T4 ASDM 4 i#3E17 5
MR o
FiJj i) ASDM Java #E5il6, WEHAT UL R D EE:

UK

SE1 KUGEHFTR > ASDM Java i5#1 4.
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wrgassesxamrss ]

$B2 GG THRA m DUERERHLA S THE S

I3 EHG A g DBAT IR

HI8 4 477 Windows 1T-45/87 F1 8% )£ XUt asdm_launcher.exe SCA4 LA W 458 oy A7 A A 0 o
i SCPFI K AT 2 B 256 MB.

BARG AFESREGIEER
BB R H A SRS BUMDAE, AT LLTF25 3R

B2

TR KKEHERE > REEE > BFIER > BHRE.
SR 2 $5E I AP AR 0 AR 28 H G S B J b bk (R B F b ik
HIR3 il Add DU AR E 1R S8 H S ST s it A

TR N FRPIR P IEF AR N RS H S B GO A HAREEPE IR R 48 H S S
P E I g A 2 B BURE SR E GO A RSO0 R . 7E Logging Filters Aiks 45 &
(¥4 Jey I JE A I 2 N T REAS B CAE N

PS5 sl Edit BUBSCRELS I A & 48 H & BRI 7 g .
HIE6 i OK LI H] Add E-mail Recipient X154

NN SmEE BT ER U A
FES NS B S NFI A G0, AT B DR

RS

PEB1 KXEHEE > REEE > AFIER > BHRE.
L2 i Add 8 Edit PLE 7R Add/Edit E-Mail Recipient $f {&#E
PR3 A HFRI L, X5 N MR R bk R R G H A E G0N . IO E LR
* Emergency (431 0, RGAAHID
AR AN A0 0.
* Alert () 1, 7527 RERHCE D
* Critical (40 2, J*EfHHL)
* Error (4l 3, HRIGHL

* Warning (45 4, 251500

A&icE I
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B =zaeswrmss

* Notification (ZH] 5, 1E%HE KFIRHM)
* Informational (ZH] 6, HEANHESHE)
* Debugging (] 7, B
ER AT 38 H b B bk v B B 2R ) R AF Add/Edit E-Mail Recipient %G HE 5
SE WS SR B0, I HJE N Logging Filters % b A BT M Aok N v & 11 4 Jad

FIE4 i OK LIKIH] Add/Edit E-Mail Recipient 4 ifHE
7t E-mail Recipients % & 14 s s sk B i 46 H »
PS5 il Apply LULRAERIE AT e & T 5 2

BLE L2 SMTP AR 5523
SEEPC A R R T A TR ISR M 1 I B AR SMTP I d5- 2, 1 AT LA R 2D BR:

UK

T KIREFEE > RF8E > HEIEE > SMTP,
1B 2 N SMTP K445 1P Hudik .

HIB3 (IR A SMTP fR4s 2511 IP Huhik, 4R )5 il Apply DURAZ RS T HC & AT 5 ek

1 &4 HEH B AEEES & im
ARG H G RRE BB A, T LT 255

UK

PR EFELLT I —
* Home> Latest ASDM Syslog M essages > Configure ASDM Syslog Filters
* Configuration > Device Management > L ogging > L ogging Filters
1% 2 7t Logging Destination 41| /F k#4514, AR5 it Edit.
A 405 s Edit Logging Filters S G HE .

P33 EFK BTG FIRN ARG HEDCR AR e FRM ARG HE, IR R R4 H &N k%
¥l & .

| EESEES
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BRGASHE%ES Temet 3 ssH2iE ]

B &% BEEEXRXE Telnet 5 SSH &1&

PR RS H &M KL F] Telnet 5% SSH 215, W HUTLL 23!

i

TR EFELL P
* Home> Latest ASDM Syslog M essages > Configure ASDM Syslog Filters

* Configuration > Device Management > Logging > L ogging Filters

18 2 7t Logging Destination 41" i%#% Telnet Al SSH Sessions, #X )5 riili Edit.
ARY0¥ Wi Edit Logging Filters X iGHE .

B3 EPKRATAFMNRMAREHESCk AR e FIRN ARG HE, Dfg e Mt R4 H Hi 8 k%
2| Telnet 2%, SSH 21«

-'IJJ;Q*}R4 WU\JﬁPEEE > Tl%gii > Elu_,\'lva:?é > Elb\la:_félﬁﬁ’ U\@’iljjé[ﬁﬁ la)i'ﬁﬁ E/u Tai
1B 5 %k Enablelogging S ikHE, X5 il Apply.

EEE ?Qj—[" E IL.\I‘ JJER
BLE R4 HSHR R

TR E RS H S S, AT D%

UK

T KREFEE > XREEHE > BEIEE > RFEHEHRE.

HIB2 ARG H GRS 28k B S BRI R H G % 5. BRA N KZ 5 UNIX RGN
LOCAL(4)20. 1HZ, HTFMERLAILZ/N\ETHBS, BGEFHEN RS HEESOXME.

$HIE 3 2 Include timestamp in syslogs & EHEAE KI5 & R S8 H & %EF{RJJDHEMDHJ A .
AE I S 2 N R AR IEFAL S (mm: dd: yyyyhh: mm: ss) BYRFC5424 (yyyy: dd: mmTHH:
mm: ssZ) .

I 4 Bk Hide usernameiif itsvalidity cannot be determined 56 HE L s R 48 H & b T Ak
DI s e P 44 o EBRAIS DL, R P 24 IR A R s, F P 44 2t ek o
Ban 4 H P ESMEN B TAE - P AR, FEAER RS H BN B h B “H P47 S %4,
T AT e Ay R T 7R I G280 P 400 568 sk o) jEUHEA T WA B R

PIRS EFEAE Syslog 1D FH BoRIAE . w BT
* & Show all syslog IDs LAF @ Syslog 1D RN B R A 24t H &7 S 1D F1l3k .

%z B



Axieg |
B sezses088

* #EF% Show disabled syslog | Ds LAfi i& Syslog ID # WAV Box B B 2R T R 40 H S B ID.

* % Show syslog | Ds with changed logging LA$i & Syslog | D 38 WA 2 7 ™ H 14 4 ol BRI T 38
B ARG H S 1D,

« ##% Show syslog I Dsthat are disabled or with a changed logging level L35 5E Syslog ID % WAX
WoRTEEMEGON OB RS H &L ID M BN RS H &N ID.

$18 6 Sydog |D Setup Table {24 Syslog ID Setup Table /1% & s R4 H G AR EFEE LR
Z0 RS R ID Y o AT EAARH] e S 1D B SO B ) . B FRSIR T I 2N R 1D,
RGO AN ID, SRS HAE Shift 8 TG T B s — A ID.

HIRT sl Advanced LUK £ 45 H &0 BECE 05 8% 1D,

mERGHEID RE
BUHRG HGWRBE, T F %

\)

A% Syslog ID FBUN T 2. BEDCHR b WoR B T /EAL T Syslog Setup i 4% 1) Syslog ID & N 4%
Ff € o

UK

$IE1 % Disable Message(s) & EHE LIZEH] Syslog 1D 413 Fh o i &40 H &0 B ID B E .
SR 2 EHE N Sydog 1D AR A BRI RS H &M E ID RIEME B HEd s ErEg . e EmrEgi)
XU

* Emergency (4)) 0, RGEAFHD
iR AN I S0 0
* Alert (Z)] 1, 78T RERIGE D
* Critical (4 2, PHEHL
* Error (il 3, HiiRTE &)
* Warning (il 4, & H550)
* Notification (5l 5, 1FEHHE KL
* Informational (43 6, RS %)

* Debugging (%) 7, H AL

W exis
I
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i EMBLEM it ik A EE R asgsn [

$IE3 fidh OK LLKH] Edit Syslog ID Settings % 1 #E .

#£39F EMBLEM B (L RFE HEHEFEZRE ID
Z7EAE EMBLEM Ha bR 4 H o B b e D, 1T LA F 253k

i

181 % Enable sysog device | D & iEHE LT & NAE AT A A EMBLEM #4204k &2 40 H & B A5 1 e 4%
ID.
HIR 2 B e IR N4 ID, IR LL R HA Nk T
« ASA [ EHL4
o B0 1P Hudil:
R H 1) e b B 5 Tk TP ik kI (K482 11 44 K

WUR AR FSERE, i In an ASA cluster, always use master” s|P address for the selected
interface & EHE,

« FIRH
fRE P e SR - BEC 75
* ASA HERELTR

$HIE3 il OK L] Advanced Syslog Configuration S 4G AE .

EZRGHEHESHES HEAMEE
ARG H AW B R Ay EIRIR I, ST DA 5 B

UK
T RUGEHEE > REEE > BEIER > RAEHETRE.

HIE 2 % Syslog 1D Setup X H 1) Include timestamp in syslogs & % HE
T3 siili Apply fR17HE L

BRAGHEHER
AR RGN, T LU F 55

| A&icE I
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UK

SR KREHEE > ®REEE > HRIER > AR ATRE.
P2 EHENERPEAMARGEHE, R sl Edit.

R 40% B Edit Syslog | D Settings Ff%HE .

#1123 1k Disable messages HiEHE, R Aiidi OK.

EE& ¥QE E Ib\l‘ﬁ ey H,]FIE |EEQ&7JIJ
PUH MRS H AW B E R, T LR DR

UK

$E1 RKIRGEREE > R&EE > BERIEE > AFEHTEE.
$1B2 NERPEFREE S EEINREHE, K5 Al Edit.

Z 406 Bor Edit Sydog 1D Settings X G HE .
PR3 M Logging Level Nz iz se i kg, AR5 st OK.

EEARE LHEIERFHETHER
LA P A L2 R R L B TIHAT L F K

UK

TR KEHEE > REEE > BEIER > AR ATRE.
P2 ERPIEFERGH G ID, AR5 i Edit.

A 4% o Edit Syslog 1D Settings S & HE

$IE 3 i Disable messages on standby unit &EHEDLBH I EAE & H s LA ARG HEWN L.

HIA 17T OK LU AHTHE .

#ZIFEMBLEM %X ZZ HEHRPESREFID
i EMBLEM 3t R0 FLG I B R 4 e 1D, AT LA F 253k

| EESEES

Axieg |
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UK

PB1 KREERE > &EE > BFIER > RAAETRE > 5% > sRBFIERERE.
$1® 2 % Enable syslog device ID 5 EHE .

123 7% % ID (Device ID) X H () EHL & (Hostname). ##0 |P i3t (Interface | P Address) o= #F &
(String) HE$E 4T

o N REFE Interface |IP AddressiETN, {EHILRAE N R PIEPEERIIRE .
o W IEPE String EIT, 157E User-Defined ID FB A K % ID. AR LB & ZIL 16 M
5o

R wR G A, W7E EMBLEM #% 204k & 48 H G BT SNMP B F A2 Bon & 4 1D,

$£IE 4 il OK LI Advanced Syslog Configuration i HE .

tIEBEXEHTIF
AT F =AM SR 51
© R
© T

* WA ID
PO EE BB H AR IE R BAR (B, SNMP RZSS%) 1A w2 M5, iEHITLL T B,

UK

BT KEHEE > REEE > BEIERE > EH%
L2 fEEHRN (Add) LB RRINE4S13R (Add Event List) XS HE,
PRI MANFIIIRILRR . ARV
L4 SEERN (Add) LU RINEFTE 4 E S (Add Classand Severity Filter) %G
WS N NRAIRPIEPE IS T H SRR A0 FH () 1 25 B C kA7 3
FE6 N FRFIRPER T BN T R

* Emergency (451 0, RGEAAHD

R ANEE U FE G 0,

o Alert (05 1, FHESTRIREHE )
* Critical (232, FEER)

A&icE I
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* Error (451 3, FHRTEOL
* Warning (40 4, E&H1HH0
* Notification (Z7 5, IEHAHE I
* Informational ()l 6, W EMNAEZE)
* Debugging (4 7, W EMLHETED
PIRT  AEHAE (OK) LICHIRINEH5I5R (Add Event List) X,
P8 iR (Add) LR R ERSE BEE R 1D i3S (Add Syslog Message 1D Filter) i A .

S ANEAELESTESMASZHENE ID 8 ID JuH (B 101001 42 199012) .
F£E10 SHBE (OK) LLEHRINE45)% (Add Event List) A% HE,

PR S AR T

o E HEIER IR

R HBTIREFN AT HEILX AR
N LI BRI T H 0 FLAR, ST DA R 3R

UK

TE1 RUOEHFEE > REEHE > BFIER > BFRICRFIESR
PR 2 PO TEN T v &5 1 H Sl sk HFR AR AT TR H& ﬂiEH‘TﬁDT

* ASDM
o i i 1
. TR
© PIBZENIX
* SNMP JIr 45 %%
* RIS RS A

* Telnet 5%, SSH 2 1if

BEE PR AL 85 %1 Syslogs From All Event Classes 15 = %1 Syslogs From Specific Event Classes.
55 HUB TRl E H A s HAR T R e A 2R, B e A O I AR AN T
Hdsx. 9 =200 HE T g% H &l sz H A 3 SR8

| EESEES
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FIE 3 il Edit LLE R Edit Logging Filters 4 EHE. BN . gwf ol 2E ik ygss, 1SN H i d skl
JERE . 25 L.

W HERIE R e RS
S A, T L TR

i

PR 1 LEFE Filter on severity LB LR HE R 40 H 201 K 2 MR GO0 R H o g

W2 IEFE Useevent list LI LR 45 RIIE R G HEM

$I% 3 kF% Disablelogging from all event classes 5 LL2A H] )ik H #5 0) FrA H &30 5%

P A ik New DS A5 BRI AR, ES 0 H e XHP1E , 523 1.
BIRS MR R AR PR B S o] S SR A0 1 v s AT B

PO T H AR IER H &I B R . B B

* Emergency (3] 0, RGEATTHD
R AN I A0 0,
* Alert (Z)) 1, 5 ST ARG D
* Critical (40 2, " EAFIL
* Error (51 3, FHRTEDL
* Warning (40 4, E&H1HHL
* Notification (23 5, 1EH{HE KM
* Informational (Z¢j 6, HEMHES%)

* Debugging () 7, B

FERT sl Add LU ISR IS0, 2R )5 midi OK.
T s Dby el v s a6 1) H 3 % H Ao

m“ﬂﬂ_i*ﬁ?rﬂgéﬁﬁ L.\/‘ i HiEzE
BRI RS H SN E ID UEss, ESMAE AL HE D #%E , 9 20 7.

uJ\\j]u—iéﬁtF ﬁ:u;;ﬂ:ul_ﬂ:ilil_/)fﬁg
BN NG A Tk vE B I BRI E G, AT LR PR

| A&icE I
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UK

TN FRAR AR PR Al M 1 1 A B AT B
S22 N FRAIER R H AR R . P

* Emergency (4)) 0, RGAAHD

R AEE RS 0.

* Alert (Z] 1, T BT RERIGE D

* Critical (52, M™HEFI

* Brror (il 3, HERNGH0

* Warning (gl 4, 50D

* Notification (4l 5, 1EHAHTEKIIEL

* Informational (2% 6, W RMHES%)

* Debugging (il 7, HEAAETED

SRR3R FEENE, Rl OK.

REDRIFFERFHEHR A ZREEM L BiR
SRR BT RYE F G R B e FLAR, AT L F

UK

T RUGEHEE > REEE > BFIER > AFERFERS.
P2 B iR e H A RCE, TR E SRR H AR, AR5 il Edit.

Z 50K Bor Edit Logging Filters X5 4E

HIE 3 1515 Syslogs from All Event Classes 5% Syslogs from Specific Event Classes X 8 [ S, K5 mili
OK' LAIK XS 1 HE -

B, RdE s P EAE GO T BN BN AZ R N SR X, JF H PRS0 3 1) ha &I S
%A 22 A H 2R X, e BB G .

FHRCRNE LA HAR, W R HARIEFEA R KL g i .

| EESEES



| B&ies

R gk B R B A B

FRRBIAR S H S B A G, WHAT LR DR

UK

SR KREHEE > R&EE] > BEIER > ERRHI.

mazgAsEeemEx ]

PR 2 EFE I HHRE MR BRI H A C 200 GHES RGO o RGO E (b

* Emergency (0] 0, RGEATTHD

* Alert (Z) 1, T BRI D

* Critical (Z 2, J"HNEHL)

* Error (4 3, &GN

* Warning (g 4, &5

* Notification (¢l 5, 1FEHHEKFIHID
* Informational (4¢3 6, W EIXHEZH)

* Debugging (] 7, AR

#1123 No of Messages 7B it n KL 5. Interval (Seconds) B¢ iz H 1 BRI & 36 ik H &0 58
T BB TEIRR CLARB R pr) o MR EE A&l g0, AR5 riili Edit LR Edit Rate

Limit for Syslog Logging Level %}iGHE.
PR A FARLE, WS HE B S R G0 H SN RS, 5 27 0,

BENEL BN RS HEH S AR R IR

TR E SO SO AR S8 H A R ORI, AT LN PR

UK

P TRk e 24 HEH B ECR RS, 35 58 Add LLE 7R Add Rate Limit for Syslog M essage X i/

HE
SYR2 EAREE, TS IUSINegi i RS H G B AR R, 56 28 1T,

FIR3 LR R H EHEEIER RS, 3 58 Edit LLEJR Edit Rate Limit for Syslog M essage X i/

HE
PR A BIREL, WS MRS H S E RO AR PR 2R 28 .

%z B
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NI RiE A 4 B S H B RIR R

WM 4REE Z 4 BRI B AR R PR

LRI S R E AR A8 H ST R AR PR, W AT LR R

i

T LRE R H &AW B as s S R, 1E Al Add DL s Add Rate Limit for Syslog M essage *f
THHE . RS H AN SRR H], 1 A Edit LLEoR Edit Rate Limit for Syslog M essage Xif
THAE .

FE2 FNERRGI RS HEN SN E 1D,

IR 3 N A I 8] 18] B P R BAACIE (1) f K R

FEA SN TR E R R R (LR A, SRJG il OK .
pEEd AV IR B, 154 Number of Messages fl Time Interval 7By 4.

UmiE R4 H AR E MR AR R PR

SRR ARG H S VRGO (KR R, AT LT 2D R

UK

W AT DUAIE A AT 1™ B ) ) e KT IR

P2 A T BRI T 0 e GO0 IR R R I () (LA B, AR s OK
RYOR o ik B B
iR BEAVFEIR BRI E, 5% Number of Messages Al Time Interval 7-Bti4 B =%,

/\EETEEQBJJ ~H :ulﬂi E,‘Jﬁ_ig BELI:FIJ

T DUARIEAE I M BE (BRK/N) 23 PE H &S iR BRI fg B (i bl) AT RLRR A
ARG H S S WA SRR o R LAEE 25 5 SCH BRI SRl i s (B I e VR R SR

UK

TR K BE > REEE > BFIER > BERRH.
-'IJJ;E%Z %E Ej]lf‘_\ l&\lEiEqE$BE$[JF7 j:El [QLTW’/Q’:

* Block - $5 3 HIAF it 5 21 2853 3 B K0 B P m] B 7 20 L
o THBBRE - 5 B A A IR ARV B8 BOAE N 10,

| EESEES



| B&ic®

wizAx [

$®3 NN A (Apply)s
T4 TSN ORI, TERAEE, AR5 AE KA (Apply).
HIB 6 AR A H GO R R, s B

B>
e
HZ}
IT]
CH

HZ LT i R A H S R
* Monitoring > Logging > L og Buffer > View
BibUNI A v R Sl B IS L P
* Monitoring > Logging > Real-Time Log Viewer > View
T A A A S A
THE>wLTHRE
T DAAE AR R A AR A I R 45 R

4

iéij. E %ﬁ%%ﬁﬁg jT: H IL,\I\ JJEXY

ATDURYE S SN HEEE ST M HEZMIX ARG TP HAL R ZI B —A> 82 AME I R 5t
HEHE .

SR I A HEEA SR HENE, EHAT U PR

a0

C

i

L

EI:

P LI —
* Monitoring > Logging > Real-Time L og Viewer > View
T > HARIER > BEZ R > LA

#1122 7F Real-TimeLog Viewer 5% Log Buffer Viewer $FEHEST, i THAZ LK) Build Filter.
$IE 3 7F Build Filter XJ1HHEH, FRwZW T R4 H &M B ML IEE 1.
a) 7t Dateand Time X3k HIEFLUF = NMETNZ —: real-time. Jf e I [ BRI [MVE . SR e ks
SEI ], 1R NN T g3 BN B B R FE R I (] G SRR AV, 1 A
i Start Time FEH I FH 8k LB R H Do A Fheg & sk B an H R URI TR, SR )5 A
i OK. miti End Time B iy Rz di Sk LB R H Jro N Rz a3 b B 4h e H BRI S5 i ],
AR5 it OK.
b) 7 Severity FE PG RO E RN 0, il Severity FEAT M Edit Blbx. g
R B O R R R O . B E RGO 1 227, E s Alle gidd OK LLYE Build Filter

| A&icE I
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B zzezsssarzsasus

d)

2)

h)

WPUGHE P o RX e B . i Severity “FBCATIN Info BIbR LRI JGEE FH (1 15 A 4 A A% X
LA R

7F Syslog ID “FBHHIAA RN ARG HE ID. 8¢, ridi SydogID FEAMIY Edit BlAr. MWF
Py Ferh PR HO DRI A, ARG A Add. i OK LLYE Build Filter %fiFHE T @ 7Rix st
W . riili Syslog 1D FBA M Info bR LASKEAT SCEAE FH 1) 1E i i A% X ) HA A5 R

£ Sourcel P Address 7Bt i N 2L KR TP Huhik, 5k riidi Sourcel P Address 7B AT 1) Edit
Blbr. GEREERAS TP Mkl € 1) IP Mk ya [, 4R)5 sidds Add. &+ Donot include (exclude) this
addressor range & HE LLHERG A & TP Huhik g 1P #uhlya L, iy OK LAZE Build Filter %% AEH
WoRIXEER . il Source P Address FBUA I Info B LLSRHCE JCZAS F (1) 1IE A an Ak =X
(AR S

7t Source Port 7B A Y 1, 503 il Source Port =B Edit bR, M Fhr
B rp e PR B A I &, ARG sl Add. il OK LAZE Build Filter X6 HE R 791X 46 4
B il Source Port B AT Info BlAs AR EAT G ZEAS I ¥ 1 Al A A =X A S

7t Destination |P Address “~ B¢ i A 24 H Ax 1P #iuhik, 83 il Destination | P Address
BATI ) Edit BlAr. PP 1P bk sids & 0 TP #uki- S [l 4R )5 Al Add. % Donotinclude
(exclude) thisaddress or range & EHE LAHEER E 1P Huhik ol IP Huhib il . fiili OK LA7E Build
Filter X[iEHE T BoRix b E . fitdi Destination | P Address “ZB A5 1) Info &5 LR B 32
i F T IE A A A N AR

17t Destination Port “7FB i A 2401 H brim 11, 8447 sithi Destination Port 7B 1) Edit
Fro M FHigI R kBB ILE s 4, AR5 sl Add. siddi OK BAYE Build Filter X ifAEH
WoRIXEER . sl Destination Port =B A K Info B bx LLERICA D ZEA8 11 11 A dian A =X
HABE B

b Description B AL JESCA . SCART] BEAE H— AN ERE A P AP S AT A 8, A e
Tk HZE, HERERTF, JFHEEX D KNG, 2405 HBLUE S 6.

il OK LB IR 2 ik 8 3% 150 B s I 21 G A G s 0 Filter By FHugilR. g7 i
ErEE k. A4 FILTER: $5 € 1E Filter By FH8E T Bor T B e SO ES . 358 nT AAE
I BN B SCA

R AP RS SR

ke Subid--Rnt] BERFHERR
Source IP = 192.168.1.1 8% 0.0.0.0 FILTER: srcIP=192.168.1.1,0.0.0.0;srcPort=67,

Source Port = 67

Severity = Informational FILTER: sev=6;dstIP=1.1.1.1-1.1.1.10;

Destination IP=1.1.1.1 & 1.1.1.10

A4 HE ID AEJEH 725001 3 725003 14 FILTER: sysID=!725001-725003;

Source [IP=1.1.1.1 FILTER: srcIP=1.1.1.1;descr=Built outbound

Description = Built outbound

LB A L Filter By FhFIRPHREZ — UL ARG HEMNE, KR5S TERS B Filter. Ibix &b
EHT AR RS HEMNE. S T EF E Show All LU R T i 28

| EESEES



| B&ies
wimizeigs ]

pE s JoiEAE ] Build Filter X UTHECR A7 AR E AU JEAS . X LTI IR DO LA E 1915 () ASDM
SR

ISR E
S Build Filter 5 RESRHLF QLT IERITE , LT DL R0,

UK

HFELU N IR Z
* MRAE Filter By FHusIRPRIAE S, HEBSGLESS.

* {F Filter By Nzt Peidpkas, SRJ5 st Build Filter LUE R Build Filter XJI54E, s
Clear Filter DAMBR 7 I 8RB E I MAB I iR 0 B . W, SRR s, KRG
Ml OK.

R XL RSB EAUE T Build Filter X1 AE 1 5@ IR IERS o

* miihi A B Show All B 1R BEIF o Ty R4 HGTH B .

FRHHEEESAHEGENS
A LME A — HE A ERS A ML R4 : ping. traceroute. whois A1 dnslookup.

AT T a4, TAT BA R DR

UK

TR EFELL I
* Monitoring> Logging > Real-TimeLog Viewer > View
- 5¥E > ARIER > BEEHRX > A
9% 2 I\ Real-TimelLog Viewer 5l Log Buffer it it Tools, SAJGifEHATHIMS. 8, W LUA
ST T AR E R g8 H A R RS SO, R E IR R ERAT i 4 .
ZAY R Entering command X HE, HA Tk a4 B3 EoRE FRAIR S,
FIR 3 1E Address FECT AL R S8 H S B S TP ikl sl H A5 1P ik, AR5 il Go.
FESRAIAA DAk rpofs s iy & A

| %z B



Axieg |
B esiesveneies

LB 4 g Clear LUMIBRHTH, 2R N N 2R ik P pAT i ifh iy 4. a2, HERHE 3 P, 5%
%5 i Close.

HEICRIIRER RiEx

* 3 HEILRURERLIER

T RE AR FERA 1t AR
A 7.0(1) L&Al Y H RSt ASA 2% IR fE B, IFESE SR MORAE H B30

AT o
SIANTLLURB#%:: Configuration > Device Management > Logging > Logging
Setupo

HOR B 7.0(4) BRI M 4 s S
BT LR bi%E: Configuration > Device Management > Logging > Rate Limit.

H s idpl 7.2(1) CU B LA 4o TR TP CHAS IR, TR ID)

FETH R H SR
BT LUK Bi%E: Configuration > Device Management > Logging > Event Lists .

2o H &R 8.0(2) fre S H &l sk ENURIERN AT SSL/TLS . AXAE Pk i B8k TCP 1)
T IR A T 2L
BT LU BE%4F: Configuration > Device Management > Logging > Syslog Server.

H &gk 8.0(4) & AN TR H A0SR B ipaa SHAEIRMISIRY

8.1(1) BT BA N BE%E:  Configuration > Device Management > Logging > Logging

Filters.

HEIREM e R H |(8.2(1) VI T H &R B dap FAEE SRR

o =gt

LRI RN T R CARAE I H LRI (ASDM. 975, FTP IR M3
o
BT LR bi%E: Configuration > Device Management > Logging > Logging
Setup.

ERTYINES 8.3(1) NIRRTy I FES

HEAES 8.3(1) ] H AR A B A% h s in 7Y 1P sl Fl H A% 1P Hhk .

| EESEES



| B&ies

Axieznanziez I

TIREAFR

FarRA

L RA

g H A
1k

SRR R

8.3(2)

MK R G H B RSSA I E A TCP H &40 H A S5 4 A I, ASA K¢
mmi&%%ﬂ%%ﬁ%%ﬁ%,Eﬂ@%%%i%ﬁ%ﬂ%ﬁ%(%w
VPN, B K ESAE A AACHERL) o BN, BhThRE Ctfos, thAest ASA L
(7 H S s A S I LB R JEBR A H S R A I B R e P

AAFE I bRUE BALA+ AN TN T URhfE. BRAFZOR, SRR AL B
RS H AT EIN e VFIE L. BEARVFIESR, Tegksikrh “IE > s Bt
Hasidsxk > R HERS 4 Gk LR RTRPREE TCP REHERS
ERASH B T A .

GINTUTRSGHENE: 414005, 414006, 414007 F1 414008
KRAEUATAT ASDM F%E.

A4 H S B pER

8.4(1)

T R A& AN T SR
o HRAE 55 BB 2 A SO AT R I
* BUE EE X pE S
* X EREAT ST

”ﬁ/ \éﬁEl /%/%\

BRIEAE R, 155" ASDM HLE 5

LT BE S5 HTH ASA WA FLAE
BT LU i
Monitoring > Logging > Real-Time Log Viewer > View.

Monitoring > Logging > Log Buffer Viewer > View,

i

9.0(1)

VRN T RIS T 4F ASA 5580 i1 5585-X /RS H G W B2 He .,

B T AR B#%:: Configuration > Logging > Syslog Setup > Advanced > Advanced
Syslog Configuration.

FE# vt LR RS H

DN

9.4(1)

NN TR T A AR A TR P A 26 P e L BHL LA 1Ry E R 4
o

BT LUR SR BUE > BB > Hiidsk > R4

B RIS

HWHE.

ARG HERS IS IER
1122% Sy

9.6(2)

TLS %% 2 i Ab BRI AE 32 L6 REC 6125 455 6 v 58 X IR 45 2% 5 43 BniE 11 30
Mo By SR AT B R 40 H B RS 2511 TLS JEHzE4T PKI KU 24T
WA RN CE S I E 15 AR RARICES, WA & 3 .

&2k 7L R UM : ASDM Configuration > Remote Access VPN > Advanced,
and Configuration > Device Management > L ogging > Syslog Servers-> Add or

Edit.

A&icE I



B esiesveneies

Axieg |

Ihiae AR FahA it BA
FGEH B MRS 2% 3CRF IPv6 | 9.7(1) BUAE, T LU TPve Huhb R e & R 40 H G4 4%, Miffilil TCP Al UDP
Hihk sk, RIEFMERRZGHE.
Bk 7 LN Bi%E: Configuration > Device Management > L ogging > Syslog
Servers> Add Syslog Server
H &l %2k 9.12(1) VNINT X BFD. BGP. #:11. IPve. 414, X% 4142, PBR. ¥ . SLA
H &% B S .
BB T LA N Bi%E: BLE (Configuration) > & & &1# (Device M anagement) >
H&E1E% (Logging) > BEIE RIS (Logging Filters).
R H BRI 152 FE | 9-18(2) TEILAE T LLAS IR Bl LR T R G H &

BriuAsKf 4. interface loopback. logging host
W AE S b BE > IREFRE > BEORE > EO > REFREAD
7.19 1IN T ASDM SZHE.
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