ERNIT

KRN EUTIF A8 ASA.
s Vil ar AT SIS G , 10
* BCE ASDM Vi) , 25 7 1L
* A% ASDM , 10 7T
« 1% L ASDM #:4F , 512 7T
o HBRARCE . 513 1T
* 1 Firepower 2100 W& A 50 PG, 2 28 1t
s FFERHCE , 26 30 L
* {£. ASDM H i dp 4T A T H , 25 30 1T
o RFRCE T OV TR, BB 32 T

e S ITREEH &
TEHELOE NN, Al RE T 2E4E T CLL i ASDM Vj n) it B FE AV & .

WFRIGAEC E, E NG O BBV CLL, 2 )5, &nT DUARHE & BT ) d B Telnet 5 SSH fic &
TRV ). IR RGO AT 2 A, W ] & i O 2B 851 5 2 R G PaTr 2.

N

AR K ASA virtual #EHI G VI, THS 1 ( ASA virtual PFUEATTHEF) .

7 ia] ISA 3000 =%l &

IR UL P BRG H dea Ehl

UK

SRR AP & A T LS B G i 1, R CBCE ) 9600 iRy 8 MEEAT. B
FABALH . 1 AME AL o R I D e A £ v U ELA IR B
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B 55 Firepower 2100 Tt i3I A

Nil

8

B0 ASA BEIHIER, T ARG A
i Enter 0475 5L FHURAE

ciscoasa>

I SRR IEAL T H 7 EXEC #2X. HI /™ EXEC AL e SR A fr 4
Vi R EXEC R

enable

H— N enable iy &I, RSN BUEND

il

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: ***#*#*x*

ciscoasa#

TERFRL EXEC A, PradEic B a3 n Al 36 n] WAL EXEC BEAEEA Bl EAA .
FE BRI, T disable. exit B quit #74.

Ui 1) 4 J I B A

configureterminal

TP

ciscoasa# configure terminal
ciscoasa(confiqg) #

AR EAR T AT . ASA. BB H A Rld E R0, IR exit.  quit 2% end iy

if718] Firepower 2100 £ &1 1TH &

Firepower 2100 #4iill & ity I &4 183 3% 82 21| Secure Firewall eXtensible #:15 &4t CLI (FXOS CLI).

LA FXOS CLI HiE#e 3 ASA #=4il&, AR5 foakbl. alfL il SSH 13 FXOS, # HgT uﬁ

%@J ASA CLI; k[ SSH A&l G dE:, KL LT 24k 1 FXOS SSH & #:1 ASA
ER. [FIRE, WnAEIEE SSH EH:R] ASA, & LLIEH:E] FXOS CLI,

Fia Z |l

R BRI — N6 G &R, MM FXOS 5§ 5 1522 ASA #=H 5 1, HiEE R — N REA S
LEE:, MAME Telnet 5% SSH EBALKE .

B &R
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N
g
N

i1l Firepower 2100 Fa gt zsla ]

UK

K B NG B H G 0t 11 . Firepower 2100 Bt 5 —4 DB-9 ¥ RJ-45 H47HI4E, BTl 2
=7 HATH USB BRI TIE B . HAPR N R AE R AT 6 B2 USB B AT IRSHFEI Y. S F LU iR
(e

* 9600 PER

* 8 ML

* TCATER

o 1 AME b4
R IE# 2] FXOS CLL. A S8k BROAKGEL 1, ST UE R admin ATERIL# S Admin123
HEREH] ASA:
connect asa

IR

firepower-2100# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

Vi 4 EXEC #i5

enable

U enable iy &I, RGN SCE .

T

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

FERFR EXEC A, FradERC & m 23 nT H . 18T WRF EXEC BAREAN Bl E A .
SRR, W% disable. exit B quit #ir 4.

Vi 1] 4 ey e B AR

configure terminal

Tl

ciscoasa# configure terminal
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. /78] Firepower 1000, 2100 i% #&123{#A Cisco Secure Firewall 3100 1= &

ciscoasa (config) #

A RRCE BT AR E ASA. LR RRCER, WM exit. quit o end 74

YIRS UR[HF| FXOS #iil &, iHHA Ctrl+a, d.
PO WA SSH EH:5] ASA ({E ASA HHL'E SSH Vi M J5) » 1% FXOS CLI.
connect fxos
ARG RPRIER FXOS AT S Bl AHIERAT 1 44 admin F1% % Adminl23. iz [H] 3] ASA
CLI, iEHiN exit BN Ctrl-Shift-6, x.
-
ciscoasa# connect fxos

Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4
Cisco Firepower Extensible Operating System (FX-0S) Software

[-..]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

i7712] Firepower 1000. 2100 i& % # =, %0 Cisco Secure Firewall 3100 iz &

Firepower1000. 2100 B¢#5 45 F1 Cisco Secure Firewall 3100 4] & i 11 i K5 #3251 ASA CLI (5
Firepower 2100 P & B H &AM, J58 H TRBEZERS FXOSCLD . #RJ5, #nILL{E ASA CLI
FRf ] Telnet #4281 FXOS CLI 34T # B HER: .

g2

SR K EI N UE R RIS a1 o SR BRI RS AT ZE ) R AT IR SRR o AT BLT B AT 8
o

* 9600 PEFH
« 8 N AL
3 WK 1L

B &R
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if7ia] Firepower 1000, 2100 i% 123N Cisco Secure Firewall 3100 1= & .

© TAMEIEAL
HERER) ASA CLL, BRINKEOLT, Vs 500 & AN ZHR A Rk,

i R EXEC R,

enable
F—WHiN enable Ay &I, RGPS HEBEE,
w15l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

A ASA ik E), I HAESHEN FXOS MR 5, WA ASA ¥ B i i HI#% i 2 FXOS
BRI E,

TERFAL EXEC B, B e dr 238 o 38 n WRFR EXEC BLCEEN it B AL

ZUR A EXEC £230, 5§ disable. exit 8¢ quit iy % .

V) 4 Je e AR

configure terminal

Tl

ciscoasa# configure terminal
ciscoasa(config) #

AR B AR T AL S ASA. BHEH A RBER L, A exit. quit 3¢ end 74 .
(A% %43 FXOS CLI.

connect fxos [admin]

* admin- $ (A B O UT R AL o S RANIE R I, TP R B Uy AL . TV, B
A BT, W BAEATIC B a2 T

RSN P AEIE. AT ASA H P 2K AL 45 FX0S, oy Hofh & %, 2R [A 3] ASA
CLI, iHHiA exit BN Ctrl-Shift-6. X.

7F FXOS H, #n] LUdi il scope security/show audit-logs iy & 25 & 1 165 .

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

i :PNEI |
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Type help or '?' for a list of available commands.
ciscoasa#

if7 i3] Firepower 4100/9300 #1785 £ &Y ASA 154 &

X FHIUARCE, 358 K V%S B Firepower 4100/9300 HUAR £ B 5 |4 G454 & 3 11 5448 ] Telnet

Nil

B

Bl SSH AT RIEEE) N ASA ARV ] iy 24T FLIH «

UK

FERAAT |

4% 5] Firepower 4100/9300 HUARAEY HL5 | #5 CLI (#5#I4 8 SSH) , ARG K A imE %5 ASA:

connect module slot {console | telnet}

{8 H Telnet EFEMPL i AE T, ST LA R BEERTT e 2 AN 4518, I HOEHad B e
ERTT R REERIN U7 ) FXOS Bibk CLI. R b UE 5] ASA N HT.

connect asa

T

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

ViR EXEC #25X,  isUH A S BUR Z) »

enable
F— U enable i 20, RGESPERIE T UUEE
w15l

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: *****x*

asa#

R EXEC Bk, FrEJERE ¥ H . B0 WFFA EXEC BN FEE R,
SR R RS, B disable. exit B quit #ir 4.

HEN A e & w5,

configureterminal

TP

B &R
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asa# configure terminal
asa (config) #

PR H A R E R, iEMA disable, exit 5% quit 4.
FER 4 M Ctrl-a, d {3 NP FEH 6 iR [0 2] FXOS Bibk CLI
TR HERR H Y, frT REARME ] FXOS Bibk CLL
$HIE5 &[] FXOS CLI [ #5412,
REIEH &
a) HA ~
B & Telnet M HI .
b) ZLHE M Telnet N, il
telnet>quit
B Telnet £1F:
a) A Ctrl-],.

fic & ASDM 177 (o]

AT A B AT o BRI L B U7 i) ASDM, AR AE VAT BR G B KA v 1 ] e 5 1) o

ERAH BABLE 31T ASDM if7 (4]

I BCARCE, CRABROIAMIZE B E X ASDM AT T HliCE

UK

DL R 82 DR 2% % B 1EH2 3] ASDM:
o EHP O TR A

* Firepower 1010 - Management 1/1 (192.168.45.1) S FBLAK M 1/2 42 1/8 (192.168.1.1). & #H
FHLREIN 192.168.45.0/24 M2%, NEBEHLBREIN 192.168.1.0/24 B4

o WA R 1) Firepower 1100, 2100, Cisco Secure Firewall 3100 - P &5 LELA M 1/2 (192.168.1.1)
8¢ Management 1/1 K DHCP) . WH#BEALIREIN 192.168.1.0/24 &% . 45 AL fLVK

HATAT 925
* P 5 HER T Firepower 2100 - Management 1/1 (192.168.45.1). & B M52 R 17192.168.45.0/24
4%

| i :PNEI |
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B =xxasomisis

* Firepower 4100/9300 - #25 i u SCIE BRI EZ LRI E M) 1P Motk B FHLARVER B
FEAAT 9 25

* ASA Virtual- Managemetn 0/0 (YEFZE MBS o B EHUL R T8 B 45

* ISA 3000 - Management 1/1 (192.168.1.1). 5 FL EHI3ZPE T-192.168.1.0/24 %%

pE s U SRS Ok 225 SR, U RIS P b o ¢ 1 AN BT 5 1) ASDML.

FEXER
) ERARCE , 13 T
Je FHEAE FH 22 1 e ik
J35) ASDM , %5 10 1T

B EX ASDM if7|g]
W R — AN A LN A, TR
o WA EBIARE
o REBEHEON 37 T 97 K AR X
Y I SEA Y
FFF R —R AR, o T SR AN ASDM Vi in), FRATTEESON ) BRI R, [Ha] ik E

EHOKEHIP Mk, HAEARART R (B EE Y o2 6 50 ol iy 2208 B (10 FLAl e
I, A AL AT b e .

)

AR 0T ASAv, TUIERRE AR R EE MR, P DL e S AR SR AL T i R BRI

DL

UK

SR PR & i 1 51 CLL

TE2 (k) A HLEYIP; KR
AT R .
firewall transparent

PR3 NCEE BN

interface interface id
nameif name

B &R |
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security-level level
no shutdown
ip address ip address mask

TP

ciscoasa (config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if) # no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level &4 1 1 2] 100 2 [A] (% y, Forb 100 24 52 42400 o

FEA I THEEH TN NE M BCE DHCP .

dhcpd address ip address-ip address interface name
dhcpd enable interface name

Tl

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

i PR IS Bl PN AN B 12 1 b
PSS O I BTN BRI

route management_ifc management_host_ip mask gateway _ip 1

Tl

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

$IE6 4 ASDM /5 /1] HTTP R4 2%

http server enable

N
2
~

FOVFE B ML VG ) ASDM:
http ip_address mask interface_name

i

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

SR8 PRAFILE:

write memory

TR k) R E N 2

mode multiple

| i :PNEI |
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B =3 asom

PRI, TR A SR DAY BC B O A PG 5. SRR RGN ER In#k ASA.

Gt

PN BC EORE By KBS R e A B IR, BCE Management 0/0 #2111, I 448 B EALA
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

FEXER
WA BN E , 5 14 51
WE R KB (gD
Viin] ISA 3000 #iilE , 281 1T
JA5) ASDM , % 10 1T

A zh ASDM

A EL R PR 5725 3 ASDM:

* ASDM-IDM JA 8l2% - 1% 8 sh#s &8 #nT DU ] JLE B 2T 7 ASA TP Hiuhik 1) Web 30 B0 2% A
ASA FEH—3 N A . R EER R HAL ASA, Ll EH FE0ZH5h8E.

* Java Web Start - X} T#E B ASA, FTFEE MKMW IITIER, REHRAEE3) Java
Web Start . 53, WS XEGERERATEAL (H ASA TP Mkt 75 2 8

)

AR WUREAEAIM SR Z), WTEER Java 2247, 150 H] e 25 00 L TOG SN (01 Hostscan) )50
e MR R BhEs, A2 Bl .

£ ASDM P, w] DLEFFHAD ASA TP bk T8 2E; JR 8h 280 Java Web Start T RE 2 [ ) 25 7 EBAE
THIUEER S ASA IF)E5) ASDM 1) )7 20,

AATAHEATIATER: ASDM, LI a4 H 3 22 /7 8% java Web Start J& )] ASDM.

B &R |
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m#asom

ASDM B SUAAF I AE A \Users\<user_id>\.asdm H s (FFZEAE. HAMEIESD Fmn Hxd ()
5 Secure Client FC & ) Ho

UK

1145 5E ) ASDM % ) s i) v 5L B, 4 A LU URL:
https.//asa_ip_address/admin

iR i tRTRC https/l, TMEAEYRE http:// SR 2 TP Mk CERICH HTTP) 5 ASA A& A S
¥ HTTP ¥ K ¥4 & 2| HTTPS.

ARG i 7x ASDM JH 8 G AN BA R $24 :
* Install ASDM Launcher and Run ASDM
* 31T ASDM (Run ASDM)

* Run Startup Wizard

PR AT, AT LA A

a) riii%% ASDM B#hiEFFHE1T ASDM (Install ASDM Launcher and Run ASDM).

b) KR P BREN B GERTH23) , RnAdiE (OK). WHARRE HTTPS S 1435
WE, FTLATESAT 44 R enable %545 (CBRIACH ) I B T 3RA3XT ASDM [ AR . 2 YK AE
CLI i\ enable fir &I, R SHIRETH S D; ok ASDM RS SHHAT IAT Ao EiY
TR SR B, ANEFRFFS PRE; S0 WE WA 5848 S8 H 2SR Telnet %
e GEE: RS T HTTPS S5eiE, W AR P 44 ROCHRIR Bt o BVSEANE HI £ 4
IGUE, SRR SRR RN P AR GAZEH P 4825, ASDM 4 WA E s
JE RS A 75 A DL G0

o) FLEREIFRAFENI N, RIG Ry . e en, # B34 T ASDM-IDM JH 3%
¥

d) HINEELIP Hudl. WA AR GRr 2N aS) , ARG Al OK.

P H Java Web Start, 15T LR A

a) MiiliiZ{T ASDM (Run ASDM) BE1T/E 3115 (Run Startup Wizard).

b) BRI, K A SR e B, AT DUEET T T R, TR A e )y
L.

o) Mixthid Jr H ) Java Web Start.

d) MR R R HEREZ A E S . G044 5 R ASDM-IDM 3R

o) MR HMEF B GERITFH %3 , RJEAEHE (OK). WHAKNLE HTTPS 445
UE, W[ LAZEREA T 4 enable 3% CBRIAHZS (T 0 R R4 ASDM (v FIRUR . 5 Wt
CLI "4\ enable fir &, RESHURE S : &5k ASDM M AL HHEIHUTIAT A, il
SRR R P, AR FAREE FORAS s IS B8 N4 B4 U ST R Telnet %
. FER: WMPER T HTTPS SOMGIE, WG 4 S . WA 5y
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FERAAT |
B == asomize

Rk, WREHE G R BEREM A A A (AR 482D, ASDM thay WA K4l
JPE FROR A A AT VLRI

HE X ASDM 121k

AL 5 Ul 15 R B L 5 3l ASDM I3 i ASDM HE 7, LA ASDM AJ LAAL 3L BE K FR TG

71 ASDM ZZE 538

1§ Java 7 update 51 J 5B S i ASHT, ASDM Launcher 75 2 Al fFLAE 1. R E P E R AT —M W] sy
ot % de A% SE . v Java Web Start j35)) ASDM, 2 %30E 5.

SRR3R, LMELE ASA L2231 T ASDM I A% S 4y iE45, IF15) Java vEHIET .

http://www.cisco.com/go/asdm-certificate

&7 ASDM ELE A 75

ASDM % > #f 512 KB (FIRCE . WA HILECR, nIReBRIVERE RS . Blinnamic &, RE&
XPIEAE 7R DL I B W E 20 B, AR R R, e s B g I R o B S A, HM{l ASDM
HrTREAEAL BRI E . W AR AR TS O, FRAT TS R RS I ASDM RGEHEN A7 . BN & 7718 2 N A7
FER @, 15 A Java #5351 525 278 “java.lang.OutOfMemoryError” 5

1% 10 Windows &1 44 ASDM B & N 75
FHAIN ASDM HENAE KN, EEEHAT A SRR run.bat S,

g3z
HIE1 3] ASDM 8 [ 5%, )40 C:\Program Files (x86)\Cisco Systems\ASDM.

TR 2 AT R SOR G A A run.bat S

FHIE3 ELL “start javaw.exe” FFSLAATH, AT “-Xmx” IS ELCUEREFTHERAN. Blan, i
768 MB AT, WS HE NN -Xmx768M; Wid; 1 GB WAT, 1 SHE SN -Xmx1G.

$£B 4 {347 run.bat L.

H#Ehn Mac #R1ERZH HY ASDM BLE N7
ZEHEN ASDM HENAF /DN, il I AT LR R P44 Info.plist SCAFS

B &R
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UK

PR 48 Cisco ASDM-IDM EF5, 4R J51E+¢ Show Package Contents.

WIF 2 7F Contents S, Xili Info.plist SCfF. W D22 Tk N T H, %343 7E Property List
Editor 4T 7F. &N, ‘EFA4F TextEdit 4] JF.

I3 7 Java > VMOptions Nifi, BRI “-Xmx” K743 LR E BT iR HE /N B, s 768
MB W17, 1iEHSECESCY -Xmx768M; U175 1 GB WAT, 1EBSECE Nl -Xmx1G.

<key>CFBundleIlconFile</key>
<stringrasdm3Z.jcng</string>

<key>VMOptions</kev>
<string>-xXms6dm -Xmz5 12m|</string>

<key>CFBundlebDocument Types</key:>
<arrayx

TERA WERZSCIFOBUE, PR B R A R

The file “Info.plist” is locked because you
haven't made any changes to it recently

,j’ If you want to make changes to this document, click
¢ Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

|  Unlock | | Cancel ' Duplicate |

E<L -]

$HIB5 il Unlock JHARA7E .

WIORE #) Unlock XFiEHE, 15IR H4wiE4s, 48 st Cisco ASDM-IDM ElFr, 4% Copy Cisco
ASDM-IDM, FEH4 LRSS B EH0A 5 ABBR A S, FIan i . 485 Mz A58 St /N

T EOAECE

) BRI EC B B RERERTIR) ASA N H (G

* Firepower 1010 - tH ) BRINEC B S FH DD RENE A EB/AMREC L . 18] DA B2 11 al py 5 A2 e A L g 11
i ASDM 452 ASA.

* Firepower 1100 - Hi) BRIAHCE A DD BEME P90/ ML B o ] LU/ B2 11 B phy s 1 A
ASDM B ASA.
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B s=srzums

* Firepower2100 - P 58520 (BRI« H BRINACE 5 F D) REME PO B/ B0 & . #n] DA 3L
[Hif# ] Cisco Secure Firewall HLAHET By (SLHTFRA Firepower HLAHE BEZS)  F1 ASDM 45 B
ASA.,

B - W SO WAL, T BRAEC & 2 5 T D REPE P 3 AN e . f ] DU #E
2 OB H: L ASDM 58 ASA.

3

* Firepower 4100/9300 HLAR - 76558 A7 ASA B ASA FERFRT, ) BROAEC & I fic B A BBz 11,
DA R DU H] ASDM 5304, SR il e 5e i

 ASA Virtual- W BERBLI AR, (EMBILRD, WERE RS R E) AR
BEO1, BUETTBLAEH) ASDM S5 30ER:, AR S e AL . T LARE BEMSRERS TP .
TR “ BRI RE R

* ISA3000- ) ERINBCE 2 J LT 58 B I B KRNI &, T A A A 1 L T ] — 44
gerh, RERTLAE ] ASDM 45 145 B 1 R v B I 25 1) 1P btk o PN 8T .

P T H) T BRIAC A AT T e B KRR R A — 15 50, BR T ISA 3000, ) BR
B EANAE B B P T . % ASA virtual £ Firepower 4100/9300 ALAE, 7] LAE B8 I 1% 637 B
P i R

\}

AR PRGSO CBEGIKD BRABCE SN, BUR SCHSR SO N A7 h BORRHERC B : log/\ crypto_archive/
Hl coredumpinfo/coredump.cfg. X LETCA I H I T 8 5 N AE T BV ST HAS LIS . IR 280
By AR bR s e IA R s OO A s

WE L BN E

BB R E T BOARCE . T34t CLIA ASDM F2/F. X T ASA virtual, 1%F8)7 0] B3 E
FCE IER & ASA 5525-X UL R &

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management
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\)

merrnisgzs ]

E®B {E Firepower 4100/9300 b, PR BROIAFLE SEEPRACE; KR ERIARCE, 20 #5950
iBE ASA.
FrIEZ Al

I REAN A % B KSR R T, {H ISA 3000 [k, ISA 3000 fXAE BRI NS Frtb i 4. ik
Hh, ZINEEA T TR A VSR E 1 ASA A AT i SRR R4 % Tl g B Bk AT
B .

i

F1 MR ERIARCE -

configure factory-default [ip_address [mask]]

i

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

R i A A5 R Firepower 2100 [ 2T B BN (R&ABOFE) -

W AR A€ ip_address, WS a4 5 B0 Y A B BEEE 11 TP ik, AN AT ERIA 1P bk, A58
H1 ip_address ZEIUBCE (L 1, 152 LR Y5 AE N -

* Firepower 1010 - B &R S 1P Hudik,

* Firepower 1100~ P #4% IP AL

* Firepower 21007F ¢ #5155 2\ T - 150 B N 4% TP ik
* Firepower 21007E~F- 55T -1 B8 4% 1 IP AL
* Cisco Secure Firewall 3100 - -1 & FIEREZ [ TPHLHE
* Firepower 4100/9300-JC 51

* ASA Virtual—#¢ & B 1 1P Huhik.

* ISA 3000 - i B &EIBEE T IP bk

http iy 2 FHETE E 1) 7M. [A4E, dhepd address fir4-36 B4, & ELARTS & (1) TP Hbhilk 55 = () o ]
FHht. Elan, ¥ E10.5.6.78, T MHERY4255.255.255.0, JWDHCPHhEE Y
10.5.6.79-10.5.6.254.

%} Firepower 1000 A1 % #5138 I [ Firepower 2100F1 Cisco Secure Firewall 3100: iy 42335 5
boot system x4 CUNERAT) LASICE MR SHHECE BSOS 5200 JE 2 IR IR eg: ka2
H N AR o

AT G BT [fFirepower 2100: A A fiiboot systemdir & B4 HFXOSE B
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FIR2

$IE3

FERAAT |

BT T HAR AL S . by 2 ] ii ER boot system fin 4 (WIRAFAE) FIHARFCE . Z a2 SUVFIE IS 2
W% 5 5. boot system N IRAEMK A ) T &5 BTN EE ASA I, B0Ks A B DN A7 0 2 — /N A s
g IR WINPT, ASA KA A ).

i

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa(config) #

K BRI B ORAF B N AF -
write memory
A AR B AT L E R B E SR E I BOIA AL, BT LURT UK boot config iy 4B & 0 W 7 — M
B, BB, 2RISR
(ASDM /¥, ) 7E ASDM ENHIE Hr, AT L FHdf:
a) MKUOEFXH > BIREEEAH BIABE.
AYH% 7~ Reset Device to the Default Configuration X i AE o

b) (i) 7E Management | P address i A\ Bl A B HE LTS BE TP bk, TS A BRI MG
fiks

AREN S BB IR DIPHTEAE &, W50 L ACLID K.

c) (Wik) M TFHigE T ks Management Subnet Mask .
dy i OK.

RGBS T .
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e AsA vinual 5E28E ]

Pk o3 X} Firepower 1000 A1 % #4238, F A Firepower 2100F1 Cisco Secure Firewall 3100: 1t
ARG IR (R DLRECE WA E . G S SO 25 520 JE R
WAR: ARSAE H T2 g .

XTS5 BT [ Firepower 2100 BEA S AN 5 FBUGAL E S S0 FXOSE
B,

XA HABS S ZIRAEIE TS BR R SR (WUERAFAE) DU ARG E . 7
Configuration > Device Management > System | mage/Configuration > Boot
Image/Configuration #i&H, W AR EBG RS, WHREAMEA A LRIBG . T~ IkAE
P B S ORI ASA IR, ERRE A B IALAE R B — N ME A Bl I S BN
IR, ASA ¥A)H 3.

e) Rith Yes.
0 IEBABEG, X E SRR NN KEHEXH > BEITRERFEANRF.

EFRIZIE T R AT e B AR A B R SR E M BOA R, RMEZ AT CRCE 175 M E R 2 W,
BeEERR A, I ER AR tUR S

ik & ASA Virtual ZREFL B

AN BT ASA virtual 358 (50 K BLE.

UK

N T PATHERERS, E R &

FBi b AR R W, IO AT, G B AN T RIRAS, WM B R &I E S
W R AR W . 2 ER 0 3 & DR IO Hom ik Wb s A e g e RS, IR
PN = e D, H BRI 75 L i A .

)G, WEEERCE . A THITHEERE, EAE RS LA LL N a4

write erase

R ASA virtual 235 2 S HTISAT IS, Ik, AW BRI )E shmg . B0 H R E 5)
W%, 5204 boot image fir% .

THI AP -

FEHMNER ASA virtual, NI EEE
reload

TRA T RATHEERAS, WIT R & B

i :PNEI |
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. Firepower 1010 ZAFL &

FEHBEERONEYE, TR &M B R A % T e

Firepower 1010 ZIAEL &
Firepower 1010 1) BRI NC &0 2 LB E -
« AR - LUK 12 2 1/8 J& 1 VLAN 1
* MEB—SMERILE - LAKM 1/1 (UMD, VLANT ()
< B -EHENG O 11 CGEHED , TP bk 192.168.45.1
* M\ DHCP [J5MER 1P $tsik, P46 IP Hibik - 192.168.1.1
© Wi B EE I Y DHCP BR%5 28
* ok B 4hi DHCP [ 2RINBE B

* ASDM Vjj ] - FOVFEF LRI ENL. B EE EHLRRHI A 192.168.45.0/24 MI%%, P EHLRREIA
192.168.1.0/24 4% .

* NAT - MR AT i (82 1 PAT .
* DNS I 45 %% - OpenDNS R 45 %% O AL -

P& DA dr 4Lk

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
|

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1

B &R
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interface Ethernetl/4

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/5

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/6

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/7

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/8

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management

http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFC &

Firepower 1100 [¥7 ] BRIABC & AL 75 DU e
* REB—SMERFE - LK 1/1 (AR, LUK 172 CA#)
« SMER IP Hbhib >k H DHCP, MEB IP tbiib—192.168.1.1
< EEEE /1 GEFHD , P Hililbk § DHCP

Firepower 1100 ZXAFL & .

i :PNEI |
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. Firepower 2100 F &1 BINELE

* DHCP BR& 88 7E e 1 I

* BRIABR R K H SMi DHCP, %2 DHCP

* ASDM Vjjln] - SRVFEEAI L. B EHLRR I 192.168.1.0/24 W44
* NAT - M FS IS i A U 4 11 H2 1 PAT .

* DNS JIR%% %% - OpenDNS JIR 2% %% O FHC & o

B E 1 LT iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 2100 & =X 2IABLE
&R LLKE: Firepower 2100 % & AZE T S N is4T 1% 2B 20N BOARR .

N

AR O 9.13(1) ZATIIRRAS, AP SRR BOA L IUNIME BT, WERMF ST e R B A
o

B &R
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Firepower 2100 & X BN & .

ASA fiL &
Firepower 2100 _[[f] ASA i) BRIABLE (3 DL R AL & -
© NER—SMERE - ORI 1/1 (AR, BLKIM 172 ()
* A\ DHCP [1J5MEB | P #thtiE, P4 IP $idik - 192.168.1.1
* DHCP RR S5 8R/E N HHZ 1 b
* >k H #hE DHCP (120 IA 3% R
< B - EEN 11 GEHED , IP Mk 192.168.45.1
* ASDM Vi) - FRVFE B L.
* NAT - A BRI SR BT A i K% 1 PAT
* FXOS B3 it 1 3)) - FXOS HUAR AT BLYERE AN ASA 1) 3l B & .
* DNS 245 #% - OpenDNS IR 55 2% CLHilic & .

P E 1 BLT iy 4k

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
dhcpd auto _config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

| i :PNEI |
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. Firepower 2100 i& &R BN B

FX0S L &
Firepower 2100 1) FXOS (17 H) BRI FC &0 LR A :
I8 U1 - 1P Hidik 192.168.45.45
« BRIARI X - ASA $idiz
« HIFEETEAR AN SSH i ia] - AU E L4
* BHAR P& - admin, ZIAZS Adminl23
* DHCP BRZ%88 - % /" iy IP Hihlyiu [ 192.168.45.10-192.168.45.12

* NTP BR%588 - AR} NTP lR45%5: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org.
2.sourcefire.pool.ntp.org

* DNSBRZ5 8% - OpenDNS: 208.67.222.222. 208.67.220.220
© BAKM V1 FIAKR 12 - 28

Firepower 2100 1% &R EVABLE
BRUMEUL R, Firepower 2100 76 % #1538 Fig4T.
~

AR 0T 9.13(1) ZHIHIARAS, S BB IEIUNIME 2B T R AP S BT, WS OB 5
o

W& HUT Firepower 2100 [ ) BRI B AL & DA T RLE :
© NER—IMERIE - ORI 11 (AR , LUK 172 ()
« SMER IP Hbhik >k H DHCP, MIER IP Hbiib—192.168.1.1
* DHCP (&3 |P it - 455 1/1 CFED
* DHCP BR$#/EA #1111
* BLIABRE K H M DHCP, 52 DHCP
* ASDM Vi) - RV BRI ERL. B ENLBREIY 192.168.1.0/24 M4
* NAT - A BRI SR T A it K% 1 PAT
* DNS fl: 45 %% - OpenDNS fli 45 %% C L & -

PC B T DA i 4Lk

interface Managementl/1
management-only
nameif management
security-level 100

B &R |
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Secure Firewall 3100 ZIABL & .

ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Secure Firewall 3100 ZLIAEC &

Secure Firewall 3100 FJERIA ) e E T RCE LT N2
© NER—IMERIE - ORI 1/1 (AR, BLKIM 172 ()
* SMNER P thiib >k [ DHCP, MIER 1P #itik—192.168.1.1
< BEEE 11 GEED , P Hiiibk [ DHCP
* DHCP RSZ 2L N ML 1 L
* ZRINBSER oK H 4N DHCP, 453 DHCP
* ASDM Vi) - FRVFEF BRI ERL. B ENLBR I 192.168.1.0/24 k4.
* NAT - I\ BRI SR T A it i iK% 1 PAT
* DNS JI#%5 %% - OpenDNS JIR 25 2% CL il & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management

BRI
|
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. Firepower 4100/9300 #1785 EXIAECE

security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 ZLIABL &

1t Firepower 4100/9300 #L4H I #2#& ASA I, W FIBCE VF 2 Al L4 Fl ASDM %42 31 Management 0/0
ORI H. WAL R I E

* %?iﬂi%[ﬂ:
AR 1) BRS A 392 1 CUFF Firepower 4100/9300 HLAR &7 3 514 |2 X

44 “management”
TR REN 1P Hhhik
ZARLINA 0
L H

o R I PR S 1 K BRI
* ASDM Vil - RVFFT A ML,

TR IIRCE AR L M S AR NI E, TS aE ASA 0.

B &R
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| A
isa 3000 wEkicEE ]

interface <management ifc>
management-only
ip address <ip_address> <mask>
ipv6 address <ipv6_address>
ipv6 enable
nameif management
security-level O

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management
http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA 3000 EYEIABC &

ISA 3000 BRI BLE W R

< BIARAIEER - IEWIPT KRS 2 BRI K, s RN IP KR B BT ke, I
FANG A P JE42 0 4% I it 2 R e

s LANMFERIZED - T O B AL TRl — M & (P it R kR E; LAHITIREUS
1AM 4EHEICEL) . GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

* JIT A PIERFRSINERHE 134 W] ELAH A

« B U1$EO - 192.168.1.1/24 1T ASDM il

* T8 B2 P 5 ) DHCP.

* ASDM Vi) - fFRvFE B L.

s NUUNEOX R TREMESERE . GigabitEthernet 1/1 1 1/2; GigabitEthernet 1/3 1 1/4

)

ER MISA 3000 Wi IR AR AR, U RIAB O RERS LS insidel
Finside2 LA} outsidel Fl outside2 ¥ ANFFHEMAT o X 4% O 2 7] AT A BL
HIEEAK W, EWE AL, KR ASA B8 i K Ak 8 %
il

e E DL iy 4 ks

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0O
no shutdown

| i :PNEI |
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interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA Virtual 33 E B E

BB ASA virtual I}, AT E VL Al 44 ] ASDM %42 5] Management 0/0 4 1[5 %, LAY
BRI E:

o % H O W B R

* Management 0/0 %1
* fir4 4 “management”
* IP JhtEY, DHCP
« LRLHH 0

o EERYHLIP Mk ER A T (SRR T M)
o JOFEZE A HTTP K45 2%

B &R
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asA virual 325 E [

« EELEHL IP Mokl (¥ HTTP Vi )

* (W) GigabitEthernet 0/8 [1)# [ % % 5k i 1P Hhhi-Fl Management0/0 £ H] 1P kit
* DNS k%5 %%

* BREVF R ID A f

 BREVF IR R JEAT D Re )

(1[3%) Smart Call Home HTTP f{E URL Flif I

.

(nfi%) SSH & HE%E :

* & i 1P il

© ASHLR] A AT

o A P AR P AT SSH T 5 1) 5 4 B0AiE

(i) JA M EiZE A REST API

)

ER S RN AT AR AR M ASA virtual, ASA virtual 75 V5 LM . HE 2, ATRETE LB
ATHABPCE, LSRR U5 [ R R 7 Tk o

A RPAL e, WS LL R E R :

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\)

R LAVFITIER 2R “hRME” VFATIES
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. 1% Firepower 2100 12 & 418 £ F A RN

AT R RS X T 1) 2%, WS P LU R R Bl

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip

1% Firepower 2100 iZ & /52 &3 F EER

Firepower 2100 2Xi21T % & FXOS WMK)JZ4AE RS, &7 LIAELL N0 24T Firepower 2100:
o WAL (BRIND -SRI AVHENCE ASA FIIITA R E . FXOS CLI H L HR 4 s 4 b HE B

AP
HIJ/7\Q

o SEER - AT A, BAZIE FXOS FRELEREA B ES B S . X8k
B A B O, 57 EtherChannel. NTP. W45 B&E, n] DU IR BE2S Web Ftmak
FXOS CLI. RJ5, #alLU#iH ASDM % ASA CLI 7 ASA 4k 45 it B 2 4 55 % .

sy IR A5 /N I i 2 WS g L A 1 LT W P e o T O 1 | = A N A |
BRIARCE . 17, clear configureall A1 configure factory-default iy & AN &1 5 4 ik,

Fi&Z 8
s HBEAE CLI o i =X

UK

FTEL (W) RO HATRCE . HS 0 & 0 AP E 2 b S

B &R
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1% Firepower 2100 1% & A iR & AERR .

ARV AR L R G A B R E AR 2 5, (L IHTC & A A ] B — MR AR 5.
n, XFF &8, NTP. DNS fll EtherChannel It & /& ASA B & 1 —#B84y, AL &%
R, (H R E A ASA BB P R AR 4 R

BA M.

show fxos mode

i

ciscoasa(config)# show fxos mode
Mode is currently set to appliance

Kt E T B R
no fxos mode appliance
write memory

reload

BEEMGUSE, & BRI EIFEOR N B % . FEFFTINECZ AT, AT LAAEANIE A BT AR 15 0 T K
P B B M S AR e

T

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

H R B B o B

fxos mode appliance

write memory

reload

WA S, FHERAEICE I E RN . EER BT, T LALEANIE SO o v W PR AR 0 R
BT B Bl AR i

il

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...
Cryptochecksum: c0532471 648dc7c2 4f2b4175 1f162684

i :PNEI |
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23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

FinBL &

LA T RS ASA, WEHATEL T AP,

\}

IR ASDM 2 S R SI2 KB IBCE . Wik H b, nlReS B EMERE ) . 1S I ASDM Ac & N
7, 127,

UK

P B A B FHMT YIRS, 1§ IRIESE Wizards> Startup Wizard.
HIE2 ZALH IPsec VPN [i] 3L E IPSec VPN H%E#;, iHKIERES > IPsec VPN [B15, RJGEMAS R

TN HRE B
B3 ZfH SSL VPN [ FHC#E SSL VPN &z, 1HMKIIEFES > SSL VPN |15, R)F5EMAL LR
BB

WIF A ENCE S TR R, K IKIE R Wizards > High Availability and Scalability Wizard.

IR T A R R 1) AL E A A SR, 1B K IIE £ Wizar ds > Packet Capture Wizard.

F6 o) ASDM GUI o] A FEFEAFER, THRUGERAE > HAEIRFERIE.

HBT ERCE DAL, 5 AU T EAL L Configuration 344, AR5 AUl rh— AN Th B F ] LUE R A S
B

TR Wik Configuration FE#EA %, 15 miili THEAZ EI Refresh LR R FEAEN 25

LIRS NI ASA, il THAL E¥ Monitoring $24, SR sl Dy RETEE K o SR I 1) M 47 B 4%

£ ASDM REH B STHRE LA

AW ASDM Hir A\ iy 4 LA i o] Zb 38 CLI.
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FERAGSITRELR

FERAMSITRAEALIA
ZINREVRIIE T ORI TR, M T 1 ASA Rk 2 I A G 45
AERE CLI T Ry 2 BT P AR . 76 35 ASDM W B F1EHS IR A A 2 B BSR4 1),
AR SATERAL A CLI 44 B 75 AR .
FriaZ 8l
« jliit ASDM CLI I i A fr &5l ASA 2% Bebi A fiv4 ml g LAy 2017

o A ETIR - WER B TR NES DA 2 T A R, skt R A, AR FER R4 . Response
DR ORI R, PR AT I R, J-JFHJKT,HJTM‘H%%

THAMA - CLI THAL T HA ML, ZAE ASDM X tdr 4, 15 H noconfirm &
e AT , Wl N s

3

crypto key generate rsa modulus 1024 noconfirm

T A b5 HLA A B B g - AN T P 0] BE BT ASA [RASATIRCE . A% ASDM CLI T B X fic & i3t
TR, BE RS MG S Mg . WA RIS ASA, I 58 4

o
WEEMHER— ASA L HANIG S PSR, H K% $E Monitoring > Properties > Device
Access.

UK

W1 £ ASDM WHIE 9, KIKEHFRTIR > GSiTHRE.
40 S~k Command Line Interface %G HE »

PB2 EHFFEMGSRMY (PATHEZAT) , RN TRAIRPIEREGS, SR FB A G4
SIE3 il Send LLHAT AT 2o
T4 THNHm4, 155 Clear Response, #RG1EEE (BUEEN) THATIH AR 2,

IS5 Ik Enable context-sensitive help (?) SZIEHE, i DhRESE LG A OCHE Bh o B Ik i 5 1L HE DAAE
P SR B o

FIE 6 XM Command Line Interface X iGHE)G, WH CHMACE , 5 A Refresh I&E ASDM H [
Mo

78 % L 2% ASDM Z RS &S

ZINBE RS R ASDM AR 271K . 1%, ASDM ZHEX L4, ASDM A Wiz 47 fic & 5 i ak
MR IX 4. A RFEAMGE R, ESHASZ LR,
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B sessuumTes

UK

HIE1 /£ ASDM NHE I, RIKIEFRTE > BRWILE LAY ASDM ZBEH&HS.
PR 2 SERAE siidi OK.

\ (=== 1 s

A IV R bt
O SR G, TR RS R T e A i . I S 4k S T e e g N e B Y
IS IR show iy 2 S I R R B, 71 S B85 00 N AN 5 T R B i B

B, a0 S NEE CHIER QoS service-policy, 2R & FBrAs & MhiiAs, W show service-policy v 4
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* clear conn [all] [protocol {tcp | udp}] [addresssrc ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]
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