PFA[IE: FAF ISA 3000 B4 7= miZ i 2 SRV A

VPRI E R4 T ASA BRI IIEIT. A TR BTA W8 1SA 3000 17 i B2 BUEEH (PAK) VFn]
WEe A RIS, WESH VFiE: B R AT,

* KT PAK VFATiE , #5100

* PAK VFRJIEHEN] , 25 9 17T

* MCE PAK VFATIE , 2510 100

o Bl E ILEAFAE (Secure Client 3 S HRIRA) , 415

o ARG SRR DI REVE AR , 56 20 0T

o WP PAK VFATUE , 25 21 5T

* PAK VFATUE Sdsk , 55 22 1T

% F PAK i A]3E

VPATIESREAEST € ASA ERHIMEEI. & —Ros 160 A7 (5 A 32 77580 20 717 (HIHEE
FPIRR . LRI QLA PRI R R MC ) ISRt AT s .

% = B ANE

ERAEOL T, ASA CLEE T —MVFRIE. BEVFRTUE AT REZFEARVF IR, 2 [ LA 3 2Vl
ik, B T RE O R FTAT VA, BRI TR LTI LA (IR i O 2B R P 7

HXER
Wi PAK YRR 0E , 3 21 7T

Ik AF AT IE
T DL 23— AR B, AR I A B I A AT Vo, R 20 T 0
FRMVETIE, W ASA 20K K AVEATERE T T E AT 536 A7 T

X EHR
FKAVFANUE S B T I [0 R VF A IR 5 01 7750, 28 2 1T

WALE: BT ISA 3000 = @R E R |


asdm-719-general-config_chapter5.pdf#nameddest=unique_129

VEATIE: FAF ISA 3000 7= @R EAIA |
B zreamse

2T B (8] 8915 AT 1E
Bk A AT UERAAL,  f80 0] DA SEFE B ) 4R rT i, B3 F S =LA i 18] SR SR A PP A T I . 92,
TET Re 23 ) LTI A] 1Y) Secure Client g Wi i/F vl ik, LAALFEIT & SSL VPN P i) K S0
T B (8] B35 R R E A )
o A DL AN I A IV R R, B S E—DhRe 2 AN rE. H2, FEADNIIRE— IR RE
AN FEF I VRIS TS SR ES . ARSIV IR AR R e 3R IRAS, JFrrbEmAE . i,
A 23—~ 1000 2315 ) Secure Client =51 Z& W VE AT UEFI— 2500 <315 ] Secure Client /=i 2% hix
VEAJE, I — AN r] R a] A T sk &
o INHLHOEAE B P B 2 AN T RE RN VERTUE,  WITE ok BT & 1 P — /N ThRE o R R0 55
—FE T TR A4 AT E .

E T E i rEit A8 TEAR
o M7E ASA UG T A R VF rT e, b i ST T AR 8T .

o BSR4 T 2 2 e AT P P e 1o 5 T O S e
FIEE AT, A 2 a3

o WURHE TNV THEA TAG8RAS, I FLIESH ASA, TUFHIR 25206 (BN . 104 ASA
TEAEIEATI, e T I ) B VF I A 2 I . RGO b i B S S VF T, FUFT ASA IE & T
B 2 o A T E SR D

KAVFANES E T E BT AIER S FH AN

O HE T I TR) BV PTIE R, 7K VR RIS 0 I 8] R VR PTRIE SR A5 R Bh BEHS 5 F LU O EAEIZ AT
MIVFATIE e K AVFATIES 53 18] B VF TR ) 5 97 5 SUBGR YRR SR AL . N ARSI TR ThRE
VFRTE 5 IR

)

AR AR TR VAR, RIE TN R VEARIEAL TG SRS, M gRE

& 1. & FRE R RIES FE N

E TR ERYTNRE BFFVFRIGEZ N

Secure Client =245 1% A5 P 5 S T ()2 W I B K AV T IE P 2 v R e i, G SRk
AVFAIE A 1000 N2if, FET W VFIE 2 2500 Naif, W4 )E
F 2500 AN 4ifie T, A LBEINRESS T ACAVEAIE 3L I ) 1)
VEAJIE, fHE, WEREX A, W2 K A E,

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A
sgagFeanrTiE ]

BT e BT e SIVFRHER N
S I AR A2 BT B PRV PR AR AN EIR AU, {6 R 61

an, WHIK AR R 2500 N2 1E, FETRE R RTUE S 1000 N2
T, R R IR VAR TS ERA 2 n 3500 M 4xif .

Hthprf A FHRE T I 8] (R VP AT UE BRK AV T IR 2 R s (e 6 TR R
PRSIV R, A2 PR R VR iE. X T A0y =
FIVFRTIE, R . %, A EIIREss TR AVFTER)
BETIN VPR UE, (2, WUREIX AW, W2l K AVFRTIE

HxEH
W% PAK VFAiE , 28 21 7T

& 5 T B (8] RY1F AT E
FEVFEANOL T, ST AT I OVF AT E, I IV R4 BB VT IE . % T 5

SE I ) (VPR RN A AT PE K D RE, RN HDHr VR IR Z |, VPAREsc SIC N . ASA SuiF
HEBHE IR ) AV ATAIE, AT LA AN DA PR T UE B3 o ey T i 22 1V AT 1453 FE VR T HIE B

PR ISF TE) o

242 25 5 22 R R F AT AR ) B T IR ) VR R SE IS, VPR RS BT S, IF HRRSRIN a5 T4 5t

Jei IR RS TR

%t

1. g A 8 A 1000 231 Secure Client fm 2% i vl ik, I35 HAZVFrE AT 2 B (4 6
&) .

2. g, BXZEET A8 i 1000 NS IEVFATE, VP iES A 14 F 1000 N21% (8 J& N
Fo6 kD .

WIRVFRTUEAS R (40, 1000 2315 Secure Client =2 AR VF AT UEAT 2500 £ VFAIHE) , WFAE AN
259, MTRNIIRAL AR — AN LTI IOV ATIE AL UG SIR A, XSSV A E A — AN Al
Al UL TR SR A

HARABES IAMFEFVFTIE, (B2 S FT VP uE RN, ASA 2 A SIS O 2 M Dy BEAR [ K vF )
e CHERATHD

% EH
RE SRR, 0 14 50
SEF R VTSI, %3 5
B i8] B9 AT AE 2 A

A DIRER ATV PRI, ASA 2 H B [/ — DhRE ) C 28 VFaliE. CnRa& il - iRk
A HAbAE T SR DI RE AL TN 18] A VF RTHIE, 3 4 HH 7K A VF AT

WALE: BT ISA 3000 = @R E R |



VEATIE: FAF ISA 3000 7= @R EAIA |
B i

WA AT RE 2288 T ZANVEAN LTI AV al g, 0 ASA 28 HFk B 58— ANl e B4
A WA VF A UEAS & P A R R, e B T N A . an S AS ER A IV R UEAS JE ASA TS
A FE T () I VF AT UE, 200 T B30 18 A 524 FH I8 T IE
wltm, A —NEETHE R 2500 421 Secure Client S & 0JiE GEZDD « —ANETHAEIE 1000
N2xif Secure Client gk VF AT UE (AEVESN) , BA R —NK AR 500 /N4 if ) Secure Client 512 1 7]
HE. 242500 NGV TR, ASA £50E 1000 MG AE. 78 1000 N2 ig Va2 )5 ,
ASA £AF ] 500 NS TERK AL,
HXER

WG o= %, 14 1

VF AT 15 AR
AT A AT SV TR

Secure Client Advantage. Secure Client Premier#0 {2 R Secure Client VPN iFA]iiE

Secure Client Advantagen}, Premier VF AJ iE A& 0] N H T2~ ASA )2 HIR VT IE, JrfTixLe ASA #R3L
EVFAER I — A Pt A AR Secure Client VPN VFr] 1EE ] T47 52 1 ASA. 155 (7
https://www.cisco.com/go/license, Jf-HAAFEA ASA 43 PAK . 5 A8 Al P30 %5 BH N FH T ASA B,
3% VPN Dhfie U 3 s vr i) e K8, RIS VR UE R T ASA hE— F P R S Br 2308 AN N
WVFRTUERR S A CTEN, B S

* Cisco Secure Client 1] WF5

* Secure Client ¥ 1] % I [ B2 (FAQ)

\}

% Secure Client Premier ¥ W] iIF & ME—SZ FF L 1B B4R ) Secure Client Premier VW] ilE. Jb4ok, L4 5
BT, S el uE A0 N F R A 0 P RS e e% s R RIEAN TR A

Hfth VPN iF ]
oAt VPN X AR GG LR VPN 2%
* i/l IKEv1 ) IPsec ZEFE V] VPN
* {fi /] IKEv1 [1) IPsec 3 5 [7] VPN

* {fi [l IKEv2 ] IPsec ¥l 5] VPN
BV AU AR R e e

BHEHENEEE VPN £1F 23]

* VPN X} 2544 B BE Secure Client F1HAD VPN G54 L F K 5 K VPN G255, Bidn, S s
4 1000, T LLE I A7 500 4 Secure Client F1 500 N HiAth VPN X 2544; B8 700 4~ Secure

I FRUE: AT ISA 3000 B9 RIRALE AVE AT |


https://www.cisco.com/go/license
https://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

| FAIE: A3 ISA 3000 B07= RIFIERIF A
ven sz I

Client #1300 /™ HAth VPN; 5% Secure Client 1 F 47 1000 4. Wi 4L H 7 VPN 42544 25,
Al LAKE ASA SERIE A, DURFAARAR R H R 2 9 2% KN
VPN £ #1318
VPN {8 35 iy 75 B s (3DES/AES) VF Al iiE .
f&£4% VPN 4 0] 3iF
BV T E M AE B, 155 Secure Clientfh 78 5 2 H P VAl il o
A

% Secure Client Premier VF P UE IS 245 580 N SZREIME— Secure Client VFRIIE; Ik Al F BN B A%
GEVFTTE

INZFaliE

TeVEZE ] DES VF Al iE. 4 R 48 2235545 3DES ¥R Al iiE, W DES AR ] F o BEAE 7 S AV FH 56 n 5 s o5
1A H DES, 1845 00 T A AH O iy 2 0 HC B 0 A FH 58 %

TLS RIBSIERE
HF 2B SR AR TLS AAB SR #ES<1h \ TLS ¥ A iE PR 5 4 o
] TLS AQH 2035 (9 HoA W AR TN TLS BRI, BInAs i s fe e (L) .

HEALRN AT RS — NEEP T H 2 A S E . B, WO — SRR E T 3 A H B Unified
Communications Manager, W4 2 4~ TLS fQBEEZEH;

{§i ] tls-proxy maximum-sessions 74, 2#E ASDM i [} Configuration > Firewall > Unified
Communications>TLSProxy &%, FiE TLS ACHER G, BEFRSHMRA, EHA tisproxy
maximum-sessions ? #y 4. WIS A TLS AQEEVE ATl i T BRI TLS ACEEPRE, ) ASA HBh¥
' TLS AR PRI DL S5 VPR UEVE RS . TLS ACEE BRI S g s TVF v UERR s i s i) TLS AR PR
M VFrE B, DG A BV R E o ) AT 23 1

)

AR TRl “K8” SERMVFRHERAES (Blhn, H P EU> T 250 VFRTE) , TLS ARHEE & 1R EBR H) 4
1000, XFFLL “k9” g5 BRIV IEAES (Fdn, A #ck 250 88 2 FVER3E) , TLS ACERRRH]
R TRCE, fm AR S IR . K8 A KO 245V vl iE 2 54 L PR H]: K8 ANSZBRHE, K9 5ZBR A,

WRERRACE (1Ml clear configureall fiv4) , TLS AQEEPRGIE: B B BRI BRIAE ;a0 2R
IMEAR T VFafERR S, & 8on 440 A, k&4 tls-proxy maximum-sessionsiir 4 F- X1 %
Pl (fE ASDM i, i TLSProxy %its) o Wit b8 6\ write standby #r 4, 3
7t ASDM 1, 7EE %% LA#i ] File> Save Running Configuration to Standby Unit >k 3 il 8471 &
A2, WSTEHibh % B shA clear configureall 4>, P, #nlAESTEmih & L& 2%k
MR BHTRCE R SRR e BRI TLS ARRERR I, Rt n DS 1255

WALE: BT ISA 3000 = @R E R |


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/license/end_user/AnyConnect-SEULA-v4-x.html

VEATIE: FAF ISA 3000 7= @R EAIA |
B =xvwungs

IS HE N IEFAT ] SRTP % 21 :
o % T K8 W[IFE, SRTP & 1iE IR HIh 250,
o XF T KO VFrlE, AT AT R .

\)

iR ON %g‘%mﬁﬁil&ﬁbuz/ﬁﬁz FIFEIY 257 N SRTP Bl an SEF g 5z B o0 Fam =, RSP i ds) ok
SRTP, XLEIENYH AT N PRl

B X VLAN 2
AR VLAN BREIH- s 0, i 4 e VLAN.

= Secure Client S RIFATIE (AnyConnect 3 52 5 R R
A

E® AnyConnect 4 ST SR IIVF AT A SCRE ASA ERFEZVFATIEDIRE.  Secure Client VFAJF A2 L5211,
ARSI RS A e S 5 HVEATIE.

W L= VERTUE, 8] LUK SE KB Secure Client Eig<sif, JF HE K —41 ASA T HI—4 ASA
fe & ALV RS 8, B4 ASA FLE N ILEVF 2 53, SRIRYE 75 B AEIX 4 ASA Z Rtz
i

BIEEE T

B LeBISMEDLZ A, SR B AN ESREE 6 e L RATA R IV . 0 T RIIRRCR, 2
T I RRAS (R VP R] SR

WMUEEE BB RIIEZE SR #0551

X THRZEIS, SRR e AN EOR AN s ERA R Ve, WEOREHEN & B LA v
FE, WX PNV & 70— s AT i e B ARV IE . SRR £ — L2 AN DL AR
BRI RARVF T 2R, 25 R &

S FANEZEK

ASA Virtual THZ I ASAv MR VFATIE

Firepower 1010 WV b B R R 22 45 vl HIE . 35S M Firepower 1010 [1) 0B #4585 140 1T HIE
Firepower 1100 152 [ Firepower 1100 #8214 nliE .

Firepower 2100 152 [ Firepower 2100 [ fs 6 #% 4F A] ik

I FRUE: AT ISA 3000 B9 RIRALE AVE AT


asdm-719-general-config_chapter5.pdf#nameddest=unique_153
asdm-719-general-config_chapter5.pdf#nameddest=unique_154
asdm-719-general-config_chapter5.pdf#nameddest=unique_155
asdm-719-general-config_chapter5.pdf#nameddest=unique_156

| FAIE: A3 ISA 3000 B07= RIFIERIF A
s samsrnsirTiE

2

= WFRNEZEK

Cisco Secure Firewall |i%2: % Cisco Secure Firewall 3100 [#] i &5 V/F viiF .
3100

Firepower 4100/9300 | % 2 43 Ji] T Firepower 4100/9300 [ s 44 #% 1F v AL

ISA 3000 PR BE g EARAT H i R  Se VR AL
pE 2 S 5 LA 20U A [R] R0 3 VP i

\)

AR HEABIKAEY]: FERADBUIELLR, 7R ISA 3000 A LUMER K PAK SO S0 TR H . A% 4]
SR 0 A, W EEH B AT Sy IR T, SR e AR R RS

A& F AL PR B BT A IE
XTHEEERE R, G B ERVFRTIES 53 AT RV AR WUER O 6 B Sk
FIVERTIE, U5 I B VE AT E A DA B0 -
T RAHTE (Wi, SED MVETIE, S6 RS KERERES SR S rFa
e R AEAEAE F AT VAT EAR RS T a], DR ) ERE [ I
i, X TR .
* AWE ASA, [EH T 10 4 TLSAUBE LG, VRRIUERAE T JF LAk 538 20 4 TLS
(w: EA TP

« 58— 6 B4 1000 TLS REEA TG ASA , BAK A — & BAT 2000 12315 ASA 5545-X;
TP & BRI 2000 A4S, BRI A IF IOV ATUE AT A 1F 2000 A~ TLS AREE 15

o XFFARA R JE FH B ZE BV Al e, R RPIR A B B el .
o 0T A A e A OB TR A O VF T iE OF BB BTFE)  Freei a2 g Wl ik &6 5 1
FREERSTR) . A AT i S0 HF AT U A TR, M AT UE B AR, Sl B/ T T AE 5%
HAF o UEIA TR, A2

HxEH
W% PAK YRR iE , 28 21 7T

HWPEEBRIEZBNBEEX
WIS B4 T R A I 30 R, WIAE G W% &K R B 222 VAR . 7E 30 RIERRIHN, Frfik
NG RSl A s AT TR .

ANARAE 30 A v BRI N PRSI A5, WD 55T I IR FRIVF AT IE, K5 M/ 2V AT Gk v gk 25 K6 N 1)
WA/ EVERIE TR, AAE SRl B/ W@ VF rTEA 2 TR AR BT

WALE: BT ISA 3000 = @R E R |


asdm-719-general-config_chapter5.pdf#nameddest=unique_157
asdm-719-general-config_chapter5.pdf#nameddest=unique_158

VEATIE: FAF ISA 3000 7= @R EAIA |
T

UNARAE30 R AT WAL IAR, DS TR T I RIS VF o e, K WA & VF e (R B 238 i
ZHEHIS A EAT AR MSZVFRTIE, A2t T3 055 IVFRTIE. FEFH I R 6045 30 KA % B
.

TR PEAE T X

H T B e B 0 AN R AE P £ Ve B RAT A —VFRTIE, PRI RT DURE BT VR e B T3 65 Bt A
PAAEAEATIE LR TAL . 4 SRS SR B PTINZ A K AVF ATIE, WU R] AAE SR I N i B e 2% 210 o — &5
B WP B B AR AP, WA DU S TR ERT g, DUEA 2 A L ]

AXER
Womsds Y], 9 14 1T

TAFMEES
fsa] DA SE— 8 B BB Sh e adS . g O 2 FeeE R/ H X, IZE ASA &% AR S
N . ASA A A ERAEN TG B INE IS, ISR LI 6E:

o G-Il
* VPN
TEATER T LA 22500 N % (3DES/AES) VF T iE, LM T 8dHe., #ilan, nT LM ASDMHTTPS/SSL.
SSHv2. Telnet f1 SNMPv3.,
MBI EVF IR, BHASHH VPN Y UEAI S — (5 4l iiF .
HXER
W% PAK VR 3E , 2 21 T

T A]UE S DL (5] @
KBS LUMEZ N E TR E R RTIE?
o XTRATEE, A LL— g —ANE I ) 4 e
RS “HE” ETrEAERE, LUEER 8 REIfEMRET, BEEERT—MNMFAHE?

o XIFAHFIBVERTAE, 5he 2 N RET I W VF IR, I RREIS 6 9F . X T AR VF
AE (> 1000 23 Secure Client HZERVF AIUER—A> 2500 G VFRIE) » ASA K H3)
O DT R ILRRISE FH T DD REFRIE T R IV AT E

HRE AT AEEE T BB AT AN RFEE SRR, RIEEHAY K AIFANE?
o WK AVE ATIEAN S S LTI 8] (VR AT E .
X FHrEEETs, REBALBHZIFAIRSFMREERE, HFBEAZTAIEARSEAIEHENLE?

o Hidhika RA L L& AR RS T VT, XSV iRssas, eATi EZIRSS 2 VP Tk .
#MMS AT ES L E VIR, &R ST a8 T AL T P 6 25 FH IR S5 s AL B — A S e e
Xt

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A
pak renieen ]

KRB EEAHPEFE XS AN & M X B R A ATE ?
o MRRA 8.3(1) T, ANTEW & e FAAICECAVFTIE. 8%, SO0 B & L VFn]
UEs BB AEAS N BRI Sk EVFATUE . X T B el Bh B &b A B sr Vvl ik R 55
B, an SRR AR 8.3 Z Wi FAK A S T UCAL VR Al iE) , IR SV IE &5 IF A 1847 s
HERSAEREVPOTE, FLER S (oA B PR

FRILZ A AnyConnect SR MIFRIEZ SN, FH2E AILAEFAE T BB AYZk AR Secure Client &4

R IF AT ?
FEo ANAEARH 2B MVFAIE GE T AV I IE Bk AVF AR S HISIE R, A4S
VAT

)

ER IR RS A8 b, MK Secure Client =y R VEAIIE; AH 0] L5 JL 2V n] iR 45 g8 7
FAIE (5] A I I TR R VR AT IE o ARSI O0 1, I RV AT IE 25 15 0E H A3 Secure
Client i filx s AREK IR MBI VPRt S 5&

PAK i RJ 1E 4 N

TR EN
FEZ SRR, THE RTS8 .

BB FEFEE N
THS MRS . 2R 6 UL,

RSN
* {X{E ASA virtual b 3R REVFAT .
* fE ASA virtual. ASA 5506-X. ASA 5508-X F ASA 5516-X LA HFILZ ],

* ASA 5506-X FiI ASA 5506W-X ASSZ 45T I8 8] (R4 AT AIE o

FHERFOBELRAE N
SR MATAT 2 BT RRAS T 28 B fofT A, WA AR 8 B ORI e o (BN AL E ey e 2 Th g, vl fig
SIB T )
© FERYBIRA 8.1 BUE RRCA - FETH A, WERBASAERRA 8.2 Z 1 5| A AR DI REVF AT e, TUIFA
17 B Gn W P AR S S AR A . (HE, W RS AERRCAS 8.2 B i A 5 LN )
REVFAIUE, WG EPIA S G HA . R EA AHARVFIER S, S0 LN AEN:
o WIRVATTRI N T RIS W0E S, W) ASA 2 A HNZ . GRATIRTERRAS 8.2 B it
AR AR DR VR ATIED

WALE: BT ISA 3000 = @R E R |



VEATIE: FAF ISA 3000 7= @R EAIA |
B ==eacimic

WA H ARG H B RIS ST, W 2EE R BRSO K B e

o FEGLBIRRCAS 8.2 B LA - FRAS 8.3 HG TN T SRR (K T I ) F) B IR A S i e e S VT
AR

WA 2 AN TN TR PGS S AL TR SIRES, WIHERRGUR AT S5l e 1 2 1 I 1)
(K1 PR DAL o SIS o FTAT Feth s S0 s A O ARG SR o I Rdpe i (025 - I [h) ) 1
AR TR 8.3 G IANKIZRE, WHZVF Al ERME VAL TR A, B fREF
PR o OB A K A B B R 25 TN TR AR 3

© WARAEHBEH RN AT AR VR ATE, MR ZOR A e e i . BIAE S PIULR, i
(VP AT IE R AN 13 RV ATIE

U BT A IET R IOVERE, (MRS TROA 8.3 3 NIUShRE, WIFEMRZL I,
VLTI VF TGRSR . ST TR AR A BB, LA T 0 6V
i

HAhEm
o Wam E A SACRRAERCE S B2 ARSI T AR AE N A
s BOmE YIS GE B A NPT . DIREVF I IAAE W L AHERS CBRARACZEREPR SRR o
RA b TR S A e v 2, JF H AR TAC R i i ¥, IR BT IIBA, - DAEHRE

BRIV PES R 0BT R P90 5 o SRR RT RHBIORE SR B S6™ h VF AT A 2 2% 9 5 R
FPals

T VAT 415 WoRAE Activation Key BURI Lo P 415 b5 EVRIZERE A1 SN RINLAR P 415 A
o MU PSS T HoRSCR:, (HAHFFAT .

o —HI, RORGVRIRIEVF AT UERSRIGR B T R K VR AT E

ERANE S b, TR TR —ZhEE P AN O n RS 5 Blhn, WS T — 25442
1 SSL VPN VFRTHIE, MJE MIWSE T 50 NS UEVEaE, I 75 Ml ST UM H R
50 Moxific  CIBRELATHBR M M IS S0 RIIVFRIE, Bl 25 ANE] 75 Naif; B IX T
BB IR VF IR X TR o

BRI AT LABE A VPRI IER A, (HAA IR AR A . X T AnyConnect =y I VF vl E, BT
AES DU R VFAIEASER . AnyConnect =g I/ AT UE . =25 AnyConnect 155 25 iR VF R IE LA S
R A VA VIR . BROIATEOL R, W23 T AnyConnect i VT nT e Can S 3L0E F T8 11
B, WSATHNZVFATIE, A S FIRVFRTIE. &n KA ECE > #2718 VPN > 4%
(% Fim) 718 > ®4 > AnyConnect B AR &%, 7ERCE T 45H] AnyConnect FEfilifRVF AIHIE, LA
PR SAE FH AR VF AT IE .

BoE PAK 15 AJiE

AT AW AR 5 DI A LA s Feas o St m] US4

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A

iTmaveariE Pk FpEmasEEs I

TR AT IE PAK F 3R BUHE 2 4R

FAE ASA FEASVERTIE, B, ST LA Cisco.com ¥ % S04 LUSKIGHE 3647
WRIG, TTLAZE ASA EEIANBORE . R DIREVF TR 2 Al B B . PAK A F
FE— TR EEE ] T RE R st I AR R P AT (VR FTIE PAK. ASA 2236 T
SEAVE AT UE A S 2 VFATE, LUK N (3DES/AES) VP UE (U REEAT B AL IV ATE)
W R T BT B SRR VR (3% , 155 http:/www.cisco.com/go/license .

FHIaZ Al

FEAN VA T AN B AN VFATIERS, A 7E R R B PF A B 25 rhon) FLb AT B
https://software.cisco.com/#module/SmartLicensing

WERSEERATIR ™, W BCEDHTIR ™ o R R B, AT LU SRk

UK

BIWSERAIMFRTE, 152 http://www.cisco.com/go/ccw. 1S [# LA T Secure Client 11 W$5 7 A1 I
e A -

* Cisco Secure Client 1T W45 g
* Secure Client V] 5 WL W] AR 2ZF (FAQ)
VTR RS, 2B 57 SR B (PAK) HIMBEE . 6T Secure Client VFnJiiE, K1

% g PAK, 1% PAK PN T2 AR AH R T 100 ASA. 4TI, PAK HEPFRT REH 22 LK
A e

Mk Yk £ Configuration > Device Management > Licensing > Activation Key 3k ASA 17
S (EEZWFEEXT, ERGMITZHPEREFIGS) .

VRATE ] PP 2 5 SRS I EAR A ONLRE 815 ANl HURE P 8105 T 3R EBOR S Fr T ARERI
VFAl.

FRBOBIS 4, W 2 LT VR R

http://www.cisco.com/go/license

RGHURI, AL E R
© PERIRRUEE] CHRIEH ZAEY, MR AN Y AR NN D
* ASA (755
o BRIRTHE A1 -

ARG AR # Y], R AR PR AL Rtk . B PIRE 324 0 1k CE MR ATVF
AR PTA ShAE. XTI R A VF AT, RSV RIE A o e 9.

WALE: BT ISA 3000 = @R E R |


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
http://www.cisco.com/go/license

VFATHE: F3F ISA 3000 B9 7= 2R EAEA |
B smsnzsTi

PYRS WURGEA Tl ™ R BCE T, WA AU PIE R MR . AT P AR S,
MR A FAR H P 2 S ST K ATIRE .

W6 MAERGE s T . 5 14 TR B Y

FA B 58 0 %7 14 AT E
FAEFH ASDM (FIF£ HAbDhEE) , BT REom 4% (3DES/AES) VFrliE. Wi ASA AT am in
BEVFAE, ATt A Jz\éjﬁ?%AE?EH%/imEE’Jﬁbnz VPR IE41F o

UK

LI WA LT A A 3REL ASA 1T

show version | grep Serial

A5 5 BRI SN N IAE P 5 5 AN . BIAR 55 T HORSCRE, (BAR T-0mT .
i 1) https://www.cisco.com/go/license, 4R )5 i i ZREXE i AT .

& 1: 3 EXH b i AT (Get Other Licenses)

N
g
N

Tools & Resources

Product License Registration L reto o

iew in French Condact Us ¥ Feedbac Help My Profie  Rel

ﬁ Did You Know? B Systemn Messages :3 Supported Browsers

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas
Get Other Licenses »
Manage
PAKs/Tokens Licenses Devices Transactions History

183 1k IPS, Crypto, Other .

I FRUE: AT ISA 3000 B9 RIRALE AVE AT


https://www.cisco.com/go/license

| FAISE: AT ISA 3000 897 RIFIEAIF AT

swmamzrTiE [

[& 2:IPS. 7n%. EHAd (IPS, Crypto, Other)

Get Other Licenses v
Demo and Evaluation..

TeleFresence Software Release Key.

TelePresence License o Resend...

PS, Crypho, Other,
Share License Frocess

Main to Backup
Register ROSA HA as Pair.

Migration...

$I2 4 7 Search by Keyword 7B, #iA asa, Jfi%+% Cisco ASA 3DES/AES License.
3: 2%} ASA 3DES/AES i RI3iE (Cisco ASA 3DES/AES License)

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | Jeview and Submit

Search by Keyword @
Make a selection from thig list of products

Product Family Product

Metwork Mgmt Products o - E
Security Products {Cisco ASA JDES/AES License
Wireless

| Cisco ASA 5500 series AIP-SSM

FIBS EPEIEgEM A (Smart Account).  ERUM A (Virtual Account), fii A\ ASA FF%IS (Serial Number),
RIG R T —% (Next).

4: Z4EM P (Smart Account). [ERUTF (Virtual Account) 1% 5= (Serial Number)

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

Smart Accoun
Vi 4

ieguired with Smart Account

Selectone... -

Cisco ASA 3DES/AES License

« Seriol Number FCH1714J6HA (7]

P 6 RGN BRI Send To MEFHHIMEFT End User ZFK: W ZEN I N ARMBAR HE . IEHEEE (1
Agree) HitHe, A5 iR (Submit).

WRE: AT ISA 3000 gy @ iEA A |



VEATIE: FAF ISA 3000 7= @R EAIA |
B wssemzg

R

Request Crypto, IPS and Other Licenses

| 3. Review and Submit

Recipient and Owner Information

EI'I:E'I'IU.LUEE":BI addressas saparaled oy Commas. Your License KE_.' will be emailed within the hour to the specified email addresses
Send To Ad
End User » | Edit

License Request
SerialMumber
FCH1T14J6HP

Smart Account SKU Name ity
» Cisco Internal ASASS00-ENCR-KS 1

PR 2h, BB B B P mse:, gt n] ISR AEEE (Manage) > 1 AT E (Licenses)
DX Bz
PR 8 MR s ], 5 14 O I BE

AEEF A% H
AT R AT N BT B DT DA e s AT A5 FH i I 1) £ ]
FF6 Z A
s MR CAL T 2 BT, TR R GUIAT 2 W) i A0 3 D o
o BT AVE ATIE 2 ARG Ja 2R FOR 2% ASA. RARFH T 2R F0Br N4 iRV Tk

R 2 KA EEFHMBER

BS EORE NS AT AIIER(E
RS BTN VAT IE o

B2

T KUOERFRE > BB, REREENTRSIERFR > BEZHF R A G .
PHIR 2 BT 7K A B 2 H Bl T (] R30S 25 50, T E New Activation Key 7Bt i i N BT i30S 2
B,

key SR WIE LA TLR KT NBERI 74T, BIOCRZ LSRR 115 0x XAHE AT REtE
SEPFTA ARSI Bl

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| VFATiE: F3F ISA 3000 &7 S IFAL A AT
L& ZIFATIE (Secure Client3 & B 2R A) .

ASA0xd11b3d48 0Oxa80adclOa 0x48e0fdlc 0xb0443480 0x843fc490

1T DL g — AN K A BHRA 2 AL T T 3 . RS ATIRR AR, W'e &8 5 221K
AEH . WS BT T % 8H, WNZ AR BN AL T35 8IRES, T4 B7RTE Time-based
License Keys Installed M. #5445 5€ DI Re I0E 15 fa — 55 T I TR 35 4H 2 7& 3 4% 1

SIE3 TG s A CL e LTI R 9% 8, 15 4F Time-based License Keys I nstalled & Hik #1% %
B, #RJ5 fids Activate B¢ Deactivate.

XTRATIRE, B R — AN TR 2 AL TR s .
$I1E 4 i Update Activation Key.

WA R LT, IR AVFTIE ST RETH MR ASA. MRTE, RALIFE TN
.

AXERM
KT INTIVERTAE , 55 2 0T

Bl =15 A]IF (Secure Client3 X E R )
A

iEFE  Secure Client4 K ¥ S A I VF AT AN FF ASA _EIFILZVFaUEDfE . Secure Client ¥ RJ & L2,
AP E RS A B S 5 E VTR,

AR G L S S VT IR S B

KXFHZIFANE
W SEZEaTE, 0] DU SE R 1 Secure Client mghas ik, FFH b —40 ASA Fi—4> ASA
BB N IL AT RSS2, B RI4r ASA TCE AL S 5%, SRR 5 B4R IX 4 ASA Z Mt sss
o

XFHEZFARESEMS5F
DLR 5 B B L e i T A
1. HEWE—& ASA N 78 MILEVF AT RSS2, ARG FHAZ 2% 1P 51 5 W S 3L S AT R 45 38 14 T IR

2. WREMELE ASA N ML EVFI 2 5% (WIRRLEVFT SRS A IFER RS s s
ARG WA IR S 5V ATHIE

3. (W) 55 —6H ASA fRENILEIF A& MR ds . HAgdRE — B % HIRS 4

WALE: BT ISA 3000 = @R E R |



VEATIE: FAF ISA 3000 7= @R EAIA |

B snzrnmsssanasog

\}

AR VR RS S S S VPATE,

4. TEEILEVPA RS ERCE AN, AR I 2 58 AT DAY = V]
k.

5 ¥ ASAREAZHEN, CHUAEERASGHGEE (BFEAMFTIEMESE R mitsiy
] AR 45 A At .

)

AR S HEATUEARWIE 1P W& SRS AREE: EARER TR,

6. LRI GG 8 o I 5 18 T DR 26 O T S A WA

7.é%5%ﬁR$MﬁTﬁm W, B EVF A RS A A R, I RCE 2 253l (L
SR .

8. VPR IR S IC SV AR AT N, . S 58 I ik SO RER I P 6 2 S K ok & il
o

\}

R R ARS S S S EH . EHHM TS SMATFES A VEIE, AT ERS AV

IR

1 MR R R NS 5FH R T EE 2 aTE, MRS A<l g2 il H
ST T N

2. ZHFREIORTRE LTI, ERIRSS 8% T LLIE i 2 i oK.

9. HZHEMMEMAN, ERFRSHOEHE, WRBOtE&IG.

)

IR ASA TENRS 28RS 535 2 A4l H] SSL KN pr A5 1815 .

ﬁﬂﬂ%‘ﬂ:ﬂﬂﬁm an Z.lET.l E,]l_1|=| IE.IEE

ARZEFH MRS S Z A AR A R B R, W25 LU HEN:
* WERZ5EAE 3 A5 RIH RN Ja R REACIE DR G, IR 55 85% 23 K 25 TR TR 3 = VR T ik

© RS 5 H IV W VF AR IR S5 4 AAOR BRI B W2 55 25 m] DAAREEAE HTIE AR 55 as e 21 1)
SCEVFRAE, A 24 D

s MRAE24 /NN A, S HFEDICE S VFIERS &EAE, W2 52 RRBOTEVFHE, BT
R i nt. 25 S RE SR NBUA R, (HICE B VE e R HiE Rz .

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A

srezrmaRnss [

o WRAE 24 /NIRRT 22 1 HRSS e i 2 B ik B2 5, 2598 SRS SEpngs, W
S 5B EN SNSRI R IS5 a B ol 7% 2 5 F ROR IR T RED IS IR AT Y

RTHEFATFHRS

SR AT PS5 45 L AU J B 1) T3V TR S5 A E Y, ARJE A REARH A A 0.
EICEVF AT IR SS Rt B 2 T IR 55 4 [R) 2D iR 55 4 B B A SO = VP B, e s 22 55 1)
FIR LI KT VRIS Dl o TR 5525 A0 5% TR 55 4 LL 1080y 1B [R) 20 cdie . AE BRI [F) 20 2
Ja, BMELE I FOFINE, #0055 S R RENE DI B AT 2 AT

MRS e A AR, R IR S5 o B IR S5 st . s IR S5 a8 vl LOESHa AT I £ 30K, {EUk
2, FHRG S bS5 KA, i HIA SR . 555 A 7RI 30 KA IN BL N Pk
RN KREIONII ARG HSHESAE 15 RINAIE, JFAE 30 RINFHICRIE.

E MRS TR EFIBATIN, ER S RS S AL, IG5 aeikdt.

RS A AL T PN, e m A B RS NEE S L% .

)

AR HUOAB EICEVEI RS AR, R SS A DT STIEAT 5 K. BT IRPREZ HRE K, EARIEE] 30
Ko Wb, WUERILJS TGS a A5 (B TR RN, W R S5 2R e AT IRl H ke . 2 ARk SS
SRR IZATIN, & HIRSS & 10I8AT RIS TT A6 P 8 B, il 2R 32 e g5 @5 134T 20
Ko FESLIYIE] 2 F R S5 e Ak T PRAS, T F R 55 4 1OIS AT IR PR OURI AR 10K . 2540k 55 A 24K
B AR LI AR SS 4% 20 KJa, # “7efH” RKH 30 Rigfr Rl Scititt “ 78l hhgk
N T B R R ATE

MFEEE AL =1 Al

AHIA I EVF A B SR R A

MBS AL Z IR AHERR 55 38

AN LRGN TS5 s dn o By e e AR S o il T IV AT RS54 59 ASA — Rt AT HY
BT, AFEHAT VPN SIS KA AE DI RE, WIS AT RE s 2 SR 26 PGS VF AT iR 55 4 I i e e
¥, DfemmlSErt.

\}

AR RIS AL TR RS, (RS A
AAE B SRR SCRPE VR ATHIE, DI AN SRS Y/ AT 4 4%

XTI bR, BB e B AT g5 4, AR IS, s iR e gt
FVF RS . SR AL AL MNICEVE RS 4% A, BEAT DA 2k o) — X w4
S5 % o

fln, BAAWE 2 MBI ML 51 EE BT IRG A O 2 WS AR A B
1A R B R AR I, 9% P e S ST B AR B IR EVR AT IR S5 4 AN A 50 2 X P iy 45

WALE: BT ISA 3000 = @R E R |



VEATHE: FAF ISA 3000 B9 7=@FA AR |

B sssnnisrriassz

Mgs . DCAE LSRRG

BRI R ERRINT , 28 200 o K 2 IR 55 A8 A4 o VR IL 2Vl IR 55 4% o

UnSRER 1 RHRFFIRHAT, IF HLZR 2 XS (R e AT, 3 2 68 K 46 T BE AR AR S vpl i 55 4

Gis LN ED .
8] 6 SR G RN S I AT AR 5 28

Key

Blue=Shared license
serverin use
[Active)=Active
failover unit

___ Failover Pair#1__
-

1. Normal Main (Active)

operation: |

Failover Pair#1

-—=
.
1 tmmmy

2_Primary main Main Ileailedj

server fails over:

*

Failover Pair#1

g T !!

|
Main (Standby) — . Backup [Active)

. |
Main (Active| ~ ' Backup [Active)
I ' |

Failover Pair #2

& :

*

i

g

L

EBackup (Standby)

- L0

Failover Pair #2

——— L=

Backup (Standby)
|

Failover Pair #2

ﬂ ﬂ
- o o

I [ I
3.Both main  Main (Failed) Main tFalled:l o~ T Backup (Active) Backup (Standby)
servers fail: | / | |
Failover Pair#1 Failover Pair #2
4. Both main servers and Main (Failed) Main (Failed) -~ . Backup (Failed) Backup {Active)
primary backup fail: | ] : 8
W RS 28 5 3225 IR S5 28 2L A R s AT BRI A R e R, Bt F R
15 1 B AL B AR BB
W%IE

HIEHBRLZIFAIES5E

XFE5E, WA
ID G Fp. el ids LA, e
THER BOEAT BB i A 1 B

BER RIS 53 1D RSV RSS2 E . B e iz 5%
UL ID A2 e K . LR T R

Il FE: AT ISA 3000 B9 RIEAE AR



| FAIE: A3 ISA 3000 B07= RIFIERIF A

BRAS5EY

sxsszy ||

ASA ARRBPEEVFIEN S 58 8o, HZ, BAIEE RS T RE W AR MV ] IR S5 s IO TERE . 7E
RAAEOLR, EATLUE RS 5 R 2 8 R, tn] LG AL R4,

BcEHZ AT ARSS=5

PE1

BEEE o> AN ATRE ASA WU E N 3L VFaT I g5 4% -

FHIEZ Al
J 55 A AURAT IV R R 55 4 5 o

UK
WUGEHEE > REEE > WAHE > #£Z SSL VPN I AE& % .

7F Shared Secret “FBLH, fiiAH 4 £ 128 /> ASCH AT FRF A, AN =54,
I B AT 2 5 3 38 a] DU R VF e R 4545
(AJi%) A TCPIP Port B, ARG &I T 0k B 2 58 1) SSL @i 1, %3 H 5/t
F 1 Fi1 65535 2 [].
BRINE N TCP 3 11 50554,

(A[iE) 7r Refresh interval “FBcHr, HiAAT 10 H1 300 Fb- (8] kil 7 18] b o
ZESWRMS S5, AT REENNS RS SEERE. BRIMEN 30 75,
7 Interfacesthat serve shared licenses X1, Xf T2 H5HEH B 5 IRS 8 AT BT 2 10 3%
1 Shares Licenses 5% HE .
CAk) B E 45 R4S 2%, 1f4F Optional backup shared SSL VPN license server X147 LA T
etk
a) fr Backup server |P address 7B, i A4 F R4S #5 TP bk,
b) fE Primary backup server serial number 7B, AN & HIRSS 247415 .
c) A% R 4% v R B s B 6 i — 584>, 1 AE Secondary backup server serial number - B H i
& BT A 5 o
MUREHfE 1 & 25 RS a S AL T e 1 2% H 4%

iR

BELZITAS5EMANEE RS

AP EICEZVF IS 53 U ICEVR] IR S S AT A . AR B A i e e E ol 2 5 i
RN S

WALE: BT ISA 3000 = @R E R |



VEATIE: FAF ISA 3000 7= @R EAIA |
B s zsxswvsrmin

Fa 2
55 % MR A SRSV T 3 5 23 .

UK

LB KGEREE > 8FEE > FAHE > &%= SSL VPN 5 AIEE# .

1B 2 7F Shared Secret FEE T, HIAMH 4 £ 128 > ASCI F /440 &I, 1 L Ess],

I3 (W[ik) {E TCPIP Port ‘FBeH, g AAEIL A SSL 5 R 45 28 ATl A5 i 1, % 5T 1A
65535 Z [,

BRINE 4 TCP 3 11 50554
T4 (k) BB E5EME NSRS S, WE1E Select backup role of participant X 45 HP 4T LT #4F -

a) ity Backup Server HIEEAL
b) XS HEAENL S &HRS s TS T 1, %+ SharesLicenses R IEHE .

FES rGLNA.

BB S FFRITIREIT AT E

AN GE T TR S IVERIE, LA RIZEEVE AR F 22300 .

SNBSS HIFELE
AT T3 A B SV

BRI BRI UL 7] UEACIERIVF nliE (g5 A 22 VPl eSS FROAR RS r eVl iE . IR
ANDERC R IEVF AT IE

\)

AR RHBDIREEANR . ARGRAMEER, WS R .

RTINS, WIJETESCR R KIS IRe. A RASIFFIREMAIR, WS L
TN ER S, 58 Ui,

ARVFAUER VRS, TS VFESM . 28 4 00,

ISA 3000 iF AT IETS RE
TRERT ISA 3000 IRV AT INRE .

I FRUE: AT ISA 3000 B9 RIRALE AVE AT |



| FAIE: A3 ISA 3000 B07= RIFIERIF A

sz pakiraiE ]

VFATIE EAiH1F AT E R 2 A

B A&V AT IE

(EYCEES RS uR) £ AIHF AIHF

% B K B B M 20,000 50,000

Carrier R R H

TLS R 2 15 S 5L 160 160

VPN ¥ ]3E

Secure Client %2544 H A% SecureClient Advantage. | 2] A% Secure Client Advantage.
SecureClient Premier. 5% {X R SecureClient Premier. 5% {X R
Secure Client VPN ¥ AT 1E: % Secure Client VPN AT iE: 5%
% 254 % 254

Fofth, VPN 45 144K 10 50

VPN XA B4 CRUERFTA | 25 50

HAD)

VPN 83 A ANy

18 A 1F AT E

s FEA (DES) | n[EEVFRE: 5% (3DESAES) |JEA (DES) | n[IEVFAE: 5% (S3DESAES)

TR A FF F /%A

LA 5 AIHF AIHF

SR AIHF AN FF

K VLAN % & 5 25

154% PAK F AT IE

AN T BB VAT IR

EFRESERIBITAE

PEFR I3 A B S 2 VR AT IE, LR T T 1] AU 25 B X R R Tl F 3 4 I 1)

WALE: BT ISA 3000 = @R E R |




VEATIE: FAF ISA 3000 7= @R EAIA |
B sosssan

FHia Z |l

RSN B e BN RS, WIAE A VFATIERT, A4 VPN VFRFIEAN S8 — 045 VR T k.
ARVEANER, WSS, 28 ul.

UK

PR EAFISATVFANIE CEAR R AVEAER IS S) R T I R A VFRTUED , I RIKIA L E > REE
B > A > BIERERAERITEE e TireiE” X
2N, Wi kX% #¢ Configuration > Device Management > Activation Key &A% £ R 4¢
AT ) v A R
TR, BT R IS AT VR AT R AR B R & A RV TIE. A ORPEAE R, 53
WA I F OB RS BRVF TR S 58 7 0l X T RATECAE AL TN R VA IE. CREIFRREET)D
License Duration 51 4% {75 = B¢ g BUAH ) B b T B N (R IV AT IE s 24 VPR RS, 2B
IR B WA BIVE ATE AR LI A o

P2 (W) EEFRTNEVEATUERTEAE S Gy TuEh S Dy RERIRRSEIN (8], AR
Time-Based License Keys Installed X, EHF U4, R)5 miili Show License Details.
P3[R XM RS, EEE LS LMV aIE GRAS & 32 1 2% R Bh B 4 1) A Ve T
iE) , 1 7E Running Licenses X & #41, 5 Show information of license specifically purchased for this

device alone,

WP ILEVFATE, K UGEFR MR > VPN > T & Fif SSL VPN > HZ 5 A5

PAK V¥ AT LEf7 218 3R

TIRERFR &R 15t AR
BEIN T RSO VLAN $E 7.0(5) S T LU BRI :

* ASASS10 FEREAF A IEZE R 32000 H403] 500005
VLAN %M\ 0 B %) 10,

* ASAS510 FEAHA AT IEIEFEEUM 64000 1 2] 1300005
VLAN A\ 10 8% 25,

* ASAS5520 R 130000 31151 280000; VLAN %%
M 25 B4 HnE] 100.

o ASAS5540 EHHM 280000 4113 400000; VLAN %%
M 100 38 200,

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A

pak i 2ics [

TIREAFR

L RA

SSL VPN 1] 3iF

FINT SSL VPN 1.

HHN T SSL VPN ¥ i iF £ &

4 ASA 5550 FIFE =A< S | N T 5000 fH 7 SSL VPN ¥ ]
ko

ASA 5510 FRFERAF AT IE R 0 T B D 3

T ASA 5510 _ERFEREVFRIE, fokiz DB 3 i
P A 2 TEBRAS .

AT VLAN 3

ASA 5505 3858 A 22 VF A UE VLAN [ KECR M 5 (3
ARIEE; 1 AR RS 1 AR T D B E)
20 M REHE . BbAh, rhdha O BCE B 1 R INE 8.
WAEAT 20 NMaThRese I, A ;:%"éﬁ)ﬂ backup interface
A A 2 FH ISP #2  DhRe s 8 n) LUK FLAE FH A Dhg
Mo M4 4T Easy VPN BB AR A H .

DL Y51 VLAN Hos R SHBA Br i n:  ASA 5510 Cxf
TR OTUE, A 1OHEINE] 505 6T 5 A 22 A VF T iE,
M 25 8803 1000 .« ASA 5520 (A 100 #4115 150) F1
ASA 5550 (A 200 Bahn3) 250) .

XFF ASA 5510 BRI 22 AV al UE RS TFIR LUK
W <7 F

7.2(3)

AT SR T 22 A VF A E ) ASA 5510 BLZEAE Ethernet 0/0 £l
0/1 3ty 1 _E S FFFJK LK (1000 Mbps). £EJEAil 7 AT E
o, BT RS FH VR PR LUK ) (100 Mbps) Sy 1o 67
FHFATHIE, Ethernet 0/2 0/3 A1 0/4 475 Ay Hss LA W9 3 1

e 3 4 #1415 Ethernet 0/0 11 Ethernet 0/1.

1 B S VAN VF PR

8.0(2)

SIN T BER LS AT IE . 4E24 Cisco AnyConnect 546
% )0 SSL VPN 4L 58 UK — AN, @R v,
— RABUA S Fe 1R 907 995 5 201 R I TR AR A - BT
KB BAERGE L SACE R T . i aH/M R
SERPTAEMNRIL, SO AR, el afiss R
RIEA ASA. ASA I B AR UE AT R 45 R
KA5 € BV 0 W (DAP).

B A o VAL VTR, 8T DU TAOCIRC B, PASEK
XPAE R EMLEAT BB (AR SRR, T
S LR

SORE AT T R A T AR AL, X BT
SCRE R RIRRAS R 51 R AT S e B 35T

ASA 5510 ] VPN 11 253447

8.0(2)

ASA 5510 35 M 22 VPR UEIUAE SCHF VPN S .

& TR 80 £ 1) AnyConnect 17 1] I

8.003)

BINT & T % &1 AnyConnect Vi ] iE. B,
Windows 5 5))% £ 7] DL ] Secure ClientiZE4% 42 ASA.

WALE: BT ISA 3000 = @R E R |



B rcismirmeies

VEATIE: FAF ISA 3000 7= @R EAIA |

INEEAFR FEERRA 5 BB

FE I B] 4R AT IE 8.0(4)/8.1(2) | 5N T Xf 3T A ] (IR rTE FR S HF

W7 ASA 5580 1] VLAN %= 8.1(2) 7E ASA 5580 451 VLAN %= M 100 844035 250,

Gr— M A5 A S 1E R L iE 8.0(4) GINT UC AP IR IE . L iACH . RS BEAACHE
IR BRI N, S AR SR TLSARBE &5 . AR Y
UC VFaf ik PR A6 REAS TLS ARBE ST T v 8. P frix s
N #AE UC ARBDRE5 0 N3RSV AT, JF B IR &4
BeAE A
HIhRELERRA 8.1 THARHT .

18 A 28 0 B e B B U R AIF 8.2(1) BIN T B MR B IR ISV IE . {8 MR R e s
AJ DUIR B 7] 204N R A4 A TP Mk adides, A B 115
A 25 B

AnyConnect FEAlhiVF AT HIE 8.2(1) 5INT AnyConnect FEftRVFRIIE . HEVF AT UESZRR

AnyConnect VPN & P tj 1] ASA. BEVFAIEA ST LT
BT AS 1K) SSL VPN U ] Bl Rl 22 A s 1Mo 4 T IX LE Ty e,
WO AnyConnect =1 24 iRVF W IETTT A /& AnyConnect JEfill
VP AT

PRt s &) AnyConnect Z:fili i/ nl i, VPN H ]
DU Web o 28 k247 6 5%, ARG T HIF
JA 3l (WebLaunch) Secure Client.

Secure Client Ehﬁiﬁfﬂ RYVHIFIW 2 i Th e, Joiee
T I A AT IR J2 il 3 AnyConnect i3y 20 RROAF AT IE A

AnyConnect JERIRRVFPTIEARE S 2558 ASA EREL R VFRT
UE R AL TG 8IRAS . AnyConnect B hVFATUE (ITH5 38
A o A VP AT IE . HAE ] LR [R]— P 2% N AN
] ASA 13247 AnyConnect JEAilifiiFl AnyConnect 5525 i
VFAiE

BRINIEIL T, ASA 1l ] AnyConnect FERERRVF A HE, {H 1S
CIRYSGEUR/ I Ny e S K o5 P T 25 B (N7 ) BT P

“PCE > RV VPN > 4% CR ) A > =Sl >
AnyConnect F R i .

SSL VPN ¥ iJ4iE 5 % 4 AnyConnect /144t SSL
VPN FRAVFHTE

8.2(1)

SSL VPN VFJ ik 1) 4 R 3 54 AnyConnect =2 hi SSL
VPN JRAVFAlIE.

SSL VPN JL ¥ aiE 8.2(1) 5] N7 SSL VPN Ak, £~ ASA o] DL
A~ SSL VPN 2 ifiith.
BACHE N AN B S — il G F e |8.2(2) B AACFEANTT 75 2 UC ACFEVFf I

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A

pak i 2ics [

TIREAFR

L RA

10 GE I/O ¥ UE (FF-71% SSP-20 I ASA
5585-X)

FINT 10 GE VO ¥FH[iF (FH T4 SSP-20 ) ASA
5585-X) , DUMHEAES 64 11 B SCFF 10 TR LUK .
BRI R, SSP-60 32KF 10 IR LK MR

iR 71 8.3(x) A ANSCRF ASA 5585-X.

10 GE I/O ¥FrJiE (JH T4 SSP-10 1] ASA
5585-X)

8.2(4)

5l N7 10 GE I/O ¥l (T4 SSP-10 ) ASA
5585-X) , LMEZEaL o I ESEE 10 T-I LK W3 .
BN, SSP-40 37FF 10 TIK LK MIEEE

iR 7E 8.3(x) AR AL HF ASA 5585-X.

ANAR ) ) e e B VF M IE

8.3(1)

APFEEREEAN B LI R VAR A Ok A BB
ANV B 095 PR 5 R VR AT I [ AP 32 Fofr 8 9% F) 1 T
i

BT BL R BE%E:  Configuration > Device Management >
Licensing > Activation Key.

T 5 T ) 27 T

8.3(1)

R T IRVF T UEDUAE AT LAMESs . AEVF I DL R, JETTRE
M AT HE T I A VFATE, ARV RTIE G828 218
VFAIE . 1 HUAT I TR VF rTIE I 4 ] S K Zh g,
FERNHPHVFRTIEZ A, VFATIERA 2IIJC N . ASA ft
VFHES R T IN T RVFATIE, M Lk AS A AL VF 7Tk 21 39]
BT PR AT 2 1B VR AT IE B VF TR A IR A

o ) (6] AR | BE VP Tk

8.3(1)

I T IME ¥Fr]iiF .

ZANHE T IN TR VF AT [ I AR F- 35 3 R3S

8.3(1)

TEIAE T L2 2he 2 AN HE T IR VP RTIE, R DhfE— I
R — MUFANEA TSR .

BT LUK BE%E: Configuration > Device Management >
Licensing > Activation Key.

LT IR T AR VR PR A AL 0 A Y

8.3(1)

BT T B Ty 4 Sl a4 P T 4 7
1k,

BT LUF bi%E:  Configuration > Device Management >
Licensing > Activation Key.

AnyConnect =25 it SSL VPN RRAVF n]{IE 5 2
i AnyConnect 2% it SSL VPN ¥F A iE

8.3(1)

AnyConnect 525 it SSL VPN KAV nJIE (1 44 7K 58 24k
AnyConnect 42/t SSL VPN ¥FAJ i

WALE: BT ISA 3000 = @R E R |



B rcismirmeies

VEATIE: FAF ISA 3000 7= @R EAIA |

INREBFR FEERRA 15 BR
FHH G g 380hn 3 w4 8.3(2) n B TASA 5505 %2 5550 b B B Ay, e

B G —EE . % VPN F55 N & 2.
TR IR R AR AN AE 8.3(x) T2 3 HF, HARLE

8.4(1) M B IR SCRFTE SN A, s
V3 ASA [ ARREAT hRUAS o

BINT ASA 5550, 5580 Fl 5585-X () 54k | 8.4(1)

T SSP-10 f) ASA 5550 Fll ASA 5585-X, K Ht5L
M50 BEINE] 100, % T SSP-20 FIHE i AS (] ASA 5580
N 5585-X, HANHEM 50 HINE] 250,

#hnT ASA 5580 Fil 5585-X [f] VLAN % |8.4(1)

X ¥ ASA 5580 F15585-X, fx A VLAN H&: M\ 250 #4703
1024,

WINT ASA 5580 Fll 5585-X (I EHL 8.4(1)

P T KB 1 R
* ASA 5580-20 - 1,000,000 % 2,000,000,

* ASA 5580-40 - 2,000,000 % 4,000,000

* 7 SSP-10 [1) ASA 5585-X: 750,000 % 1,000,000

* 7 SSP-20 [ ASA 5585-X: 1,000,000 % 2,000,000,
* 7 SSP-40 [1) ASA 5585-X: 2,000,000 %X 4,000,000

« 7 SSP-60 [f] ASA 5585-X: 2,000,000 % 10,000,000

AnyConnect 2%l SSL VPN YFrafiF ey | 8:4(1)
AnyConnect =% iR VT H] Ik

AnyConnect =ik SSL VPN ¥ 1] iF [ 44 Fx 5 2 4y
AnyConnect = ZF R AIIE. RIS B B8 “SSL VPN
Peers” H A “AnyConnect Premium Peers”

BT ASA 5580 [f) AnyConnect VPN 2:i5 %5 |8.4(1)

AnyConnect VPN 2x1ifi [iE i A 5,000 311151 10,000,

HHNT ASA 5580 [ HAth VPN 2154k 8.4(1)

HoAth VPN 2515 M 5,000 34513 10,0005

{8 ] IKEV2 ] IPsec 1L 15 i) VPN 8.4(1)

i} AnyConnect JEAilifiit 1 AnyConnect =1 2% Wi i2F T UE A 8 i

TAEH] IKEV2 (¥ IPsec &2 Vi ] VPN,

iR ASA X IKEV2 HSZHRAAFAE LU BRI FAT)
A SR S 224 Kk

IKEv2 vt g a2 i 2 n 2 HAth VPN AT UE (ARG IPsec
VPN) . HAth VPN el uEA& 76 FE it nl ik .

FIF B e B g s g 8.4(1)

W F X RSN S (i ASA 5585-X) , ASA
WG EE S —l = F1 VPN Difg, MIAE ASA nf LLH M
A R KX,

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



| FAIE: A3 ISA 3000 B07= RIFIERIF A

pak i 2ics [

INEEAFR FEERRA 15 BR

& T SSP-20 F1 SSP-40 [ XL SSP 8.4(2) XFF SSP-40 F1 SSP-60, #0] LAYE R —HLAH * 458 F PN AH
AR SSPo ANSZRFR A SSP (i, ANSZRFR
FHl SSP-40 11 SSP-60) . HEAS SSP YAE I o7 ¥ 4, wl
PRI E A B . WUR T, W LLKE AN SSP FIE i i 75
Sf o YAENLAE TR P AN SSP I A S 3 VPN, AHIH &,
VPN FH-5% B #2EH .

ASA 5512-X & ASA 5555-X ) IPS BEHL i a]3F | 8.6(1) ASA 5512-X. ASA 5515-X. ASA 5525-X. ASA 5545-X
F1 ASA 5555-X 1) IPS SSP #A- i b dZ 4 IPS #ibif )
k.

ASA 5580 Fll 5585-X [HAERHFV/F AT UE 9.0(1) A ASA 5580 A1 5585-X I8 I T AR BEVE AT AIE .

ASASM 37 #F VPN 9.0(1) ASASM IAESZFET AT VPN IIiE.

ASASM b g —ilfy 9.0(1) ASASM BUESZFEATH 40—l A5 ThAg .

SSP-10 F1 SSP-20 (1] ASA 5585-X XU SSP 37 #F |9.0(1) ASA 5585-X I{E L FF BT SSP RS X SSP (£ [A]—

(SSP-40 11 SSP-60 Bx4k) 3 XX SSP 1) VPN 37 HLFE T, ] DL PN AE R 2000 ) SSP) . A# FH XL SSP

i i, BLESZRF VPN,

ASA 5500-X SR 7 Fr 9.1(4) ASA 5512-X. ASA 5515-X. ASA 5525-X. ASA 5545-X
1 ASA 5555-X BRPESC 3 2 W AR BUATs
BUF, FEFERBVE AR SZ R & W A IERE; X ASA
5512-X, I B n A 22 A VF Al IE

*F ASA 5585-X 3CFF 16 NMERL G 9.2(1) ASA 5585-X BUAESZRF 1 16 5 B 2 I A4

SINT ASAv4 Fll ASAv30 Ak fl s g i 19.2(1) ASAv T PRI RV R & AR RRCRN = R 2Rl (1)

SRR

ASAv4 Fll ASAV30 JK AVFRTIFE. JEH] H I e aaiE

WALE: BT ISA 3000 = @R E R |



VEATIE: FAF ISA 3000 7= @R EAIA |
B rcismirmeies

I FRUE: AT ISA 3000 B9 RIRALE AVE AT



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



