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access-list ZONEl extended permit tcp any host WEBSERVER1 eqg 80
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object network WEBSERVERL
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nat (inside,any) static 209.165.201.9
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* show zone [name]
WoRRELID, 15 ARG
12 [ LL T BT i show zone iy 2 FR i HY «

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member(s) : 2
outsidel GigabitEthernet0/0
outside2 GigabitEthernet0/1

show nameif zone
R A4 FRANX 344 5K
2 5 LA R Frzs 1) show nameif zone iy 2 )% -

ciscoasa# show nameif zone
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Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show conn zone 7y & A s X3k K% 32 . long A1 detail S8 AT 2o/~ FH R #2102 82 1R
FH T3 i B 1R 4 i

#2 [4 LL R Fi7 i show conn long zone i 4 ff74ar H «

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone

BoR FIT R RN g 22 4 ek .

show local-host [zone zone_name [zone zone name] [...]]
IR DRI A A L RS

THZ [ LN 7R 1 show local-host zone fir 4 0% o B 5G4 I IR 8L, i LIS S48
K

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show route zone
SR DX R
W2 L PR 1) show route zone iy 4 (4 H -
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ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2
10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside?2
10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24,
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24,

OO naOwn

show asp table routing
BRI TR N 22 g ie e, IF B RN QI X 45K
#HZ W LN TS 1) show asp table routing fiv4 1) % H -

ciscoasa# show asp table routing

route table timestamp: 60

in 255.255.255.255 255.255.255.255 identity
in 10.1.0.1 255.255.255.255 identity
in 10.2.0.1 255.255.255.255 identity
in 10.6.6.4 255.255.255.255 identity

in 10.4.4.4 255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
in 172.0.0.67 255.255.255.255 identity

in 172.0.0.0 255.255.255.0 wan-zone:outside?2

in 10.85.43.0 255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
in 10.85.45.0 255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)

in 192.168.0.0 255.255.255.0 mgmt

in 192.168.1.0 255.255.0.0 lan-zone:inside
out 255.255.255.255 255.255.255.255 mgmt

out 172.0.0.67 255.255.255.255 mgmt

out 172.0.0.0 255.255.255.0 mgmt

out 10.4.0.0 240.0.0.0 mgmt

out 255.255.255.255 255.255.255.255 lan-zone:inside
out 10.1.0.1 255.255.255.255 lan-zone:inside
out 10.2.0.0 255.255.0.0 lan-zone:inside
out 10.4.0.0 240.0.0.0 lan-zone:inside

lan-zone:inside
lan-zone:inside

e X s

LR 7RKE 4 A VLAN 42 A0 BeSs T AMBIX R, HFHAE T 4 DNEOASEN B . AW ORE 7
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interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown
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interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eq 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh



inspect rtsp

inspect skinny

inspect esmtp default esmtp map
inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

service-policy global policy global
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