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¥ mIRElE O R EH 1 TIR R R E

T I AZONT L ) A8 B 422 1 TP ik i B EA TSR e SR, DABIT 1k R A A e 8 mT DA ) 4 )=y R 55 Sk ms
IS IR BRI o e P 25 SR 7S N 21 BRI 42 R Sl (global_policy).

$IB1 WP EE (Configuration) > B A3 (Firewall) > BR 5 55 #& (Service Policy), #RJa fidiiihn (Add) > &
HNAR S SREE N (Add Service Policy Rule).

PIB2 EFLF (Global) s, AR5 sl T—% (Next).
& 1: BR S BUR

@ ® Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule.

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you
can add a new rule into the existing service policy. Otherwise, you can create a new service policy.

() Interface: nside - (create new service policy)
Policy Name: inside-policy
Description:
Drop and log unsupported IPv6 to IPv6 traffic
O CGlobal - applies to all interfaces
Policy Name: global_policy L
Description:

Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

< Back Next > Cancel Help

PR3 ERESLEEMH (Traffic Classification Criteria) GUl Fi & L ME, A5 st T—3% (Next).
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) "] Add Service Policy Rule Wizard - Traffic Classification Criteria

© Create a new traffic class: rate-limit-loopback

Description (optional):
Traffic Match Criteria
Default Inspection Traffic

Source and Destination IP Address (uses ACL)
Tunnel Group

TCP or UDP or SCTP Destination Port
RTP Range

IP DiffServ CodePoints (DSCP)
IP Precedence
Any traffic

Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class. Class-default can
be used in catch all situation.

< Back Next > Cancel Help

« BIEFRE 2 (Create anew traffic class) - I [HiEIE M 44 .

< JRFNBHR IP #iyt (EFH ACL)

HIB 4 e UCH - JRF0 B #Rbit (Traffic Match - Source and Destination Address) T b, 5 S i) 2 4
BIZRCAFR E AL IR PR A IP Mk BT TP i, ARG i T—3 (Next).
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@ Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address
Action: © Match Do not match
Existing ACL: ExistingACL

Source Criteria

Source: any
User:

Security Group:

Destination Criteria

Destination: loopback1, loopback2

Security Group:

Description: ‘

< Back Next > Cancel Help

 BR1E. IR

« iR (Source) - fTax. ik m LA Ik 5 52 Y5 TP Mkl i AN AR ART R4 /N stk (1) 270 3% S
« B¥r (Destination) - ¥R [F[42 11 TP Hihik

* BRS% (Service) - ip

HIE S EMNIRIE (RuleActions) 1T b, fAidiEREEIRE (Connection Settings) L1+, R )G 1E & KIEFEE
(Maximum Connections) [X 35+ ¥ & DL N H.
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& 4: MIRE
® @ Add Service Policy Rule Wizard - Rule Actions
Protocol Inspection  Connection Settings = QoS  NetFlow  User Statistics = Cluster
Maximum Connections Randomize Sequence Number

Randomize the sequence numb
TCP/IP packets. Disable this fe:
only if another inline ASA is als
9 randomizing sequence number:
the result is scrambling the dat
Disabling this feature may leav:
systems with weak TCP Sequen
number randomization vulneral

Maximum TCP, UDP and SCTP Connections:

Maximum Embryonic Connections:

<>

Maximum Per Client Connections: Default (0)

<>

Maximum Per Client Embryonic Connections: Default (0)

TCP Syn Cookie MS5: 1380 (48 - 65535) Default: 1380
Connection Timeout Parameters TCP Normalization

Embryonic Connection Timeout: Default (0:00:30) < Use TCP map

Half Closed Connection Timeout: Default (0:10:00) < TCP Map:

Idle Connection Timeout: Default (1193:00:00) < Edit...
Send reset to TCP endpoints before timeout Time to Live
Dead connection detection: Decrement time to live for a co
Retries: 5 Timeout: Default (0:15:00) Advanced Options

Skip TCP or SCTP state tracking anc

sequence checking when traffic floy
arrnce tha ATA

< Back Finish Cancel Help

« F KX TCP. UDP #1 SCTP #%#£4{ (Maximum TCP, UDP and SCTP Connections) - ¥ 5 Ki% 2
HOBCE IR O PULE R, PRI NE B B BRI B . N, S nT Lok 3 e
512, 10/5 5 1024/512, FAKE T Prifs B9 IR 132 11 25 13f

* ¥EREREEL (Embryonic Connections) - B & #]HIZE B il il & TCP £k, M7k R4 % 3|
DoS Bty CGXFPItid ] TCP SYN ¥t 43 11 &z i) o
PE6 K-

T2 B8 I 28] 4 Jey SR v

&
[E] 5: iR 55 SR A HLU| 2=
»8 s .
% Add - & Edit [ Delete + & % [ Y Q, Find F= Diagram < Packet Trace
Traffic Classification Rule Act
Mame # Enabled Match Source Src Security Group Destination Dst Security Group  Service Time e
Global; Policy: global_policy
inspection_default [ Match @ any @ any @, default-in... Q Inspect DNS Map p..

Q, Inspect ESMTP
(12 more inspect actio..

rate-limit-loopback |1 v ks Match * any L loopback1 > ip <% Max TCP/UDP Con...
O loopback2 & Max Embryonic Co..

ST S Apply.
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* BGP
* AAA

* SNMP

* SSH

* Telnet

BrAs a4 interfaceloopback. logginghost. neighbor update-sour ce.
snmp-server host. ssh. telnet
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