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il 7 SR T B 1 A
DIARRTRE,  NERE AR B K PR /N BEE D 5 R AR (R T i B DG, DU AR Fh B e v LA
AL BRI DL o

SEREPE TR B IR i 2 2 RS AR A R M C 2 Rl SRR TR R R A 2 0 I ) R K /)
AR 4 it e R RN R S A 1 ) 2803 O A7 A2 K AR D e . Bl

* NAT SAEER M GBI A, 5 20 IR PR AT H 4, R L R B R (KB4

* T K& ) AAA 28 IIRE, DL U 2 B R B e 46 o

© RO SO SN, SRR BN KRR AT T, DN S R R AR A U B 0
TE e (I AR T R T ARSI SR B A 2 Fl B4 B 0 S Iy S RIS, 77 1 R A e R

o
A\

AR WUREERE AR KR ARIRR (T8 JisE, MR INARREA e R 1 A iR/

R IR R U R

ATV VUK EtherChannel F-TAERFFE il 8RS, LAEYE EtherChannel "1 2 4585 % A& e, [FB)
SMATIRESEILTUAR o

N BIR T W R R A B R G (VSS). KE R T8 E (VPC). StackWise X StackWise Virtual 3355

Hh i ] EtherChannel /1 0 SEREF il #% . EtherChannel H (K T3 BEM A0 S IG sh S G o W RAT He L)

TR RG34y, WHERT LUK [ —A EtherChannel )55 k5 #2212 3704 R G0 PR ML) A8
Blo AZHMLEE 1 W] —> EtherChannel %y FUBTEHE LR S0, AP G AN R A HMLIIAT A g —
BN —HE. 1R, I EtherChannel /& ¥ 2 AN, 1 dEES M 4% EtherChannel.

[ Virtual Switch Link Switch ot e

P B v SEME

N T OREEREE I RERR IO DD RE, WAk Z IR AOAE IR IR TA] (RTT) 45 /N T 20 22408 I KIEIR e 1Y
90 55 AN L BT T 2 B R A R R I o R EEAEIR, VS AR LA I AR B %L AT ping
#eff.

SRR R BER ) e, AT E P B BT R A s Ol i, s R AL e P i
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gnmsezans ]

SRR T B I g ot

RS G B AR R BRI e Bt DR OGP, ISR REREBAE s B 1 OCH] . e R AR
HEpk 2 )5, 2 HOE R AR T BRI A LRA

)

AR CYASARTARNGSPIRSE, PrA B D OcH]; A L AR Ol LU RO . B
W ORFFFTIT, A et NEEHE TP i) TP Mkl R, G UG T 480 1 4 AR AR rh AT AR A
TAREZPRAS, A EHE LR TEIE V) (RO & i NPT 5 Pl e s A R A TP k) o b2l
JZE ) & i R EAT AR AT 1 — PP .

¥ £& EtherChannel
1T LK RS I — AN B2 AN OV 4L s S8 AT HLAE 1) EtherChannel.  EtherChannel 7128 i i
A RS O R . R R R I B B AR T 2 T S X LUK T . 7R R
Fi3UR, EtherChannel & A H A7 HA TP Huhik (0% thd 11 . AEIEIAAECN, 1P Huhik /3B 2 BVI ik
PIMFLEL AR 3 82 1 o 51 383547 )& T~ EtherChannel [ 47 [ 3E A #4E
Inside Switch Outside Switch
A
EI Node 1
1\ [\ ethir } etz [\
/\ Node 2
port-channel 5 eth1/1 ‘ql -ih10 port-channel 6
Inside y Outside
?pipnedl1 Spanned
port-channe port-channel 2
10.1.1.1 Node 3 509.155.201.1
eth1/1 E eth1/2 }
) V V
I R AT )

TR KRR, BATEE BRI R 15t -
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e

o fER CAXTRR” PRI B FEE, IR RS B AN I B B A A R R, I
Sk Rk B P 2% EtherChannel I [Rl— & ASA. FRATEUSCKHUE T H A5 1P Hidik (CERIABEE) B
AT H b AR S

K6 ASA JERBLHHUN, EHIFIZEE R, DL ORIy Bt 0 T 1 B SRR AR ] o

kRl
EtherChannel 5 #f87 H A7 #5051 505 F HARHS IR 58 H A5 1P #ihik B & TCP F1 UDP i -5 ZEAT %
A\
AR fERELE, BATEBUE T LR Horp R4k source-dest-ip % source-dest-ip-port (i 2 [ LR}
Nexus OS 58 £} I0S port-channel load-balance fiv4) o 1 27) 78 57 8 3 5 532 b 4l OG- vlan,
02 T B BRI ASA MU=/ WA
EtherChannel H (144 i B0 23 5 W 1 4 1 .
SRR S B T I AN RS S . ARSI B T NAT, W% R RGR [RIE A AT AN ) 1P stk
R/t 1o IR AT SR AR PR EOS M R BRI e %, DRGSR EANAR A R 20 R R 3 1 5 )
FIEMMI % %o
EtherChannel T04x

EtherChannel 17 W EIUAR . "B T PTAT BERS IO LB DR BCIRES o WR - ZR B A A b, R AE LAY i
H Z A FF T L. AR EtherChannel HH IR Jr A R B A 28 e 26 R 2B, (BB BE R840 T
AR, Mo AR P R %546

ERERTURAHHLR S

0] LAE RS M 2% EtherChannel &5 ASA Z M. 5 ASA 2NN, X T
VSS. vPC. StackWise ¥ StackWise Virtual 5 P & 22 # AL 1 L4 7 A H

AT HHLIIANE, 5 2 AT 2% EtherChannel "L E 32 400520 5EME . LIRS 2 vPC
EAT MM LES R 16 2515 N 4E I [ EtherChannel (130175 F2 2241 10 T-Jk LUK PI AL HL (1) R Nexus
7000) .

Xt F ¥ EtherChannel A7 8 G SRR I AZHNL, AEERLBICR RTINS WAL, 2]
FERE DX LUK MIEIE FHRCE 16 205l Bk .

NEPTR 4 1 RARRERT 8 T AR AT 16 Z5iG S R (K5 X LUK M I IE -
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EarssaEssenrns brnTres [

Router or Router or
Access Switch Access Switch
Switch1 " swich2  Swilch1 ~ Switch 2
F==F  virtual Switch Link . F== F==F  virtual Switch Link . F=4
ool Bme i
I| |I I| II ||
| |1 [ |
[ | ||
|| I|
B N
Ll ey |
" Nodes3 | | . !
pori-channel port-channelt port-channell port-channel
| - L { | |
| L | |

(e BAGEEREMIREF I E L T &
FERLTREZ AT, S P P e e B BB I s BRI 4 RS .

gz
SRR A BB RARAE h B RR P 2% . 7 B 190 2% M A 1Y 2%
pE i3 FERCEZIMANTERE I 20T, /DT BT — DS ISR I R X 45

L2 WA, ENEE LIRS, B, oS8 A EtherChannel, WY g Ly Fl R 4 7047
EtherChannel it & .
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B essssrrssmzoest

FEiEfhiRE LR ERFHEOER

FEJR FARRE 2T, 175 SR B KBS H D A T8 X LUK RIS o ey T B 2 PR AR S8 mT A T Fg 4 1
KM, R R SR VEE R A AT PO R AR AE AR IR 1, SR PHLLEE BT ANSZ SR 14
Ho

\)

AR R TR AR I B, W U JROAT T (D SRR P A e LTl s B, T
AMXBURAERE B B L BEE; WER MBI e Ui B ¥ %, ASDM K AE K e %% b I sh i Bz 1
e

FreaZ Hi
o VRUATT LKA PR B OO ST L GHERE) R AR . B A E WP KRR,
R O AT DU B
o E, UK R CIRCE N MST R, OB T B R S S AR . S P A
i

buEi

S EEEI% AT ASDM H, fR¥ki%$E Tools> Command Line Interface. B R{E A MIECE, LA
RS Jo s R B B B AR A I IS 2 RSBl DL iy 41 5 2

cluster interface-mode spanned check-details

i

| ano Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(*) Single Line Multiple Line ™ Enable context sensitive help (7)
cluster interface-mode spanned check-details -
Response:

Result of the command: “cluster interface-mode spanned check-details"

ERROR: Please modify the following configuration elements that are incompatible with ‘spanned' interface-mode.
= A cluster IP address pool must be specified on interface Gi@/@(outside). Or remove IP address configuration.
= A cluster IP address pool must be specified on interface Ma@fﬂfmanaqemenl]‘ Or remove IP address configuration.

Clear Response

Help Close
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ersgs rressnznet [

EE WEHIA G, el AgkSEfer, (HAE, Wi e e ml & 8 P L HAr &4
BEESR (BN INAEREIPHL) Z AT EHINZ ASA, WIS TEE TR, NASERAH
B O E COMIBR . EUEIEDLT, B0 Z00E 52 20 561 6 o 1 oRAE L T .

N
g
N

PSR SHvaE R JRE TSR
cluster interface-mode spanned force
il

‘@no Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prempt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(*) Single Line Multiple Line ™ Enable context sensitive help (7)
cluster interface-mode spanned force -
Response:

Result of the command: "cluster interface-mode spanned force"

WARNING: Cluster interface-mode is changed to 'spanned' without walidating compatibility of the running configurat

Clear Response

Help Close

AFAEBRNBCE s R PR I R AR BEE AL, TSI 8 HARRT

for celZe il T S e f A B L & P2 R AFEAN AR I e E . s, BFETHRBE
AEATRCE L. AT D B REAE B e UR B =, DI BATTEE DU forcedd i, XA
RO MIARCES T BCEMRAS, &0 LAEFrs1T check-detail sStE IR SR G H 2 2 % (5 KL

WERANE ] forcedTil, A AR ANHEA IR BN, REURHR R GH BRIBC BT PN, i w7
RO RL B 6 S R BTG B B B o RIS RC B (BRI Ml S O R B
FeE o WREARGEERRCE, MW A n B Hidr 4.

R R, I no cluster interface-mode AT 4 .

HIE3 B ASDM - HEHngk . ASDM 75 ZH 8 A sl A4 fe LM R AR IR B, Ena)s, o bk
B8 ASA Cluster £

73 Cisco Secure Firewall 3100%3 2 ASA &8+ .



4 Cisco Secure Firewall 310025 ASA %3¢ |
B oo ssreToe® appigs LREED

Device Information

| General | License [RERUNS|TEIS

Cluster Interface Mode: Spanned EtherChannel

Cluster is not enabled.

Details

(=, EZHEERATAVLE) EiEHEE LR EEO

JEHEREZ BT, S ST A Y TACE T IR Mk O, AR IR, Fb, s
M ASDM M IR 2 ) H Bz 1. i?ﬁm%ﬂ,@ﬂUEFm%ﬁzmiZFmﬁ BATE B
Be BT A B, DAIRK e B M C & D BT AR 51 o AE 20 iU, S8 20U FH AT Hp g
PSSR A e Bk E BT 0 1 (HR A s S, mT ABkE AT, EH@AWMMWmd
Scalability [ 3 HfC B30 FH #1040 GE S B my o] FHE ) SO0 s in N AR RE . 28 24 10 o i
B, WA D4l EE EtherChannel 2 28 s 2 4% D i B AEIL 1R SR AN AT H .

A AT RE R VEC B S SRR o RT UK B 2 1 G LS X UK P S T gt 4 1 o g ol
TREE T S BT AN A o AE A AN BCE TP AN RERC B R 1 S, A B LR A, Bl
AEAERE DX DK P EAE AR T R DU ST 32 1

BEREOEABRMED
MUNTHE R IEH B B4 1, BN AN TP Hihb it SR O TP Mhdik. AR 1P Hhhil R RE )
—AMEE L, AR 2R T AT R

FRATTAUORH A B VRC BN SIS 1 o 7o 1 m] DR 7 S R BB 3 e e, MRS IX LUK M
T R U VRSB 2 FT A R A
FHIa Z Al

* M T B FRA, WERME R TRATAR . WG AR A S E R “TUE > Bk
HIFR” ks X R B TP bk R R S A4 A

o (AR BEOEE s A H EtherChannel 42 A A/EE S T X .
o WAL E N EtherChannel, Nt EtherChannel /& 1 - ANHE K], 77 AEEE X DL W 8 1

 WARAEH] ASDM AR B BIE 11, ISR R Bl ¥4 (10 24 1P btk A AR I A2
o BEAN I OVERIG I Bk b SCRIAETE TPt rh 3 FC 2 — A 1P bk,
o SERE IP WA RE AL B I A b CUAEAE I (K b, (L AR Al B e 4% 1) TP Hbk.
il
1 R E A 10.1.1.1.
2. HAebigf#H 10.1.1.2, 10.1.1.3 F1 10.1.1.4,
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wemznrsetrzn [

3. fETBA LECEMERE PR, ARE/Ebtrh @ E bl 2, 3804, KO .
4. Rz, R BTN A TP ik, 5. .60 7 A8,

\)

AR MhE AR A R RS B A A SR S O A R 1
TS T AT A 1 AR TP b

5. MIASEREZ G, i3 T 0 TH s bikoRe e 7 I OF T e 4k

UK

PEB1 KA BEE > ®R&RE > BOKRE > EOHK.
F2 BT, R AR (Edit). WEBOSE. SR LN YEN:
* Dedicate thisinterface to management only - ¥—M2: 19 A B HL L B, MRA S AR
MEZE D BIAEOT, SRR O g A S B L M. fEE AT, a0 B
I (R R

* Use Static | P - A 3Z%F DHCP F1 PPPoE.

IR 3 BRIN IPv4 AR IP it . MAC Hudikyth st R a8 (1) MAC Hidik, % st i@ 4% (Advanced)ik i< -
B ASA £3 (ASA Cluster) XIS %,
a) LI P ikt (1P Address Pool) 7 BE55 I . AR BIAERE TP b R 40 TR 1A kv R
YT ELE General BEI-RHH 3 E (1) 3 1P kit
b) IR0 (Add).
o) FUE—AHEEEE, AE AR 1P bk, S S Y R A AT . R R R Y
PRI RN S 2K, Bl 8 ANHbdik.

800 Add IPv4 Pool

Mame: inside_pool
Starting |P Address: | 192.168.1.2

Ending IP Address: | 192.168.1.9

4 00

Subnet Mask: 255.255.255.04

Help Cancel Ok |

[Hed

d) si#E (OK) LAEIE B ki
e) EPEAIEMH bR If AT S B (Assign), AR5 mHERE (OK).

H bl 44 Frfs 57 T 1P Address Pool “FEE .
f) (k) (AT WREETEIEE MAC Hullk, EEE 4 MAC Address Pool .
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B ===xoamas

P4 LECE Pve Hutik, 155 IPv6 BT

a) % Enable IPv6 & iEHE.

b) 7E#EO IPv6 Hitik (Interface |Pv6 Addresses) X1k, fiiii#sin (Add).
AN Fr IR R Hbht B ShEC Bk .
A 40K R Add | Pv6 Addressfor Interface %G HE .

c) 7& Address/Prefix Length #BtH1, i A4x)m IPve HidibFl IPve HIEE< s, 9l t,
2001:0DB8::BA98:0:3210/48,

d) sy e SRR L E AT TP .

e) iR (Add).

8No Add IPvis Pool
Mame: inside_ipve_pool
Starting IP Address: 2001:DBE::1002
Prefix Length: 32

Number of Addresses: al

Help Cancel | OK

E=EILE]

f) BUEAIE IP Hhl (BEERIZE) « BUZRK SERAMaEb A s hE 2 &
g) Kilif#E (OK) LAEIH B ik it
h) EFEQIE TR A 2 BE (Assign), AR JE STHEE (OK).

otk ks 7= T 1P Cluster | P Pool “F-Es 1,
i) MEHE (OK),

WIS miAE (OK) LURFIR] “H2117 (Interfaces) A% o
HIE6 LN

o B 75 X LUK M i@iE
5 M 2% EtherChannel P&iBUAEREH FTH ASA, JF/E EtherChannel A )l 7 b d fit 1 38 7 o

FFea Z Bl
o AINAL T 5 M 2% EtherChannel 422 40T .

« T ZRHREE, HEREPITE R T IAAR . WURMAREARGRCERLL, RIaE “Hi
B> WARHIR” Gk, W B 1Pl N R L.

o XF B, ERCE M. TS BRCE M D (BVI).

* 1 M 2% EtherChannel I, i B8 AR ARAESE 48 I BTN BEAN TARIRES . SR T]
7 1EoRE it e A B AR AR P R ARKE TS SRS K B A%
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masxuimz i

UK

S IR E
o XFTHE SR, IERKUGERELE > REIRE > EORE > EOHK.
T2 EEE, IEERGEPITE P IKOE R EE > E TXERE > BOEK.

$2  KIEFRI > EtherChanne 30
AY0¥ s Add Ether Channel Interface X ifHE .
PI®I  HHLINIIH:
* Port Channel 1D
* Enable Interface (BRNiE+)

* Membersin Group - /£ Membersin Group 5|4, R/FTERM—MED .. HE RS
EtherChannel 5 2820, % Ti&EHE:E] VSS. vPC. StackWise 8¢ StackWise Virtual 148 L
G LR A .

T DRI A 4 1 IS B MG FE AR ] o IR 35— M 1 Y€ T EtherChannel FRZRABURIE . 4
INEAEAT AL B #E PR3 B T 5k . ASDM A BB INAS IR BC R 4 1

«_

AR S B bR L A 7B
L4 ERE MAC HHERAESE, i AL RiEiR.

* /£ MAC Hhiit 5eB& X 3k, & EtherChannel ¥ & 24 i) MAC Huhlt. 1527% & 4% H MAC Hutik;
A NG . TRAAZA 5 P 4% EtherChannel Fit & 4 Ja) MAC uhil:,  DLBE S0 VB £E 10 X 4% 32 4% Tn) Jt .
WA ETFARCE 1 MAC Hitik, 1% MAC HihER aR 28 T 29 il s % . i RAEL E MAC Hh
bk, Dl SR A R AR R BT ESER A SEHT MAC Huhb T, X el a3 Ak
115 TS} 99 5% g i
LG, AN 2 IR 0, WSSO A A 2R MAC suht, XFEG
W E MAC Huhib. 1R, Ui by & 332 820 F3IEC S MAC Hibik .

o OB 703l S AETE ) ASA EEBE (ASA Cluster) I, it fididn (Add) I ki
ID (1% 8) $5& MAC Huhl-Fl IP Hihik, Shuli sl Bl S5 E B MAC Hutik DL &% TP bk, &2
ATl 8 AN S E AT %I R . Sl R E 1 TP HURE A Z 4 SR TP Ml TR TR R T
(10307 URE S 1) MAC B bR TP i e T 1800 55 6 U o5 10 5 | 3R 3 L TP 4 8 (936 14 1D

SIS (A1) #EUE EtherChannel LALE VLAN F#: 0. AREFHEASH S EH T O,
BE6 (S SERATRE T T, SRR D R

a) MiiERZ H .

b) JrEiHE .

o) SMCHERLE MG 5 MR & FIFRE K PG 3 H et TP Hidik R IR se A K .
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B srsumimsmsmasEs

d) KUCEHEE > R&IRE > EOIRE > HOWR, WHEEE0m HEER N, K5 it
.
RGURE 7 R A O AE .

BRT  SEERER

LIRS  GEMED MRIRLE N R4 kB 20K 2 1 2 L 20 1R M 4

PR {EEOZMRFBD, WMAKER N 48 N FRIIAATR.

FTE0 ERERINTFEH, WANT 0 Gff) M 100 CED Z .

BB GEHBED X IPva Hihl, 35 SGE RS | PR, SRJ5H N IP il FIHERS . AN SCkf DHCP
HIPPPoE. 1 riXf miiEHe, W LARIE 31 {7 1 MRS (255.255.255.254). {EULIHOL T, A2 k4%
BRI OR B OIP Mk XFTE IR, BNl A4 LM AE EtherChannel 42 G 1P Hbdik.

FIE12 (B FEEE IPve Hilik, i ST IPve Ik,
XA, 88 Ok A2 4% 10117 JE EtherChannel $% 1C & 1P Huhk.

a) LB IPv6e RIEHE.
b) 7EEO IPV6 ik (Interface | Pv6 Addresses) X1k, Aidii#An (Add).

ARG BN INED | Pv6 Motk %5 HE
R A EF B i B shEe & %,

¢) FEMBHL/RTERACE 7 Boh, N4 SR IPv6 HLhE AN IPv6 RTZR K. 91201, 2001:DB8::BA98:0:3210/64.
d) (k) ZAERHLES) BUL-64 £z 11 1D E 24 ELHNE, 5%+ EUI - 64 SIEHE. 7ERLIE DL
~, NHEERI AT E B N T4
e) rithHzE.
3 HRRE DGR [N EEO b .
L1 SEHRA.

ERSE A ARSI ESIMNERF

R AR Y A B 5 SREP O EA REIMASERE . AE CREZE BN BRI R —AN e Bz
7 “ ] PRI T L ) R G R, AR R Y RS I B2 AR

\}

ER T AL WRE I cLACP R 4% ID USRI BRI, WIARRRAE b T, I A0T3)
BB AR

FHIa Z Al

* X T2AEFEE, HEREPAT M P SE AT . W R R R G ER L, HE
Configuration > Device List % #% - Xt 3 H % #% 1P Ml F 1) System.
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ERsTAtnstgsnags: [

FEIERLIASHN b, R TR R B 1 A3 L AL T 184 IR
0 R IR EAEIZAT AR, T e A PRI 2T I 25 A 8l B/ T e X UUIAT .

i

PE1 EHFES > SRR RERS . S0 N PP R R W 3 1]
LR 2 1F Interfaces i1, EICIENIL5E4=4 80T H EtherChannel (SEEEFEHIBEREERIN)
I8 3 7F ASA Cluster Configuration B 5, FCE5I'FRETPHE, BH5:
o BRRMLIEDR - W B UL AU TR kA A e g, HAEVERDY 18] 100, A1 b i st

%o

(B&EAEISite Index- W A ol d (R AR, IR A 01 s g Bt o ID, DAl L e FH 3l o
FEE ) MAC Hitik (AT 1 8] 8 20D

(M%) HERA - BB I S g DU hIE R s L E . LSS KEA T 1 A
63 NFIFZ I8 ASCIL 745 6 o LA TN ZE B H. WSEASHMEHE AR E,
AR UG DU SRR FERRIR S AR R e 61 . an BRI 8 T 2308 s ik s, A2
BILSH

(FJ#k) Enable connection rebalancing for TCP traffic acrossall the ASAsin the cluster - J5 H
TR OGO, WS EUE TE2ERPIRES . WO A, ASA SRS RS #5713k
G, HFoRs B R B PRNE R I B R D B o AR INME Y 1 3 360 72, H T
fi7 € Z KN A e IR ABAF E . WSHOFAES | S REPRCE 5, e AP I s 2 i )

s i
i s TH2) vl 5 TR S G B R M s AN BRI R P BT T Rl B
JE o

« (") Enable health monitoring of this device within the cluster - 3 FHAERETT IS4 RS A
Difig. h THaE T Is RO, ASA ST R A RHA I RE B heartbeat WY 5L R 1% 2 HiAth
e TR AR LR RR I P AR F K FR A Y RURIAT A heartbeat T EL,  WIREAE 1Y s BA A 6
M Y. B G A

iR 3R R AAT AR B S s S R S 1 L e A ] ASA BRAS # L 11
e IS INERAMO AT HALIE K VSS 5L vPC) , BRI AR IS AT IR 1Y, iR g4k
X CAE R B R 5 o A i 45 R S e i HLE B e R P BB Y AU
] LAEE B e s AT IR oA 2

* Timeto Wait Before Device Considered Failed - JHAE T 2 17 £ keepalive IR 2371 B 7]
R, AIESh 0.3 2 45 725 BRIMEH 3 7).

« (7i%) Broadcast keepalive messagesto all Ether Channel cluster control link portsfor
VSSIVPC support - 4 A G4 il 0 & ) EtherChannel (HE#7) , i HAERK 4425
VSS 8 vPC X}, WM& AT REFT 2L IR I . %) T SR L e ll, 4 VSS/VPC I — N5 ik
PSR B, JERRZAC# ALY EtherChannel J§ 53 4% 1] REB LUK T ASA, (HEANIER

4 Cisco Secure Firewall 310032 ASA &3¢ .



73 Cisco Secure Firewall 3100332 ASA &7 |
B srsumimsmsmasEs

P lom AL . WK ASA LRFFIS [ B I v B ARMRI(E (B8 #0) , 1fi H ASA
fESLH—A~ EtherChannel $% 1 I & 1% heartbeat 71 5., W n] EEREFR A Mol B 1% ASA. 3
FHIGETI S, ASA 2¥f T EtherChannel 4% 171 I [f) heartbeat i Fliz Yk B BEfs hleE s, DA
R 22 b rp — AN L 2 AT

o (i) EHRBEHIAME - 5K SRR R 6 . BUAE L T2
AEo X THFERBEEE, ASA W EHHICLI BBt & . AR M TG =ZH, Hd
TR G W B AOR B, IR SRR 1N G i 1. kS HOFE
G P RERPRCE K — B, A AR s SR B el s

* Cluster Control Link - 5 5& St sk i 1

* MTU - fi5 8 SERFH T BE 12 1 1) e AR i1 it 2 /b e i 482 L1 B s MTU (1400 £ 9198
FATZIAD 5 100 F-F5. BRI MTU 24 1500 7735, #30H MTU & E M K MEH. TR
P B B U B RS A A A, DRI SRS TV I e R A A AN e /N IR B £ DL S B
BER TR Blan, i TEc K MTU 4 9198 777, DA s i 1 B8 32 1 MTU AT LA 9098,
T AR B B ) mT DL R 9198,

$IE 4 1T Interfacesfor Health Monitoring b #e b, AT DAG B — ez D AT iR i . 8T gEARZE FH A
FEME D (BB BRI 2 .
iR P R AT AT S ORI A I SO B Bt B . AR ASA BUAS IR B IR
FLy SIS A AL B VSS 8L vPC) , RS A AR FISAT IR 2T, I AR A L4k
FHE O VIR . M W T Aoe e LI B T o L R8BS LLE T
i s AT IR DR

$IR5 1 Interface Auto Rejoin settings b4k b, H e AR H BRI il e s e A Wi Rsa I 1) B ShEHT N
W AT, AT LIRS DL N IEI:

s BRAEHMASIRRE - i &% B FTeBRELA T 0 21 65535 M, & CEF I SRR 2R 8.
0¥ A AshER NN . X TFEREO, BIAMEA Unlimited; X FEdR#EO, BIAER 3.

* EFMANBFE - WL B E AT 2 2 60 PRI MRIBE, & SCP ORI BN E3R 2 1] (1) () 55 45 2L B ()
CLAAMBICA AL o BRINECA 5 20Bhe 17 A S EE B in N ST (1 55 R R s TR) R 1A = TR AR I
Z I 14400 4380 (10 X))
* Interval Variation - il ik 5 B AT 1 23 FIIEEARM, @ MR RFLE e e 1 CARAR)
2 CRIRFFEEITE 2 %), 803 CLRFFLERTaI1) 3 F5) o B, i SRk o] b FR 22 i v) v &
5 el IR AR BEE N 2, WITE 5 Bl E TR 1 IR 7E 10 08P 2 x 5) Ja i TER 2 Ik
Sk 7 20 08P (2 x 10) JEHEHTEE 3 RS, X TAERERE O, BRMEN 1 xFTEdER D, BR
INMEH 2.

HIB6 iR

FTIBT ASABHAAIEAEIBITOI S, A RERA LIRS, AREERIARCE b o] BeFLE I iy
A ELHE MR G2 W A mBg, WIS AR
S —BRH G, 24 ASDM B HERIFENIEE D] ASA B, ZG0F 7R Information FE4, ik
ASA CNINEERE,
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arvEszt

R ERLRE LR, SERn T e IR rT BE 2 LA 5% . Wi ASDM Wi HFi%E+:, ASDM
ANSWEPR H ASA AT 5 4255 . W R BT IE: ASDM RS2 RE WA, ViR E|
ASA P 6 S R 2 25 AR 0 RSSO0, B, SERE I BERS il RESC 1]

LIRS TR INEE T A, AR
LA NS T S ST T, AT RATE 1 IR B 1) 3 I g 1) SR B AR 0 Bt B 53 34 TSR S N £ g
I8 9 7t Deployment Options X1, M LLF Deploy By #2610 H ik £— /N 1 T :

« MR EIEFRIRFARIE CLI % - K5 SREFHCE AL BT A1) Qi) &7 B IP #idik. fA
Hell 5 fUE B IP sk, I A4 RN E

« BERR CLI FREFIFHMMELTIZIRE L - LS, LUE BRI 250 15 A CLI ik
7 ASDM il CLI T.H. 7 Commands to Deploy & iEHE, 18I 8 M4 i i S 4LRY 5
i H

Deployment Options

Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asald
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- neconfirm

= =[O
B EXERHRE
BRI DL B AERHEITIRIAYE . TCP E#E IR . W sh A HAbIL .
FEFEHRIT R BT IR LR T

BEEREAK ASA £8 5K

T USRI s b B SCERBRBEE . WA 1) SRR 1Y RS I RIS, T AT B il B AR A
4. AR CRSERE, W AR S H R AR JoiE g iR K AL S Bk K . AR
I ) B I R R B AL

FiaZ |l

s WMRIEARAT T, HAETIMALERE, TG EAE NS 2 A7 RN a5 Pc B A 4%
HIEE O, WO, BAUK R AERE R E . W32 EtherChannel #
M, 1B %8 0 35 EtherChannel #2304 On.
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B e=sntasagnsy

o KT 2AE S, VLRSI S R R PAT AR S RARE T . WA M AR EE N RS B A,
I 7E Configuration > > Device List %t Xl 3 & 4% IP Hulik i) System.

UK

PR RKREHRE > REEE > S AMMAIT R4 > ASA £5.
WA B 2% CAE SRR BB #0230, WL M AE Cluster Configuration JEIH-R |
#1182 kb Configure ASA cluster settings 5 EHE .

WRROHE R IR EAE, WCER R . EWCE ST A, W)k Participatein ASA
cluster .

iR JA RS, EAEA T E RS B0 R IOk Configure ASA cluster settings 5%
HE o SEERAE VSRR PT A SERERC B G T 4 1, (095 ASDMUERE RN B 11 . 7RI
UL, BEER:, MR EAE S G 0 BV CLL

FE3 RLEL T5I SRS

* Cluster Name - &R 4. AFRBIUE KN 13 38 NP ASCIL 745 i o BRI R BE
PO B —MERE. SR DT SR b 2 ) — 44 7K

* Member Name - £l I M [K) ASCIT 745 # g SLEERF I bt w44, KEEAZI0N 1 3 38 745

* BLSMATEER - BEE M U TR RS I OE S, FHEVE R 180100, L 1 il
%o

- B R AR vt TRV DU D Y KB E A ID, DAL REAE 3 nik 52 K MAC Hihil (4
T 1R8I .

(%) dh e R GARP — ASA nJLUZE % 2% ARP (GARP) $0di 0, LA ARAS e it % it 4y
KA T HBOFIRA: BRSBTS, AR R 1R 4 R MAC/IP Hbtik )
GARP Jitet o MR 2B E G A 1D A REANES DX LUK I 1 5 3l 5 MAC F TPHhE
i, BRIAH GARP. #EE /T 1 F1 1000000 #2228 f GARP [H)ff . BRIAE R 290 5.

45 K B AR ) 0k i MAC T TP bk 50 045 FH ol mURE a8 1) MAC Mk A TP Mk, A2
B R ALl FH 4% J5) MAC HubEAT TP kb . R AN & e A A2 5 MAC HilE A Ry, %
()4 J7 MAC HisiEAs Bl rl BE 2 U B MAC Husibiay . KA S, LL4 R MAC Husik 2 Hbx
(P90 A AE BN AT S Sk il R ATV 3k, XA AT eI R PR RE RN 42 4 ) i

(Ri%) Shared Key - BEE N P LM HIARAE B ERS L. L #PE KEN T 1
A 63 AN FAHF LI ASCIL 747 i JEEBYPIH T A& # . WS EA S m Sl A
i, EAEIRA DI SORIE R IERCIR A SR M A n . eREIE A T3 63 s ik s, i
I E SR

« (Wi%) Enable connection rebalancing for TCP traffic acrossall the ASAsin the cluster - & H
T . BOAEOL T, WSEAETEERPRGS . WS HOFES | SRPICE R 7, MM
P SRR A R ARG, ASA S e A A R IERAUNE R, IREEEE

.
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mEskasa sy |

2 NI B 2 (W A R BN B R I W & o BT IE GRS #8 8. IbAh, Ttk
AANTE TRV A BT TP, RO S 2 FE AN 05 S e B, IF HO%E R
MBOTRETEA S . IEACRIIE A 1 3 360 F, H 45 2 KIS H— R 1385 B BRI
K5 F.

BB AT TG, R A FRERE .

21wt AR S AR BC EDE R PRI, SN EORERT A R AR R 1 BT AS R 3 s O S AR

AR

B RRE S B EEEE - S mT DU PR SRR O U 03, A R 8. CPU AT A7 A6 I B0 LA
LG IX EFF e MRS Gy, FARR B ] AR BG4, AT DA R AE 1Y il B T3l 4k
e SO RESNRACHHL B D8 . BOASOL T B e Thae . n] DU s i 8. W
KAt m, BT LOEFETah Y B SER

BEE LA MA-
« Bf(8) (B PR — BLE IR MR AT 2 ] R Ta) CLLRR D ), JElSY - 1051 360 £ 2 [ ERIA
B8 20 75,

* [BIFREY — BUE ASA HEP AR MBS ECE, (T 1 2 60 21 BRIMEY 30.

THZ I s > ASA &8 > ER A HBIEU AR RN

« (A[#) Enablehealth monitoring of this device within the cluster - J& SR SIS TR 7Y

Uie, JFFfE 15 RURIE heartbeat JRATH S Z MBI A1 By, JEFINT .3 2 45 B2 1) BN
3P, GEE: TEMAERBERN DT A R E O ASA BASHHL L H NS, NI IN AE R s DhRE, B
BIERETERG; oAb, TN A O R (BRE > BEEE > SRAMMA RN
> ASA &Bf > SRR TR MEIE) . 0] UFE SRR $h 5 0058 1 s B8 I I D g
h T HRENT RISATIRDL, ASA SRR RIS EARIEZ I BE R oK heartbeat T JE A 31 HAB Y 1
TR RUAE DR I N R BB R B A5 RO AAT heartbeat WU, TIDGE S5 5 R 4540 4 TG ey iy B¢
Toik T AR

+ (H[i%) Broadcast keepalive messagesto all Ether Channel cluster control link ports for
VSSIVPC support - 41 F 4 G2 fEFa il 55 4 ic & 4 EtherChannel (HEFE) , 1 HLAE M ER: 2
VSS 8 vPC X}, W] REFT 28 HIEIE . 6 TR Lz e il, 4 VSS/VPC I —N 15 piok
PR B, 8 2% A AL EtherChannel B 03 4% 0] BEGMKHE T ASA, (HE{ERR
Pl AR . a0 R ASA ORFR IS TR]ES I BB AR (Blan 8 75D , 1 HLASA
{E I — EtherChannel 4% 1 _F & 1% heartbeat 75 &, WA RS U ER 1% ASA. B
FUEIETIS, ASA 24 F1 4 EtherChannel # [1_I-[f] heartbeat 1 572 Ik B RE B BE RS, LA
PR 2D Hp — AL B AT

CRIE) B BT IE] - MO E ASA Ki IR A A iR 4 1 sl SRR A N B3k 2 i e (¥ 9y e 8l
IFIA) o SRy BE T LN PR 0SB or I R o TR, T RC 7 B b I TR A, x4 i3
ILR FERAFL VRS, ASA SSEAHEE M08 AR5 A K4 bR A A B i
FERE T RONGERE I ER o X+ SRR S He 500 IR H 2 1R 4 1) EtherChannel (#1401, A2 #ebl
FOBT N AT LA T EtherChanneD) 1155, SEAC IR Sk vt i) ] LARIS 1 AT mi L A4 1AL
BB 55— AN BTN SRR S 1] I (1003 P82 B RS Sl /s DAy bR & o BRI B S BN [ 22 500
280, ] YL L 300 2R A 9 b,
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B e=sntasagnsy

o (i) EHRBTEIAHE - 0 K SRR R 6 . BUAE L T2
AEo X THFERBEFAE, ASA W EHEHICLH QMBI H & . WA M 7RG W, Hd
TR G W B AOR BRI L, DI R SRR 1 — N G i 1. kS HOFE
G P REPRCE KB, A AR s SR B e R

« (n[#) Enable Clustering Flow Mobility. i&Z: %[l & LISP kil , 5 34 71,

« (T[i%) EnableDirector Localization for inter-DC cluster - 4 T 4 mi Pk eI/ e o 1 sk

SRR IR I (R REIR ,  5mT DUJS e A Ak o BT Be0i i s 3 i, JF e e ol A
AERER AT o HE, ASA S ATl SR RO 70 B 5 I 2 A 6. 3 Il s AR H A S R LAt 5
WAt S5 ATE ]l s A S ) SRR TAT Bl A S st BIrE &R S 234
TR —u AR TSR Soh, WG R, ASHL S 1) S8 S e PR A — il s A
BRETEH . SERR AR E T A, SR B, AR S 8.

o (HE) BARTUE - HORPIRAZ ol mOsbE o mg, REmT LR b fO0R . WER N & T
HSIA BN TR uh 5 WP D) — ANk R BB 2803 P R ORT I B 52 3l A
PR TR o S ) B A LA RIS RO TCAR SR ) DR S mT DARC E b —A, Bl I e
o (k) BREERDZINE - 98 S SR A EAHFR,  RGOR B e R D R AR,
MNP DA SERF I L . BOANS O T I D RE . DI REAEREAN T AL BICE, ASos FE Y
U B Y
iR FELORE Ay A S IR AR WA AU A IR A A, RIS S H s
RN, WRIRZ IR E [ . WM A AR E, USRI L
1. {#i 1] show cluster info unit-join-acceleration incompatible-config 7 & AN M4 (1)
B

s BRFTEEEH) - 3 G A LS E I ST R ECE E . I, B R T R S,
T RETT AL 2 Z (],
s Cluster Control Link - 35 @ fE B I BE R 11 . B AR BENC B 40K a3 0 Bon T N1
*£.
 Interface- $5E#: 11 ID, Hif 2 EtherChannel. A V8 E 13 0 A R A3 0,
* IP Address- 55 1Pv4 it /E 4 TP Muhil;  EE: A SZH: IPv6.
* Subnet Mask - $5 5€ T- PIHEILY
o MTU - ¥5 52 SRR B M D F) e AR 31 05 32 /0 LU BR 38 D RO e is MTU (1400 %1 9198
FAZED & 10077 BRIAMTU K 1500 7715, BT ARl g i E O fs Bl i ),
IR LB T ) B I T L e 0 2 N S HE RN I B B DL S SR B T o FRAT T SO AR
HIBERE MTU BB AR o Fltn, BTk MTU 4 9198 =35, BRI i i 5 42% 111 MTU
AT LAAE 9098, 1M B FERS il BE M U mT LA s BN 9198,

e (A[#E) Cluster LACP - 4{i FH IS X LK WEIE I, ASA ¥4 H cLACP 3 5AH482s H L U i

EtherChannel. £E8E91 [ ASA Al WMEPIET cLACP, LTI TAC NG RG L8 —
B #45.
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mEznzakskzranemnags |

* Virtual System MAC Address- #'% MAC Hilib#% 30 cLACP 245 ID. Ty ASA #5417
—AMREID: dmEhE BRI AERIFEHIB A% s Rnr DUZ R H 14 X
Tahige. HH R Tahdee, b HE 16 A+ NutdEes. Hli, MAC ik
00-0C-F1-42-4C-DE L\ 000C.F142.4CDE FJJER AN . WSHFFAET | SREF R E %)

T A A T SO BB T o e HE, P ZE AR TR A 8 3 e A

* REMER - WE RGN, AN 1565535, AT T v AT L5 ST R gE
R BRUAHOLT, ASAMEAIILIES 1, Blmmflotdt. o Zm T Hpl Ll
St WBEOFARG I SREPRCE N #r, R WFEHI m R B EE Y . (R,
AT SRR AR IN A RESE Uk A

$I® 4 ik Participatein ASA cluster & EHE I AN SERE,
FES LN

“—

=3 uprx

B

B

TRESREFBHEFMAKRE

] e AR R B8 10 (BN B 1) (ISR & ] DU AT i B 1D JUAY ID
WY O ID. BRI EATE VLAN FE: O 8gERE 0 (B, VNIE{BVD EdHuT. &
ANRE N R B O B W, BRI EOIR A .

=

Ef_

21 KUOEREE > R&EEE > SATRMMATT R > ASA £8 > £FHROETRREER.
2 EEESIRRYIR O, P —MRO, RJA s, B RIREERE O .

P FUIRFS W RO I B8 W ot U o B R 1 00 BT AT 0 Bty 1 /AR 1 e R AR, (AR
AT o 1R R IR R AT S B 1, e ERAE R BB e A RTY AR OREF IR TR A AT
eI FUIRZS TR ) AS A MR AR r I B3R ke 53 -2 i e e £ e T] EC e 42 11 SR IR DR st LA o
(K1 B 2 IEAE ISR . BROATE LS, AT 82 1R e AT RO £

s n] RE AR AN B O (A BB 1) I AR A . S8 0] USRS AE ] o B ID S 04T
ID B B4 392 1 ID. ARG ATE VLAN T8 el 0 (ldn, VNIEEBVD E#AT.
TR N R I B IR T B A s e R TR R A

MR AN R AT SO CBnas s s BE A L S T AR ASA. ERASHHL BRI . BRE TR
TSN RA BHLIE K VSS. vPC. StackWise i, StackWise Virtual) , #N22 FfPIRASK A L6 (B
E>1ﬁ%~ﬁ¥>.—FIH%I?E%H‘I#EI$>ASAEE¥> , IEHEAR TG CAR B L R L s . b g
o S o i FL L S e L RDE BT A 1 AU, T LB IS AT IR A g

sl N EH NI, L35 XA . RGBS IR R MO 1 [ B T A B
TR, AR L B DL T

s RAREFIMNSIRE - 3l v B TR AT~ 0 3 65535 IUAH, & SCHBT ISR 2l kL
”*ﬂ%élﬂﬁ?ﬁbu)\ XPFERRHE O, BRONE N FEBRE; X HlER DA RS, BRAE N 3.
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B e=ss1crssEr

s EFMANBEPE - WL ENT 2 2] 60 FPITEFE, & PR EHTINN S22 18] (149 1] [ Fp 8 15 )
CRABh M AT o BRIMEH 520 8h. 17 i 23 E0HT I N SR A0 A d Rk s T BRI R B 2 2R I
Z B 14400 43580 (10 ) &

* Interval Variation - @i ¥ & AT 1 2] 3 PIMRIBRARA, 8 SR FREFLERT AR B 1 R4
2 CLARFFEERAIN 2 f5) » 803 CRIRFFLERTAI 3 /%) o Ban, o Ak 1) b FF s i) e
N5 ol IR AR BEE N 2, WITE S R TS 1 IR 76 10 208k (2 x 5) JRHETER 2 I
SR AE 20 2080 (2 x 10) JG TS 3 k. RFTAEREED, BRIMERN 1, AT OAR
g, BRIMEN 2.

MR E BOINE AR R BRIA B

LB 4 i Apply.

BLE & RE TCP IR

A TCP 4% 3 AR RE L AL IB A5 B T RE 1R I8 5 ) /48 0 BCHa AL, I T ok 5 R B8 A G 1)
CARVETAE” o WER, WA SRR T 0 g8/ 0 B AT IR, TR S X He
Pimto [FFE, dn S O @ B VA PR B AL B %, WITGVEMS 2R i . AN T2k

TCP F#LAk (13 )5 ) TCP & 4R o

UK

TR KGR HEE > R&EEE > S A AMMAT RE > ASA £#EH.
P2 pGRIIFRCE DL R E:
* SHIEIR - BCEME, WHEAT 1R 15 206,
* HTTP - W& T HTTP Wi &R .
* REH
o R - BCEUE IP M.
* Service- (W& B o I H L BB I B H AR, AN S A BB P
- BfrR&H
R - WCE HFR IP Hudiks
« BRES - CRIgk) BCHE HARdm o 08 2 Vs Y 1 B H bR 1, A2 7 I BB P

PR3 AhE.
T4 rGLNA.
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maisang [

Fic B 9k =2 (B LT BE

Tk A ERE, L E R, A TR IR
B BB R A b

5 BHE U AL VRSB, (ST LUK A LISP LR LUR SRS B
KT LISPF I

AT LLR A LISP 36, LUE /RS 2 TR 2t

*T LISP

FIFHEARE O RS E M (B0, VMware VMotion) , AR4-%en] DLEERAER .02 AT, [N
P 5% PR . T SCRRI R D IR e RS s, B R AR T B AR AE A4S 25 B2 B N R B
TAE RS BN DB o JERME A7/ID 23 B Wil (LISP) ZEMDK ¥ 45 5 4y B 2SR IR (EID) 5 8447
B ELTF (RLOC) 73 85 TF, R0 BB NI g0 5 23 0], SEIIRSS 28 12 A5 % 7% ) ity 11032 1]
o B, 2RSS BT BB ST HR T b 1) R S5 28 AL T I, B R A A U T R BB
DA

LISP 772278 0 A 6 1 0% tH 2R AR 2545, 01 LISP Hh BB % th a4 (ETR). A\ I P IE % HH 2%
(ITR). 6Bk ey, WUHAEHTES (MR) RIS IR S5 48 (MS)o RS54 (1) 55 — Bk % i i A il 28] iz 2%
PERE T HoAb s B, e HOH T HoAh s RS A A, AR R G ) TTR A RLEEAR
B IR U RIS BRI IR 45 A A

ASA LISP 37 ¢

ASA KB ARIZFT LISP; {H)E, ‘& nl LUl AS A LISP Wi ffi e 7 B 5 o, AR5 1l bl BT o4k
SERHERAE . WA LISP 4580, R4 F BN 2Bl s I, sk B AL T8k s 1) ASA £EHE
B0, AR RGR I A # . B ASAKHR B R B IR R ASA, R85 IH ASADZIUK it & & [H]
Wtiel, ABRRIAMRS 4. SRR ERIFRL THRARES, A “K57 8 “RIk”

G BAE ] LISP #E5k, ASA BERERL O3 AT LUK 25 25 — Bk th 28 5 ETR 8¢ ITR 2[R ff) LISP #iitt, RJ5
BT AT AV B S A BT A

LISP #EN

* ASA SEHERK DL AL T3 — ki 85 M1Z RO ITR 2 ETR Z 1A, ASA A G AR/ A Y
JEE R BRI 2R Bk s o

* DOZFRE e AR R BRI AT s T AN B A S s E K B
7% BRI AR (Bl SIP) A SR ST E 1 A ASA T AT 1
Ko

« RIS 3 MIZR 4 JZU0IRASs —2E N AR T RE 2k

o 0T RSN AD AR AR B TR AR S L 35 Bt i, BBy & R AR ek . AR E A A
SRR, ST DAY DD RESCRF It 2R, IR FO0S i E 3 IR A s Ik

ASA LISP 52
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UEDIRE S ZMAH L RIRIIACE (AFRZE — U] -

1 CAfdk) JET EHLEURSS %% 1P Huhik BRI 2 1 BID - 25— Bk thgs vl e &) 55 ASA SERE R
THLE 2% A% BID T AN L, DRI, 8mT AR ) 5 488 A SR AR AT O P IR 25 X 4% i 3%
EID. i1, WIRAERS ) 2 ANuk di, {HJ& LISP 76 3 ANl s FigqT, N ARERS &1 2
ANl A EID o

2. LISP i BT - ASA ¥ 7% UDP % 1 4342 L) LISP M E R GRS Bk g5 ITR 5 ETR
Z AL EID SAH S . ASA 4335 K EID Ak 250 ID AHSSHER) EID . B, NV
TALE I 2s 5 TP Hulik DA A% ITR B¢ ETR H b#bhl ) LISP i & . HiEE, %A A4 LISP i
EONCS2%, JFH LISP MEASGAS HERREL S,

3. TR HRERERIRBIIE M IRSS S - 6N 5 Bl 45 i n A shvk . iltn, el LR
X HTTPS it 5 FH/88 A% B4 e 5575 119 & a8 sh ik .

4. Ui ID - ASA A SEAE AR RN s ik L 1D A e BT T .

5 TR HRBEshERERSCNECE - 8 WIS R st . T/ o) s RVFIE
AR b FH BAA R s A e 2 N FH 2R RS s 1k

MR G5 A AL R Z AR B, S AT LIS & LISP ittt LS AR A Zh Tk

FiaZ |
o MRAEHL B LA ASA RS, 27 T, NERMNERER A ANk A D,

* LISP i i A& 7E default-inspection-traffic JH, Kk, ARG FE b A5 LISP 3t & o &
OB

UK

CAlik)  Fd'E LISP A%l mie 5 LUAR B TP Hbhik BR B If) EID, JEAC Y LISP Pt = 4.

a) WKUGEHEE > B > R > MRS > LISP.

b) A AR LS H i

c) MINLFR (% 40 NFFRF) k.

d) AT RIEFWEIDIFETIER, SEE,
A40K4TIF ACL Manager .
o — Bk 23 B ITR/ETR W RE 2 10 55 ASA 4EREJC I EHLE W 4% A 26 BID J@ 4y &, Rk, f
AT AR ) 5 SR S IR S5 B I 48 A X BID. a0, W SRR BENGE Je 2 Nk i, (H)2
LISP 7E 3 Al i L1z 7, NI AFEERE A 2 AN 51 EID.

e) MR K BEC B 45 s A7 20—/~ ACE ) ACL.

f) R, HARIESH.

WERAH T AN INE A, U AR BN Pk .
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iz useian

g) MHARE.
IR 2 USRS SRR DA & LISP A3«

a)
b)

<)

d)

e)
f)

2)
h)
i)
j)
k)

WUGEPRELE > B AtE > BRES SRR .

R,

TERRSS SR B UL b, RN Ay H B4 1 B4 Jm . H

WA A BT FH I R4S S ug 15 SRS IR . BRI OL T, ASA B8 FRA
global_policy )4 g o an SR8 A B4 Ja W S, 38 W] LR RN L B — N IR 455
W& o LISP AS N2 X B FH T, DR R 75 7 dlsidse VR H brdde 11 BN IR 25 5w st 2R
TSN ) B ARUCHEL ,  J)3IE N B3R HE A 8 FE AR I P 1 PR BT A AL R A2 5
EmENEFREIN b, fhfl@FmESR, RETERE TEARAE N E IR B |P ik (E
F ACL).

Ml T—%.

¥R BRI M. NAE UDP i 11 4342 Ffg e o — ki 8% 5 ITR 8¢ ETR Z W] [ & .
P27 TPv4 F1 IPv6 ACL.

MiET—%.

EA M ARAE ) T DU Bk TR b, BRI BT R .

W LISP HIkHE.

Cnfk) sl E LGB0 1A DU o)

sl 52 R AR AE e 55 SR e AL ) o

BRI IR SRS HEE AN, RS AR A S

a)
b)
c)
d)

e)
f)

2)
h)
i)
j)

WIREHECE > B ASE > BRSSSRER L .

rahERm.

ERRSSSRRG VLR b, JEFEH T LISP A8 (1) [R)— M 45 S ms

EmENEFREIN F, fhtl@FmESR, R)STERE TERAE NET IR B |P ik (fE
F ACL).

M T—%.

FRIEAE RS 38 0 SO s N, BB R A T L S O . i, AT LU HTTPS
i AR/ R 1 B R R A5 A T A AR Bk . #5652 TPv4 Fil IPv6 ACL.

MET—%.

TR MARAE ) T D Bk T b, R PREEBFIE TR .

L BFH LISPEID B2 A SRR T IEHE.

s it 58 B ATRAE IR 55 SR s ) o

TR KIEREE > REEE > SR RIE>ASA £8 > EHEE, ARt BRERRED
PR IEHE
P rGNA.
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B e=snss

BEEEHTR

PRE AR, ERT LA S e AN A B AR A

MIZHI T SR mEsEET =

a8 T LN 11 i 1) SRS 0 JCA 5 1 .t AT U A High Availability and Scalability [i] 48
iﬁzﬁw o M#%Jix%iﬁbu%zﬁ*ﬁ SURIEHAAE T, S nT DANC B A A B B O 1 BN I PR B 4

B, A AT DL R SR BB Y RO ELRRAE Y R BB AR . (BRI NS, ASDM 21
WP s, b BT
FIaZ Al

* X T 2SR, EHEREPATE M D S RATE . R R ARG B, T
Configuration > Device List % # H X0ids 32 F % 4% TP Hudik R ¥ System.

o WURGEE I B S SOR T | SRR ECE, TR S B AR UG R TP k.
UK

HIB1 RKREFRE > REEE > S AN R > ASA 8 > £8N R,
$£122 5 Add.
SIE3 BELTSH:
« Member Name - i I ME—[¥] ASCIT #4555 8 4 WA RERL A i 44, KA N 1 B 38 NF4F.

© BUSMASEER - BB U TR RO A IR SE 4, FUEVE D 120100, 3L 1 b fis
X

* Cluster Control Link > |P Address - 4 It o1 45 52 ME— IR BEP I B % TP Mk, L ii b5 44
T e AR B A T [R] AN

* 7t Deployment Options [X 1k, ML Deploy By i 1 H i — N1k 1 -
M RNENERRIZF AIE CLI @ - W40 PR PR E A2 B Ym0 QR 788 1P ik
HONBGREY S BEIP bk, T R Y
BEME CLI FohEH FRMBNERE R E L - A4, DUESTD) R 2454 45 55 CLI
rhalfE ASDM i ff ] CLI T H.. #F Commands to Deploy & EME, eI Hil A= i iy
AU S A
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Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asall
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- necenfirm

HI|A ik OK, KU it Apply.

BAAEEETI =
S R R L, A LRI, IR B A

)

AR YASART ARG (BLFah07 s BRI RO 2RO I, P Bl QR oG], A
B P AT DUAGE AN i SRR AR, WS EORT S AR s, ST DOAEEREH 58
MIERIZAT AL BB LR ORFFT T, AT ROERAE TP i 1P ik EA0 SRS H B n 2K
M SRR A TAE T RES (B, B frde T OAHARRIICED o W B LR A .
R 2B P 65 g R EAT AR 32D C L

FHiaZ |l
* M T2 RE WERSRIT R PATARE . DR M AREA RS EC, £ “BUE >
BERHNLR” ks, R BB TP bk i RS

UK

TR KKEHERE > REETE > SURAMMATY RIS > ASA ££# > k&,
P2 WML AN ASA SERESEHE.
pE s I BGH LT ECE ASA SRRIIRE LIEME, BB IS BT SR B R TR A,

A5 ASDM LRI HAE L AEUEIG 0T, SRS, e B 6 g D7)
CLI.

FE3 rGNA.
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B resssEmgrss

MEH T SR ETET =
SRR A, AT DL F 0,
A\

R Y ASART IR, S RO LG, T R T L LUR RO R . BT
B, TR TR AL R T IF, T AR RE 1P YR TP k. (A L TR
BB, T SRR AT R (B, BT T ORI | AR
A5 WAL B T 0 2 3 AT AT T2 MO

FHia Z |l
T 2SN, WEREPITE R T HITARE . MR M AREARGRCER, RIGEEE > %
B|HIRAHA, R E B 1P b T RS .

B2

TR KKEHEE > REEE > SAAMMATY RME > ASA &5,
SRR 2 EFEMER B R R A R
Bl 1 i 5 | SR RCE R EE AL, P T] 8 B s Dz sy sl A E R E

$E3 SN A.

EFIIMNEES
IR NEEREP IR T 3N A (BRI B 2 10D, s RS T H T A kR, I8
LIEWIT B TR IINSERE
Fiaz |

o BB ZBAL P2 65 i R SRR ARt . AR T oCH . BIAMELLE, WIERIEAE ASDM T
AR TERAE, R HLSA ORAF B E AR Ndk, R4S w] LAAE ASDM A HCHr o HISRAE . J0TAN
Bom, KBRS, DNzl 6 Uy ) 2 3080 TSR (e — k.

« TR EEE EERSEHITE R TR WURFREARSGRC AR, RIGEEE
> REFIFRE R, Wk B 1P b R RS

o BRI O AR g, A ER AR
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UK

T WAV ASDM Vi in), AT LU s ASDM 3 # 2R T8 3 HIARRERI 9 15, /£ ASDM Y 25
FIERAE
TEANRE M T e 2 D0 B R R R AR, BRAERE A B A I A B

a) KUGEHFEE > REFEE > SRR RBIE > ASA 5.
b) AN ASA SR RIEAE.
c) miiiRZF.
P2 WMAEARAH ASDM: fEfsiil G, HEANSREN B A
cluster group name

il
ciscoasa (config)# cluster group podl

FHIE3 o HERE.
enable

AR
LR IR AR, TEMBREAER S SRFRCE . TR R BTG EAH ) AR %
25D, DGR AR AU R 2 A W O IR R A (L, 28 A0 BRI B0 0B T 4R i B
PAfe 1P kb5

FHia Z |l

AL I G 1 MIBRGEREICE R, P& D ocH],  Ch s B T RSR A2 I B it

UK

TR R THI R, AR
cluster group cluster_name no enable
il

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERCH 9 md R PRI, S CvR AT RE B S

T2 HERERCE
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clear configure cluster
ASA K R, EFE A BRER CURIAR T2 I B %
PR3 AL DA
no cluster interface-mode
B AR TRCE S, P 0 T3 H .
TR WIRARHICE, RO E LR B EAIT RCE
copy backup_cfg running-config
il
ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

SRS R E DR AF 2 S C

write memory

PR6 WORBAH A IRCE, THEBCE A B . B, ORI sk, MR RS ENLA

B RSEHI T
A\

AR BRI A SRR AR AT LA AR, SRR R I A 5 R R AR .
FABINHG T SR RO RN R WA P ROR . BRI R, XHRTDIREM .
SRAT AR P s ) S O 0 s PP AT RE R HCRE W T s T S8 A0 20 BT 4 1 0 i B i v 3%

FEE AR AL IEPATEL R

FiaZ |l
PR, EEREPITE R T HITARE . DR FREANRGRCERG, fE “BUE > &

FIR” Bitkrh, Rk 3 e 1P ik R RS .
bk
FIE1 M K% Monitoring > ASA Cluster > Cluster Summary.

PER2 N R RLBIFR P IEREERON PE Y R AR R AR e R A LS R A
TR 3 ARG PR BRI R JGh 2.
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iz

exrsreEnnGss [l

A4 B ASDM, ARJEAH] AEHE 1P bk d08id 4.

TMERSEE AT S

B AP AT S BN R S RIS A, TEBUT LR SRR, W BT Y U show i A LUK
FEFTAT i H R L R R AT ARG b T RSN E RO N BT HA Ay 4 (i capture
F1 copy) o

Fri&Z /i

FEAT AT I T H A PAT AR fKIXES Tools > Command Line I nterface.

UK

LA B R B WURSRE T R PR, AR BIRE R 1Y R

cluster exec [unit node_name] command

IR

ciscoasa# cluster exec show xlate

AT '54%71‘4\, IHHIN cluster exec unit ? (Al 25 B B A0 S ANIFTA 288D, B3 show
cluster info 4.

gl
LAV RS [ — i SRS AR AR P (B BT AT 0 i 2 TETP g5 &, I ARSIy sl EA A LLT
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

Z A PCAP A (— AR B — 1 1D R EHIE) TFTP ik554%. HFIR I A3l
BN 44 HK, 10 capturel asal.pcap. capturel asa2.pcap %5. fEAH T, asalfllasa2 &4
HETT AR

DL 42 cluster exec show port-channel & iy & W s, o T8RN BN R
EtherChannel 155 .-

ciscoasa# cluster exec show port-channel summary
COl’ltrOl node (LOCAL) :***********************************************************

Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
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B ssasasn

2 Po2 LACP Yes Gi0/1(P)

Slaveo******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

HF? AASA\EEE$

T DL SRR ME RO T HE R b

IEIRERRTE
S LLF bk I s SRR S
o 535 > ASA B > S£RHE

VT R 7 AT R BRI 1Y s DU R P FOA Y AR AR R o S T DAAE U BT B e 321
Ko

* SRHTHIE R
FEEAT R T, 0T DU PSR A7 T ISR SR o 9 X e 7 I AR Al 47 B

HRBENRISEE AR S

A RAETRE PR B OE R, SR LR
Wizards > Packet Capture Wizard

FCRFAR RV RN B B, n] DAFER Y s R PR e R i A DI RE, Bt Je SR AR PP (K oI
AT S R AR kg

H
PR
H}
i
5
S

TS B LA T B LR P A ot U
* Monitoring > ASA Cluster > System Resour ces Graphs > CPU
PR R AT TG s BT AT SR Y R CPU AT A 1 B B

© ST > ASA B > R EIRE > AfF. A AT G o A SRR ST TR A
A7 (0 B B
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spenng ]

R ER AR

. D

ZB UL F B UL P i
 H5¥E > ASA &8 > RERE > ER.
Wb W] T s BT AT SRR I T PRI Bl
* 5T > ASA KB > REE > BILE.
ST w] T T G s AT SRR A 5 U B A e ) P
o BE5% > ASA SRR > B E ST

AR GBI E RN MESIERER G . RBIIRER Bonm)n AR AR
PSR, DO CRCE RS RS CBRATSOL T 0300 « A SIS R E R Wik R
BEA I 5 TR B () A JEE HAE

3

a

I SRR I TR
A IR BRI L, 5250 B B
W > BT > REZIRE > ERHTHIS
B T 1T DG S B B B AT 2 25 T SR e .

RIS H
AR G R, TS LU bR
* U5¥% > ¥EH > LISP-EID %
78 ASAEID %, X187 T EID Ml £ ID.

EEFHHERILE
R AERRCE H X NE R, 1HS LTS
BE>REEE>IEE > RGAEFRE

SRR BRI ROR ST AR R ST H ST B T LKA CRAT AR R slAN R BE 46 ID AR 48 H A
K DI B Lk AR P AOAR ) A [ 49 1

ASA &2~

XL S B T A B SRR SR K ASA L.
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ASA F13z 354/ Bo & 7= 5

ASA FL &

PAUNBCE 7S B RE ASA HASHMLZ MR 2% 1

ASA 0 RHEO
PLKIM 172 GigabitEthernet 1/0/15

LA 173

GigabitEthernet 1/0/16

LK 1/4 GigabitEthernet 1/0/17
PLUKI1/5 GigabitEthernet 1/0/18
BHEFLHIZEOER

cluster interface-mode spanned force

ASA1 i=Hl BT 5| RIEFECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown
|

interface Ethernetl/7
channel-group 1 mode on

no shutdown
|

interface Port-channell
description Clustering Interface

cluster group Moya
local-unit A

4 Cisco Secure Firewall 310025 ASA %3¢ |

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 HIE R T E| BIEFELE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode
no shutdown

|

interface Port-channe
description Clusteri

on

on

11
ng Interface
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|

cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-data-node

THBTEORE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode active
no shutdown
|
interface Ethernetl/3
channel-group 10 mode active
no shutdown
|
interface Ethernetl/4
channel-group 11 mode active
no shutdown
|
interface Ethernetl/5
channel-group 11 mode active
no shutdown
|
interface Managementl/1
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channell0
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
mac-address aaaa.dddd.cccc
nameif outside
security-level 0O
ip address 209.165.201.1 255.255.255.224

BEL10S B E

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
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channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll
switchport access vlan 401
switchport mode access

. 7 Cisco Secure Firewall 3100532 ASA &£ 8%

4 Cisco Secure Firewall 310025 ASA %3¢ |



| 73 Cisco Secure Firewall 3100332 ASA &3¢

BB

sumpiis 1

management
10.1.1.1/24 (Pool; .2-.9),
: 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
i o = = £ o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
: | port-ch5 |
Switch =) VLAN 10, VLAN 20 Trunk o
= =
S S
> S
r 7

J

|

J

—
Client Server

\|I

KA A 2 A A B T S AN VLAN SCBG, i, VLAN 10 TN 4%, 17 VLAN 20 H
TANEML% . B4 ASA AT — R B AN AT e L ol b 2 0 s O o 5 F b kA BRAE R L1
FTAT el L AR T 802.1q £1%. ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

5 /9 4% EtherChannel B, BT 504 55 2 7EAZ He LI 73414 — A EtherChannel. WIH—& ASA 48
PATTH, AN UG AE 4 % 2 [R) TR 38 T &

BARELREORK

cluster interface-mode spanned force

RE1EHBETSISEFERE

interface ethernetl/8
no shutdown
description CCL
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cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRUIRERARSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

sHETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
interface port-channel 1.10
vlan 10

nameif inside
ip address 10.10.10.5 255.255.255.0
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ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

e —WAN (=]
e b
Cluster Control Link
port-chi
192.168.1.1, .2, and .3 —
witcl
Node 1
BN /\ ethi/e
217 [ ethirz
A =N N RE Weth2t a
— w
o (\ mgmt | [ it
=5 | %%
3(} 5o gl o8 3
g gy = o
(w] O = +1 o &
3 o Sx=8 eth2/1| SVES g
oy Ondg — | Mo2ow O
z 1883 =888 2
. 2282 mom 5g0
- 58 2 og 2
g N 9= _> g/ et R
sl ] o | [zl | e &
oV 2 | [ 2\ ethis >
V V V V
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S REURAE N BRI AR R 2% 2 1AL R A B 5 300 B A

wn EEFTR, 2T — M P 4% EtherChannel 3435 21 N S A el L, A7 M1 5 — M5 M 2% EtherChannel
EFRRANTAZ WAL IR TR, I8 0] LLESEY EtherChannel 1% VLAN F# M.

BARE LHEORK

cluster interface-mode spanned force
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REVEH ARSI SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBmARSISREFEER

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
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enable as-data-node

EHBTEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

B AT uh B SR EFRY OTV B E

AP 125 DX A W JE T8 1) % R R PRl e TRV AR R RE A5 7802, BOORT- OTV I E A 2 15 2. OTV
HIEAE DCT e BB AR A B ZAE ] o SRS R R 3R A MAC SBhER, OTV A&t
DCT ¥ R At . WERAE OTV He AR ARRIN MAC Hiulik, e 237 il At .

OTV B & 7151

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP VMAC
10 permit aaaa.l1111.1234 0000.0000.0000 any
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20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151
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E b R FEFEEIE 0TV SUERR
Rl ST, w RN OTV MIidygas, Doy Eds PFRLIE AR MAC ik, J& 5 25— LU LA B .

T T AR R B TAR S SR ) OTV &L 7R In ASA 43 )5 MAC bk # A4 H . & H¥ i
i) OTV fEE S L LI INX LA H . 2 P AT EHOD IR, & Rk i SR 45 35 F0 4% - g AT
ASA [F] ARP % H G FHATEREMZQI , BITEAT A% Z ARP. HIL, OTV ¥ASAHLE
EHAEL R R TP3RAN ASA 4 i MAC Hihik. 1T OTV 8 kR %A %4 )5 MAC Hulik, 3 HARE
OTV Wil, EASEN ESE 2 RGP, e E T WIRS 28 8145 MAC Huhk ) 5
B, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

MU R, RN I IE RS, RMER OTV LRk ER &S H . EBRAS OTV L
A& MAC Hihk 3%, })\T«H[iﬁé)% MAC Ml ESLH, X—madEs i,

MAC it =555

2k ST HA )R MAC M hEE A4 H C e OTV I, B ZikS —A OTV SRanESH 1
LA MACH AL, 55— Nk AR E R, VISR H %z\mrffMAclmiﬁ% PIFIIR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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OTV ARP £75 1545
OTV NAUHE ARP 4E§ il it OTV 2 L3R 40K IP Huhk i) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

ik = (B &R B TR )

LUR 7R B s SCRF IR A B2

B RS ER) MAC F0 1P Sthiik gYF5 X LUK ) i858 i B AR 7 7R )

PAUR 7Bl T 2 ANEREROT, XN SRR O 20 I T 2 A AERE A 3t L 1) R G % e s AT N
FRMIZ% 2 0] CARPEA) IOHCHE oo ST B AR P R B B DCT &R A7 TRl ni 4R
TR 5% A5 P T 70 DAY FSRI 008 I 26 R 5 X A AS P SRS 2 B A B AZ L. 41> EtherChannel 145 BUEE 7
TR -

s VLAN A8 H B AL 4 B AL (OTV) BESSAEORTEul s [ g o A8 aa 208 InBH 14> i MAC
HEFREPE RS, b AR R Rl DCT AR RN 5 —ub e W ICTR V7 i) —ANuli s AR RETY
G WS BR JE oY, TR B RE S AL 3 I — ol A AR T A SN VACL SRkt g4 )=
MAC Hbtik. T RLEAZ el (B AT F3 RN R 1) Nexus) , I 0Z04f FH ARP A5 25 b ik F
42 Ja) MAC HiliEf¥) ARP $idlifi. ARP K2 2R EEAE ASA E b mi MAC HuhilFlst 55 1P ik, 4
AN E s MAC Huhilk, 545 ARP K 7.

RN T R IR G FTATERAE 1Y RO I 2 R AU MAC DU FHliclioiatl . A% A o
ISR AR DC AR R 52 [ MAC Huhik o EDIRE AT By A8 Hepl A AN [ S 11 L P 7 3 2
KA A 425 MAC Mk, SEMAC MuhbEs); M, SRS 1 MAC Hikk.

1ESE B
o IWEERESGE I FTA Y D Bt QA8 T 0l 1 MAC M,  JFEAESU 0 BEAT A AL .

o FAL BRI ITA N DB AL 42 )R MAC ik Aci%, TR RT LA PNl s RT3 R8s
OTV [R5 38 a5 2cdfa 0o 9 (1 A AL
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BRUARBEEsAEaisnense |

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

5 X LAK W) 8858 2 PR AR 2 R b ik = (8] SR B 7 151

PUR RGBS T 2 ANMREERO, X PIANERRE O 0 A2 2 AN B AE AR B itk i % 2 i) (R
A (A bt . Bl 0t AR I I B 0 DCT M F . A7 TN = (R A 1 03 A8 HH 1 o) 7
PRI A0S (10 255 DX AR W L 12 B A AT b Lo B4 EtherChannel BBEEAE K I AT HLAR -

A7 FAFN A O TR PSR A B H #3448 OSPF (Rl i W ASA) o 5 MAC HihEAR[H, i
H1#% TP Mk 78 T i b8 LA e — 1. B 58 DCTHh TR m IR el K i R R 7E A 5L
oo, BRARSS ek A BRI SR B A P T . T ASA R F S BRI b A A T
BN U R — PR ZL A REAE B Rl I e o SR T — ANl e PR S 1l A 0 A b
WK NEE G I 2 I DCT AL T I3 — Nl s AR L

TR R AL STt ] L4

* 3l fiE] VSS. vPC. StackWise B{ StackWise Virtual - fELIE 5t T, — & AP 2 BE 76 E0 4 o0
1, 58X WNLIEAERI R0 20 — AT AL TR Ao IR SR R S - B A
AL, TR EE L DCL &4, LB T, EERZ S RFES NS oA
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B =xocmims sme s s e

Hbo 2R DCI R LAARPEFAMA R, Bt a] DU SR RN ROl I DCUER 2P S AZ L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i AR E «

o MRS S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AS HH LT 4%
AeJ1, R DATERRAN Sl 222 E 2 NP TUAR A ML . FERLIEOL T, SRR AR —A
5 DX LUK W 30 4 s o 1 AL DO B & A AL, R bl 2 LA R B A
HIAZ ML, (HESIX DKl TE AT FRE “r " o BN ARHIURAT WAL R G HS 20k 55 X LUK
P JE TE AL 0 55 A A EtherChannel.

2 A
( Internet )
- i

—

. ““—Higher cost route Spanned o PO & .
S EtherChannel s L

r Oulside——)

|
f/ﬁode 3

Data Center :
Interconnect >

\ .
. |cluster w
|-' Control ||'
\=—_Inside _ ' \

e // Spanned e

"ﬁ\ P EtherChannel e
g Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B X AKX MidiE E AR R A il m B R 2 R )

LUR RGBSR T 2 ANRRFRD, S PIANEERE B 20 AE T 2 AN BB AR Rl b 18 I S o s AT
AN Z% O P 28 R 2R R 2 ) 2 i) CARPEFIAN) OBl vt o SREARR S B by B4 i e i
1 DCIHERE e B3l L A ERAE RS D3 A T 7 PRy 968 7 A0 1 Y 0 2 R RSB0 2 94 2% (1) 125 X A I T
BB A AT, B EtherChannel 25 R HE 1) T A7 HLAH «

RS A SE B 24 F FHRP (5201 HSRP) 76 RF/ i i _EARAIAH 5] 1 H bk B2 420 MAC A1 TP $h
hbo Bk MAC Hibik ZAMESN, B 0 A5 R I DG 28 52 B MAC HhuhilE A 21 ASA MAC Hiuhik:
Fo WIRBAXLLH, M35 1 IS T3 55 2 M SGIEAE I, R REl ASA I
TR N EE Bk 55 2, I P EGH IR 8. Zds VLAN i S5 L (OTV) 3R IER
VL T2 Y R SIS I e 3%, BHLIE & AR 0 SC h 2% IO ol DCT RIS Iy — 3. W
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fito
SN
(' internet )
A
Gateway Router: \_,_‘_, Gateway Router:
.~ Virtual MACs and IPs Virtual MACs and IPs
(FHRP) (FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

gl Clust - -
!@ " uster ’@ ’@
o Node 2 Node 3 Node 4 EESESE

Cluster
Control

B e

o] o] )

Spanned EtherChannel e

Spanned EtherChannel

Data Center
Interconnect

b=

—
|

g e r
switch APPNW " peeeeee TT— AP o

o o o)

Data Center 1 Data Center 2

ERS%E
AT G SRR AR B PN A5 R

ASA T RN BE
9 ASA SHHEAE ASA SREICRS, AT SOREICRE RISk LA T Rt AT
A T VR

SRR FRITIRE
LU DhBe e o -SRI 00 R I s, ARG A & R4
* MfKHE TLS AREESZEL 45— A5 Thik
* ARV VPN (SSL VPN #l IPsec VPN)
o JEFUIBEIEHZ 1 (VTI)
© LUR R TR #r
* CTIQBE

* H323. H225 il RAS
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| T

* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )
* WAAS

* WCCP

o {57 P I e A

* BEHRT RS A

* DHCP %/ 4w MR45 a3 AREE. SZKF DHCP 4k,
* VPN f1 353

© W

o A RCER H R B

* FIPS %15
Rt LThEE
PURShae R ARG 0 b 230, B R e .

N

AR GErP I BE AR A 5 1Y U T S TR B B e e B Y
U SRA T AR A DI RE, U2 SR A vh D BE VR L I i B AR PR A e, AR PRI R 2R
NEETIIRE: WRAAEIENE DL, AR B SRR A IR [ R R
KRR DIRENT 5, WA Y RO A, W AT SRR T T, T 20T PR e S
HEATIERE

LT W AL
* DCERPC
* ESMTP
* M
* NetBIOS
* PPTP

* RADIUS
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LT |

* RSH
* SNMP
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA I R AR

o PRE T 1) 1R S B0 UEFIHZAL o MR AE 431

* i RS

* ufi gilE] VPN

* IGMP ZH 4251 1 PSR AL B RO T TH e e o3 AT T HEAN R T )
* PIM ZH 3R 42 V- 1 P S PR A B BB~ e o3 A T4 A D
* ZhAxh

N2 BT SR Th BE
IXSEE T HERG N B BEAS ASA 1 A AR EE AN nl s iy a5

* Q0S-QoS MK T & Z L FE b fE4RBE P R D . (H2, ZRMEEAEREATY A B AT . 1
TR A, DDA R S ASA R R I A R0 £ 3 2 RN 4 ) (R 5
. EES 3 AN A B eI oA AR, FFA N R SR AR R T SRR 3
i,
o SR - M AE BT S R AR B, HER S RO B A AR e . Ay
FIASIN A, R R AR BT A T R T e, AN A E BT T,
PR i 1 A v 1A
o PP B - 2N SR I B R A AR A A A R DR AN T AT
* LISP Jii & - UDP ¥ I 4342 /) LISP i & (i B AN gt iTie &, (HIE3EA A S )
2o BRI SRS INBIAERE LK) EID %, {HJE LISP i A B i AS SERRIR SR,

T ®4&i71e) 8 AAA FELRf

T BT ) AAA T =800 41: SRR SBNCIK. SRR E AU S D e fE 4R A
PRI i s, ELAH Sk SR B AR T e A SR AEAS AR AL B R R
KA R R, ARSI AT 2 1 S0 Uk A BEAT HI P AR 2y nk Az e,
3 B0 IE PR 25 PR R 00 B I R DR P
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B o=seamen

CIRAE 73 B D REAEBRAE P STt o I IRFRRR IR e 1, PRIAE i R B G IR, AR R
A ARRET S IL IRTF LA A 10 BURIE ] AAA TS5 45 .

B SRR SRRV B RS (2 W& (Configuration)> B AIE (Firewall)> BR 5 55 /& (Service
Policy) TUIfD o RN A RIS 3B B A TSRO R (T B . TR, e
i 11 32 2 PRI T REAN 2 T e PR AR BB St e A0 s B AT ART 418 502 IR ) 05 1 3 e 1 I A B
BRI T B de i . AN, ZE BB AR, 25 20 B N I 17 B

FTP Fn& &%

* SR FTP Ko T8 AN 3 i 7t e i AN e RO SRR B DA T AT IR B3 P A7 5 g 2 R I B
B R IE B A IE AT O OB s W I AR (HU2, W R DR N2 i e e A O 308
TR, WA ORI TR ISR 2R 2 R I A 2 BT

© WERGECK: AAA JHT FTP Uifal, U35 3 T8 S AE 22 0 il s

ICMPH& T FR & 8%
ICMP F1 ICMP 525080 A 10 ik 2R i A E ok T2 45 3 ] ICMP/ICMP 44 & . ANi H ICMP A &
I, ICMP &, IFHATF S 28 B ICMP A &R, ICMP AR A8 a7, I iS5 88/
F ISR . WAL A ICMP UG — AN AR 2 A AE T 3 i 28 06 7 R B A A S 2SS ICMP
R 3 N 2 e B R I A, AN e B B GLIR M 45 e R 4%

AR ARFNEERE
ZH 3 EH AT R DR BT

%X Bk B A S T B4R 4E R B
ZERE DX LUK T+ #2608 B0 0 5 A BE T 201 46 B ch B RS (0, 1 0 T B R
BMIE. EEBRT Y G, 96 SR &R TT LU S 4R SR,

S QRS T HILR B
MG BF, BRI AR A BAE . T SR B S 40 i 2 B AT A BRI
T 388 S e 5 2

NAT Fn& Bt

NAT 7] BE23 UM AE R M A o NS AN Y3t NAT B 40 ml 4 2 BIE R R [FI () ASA, PRI 17
WIS e T TP MRS 11, NAT 23 S 80N 3 AT Y sl Kedfs 40, 5 AT AR B 1P M bk Fn/elds 11, 24
el B EIE IR IE NAT FTfi & 10 ASAR, Sl lsisk % K2 G a, SEEER IR L
AAE R TR, FBOW SRS QI 0 T A # 0 ki, RO NAT BT # i A e A &
R 2 4R SR WA, 7 45 Sl $i a0 ) e i

WA AR E SRR AL ] NAT, 3355 18 LA HEN:
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nat izt |

* PAT K I - 152 B D Re i LA AEI -

o BEENUBORUUE R B A A GERE, T2 AN TR Rl DI, fERE MUK
PRGN E O 1S 3 MR, WUERAEAEE 3 Y xR A LR S
AT, AT BAAM G 3 Ao e, RN A L AN

FEARATBE EN L KR BRI, 7530t A48 01 B A g VR AN AR I

o IR BEAT RN PAT REMMETS O PAT St 4B i 1P M hEE D, 2 S BRI AR
IS AT A i ) A A T8 70 335 SR R T A RS R AT A I AR T B M BE D BE IR AT
e MG E PAT il FUAR L TAESR Y R 2 18] 7 et DR AT 0 35 1 (1 S i
.

© FESERETERAE I, AREEAE SRR/ R RSP BRI AN B& ), BiK
INA AR R E BB, BRAT DN B AT B BC U -7 R K e A
WAHSG RO e e SR 0m S mT LASE SCBR R/ I 00T G el e oy e R o

* X Bh#A PAT 1 FHl NAT jh k43 - FC & PAT i, SRRt b i4EAS TP Huhk) o Hyoit B,
BRINIEDL T, AEANERER L 512 Aot 1, {E S R e u), - e P B i . X bR
SERE & S (A3 A3, DRIHRE/N T RO — AN B2 AN HRT Y. PAT i 54 TP b
bl PRI, AE—/NERER PAT Jthrml DU DAY — > 1P Mk, B0 DUSCRERE TN (1) PAT
TEREERI T o S IV HO 2 1R Y LA 1024-65535, [ AR TE PAT th NAT #0000 r g 2 4% 13
DL A8 1 1 1-1023

TEZ AR S AS ] PAT th - 245 22 45 U A A5 [7)— PAT b, 2003 S KU g 2 11
Peo AR FTA MO R e 1, s T I P AT B o ASBELE RN R
B R R R AT e, R WRS T RETCyR IR P19 5 S b 0 A Y S BE T UL .
AR 45 H D) e P e — 1) PAT b dpe vl SR 10 7 %

AE RS - SEBEAS SRR PAT Jth48 1A,

TP PAT - EREASZFFY E PAT.

PRI A EE O B A NAT #630 - F 00 A OR B e 30 1 S R BB 17 0o 24 801y e 31 75 4
73 NAT WHER I HERALER P, e R NG s i e . B e % .
i xlate - ER A # LI xlate PRI RIS TR . BRI, PR I R)E AT BE 2 68 i 2 R R I
o WRAR I 2E S THCE GBI (refent 2 0) , KR xlate LI .

FFE1E PAT TIRE - £F45 15 PAT DhRE AR RET HIIhRE, (H'ERede s PAT IOmld e, iy Hoxf
FERETT S, VPN EUE Y 580k PAT ST & ML T, 2400 PAT IER N A0
R BT AR TS . BB, BT TCP i A1 UDP DNS it s ¥4 FH 452>
1 PAT %4, 1 ICMP FlfT Al UDP &I H £ &6, &0 LA TCP A1 UDP e & R4 1%
NAT HUU DL SOX S BRI B, (HAE, BANEE N ICMP it 5 45F 4515 PAT. X T-1# F £ 251% PAT
Py (fn H.323. SIP 8% Skinny) , 0] DAZEHISCHE TCP i 1 (1) RE23 16 PAT (GX£% H.323
F1SIP () UDP iy 1 ESERIN A 2 208) o HRESTE PAT 4G B, 1ES 0B KBS B 6/
o X LIRS A ANE F i A4S PAT:

* FTP

.
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B ossmmes

* PPTP
* RSH

* SQLNET
* TFTP

* XDMCP
. SIP

o WA AT KR NAT FN) GBI —J74%) , WIS 3% CLI ' i asp rule-engine
transactional-commit nat iy 2 i H 53 AR, A0, 5T RE TR I AN EERE .

B EE AN BT
S PN G E SR ES

B X LA M BERR T s 7S H

\)

AR PEIX DUKME TEREAAN SR 1S-1S.

FEES X IR IE AT i pd R AR Y ml_Bia Ay, O PR 4 0 s 2 >0 it 2 s 52 1 210 4L
Pa 1 e IR rh A o BA K Y, R L E A B
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SCTP Fn&#f

SIP t i FOEE 8%

SNMP Fng&E5f

screing: |

B 1: X LUK B E R T s

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing

Y

Cluster nodes

Router B

FERSCHRT R Y R ST BRI 1T OB SN L e A e

OSPF LSA Hi HE A 2 It s 5 S0 0. S B T B 20, A 2 K 5 75
B PR ARE. OSPE UK HKIE A IP HALAE h 3LEE 28 ID. AT LUAMRD AN A B
I D, AT AEERECRE, (T LU (3 N BE T [ 18 1D —50. 1200 OSPF Al
TP D e T

SCTP SCIB ] IAEARAT Y LA (T8, HH 20 F0ER MBI T [R5 e k.

PRI AT AEATA Y pi BRI (i T, HI Bl i A6 TR — 9 mi k.
ANSCHF TLS ACHILE .

SNMP fCEEF FEAHE TP HuhE40 A5 — NASA. BTV HAERER & 400 .

73 Cisco Secure Firewall 3100%3 2 ASA &8+ .



4 Cisco Secure Firewall 310025 ASA %3¢ |
B sunnss

43 N U A8 FH A Hb H i 7 JE 32 AR E TP Hukikidb 4T SNMP 484, Gn 5 SNMP AR P4 ) 45 0F 1P ik,
W) 24356 2 B A T SO, SR T R P e T 2R UL

2 H SNMPv3 BEATERERS, W RS AEWI AR AR RE T B IS DT AR BT £, W SNMPV3 HH A S E
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=XiB
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Z% HES NetFlow Fi&EEE
R HE - RPN SES AR H QR ARG HEN R BT UL E H &l sk, AT

RAEFR G H RS SRSk 7 B s AT TR AN [R] (0 e 26 Do BT, SR rP A i A s Al 2 A2 A
AICE TN I E . WK H AR B A EHLAA AT B 1D, AT s AL R 4E H
S EHSB LR N Rl WK H & E S Be B0 A A4 5 | R e B P 4 e A
AT B D, ARG H SN St B Bk BA AT

* NetFlow - SERE R fRIEFAN T S B2 A 11 11 NetFlow 20853 . NetFlow 8 28 HAe A& ASA
FiA BBl IR NetFlow 3 H %8,
E %l TrustSec FOEEF

WGP 2 2 2 A bni] (SGT) fi B e ARG, #3607 20K SGT 78 251y 45, #edia =y imT A
R 224 S 0T SGT M B DURC ¥ 5

VPN Fn&S 2%

uli mi 8] VPN 2R Ihhe s RATHEHIY A 50FF VPN &
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o
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5 VPN AH G IR B FIUIE R e 52 o1 21 i A1 o

MEREIRE R Y
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panatz ]

B, SR S AR MUS AT I AT LUK ZY 10 Gbps [, WIXET 8 S & AR, fokdl
G2 80 Gbps (8 54 %% x 10 Gbps) 1] 80%: 64 Gbps.

R Ebvi
SRS PO TR BRI, T F AR
LSS SRR RIS ARSI AR B, Bk 2 3 B Aok

2. BATR RS AT AT H Al o 0 2 Wi I 28305 5K s ALSB R EAE 1 F1100 2 [8), b 1 e
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Rk B QR ROFR R A CIERRE. TR, ERXMEL T, AR RFR T RES RN, R
R IRERS S5, DUSC BRI T mORs DR B A Y R A

ARG R, TS PR ks, 28 65 1.
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R A ML A P I T AT O i 44 IO REPH 2 LR BERCIRZS O i P R IR S

* ¥/ 2% EtherChannel - i JHAEHHE % 2R S 42 I WX (CLACP). BRI A2 45 BEIRS AN
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FOEFNLNCHUE o B PR OB OREFFTIT, AT O NS R TP i) TP Mtk (RO, WRAEEE R
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