32 0 P HE R

AREEN TR ASA JEAT MCBE AR AR B A E 32
o P& A R AN Telnet 2505, 55 1 7T
* {# | Packet Capture Wizard it & FEATH#3R , 25 5 7T
* CPU T BLAMR T 55 11 5T
o MAHCE , 2B 16 0L
o IMPEVEREFI R , 2 23 1L
IR, 526 UL
o MRS BB Py st %, 2R 26 0T

% & I3 F %8570 Telnet 2545
A0 A R Telnet 259, WI7F ASA virtual A1 ISA 3000 #5288, 54548 H] CLI
PATZTS
A\

AR RIEREAATAE S ERRME, SRS ) BOIARCE, R EE BRI, T
fif# Firepower 4100/9300, 1524 (FXOS FLEFHR) - XIT Firepower 1000~ 2100, F1 Cisco Secure
Firewall 3100, 52 (FXOS WbfERigrE) -

k& ISA 3000 A9 2585

R ISA 3000 P& LRI, WEHATLL T P,

g2

PB R ASA G
FIR2 KU ASA, RIEEHAG).
P®I  HEE, UFRSHEREAN ROMMON 4%~ Escape i .

I ks 1]


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html

mikFngsEs |
B = 1sa30 toEm

PERA  EREHRCE NS, WAL T a2

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASA K TR 2 {i B IHE DA B BTSSR o Il I TG E A A A E,  MER SR .

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

onf
[ O
[ 1]
[ 2]
[ 31
[ 4]
b

SIS T N CL R Ay 2 F0 N4k ASA:

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASA INEERAAECE, ARSI E .

PER6 A A LU A& Ui R EXEC #E:

ciscoasa# enable

SWT RGHURMAKTN, W Enter 8,
B
SIS MBI S I SR

ciscoasa# copy startup-config running-config
HE IR LL K Ay Uy ] 4R Re EAR S
ciscoasa# configure terminal

TR0 WA LU a4, RS SR BRI NC B S e

ciscoasa (config) # password password
ciscoasa(config) # enable password password
ciscoasa (config) # username name password password

B it AnserE Hpg
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1 ASA Virual v msentg

SEN ELEA LA B E

ciscoasa(config) # no config-register

BAAOCE FASEN 0xl. AR EFASMEAGER, EsHmsds%.
SIE12 U TN R T N B (R Y el = B [ T

ciscoasa(config) # copy running-config startup-config

ik & ASA Virtual - 89 2 5035 Bk {4

TR ASA virtual EFFERSEBAL, 1§ AT EL T PR

UK

T Bs TR E 2 ASA virtual _E %4 3CFF
copy running-config filename

-

ciscoasa# copy running-config backup.cfg

S I8 2 HiHT A3 ASA virtual:
reload

#1123 I GNU GRUB 325, %7 Nk, %+ <filename> with no configuration load i£Ti, 4R 4% Enter
B SCPEA O ASA virtual EIERIAE SR SO 4 . BN R BB AN 2 fallback i [ 3))
JA 8. ARG AL 2 I JE B A

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

IR

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

SRR A KRR E SRR RS ATI .

copy filename running-config

TP

I ks 1]


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html

mikFngsEs |
. Z5 ISA 3000 @ {4 Y B RDIR E

ciscoasa (config)# copy backup.cfg running-config

PIRS HEHM,
enable password %74

Tl

ciscoasa(config)# enable password ciscol23

FE6 RAFHINCHE .
write memory

IR

ciscoasa(config) # write memory

25 F ISA 3000 FE{F Ry Z a8k S
A\

¥ 7 ASA virtual. Cisco Secure Firewall 5 | IC1: 28 F S5 v &5

LR P AL AR CR AU 7 I 3 K AL = ASA, TS AT A 2D 3R

FrIEZ Bl

7t ASA I, i noservicepasswor d-recovery fiy % iJ Bj 1 7RG B 58 B HF1E Ol 2 A ROMMON
B, N ROMMON B, ASA SRR ITE INAE X RGE . NPT BRI
EEN ROMMON #x WIS FEABRBR INAE SCIF R SR, ASA K EHTINGR . DR Ry S i e 52 e T
{8 ] ROMMON FEAX e A BCE, BT LR v B ST %0 . AHJ, A5 25 A 52 ) BART 1E
RAIZAH P A B AL E SR AR 20 RSO T, 208 R BIEIRES, 3 Ingos g
FOECE SO CaneTHD

servicepasswor d-recovery iy & BN fERLE U, ANHES . FE CLIFR/R b i N ir & i, W B AR
TEE NVRAM H o 56 B0 R ME— 775 78 CLI R RAF R 2o Al FAS TR A () i 2 I 27 il
EASHENWE . WIRLEK ASATCE A shi (ESSMWE) 205 S0 & A5 Sk E,
ASA 23 S E DU R I35 S0 E . Qi SRATH Wi 3 I 4 FH T 25 T A 28 B, )
S3NTLE I HEEAT 5 no service passwor d- recovery i 4 5 il 31| 25 FH 152 £ i AH 7] B B 2o

B2

SR E R

| BRI



| i AnsrsEs
{ F Packet Capture Wizard 2 & FIiE{THEIX .

No service passwor d-recovery
il

ciscoasa (config)# no service password-recovery

{5 F§ Packet Capture Wizard & & f1iz{TiE%E

T LIS Packet Capture Wizard Bt & AU AT i3k LU iR HEAT MR HERR o 3R v LU ACL Sk FR
TR I A YR EER H bR S 0, DA AN S AL R SAERAN AN D ORI
OO Fag AT —Miligke AT LAE PC EARAE R 38 DAFE SO 0 23 B Thoes e A e T R A

\)

AR BT HASHFIC% ) i SSL VPN fifi3k.

LG E AT, AT LR D R

UK

T KREHES > HEEHERES.
RGN W B EHIRAEA b, Do ) SRR SIS AT S . XSS E
PN
< EFEH OO
* WEZIX ZHL
* BATHIR.
 BRRARAE S PC (W3 o

P®2 pili ‘T8
R, RO W RBHAT 4. R DIK 3.
EAEREREE T, RE0K SR Ingress Traffic Selector fike, #5845 1% 4,

$I®3 7 Cluster Option JE5ErP £ LL FikIiz —LLg1T4ili3k: Thisdevice only % Thewholecluster, %X
Jr i Next DL 7R Ingress Selector 5%

WA A Select Interface FE F&fH A SkBz 11 1 A4 A

FEAEREIAEE, SECRSR AT 1 s €, 33514 1 CP-Cluster S B AE .
$I5 il Use backplane channel HLik i 4H LAAi3k ASA CX dis )z i F I £ 9.

I ks 1]
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. 1 F Packet Capture Wizard & & iz T3k

BT
[24

NN

%6

R |
¥ ¥ g
w0 o0

7£ Packet Match Criteria X Ik 47 DL Hirr— T4 «

o iy BRI F SR LT LR e T UCEC B B ACL, AR5 M IE#E ACL Rz g & i 4%
ACL. xiili Manage LA i27r ACL Manager %it, LU L E 1) ACL iS22 151 R by %
. ERE—A ACL, 485 Aiili OK.

Jet FIAC A BAE A IR, ARV M FIRIE I, AOCEE R, WS s seds , 5

8D'IO

- ili Specify Packet Parameters ikl LI 5 40 (. 541

a) f£ ICMP 3R M s ar L Rz —:
pEEd AR BN R R PR SRR VAR TN, AT ICMP 3R T BL.
c EREIREMRE, AT IEF RN O TR T O IPsec $dn Lk A KB x H ik
ATk
 EFRFE, DPARRF RS R AR

BRSE, WS R, 5 8 UL

mii F—27, Plgznt AREiEEs s,

sl RO PORIH, P D BB .

FEARAEIA ST, BRI T I, i3 CP-Cluster R IEHE.

i BT DR IE RS BN E 2 EANE R, WS DR R, 2R 9 L

BT MR DA RS T B IEZ AR, S ORI, 5B 9 UL,

MiiT—%, SR RXFEIRIERE. 1200 22X DAgk4L,

1E Capture Parameters [X 1% ' Get capture every 10 seconds & ZEHE DIEEAERE 10 #4T B 3h HE & HT

gk, BOMGOUT, MR IR X .

f& T Buffer Parameter s X 805 5 22 10 X OR/INRIEA 0K/ o G2 0h X O/ A i 3k m) FH T A7 it s Ao

PR RKAAE R . B BN 2R v LA M K B s . Bl Tt sl s At A< i) el A0 K/ BLAG

RILATREZ A5 o

a) (k. [UEH T 24P k5 3100 %) 1k 3R S GEAE DUl fili 3R 1) A e WL 60

b) FIABHEE RN FRIKNEHAN 14 - 1522 NPT ST TARHpL B ik, A0 EH
N 64 F] 9006 T

c) HINZEMIX KN HRI KNG 1534 - 33554432 N5, S TR HbIE R i3k, ARk
NJEFEL R 256 3] 2048 5.

d) & Usecircular buffer 5 AE LAA7fif A 2k 1 20 42 .

pE i PRI BB, WP A M S A b T, R T 4n 7 e d (H A Bt 0.

R T —=F LR S, DR RS b AT B IR AIE T CUn R 2 SRR
RIEFSMEMA N ZN X SH. WS 52 L4REE,

B it AnserE Hpg
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$IE14

LIE18
£IE19
T 20
TEN

TIR2

grapen [

Mii T—H LS oRiE i Tigakbiss, AR5 s R UOF el Sk “2” , ik, %
gk, WS TRz . 10 0L, WS R AR, W RD IR 16.
s “FREHIREB X", H FIARMGERIX 250, it Clear Buffer on Device LAHIER 4 i Py 2% f:
TEGZ IR X H G H 23 ) DU 3R 5 22 5 4
TEAEBEIAE Y, 7E Run Captures bt % EHUATUL F— 2 NP IR
* fiii Get Cluster Capture Summary DA FALHE T T A7 se & IR B iR (5 28, L BoR
(3SR & IR E/HERTIE/RERS S

* nmiii Get CaptureBuffer Ui 5 & SR & PRI R Z M X . RE0H o CaptureBuffer
from Device X 1HHE.

* niili Clear Capture Buffer LUIHERAHEH — & BRI 9 AT A A, JFEE P X it il =
P HEINdE 2 €A

MR IR DL s RTFE N T AE . BT LR FEORAE N 3Rt gk, sRIRIINIRAF I ¥ . 1
Z) IRAFAI AR LA GRS

Riili SavelngressCapture PLZ 7R~ Savecapturefile 5 iGHE. $5 5 PC LA EALE, SR )5 i ili Save.
M BEMERIRE A, UEZIETR > Egmb e 8@ e v, DUES A A D3R
Rl Save Egress Capture DL 2 7 Save capturefile XfifiME. 55 PC _FIAEREALE, SR)5 fiidi Save.
Mt BEMERIRE A, UUHZIETR > Egmh e EdR O/ v, DUES A H D3R
miiti Close, #AJ5 siifi Finish iR i 5.

e mIRAEN

THEER

o RET DARCE A S AR BB AR AU SRk S SR R B i P ORI I S ORI I B
P, o

 FELIEFEMRAT, —ANLE VLAN HAERCE —AMiligR, Ui E 0BG — A3k,

o WIRMMERBEECE M GE3D ik, WEA MRS LRGSR, B 2 a5 O e A 5
BB R B2 SR 3R T TR A fe ke AR s sk &

o PNZHIRPTRBRI D BT A I s g 3, AR LS VLAN B ILAb s i
R, i R, 50 A o AR 5 B A9 VLAN J8 FH gk, PR [A) I 3 50 A Fs
= B 3R E .

o X DR, R MRS S AR S A . ME— OB A A IR T ICMP A AR (A
I ICMP R SR NE AR RA S0 o fEXFMEN T, ikt = VLAN BTl s H
FIHE T ICMP i & .

ks 1]
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HAoEm

o W ASA B S A A kAN IERA R TCP #:k, IF I invalid-tep-hdr-length ASP 2 37 J5 [4]
M EFF IR LR, WRRBOX LE B £ 42 11 L) show captur e &4 AR 23 R IX S 3i 40

o I BERIR TP I s AREFZRIE IP F3ER (W ARP) .
o PTG SGT Fric e, ik s a5 151 PCAP & 2% T e Joik iR a1 HiAl CMD i

o B QAR OAT R G TR NAT. TCP B A sH A 3 45 e 00 9 (K D RE T A8 sl A
PER M EE .

o B AR P N [ R AU S50 B0 PR 2 iy A BRI JC TR S Bt i A G (o A BRI B A . 3K
Foft 2 5 R R T N PR AU L AR R A AR . C NSRRI o DU E L U hT e B2 I

o B/AEAER - EHU 2 45 NAT iE54] .
o FERZIIE [0 R B RS AN R S ln,  1E [ 3K H) UDP 8% TCP, B )3 K H) ICMP.
 1ELE T H ICMP 4554

yeid WP rh=—prize 3=
SEREA LD R FR B %, DU SR B, BT DL 5558,

UK

T N MAIR PR O 2K,
FIE2 AN BN, i Use backplane channel Bk %0 DLk ASA CX %t 2 1 b 15

(I

PR3 MAND HAR AL
LB A FNERER I BEEM, v ah. eigrp. esp. gres icmp. icmp6. igmp. igrp. ip-
ipinip. nos. ospf. pcp~ pim. snp. tcp 2 udp.

a) N4 ICMP i N\ ICMP 28, o] A2 AU HE: all. alternate address. conversion-error echo.
echo-reply. information-reply. information-request. mask-reply. mask-request. mobile-redirect.
parameter-problem. redirect. router-advertisement. router-solicitation. source-quench.
time-exceeded. timestamp-reply. timestamp-request. traceroute Z¥, unreachable.

b) AW A TCP 1 UDP W5 e 5T H bR 1 IRSS o  w IR E AL 45 «
« %% All Services LI T A IR S5
* %F% Service Groups LA RS 4 .

BAER e RS, WEIERLL NI T aol. bgp. chargen. cifx. citrix-ica. ctigbes
daytime. discard. domain. echo. exec. finger. ftp. ftp-data. gopher. h323. hostname.
http. https. ident. imap4. irc. kerberos. klogin. kshell. ldap. Idaps. login. lotusnotes.

| BRI
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Ipd. netbios-ssn. nntp. pcanywhere-data. pim-auto-rp. pop2. pop3. pptp. rsh. rtsp. sip.
smtp. sqlnet. ssh. sunrpc. tacacs. talk. telnet. uucp B¢ whois.

$IB 5 7F Security Group Tagging X8k SGT number & XEHE -4 A 224 41 K525 4w 5 LAk SR} TrustSec
R 55 e B ik . A R0 e bR 28 g 5 Yu A 2-65519,

$IB6 (Wik. {Vi&E AT Cisco Secure Firewall 3100 %£45%) 28 IR BMIBIR 3R, 5764
(Switch Control) X1k, & 32 #H1 (Switch) 2 IEAHE .

pEEd JA FIAZ BN Ll BRI, 15 1) 81 3R IE TR e 45 o

g — Y =1=]
ll:l:ll D)ﬁ.iﬁi*ﬁ g
FRCE O YR EH AR BN MEE, DL AR U R H bR RS, AT BT AR

UK

LB Al Select Interface PRBEFE AT AR D LB . i Use backplane channel R34 4 LA FR
ASA CX il 2 b i Ao

P2 N FRAIRPIERE I O A4
FIE3 G YR U4
LA N H R EPLRTR LS,

TEN FIC B B P R 2 O

SIS (Wi, (GEH T 2240 k8% 3100 B4 Wk C 8 AL s i3k, 1+ ¢ W8 VLAN Fl4b
B VLAN Yol (1 3 4096) o A AU sk, S0 O mEisesy . 4 8 il

Zifx

ENCERIR AN Gph DN, DURAEES Sk A A G2 b D, AT BU TR D 3R

iz
SRR SR AT LUA G S KB A o A AT i I Bt A U AR T RE 2 A4 L
PR 2 AR A T A7 R R B R AT B

SR 3 MGG DORAF R ORI ZT X A By Sh A7 =S 1Rl Sl S 7 s d TH AR 2
Pt

Tif

I ks 1]



TE1
PIg2
PIE3
PIR4
PES
PIE6

PR

(XESLER

$IE1
IR 2
$IE3

PIR4

it FnsrEsig |

Summary 5f R TARRFET CWURAERI BRI« WiRIERERS, DURAEZ AT R 3 e A P
M AR 2 X S 4

LR ST IEA R . AR MR R SEE s N L ORAF B QAR RIS R 2 b X
THAT LU N DR

i

s Start BUS sk e e 0 F SR el 3k 2 i .

ity Stop PAMS 1RIE e Bz 11 E A AL Ik 2 1

M5 Get Capture Buffer DAFREUE: O MRSk E e G I,

riihi Ingress DL R A 42 0 _EIGHEZRZE M IX .

il Egress LU R D82 10 R3RZE M X

#iili Clear Buffer on Device DL % ERIZErHIX .

st R BN AR IR 28 B A LUE S i S, MBI E TR > I 4 e N Hf R e
WE/E7 S

miii Save Captures LU F] ASCII o, PCAP ¥4 20PRAEN LA 3R

TEREON VRIS VB A Al 3R R A7 2 ASCIT B PCAP SCPFA% X AEAT#E— 0 Bl A 0 #, i T LA
Nz s

UK

My ASCIL LU# ] ASCIT # ARAE A FR 21X
miili PCAP Ui H PCAP #% X ARAF i SR 21X o
MR FENOR3R (Save ingress capture) DU & ZEAEILH RN FI 80 A SR i) ST
MR EDH O#3K (Save egress capture) DA @ B AE H A ARA7 H 1 s G sk it ek

| BRI
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CPU £ H15 LAk &

“CPU FH " (CPU Utilization) IR &5V 5 T g i8] WAE A0 CPU Horth. %, #ZOAEdEE g
N BT KY 30% £ 40% [F s CPU B8, 1EEIEINBEsiT RZ 60% £ 70% A& .

H i vCPU {& A ZXASA Virtual

1 ASA virtual FAif] show cpu usage #ir4 it 7% CPU FIFI 45 KL ASA virtual vCPU i % it
™ T Beig A, RSB BERE N vCPU Hl 4.

RGP (501 VMware. Azure. OCI%5) 45 #0 vCPU i H 1500 B35 BT & i) ASA virtual {3
T A :

* ASA virtual 7% P I i)
* FT- ASA Virtual VM 1] %SYS FF4Y

* 7t vSwitch, vNIC Fl pNIC Z [ 3 EHn 0 1 T8 . BEIFES vl e < AR K.

CPU & i R
LELL R rp, R4 (1 vCPU A SRR AN
* ASA Virtual #%5: 40%
* DP: 35%
© SMERERE: 5%
* vSphere 1% : 95%
* ASA (I ASA virtual #]R#) : 40%
* ASA R 10%
* A 45%
THR T HAT RN PR The,  LLAAE ] vSwitch 76 NIC b5 vNIC 2 i) 2 K 0.«
H1 T ESXi k55 as B AR ASA virtual R IAB T LB TIT8Y, PR AT g 2s it 100%.

VMware CPU {F i R &

7f vSphere H', piihi “ERIHUMERE” EOR, REAT “BR” Do “BFIER” FRYIE, %
NG R VM AR AT vCPU % (%USER. %IDLE. %SYS %28) . WEHAEDT M
VMware [P B T fif# i CPU FRYRIMALE

7E ESXi IR45#s4h5e I (i SSH Uil 4h5e LR ML) , esxtop &R . Esxtop A5 —5
Linux top &K 7ML, 4 vSphere PERERAE T VM REFE S, AL FER:

MR AR
|
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B Asa virual # veenter B %

* VCPU. A A7 104 255 ] 28 fR PR 45 6L
B VM I EERRES IR vCPU AT
* WA GEATINBEA M) RS GEATINEEA ND , DURGETHE B RX Z 5 R

ASA Virtual #A vCenter B3

ASA virtual 15 vCenter Z [H][] CPU i HI % (%) {715 2% 5+
* vCenter HF{HIEZ KT ASA virtual {H.

* vCenter #RZ N %CPU i HH#; ASA virtual FRZ K %CPU FIH#* .

Ait “%CPU FI " Al “%CPU i 2”7 RoRAN IR 1) 4 74 :
* CPU F IS4 AL T #J3 CPU %11 .
* CPU {42 T3 CPU ML FLINEH CPU ZiitfE B B2, T4 vCPU,
L FEARATIT .
vCenter #41 F J7 U THE CPU fE % (%):
L EE A RS CPU BT, BLE ATH] CPU Y 11 73 e 3os

VEPHSAE AL T L CPU IR, AR IE TR EIRAE RS, SRR AT nT AU CPU 1)
35 CPU I

B, wREEA AN CPU MR IALE N RAT A2 CPU 1 BN Biafr H CPU A%
100%, WHZEMHLC 584 R B CPU. KL CPU A7 508 . L MHz 4 S0 ) £ ]
/R CPU # x R0

M EEE L MHz hy BAAT [R8 225, vCenter 1 ASA virtual {H 2 —%0#) . #R3E vCenter &, MHz %
CPU i IR w55k 60/(2499 x 1 4> vCPU) =2.4

Amazon CloudWatch CPU {5 R &

T AE A TR U BEES,  DALhRm VE P 580 AT LR P SR ARy 5 91 (1 CPU A
%é}ﬁi""fﬁl%\'

UK
PR 1 477T CloudWatch ¥l &, SRJ5 75 T ATE K HLEFE $845 o

PR 2 EFE EC2 fEbrdn 42, RSk SRBehR 4.

S8 3 FHEEFE P CPUULlization 33% Enter 5. &8 S2WI 0047, LUEZR1Z S [ CPUULIlization
TR ETE .

| BRI
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ASA Virtual 1 Amazon CloudWatch Graphs .

HAXELZEE, 2 Amazon CloudWatch 3CAY .

ASA Virtual #0 Amazon CloudWatch Graphs

1 F4E ASA virtual A1 CloudWatch 715 CPU 1# H R 177 2UANF], K1t Amazon CloudWatch & 44
TR .

ASA virtual ZEFR AL FIZATH, M4 CPU EREIZAT — MR B M 0, A& 3N i ok
ATA A S PR A o T CREFRE MO R A AL TR PIRAS, AN FT FF/C 1B Intel FEJECR 250
E NI e Y INTITE e =L

7E ASA virtual W3, SIS BLAR R 2R AT R, JF H CPU AR 2 CIERTH . (R, 7F Amazon
CloudWatch I, BT AFEKRBIE R CPU N3, KA CPU MMHA BT R4S, X
33 CloudWatch 7 i CPU 1 H 2 43 L (85-90%) .

Azure CPU F HXRIR &

PATLL NP8, ] Azure Monitor "1 /] VM Insights £ 147 % i #% VM ) CPU FJ %
pUE ]

I 3 Azure 1), HEF MRS, RIGHE SRR E S0k £ ERA .

SR 2 EF MERE BT LU /R CPU Utilization % K3, SR W /R~ 34 Ab B 43450 FH 2 5 (P . & v
Hlo
HPATU T HEE, HEMNETE Azure VM &8F CPU FHZEH 4 ELEZ
SUE ]

$IB1 3] Azure 177 IFESR UM .

P2 VM FIERY, EPFE VM.

PR3 fE W o, R g
$IB 4 k£ Performance i1 .

ARVEMFER, TS WA VM Insights 22 I 1ERE K

MR AR
|


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
https://docs.microsoft.com/en-us/azure/azure-monitor/vm/vminsights-performance

mitAngE g |
. ASA Virtual 71 Azure Graphs

ASA Virtual #1 Azure Graphs

ASA virtual 5 Azure Z [H][f] CPU {fi FH & (%) /#1522 5. Azure BIJEEIF %4 =T ASA virtual 05,
K28 Azure ¥4 CPU A FlZa vt 50 i 2048 I 481 CPU (W%kiE, F5x B nT Hl CPU B 45tk

VEPHSAE AL T L CPU IR, AR IE TR EIRAE RS, SRR AT nT AU CPU 1)
35 CPU I

B, wREEA AN CPU MR IALE R AT A2 CPU 1 BN Eiafr H CPU AT
100%, JWHZEMHLC 584 R B CPU. KL CPU A7 500 . L MHz 4 07 ) £ ]
/R CPU # x R0

Azure X VI HEAE RGER I CPU A THOR R, % ELUF5:  ASA virtual 7% CPU
1 40%, RN FFAR S CPU M 90%. BLAE, WIS ASA virtual 755 55 & (1 AL PE AE
CPU i H R ] RSB 80%, ARG ERINLIE IR il fe &t CPU MTH HIBIL 95%. X4 FHE
UL FEFE X ASA virtual CPU JEAT 4591, RIE ASA virtual JURFER RS R Ig4T — N R m My
UG, RIHZWNAT N

Hyper-V CPU {F B Xk &

BT EE T 2RSS 4E CPUL RAM FIBEAL A3 [RGB A5 BAh, BOe T LA F/ AL . VO MM 2 (5
Ko AR LA R T 5 B At A o IR S5 2 G A IR T SR . SR Al I 7247 nova % P L R AR
#| T4 (Cloud Control Panel) Fifi KA 1] AR 25 4% o

TET AT HIZAT L R4
nova flavor-list
ROK BT THIMIRS HE . RS TR EE:
* ID - iR 55 A5 & 1D
© G - Hie RAM K/INFIPE g S8 B br i R I 44 R
* Memory MB - Bt '# () RAM &
o WAAR - WEAL RN (BLGB ALY O T— A& 2 55 4%, BN RGEREAL /M)
R E7 R ST PN
o A - AT TR RN
* VCPUs - 51CE RIB K R4 CPU IR 80E

* RXTX_Factor - 431t 45 1% 4% 2 IR 55 %% /1) PublicNet %ty 1. ServiceNet %fi I AIFE B M 4% (=M 4%)
()71 55 (LA Mbps b B4

* Is_Public - KAl ]

ASA Virtual #1 Hyper-V El#2

ASA Virtual 5 Hyper-V Z[[][¥] CPU {2 (%) 171E 2 ¢
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* Hyper-V B A5 KT ASA Virtual {H.

* Hyper-V #RZ 4 %CPU i fH22; ASA Virtual #1228 %CPU F|H %

ARif “%CPU FIJHE” Fl “%CPU i %" FRAFKIZI:
* CPU A H]%424E T #) 8 CPU MG HHE .
* CPU AR HE T3 T CPU ML LB H CPU il 5 8. (B2, W T —4 vCPU,
B REAFTIT
Hyper-V 4% 41~ J7 it 5 CPU ] % (%):
A AL CPU I, LR AT CPU I F 4 L RoR

B SR AE T LI CPU MEFIE, TR R0 TR BB REE, R HMLA 747 AL CPU 1
P CPU A%

B, anF AT —AS L CPU HERINLE—N B DU CPU Y ENL_EIZ4T H CPU I &N
100%, WHZENLC 5 HR—M# CPU. MR CPU i R 70 DL MHz S 57 i) 4
KR, CPU HUi x AZ LA

)

IR @A A ASA Virtual #45,  DLSREGERGI) CPU 1R T 40 L.

OCI CPU EAZERE

fnT LU SS9l FR b C oci_computeagent) #5E OCI H11#) CPU FIF% 1 2rtb. CPU FIH H 45
bl os CPU BNGENZ0n],  BA AT SIS TR B 7 20 B . 3T L N PR DA A B A oh 5 S 1 A 1]
%

iz
TR ST AR, KA sl HE R 526 .

P2 fuhsl, RJE s FIR N IERR
W3 AEE A 4 8 ) B FR % $E oci_computeagent .

ARWEAER, WHS 0 LGRS .

ASA Virtual #1 OCI &}

OCI BB a2 5T ASA virtual 1%, N4 OCI ¥ CPU 1 FH 2315 0 i& sh 8 H 14 s 8L CPU (9%
2, $5E ] CPU MK H 4t .
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B smz
UV AL T =N CPU MR, MiAS &I TR E RS, ML Bra vl L CPU (1)
SEHy CPU A,
B, AT AN R CPU B ERIMLAE — N BA VUM CPU 1 ML L1247 H CPU AT %K
100%, NhZBRNEEEHR—MH CPU. BRI CPU IR H A8 UL MHz Ay 5y i 1d
HIEPL CPU & x A 0%

TR ELE

AT H U R A ASA BN RIS, Wi ping ASA #2001, DLR WM iE—ANEE 0
ML ping 25— AN B ENL.

M E A ZEHE: Ping @bt

ping &R LA, AT FH A AL TR TR AR A LA R T 2 M N, LA F R4
P4 ir 4 LR T WL P i S A4 K I A
{4 Ping AT RIE 2

i—'l““ ping BRI, RGE W& AREEPE I Hk &SR AR . dbid R n] LR 2% 15 2 AH B
« VORI

AT LMt ping SRPAT LA IR :
o [P AN D - 07 LR R —AN ASA E A —AM 21010 5 — AN HURGES ping,  BAAMTRIER IR
J7 ARG RN AR “up” RAEFIHEAE
* Ping & ASA - W UUEHAD ASA | ping FE/NEEIL, ARG IE HOZ 75 E 4T TR IF IEAE MY

* Ping i ASA - A LU I 7E ASA )5 it ping FoAN 38460k ping i1 1A ASA. HlE e BEAS
7 T AL IR 8 Sk AN TP ) ASA B 11 o SRR 2550 P IR U 46 RO 11 B8R I, I [T A7 35
AR

* Ping M 00 25 B4 (19 AT BEHRAE - 1T LUNIEAS ASA 2 H ping MERLIEMRERIZ AT AN IEH I I 2% 5055
D SR VG B AR A H A R [, DT I o6 A7 A 1) i

* Ping 1 (38 15 - AT LAMNFEAS ASA$2 11 ping JEFZ CLANISAT IE 1 A 28 B & an R4zl 2 03X,
T T 5% P LE A SR R ) B R A LA A

7£ ICMP #1 TCP ping = [8)3#1T1%

ASA HUFEFESE ping, B4 K% ICMP [RE 3 sKAE G 2 70 IR [m] rh SR E Lk (RS A f . Ry
AH K W) 265 B0 £ 8 AT ICMP W, Xt badE THIF B2 IERIZAT. lid ICMP ping, %A L ping
1Pv4 5§ IPv6 Mtk sk M4

{HE, FEERZG AR 1 ICMP. WIS 4845 11 ICMP, W] LA H TCP ping MR M 46 3& 4% . X
J TCP ping, ping £ 7;21% TCP SYN s, WiFAemi Al 2] SYN-ACK, W RF0K: ping 114
. J@iL TCP ping, #&n LA ping IPv4 Hihtsk EHL4, HZEARALL ping IPv6 Hill.
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WIAE, ICMP 28 TCP ping Jl) H i WG48 ] i bk AL T35 SRS I mi B i 2 R AL . 1K
R FEAERL LW TAE . AEB& FsAT i A SR mT g 22 By 5 2R AT Dt o e 46 o

BOATHFOLT, 0T AN 22 i o ) ping 2122 A MRS 1 o X755 ICMP I RTAT fevF (el R
PERIEAT . W R AR kAT ping,  WIHGEEN ] ACL K eVt i .

4 ping ASA H5 VN, NI T4 K B A7 TCMIP I DS a6 200 A8V B3 17 S et A0 0 [ i 17 it 0.
ICMP UM AL A R AN B XL, AR SE4s SeVFRL AL I RIPT A ICMP i

HEREFP 4R 25 F ASA #2111 ICMP ping 5l ik ASA $47T ping, % RERT 2 5E BT ICMP It

fl=o=

H.o

UK

i DR TCMP I F8 VF (138175 S/ 1A Wi 1 o

ICMP FN AT R, T B3 26 B4 1) ICMP 38 (0 . i AR H ICMP HUU), R 454s i
i ICMP Vil o ZEIXFREOUT, AT EIATATATEAE .

B, WHR S ICMP MU, 356 AR AR AR O A2 Fe i A1 IR i R R T 326 [P 42 v R PR AT s
HERF . £E Configuration > Device Management > M anagement Access > | CMP % 4% Hfid & ICMP
F

BOR VS ) FEI SEVF ICMP.

ik ASA ping MU, U7 [ BENLAZR S EF ICMP St B it AR 0] 5 1) JE0 D6 20 52 /0 Fo v B3k 17
SRECHEAL/[B124 [F] 5 ICMP B4 . #8A] LUK S R0 0 k4 J= B

RS BAT VT IR, R B AR VE B (K FCA i 2R, DR Ay fia 32 10 A i 7 R 408 1 o
— ARSI, b BT AR A

1t Configuration > Firewall > Access Rules % # 10 E s i A0 . i A K H fgas i, - )
AT LAAE 58 Bt N B B s o g )

)i H ICMP K5

55 ping #HAH &, dliE ASA AT ping I, FEEHAT ICMP Kl Al R vFR MR CEE,  [alik[E]
HHHE) R MFBRGE ping BTN, RO AR Bt AT — e, BABS 4R 2 R AL Bt
T LB BN A JR R U S o 5 H ICMP A U B AT

a) MKk Configuration > Firewall > Service Policy Rules.

b) W4 inspection_default 4= RN

¢) 7t RuleActions> Protocol | nspection #£1 K [, #%£ ICMP.

d) s OK, 285 i Apply.
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% ping (BB, HFKIGLESE Tools> Ping, #RJEi A2 ping K] FH AR 1P MUk s M4, AR5 A
di Ping. X¥1" TCPping, WL+ TCP, I HidNALE H bR o IR0 5 W] AL 18 L AT A AT 0
WEK,

ping JEII I i 7

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

R ping R, XEFARRCRMCZAR, R 2, IF HBh R & B8 100% GEa R E
R 0%)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

B3, BB n] LIS NS H AR ping B)—4475 1. BAR 2 AL I :

* ICMP ping - ] DU SR H] TV 1P MUbE AR s A, B 04 10 Pl P 5t 6 e 3 ) B o 2
%o MBI LL ping IPv4 B IPv6 HikibEL FH14 .

* TCP ping - & 75k B ping 1 HFRiEHRE TCP 5 Mo B4, #%+£ www.example.com 80 K ping
HTTP i o %80T L ping IPv4 Hihib G 4144, {H2 AR LL ping IPv6 Hidik.

R4 T LU AR E I FUR TP ik (082 15 (B, S 08 10 el S P i it ey A 110 6 ohy A i o
teJr, T LA 8 T 5 ping MM CBRIMECA S0 BRI IR CBRIAE N 288D

Bt ASA Efz

UR BTN, ASA SERAAT I RGN, W DCR A LAUR — i e

FHiaZ |l

W BEAERER TR AN REZHENEE, WHHEHHEILS (A logging enable iy 4, 5fE ASDM
HAK I3 FE Configuration > Device Management > L ogging > L ogging Setup) -

UK

TR LB R L AFR, LG 1P Uk (K R ASA B2 S SR K. RE RSN AT

BRI B e AR — A Bl AL T T ping ASA K1 4% ) 55—l
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B 1:3%0. HBESRmENAMLEE

Haost Host Host
-l 10.1.1.56 |:|I 209.265.200.230 |:|I 10.1.36 ﬁ 209.165.201.24
% Router % Router % Router eﬁ_nuter
dmz1 outslde d 23’/ |
1921 20816520011 qg2 4 Uutsl:de
68.1. security0 &8 3 securityl
N Ti ASA
ransp.
=} Routed ASA 10.1.0.3
r T . -
dmz2 inside dmz4 inside
192.168.21  1o92.188.0.1 192.168.4.1 security100

se;u rity40 Eﬂc:urlh_ﬂ og  Secu rl‘q,.rBD

S B B S
|

i1u.1.2.90 10.1.0.34 !10.1.4.5? Bl o115 E
m

—_—
i3 re——— e ——rn

Host Host Host Hast

IR 2 N EHEEER S 28 ping B ASA #:10. KT BRI, ping BVITP Hulilk. sl v {5 ASA 4%
HAL TGk, JF BB DB E Ef .

WA ASA B A TAEMESIRZS . BOBCE AL, 0 ASA 58 2 M A #ALCH] (SR
KD, ping BAEWTRES K. AEXFIMEN T, G ARERNE ASA, KU Sk &g H & A
;rz:m"ﬁo

2: ASA O #Y ping HF&

Ping % .

Host Router g
[ 3: IP FHE 1R 5| & BY Ping #F&
Ping =
» fi
R 192.1681.2 192.168.1.1
BUR Security

1g2.168.1.2 Appliance

1] 5

8

Host x
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IR ping [FIEEATIR IR H hids, WA REAFAE BN LA BUAR 1P Huht (ZHFED
MIZRE TN L ping BEAD ASA 1o X BRI, ping BVIIP Muhiko il il 2 FLHIa 5 (1 %
AT BEAE LHLRT ASA Z ) FH B AL, DA S ASA J& 75 ) LUIE A Mt s A% e [ L

W ASA VAT I R 8] 6 AR R R B R, ping BRAE T RERI (SR TNED o EIXRMENL R,
PRI SR ping B, HARZGIS B ARG H G R 110001, 575 LK dfh .
[ 4: ASA % AR B F 5| & B9 ping HFE

Ping
S o
i .
Router E

M ASA $211 ping 2 CUANIE H 1847 I 45 5 45
s WA WE ping, ALHAECF B G E ] BEAEAE ) R
o NS ASAHZ F O IERRRC E (AR IEIR F “ O R FR)” W iRk el 5, $2 DR r e ol

AEFT AP E O, 03P CATELEFIN BB eI 1 WTLAE ping 1% “ CLA FLF
07 AR TCRITEE, I BAA S — M P B R

MU R ALK B 2% ping 53— ME D R ENLEUK thds . TR ER A2 DR O, #RATEL
FRMPE. WA NAT, MRS NAT 1817 1E% .

Wk ping 2, BRI Wos R H S SRS B iR (305009 87 305011) , FEAfIA
28— ICMP % (3020200 . #&I&A] LU show xlate BY, show conns iy 4 & & 15 .
Wi NAT BUEH R, ping BEWTRES R, AIXFMEIL T, RASEWRRZFGHEMNE, 77 NAT
M (305005 5 3050060 o UIRAEHA TSRS N AT ENL ping W EHL, Bl
WA 106010,

[ 5: ASA KT HIHEE5H0 3| % 89 ping BEE

Ping Fe==
—>— AR -
I:L . —_— E
st Router Securi Router Host

Appliance

R ER E A 3%

T

DR T A TP M AR I A B e 8, nT DABRER T AL b DU S I 2% i A2 2 45 AT 1)

@i
°

UK

1 ASA EEREFMG T 0L, 26 21 i,
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T2 e ikt . 58 21 0.

{3 ASA 7EEREREGHH AT L

BOAFOLT, ASA ANSAF N IR AU R EBRER B i o B o, R 2l i ASA 8
I ARARIT R, EHE IS ICMP AN ] Ik 1 5L s 2 Bl o

B2

P AL RS HE /N TTL.
a) KIX%EF Configuration > Firewall > Service Policy Rules.
b) ASINEGR RN . i, R BT AT LAY/ TTL e s iR u), - AN 5 22 B e Fr ) o
¢) i m) AT HE S Rule Actions JUHI, KN H T2 /el N0, JHfeeim &L, g, #&
A LA 42 J5 ITAC any BRI

d) 7F Rule Actions T I, fitdi Connection Settings #£15i, 4R 1E+% Decrement timeto live for
aconnection.

e) siili OK B Finish, #&J5 siidi Apply.
FIE2 BN ICMP AN Ak i B R R
a) KiIK%EFE Configuration > Device Management > Management Access> ICMP.

b) 7E G #BH4 0 | Pv4 |CM P Unreachable Message Limits > Rate Limit {5 . i1, #f s 5
500

c) it Apply.

HEHIEEE

1§ ] Traceroute ¥ B #5652 2045 A 200A H AnHu bk s 28 7 6 b o BRI el ok 1) G 80 1 B H
bRk 1% UDP il Lsk ICMPv6 RISk TAFE. BT DR, IEREZ H bR i85 25 L ICMP 5%
ICMPv6 E I S Y, I ) ASA R 15

PRERES B SR AR RN R E5 3 e REA T HE DS R 6 W —A> TTL A B 2 th A 5 14T

T U

WMEFS 15 B

* A 30 B PAY A A 36 0 P i o

u BAT AT H AR o

nn msec B AR E R AR I ) (LR R B
IN. Teik Vi) ICMP 44, %51 ICMPv6, il i .
'H Joik i il ICMP EHL.
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WMHEFS 15 AR

P TV ICMP. % T ICMPv6, i IASH] 1)
1A BHPEZE I ICMP.

? F5 ICMP 45,

puk:

1 K% $E Tools > Traceroute.
HUB 2 A N SEREES 0 H AR B4 58 1P Hdik. % DNS IR S5 2% 00 & 8 1 EH14 .
P33 (AR FERERMRAE . 75K ZHUE LT BRIAMEHGE ] .

* Timeout - I 2 T & A7 Wi S (KT R) o BRINE A 3 7D

* Port - B4 1) UDP % 1. ERIME N 33434,

* Probe- 7ERFA TTL U3 AL 2 DRI ERINE N 3.

© TTL - R R de DA R EAF I TR (. BRI/ IMEN 1, (B AT DABEE B e R LR 7 ik
Mo BRRBRE N 300 U8 G E]IA H br bl SR B O IN,  BRER 2 k.

* Specify sourceinterface or |P address - S I/EEREAISIKIHE o B8] LA4Z 44 FR el 1P Hbdik 4 e $2
Mo X ¥ Ipve, ikfewdiie; HEEHR IR 1P Hhilk. 1Pv6 Hulib{ 1 CLfE ASA )5 H TPve6 I
A BT, Gb Ul B bk .

* Reverse Resolve - i€ WIRILE T DNS # Bkt &7 2R s Pl 8 MRl 102K . B
T PR IR TR Gz TP Mk

* UseICMP - &2 75 K2 ICMP BB, A K UDP £ .

I 4 fiidi Trace Route JTUAERER I .
Traceroute Output X8 i 77 SCERER B HH 45 R AR B

M54 L = 1= s AhA o
{5 41z BLIR ER g i SR AR B &
$45 T ST o AR R L - DA S BRI SO L e, RIS 1O SO P LB o AT S
UM AU NAT. B4, DMEEE RGa Avie 458

R TAFE B L, R nT U 2 S 45 RO IR G 17 2 4% TR 5 S A P Fe v B 28 R I 2
Bo BR T HAIERC B AN, AT DM TR RS R AMT o, B ses (A AR SR VE, (HANgan gl
It O .
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L1 KRKERIR > BUEERERS.
$®2  EHFRIEERENEZED.
SIE3  fFREHTERARENEIEERE. oJHMESEMATRE: ICMP. IP. TCP. UDP, SCTP.

LA (k. ) W RBEEREE  AHARST IR 2 2 CMD i3k (Trustse) FUEE 4, ik SGT
number, RGN LAEHRER S 0-65533.

$ES  GEWHBED WREA B RS EARED (B )a ke m & 710D , 1%+ VLANID
FHIN ID (1 - 4096). 4N DA Z FEEOKN, VLANID 47 /.

$®B6  GEUHR) $55E BFRE MAC .

G2 S EA € LSt pIER) A LN S T

T SR Ad ] JERE Trustsec, 1] LLIRE IPv4 5 IPv6 Hihik. 584 R E 44 (FQDN) 524220 44 FR i bric .
XFFsthl, %A R LAFE % Domain\username A% =¥ H 1 44

L8 FREhBURHIE:
« ICMP - fig N\ ICMP 2524, ICMP UG (0-255), Ff H. AT DLIEFEEE N ICMP AR AT .
* TCP/UDP/SCTP - i N A H Ay 15
* Raw IP - A AWl 45, 0-255.
W A IR AR R R A U A . EEBEIEIR N R R IR
a) CRE - KOS aEN VPN BRiE, 80 DURREE T VPN BEE 1 5 4 .
b) REF - T NSRBI L B A R R I A £

c) HATHE - Bk ACL. VPN Jiiikds. IPsec Y fl uRPF S5 0.
d) f&H - AVIEER AL H ASA.

HIE0 il Start LA EREEHR .
Information Display Area 7~ K E 6 A R 45 R I TEI{E B

IR REF I RFE R

TaT DA 7 25 P 28 48 B8 U L 2 1 i eI b o £ [

" AR s e AR ASA PERER .
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L1 {KIRIEFE Monitoring > Properties > Connection Graphs > Perfmon.
$IE 2 G0 LLAE Graph Window Title H 4 B B i A AR, b n] LLIEFRINAT bl

WIEI M “TATHER” (Available Graphs) FIE FIEF R Z UMK H, AR5 ATRN (Add) BHBER “ike
(K2 (Selected Graphs) Fll3. W] FRIEI41F

* AAA Perfmon - S KIE . FAFICIRIE K (1 REF0 17 K £

* Inspection Perfmon - HTTP. FTP F1 TCP £l i) 070 £ (0.4 .

* Web Perfmon - URL j sl F1 URL JIR %55 i 5K 1 A5 A0 185 SR 4o

* Connections Perfimon - T 1%+ UDP 4. TCP IEHF TCP £k M R AP 5

* Xlate Perfmon - £ NAT #4445 .

$I1Z 4 il Show Graphs,
TR LLZE B TP 5 e P 2 T D) e AN PR 2 o A4 th ] S E5OSls R PR AR A S S HE T B el

iR

T LU PR B A% (KT U )RR A7 845 R

g2

L1 {KIRIEFE Monitoring > Properties > System Resources Graphs > Blocks.
W& 2 0T LLE Graph Window Title th 24 BB A FRE,  thnT DLEREIA bRl .
1B

1% 3 M Available Graphs IR T IEFAHN A H, )5 il Add K IL#% 2 Selected Graphs %1% . n[ ¥k
TR

* Blocks Used - &7~ ASA [t H N AEH,
* Blocks Free - 78 ASA [ n] F 98,

$I12 4 il Show Graphs,
T LLZE B TEAL P 5 e P 2 I D)3 AN PR 2 o A4 th ] S 5O R AR A S S HE A T B

Al LA E CPU A%,
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KK EEFF Monitoring > Properties > System Resources Graphs > CPU.
&I LAAE Graph Window Title 7 24 BITE & HAASR L, 0] UGG FEEAT bR
¥ CPU Utilization ¥s 1 2 Selected Graphs %1%

i Show Graphs,

T AAE BB AL 5 R ML BT T DD e T 2 o st mT LS eSSt IR RO A3 DL R 3 Y s T BB

T DU B sl (e B AR A .

UK

KK EFF Monitoring > Properties > System Resources Graphs > Memory.
& r LL{E Graph Window Title Hr Oy R & AR, 0 m] LG FEIAT bRl

M Available Graphs 51| 3& FUEFAHN S H, AR5 s Add K HF2 % Selected Graphs 41176 1] A )ik
TRANR «

* Free Memory - {27~ ASA 0] I N A7

* Used Memory - fit7~x ASA [ NAE.

il Show Graphs.
T mT LATE B A 5 R TR D)3 AN 3R o st m] LS C5ccdis R rp s DA S HH AT A

FHIER CPU FRX

AT LU YE CPU _Fis ATt RE . 8T DISRAF AN ERE (M) CPU A FH A 2 LU {5 B . CPU IR G5
KU HE o, o e s R T . SErh 5 AN ERE Y CPU (s B, BonH
IR Z AT S #0 1 B0Rn S BB . IS B4 S B A s E R — Ik, RAESEESHE . £
ASDM 1, Giilf5 B4 30 PR — K.

FEAERANERN CPU AR, Rk HME > B> S0 ##1E/ CPU ERIER .

s LUE L B RET . FalmlE s &, sek AR BN e, 4838 m] BLS i Configure CPU
Usage Colors, ARFEAE 2 70 LUk B0 SRR st en,,  DUTE 7 (0 M= 41 v o P SR R
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BRSO NAF SR 4E R, 54 ASDM 2% H HF K Y% £ Monitoring > Properties >
Connections. FEANEFLIAE EAFEEM . JEA H AR HUIERRIE . 5 Ja — R B A 5 1) 7% PR

), DASGERR i

MK FERERR P 218

THREBFR FEEMA ks

PREREK HHSCHF IPv6 9.7(1) traceroute fir % LB S 252 1Pv6 Hidik.
B T ARSI TR > Traceroute

KT MIRFA AR R, SR Packet Tracer | 9:7(1) IUAE, 0T AR 2H B B4 1 T LAl Packet Trac
7T, packet-tracer SE .00 “ TH > B G IREREE "
VLAN ID F1E#r MAC ik 7B

SRIPIR PR E/ IR RN 9.7(1) B ] LT g5 BT AR 3k .

BB I [mF > SRS MIRES > 1
IIMAESURIETR . FRIaTHL b
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ThaE AR FEEMA i RR
AT B L R R L R T R 9.9(1) H 0 IR R A I DL T REA S 8
o PESERE VR £ 2 I AE B0 I PR R 12
 RVFEBHIEER AL H ASA.
* Ged B I e A
o BB A TPSec/SSL fift 4 it £
H A PR LA T REA 4 58
o TERARE A B o
* FRERER A HAR B ER A B
T BUAS U SE BA
TE>HRGORESR
NI SERHMIR T BL LS RF LU ML T R
®E. £
EFRBSIE Fhy13 N iE R L
I SRIEAIRIE 1D
#54% > VPN > VPN GiHE 2 > #4E & IR B a8
1E “HAR QAR T SR T ICM
65 > iR Gk ES
WINT WAL EIEE R AR, DAISCRE
o H ACL {8 ] JLAC TPv6 Yt fit A% i | 9-10(1) U RAEAE capture fir 448 match JCHE,
RICFF FALUCHC IPv4 it . BifE, &I LAEE any:
B, DUHEE IPv4 5L IPv6 JiiE . any KB
IPv4 Jit .
Hi/E S 4 capture match
J& ASDM 2§,
1% 1T Forepower 9300/4100 FJ#rdebug 9.14(1) IR AT 2 debug telemetry @4, M4

telemetry it % .

FARIIIRTH B o A BB AR S I, AT
I A

ARAE ARSI
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THRERFR Fa R ikl
ping fir & 4 9.18(2) N T SCRPA IR AIER I 30AT ping #:4F, ping fir &

AT A . R EA AP E e 0, YR TP ki
FL TP HHEUCAD, AH SRR H 142 FRR f s FH A
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