B RO B

AREANEUTE T ASA BAFIEE .

o FERIRAE, 1T

* f# [l ROMMON Jin#kmefg (ISA 30000 , 551 71

* 7% ROMMON % (ISA 3000) , %53 1T

o BRI, 2B 4L

o HHLCAE, B 10 0T

s WH ASA W%, ASDM FSZNELE , 45 16 7T

o S RIS B B B A S, 2B 18 T

s WRIRGEHFES), 24 W

* Cisco Secure Firewall 3100 I [#J itk SSD , &5 25 1
o BRPFRIECE DD dsk B 27 0L

TreR R

ARGCENTHIRE, 20 COFH ASA THHER ) -

&£ A ROMMON #n#xBR{% C(ISA 3000)

FAJH TFTP A ROMMON F2 B R AF G gk 2] ASA, AT UL DB,

UK

S MU ISA 3000 #54H & 3 i U6 &2 21 ASA F4 il & b 1 o
H1B2 K ASA, RIGEFEE.
YB3 ARSI RET, MR EHEN ROMMON U, 1% Escape .

HIE 4 /£ ROMMOM #ix R, & X ASA 8 WS, HEIP Huhilk. TFTP ARSs #sthhlt. WocHht ., &4t
WeAG SO R O, R TR

wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/upgrade/upgrade.html
asdm-719-general-config_chapter2.pdf#nameddest=unique_37

B =7 Rommon mzimiz (1SA3000)

rommon #1> interface gigabitethernet0/0

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asa96l-smp-k8.bin

pE s TR DR A7 AE P 451

HHHRE |

interface i -7 ASA 5506-X. ASA 5508-X. ASA 5516-X FI1ISA 3000 “F- & ¥4k Z 0%,

AN B 1/1 B2 6 X B S $h4T TFTP KK .

FIRS WUEBA I E

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

IR 6 X TFTP RS #:404T ping 5 4F

rommon #7> ping server

Sending 20, 100-byte ICMP Echoes to server 10.86.118.21,

Success rate is 100 percent (20/20)

BERT R ICE, LA

rommon #8> sync
Updating NVRAM Parameters...

SR8 MBI

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21

B &#nRE

timeout is 4 seconds:
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#4 Rommon i (1saso0) [l

Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

BN B % )5, ASA 2 BEhiE H ROMMON #=,

FIR9 M ROMMON B3 5l ASA NS AEFHT NN TR B R BTl R T EINAE . A RTe
TGO R, WS R ASA THE4EH ) .

H4: ROMMON BR{% (ISA 3000)

R LLT T2 1SA 3000 () ROMMON W%, 7T ASA 15, ZR4: L1 ROMMON A< 4450 K
1.1.8 B A . Pl T iU I8 K 5 | B T 20 31 BT A

THBETHREHRAS s Tk RS

~s0

w >

& T 1.1.15 B ASA 5506-X, 5508-X Fll 5516-X ROMMON T+, LAAGE T 1.0 () ISA 3000
ROMMON J+%¢. JfH., 1.0.5 [fJ ISA 3000 ROMMON J+§ It} 8] it 2 ROMMON RRAS W 15, K2
T 15 08 FFRMBETIEDE D W o WERFZRAE 30 7380 N 58 M R, 16 TR AR LR
RZHE; BMEFNEE W&

FHia Z |l

M Cisco.com ZRHUHT ) ROMMON W%, I8 L cAe B s 25 L LA 21 ASA. ASA SCRFFTP. TFTP.
SCP. HTTP(S) #1 SMB Iz 55 %% . 15 M EL N WHE T 2

* ISA 3000: https://software.cisco.com/download/home/286288493/type
JUE

F1 K ROMMON MG S HI3] ASA A7, BERTF Wos FTP BIAS: 4 copy 2, i HIH A IR 55 45 2574 1K)
k.
copy ftp://[username: password@]server _ip/asa5500-firmwar e-xxxx.SPA disk0: asa5500-fir mwar e-xox.SPA

T2 LAFEMHTRA, %A show module fiy & JFAE MAC Hiuhik i F & 2 A Mod 1 FR %0t H (1 3 1Al

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)

| wuikE ]
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sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

£ 3 T} ROMMON % .

R A

upgrade rommon disk0:asa5500-fir mwar e-xxxx.SPA

IR

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

MR, BT ASA.
ASA F5714% ROMMON BR, SR 5 FOHT Bk R 4L

FEVFZIEOLT, R80T AR L AS AR IF M LART AR R B B e PR VR T RS T AS A

Y VAN
= o

Bee 2R B /4 T F0 PR 1l

PR TE S 3 DL E .

RBMERNBEATENPERSFE- (UL, RN, HEPRIRRIEM . TR, i
SELLT ORI, AR, TR Hefh i EE F A AR B R N A, X P EUEHL.

B &#nRE
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3

rgapemirs ]

* PR B BB ERTIRERY 9.9(1) KARTARAR- 9.9(1) S B AL &5 4y 73 A 7 TR et o 2R

BIERE A 3 AN B 2B, BLAHRIT U PP R,
MEEREHINER BT A B e CREASERIF N B 5 B o
B 1A B B, RS FORT ISR .

S e EROARAEDhAE; CRELERLL, RS FOBT ISR .
A, BRI B RS, R A B IR

A Wb

- RS S TR FERE] 0.9(1) KARTAIARA- WUREANEI R (B REAEELRE 9.9(1)

CATTRRA I B AR IN RIS RE ), ARt i AR . &I, B RIRNEN, flinetr
[ RSCAS 0 ¥ 6 R R AU A B A

 FERBANINEFEIRETBVIE R T A 9.8(2) PEZR- WML E T WU, WIFEM 9.8(1) BRZint, #f

B FASHUN PR SR o AR BRI BRI WUR IO, AEFER 2 o P N I
o

s EBEEEEITRSHREIRE N 032 0.7 MWEYIER TM 9.8(1) FER- U FAE KR FF I [H]

(health-check holdtime) & & 0.3 - 0.7 #J5 FE4L ASA B, ML BEE KK A 3 FPAIERIA
B, PSRRI E .

« EEHBIERTM 952 SE 5 RAFEHRE 9.5(1) 3¢ R EAARAS (CSCuv82933)-71 M 9.5(2) [

Gy, A BAT AU R SCRF o B IR SR R I i) OB I A e o, PR 2438
F R EALLIS W T RCB IR, . WRAE S P AT B Uy FOBT N e, WIJCVETE R AT -

« FEERMRIER T 9.2(1) SESIRAFERE] 9.1 LR HARRZAR- A SCHFFAFHUN [H] BRI

* )\ 9.18 S E S ARAPELR (B RFR- 9.18 AT My AR, b fia)4R Ay A AE I el A2
A WRERL, el ay A, RO e AR g el 4. RIS i e e
forward-reference enable fir %, o tHILMLEE R, By & S IAE CmIbR . EREY e wr,
IR T2 ZHITA aldE a4, RIS TEREH G B AN IX i 4

EFARR T Firepower 2100 HIPELR BB 9.13/9.14 &R F 9.12 SUE R RRA—X T4
BE(K) 9.13 5L 9.14 #: e AT AR Firepower 2100: WU B8 5] 9.12 B8 FLRAS, B0k ICEkRC
BT L 8 gn iR FXOS FHIBA B G, 9.12 L FRANCE R P AR o Bk
FRASYR A $19. 13 80 B A, i i Al T FXOSHEBR AL B A A5 BR AL 1 SR 148 B ) A B ik
ATFF19.13809.14, WAL KA AUHT B2 M s 2352 05800, 451 T 37 e 46 B3 A4
¥ % . (CSCvr19755)

M9.10 (1) BERABHATEGEIFRI-th TR AE B P, A R TRRL, A 2000 e % 8
TEN RV REPCPHE B o OB IR REACERAL A I as SO, DRl A o SEEDBTE A REA ] TH A
REARBE BT A R AR & ST

« (£ PBKDF2 (ETZMAZAIREINGE 2) #GILIE, FIRZMERE] 9.5 F1REARA- 9.6
CLRT R AS AN 32 FF PBKDF2 HFIALH . £F 9.6(1) ', KEEHRL 32 AN F4FH enable Fl username
AT H PBKDF2 #0FIALBE . 75 9.7(1) ', FrA K EE B % i #0K 5 PBKDF2 #5140 88 (H1
ARG LT H] MDS5 884 EED) o i RFEG, W) enable B AR BRIME (5D o H P
AL ERENT, I username fir Ao W25 T O A H FH 7 o

wuikE ]



HHHRE |
| 2RSS L

3 F ASA Virtual ABRZR 9.5(2.200) FE4R- ASA virtual AR VFAVENPRA . T4 license
smart register idtoken id_token force iy & FHEM (5 F ASDM: 1% 2[5 Configuration > Device
Management > Licensing > Smart Licensing [, {1 Forceregistration i) ; MAREWR M
BRI ID A p.

s AME R AR FZITHRBRARN S FREREDBNEREYS, B VPNBRESHIZIEMRKR
B SRS L. IS OL N, TEROT VPN 34k, R PRI .

PR RMIFR T A R=RIECE

=B Y2 | R0 N S =11 N SR DN T s e 0N W e b 1] SN B 7 | I P & R) o T S R 7 11
AR ENCE . AT A G M R EASAT ThAE RIS I T Hir4 . https://www.cisco.com/c/en/us/td/

docs/security/asa/roadmap/asa_new_features.html

fas 0] DULEAE FH i 2 B2 Jm A B/ R 4610 /v 4. show startup-configerror s i m] DAZE 5286 % 4% EJAT
B, JUImy DAfs HT st A & B ROR, ARG AR AR B BT B2k

FERLEEDLN , ASASAETH RN A dr ST SR, DIARIE R A A, RIS T-3hld
B, R R BN ET A B . AT IH R E AT & 0y, T B AE R A
Mo ETH3) 8.3 ML, 4 A3hGIE &1 (<old_version>_startup_cfg.sav). HAWITH AoGld 4
e A RATRESEWTBEL ) B A ar TR HITEAE R, TS0 (ASA THEHR™) Y “H5E TRCOR
HENATIERS” .

TIES R O AR I . B e IR 56 4 T

B, 12479.8 (2) MUATIASAGFELL Fr4:

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab5l12$1234Sabcdefghijklmnopgrstuvwxyz privilege 15

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

MEFFLRN9.0 (4) I, RORAEIA BN 2L R R:

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
ERROR: % Invalid input detected at '”~' marker.

username testl password $shab512$1234Sabcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '”~' marker.

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '”~' marker.

FEARBIH, FERRA9.S (2) Wi T Xfaccess-list extended iy & Hisctp ) SZFF, FERAN9.6 (1) HHEN
T Xfusernamefiy 2 FHpbkdf2 () 2, FFAEsnmp-server userfir 2 H % FFenginelDSELE9.5 (3) FRAHITS
T

B &#nRE
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7t Cisco Secure Firewall 3100 £9i% & 1% T F£2% Firepower 1000, 2100 .

7£ Cisco Secure Firewall 3100 791 & %38 T F%2K Firepower 1000. 2100

K ASA WRASBEE N THIRCA, K& Oy ie BRSO R s E, AR5 BRI, WTLARRZ ASA Bift
JRAS o

FHia Z |l
VERE PP it EEAETH R e ASAREAT 6 A BC L, DAE AT AR R IHBC . A AR IHBC S, W] e A
FER R FT I REBCE SN REAHER I A o MBI ARAFRRAI S R AR AR iy 2

UK

AT S, W i A B A S B ) AS AT i v T R T I 28 H AS AR AR P A
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html£E X i
BUF, ETRC IHASAMCA A EF AR . FEEH/R: EALT R INEASA.

TEASA CLIH, BT ASARCE R HIB A E . X HbEsets, EEEH & LPATIHP . it
W IR A S B A W

copy old_config_url startup-config
W S A EAT LIS AT E A B R A E . M R 5 I AL E . write memory

T

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

HPTINA ASA.
ASA CLI
reload

ASDM

e k% £ Tool > System Reload.

£ 513X T FEZR Firepower 2100

fn] DL K & IC B A R BN, ¥ ASA RRCAVCE N IHIRAS, AR5 R INBOR L ASA
PERRCAS -

FiaZ |l

VERE PP ity ZEAETH R 2 i ASA BEAT s A BC L, DARERT AR IR EL . WORA KR I BCE, W] fefr
FER A H I REBCE SO REAAER I A 2o B ARAPERRCASIN S R AR LATATR iy 2

RS .n


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html

HHHRE |
B 5225 Firepower 41009300

UK

FR1 (EASA CLIT, K& MASARLE R HISRSIECE . Tty wE EHB& LpAT it &,
DRt L 2% B

copy old_config_url startup-config
TS5 AN BT RS AT I B R B R BN S . I 4 B s M4 L . write memory

Tl

ciscoasa# copy disk0:/9.12.4 cfg.sav startup-config

HIR 2 AEFXOSH, (1 MU FEAS B FXOS CLI, %My, Msss % s L iE 2 i ASATH e i wa vh 1 7
KL IHASATRAFRA o FERXPPE LR, 15 TR € IHASARAS T AN JE B AR o

F&4% Firepower 4100/9300
Yo LA 46 O AL B, ASA WA B N IRSEAS, 5 T AR 2 ASA i
e
FHaZ Rl

© SRR AT AR T R TN ASA AT # L &, DMERT LUK INRCE . WERAKRIHECE, W)
REAF LR B I BE B D B AR I i 2 o BRI, KB 4T B a2 .

* IRIHASARRA 5 M ATFXOSIRA A . G, &K E IHASAR B 2 5 B FXOSk 2. K
TERBFIIFXOSH 5 Y i ASARA R (FEMRZZ 0D o WERTCVESZELAER M, FATEEA
PEPAT B

32

P {EASA CLI'P, H# AT ASARCE S HIZAZINCE . X T M0 sl e, 35 78 B AR s BT
VDB, MOPBR K i & S A8 e

copy old_config_url startup-config
5 DA AT AL IS AT RO E RAF BB I . My R 5 I A liCE . write memory

T

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

N
5
N

FEFXOSH, i WA PRS0l FXOS CLI, & WA, ks it B ol A B2 I ASA T 45 19 h (1) T
FREFAEH IHASATRAERUA . AERX PG LR, 158 € [HAS AR T AN JE BT AN o

B &#nRE
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| memmE
ZIEN |

$E3 INEIBEEHEXOS, 0 M6 FE 8RFX0S CLUK IH [IFXOSH AT iR AS % B A 24 AT hRAS, fF 1
PN HE, WU RS B AR B I ASA TSR r R .

F&2K ISA 3000
B DIRESRAL T ASA 5500-X and ISA 3000 %15 52 i LA DBt 2
G5 S WS CE (clear configure boot).
« K5 TR E N HBME (boot system).
o CAIIE) F B ) GE %5 9] (activation-key).

 Bs T BB A 2R 2 (writememory). BEERAE2HS BOOT MAETAZ R B BN IHBR (S, (M, 4
ESFINET, A2 n I H R .

o W IHECE &0 =2 13 5 3hECE (copyold_config_urlstartup-config).
* IEFEF BTN (reload).

FHIEZ Al
 WEREPP 5 EAETH R TN ASA BT & e, DUEERT DIKR TH B

UK

P KOERE TR > FERRHE.
AY0¥ i Downgrade Software X i HE .
B2 KT ASA BRI& (ASA Image), i i iE R ST (Select ImageFile).
A 50% B Browse File Locations X i K .
SI3 AUH LRI
* Remote Server - )\ F 51 H3EF¥ fip. smb B8 http, SR J5 B WA SO (K45
. Wi{;ﬁi% (Flash File System) - j4i.il73% %2 (7% (Browse Flash) DA% FEA M N A7 301 R 45 L1
[H g A

$& 4 Xt TEE (Configuration), i 17355 A 7E (Browse Flash) LLEHHUT A L & U1

PS5 (k) 7 Activation Key B, SN IH IS 9] Can AT 22005 31 8.3 FRUARZ Jy IR0 %
LEDI
FIE6 riidiBER (Downgrade).

| wuikE ]
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G

Yo lax L

=R
ASDM R4t — 41 SO FE TRk 3 B S AT IREA SO PEAT 45« T8I File Management T H i 2 .
B, SHIRNERAEAELE AL I SO, AR SCAERE B FRAE g e 5 CRESUSD  Bivscft.

\}

AR ST, WTRMGEN T RE L.

i & i 1]
ASA T LS FTP 2 5 250172 Pl TRTP 257 3. 40 0] LUK ASA BB k224 5 iR
25 3%, MU AT DUAE TS B4 P 20 4 5 0 % i o

& FTP Z PimtR=
ASA T FTP 7F FTP k45 2% bAL s NG e slfe & S0 PE . e85l FTP . 05 i [A] B )
SRR AR e . RSS2 (Wil N B RE O ) TR e FH Ao W e s 3 4 ) s 1

TN .
UK

1% 1 M Configuration > Device Management > Management Access > File Access > FTP Client &%, £
Specify FTP mode as passive 5 %4

FE2 i Apply.
RSB FTP %) e B K 3 o (A7 2 1T E

AL E ASA £ EHIFR 555
2 ASA B¢ HAE SCP & i, n LU copy fin 4 KL & SCP % & .

SCP (11 B4 B T B A F (0 N 26 260 . BRSO T, ASA S 4P P s LA R e — Ak
3des-cbe aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro U1 RE P N 5 —Ppds
% (3des-cbe), MIMERESIEIEIE T 128-cbe S5 B Rk . B e il 350, i Be &
(Configuration) > & & & (Device M anagement) > 5%k (Advanced) > SSH %#5 (SSH Ciphers) %
f&s B, JEFFRTEX (Custom) FERILECE A aes128-cbe.

FIAZ Al
o ASA VFrJiF 40 =LA 3% (3DES/AES) V] iE, A fes7ZFF SSH V2 iE .

B &#nRE
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s BRAESAME, BT 250, W REPAT RIS ATE . WERE AR RS
fic B 455, 157E Configuration > Device List 7 #% H 0k 35 H e 4% 1P Huhik R i System.

o X}F SCP ARR4s %%, iEMHE Bl & T ASDM [#) HTTPS Vjin) . HAbZ S indr ASA F )3 H SSH.
pUE ]

SRR NG AR e -

o %P, HKIKIEHE Configuration > Device M anagement > M anagement Access > File Access
> Secure Copy (SCP).

« MT RGP 2R, KKk Configuration > Device Management > Device Administration
> Secure Copy.

(AJi%) ASA M52 EREINAEAS SCP R4S 28 47-4i% SSH T T2, v LIZE ASA $¥s
T-Bhis s B R 45 s K S 4
TN, AT L N A
a) MR (Add) OB SSA%) » B M “ZZ2{54E SSH ML (Trusted SSH Hosts) & HHIEFE i

&8, ARG i dmiE (Edit).
b) X TH RS2, 7F Host 7B, BiARS 2% 1P Huhl.
¢) % Add public key for thetrusted SSH host & 1EHE.
d) Rl FEHZ —:
* Fingerprint - iy \ CL&8 1 B AR B2 80 #ldn, N show i A% th 525 ) % 5H

* Key - i\ SSH EHL AP ERE L AL FR I B850 745 S 2t v X 5544 (19K ] Base64
BTt RSA A% AT LLAFT K SSH % /3 (R .ssh/id_rsa.pub X)) RIGAPME. 1E
TSR KA Base64 ML AL JG, REamnt SHA-256 X LT Hy I Ab 21

N
5
N

BEMBR A, M “ZA 54T SSH EHL” (Trusted SSH Hosts) K HIEFE MRS, AR5 midtifBR (Delete).

PRI (AR BRI EH EALF R B S, 5 IEH Inform me when anew host key isdetected &
:‘[Z,-_E.*Ec

EOAEOL T, Rgier A FIMIET. 48 FIULIE T, 2R ASA i ARAEAH EHLE T, Raaiinf
R EAEATHE Y] HEE LRI, WRLARTARAAE BV, ASA & Half BN Y.

HIE4 SN

BECE ASA TFTP & Pimigis

TETP 52— ia] B 25 7 i/ IR 45 s SO R, RFC 783 A1 RFC 1350 28 2 A&7 WO Hagk 47 1
M. ] LUK ASA Bic'E N TFTP & i, LMEE W LLE TFTP AR5 8% 2 M BEA T80 n) ST R . #4218
KRR, AT LA I SO R AL R B 2 5 ASA.

| wuikE ]
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B smzas

T
$IR2
$IE3

PIE4

pyIE e

AN CIFS 23 5

HHHRE |

FE IR BT IR T LA S TFTP AR 4545 1642, AT JG 7 AE 4 W copy 1 configure net 54 H 4 A
AR

i

WIREHRE > REEE > BEiFE > XHiAE > TFTP &P, AR5k BREEHE.
M Interface Name 741, EHELHAE TETP %7 i )4 H .

7t IP Address B, Hi AR ORAFEC & SCHEIK TFTP JIk 4545 14 IP Hidik.

1 Path “FBe, AR ORAFIC E S TFTP RS54 R B A

il /tftpboot/asa/config3

riddi Apply.

AT LA N CIFS B FTP 3k k.

B SOB FH B SO R GG (CIFS) 2880, THHUT LR PR

UK

YR IEPEBCE (Configuration) > & & & 32 (Device Management) > &2 [a] (M anagement Access) >
Xirria) (File Access) > ## 4 (Mount-Points), 2R 5 fitiidsan (Add) > CIFS %&#& (CIFSMount
Point).

R 5% o~ Add CIFS Mount Point X iH4HE

i B A A IR HE .
BEIETTUR: ASA L CIFS S RGEE R 4 UNIX U .

t- Mount Point Name B, i AIAT CIFS A7 E K44 PR

7t Server Name 5§, IP Address 7B, M AR AU 7E RSS2 (1) 44 FR R TP Ml
7t Share Name FBH, %A CIFS k5545 LSO I TR

7t NT Domain Name 7B, i ARS8 PTiE NT B 4 5K .

7t User Name “FBH,  Fii AN DRI 7E IR 55 # L2 SO R GEmI I 44 R
7t Password “FBt 11, N TR AT R IR 45 2 3BT RGE I H S IR
7t Confirm Password 7B, HHiH A% .

R E (OK).

FRG0¥ XM Add CIFS Mount Point X i HE »

B &#nRE
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AN FTP 33 5

N0 FTP 328

AR A (Apply).

X+ FTP %2345 4, FTP RS- ZKH UNIX H & 41%A£ . Microsoft FTP IR 55 %% 2k K H MS-DOS
H &8RP

UK
WEHEE > REEE > EBiE > XHinE > B8a, R AhiRmvm>FTPEHA.

A% B~ Add FTP Mount Point X5 HE

¥Erh Enable 53 HE .
LR ASA L1 FTP SCAF R G%EH S UNIX SCHFH o

7t Mount Point Name B¢, i AIAT FTP {7 & )4 5.

7t Server Name 5, IP Address 7Bt 1, i AR s P 7E IR 55 44 1 44 PR B 1P Hivdik

7F Mode “FBH,  mish FTP B Y (1) ik %4 (Active B Passive) o *4i%$ Passive B, %%
JUi 43 RS FTP e B 1 45 . RS54 o3 P LA T e 2 1) Mo W i 115 1A 10 12

£ Path to Mount B¢, #ii\ FTP SCARIRSS 23 1 H Sk ER 2 A FK

7t User Name ‘7B, HI N CIRBATTER 5545 2B R H - I A4FR

1t Password “FB¢ 11, i N TR AT AR IR 55 3BT R GE M IR A

7t Confirm Password ‘7Bt 9, FHiim A%,

midi OK.

RG] Add FTP Mount Point X5 HE

R R

e HEERETR

BT EELTR, HRAT LN IR

UK

7t ASDM ENHFEFEH D, KIEHFTERE > XHEE.
40K oK File Management X 15 AE o

* Folders A% Bon g b i m] H SCpFk
* Flash Space B/xNAF &, BARATHIAAFE.

RS .-_
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&1

HHHRE |

* Files [X 3 {5 7R 6 5 SCAF K AP SCAFI LR A7 645 B
* Path
* Filename
* Size (bytes)
* Time Modified

* Status, KPR ITIESCATEE N RBIBCESCIE . RSB ASDM MR SCH:. SVC ik
BICfE. CSD MBI, 382 APCF BRGSCAIT

it View DAFE ) S0 o 4 /s a0k i STAF

sl Cut PLBYYIIEE SCHE, M TRE HORE UG 21 oAt H 5k

st Copy PASZHIE E SCHF,  MNTITRE HORE G 2 30 Ah H 5%

il Paste DAY B SR G 218 52 H 5

miifi Delete LIUKE M 72 STAE A A7 R «

st Rename BLEE iy 44 3 A

w7 New Directory PAGIEEFH T A7 i SCEFRHT H 5%

miili File Transfer AT JT File Transfer XM iGHE. FORTEA(E L, iHSWALR AT, 5 14 02,

il Mount Points BA4T JF Manage Mount Points X 1fHE. A OCTEANE R, WS INRET , 26 12
P

A

83t File Transfer T, 7] LIALHK B A B ZE FEAL B 10 SCHF o 38 mT DI T HLE N A7 SO 2 40 1
A AL 3] ASA, ] LN A& I ek, %] LU ] HTTP. HTTPS. TFTP. FTP 2 SMB
B RS AL 2] ASA, AT DU A% o

Y

R X TIPS SSP B, 1044 IPS #A R disk0 Z 1, i E D 50% MIINAE AT . 24228 IPS

I, IPS 23 A H U RS 50% (1N AF -

FEZR 1 PC FNINTFE 2 [B)f& i 3L 1

LHERAIA ST LRI A SO R G TR S, AT AR 2B

i

P /1 ASDM ENHIREFE D, KGEFTR > XHEE.

50K R File Management X 1 AE o

B &#nRE |



| memmE

eniemseinnszatnxs ]

FI®2 il File Transfer 55341117 F 7k, #XJ5 i Between Local PC and Flash.

R 5% R File Transfer % 4HHE

TR 3 WERIAM I SR NAT SO R G0, &SI tish 2 B AR MR i L BRSO B, M)

AT SN N SO R GE SR P ARSI SCrE,  ARJE Rl A i Sk Bl 228k, DAERRE
S R i A A

FYR 4 5EHUn sl Close.

HIZFE AR 5 BRFNATF 2 BEM S

S Sk

S W

SR

BAEILRE RS54 NN AF S R G 2 AR SCA T, TAAT B R DB

i

£ ASDM LN P& Of, KIREHRITE > XTHEE,

ZAG0K B R File Management X {54

i “SCHHEY” (File Transfer) Nz 82 m R &k, A5 G EEZEREH[IATFZE (Between

Remote Server and Flash).

R85 7R File Transfer X iEHE

TR IR S AR S, 1 S E R BR 55 88 (Remote server) 1E 1.

T SCEAL R IR SO

a) (k) R ASA HIRSHUATIEE PO . WERAYRERN, ASA M EE U B H
s WEREAULHL, WA AR hE.

b) EFESCAFFTEAL B IR, GRS A0 TP Hobk.

IR AL S EE IPv4 F1 IPv6 Hitilk.
c) M NIZEREARSS ARSI (R M A2 /E FTP) B IS (Al %452 HTTP 8 HTTPS) . A
FTP 240
* ap - BT 1 ASCI S
* an - JEREEALC RS ASCIT S0
* ip - B AR A R g S
* in - FERE AR () BRI UE S
TN INAE SO R G c ek, 1S INTEX R S (Flash file system) 3£ T7.
B NSO FITAEAL B AR, B s id33) 55 (R 7% (Browse Flash) LAET$& S 1-47 & .

A, ALLEE CLI WEERCE . 14T S B SMB U R Gerh S HISc:. A 5eAdiH] copy #ir 4 1
B, & (CLIREIE™) »

RS .-_
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B c=asamig. asommpams

58 SCEARA I ST () H bn s & o
a) BRI RN A SO RS, T LLEFE Flash file system 1E7 .
b) HIASCEFFTEALE RS, B midiv) BTN FF (Browse Flash) PAA #8307

TR AL B FEAR S5 8%, 15 £F Remote server 170,

a)  (WJIE) 82 ASA HIRSAHUATIEAE P E o WRAYRER N, ASA M EE{UE B H
s WA UCE, WIS AR Sk k.

b) A SCAF TR E A

c) AT FTP f&%n, AN, AR

* ap - BB N ) ASCIL LA

* an - AEBEI R ASCIT L

* ip - BB 1 RIS

* in - AEBAIIAT I HERImUE AT

iR (Transfer) DUIT4R SR .

R450% 5.7~ Enter Username and Password X G HE

BN ZFRIR ST AR 4% L AN (CRERTE 2D .
i E (OK) LAGkSE A% 4l
AR R W] RE R 2 LB I 18] A RS AF LSS ON 1.

AR e A mdi K] (Close).

& ASA BR{%. ASDM 13 zhEC &

WRIEATZA ASA 5 ASDM R, WURHRSE 2R A R WERABEEBUR, WAL TS 2)
WetR, I FLZWG T BEAS R TR AR R . 6 TR S0, T LG FRAE i LSO R G 5 3
s A8 H 5%
WS AT B HE

* Firepower 4100/9300 HLAH - ASA JH4 1 FXOS 5 H; fETILAE ASA #AE RS HTH 4L ASA,

BEARESS ASA MGl b fE . & a] LLE A2 ASA I FXOS, B e 414 FXOS
HEFK A . ASA AIHZ4 A5 ASDM.

o P& Firepower 2100 - ASA. ASDM I FXOS WA AR IR le— A AL . AL BT i
FXOS B, #BIEAE ASA HAE RS T T ASA, RILARZENT ASA WGl il f . ANRE
HUOI T8 ASA F1 FXOS; BATMRZINGRE i,

o WA N ) Firepower 1000, 2100, Cisco Secure Firewall 3100-ASA. ASDM F1 FXOS %

PAMIPR— DRI ASA e PR AT B BT . UARIX S Sl ASA KRR
REG I FIOWAR, (AR5 M58 ASA AR A7TRTEAEE, WS E N i a5

B &#nRE
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* 8T ASDM - ASDM H LA ASA #:AE RGN, DRI R OERE HATHIHRZE 1K) ASDM L%
T AR _E A Firepower 2100 £ Firepower 4100/9300, -5 EA% () ASDM Mg A 4x i BILAE
FXOS WGy A2\ ASA 5 EL ASDM W%

\}

AR T ASA RGN, LR ASDM WG B e ASA _ELURT ) ASDM
B EL AR, B AT RA M IE 4 FR (asdm.bin). {HJ2, WERETF5)ik
P71 BAE AL ASDM UG (1, asdm-782.bin) , IS4 BRI RZR (L
Frh 2 I, AT REE RIS . A T RIS AT I AR )
ASDM, ERELEF RN L Fi 562 ASDM, 838 WX TE -4 ASA
YR 1, B ASA FHTICE N A AR ZE 1) ASDM BR{4 (asdm.bin).

* ASA Virtual - ASA virtual 13 W84 55522 % ASA WG 507 K2 boot:/ 730X e TH4L ASA virtual
N, TCAAENAER R e AR WG . TEE R, RSB STERRECE U ASA virtual ¥4k R A
WU B IAE . WA E ASA virtual FLIE LGS AE N A7 HCE ) ASDM Wi . £ 1] DL EA
TI4% ASDM Witf% .

WS UL R BOABLE

o ASA Mf%.
* BEAAAE I N Y Firepower 1000, 2100, Cisco Secure Firewall 3100- )5 3 5% Az 4T #) )3 Bl bk
%

* HoAth Physical ASA — Ji 5l ASA 75 P A A7 H $ B R 55— AN g% .
* ASA Virtual - J& B #E7E IR E G 7 L boot:/ 43 X Hp A A%

* Firepower 4100/9300 HLAH— FXOS &L 225 51 ASA WG . Areff g fk s
ASA W%,

* FE A Firepower 2100 — FXOS R Ziffi € Z 5| 11 ASA/FXOS L. ANREAH il 2
KV E ASA MG .
* JITfi ASA L[¥) ASDM W% - J3 3l ASA 7ENESINAE R 4R B 58—~ ASDM W%, B, it
PLEANLAERUG, WIZESMBINAE T A 4K
s BB E - BRAEEOL T, ASA M B SCAFE UK 8 shilid B 71751 5.

UK

T ERERE > REEE > REMEG/EE > 5 SMIG/AE.
P40 R Firepower 1000, 2100, Cisco Secure Firewall 3100:  #45 H RS In— A% . T+
HEVHWAL, AR AT 3 b — NG . M N SN, RESPATEAE: RERUEIE
RIS AE A%, B EHIR 5] AL S (FXOS &P disk0 _LRANEBALED « FEHINZ ASA i, &
SR AR G o W RAE TN a2 wr o SRR, AT DUIBR B SRR G S & 5 T N FH LA E | 347

wuikE ]
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B =vaonsmastexe

IR

T

BRI, T Y BT AR G SHE AT . S EE A v DALE N FH 5 MO A ASA A7 HR SR S a5
A, I H ASA KN A S EIEE S, 5 HAWBIRUATE],  FEBIECE R A AN S R S Bl
Bo B JEINE A B EUGK I 2 F0B I Nz AT . I RE MUJERL T 2k s A L as S 44 2k
Bo MBESSIA, AN,

HabEa, 0] LR 2 DU HIAE A UG A s — b i g ey, BA —AME T TFTP s 4
R RSN ILE S G . Sy e AL T TFTP i o Lramds, WG 208 51 R i1 e —
ANWG . QRS TEIEVT ) TFTP k454 LUINEIE, e 2 mahr T INAE T AR b i R —
ANAG A

#ith Boot Image/Configuration i #% 911 Add.

W R ZEAILRBIIME . 4T TFTP W%, i51E File Name BT\ TFTP URL. sii#i%E
i Move Up Fil Move Down 4241 2 Wy HE it A%

(1[i%) 7& Boot Configuration File Path 7Bt 1, it sty Browse Flash Hik£00 Bk 15 G sh i &
. mERE .

AT AN A Bassl H S R BECE I, Dy ReIE R E . W R AR R E G B LA R AR B
T 55 Al FH iy 4 IO DR A7 20T A

SHRE N, nvram: /startup-config (& L&A FRA5E)

7t ASDM Image File Path 7B, i 57 Browse Flash JfikFmifg k15 ASDM W% . s

E.
il A

w0 Fk S B S s H it 3

FRATT I X e B AN A 2R G SO AT 5 146 3 LABT 1 AR e s

WITEMRFEZFN LR

LA NP A R U C B RTG53 zip ST IR SR S B A b T S L

FHaEF M EIRE Z 7l

s FEIB IR S & B 2 BT, TSROy B R AL E W 22 /DA 300 MB )R FH R A 25 1] o
© ASA DAJIAL T HURE AR o

o B I R ST AT (TR S B, IR O R 2 A (AR . AR AT 4
BYEE R, RERITISLR 0, AR SRR 8. B, ASA I91F b R ST FiA
.

« ARSI Bk

B &#nRE
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o HURRRHIC B S 0 5 BT J5UG 3 03 A ) ¥ ASA AR . JEEAT M TR IE M — 1> ASA

JRARIERE BN 7 — DA . W FHEITBIE, ASA STEINEON ASA OS B H 3 FH40 5T B 11 3))
TN

o WURAESIARRE, W B B R SIRCE . BATRCE M B e AU R 6 Rk Bl

AR 2 o

o WRAT PR RS, WA 200 32 e 4% A 45 I e A B MR 246
© WERIEET X ASA BB T4, MIFEEHZ T AR R BT IR P G i i e . sk

TEAFITE ASA T4, HSNCE TEM, LTRSS 2 A B %I 4.

o RSN PKCS12 34l (] crypto catrustpoint #v4) I HAS AT Sl H] RSA 24, <k 5

MNP o B S AR R R A RR . i FURER, QiR AR ASDM AL (5 AT S L
YIRS AR A FR, R ZhRCECR 5 R e EAN R, (EEs AT e B 5 AR DI AR X
WA, MR E P AUSAE R AR AR, WA AN E . E st i, iR
X AT KL YDA TR — 447K

* JTCVEAEH] CLI BEAT %40 KA ASDM BEHTIKE, [ ZIRK.
o BRSSO RS DU AR

c IBATHCE
* JABNE
* T 2 AamUg
SR A BRI F ML S
SR A SR ML B
Secure Client (SVC) A% Fc & A+
Secure Client (SVC) [ & X AN
* SOHIET CEIEGEE B SR 1) RSA FEHXT s JSZE RSN
* VPN Fii3L 2% 4]
* SSL VPN Fil &
o S E SCAF A e CHESE (APCF)
-
ER:5'
* ZhA V51 5 (DAP)
* JfT
o EEHC E SO I TR 70 A
« LA E

=

wuikE ]
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. R
* Web W%
* FRASE R

AP BT PIAT SRR G

)

AR WERA O RLRREAT, W ASDM W RERAT AT N AER A RCE . T LU Java 61 5 R T s T

“java.lang.OutOfMemoryError” &, VAAF S AL NIEA R RS . 29N ASDM WA7, 152 [H
#4 N ASDM i ' P9 17

UK

TEVHENL BRI TARAE 2 0 SO SO, RS JE /7 2N, ] AR A A 3 iX L5 £
WRiEH TR > FHRE.
A 454 B Backup Configurations X 1HE. st SSL VPN Configuration X4 [ 1) R ik, DIAE

SSL VPN BCE 4 ik il BOAEOL T, g mIrai &30t (R iD o WRER AR5
RAPRIPTA S, WL S,

R ZE PR A G E, WU IE T Backup All SIEAE,

M LA A R T 55 10 1 ST

miidi Browse Local LLEE zip £ 43 SCIF) H st RTSCE4

7 Select X IHHET, MERELIAEIL A AE it 2 1 SCHRIR H 5%

riihi Select. 7F Backup File B BoR 1%

15 H Sk AR RN B RS & SCIFI AR . £ SO 4 K B A 20/ T 3 1) 232 AN R 1]

Hiili Backup. BRAEFARHIRUE P EE ASA MR 104, 5 MEK 7 RIEAT &4
WIRAEEASA FECE IR T 04, i HEARME ZE0, WESSED 20, Bals]—4%
R, BUUEE R T4 WEREANE 4, W Yes ARSI T % 0. BRAESAR 1S S 0
HED, A5 WK ST BT %40

IR PSS IES, MRS SEEREFA— DM 4, %A% T4 PKCS12 4% 2UIHTHIE
P THS . aTLU AN 4, ] LBk b R

pE PRI REOL A B ik A5

o BINEAET, 57E Certificate Passphrase X UEHE F1 4 A FFHH A FIE T 04, R 5 Ad OK. &
SUEASIN, o i ZACATAE O AE A A\ B

* il Cancel 2Bk DB HAGUE AT %477

B &#nRE |
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rith OK Y Cancel Ji, &0k L BIHFGG .
P12 FEE, REHESRHRER O, HE/R Backup Statistics X 1 HE LA s D s R M0H B -
P Kt “CORMOH R B ] RE A T b 4R E R A A L E T 5 3.

P13 sl OK LLOKH] Backup Statistics X iFHHE .

e & D
SESTT B 1A 1AM STHL LA zip %6 tar.gz SCPFRT OB AIBZ

\}

ER RS RS, W ASDM AT REBAA AR I AR INE I B . T LU Java 5 HI B R R T
“java.lang.OutOfMemoryError” 45, VABH ZEAAE WAL R . 28 ASDM A7, 1521
#4)n ASDM i & N 77 o

|

W

UK

P KIERTAR > ERE.

T2 F “KENE” (Restore Configurations) X FAEH, w5 ¥ 5 A b B 3% (Browse Local Directory), £
R L E RS VK B E Y zip SCPF, AR JE rihi ¥ (Select). B%ATAI zip U444
B7R7E Local File 7Bt .

WU A U $% Tools > Backup Configur ations 337 1) £ B4 5 14 zip SO

HIE3 ST —5 (Next). RG4S BR 5 4 Restore Configuration X 1iAE . 16 Hp K & 1 & 5514 11 52
IEHE, BROIAGOLY, <xikh Pl ) SSL VPN At & .

Y4 LJHRE (Restore).

PBS WREEQIE S SCAFRR 2 T T InEE B e+ 14, W ASDM SN %4 .

PIR6 MRBEFKEIZATIE, KRGS ESAaBEIFeITilE, BiusiricE, BRI~
I 57

s AR E S A MATE TR E M O &0 S TR E -
o Bras T BAUEH S &0 s T il E
o Bhil P A S K E S IS AT E -

ASDM 2> R AN UEHE, B 2K 52 .

$E 7 RSB S IF TIsITHCE, 15CH ASDM, RIS EHF . W R ETHCE, EhE
ASDM 2315 A B 2 A= 250

RS .“
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i & B & M F0 E (ISA 3000)

7E ISA 3000 I, AT RAFECE RS, #AT LA,

i AR, T DU AR SD INAF R EIngi it 58 ML EOREC B BTl . BOAH) BlE
R BIE .

fe & Bsh%14 (ISA 3000)
7E ISA 3000 -, RERATHORAFBCE R, &l LL,

Fi&Z 8
HINHELE ISA 3000 FAH .

UK

FPEB1 KXEHEE > ’REEE > BERFRERSE.
PR whedanicth “Bs&MEE” RS HEEER As& .
WERJA A&, WFERAFRCE I, REie BN E RAF B &AL E LA ShCE . & S
145N “auto-backup-asa.tgz” o
WHEL NS
« B0 - WURIE SR e WA M, R E V) R %y URL I . W RARE B A FR, ASA ¥
BEDCE B HER: WREAIULE, WA AR % k.
* Location - $5 & FH T-&An B AL A i 80T LAFR € URL BUAHIAAGif o diskO A2 PN A A- 3K )
%% disk] & USB 1 L¥ Ak USB 142K disk2 /& USB 2 [ ]k USB idiZ#. disk3 & SD
fEfifiR o A IERIAME A disk3:s

* Passphrase - & & TE AR Bt 10 114 AZIREIITERIME R “cisco” .

A & B sk & (ISA 3000)

A 2k ST AR B AR 2 IO P IRk e B RFERE . i, Has o irrsmic
BN SD AR RGBT #%, ARG BA . W&EESA SD R, DIiE &5 EmE R
GE. (BCURDCHRAANFRRST “FR80” B, A BN . e sk TR, %
B SCAFIAREUS W 5 YT I B, W& Ok, s celd g am&or,
Rasphid BEE . ) WMAIREUR R T EWE, MR KSR RANE (startup-config.
running-config. SSL VPN FLE % H XK NARTEANG R, WSH & R4, H20 00 o 4k
HIEIA SN, RESBATIRAFHIBCE -

HENEAEBN ) BB R, DRIy DU RA A R 321 SD A2 10 56 S C K S B8
B, TG i ARAT B AR o FHUAC

B &#nRE
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T & B R R R R e R BT EWE AR E, I e 24 7 ROMMON A% & kA 5
B ERALT A B, RIS & A E . LU ROMMON 25 &

* RESTORE_MODE = {auto [manual}
ENI=EIR

* RESTORE_LOCATION = {disk0: | disk1: | disk2: | disk3:}
BAIME N disk3:.

* RESTORE_PASSPHRASE = %1/
EIAE A cisco.

TN AR ERE, R N .
FiaZ /i
o JLIhEELE ISA 3000 EATTH .
o WURAS IR R BEE, T B2k SD f2fif K GiifF 'S SD-IE-1GB =) &

o DR K S BRI B LR RS T B3R, 1518 configure factory default fiv4. By 41X
FEE WG KBRS AT, DRk, an SR AL T i el B KRR, 1 el firewall transparent

PANPA
e

UK

PEB1 KXIEHEE > REEE > B&RFIRERE.
P2 whedulihEsRERE, LS HEEEH B3 E.
WA SCAE 4 FR N “auto-backup-asa.tgz” WIS ABHIKE, EBRE L FSHL:

o I E - R H TR E S G . disk0 &N INAFIRE) 48 ; diskls2 USB 1 _ERJA[ % USB
CfZ#E; disk2 +& USB 2 _ERA % USB idiZ 4. disk3 /& SD ffit . BRIAMEA disk3.

* A% - WEH TR EIE 4. BRIAER “cisco” »

BIEITEERFE TFTP AR 5537
BEIIRERTZE TFTP 45 2% 8% 24 i R S R

UK

TR KRR > BETERERTE TFTP RS E.
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ZA80K B~ Save Running Configuration to TETP Server % 1Al

FIR2 A TFTP Jg543 (10 1P udik,  DLACK eI R A IC & SO SO kAR, RS miilh Save
Configuration.

R ERCE B TFTP W&, 1K IRIEFE Configuration > Device M anagement > M anagement
Access > File Access> TFTP Client. {ERUE ML E 5, TFTP k45411 IP Hudib Al TETP
RS54 BRSO s AR 2y AL B s AR TEAE

X R G E #1530

i3 System Reload T H Al tHRIR G HFT R 5)), s HOH EEE 1 H08T R 3.

UK

PR RKRERETIER > EMmMEERE%.

I8 2 7F Reload Scheduling X3k, 52 SCPAF B
a) X7 Configuration State, 1#IEFEAE T 5 8l N ORAF BB IS ATIC & -
b) X}F Reload Start Time, 5 MEA N B0 BEA T F%

* sl Now LUASZRIAET E8 5 81

il Delay by LUK ST H BB M . LU RIS SR LU Bl B, A TR
B2 AT

- it Scheduleat DLl 7E4E 5 (0 TR EL LT BRI B0 0 A BEE AT T 3D 1,
JEERE VR TR 310 L

¢) 1t Reload Message 7Bt i ANTLHT i 8l I £ 15 31 ASDM 4T 52481 (131 2 o

d) % On reload failure forceimmediate reload after ZIEHE, AT LN FI 20 BhEk AN L4800k 5
Rr, 7S PR T8 B 2 T (RFEHTIN TR

e) miihi Schedule Reload DA% L& K TR B ) )«

Reload Status [X 35 5 7~ 5357 5 sl IFR &
S I LA AN g
* il Cancel Reload LAfE 1 E iR A E555 JE 51 .
* miis Refresh DLEETHRI ) 3T A 80 58 15 il B Reload Status ‘27 .
* ik Details LB /R RIFTE B R a4 R,

B &#nRE
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Cisco Secure Firewall 3100_t f4 #4E+% SSD .

Cisco Secure Firewall 3100_ B4 #3535 SSD

WAREAT WA SSD, EAISEE SN LR RAID. B K% JEhis, 0] DA CLI AT LA FAE45

o Pl P —/> SSD - R SSD i Blfkke, frT LI W, WAREHA > SSD, U
TCVEAE B KT 3 R T o

* JHER—A SSD - WA PN SSD, Al LI ER—A4>.
o WRINAS AN SSD - IS4 —4 SSD, WL INAE — 4 SSD 3 JE /% RAID.

EE WETEARMH IR T A RAID R SSD L R IR . W hes 880 2k

T MR —4 SSD.
a) M RAID "k SSD.

raid remove-securelocal-disk {1]|2}

remove-secure JCHE 7K RAID IR SSD, Z5H] B IN# At Dhfie, JExh SSD $AT 2 445Kk .
R A AR RAID HIHER SSD I PR K& AR, FT LI ] remove KHET

5

ciscoasa(config)# raid remove-secure local-disk 2

b) ¥ RAID R, HF| SSD A WoRfEis .

show raid

M RAID HMI% SSD J&, RIR{EME A1 BRSBTS 0o PER . 55 AN IKBh A T 51 Al
DAL

w15

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
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. Cisco Secure Firewall 3100_t f4 #4E+% SSD

Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:
Bad Blocks:
Unacknowledged

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:
Bad Blocks:
Unacknowledged

ciscoasa# show
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:

Sync Speed:

Bad Blocks:

Bad Blocks:

raid

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:
Bad Blocks:
Unacknowledged

Bad Blocks:

c) MHLFEHEH SSD,

HIE2 5N SSD.

a) Kf SSD WERS N F 2 difl
b) K SSD | RAID.

raid add local-disk {1]2}

¥i8r SSD [A]25 2] RAID 1J i

b ==
B 2

unknown
0

none

nvmeOnl
in-sync

none

nvmelnl
in-sync
2
0

none

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

nvmeOnl
in-sync
1
0

none

2, [FIDRAE R a ks, {EH] show raid iy W k7.

U R A 22 SSD LA AE s — AR g BT, IF A TSRS, M LR dr4

B &#nRE

JUAVINIE, ST i 5 4 E B A7

wemEE |

ST DUHOR A



| memmE
T TaRE N |

raid add local-disk {1| 2} psid
Psid E[I7E SSD 15 HIfRIARSE o B, BT LAEORT R8RS, SSD R FF% AL IR I 2 RAID .

BREFIECE I EIER

INREBFR FEERRA EEER

B ST v AR S 9.1(5)/9.2(1) ASA IUAE ST RF 2245 5] (SCP) % i AR5 28, Ml
SCP Jil45 8% 17E4T X Ia) SCA-AE 4 o
BT LU S

Tools > File Management > File Transfer > Between Remote
Server and Flash Configuration > Device Management >
Management Access > File Access > Secure Copy (SCP)
Server

AI L E SSH N A1 ¢ 1 % 1TPAROSOAD) | HI F* nf AEFHAT SSH I 2 & B PR it X, I ml i
HMAC FUINE AR SO B A L . IR N,
A GE Ay BB 2 A ARG B0 B AN . TR, 2R
S PERE IR 2 I T B A & 2505 . BROIAS LT,
ASA NP LR b —Fh 809 3des-cbeaes128-cbe
aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro 1l
SRR PRI S —FP YL (Bdes-cbe), NI RES T
128-cbe S5 W R B . i, BT R S, i
{§i ] ssh cipher encryption custom aes128-chc.

SINTLLUR#E%E: Configuration > Device Management >
Advanced > SSH Ciphers

BRI O T 228 T 8l SE 8T I 55 2l B gaiE | 9-2(1) R NN R SN ERID R S T L AT R
BIECE, WA RAIE . RS WA
T AR FRESRAIE, WA R FREB AL, JFa o
DR S<F

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

PO BRI, DA AN G & Kk

BT LR Bi%E: Configuration > Device Management >
System/Image Configuration > Auto Update > Add Auto

Update Server.

| wuikE ]
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HHHRE |

TIREAFR

Dised

TiF

=]
oS

i1 CLI MR G MR

BILAE R LME T CLL R AR E e S A S, Wi
WA AIIESS o

RG] ASDM 5 %

WA FNINZHT I ASA 5506W-X Bef%

9.4(1)

FATHAE SR RN BORT (1) ASA 5506W-X A5
ARAEBUTAT ASDM JiF:

ISA 3000 I H &0 H 2k &

9.7(1)

1] LA ] pre-set parameters in the backup F1 restore 41
TR ZHOR B T H Bh a0 F1/s F Sk R ThRg . X LED)

REAIE AT TS AN BIAIA R & s e S v
WEIH AR .

SINTEUR 0. B8 > REEE > Ba& ke
=1

JOR} SSH HEALAEAH B SCP % ) i I 75 2% SSH
Vi AR

9.17(1)

AT CiscoSSH H#EAk, EiAfH ASA copy fiv 2K
15 SCP R4 255 M SCP IR 4528 5 il Sc A, 2 )
ssh 1T & 7E SCP 457 7/ EHL L

Cisco Secure Firewall 3100 [ SSD 374 RAID

9.17(1)

SSD & H 5 K5 2% (SED), W% 24~ SSD, ‘Efl1&
JE R AE RAID

s 4. raid, show raid, show ssd

B &#nRE



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



