Fi+ AAA B TACACS+ AR 5523

AT HUTEE AAA FAEH 1 TACACSH 4525
« LTHT AAA If) TACACS+ IR%5#% , 11
* HT AAA [f] TACACS+ JIRZS 28 UEN] , 252 1T
* l'E TACACS+ 4545 , # 3 0L
* Wl TACACS+ RS54 S B i AL , 55 6 1L
o Wi T AAA 1) TACACS+ IR%54% , 56 T
* HT AAA 1] TACACS+ IR55#8 7 i %, 25 7 L

*F T AAA B TACACS+ BR % &

ASA STHREAEH LU 4T TACACS+ IR%5 2% S 3 HiiE: ASCII. PAP. CHAP il MS-CHAPv1,

TACACS+ &%

ASA T3 ¥ TACACS+ JE 1. TACACS+ JE PRI Fa S r UL FAFC KT EE . 1Z PR D
KAV @ SRR AT R . RS RN i AR S RE RS B R B v, iy EL 2R s R
PERN TR . Al JE v R AR, B S S AR R,

)

FR I TACACS+ mtE, A O 7 NAS B H AAA RS .

N ERANIER] T HA A BE L 52 SRR ) TACACS+ SR @ 1

F 1: ZHH TACACS+ UM B 1%

B i3t AR

acl B BN TERR I AL B K ACL.

idletime FRARZE I B ISR (R TP 2 A 22 B AT DU T ARS SRS G CRAZ B h
) .

FA-F AAA £ TACACS+ BR 535 .



B 57 aan g Tacacss sz s

FIF AAA i TACACS+ FR 552 |

Bt

15t AR

timeout

AR B IR T AR R HT, B0 IR e SR A AT LRSS SRS K I K
A Bl B o

TR S FE Y TACACS+ ik & 1k

% 2: T8 TACACS+icHikE 1%

B

15 Bf

bytes_in

froE IE R R AR A A I O (AU 1 Eae )

bytes_out

PR BRI R A i e T IO BCR (U Ik .

cmd

E AT IS (AT ik .

disc-cause

FREAR VUERWOT I D I ACRS (OU ke %)

elapsed_time

HEARPTH R R (AU ki) .

foreign ip

FROE BRIEERL 105 7 i (4 TP Mtk o 5 SO T BLEH A B (M i IR & P 42
HEff bl .

local ip

feE 0 TR ERL, 20 i ORI 1P Hudk. @ SOW T HB RACHLERL
80 Tl oo/ M B 8

NAS port

WEER N2 1D,

packs in

R I 2 o R v i 1 i N e B A B

packs out

SRR I o R v A i 1 i ) e B

priv-level

WA A TR SR A P BRZGN, AIUBEE R 1.

rem_iddr

FRRE 1) TP Hhik o

service

FeE A IR SS o X TAXEEAT 0K BTG 00, 4RI E N “shell” .

task id

TR E LK 55 1 E— (£ 55 1D,

username

faE L AR

FiT+ AAA 1 TACACS+ AR 55 =5 /&N

KA HEAERCE T AAA ) TACACS+ IR 55- 2 2 1 VAR 75 1) UE DRI B A

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58
& 1acacs+ 5% ]

IPv6
AAA R5#3 7] LU A TPv4 B IPv6 Huhil.

HoEm
 FERBLCUR TBLA 2 200 DMkl EZBLUN A ST 4 Mg asdl
 FEHREACN RN I IR 2 16 MRS Ay, EZ BT RN T 8 kS

BcE TACACS+ AR5 =5

AFNENYTELE TACACS+ R SS45 .

g2

FIE1 LE TACACSH RSS2 , 45 3 1L,
HIB2 4RI TACACSH RS 48, 55 4 7L,
PSEI  (IE) ISR, 55 .

BcE TACACS+ AR 55 =54H

IR TACACS+ RS #8 T S r il #Aakicmk, WAZst 6 2 /b —A4> TACACS+ k%%
4, R NRS AR — L G RE A BT LHZ A FPR IR TACACS+ s 24l

BLNN TACACS+ kg4 4, P AT LA R 8R!

UK

S KIRIEFE Configuration > Device Management > User SAAA > AAA Server Groups.
$£1®2  7F AAA Server Groups X, il Add.

AY0¥ W Add AAA Server Group X fHE.
$IB3 4 Server Group FEHHEI AN AL FR .

X4 M Protocol 74K ik e TACACST k45 #n28:
FE5 N Accounting Mode F-BiH 1) Simultaneous 5% Single.

7t Single #3CF, ASA {10 — & kg5 ik 0Kk Hdi -
7% Simultaneous B30T, ASA K 1) 41 H (1 T A7 Al 55 s A i A

$£1E6 il Reactivation Mode 7-E{ 1) Depletion 5§ Timed.

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |

B o mm TAcAs: FR%

$IE10

>,

7 Depletion #3N,  RATFEALH PTAT IR S5 as#lAb T ARG IR S5, Wbeiik 55 s A4 B Prias - 7E
depletion B3R, MRS A, R ORFFARESPIRES, BRI P I AR R S5 A5 # AL TR
PR o WIRRAEXFING DL, LA AT IR 55 S 0 S OB XM 59 Rl e K PR BE /b DA B e
o P IR 55 43 11 A A2 PR IR SE IR

7 Timed #ET, ke g5 3525 75 30 A5 HLIN [A] )5 # BB s o
U R % £ Depletion FFTHGA B, 157E Dead Time "7 By A I [ a] i o

Dead Time 7t WNAE P2 H 10 55 Ji A 55 o4 21 B i FE0BT IR P A e 25 4 B2 e (R g I, LA Bk Ay o
7o SN E DR RAM RN, R I (A s SRR A 2, L3 R 1]
SR

IRV R AAA 55 i K E R

M S 9T A2 T AT M IR 55 7 A AR FE SR A AT SRV R AAA H 55

M E (OK).

RGK G Add AAA Server Group X IEHE, FEREHTIRSS SR 41 %] AAA Server Groups %.

st Apply LK B fRAF FIIE AT L

5] 28 A 3750 TACACS+ PR 55 28

FLR TACACS+ 55 a s Bk 55 25 4L, S PAT AR $A:

UK

k% FF Configuration > Device Management > User SAAA > AAA Server Groups.
s 1) JLS N IR 55 4% ) IR 55t 4
7t Serversin the Selected Group [X i /it Add.

RGNz RS 340 bz Add AAA Server Group FFEHE

B P B0 56 UE IR 552 BT AE B2 R 44 K

BN BN AL P R R 45 2 AN N 44 Bk el TP k.

T80 5 M55 2% H I e 2B I

18 RSS2 RBIEI G (1-300 #2) 5 BRIAMEH 10 b % TR AAA 35, ASA B4R
GEFFRMEEE) , EHRERBER . W g W % F 8RR 2] AAA RS S 4Lh 2 1

maximum-failed-attempts P, WKF2:45 ) AAA JIj535, JF H ASA JFIRIR 75— & AAA k554 (il

ROMRE) KikiEKk.

FeE RSS2 ] o ARSS 283 11231 115 139 8E ASA 5 TACACS+ R 4% 28 HEAT 3815 T H 1) TCP it 1

T

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58

wmspwires I

fRE g5 a2 . ) ASA AT TACACS+ x5 %% 5 0 50 Uk I I L 3 8 o AR L AL E B 1 e 4544
Y, NETE TACACS+ g FRCE B PN . a0 RIEA R E MRS 45 % 9], 1) 0] TACACS+
M2 A B0 . B KB EE R 64 AN 74T

riih OKo

RGO Add AAA Server Group XTiGHE, F20K AAA RS AR INE] AAA JIR55 4541

FER0 sl Apply DURE S fRA7 S8 AT G

WIS BIER

10 LR SE7E AAA S IGUE R FE T, R P BRSO . BRI I TACACS+ 45 28 31T
FH P Gy IER, 0] LUl ik ASA S HTTP. FTP Fll Telnet 15 A48 58 AAA JTHISCA . A
BT H 1, I H S oRAE ] S S E B 4 s iSRS By .

URANR E Sy RS os, WH P AEAE ] RADIUS R4S 25 BEAT S Oy S 1R I 25 2 BA M E R

LR ZOART

FTP FTP G 5iiF
HTTP HTTP & {3 KiiF
Telnet T

LIRS Y RAESETS , THRAT BT Ak
UK
WIEHEE > REEE > BP/AAA > SREIEHRT.

VIR 8 S IR P 6 AN B AR 7 R BRSO
R IR SRR AR B SCVE A AT R R -

[z F SH IR TR F T
PR I

Microsoft Internet Explorer 37

Telnet 235

FTP 235

$I2 3 7f User accepted message Al User rejected message 7 B s I &

W IE T Telnet #4717 S0 56:3F, W] L] User accepted message 1 User rejected message
IR BoR A F PR STER, DIRY] AAA RSS2 4E52, I JEAE 48 5 U A 241

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |
B i TacAcs: B B EHBIEMIER

W AAA IG5 #0 P AT B 5 E, ) ASA 23l 17 sk 7s User accepted message SCA (U247
D) s I, 4R User rejected message SCAN (W12 45 5E) o HTTP Al FTP 21 (19 5 4 B0 UFANAE
PRI A S BRI SCAR . REGEA S IR User accepted message Fl User rejected message SCAS o

PR A i Apply BURE S iR Ar Bia AT E

ix TACACS+ AR 5525 B 14 I EFAFR N
TIHIN ASA R EAENEIEE R TACACS+ RS 8% 355 F 7 HEAT B B UE BRFZAL, AT L D3R

UK

T KIEREE > RFEE > AFP/AAA > AAA IRSE84H.
LB 2 LIRS SRR RS w4l .
SIS BN RSS2
FTIEA il Testo

RGKG KT T IR 45 %8 IR Test AAA Server X iEAE
SIS SR EBATIIEAKZET - Authentication B Authorization.
L6 WA 4.

HIR T W R B SO AE, AT A
SIE8 il OK.

ASA K17 R 55 4 K% B Gy B e A IR B e R, R SR iR .

in¥= T AAA 1) TACACS+ AR 55 25

WZH LN T T AAA 1) TACACS+ IR 4525 iy 4
* Monitoring > Properties> AAA Servers
I b SR CURC B 1K) TACACSH MRS 28 Git- 5 B
* Tools> Command Line Interface

T LR BL TR A A PP AE A A S HF R SR

. FAF AAA 1 TACACS+ AR %5 2%
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F3T AAA & TACACS: BEE Em iz ]

Fi+ AAA B TACACS+ R =57 Fidx

3 3 FF AAA#Y TACACS+ PR %528 [ 1R

THRERFR FEMA 1t AR

TACACS+ i %5 # 7.0(1) AU E H T AAA (¥ TACACS+ %54«
FINT LR bt
Configuration > Device Management > Users/AAA > AAA
Server Groups
Configuration > Device Management > Users/AAA >
Authentication Prompt.

f55 IPv6 Hihl. T AAA ) TACACSH % | 9.7(1) PRAE R LAKE IPv4 Bl TPV Mtk T AAA g5+

i

LI AAA TRZ S8 20RUR 58 HO M LR [9.13(1) ETTLIG T % AAA TRZ 2841, 7ERMBL R, ST

HERYEI T o

PIRCE 200 AAA RE5252H CAT—ANPREIN100) o E21E
SRR, BATDAECE 8 (T NBREIA4N) .

eAh, FEZREEAT, BT DIREARCE 8 MRS By (B
AAHT— ARG 4 MRS 28D o i Seiia ) Rl R
16, fREFAAL,

BT AAA B4 DU SZIXSEFT IR -

FA-F AAA £ TACACS+ BR 535 .
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. FAF AAA 19 TACACS+ BR 5583
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