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SE4 P 4% 45T DNS AR%500 I Azure URL: <dnslabel>.<location>.cloupapp.azure.com

e) RPN MR RAM4,  SAHB 0 A 45 .

) HLE ASA RERLLRASE R PIA T, AR5 mdiffiE (OK).
BEEW AN 0E R ME— 1M

g) HiifE (OK).

PN BEEMEME, W5 e (0K).
P12 AEMNENR, R)5AGHEIE (Create).

T—5Hit4
o PREEAF A TTIE T SSH i AN CLI Ay & #H THCE, s{f ] ASDM. £ %5l ASDM Ui, &

%% J5 )] ASDM.
o QRIS T A O A RO I LT A B IS AR Azure TEIRIITEANG S, IES ML 0
LR SCAY

M Azure FREIEZZERE ASA ERIIIKES TR
PLUF EAERE P REEE 51 H T 7E Microsoft Azure L & i il FHPE (HA) ASA BRI 208, W& T e
011 Azure W EL K, TEZ0 (Azure A1)

Azure T[] ASA REAU HA 2285 P51~ ASA RESU #0282 w] lIPESR T, JF Al AR M E, BBtk
NIC TP Hhb A . SR DUAE RS e 2D B S

PR G F| Azure [1)75
Azure |1/ S 5 bk S AT FHARSCHR B EE 3R, ¥R LA BT K.
$IB2 % Cisco ASAV 11137, SRJ5 Ml ASAV 4 NIC HA LU B ik s ASA RERIACE .«
IR 3 BlE Basics W -
a) M ASA JEWNLAFRIIETLE . ASA BILAFRKE N “HIg” -A F1 “Higd” -B.
EEEW FORAEA A RS, 75 W M.

b) %A Username.
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
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$IE8

PIE9

M Azure iR ERENE ASA EirEsT Al ]

LETHURE A2 PN FE S LI 7 B ) 44
EEE Azure PEAEMHI M 44 admin.

¢) HPANERINLIERE—Fh G 50AE S 224D (Password)sk SSH 22 3£ %48 (SSH public key).
RSP 258G (Password), 5% A S5 6 A o

d) EFIT AL

e) EHZFIRLE (Resourcegroup)s

EFEHEE (Create new) BIHEHI BT URZL, SILEFEEMINA FIRAE (Use existing) LEFIAT R . WAL AT
BRIRAL, MRZIUA 2 Ao A, SN A — AN Bt A

) EFERFIALE (Location).
AV T I 4 1 X 8 R R AL PR A [
g) HiifE (OK).
BoE R ASAY IR E .
a) JEPERIUHIRAD.
b) EFIEE (Managed) iIEEE OS##2 (Unmanaged OS disk) 774

EEEI ASA HA A4 IEE .
& ASAV-A K& .

a) (A[ik) EFREREE (Create new)ifisk —ANASL IP Ml COFVRJEAE “47 FBUPHIAZ IP HibEbsgs) , R
Ja R BRE (OK)o WURATEZAZL 1P ik, 1S T (None).

TR BRI R, Azure B —ANBEMAILIP, ZEBRINUE IEIEE B SN, 1% IP alfe s kB4R k.
L A T =W E 0 TP uhik, AT RAFETT P AT IR A SL 1P, NS A L B Ok A Hu AL .
b) ARIETFEAN N DNS Fr%5,
S84 IR E 144 25T DNS FRrZ501_E Azure URL: <dnslabel>.<location> .cloupapp.azure.com
c) ML ASAv-A Jo S WAk - B s s e
B LIRS REE ASAV-B KHE .
TEFRIA I A 4%, BB a8 i RN 2%
a) MC'E ASA FERURERE 2 PUATM, AR5 AE#E (OK).
EBEW A% D OE RS ME— 1T,
b) AHHATE (OK).
BEME (Summary) il E, K5 s EHHE (OK).
BAEMEH S, RGNl (Create).
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T—%#ita

o QRS F vl aE L SSH i AN CLI iy AT AC E, 2 ] ASDM. 41 1n) ASDM i, i
21 J3 %)) ASDM.

* H K Azure T ASA FEAU HA BCE ITEANE E, ES 0 (ASARCESRM) T “PEALarhil
(e Y NI E R

% A VHD #035 BRI Azure SRE ASA E

N

8
N

AT LU Cisco S b4 VHD W%, QI A O A E X ASA B WG, ZAEH] VHD mgadt
ITHRE, TRIb IR VHD WG AL BT Azure fEA#MK ) o ARJ5, BRI DUEHT EAR RIRE LG A Azure
BRURAE B SR QI FE AT IS . Azure BB 005 BRI S € SO TSON LA

FHIa Z |l

* ASA FERL BRI S T LA H JSON BEMCRIAT N [F) JISON 0. #n] A GitHub /7 F
BRI A

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
© AR QT BB AN S HOCAF BT, 8 S 5K - Azure TEEBBORG] , 55 16 1L,

o JERE T R 2 Azure "HIILA Linux REFINL. FeATEE A A IG I Linux AL (6401 Ubuntu
16.04) K5 45 VHD W% FAL 4 Azare. BEWUGALEMRE I 75254 50 G HfAfg =S miH, M
Azure ") Linux BEFINL FAESR] Azure 12485,  FALINH At 23 bR,

R TR ERL, BRI AR —
* i} Azure CLI 6% Linux UM
* 1% Azure | ] 84 Linux REAL

* {E Azure 10, BENAZAEEAEE ASA R AL E HA W AR o

%1 M https:/software.cisco.com/download/home [ N % ASA REHLE4E VHD W% .

a) SHIEFM (Products) > &£ (Security) > B A% (Firewalls) > BiE N & £1% % (ASA) (Adaptive Security
Appliances[ASA]) > BiEN L L& & (ASA) 214 (Adaptive Security Appliance [ASA] Software).
b) Al BENRLERIZE (ASAV) (Adaptive Security Virtual Appliance [ASAV]).

Fo FR U0 N oA
5n, asav9-14-1.vhd.bz2
F B 45 VHD Mg & R 2B 4E Azure 1) Linux UL,
HF5 3 B3] Azure FIM Azure FECCHFERIRZ o HLRBIE R0 7E SCP, B2 45 1l

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| % Microsoft Azure = 32 ASA
{378 VHD Fnz it M Azure 288 ASA 25 [

SIE3 BFF) Azure TR Linux BRI, FESHEEH T ESS VHD BRI H .
LA fRIE45 ASA REHL VHD W%
TR SO E IR Z o SRl Eon i 2 Bzip2 LR, (HE AT DAEH 243 T Windows [)5E FHFE T

# bunzip2 asav9-14-1.vhd.bz2

FURS O VHD ALK Azure fAAHIK ) R ARS . BT UEIBUAAEAf K™, tn] DLGTEDRT O AElk o A7 Gk
ER AN ARG E ST o

¥ VHD A& RIIERAEaE I P SRR Z, B35 AzCopy. Azure £7if Z il Blob API. Azure f7fifi %t 5 & 21
%% Azure CLI 8¢ Azure |17 X T5 ASA REAUL SXFERIOSCIF, AT Azure [T/,

s TG Azure CLI IR

azure storage blob upload \
--file <unzipped vhd> \
-—account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

$126 M VHD G LA % .
a) {E Azure [ ]/, GEFERRI& (Images).
b) AN (Add) BB L.
o) RHELUFER:

© BFR - AR WG AT E S AR

* ITA - W sk £EiT H o

© BEIRAE - EPEILAT BEURAL BB — B B R A

« BAERGHEAR - I Linux N EAE R,

* 7#fi# Blob - 3 ST BIAF il ik /7 LALE SR EAL[¥) VHD.
© MRPAEEL - AR TS “brifE (HDD)” .
« ENEF - NSRS EE D5 .

« BURRLE - R ECABLE, BN EE i

d) riditlE (Create).
ZEFF@ % (Notifications) 1K F 27~ B BTN 61 3B & (Successfully created image) 71 E .

R QLB )E, T LUMIER AL VHD A EARAA AR
PERT RIBCH B T AR A B 1D
FEAEE, Azure FEREDN BRI N BEUEID ARSI, MAZFTE WAR A B ASA AU B KBS, A5 5 2B 1D

a) 1F Azure [ ], EFME (Images).
b) EFE PR O IR E R .
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B = - Awre mEEER S

S0
SEN

$IE12

¢) FidiliAk (Overview) A F W% Bk
d) ¥ Resource|D & I3 87 MG o
Resource ID R H LA FHE:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicrosoft. Compute/<container >/
<vhdname>

A8 FHFE B WG RN T2 URASEAR R e ASA JEFEL Bl K ik -
a) P (New), KRG RIEWEE (Template Deployment), B4 i AIEIT I FEE .
b) EFEEIE (Create).
c) ILPTELREESS A R B CRIFEMR (Build your own templatein the editor).
A — A B SRR . A U] QSR (R s, 1 2 ) O D sAsE i, 55 18 L
d) K E L ISON Bt AR RGN 2 & b, AR5 iR 7F (Save).
e) M FHIE P IEPEIT A (Subscription).
f) EHHIAEIRE (Resource group) B G —ANBrig 4 .
g) M TFHHIRFILEFALE (Location).
h) 5 b PR TR 2R 1D (Resource | D) 44l S EELHLAE &BR1% 1D (Vm Managed Image Id) 7-EtH.
Rttt B EXERE (Custom deployment) JTIfi 1934 (¥ 4w48 S48 (Edit parameters). #5544 B iS50
B

a) AUANESCHF (Load file), AR5 XIMEI H & X ASA MU SHCC: . A ] i S B 7=, 5217
BIEESHCCE , 5 26 1T

b) KM HE L ISON S EACRER G R & b, SR )5 Rl R 7E (Save).

KO 150 SRR SE VAN . iR Basics A1l Settings HP 15 B S T AL (1445 Resource1D) AI4F.

PR )3 4 M4, ARG 1k R B & Bk £ 30054 (1 agreetothetermsand conditionsstated above) &2 £ HE .

iM% (Purchase), 1 FHFEA MG A E SBHRRE ASA KEAU B JKdis .

WA R S EOCE AN, WHEE % 2 ) o
FEAEWAZ AT HI T [ — AT PRI N 1) 2 AN

T—F 4

o PREEF A TTIE T SSH Hi A CLI Ar 23 THCE, s ASDM. 5%Vl ASDM Ui, iF
2% JH ) ASDM, 5 87 Wi,

Bt 3% - Azure F iR IRHR <51

AN AT HI T E 5 ASA REAUT Azure DR PRESAR (I 45 44 . Azure BRI — 4> JSON ST 1.
N T TRAC T BT 3 BRI A, ORI S A TSON 3o

o RRARSCH - X2 BRSO, T RS SRR I T AT AL
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it ]

* ZHC M (Parameter File) - LICIFLRE LTI HE ASA REAUIT TG IS 4. HorP 36 FI(E B, &
WNUZFIR/N S ASA BRI AR . AR S LRSS TR A B . 0T LRI Azure

Stack Hub #55 #8855 B 52 Lt

RSB

AN 4 Azure BHIE BEAS BRI S5 . N BT BT B AL, s TR AN ]

i

Azure EIRETEEE JSON &R T

{

"$schema":

"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",

"contentVersion": ""

"parameters": { },
"variables": {
"resources": [
"outputs": { }

}l
]l

}

IR TSON FIEIESK, P TN BT ASA REAU 8B QB . 45 My dme Bl P BEAR £ 25 LT o

E

R 22 EXH Azure FREIRE JSON R T HTE

TE WiE 15 BA

$schema = FIRBRE 55 RRA ) ISON ZEAA LA . Al B
EIR1 URL.

contentVersion 2 FERR I ARAS (9140 1.0.0.0) o #8AT LA I JC BRI TR AR
TEA ARG 28 T RNy, oA mT FH 11 PR A FH 1) 02 1E
HIBEAR -

parameters i PATLERE SR AL, DU B ORI . it 240,
Al LAFESR B NAE . AR LR T, (B Rw
BATT, JSON AR A AR A FH AH 7] 1) 2 50050 5 02 5

variables 5 FERSACH FHAE JSON F BefiE,  FH T TRiAb A 1K1 5 R 1A

resources & PRS2 S BB R ) R R R

outputs %5 FEH S T IR A A

TEA T U JSON ASAR 75 WY 2028 (R BRI, 3] A AT SR B 2 4. Moleos T

THREHT ASA FEHL (IR .
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Bl 2 FIRRR

T LGSO G a8, TR I A7 s A A F B AR

EZ R R T TR (I ST N

i

"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultvValue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other values
are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvValue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars and

have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account). Between
3 and 24 characters. Lowercase letters and numbers only"
}
}I

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"
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"virtualNetworkName": ({
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig00SubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I

"VmSize": {
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"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName'))]",

"vmNicOName" :
"vmNiclName" :
"vmNic2Name" :
"vmNic3Name" :

concat (parameters ('vmName') , '-nic0")
concat (parameters ('vmName') , '-nicl')
concat (parameters ('vmName') , '-nic2'")
concat (parameters ('vmName') , '-nic3")

] 4
] 4
]"I
] 4

"vmNicONsgName" :" [concat (variables ('vmNicOName'), '-NSG') 1",

"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apivVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]1",
"location": "[resourceGroup() .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"

"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
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"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",

"priority": 101,

"direction": "Inbound"

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]"
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('mgmtSubnetName'))]"
}I
"publicIPAddress": {
"id": "[resourcelId('Microsoft.Network/publicIPAddresses/",
variables ('vmMgmtPublicIPAddressName'))]"
}

] ’
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"
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] 4

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup().location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig0lSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": "[concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup() .location]",
"properties": {
"accountType": "Standard LRS"
}
}I
{
"apiVersion": "2017-12-01",
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"type":
"name" :
"location":
"dependsOn": [

"[concat ('Microsoft.

"[concat ('Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.
concat ('"Microsoft.

[
[
"
"
]I
"properties": {
"hardwareProfile": {
"vmSize":
}I
"osProfile": {
"computername":
"adminUsername":
"adminPassword":
}I

"storageProfile": {

"imageReference"

"id":
}I
"osDisk": {

"osType":

"caching":

}I

"networkProfile": {

szzEen ]

"Microsoft.Compute/virtualMachines",
"[parameters ('vmName') 1",
"[resourceGroup () .location]",

Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
Network/networkInterfaces/',variables ('vmNicOName'))]1",

Network/networkInterfaces/',variables ('vmNiclName')) ]
Network/networkInterfaces/',variables ('vmNic2Name')) ]
Network/networkInterfaces/',variables ('vmNic3Name')) ]

n
’
n
’

"[parameters ('vmSize') "

"[parameters ('vmName') 1",
"[parameters ('AdminUsername') 1",
"[parameters ('AdminPassword') "

HE

"[parameters ('vmManagedImageId') "

"Linux",
"ReadWrite",
"createOption":

"FromImage"

"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNicOName'))]"
}’
{

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNiclName'))]"

}I
{

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNic2Name'))]"

}I

"properties": {

"primary":

}’
"id" .
variables ('vmNic3Name'))]"

}

}I

"diagnosticsProfile"

false

"[resourceld('Microsoft.Network/networkInterfaces',

HE

"bootDiagnostics": {

"enabled":

true,
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"storageUri":
"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"
}
}

}
] 4

"outputs": { }
}

FIR 2 EARHK SCE S A7 ISON SCE; i, azureDeploy.json.
PBI GRSt BIEE S I E SRR
W4 WE VHD M JEEAR A Azure #08 ASA JERL . 28 14 DU Tk, A H AR 2 ASA L.

SHHEN
HEDBE, (IR R e CE B, GRS SHY R, WEA ST,
P LT A SIS, AT DU 2 M )L ISON i,

SRR OIS ECE 5 26 ST S EoRHI b st SR E. XA AE & I A
BRI BIRRR . S nT DON AN R IR 38 2 S it 2 A S RO

XFATRGIH ) ASA RESUREAR, S BRI 0E UL T S 4L

% 3: ASA BB HENX

FE 15 AR i
vmName ASA JERINLAE Azure T4 5., | cisco-asav
vmManagedImageld B30 2 w4 () ID. £E | /subscriptions/73d2537e-ca44-46aa-b
P, Azure UL | €D2-74MT1d61b41/
VAV D MG resourceGroups/ew
PRI 1D HCI ManagedImages-rg/providers/Microsoft
.Compute/

images/ASAv910-Managed-I mage

adminUsername T2 535 ASA JERIKF 2 4. |jdoe
BEH P A AN RE & TR 1 44 PR

“admin” .

adminPassword P A, SR S ) | PW0987654321
T 1R824, JF A
FELLF R =F 1 AN
TR TAKRG PR 1A
T TRFER AT
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st

FH

152 AR

151

vmStorageAccount

1514 Azure f7fgIK 7 o 80T LA
HIA A7k, tnT CLBEHT
HIAEREIR S o AR ) R A0
Hh 3 & 24 FERE, JFHHRER
TN FRERIECE

ciscoasavstorage

virtualNetworkResourceGroup

RIS IR R K. ASA B2
FUUGR TR E RHT IR AL

ew-west8-rg

virtualNetworkName

2 SR 2% 1) 44 R

ew-west8-vnet

mgmtSubnetName

G IVRIERRIE T, T
W1 LS 21 NicO - 25— N1 .
TR, WA R4,
W] ST 20 55 BRAT ¥ I 44 FRAH
Fo

mgmt

mgmtSubnetIP

PO 1P Mk,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 # I 1} 42 £
BE 7o s PRRE LA 21 Nicl -
BT EER, WERIMA
BUATI ML, U I 25 5 AT
T ARRAHTT o

inside

gig00SubnetIP

GigabitEthernet 0/0 #2111 TP
Hk. XHTF ASA BRI
VAE/EET NN

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 $2 ¥ 142 21
UEF o I R LS 31 Nie2 -
AT M. TR, AR
AT, I Z0 S BlAT
T WA FRAHST o

outside

gig01SubnetIP

GigabitEthernet 0/1 $ [1 TP
hko JXH T ASA R IS A
Holgz .

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 # I ¥4 42 2|
BE 7o s PRRE LA £ Nic3 -
FUATH. EER, WERIA
BUATI ML, U IR 25 5 AT
T ARRAHTT o

dmz
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FE 15 BF w15
gig02SubnetIP GigabitEthernet 0/2 £ 11 IP # | 10.8.4.55
Hk. XHF ASA B =4
VAE/EE NN
vmSize AT ASA ERUERIPLE ERIML | Standard D3 V2 8% Standard D3

KMo SZFF Standard D3 V2 Al
Standard D3. ZRi\H
Standard D3 V2.

B S
AT ATSOR AR, PTG 00 1 S0 S HC
A\

AR DU sEIGE T IPV4,

EZ R R T TR (I ST N

-
{
"Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"value": "cisco-asavl"
}I
"vmManagedImageId": {
"value":

""/subscriptions/33d251 7Te-ca88-46aatoda?-74 £ £1d0b1IA1 / resourasGrovps/enBragedimeges—rg/poroviders/Microsoft . Canpute/ imeges/AAv-9. 10. 1-81-Managed-Trace™

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": ({
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
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"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

}
}
}

FIR2 EARHK SCE T3 A7 0 ISON S5 9, azureParametersjson.
LR3I af S, AIEIE A IR E S EU R
$£IB 4 4148 VHD FUE USRI Azure #5585 ASA AL, %5 14 TP Ak,

agssxe |

LSRR 8 ASA R
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