IﬂluVﬁiiE

AT G TIE S R GUH SR TR .

s KFHE WS, 10
o HEdsg e, 55 8 ut
s PeEHES, Foul
MimHE, H24 W
« Hidsontl , 5524 11
« HEdIhae s sadsk , 225 0

XTHFEIER

RGHE ﬂ%mh%ﬁm%%ﬁﬁﬁﬁﬁkﬁ% H i A*Tﬁ?%%%ﬁ%ﬁ& Fefd Bads
B rh R ARG H ARG AT B T H S AR mﬂu%Tu EIERIE R UNIX AR R
ZHERS. REHE %%%xﬁéﬁ%iﬁﬁﬁlﬁ¢ &%ﬁ%ﬁimglﬁﬂ@ﬁg LLX
PG sk HAE W H AR A2 R A I . H S W MO HE B Sz A b B A7 D

,fA%%E%ﬁ&ﬁ%ﬂA%ﬁ%ﬁﬁﬂﬂ%ﬁ%%%Mo‘L HdxIEE, AT LAAAT LR £
=
o FiE Nod R R g8 H AR .
o AR R g8 H A& R E RGO .
O RGHEHERRIER W —ANEREAMIE, .
* WIRZEIX
s —AEEARGHE RS
* ASDM
* SNMP E #u
o i€ 1 TR

- G
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R4t

&245tH

EESE

ERATHEFIER

* Telnet FI1 SSH <xif.

« LB (Bildn, 4%/ RGO B0 B0 BUEAE BAR S H S E .
© TR RTINS AR GE H s AL Y FH T A R A

o FHHAE N H AR G b DX I W AR BREC A 7 B RRZRPIX L KGR ih X A AL B FTP IS5
s BHRE N B ORAT B A B INAT

s FATE . TENEN . SReE E SGH BRI IE RS H R .

HEX TR HFIER

AN RS A O HEICRRCEI AR A QR E . ARG RBI RGeS 5, R)aE
SO AR 5, R BEFE 1P &R 5 T ARG R .

BN R EEEREPITE R T AR ARG HEHE (BTN D USRS B 5
AT R . TCIRAE RGP T 2 [ L H AR S sk A A R H % A5 S
FTLLKS ASA L E N AE BRI R P S 5 SRR, AT B X 70 A& B S R 48 H S IR 55 a A 19 373

Ko PEDIREAT B TR E MRLETE SR A BG5BT EOR A RS, IR T RG2S 18 (171 S H
B 1D system, Y545 B 5t A0 SR B SR (1 A4 AR A O % ID.

Ib\l‘ﬁ Ih\/\jzﬁ

PRy Aot 28 48 H 9 S o B vh AR R4 S SR 2 ) — 201«
* ASA ARG SR VFIIES: . X EUTH R B E 2 42 SR AT A7 8 (i o
* ASA LASRIEIR ARG . XL R R R L SR 3 )2 1 B2 PR YRR I 4
* M ACE 4% H ALK I RE Won /2 ASA BRI Bt
* IDS 52 BT DU s B R AR B
* M 503 56 UE A iy 4 -0 $E 146 2 4 SRONGS B ECF) i T R
o i AR I DU B B R RS ST W R, DL AR A T R4 S i R MR A
o DB DU SR Sk s RN A P UR 3 11 5

o M BERE 3 AT T BR RE SR L BT T NAT B PAT 34, i S0 M) 25 Py 31 70 A
B RSk, XA B

HEHEBR

AZGHEMBEUEDS (%) Ik, T

$ASA Level Message number: Message text
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= E R
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et 1

FBOUCHUTR
ASA t ASA Bl B R4 H B BB, ZEHIAZ N ASA.
25 158 7. B RG HEN BT RRE M E M - Beroh, s,

Message _number

T PR AR g8 H s i S ME— 7 A e 5

Message text

TR T SLR SO A/ i . RGEH G R AIE— A I a5 1P ik, o 1

SE 4.

NRIN ARG H G B EEGO . WU A A0 o B SOSIE,  SEEAHLAE ASDM [ A5

A O T )

ERCE RS H A SO B, WHIKIER TR > Jikl > R B &L

+, BEAEHSEAR S AL TR ENGeIRE.

F 1L AZERAEHEmERS

S FEE MR 5 15t FA

0 £ REATH .

1 ik AP RIE )

2 FE AL

3 HHiR HIR T DL

4 o] B

S 180 IEFAHTE KA DL

6 (Ef=8E3 HEMES%

7 it AR
P DRI, A SR IR 1 H & e H RS0 T fg
RAEMKZHE, NI RGIERE .

P

ASAN ARG EE A% (B2 MARGEHEHL.
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Axieg |

IL;‘ l_IlL.\

AT AR RS H G R, MEACK L R S H A BAOX SR €t HbR. #ldn, f&aT
e ASABCE R ITAT R H BTH B AOX 2 M HAR,  MERIZX LR G0 H S S i 8 Ak 2
FCAt s H A

FUAITE 0T DR LR S04 2 48 H G RO 1 2%t H s
* REHENHEID 5
© RGH G R EEGO
* R HEMNRE A TF—DIRexO

M GUEE MR BB Y H RSN AT AR E T B AR A g SOX 5. o, W LUK ASABCE
e —MNRFE I B IO B REFPSRALA Sar t FHbs, T AVEH BRI A

Esl

oy 2

AJ DU R RS H G S

o FREIEAN K R G H G B AL E . ] logging class iy 4>

o QlEETE e BRI EAIEK . ] logging list 4.
R H G SR AN R G H BN S 2R, S TR Rk shae. B, RIP
KR RIP o

R R ATE R4 HEN B RS HEWN S ID 5 AR R e =807 . B, prfy LLECY
611 LM AL HEHE ID &5 vpne (VPN 2 )754) MR, 5 VPN &7 i B AEFE GBI R4t
H &S BJEEM 611101 £ 611323,

BEAh, K2 ISAKMP Z 48 H G A AT 2 FITRE SRR T W SRR B o 3K 2850 G A 18 I i
BT ARG H G BRSO . W RAEA AR S H T B SRS, WA B9 5E 1) heading =

value 415 -

M AIHZE a0

Group = groupname, Username = user, IP = |IP_address

o B IE A, 4ok AARRER FEEk AAA RS 25 10 H P 44, 1P kil R e R 35 1n) 2%/ st
52 JEX ARG A H TP Huhik .

NERAUHH BB ARSI ID VG
% 2 R ARHBEMAOHR DS

25 EX RZZHEHEHEDS
auth F P 543 56 0E 109, 113

- IERIES 106




| B&ic®

zuasuax |

£ EX REAFHESIDS
- I 7 ik 415

bridge 7 1 75 K i 110, 220

ca PKI i 57 R A LA 717

citrix Citrix Client 723

- i 747

- R 323

config fir 4 F i 111, 112, 208. 308
csd st ] 724

cts Cisco TrustSec 776

dap BNV ) SFEmg 734

eap, eapoudp | F] T~ 45 Yk A\ 4% 1) EAP 5 EAPoUDP |333. 334

eigrp EIGRP % 336

B IRAE | HEEEARRE 719

- 28T SN 735

ha TR D) 4 101, 102, 103, 104. 105. 210, 311. 709
- o R RN ] i 746

ids N2t [E 400. 733

- IKEv2 T HAy 750~ 751, 752

ip IP Mk 209, 215. 313. 317. 408
ipaa IP Hbhik 3 fic 735

ips NS/ SAESN 400. 401. 420

— IPv6 325

- {7 M i L 9 338

- VFR] 444

mdm-proxy | MDM fLE! 802

nac W 236 AE A2 1l 731, 732
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£ EX REAZHEEIDS

nacpolicy NAC K% 731

nacsettings | it ® NAC B&&, LIWH NAC 5% 732

- CES RN 713

np Y &4 b 21 319

- NP SSL 725

ospf OSPF % H 318. 409. 503. 613

- RS N2 742

- LG 337

rip RIP [ i 107, 312

m PRI P 321

- Smart Call Home 120

session F fraiE 106. 108, 201. 202, 204. 302. 303. 304.
305. 314. 405. 406. 407. 500. 502. 607.
608. 609. 616. 620. 703. 710

snmp SNMP 212

- ScanSafe 775

ssl SSL #ikk 725

sve SSL VPN % J ity 722

sys System 199, 211, 214, 216, 306. 307. 315. 414,
604. 605, 606. 610+ 612. 614, 615, 701,
711, 741

- B A 733

tre A5 |4 780

- UC-IME 339

PRIdasHe | RS PRIC AT 779

vm VLAN Wi} 730

vpdn PPTP Fll L2TP £:if 213, 403. 603

e



| B&ic®
[——RE\} :"g |
aextesnz

%3 EX AGEAZHEHEIDS
vpn IKE #1 IPsec 316. 320, 402. 404. 501, 602. 702, 713,
714, 715

vpne VPN % J i 611

vpnfo VPN 5 145t 720

vpnlb VPN 718 24y 7 718

— VXLAN 778

webfo WebVPN i 1] #t 721

webvpn WebVPN F1 AnyConnect %% ™ i 716

- NAT & PAT 305

BEXHRYIZFR

RIGHIBIE A 52 SGH BRI, DOSPRIRES Z 45 H G A% =R 4ar e H ARSI Hl . 72 H € &
GRS RSN, ATRME ] LU ME R s 4 R a0 H T B4

o PEEEG)]

* HEID
* AGEHEHE 1D e
 THEE

fltur, T LU S ST B At
o P EIEGNN 1A 2 ARG H S, R HORE R A s AN L
s EPEHIHESE (Bl ha) KRECHIFTA RGH WS, RISR LR B A SR X .

HEAR AT LIS 2 MY B, (H, AUE DR & 4% F RIS IN 21 Bk e 45k, nTLLgl
FEO S S RS B RR . WRIE B AR A AR A R, T RGeS —
Ko

B G SR P T0 s S P AT 1Sz P T Lo AR (10 5 ASA B 46
(B VPG HER) AR A RS R s U5, 52 logging fr 4 SRSk 7B,
Forp i BRI 4 1D, %0 H AR5 AT B4 1D bR LR %0 FL AL e . 46T BAf8 ) logging
device-id A4 B AT AR LA 7 B2 6 TD (A %6 H A, LLAES BTG 2 2ok 1 AR o 1 A )
BT

| A&icE I
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B esemen

lu{ﬁiﬁ%ﬁimu

AN G AETC B H RS 3R B [ R VR LR B 1 o

IPv6
* SZFFIPv6. W LME R TCP 8% UDP ki% &5

s FORECE] TRIERGHEWZ O CLR M, SCRF IPve, JIF KLU IR E & DS RGHE
H 55 45 o

o AN R IPve HEAT 245 5.

HAoEm

-%%Eﬁ%%%MMLﬁ~Azﬁwm@mw%%ﬁ$ Windows $&fit T4 &4 H & Rk55
%, AE N ILERAE RS M ALEGE 2

« HEAWHASAE R HE, BAHRE H e Hbr. WAUR M H S s ARSR & H ik
v HAR, WASA 2 ERGH A, WTA%E%ﬁUTﬁEﬁﬁﬁﬁmuﬁ M'$ME%HA
ANF SIS Hbse B, 2R 2R g H SRS e i vt Hox, X a R4 H
SRS A AP T2

o NSCFHE& W& il TCP KiX RS

o WA TCP AE ML, RASTTITE RS HEMS 81 4 MER, R EARASE
Ko WREAEH ARG HERS BN KR BESBEEN R, I LA IFRIER TR RHZIR 5wk i oK
K, 1HH UDP.

o ANBERF PSSR (0 512 B BC 25 ANR] ) 2R 48 7 R 55 s AT ] 07 75
s Bl Z A UIRCE 16 M RG HE MRS A, A, ST, REDVEAE 54 MRS 2.

o WiZ Al LB ASA Bk RGE H GRS 28 . DL IS E TR 4a n] LU BIE R 40 H B RSS2
4% 0 _E ICMP ANATIETH L, I0R R H G RIZERI R — R4S 4. 1R C6 BT ™ F 22 )
A H & 5% %%m%?ai%%%%o,mmﬂ%%aimmm 313004 F1 313005 ()4
o

« T RS H & UDP ERBUS 6 Ei CPU B FIE L E 1) R 40 H G IR 28 50 H M
Ko (EALMIISZ], UDP R4t HEEENEEA ST CPULE LI L E M RS H B R4 f0E
WA B, sFFeNRGEHERSS:

* Firepower 4110 5 % [ 47 22 4 UDP £ %4 H &%

* Firepower 4120 % 1 7 46 4 UDP &% H &k # .

REPUWAT o W, 4R UDP ER R IN 1G] T X8 otk BREDN 2 708 R Al
EPROGHIZ L2 ih, W UL BOE, (HERIEH TP UDP 4%, A DUE RS H G,

| EESEES
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* ffTH A e SO BFIRA S Vi il B2 dr spARVC LI, 0T 2R3 H g o™ E v 2004 22
el 7) WIVF R BIRA S E R 73R H . X T logging list ir4, BRIA H &l H kK
BBCE ) 6o MBI RERR BT K. K55 ) F1URAC B (10 H R0 %™ EE A 20 ook i
B, A0 5 2 H AL SR ICEA L

LLF J2K 11 show running-configlogging iy 4 A & U 1) 5112 dr o (AR A i, DR 3G H g 3%
U 20 1) O £ YR -

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

LL R &K E show running-config logging fir-2 14055 U7 ] 4126 fir vh R RE A i

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

FEMIE DL, ViR PRI EAE S, JFa B s&darb L, WM is.

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0x£f36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

* M ASATEN TCP RIX RS HEIN, ERGHEMSF R HshG, 7KL PR R sk,

o MRS H GRS 23 BB IR 55 #34IE 15 1) Extended Key Usage 7B 4% “ServAuth” . 1t
KR R AR T, B8R B P AR BT (E

AT AT E H Kl

ERBEICE

SR A&, AT LT PR

pUE ]
A A &L,

| A&icE I
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logging enable

T

ciscoasa(config)# logging enable

B E ik B AR

LA ARG H G RIS 00 LA AT S HE R AP RE g%, R E — e AN NRIE R G H S
SALE, BHRNMHEZEMNX ., AR EMIMERG HERS 4. ASDM. SNMP & Bt #4]
Bl SR IS AF ikt B Telnet A1 SSH 2318 .

R TAEHEY R D FEE RS H &, st dE (EEF RS HEID302015.

302014, 106023 £1304001) , FFHASFIARG HERS . T80 EA 0 H R EE S 0%

B, BSEFRGHEMNE . Ft, EMOEEE K5I S8 F Y R)
BREGHEEBEREZIERRG HERS S

n] ORI 2R 48 H R 55 s B K m] PR 25 TRDRE ISP R, AR ORAr H G S i Jmo JLd AT 4
B Bildn, ATRLHEE AR LS E R R e H ST N EERAT RO ERAE, N H RSSO I e s Ok
A BB SCAE DLHEATIR S, B0 A 3 s IR A BR R G 15 6L

TR ARG HEW B RERINE RS H B RS2, HRATEL R IR

UK

P K ASA BUE N 0] R G H GRS a8 A8 TH
AT LIS ASA BCE A 7] IPv4 B IPve FR 4G H & k55 48 A& E o
logging host interface_name syslog_ip [tcp[/port] | udp [/port] [format emblem]]

T

ciscoasa(config)# logging host dmzl 192.168.1.5 udp/1026
ciscoasa(config) # logging host dmzl 2002::1:1 udp/2020

format emblem JC8E T4 24 H GRS 28 )3 ] EMBLEM A% H i id s (U PR UDP) . interface_name
SR E VTN ARG GRS 2B (3% 1 . sydog ipBHEE T RS H SRS 2516 TP Hukil . top[/port]
orudp[/udp] Rt F--SHUH R € ASA NAH I TCP 5 UDP ¥ R4 H &G B KIEF R % H GRS 2.

H LUK ASA BCE 4] UDP 5 TCP ({EAN[RIIHAE T A #) RE it Aif B R 48 S g5 2. WK
faE s MIERIA B UDP.

g5 WIRFRE TCP, WI{E ASA RILHEMS & kAR, HT22i i, Kok ASA
Mg, BAVPINER AR TCP R4 H GRS HIER:, ESHE 3 5,

| EESEES
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BR%Z£AE

10K

pRz2a%Es |

W%%ﬁww,Wt CRGHEMS LT IE1T, ASAMSARS: LVEE e, KA EMUIAT 2L
BT 1025 & 65535. ERiA UDP 310024 514, KA UDP #5114 1470,

i€ N AR R g8 H A B RIE B R G H GRS =
logging trap {severity level | message list}

i

ciscoasa(config)# logging trap errors

U PRGOS (1 27 s Bilhn, W SRR RO BCE D 3, I ASA Sk IE R
PEGON A 3. 2F1 1 INRGHEH R ATLARE bR INEERIE B RS H SRS 20 R g8 H &M R B €
DEEISVIIE

CArie) ZEHIAE TCP MEF I FR ST H 5 g5 s 5 AT BH L BT R D g
logging per mit-hostdown
il

ciscoasa(config)# logging permit-hostdown

WK ASA BCE ¥ 29 HAEH BRIE R 5T TCP RS H GRS 4, I R — D REEH
SR S5 AR IS AT H A RS s, U2 BHIE 2 ASA FBNERL . %1%%5 %%% HHEASIA
e, BRSPS . e, RIMERZH B RS 8 Cikietr, Wl bLevpprids.

CATIED) B H AR s e BB A K 2400 UNIX R G M BR 20 BLARMRIMA .
logging facility %5
il

ciscoasa(config)# logging facility 21

UK

M7 logging host fir 4 H45:E secure BT J3 e Hikid k. tbah, &nT BUE SN
reference-identity.

logging host interface_name syslog_ip [tcp/port | udp/port] [format emblem] [secur efr eference-identity
reference _identity name]]

Hrp:

* logging host interface_name syslog_ip 4 & 54t H & M55 s BT 1942 1 DL AR 48 H B iS5 2 1) TP
Hihk .

A&icE I
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B s evBlem iR ARG B AE R ERBIRYG B ERS S

* [tep/port | udp/port] Fi7 ¢ R 48 H G kg5 3R ECR g8 H & B Wr it s 1 (TCP 87 UDP) .
tep B F4R T ASA NATH TCP K R4 HEW B KIZFI R HEMRS 4. udp KEETHR T ASA
VA UDP ¥ & 40 H &0 B R IE B R4 H B RS 2%

* format emblem <8N R4 HE MRS 8 H EMBLEM #3 H & id %,

* secure KEE AR E S e H WSk EHLIERNAUK TCP A SSL/TLS. %4 H Bl sk A HF
UDP; R 2R b b, W&k AR AR .

* [reference-identity reference_identity_name] 5& T 5E AL & 5 | AR XS G i FIXIE 15 ) RFC 6125
SIHFRRE A . AR RPN R ITEAE R, ESHEE S| AR,

il
ciscoasa(config)# logging host inside 10.0.0.1 TCP/1500 secure reference-identity
syslogServer

% EMBLEM #% XX B 2% B EH B E B R K B SRS 28
ZER EMBLEM KU R G0 H G BAE B R G H SRS a5, THHAT LN D8R

UK

{8 F i 1 514 3833 UDP ¥ EMBLEM #5312 48 H G H R RIE B RS H & MRS 45
logging host interface_nameip_address{tcp [/port] | udp [/ port]] [format emblem]

IR

ciscoasa(config)# logging host interface 1 127.0.0.1 udp format emblem
ciscoasa(config)# logging host interface 1 2001::1 udp format emblem

A DUBCE IPv4 5% IPv6 2248 H B RSSs .

format emblem JCHE 70 R4t H & k4548 5 EMBLEM 4% 3 H & id sk (YR UDP) . interface_name
SRR EVT N RS H SRS 2B 32 0 . ip_addressZ 8t i 240 H GRS 2311 TP Hudik . tep[/port]
orudp[/udp] T FIZHONTE & ASA NAE ] TCP 5 UDP ¥ R240 H & A K% B R4 H B HRSS 5%

THH ASA L& N UDP 8 TCP (HAFEINAE P ) KBl RIL BIR G H S IR S5 as . WAUR
FE G MIERIA B UDP,

AT LMIEH] 2241~ logging host fiir &4 i Rt 4x il OR 4t H i S K FLAd iR 5545 - ﬂﬂ%@ﬂﬁﬂﬁ’l‘@i%/ﬁ%
GEH SRS & WO TP H S sk IR g5 a4 H S sk ™ A 2 PR T4

L WAYRE TCP, WIFE ASA KILH GRS & R A, T2, Fablibdg ASA
MFER:. B R G H SRS 28 R MR R vPRnEs:, ESHE 32 G HREH G
BRERIMBRGEH SRS, F10008) .

WSR2 UDP, ML ARG H GRS 82 IE1T, ASA#ISAREL RVEHIER:. XA 2L
BB 1025 2 65535, ERIA UDP 3 1% 514, Bk UDP 3 14 1470,

| EESEES
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| A&iER

1% EMBLEM & R B s e e mammt i

iR ASCFFEE ] ASA il TCP R RS H .

% EMBLEM 1% p9 R 4 B S H B2 B H A B iR

2OfF EMBLEM R AR 48 H G BA S bt H AR, AT DR

UK

¥ EMBLEM k& R [0 2 46 H B0 B R L3 R4 H B R SSde 2 AR H bx, 9140 Telnet 5% SSH 2315 .

logging emblem

Tl

ciscoasa(config) # logging emblem

'{ Z%QEH:L.\/HUZQLEW“BH@?E I:IJI:

Nil

B

T B NCRE IR LS AR 48 H 0 SRV SR A1 B 78 24 e A i (7 5 00 P 78 S G i X B B B 1)
FIRINARR. MM O (BAUEE, A2 XEATIND , BRAE ASABCE A K 58 BT X A1
FHABALE, 77 WAL BB BN 2 o IHH .

LR ARG H B AGE B A E H B X, AT R

UK

T8 7€ N ARFIRLE 28 48 H A0 s v JEL IR 3 78 24 i I A7 il 07 B 0 A8 H R 22 X
logging buffered {severity level | message list}

IR

ciscoasa(config)# logging buffered critical
ciscoasa(config)# logging buffered level 2
ciscoasa(config)# logging buffered notif-list

B MBI SR KR R . b X O (Wt 2 v, %%WLﬁﬁﬁ),@#Mmmﬁﬁﬁ%
M%WE%@@&@&E,mwfiﬁﬁﬁgﬁx@%mﬁ% TN H S G2 X, TR

clear logging buffer 4.

E N HEZ X RN BROAZE XK/ 4 KB.

logging buffer-size ¥ 11
-

%z B
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B = resnnnnss

ciscoasa(config)# logging buffer-size 16384

SR EFLLU T RPN

3

KB EORAF B AR H S G2 X, IR 58 H S92 b DX B AR A7 21 9 B TR AT
logging flash-bufferwrap

ZNE

ciscoasa(config)# logging flash-bufferwrap

e SORAE B A B F S 2RI, IR S8 3 S G h X B R A7 21 FTP IR 5545 -
logging ftp-bufferwrap

ZNVE

ciscoasa(config)# logging flash-bufferwrap

K oh XN R ORA7 BIILAR AT, ASA QU EAT A AR I 1) 8% 2 44 PR 1K H S

LOG-YYYY-MM-DD-HHMMSS . TXT

b YYYY S24E, MM 2 H, DD ZH HM, HHMMSS 2N (LN, 2 8PRTFD A g7 ) .
PRAREEA Ak H S 2P X A A FTP g5 s
logging ftp-server server pathusername password

R

ciscoasa(config)# logging ftp-server 10.1.1.1 /syslogs logsupervisor 1luvMylOgs

server ZHUH5 € SR FTP R4S 4% 1 IP Mkl . path Z%di e B/ 1 EORAF H AR 22 i IX i df 1) FTP
W55 as LI H g de. BEERARARRT T FTP AR H 3k username 244 5€ vl H & iC % 21 FTP ik 55 4%
I 4. password 28 di7r B 2 1 44 1 0 .

K21 H S0 DN B ORAT B N TN AT
logging savelog [savefile]
ZN 7R

ciscoasa(config)# logging savelog latest-logfile.txt

EYAT AT HEMARNGFEE
LSO T HAA RN IR, TERAT BT DR

| EESEES



| B&ies
wrgassesxamrss ]

UK

T FE v T ORAE H USSR B KN R I A7
logging flash-maximume-allocation kbytes

il

ciscoasa(config)# logging flash-maximum-allocation 1200

BROATEOL R, ASA v LICH HGEEERE 52 1 MB (AL It ASA HITORA H 2 Bdis (1 e /1y
PN 475N 3 MB.

URAORAF 2 PR INAE IR H SO 2 T E500T T A B A A AU T B P e /N BRI 0 AS A 2 N e - (1
H&ESCH, PR R A 8T H S SOIRJE S N W AF R R BT o U RBEA SR ST, B0 U SRAE
BRPTAT IR ST mT T A AT R T PR, D) AS AR TG fRA7 BT H &30

PR 2 JRE WAt ASA T ORAE H G SO /N TR N A7
logging flash-minimum-free kbytes

i

ciscoasa(config)# logging flash-minimum-free 4000

1% # % BEHBRELEHES
VSRR RS A T RS SINDFHHE, VBT DA F 25 3R

B2

W $50E NRMRLE R 48 H A0 B R B B ko
logging mail {severity_level | message list}

i

ciscoasa(config)# logging mail high-priority

W IR AR, RGBS SRR E AT BRI, R SCHE b 0 A A S L R
A EmYES (I critical . alert Fl1 emergency) [ R4 H &G W & .

W2 FREER R GE H AT SR SIS A 1 1k I 2240 PR M -
logging from-address email_address

T

| A&icE I
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B szs0a5u8%:8 Asom

ciscoasa(config)# logging from-address xxx-00l@example.com

T B AE R R GE H ST B A A% S IS b ik i 245 P e A HIs A i
logging recipient-address e-mail_address[severity level]

IR

ciscoasa(config)# logging recipient-address admin@example.com

T AERE AR g8 H S RURIE B bk I Z2AE (K SMTP k954 . S mT LASR M 2 Ik 55 25 Al B R 5%
aettohil, DA OR HGTH SRS AN Pl B, St m] DURRRE OV 5 iR 55 2 0k, AU T H&
WRMER R WA B, ASA K g | A bR, WRAE LM% H, MaSEE
et &

smtp-server [primary-interface] primary-smpt-server-ip-address [[backup-interface
1backup-smpt-server-ip-address]

Tl

ciscoasa(config)# smtp-server 10.1.1.24 10.1.1.34

ciscoasa(config)# smtp-server 10.1.1.24

ciscoasa(config)# smtp-server management 10.1.1.24 outside 10.1.1.34
( ) #

ciscoasa(config smtp-server management 10.1.1.24

BERSZHLEE A% 1XE ASDM

PR R G H G BRI E] ASDM, AT BL R A ER:

UK
T8 MR LE R 4t H A TH B I£ £ ASDM.

logging asdm {severity_level | message list}

IR

ciscoasa(config)# logging asdm 2

ASA N EERF R E] ASDM M 2 48 H A& BT — AN pp X, JREH S I AR A E R R X
ASDM HEZE M X EANFET W HEZ X 22X . Y ASDM HEZE X Tk, ASA Kk
R ARG HEN B LAEZ X A8 R 40 H &N S B2 m . Bk 1R 4 H &N B R AT R
20 H &7 B H 23 ) ASDM I BRIA B . 23 ASDM H B2 vh X AR BE 1 & 48 H v B AL
AT DLE 202 ph X IR KN

i€ A ASDM HEZzmt X b R B I R 40 H T 2
logging asdm-buffer-size num_of_msgs
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TP

ciscoasa(config)# logging asdm-buffer-size 200

#i\ clear logging asdm v 4 LA 25 ASDM H 2528 i X IR 24 i Y 2%

B E HEZIL RS
LR H ALK AS, THHAT L R D8R

UK

T2 ASA REZR 48 H ST B AR 1) TG B A %A Y F RS 2 i mT BLAE R BA S b R B 1R 2R 48 H ST B AL

logging queue message_count

IR

ciscoasa(config)# logging queue 300

ASA {EW A HAT I E RIERE, X8 Hen] DAZM B A T-7E AR 48 H G RS A AOX 1) CRC B A s H A
PR LG pi e fif o it IO BB R T 2 48 H T L BA A R E MBI E R4t H S IR S5 s 8 . BR
IBAFIRAN 512 20 REEH SR o AFIR/MLSZ B A A7 ] PR KR A28 fED 0 38 8192 4541
B B GiiE . Wk HEER B E %, BRSO IS RNy 8192 2% .

&% HSHBAEEES &m0
ARG H BB RE BB A, T LT 258

iz
FRE IR IIR LS R 4 H A3 R AL B2 65 3 11

logging console { severity level | message list}
-

ciscoasa(config)# logging console errors

&4 HEH B %1% 2 SNMP A 55 2%
I 5) SNMP RSS-S0 1 a6, AT LA T 203

| A&icE I



B 57450558 %25) Telnet 3 SSH 2%

UK

JA ] SNMP HSAE K I 48 EEREIELEIH BUAOX 1) SNMP IR 554 o
logging history [logging_list | level]
il

ciscoasa(config)# logging history errors

#i\ nologging history 4 LA22 ] SNMP H &1l sk .

B ERZHEEBE%1%E Telnet 3 SSH &1F

$IR2

PO R G H G B I% F Telnet Y SSH 251, 15T LA R AU 5.

UK

i 2 NCREIRLE R 48 Sl SR £ 2 Telnet B SSH 23 i«
logging monitor {severity level | message list}

il
ciscoasa(config)# logging monitor 6
JE A E 2 HT 2 1 ) H SR

terminal monitor

P

ciscoasa(config)# terminal monitor

ARG TS, WITREE M AL 4. Hi\ terminal no monitor fiy 4
E/J H/m\ﬂio

BRERFHEHER

ERFHEETSEBITSAAZ

FEAR G H AT AT R RS S SR I I B P 4o AEBRIATOL T, AR 4 Aok
TR MRS, H P BB, B P AN N A P R, fEAE R R H &
TR PR 47 SO A, BnT Ry BA R I JC O] 4400 28 5 1) iR AT e o

HiLE

Axieg |

LAZE ] 24 2 i
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wrsasuetasgnnnE [

UK

ST W BRI 4

no logging hide username

T2 BRI 4

logging hide username

ERGHEEHBPE S B AR (E
FERYE G R FMRRT I, 54T L2588

UK
FRE ARG H T RN 5 FE AR e AT TR]

logging timestamp
-

ciscoasa(config)# logging timestamp
LOG-2008-10-24-081856.TXT

BENFRGE H AR S rh R EAT R, 15T no logging timestamp i 4.

17kFH %EQEEEHIL)I‘ s
BRI E M RGEHENE, EHATU N R

SUE ]
FHIE ASA A ik e R4 HEW R

no logging message syslog_id
-

ciscoasa(config)# no logging message 113019

| A7 IEER".
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B =xz4nxusnmsnas)

BEH A SR ARG H M E, % logging message syslog_id fiv4 (441411, logging message
113019) . ZEFIHHIIACEH RS HEH B HE LS, 1A clear configureloggingdisabled

i

B AL HEHB RS EMERA
BUHRG H GBI EIEH], THITLL F L5

UK

T8 E Z g8 H A )™ B .
logging message syslog_id level severity level

T

ciscoasa(config)# logging message 113019 level 5

Bk RS H S R E R B E O R, i nologging messagesyslog_idlevelseverity level
4 (il nologging message 113019 level 5) . ZLRG I A7 CUE S R 40 H & S 0™ = 41 1) =
NHAEE, EHI clear configurelogging level fiv4 .

aAERARELAIERFATHER

RS

4 FH BA T iy & BHLEAE 25 F 56 AR AR e e R 40 H B B
no logging message syslog-id standby
il

ciscoasa(config)# no logging message 403503 standby

IBOHBLIE S E ARG H SR, LIRS I R D0, SBa U4 % 1T ASA I AR 48 H &3
SOREFFIZ . (7] logging standby -4 B BH LE LU BH 1 EAE 26 FH e B 2R R 2 2R 40 HUAS T R

pE 23 AN ASA TRl sk (R RS IR, I HE s HR (B R 48 H S IR SS 25
SNMP JIi 55 %3 A FTP fiR55a%) EMGREM . 2, AR, EUHmREE, %
A ASA S RE 2 30, G B VI AR AERF AT
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i EMBLEM 5t Fg B = AR azirs D [

#ZIFEMBLEM # X R HEHBRPEZRZFID

ZAEAE EMBLEM #% U R 48 H ST R P 5 ¥ 1D, AT LU P 3R:

i

¥ ASA FCE N7EJE EMBLEM kU R4 HEW B A& 134 ID. HAE N R HETRE MMM
% ID.

logging device-id {cluster-id | context-name| hostname | ipaddressinterface_name[system] | string text}

i

ciscoasa(config)# logging device-id hostname
ciscoasa(config)# logging device-id context-name

context-name S8 4R R N FHAE B 2% ID (1) 24 S s AR (BUEH T 248 5820 o RAE 2 155t
BN 0 BRE 5UE H H B0 4% 1D, YE T RGEAT 2% 8 7 B3 32 45 1D system, T
BB S R 9 S P B S I B RRAE D 4% TD.

iR 76 ASA SEHE,  URZAE e B2 O )45 o0 TP Hidik

cluster-id JCBE 77 & A LS ASA W% 1A SR E I ME— B FR1E M 1% ID.  hostname AT
TRE N TIE 3% ID 1) ASA () EHL4 . ipaddressinterface name it 7/ S5O 48 & MoK € A
interface_name {14 1 1P Mtk A/ 345 ID. an S 4d ] ipaddress ST, MITGTE NMBANHE O RIS R
GG E, W% ID BTG EN ASA B0 1P Huhl. 7EEREFREET, system i FIE /R #
ID A 1 B RGEIP Mk IO N & RO I BT A & 48 H A& B4 A — 30 i % 1D
string text KB/ Z O 4R E N text T HR AR ID. AR RIS 218 16 DMF4F .

ANREAR ] 25 b B DL AR 455
* & (55
RN E GRS
O CIE=D)
o < (M)
*> (R

2 (JH5)

TR WA, WIZE EMBLEM #% 300 &40 H &7 BT SNMP [aBFh A2 BoR i & ID.

BB B EXEHTI*R

BRI LR = AN G fhokoE A1k

A&icE I



B ozazyssnz

Nil

B

Axieg |

RIS
- P

* WHWEID
PR EG RIE B E HBEIL T EAR (B0, SNMP RS89 1A & LFAHE, BT T S 5%,

i

T e M AP BORAAAE AR H S S DX KT B 1 25 i, aRofg ™ VRSO BEE N 3, U ASA
SRIEFEEMYON N 3. 2 M1 IWRGHEHE.

logging list name {level level [class message class| | message start_id[-end_id]}

i

ciscoasa(config)# logging list list-notif level 3

WA ZHERE VIR ATR. levellevel KHET-SHOW 7€ " E L) . class message class ot 7/2
HOMHRE R E T B 28 . messagestart_id [-end_id] X7/ Z HOHR & A RGEH B B9 5 5 50
il

R WAL P RGO I A PR D R H R B PRI A FR . AR 1R A PRELHE emergencies.
alert. critical. error. warning. notification. informational fl debugging. [FJFf, 1E2)7EF 4
FINZRAFRITT S A F X B8 im] (P 7 = A4 B, 2 H BLE AT “err” JFLI AR5
KA.

CATIE) [ B3R s N B 223 Ik 55T
logging list name {level level [class message_class| | message start_id[-end_id]}

IR

ciscoasa(config)# logging list list-notif message 104024-105999
ciscoasa(config)# logging list list-notif level critical
ciscoasa(config)# logging list list-notif level warning class ha

WANYS bR, FRE AT R AR I A FRA AR A . BRI 2513 KBRS S
N4, B, wLRAESI R P E R HEN BT R T

* HAEWHE ID J& TVEH 104024 2 105999,

o T R4 H S A BAT critical BUH =™ B (emergency. alert BY critical) o

* T ha KR % HEWN B RS warning B0 = 1™ EAPEJ A (emergency. alert. criticals error
B warning)
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R WRARGH G L TERE, Wkl MARGHE
7, Iz B AL R K

BoE HEZIER IR

REPRIFERFAEHEB A ZREEM L BiR
FOGKRIOFTA RYE FG R B R FLAR, AT L F

UK

B an R IR H AR ar &R I ICE . B, AR RGO 7 IR R

mERxosEs [

SH BB 2 A%

R H S g

D, JF H™EPER 0 3 1 ha SR N 208 A S A2z X, S e B 6 -

logging class message class {buffered | console | history | mail | monitor |trap} [severity level]

IR

ciscoasa(config)# logging class ha buffered alerts

buffered. history. mail. monitor 1 trap J¢H 75 NI RPN RS H &

Fro history 873 I SNMP H &id 5. monitor %87 5 ] Telnet Al SSH H 2%

S(EPsY sl L TR RE]

S0k trap KT

FHARGH GRS & HA Lk A& HkFE N Hbr. ZdRE RN R 2 His, H45

AN HARAN— 2.

PRI ZR 4% H & H B pUERER

TR RS H AW B R, AT LT P ER:

UK

FEFRE I A B AR iR B EEEG00) (1 2 7)) T AR R A (N2 FFRD .

logging rate-limit {unlimited | {num[interval]}} message syslog_id | level severity level

T

ciscoasa(config)# logging rate-limit 1000 600 level 6

%z B



Axieg |

. III—*I :I:

T R 2w AR B T TR E ) B AR B . 0K H A e SR 2 BRI O BN, TR
clear runnmg conflglogglng rate-limit fr4. EEHEE H G D s0E R 1], 5% clear configurelogging
rate-limit 7y

B
e
H>}
IT]
CH

T2 LUR fir ok i H B il R A
* show logging
.[H:ﬁ/Q'\E/J\/\ ILA\‘/ﬁ/Ln’ @?ﬁfmilﬁé&%m

Y

A RS I EEOY 1000, OEERVABCE . AT
B mm i RS 1S B 5k 2000.

* show logging message
iy 4 B B SO0 OB S FR g HAG T A CAE T R 4 H A R 1 3& .
* show logging message message 1D
I 4 W RE e R 8 H &R B B0 .
* show logging queue
B2 Whon H &Lk BAATRIBA A S 15 R
* show running-config logging rate-limit

i 7 2 i H Al g R PR R

HEIC Rz
DL 7345 55 T s 1945 5 show logging fir 46 H 2530 5515 B

ciscoasa(config) # show logging
Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address “10.1.1.1”
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HigR

Axieznanziez I

Mail logging: disabled
ASDM logging: disabled

ciscoasa (config)# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Hide Username logging: enabled
Standby logging: disabled
Debug-trace logging: enabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 330272 messages logged
Trap logging: level debugging, facility 20, 325464 messages logged
Logging to inside 2001:164:5:1::123
Permit-hostdown logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

LA R s S ][RR R 15 8 T AR 4t H il S AR E I AR 4t H s i G K™ 00 -

ciscoasa(config)# show logging message 403503
syslog 403503: -level errors (enabled)

ciscoasa(config) # logging message 403503 level 1
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config)# no logging message 403503
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (disabled)

ciscoasa(config) # logging message 403503

ciscoasa(config) # show logging message 403503

syslog 403503: -level errors, current-level alerts (enabled)
ciscoasa(config) # no logging message 403503 level 3

ciscoasa(config)# show logging message 403503
syslog 403503: -level errors (enabled)

BICKINRER BIE%

HIERIERLIER

THREBFR &R 15t AR

H &l s 7.0(1) AR R A ASA 4 H
WRAEE, IO EE MR H &S
I T o

A&icE I
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TIREAFR

15t AR

A R

BRIAR R G H ST R
SINT LU R4 : logging rate-limit,

BRI

Bt EAE oAby & b F T S Fh &
CHE WG FHEMEEID) 15
SETH A H &L %A% .

SINTLUF 4 logging list.

24 H 0%

8.0(2)

Fe o S H ] sk BB N A
SSL/TLS. AXAEFTIE I A TCP 11
BT A 2L

B T LA R4 logging host.

HidsxE

8.0(4) % 8.1(1)

I T X H A0 %0 B ipaa FHAE2R 1)
X HFo

BT LR a4 logging class.

B ELRAF Y H &

SR X

8.2(1)

WINT R H &I B dap FFAREM
SCEF.

B 7L R4 logging class.

ININT X R SRR H e B i X
(ASDM. W#B. FTP FIALE) 3%
Fio

FINT LU R4 : cdear logging queue
bufferwrap.

8.3(1)

Y INBLEALYIRAEEE
Bk T LU R4 logging ftp server .

8.3(1)

In) HEEF SN T IR IP bR H b5
IP Hhudil:.

| EESEES



| B&ic®

Axieznanziez I

TIREAFR

15t AR

B9 H S SRR R AL

MK R g H B RS A E A AT H TCP
HARGHERS SATTHE, ASAF¥H
IRE RS H G B IRniEs:, HElZ
k25 2% A ] HPIRES (9101 VPN
B7 KRN B e R AR oAb,
TR OISR, WRETE ASA LIWHE
TR A Ll I B BT i b A
H Bl sk AT B a2

Al FARUME EAL4+ T N T 1)
Aeo BRARZIK, HNENAETLIE KL
%W%?E SH R R IER:. RS
B, WEAREATH logging

per mit- hostdownﬁﬁ/%

%IATMT?\%EEI/&»Y%/%\: 414005\
414006+ 414007 F1414008.

B T LU R A4 show logging.

A G0 H G R gAY

8.4(1)

EYSIPTIF ST NS E ST

o HRHL5 2 R RV IR 22 S SOAR 745
HMIERZHEHE

Bt [ e L ggRs
« BT IIHEY . A OGRS
B, &S ASDM At & 155 -

HWINBE S T ASA A H A

HEAR

9.0(1)

W T XHEEREIAES N AE ASA 5580 A
5585-X FAEMARG HEM BRI .

BT LL R4 logging device-id.

e B LRI R G H &

9.4(1)

AT 6 T AE B G 6 P
#r L PR A AT AE AR 48 H T RS
o

FINTLL R4 : logging message
syslog-id standby-.
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TIREAFR

15t AR

LA ARG H SRS AERL NS G40}

TLS % 7 vt b B ILAT: S RFAL IR e 56
1IF RFC 6125 2 6 5 w LI s 2 &
o SIS UEREN B R 48 H G RS54
[ TLS #0047 PRI SGIE I A 8E4 7. 2
RIT BRI S SR E 22 G AL
B, TS EATER

AmEE s T LU M ar4: [no] cryptoca
reference-identity. logging host.

Z 90 H GRS #5501 TPve Huhik

9.7(1)

e, f8a] L# ] IPve ik kil & R4
HEMRS S, Mim#ss TCP #1 UDP g
X RIEMBZNARGHE

B T LU R a4 logging host
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