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natAddrMapGlobalAddrType. natAddrMapGlobalAddrFrom.
natAddrMapGlobalAddrTo. natAddrMapGlobalPortFrom.
natAddrMapGlobalPortTo. natAddrMapProtocol.
natAddrMapAddrUsed. natAddrMapRowStatus

CISCO-PTP-MIB

AR SAY E2E 3 W B 00T B ) MIB 325085

ciscoPtpMIBSystemInfo. cPtpClockDefaultDSTable.
cPtpClockTransDefaultDSTable. cPtpClockPortTransDSTable

SCFFRIBERE GRED

MR SCFR R REBE GEAD S HSCER MIB.

R 5 SIFRRARRRE GBED

FEBHFN MIB ZFR

Varbind %13&

15 AR

authenticationFailure

(SNMPv2-MIB)

XFF SNMP 55 1 FREE: 2 hi, SNMP i
KPR AL AL AT AN IR . X T
SNMP 2 3 hit, 4n 4t auth 5% priv JC8E 7
S P AANIER, Wk & PDU
AN BB o

snmp-server enable traps snmp
authentication fir % Hl T3 FHAIZE HT X 4
RaBIF 1

ccmCLIRunningConfigChanged
(CISCO-CONFIG-MAN-MIB)

snmp-server enable traps config 4 i

T A R A o

cefcFRUInserted
(CISCO-ENTITY-FRU-CONTROL -MIB)

snmp-server enabletrapsentity
fru-insert iy 4 FH T /5 @ &1, BBH
FIEANE H T ASA 5506-X Fil ASA
5508-X.

cefcFRURemoved
(CISCO-ENTITY-FRU-CONTROL -MIB)

snmp-server enabletrapsentity
fru-removeir & H 15 I AT, B
BFIEANIE H T ASA 5506-X Fil ASA
5508-X.

e
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FERHFD MIB 22 %57

Varbind %13

152 AR

ceSensorExtThresholdNotification

(CISCO-ENTITY-SENSOR-EXT -MIB)

entPhysicalName. entPhysicalDescr+

entPhySensorValue. entPhySensorType.
ceSensorExtThresholdValue

snmp-server enabletraps entity
[power-supply-failure | fan-failure|
cpu-temperature] iy H 15 FH 524k 5
ISR . RIS YR R &
IR ML T, P A IR0 G2 U XURs
CPU /)% .

snmp-server enabletrapsentity
fan-failure T4 1 170 I XUt f BF
iflhim. BEEABEAE T ASA 5506-X
F1 ASA 5508-X.

snmp-server enabletrapsentity

power -supply-failureiy4 T i3 JH L 5
HUBERERE . EREBEANEH] T ASA
5506-X il ASA 5508-X.

snmp-server enabletrapsentity
chassis-fan-failure iy & -1 )i FIHLAE K
J Wk B PR A . R BN IE T
ASA 5506-X F1 ASA 5508-X,
snmp-server enabletrapsentity
cpu-temperature 74 H T3 H & CPU
U B I ) A% 5

snmp-server enabletrapsentity
power-supply-presence i 4 115 FH
PR bR R B A A e BRI AN IE ]
T+ ASA 5506-X Fil ASA 5508-X.
snmp-server enabletrapsentity
power-supply-temperature iy 4+ 3
FH LS B R B A . R RERIEAS
& T ASA 5506-X Fll ASA 5508-X.
snmp-server enabletraps entity
chassis-temperature i 4 T3 JHHLEE
IS B O 1) A%

snmp-server enabletraps entity
accelerator-temperature fiy4 AT )d H
HURE I 2l B E A e IR B REAS
TEHT ASA 5506-X Fl1 ASA 5508-X.

cipSecTunnelStart
(CISCO-IPSEC-FLOW-MONITOR -MIB)

cipSecTunLifeTime, cipSecTunLifeSize

snmp-server enabletrapsipsec start fir

A T8 TR B ) A o

oo
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FEBHF0 MIB 2 F/R Varbind %13 15t AR
cipSecTunnelStop cipSecTunActiveTime snmp-server enable trapsipsec stop fir

(CISCO-IPSEC-FLOW-MONITOR -MIB)

A TR TR B ) A o

ciscoConfigManEvent

(CISCO-CONFIG-MAN-MIB)

snmp-server enabletraps config 1y 4 H

EREL AN

ciscoRasTooManySessions

(CISCO-REMOTE-ACCESS
-MONITOR-MIB)

crasNumSessions. crasNumUSsers.
crasMaxSessionsSupportable.

crasMaxUsersSupportable.
crasThrMaxSessions

snmp-server enabletrapsremote-access
session-threshold-exceeded 774 T /5
FHIX G RE BHF (1) 4% n o

clogMessageGenerated

(CISCO-SYSLOG-MIB)

clogHistFacility. clogHistSeverity-
clogHistMsgName. clogHistMsgText.
clogHistTimestamp

RGRERAG HEH R

clogMaxSeverity XJ % IRE T ¥ o M 46
FRGE H W BN BB R .

snmp-server enable traps syslog fir4 M

T HPRIAR I L2 F B 1) A o

clrResourceLimitReached

(CISCO-LAL7TMODULE-RESOURCE
-LIMIT-MIB)

crlResourceLimitValueType.
crlResourceLimitMax.
clogOriginlDType. clogOriginlD

snmp-server enabletraps
connection-limit-reached 4 FH T Ji
connection-limit-reached 38 401 4% % o
clogOriginID X A4 e B T 1¥) 17 5%
R

coldStart
(SNMPv2-MIB)

SNMP REE B 5.

snmp-server enabletrapssnmp coldstart

4 F 15 FANZE ] I S B B A4

cpmCPURisingThreshold
(CISCO-PROCESS-MIB)

cpmCPURisingThreshold Value.
cpmCPUTotalMonlInterval Value.
cpmCPUlnterruptMonInterval Value .
cpmCPURisingThresholdPeriod.

cpmProcessTimeCreated.
cpmProcExtUtil5SecRev

snmp-server enabletrapscpu threshold
rising fiv4 F -7 )3 F CPU threshold rising
RN AL
cpmCPURisingThresholdPeriod X % 5 H
flny ik K%

entConfigChange
(ENTITY-MIB)

snmp-server enabletrapsentity
config-change fru-insert fru-remove iy

A TR A e 5

DA B BMIER T 2 At o
NPV ENYE 2 ViEv e 3al]
.

iR

e
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FERHFN MIB 2 #1 Varbind %1|3% 15 BA

linkDown ifindex. ifAdminStatus. ifOperStatus | I F)5E S < P B B

(IF-MIB) snmp-server enabletrapssnmp linkdown
i F T8 FH R4 FH 33K 6 B B ) A%

linkUp iflndex. ifAdminStatus. ifOperStatus | 3% K FRBERS T 5 BB o

(IF-MIB) snmp-server enabletrapssnmp linkup
i T IR PRI X S e B 0 42 4

mteTriggerFired mteHotTrigger. mteHotTargetName- snmp-server enabletraps

(DISMAN-EVENT-MIB)

mteHotContextName. mteHotOID.

mteHotValue. cempMemPoolName.
cempMemPoolHCUsed

memory-threshold #4111 )8 I A 17 B
EAE 1. mteHotOID % '& A
cempMemPoolHCUsed.
cempMemPoolName £/l
cempMemPoolHCUsed % % 15 HAh % %
—iEki%,

mteTriggerFired
(DISMAN-EVENT-MIB)

mteHotTrigger. mteHotTargetName.
mteHotContextName. mteHotOID.
mteHotValue. ifHCInOctets-

ifHCOutOctets. ifHighSpeed.
entPhysicalName

snmp-server enabletraps
interface-threshold fiy4 i JH 22 11 1
{40, entPhysicalName %} %4 15 HoAhy
PUE Sy Y s

natPacketDiscard

(NAT-MIB)

ifIndex

snmp-server enable traps nat
packet-discard iy 4 H 15 H NAT %ids
L EFFMA . BB BN 5 0
PR R, JF HAEAE TP a0 Pl
S AIAN T R 4 NAT Z 57 ol
"o ifindex $EALMLST 2 LK) 1D,

warmStart

(SNMPv2-MIB)

snmp-server enable traps snmp
warmstart -4 T 5 FAIZE ATX LR
CRINE T

EORBFRG

77 E SNMP Jit G R A HE SRR A 4
o B - iEAFIREN R PR ZEHE R BRI BT B A
« VB - AR OREN R PR I SE R . RN BR SR E 4 1 B — AL ORI I A B 4

oo

THEE . MR W RE A 2 A 5 HSCHL VLAN %1 . VLAN % XA A2 S0HE
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A\

gnxanzs [

b=

T BEE 2N 5HCE VLAN B: O ss: 1, iEd e,
ifInOctets OID Fl ifOutoctets OID [#) SNMP i1 ¥ 8% 45 5 %4 H 4%

A SR A v B AT UL

* VLAN % H] - SNMP 1 [ ifInOctets F ifOutOctets (1385 4515 B

NRA TR S SNMP R E S THHE SRR ZER . R~ 1 75T showinterface iy 4 1 show traffic
A MEWHEZEMBSE G BPHER. »~F 2 B/-4T show interface #iy4H1 show traffic fir
A5 VLAN LB O g5 B anlR g B T4 showtraffic iy & s (R H

& 6:IBIEOF VIAN 2 OB SNMP RESITHER

w51

i 2

ciscoasa# show interface GigabitEthernet3/2
interface GigabitEthernet3/2

description fullt-mgmt

nameif mgmt

security-level 10

ip address 10.7.14.201 255.255.255.0
management-only

ciscoasa# show traffic
(Condensed output)

Physical Statistics
GigabitEthernet3/2:

(in 121.760 secs)
36 packets 3428 bytes
0 pkts/sec 28 bytes/sec

received

Logical Statistics

mgmt :

received (in 117.780 secs)
36 packets 2780 bytes
0 pkts/sec 23 bytes/sec

DL 75 S8 7 8 B R B2 1 /) SNMP #ir HH 451115 &
ifInOctets {HAZEVT T show traffic i34 H HH B I St
R, (BEAEETEES S S .

B ifindex:

IF MIB::ifDescr.6 = Adaptive Security Appliance ‘mgmt’

interface

SN FHFE O Sil5 B ifInOctets:

IF-MIB: :ifInOctets.6 = Counter32:3246

ciscoasa# show interface GigabitEthernet0/0.100
interface GigabitEthernet0/0.100

vlan 100

nameif inside

security-level 100

ip address 10.7.1.101 255.255.255.0 standby 10.7.1.102

ciscoasa# show traffic

inside

received (in 9921.450 secs)
1977 packets 126528 bytes
0 pkts/sec 12 bytes/sec

transmitted (in 9921.450 secs)
1978 packets 126556 bytes
0 pkts/sec 12 bytes/sec

VLAN W &B# ifindex:

IF-MIB::ifDescr.9 =

‘inside’ interface
IF-MIB: :ifInOctets.9 = Counter32:

Adaptive Security Appliance

126318

e
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SNMP 25 3 [ #itiA

ZEIRE

SNMP 2H

SNMP

SNMP 41

SNMP 2 3 FiEAEEE 1 AEEH 2¢ FRT A I 2 A 13D Re. SNMP 56 1 [RI 3R 2 hi A SO A A
SNMP J 45 2% A1 SNMP 2 2 [ A4 4E . SNMP 55 3 i) 2 A BSR4 0 T 5 473 56 TE AN e A
IR, AN, RARASE R e AR (USM) RIEF-RL PR i P B 28 (VACMY) il
SNMP ALHRT MIB X % (V5 ). ASA 3SR SNMP 2R, BLK k2242 SNMP 345 5 HIA%
iS4 56 UE R0 5 I i ) L

JATICE, B AEARARARE I 2 Rl s B e SN T TP A, A1y BAR
Y

* NoAuthPriv - J& & il HICKEFA,  BMAG AN BN 224 508
* AuthNoPriv - 7 S BAE(HIC AL, B H R AT S ik
* AuthPriv - 5 Sy RAEFF AR, BWRAE T B BT 5 03 e I 0

SNMP 4172 7] L 7 a8 in 21 r 7 1) 325 6 S« B0~ SNMP 4HIE & 22 a1, IF5 SNMP #0156
. SNMP 414 i ] s 255 SNMP 41 (#) 2 4R aQ U Hd . IX S 25045 2 SNMP 21 Y 19 P 43 T 1) 5
WYIGAE FI B FAE I . A5 SNMP 20 44 B/ 22 2 R 6] A 20—

SNMP H M BRI 4. HP BB SO Rubsis . nsssis, LB S 56 iE
M8 . G E Sk T4 % SHA-1. SHA-224. SHA-256 HMAC F1 SHA-384. N 5ykik
T4 3DES Fl AES (7F 128, 192 F1256 kgt T HD) o QIEEH P B, 20k L5 SNMP 2 AH G I
WIE, H P Bk RZ A 2 i,

SNMP - HL1J& SNMP 3 41 F1 BRI AT A& 26 2 1 TP kb, 2200 & SNMP 28 3 i EHLA H bk IP Huhil, %
MBCE A4, BB LR CECE I . SNMP H b IP kAT H bR S804 7/ ASA _Fai
ZME— . B~ SNMP EHLHBERA NS HOCH T 44 . 2Rl SNMP FABIF, 757578 I snmp-server
host v % 5, HifRts NMS B H A FRUERCE A 5 ASA IR UEAH VLA .

ASA FN7EEL 10S B HZ B R SK e E 5+

ASA 111y SNMP 55 3 Wit St /E AR 5 T AN [F] TR 108 i) SNMP 28 3 i S i
o AHLG AN RS 9 ID Y AL E . AHLS 9 1D JZAE ASA Ji B s G g 7% S A
o ASCRERET AR U5 i 4, 530 MIB 3 S ANSZ B
« ZEFPR LR MIB: USM. VACM. FRAMEWORK #! TARGET .
o TR ZIUE FH EA 1 22 A P R AL

oo
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snmp g Bsnakis [

o BRI ERRIUE IR AR R
* {fi[f] snmp - server host i &6 ASA MU LA SLVFAE N SNMP i 2 .

SNMP ‘?QE E IL.\I% IL;\1:§]~_

\)

SNMP 2L il 5 4 212nnn [ HEAT R4 HAEM R . R4 H &M B e 0 _EibisE L&Y SNMP
73K, SNMP FBE. SNMP 581K H ASA 3% ASASM [1] SNMP M 5 (KR A .

ARAGHEH RN FEE, SRS HSH .

PR

R SNMP R 48 H G B 5 m R (4 4000 /72 , ) SNMP 48 #is 2 M o

NMARRFZME=ATH

Ak SNMP SCFIfE S, S LL F URL:
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology support sub-protocol home.html

A5 A 5 =77 T H AL T SNMP 55 3 ik MIB B{E 5., &ML URL:

http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

SNMP 1575

N

BN PIELEELE SNMP 2 Fi N A B K7 ) F0 PR 41

Bt gr sk i

o KESNMPv3 H T HEA B DI, a0 SRR A6 HE B TV 10 73 08T R AR B 18 o B e i o 1) 4
W, WISNMPV3H A I BH 6% o 200K SNMPv3 I JFTAS n 204561/ 32 FH e 4%
DLl FH P SR B0 e o6 s B, RnT DA EAE B & B inH T (SNMPv3 I Fdl & Jeik
FEREEE RSB & DA NI B ar A R B4 ) o SRR E RN P, VR R 3 &
% N snmp-server user usernamegroup-namev3 fir 4, B H B R N % B X priv-password
JETGURN auth-password 178 0 £z 21 £ b/ 44 FH &

IPv6 155 (FTE ASAELS)

] PLE T IPve &4k d B SNMP, LUME IPve T HLAEW AT SNMP &), 1 Miz4T IPve SRAF I 4%
2 SNMP il 4. SNMP ACHLRIAH S MIB CHEAT G50, DL HF IPv6 41k,

a4

B F P B B A TP B P AL R 200 BT SR 4> snmip-server host-group ASZEF IPV6.

e


http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html
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IPv6 Firepower 2100 15

Firepower 2100 121744 4 Firepower A4 JEERAE R 4L (FXOS) MIKIZHAE RS, H IR SO #4155
BRI FP-E 1 15 S0 K Firepower 2100 13 E AN W4 BT S5,

TG REUR I, AZ0AE FXOS HECE TPv6 BB IP bk, LLF/RflfidE 1Pve B HE: LRI 56

Firepower-chassis# scope fabric-interconnect a

Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

Hitem
* FEB B T IBAT R GEA S K IR A .

o XFFP S8R 1) Firepower 2100, G745 ) EtherChannel [ % a3 1, HANS A ok B2 4 11
I, 40 S EHEAE FXOS H )3T SNMP,  USZEFeThig . SRR Z 5 mi .

o I NINEA Cisco Works for Windows B H AT & SNMP MIB-IT #x#E 11340 %5 25 4 fe 20 SNMP
R4 BH R0 W MIB .

o X Tl vl AR A VPN BT 22 4 SNMP B0, TRPRESNEEZ 11 TP 3yl A 25 £ s st 15 1)
FURAHEN VPN BCE 870 S5, Feiiohala 1 UL E T SNMP (1A #E H 3R B

o ASCHRIEE TR T #2250, (HE VACM MIB ] 43 W DLA 5 BRI 150
* ENTITY-MIB 7E 35 Bt St rh AT . 78 AR5 B S5t b 2O IF-MIB $iAT 8 ) .

* ENTITY-MIB X} Firepower 930041 H . #H%, & H CISCO-FIREPOWER-EQUIPMENT-MIB
F1 CISCO-FIREPOWER-SM-MIB.

o (EHEEYE R b, MEEF] snmpwalk B 4% 1 (ifDescr) W £E T 9T B0 )5 K AEAR . ASA
F—Fh &k SNMP 211 ifindex 3. >4 ASA JABINT, #210KH 3% ASA 132 L & I N i
NG5 N2 ifindex R4 o AN INE] ASA K8 & BHNE] ifindex K513 . B 111
N, MIBRECE M AL, R AR RS TEHT S B N R .

* %}F AIP SSM 5§, AIP SSC AN £ SNMP 4 3 i,
« NI HE SNMP iRk

« NI ARP 15 B

* NI ¥F SNMP SET 4.

* {fi ] NET-SNMP % 5.4.2.1 I, N2 3 AES128 I Sk iiA . A% H AES256 5% AES192 I
BB RRAS

 WURGRFE SNMP b T A —ZeREs, W2 BLA Be B AT .

oo
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SNMP 1575 .

* T SNMP 55 3 hit, @AZZ LR IBP AT RCE: 4l. F . ML
* FEMBRALZ AT, S 0 CRAN R 5 12 20 QIR IR B
* FEMBRHI 200, R 20 R AL B 5% ™ 40 SRR 4L

 WER ARy e 2 R T P BC BN I TR 4, I LR 0 2 A G0 AT T 382, )
WA BRI AT LA et

o ML BRI o
« LG
s W e TR AL .

o ASZRFEIE E e A K BRI MIB A 5742 1 H P U7 [l
o FTE RO SR ARG BE R BELEBRIA B Read/Notify View F13RHL

o EF P 5t A2 i connection-limit-reached FABF o AR BB FEIE, A0 ik 21702 PR )
JUESPRCE 2D SNMP [l ds ds L.

o M % P LA N 4000 & EHL. (H2, P 128 &R TR
 SCRPITE SN W) H bR 20N 128,

o ST LU GE M 4550 B LASRZR LS 0 A RTINS 0l AL

s WAL ZAH P — B NG,

* BRI LATEANFI) host-group i 4 i e & M2 5o Ry Ja — A FNLALER & IRAE 236 AN 7] Y
RGP A T NS AR

o WERMER EHLAL S JoAt EALVA B N, WARSE2 I P & 10 A4 CH5 E E R
A LN

o BRI T T 1847 i 2 IR E 1751 o
* SNMP FIEIIH B RN R 1472 745

* ASA SCFFREAMG B SNMP IR 55 4% B BE EHLACA 32 IR show snmp-server host fiir 44 H X 2.
AN IEFERS ) ASA HESNENL, DAL AR E K R

M HERR IR R
© EHAIRIZIOR B NMS AN E WK SNMP 2E12, T LU R fir %

ciscoasa(config) # show process | grep snmp

© EHHPOKR A SNMP 1RG0 H AR B IR L R (e ASA 16 E, WAL Fir 4

ciscoasa(config)# logging list snmp message 212001-212015

| e
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ciscoasa(config)# logging console snmp

LR SNMP ZEFE IEAE AR ARMCER A, R LL T 2

ciscoasa(config) # clear snmp-server statistics
ciscoasa(config) # show snmp-server statistics

T SNMPvV2-MIB [1] SNMP 4.
T SNMP 38l ik ASA H-45 11 SNMP HERE, 1A LL Fns:

ciscoasa(config) # clear asp drop
ciscoasa(config) # show asp drop

WIZR NMS Joik e Bhiis Kot G sl R IEA AR B ASA (A AR, 1540 2 il $hcf o 1)
A, TRERERA LU dr

ciscoasa (config)# access-list snmp permit udp any eq snmptrap any

ciscoasa (config)# access-list snmp permit udp any any eq snmp

ciscoasa (config)# capture snmp type raw-data access-list snmp interface mgmt
ciscoasa (config)# copy /pcap capture:snmp tftp://192.0.2.5/exampledir/snmp.pcap

© WU ASA AHEHUHIAT, TR AT AR BRAERSRICA %19 2% 40 Fh A& A 15 5L -
* X NMS BCHE, TERICCL T E R
IR
H T
514 1D 247
A 0 P A2 R
* KLU R A4
show block
show interface
show process
show cpu
show vm
o WURE S EAR DR, W O EILA R, TR [0 SO show tech-support fir 4 R HE ik F
EFF TAC.
o WA R 1F SNMP it s iliisk ASA #2111, 48 AT BEIE 75 2448 H icmp per mit iy 4 ok F i fE SNMP
JIk %% 35 11) ICMP i i

* 4T SNMP i EEAERS, ASA ¥ £5#) MEMPOOL DMA Fil MEMPOOL_Global SHARED i+
IS R . X TRES S EUS SNMPHISCICPUMFE S B EAL . BEAR I I A8, T8 ] no

oo
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snmp-server enable oid iy 2501154 R L AR OCH) OID. 2, P47 OID ik [H] 0

o

* AR WFEHERE R, T§Z LR URL:
http:/Avwwi.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/ 1 16423-troubleshoot-asa-snmp.html

fic & SNMP

AU i E SNMP.
SUE ]
W1 JHH SNMP AREEFT SNMP I 45 %5 o

S 2 FlE SNMP [EEE.
$IE 3 Pl'E SNMP 56 1 OHIES 2¢ iS5k SNMP 4 3 RS,

/= A SNMP {X32E%0 SNMP PR 5523

FE 5 SNMP {CHUFT SNMP AR5 5%, iEHUATLL NP
pUk

7E ASA L) H SNMP AREEAT SNMP 2545 . BRINTEHL R, SNMP 545 Ca o

snmp-server enable

Tl

ciscoasa(config)# snmp-server enable

fii & SNMP P&
FLHR . SNMP AR E AR Blo MR L B B DA o] FORCER I A6 21 NMS, T HUAT A R D ER:

UK

B AN BEBE S EBESR  BOITAT BB A 0E 2 NMS .

| e
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snmp-server enabletraps[all | syslog| snmp [authentication | linkup | linkdown | coldstart | war mstart]
| config| entity [config-change| fru-insert | fru-remove| fan-failure| cpu-temperature| chassis-fan-failure
| power-supply] | chassis-temperature| power-supply-presence | power-supply-temperature|
accelerator-temperature| 11-bypass-status] | ikev2 [start | stop] | ipsec [start | stop] | remote-access
[session-threshold-exceeded] | connection-limit-reached | cpu threshold rising | interface-threshold |
memory-threshold | nat [packet-discard]

i

ciscoasa(config)# snmp-server enable traps snmp authentication
linkup linkdown coldstart warmstart

L A4 R LK R 48 H AW BRI BB ROX BINMS . BRIARC & CF FH T SNMP FRifERARE, QiR
BIFTR. EAEHXLEREBE, 1 H no snmp-server enabletraps snmp iy 4.

R A A M AR E BB AL, WERIAY syslog FaRE. ERIATEOLT, <33 H syslog BaBiF. BRIA
SNMP [ BFiti 24 B P4k S F‘ﬂi

143 75 95 W] I i B logging history i 41 the snmp-server enabletrapssyslog 4 4 fE M & 48 H & MIB
A= R B

KA SNMP BB ER G, 35l clear configure snmp-server fiv4. BRI N 228 BT
HoAd P o

ANAEE B s o] I R B -
* connection-limit-reached
* entity

* memory-threshold

A I A HR N R G S BB (A 1 AR B B B <
* interface-threshold

FE B, AT FCfb f F A B S A SRS AT

config [fBF 5 FHl ciscoConfigManEvent i 4/1F1 ccmCLIRunningConfigChanged %11, 7EiE Hific &5
Ji 23 A X S

AR CPU IR T D & A2 I P C B B8, W AR G822 21 cpu threshold rising FffF .

MO RGN S AAE RS RGN 80% N, REGTo W FLNG 5t b 2L ik memory-threshold [P -
MFFAA AR S, SR E R S S AR IR B RS NAF I 80% I 2 it f B«

FELC R AN IE H TS S o A 2 AR BB OB R A s MRS B B RT F T A A . il
* accelerator-temperature B FEBHUE H T ASA 5506-X Fil ASA 5508-X.
+ chassis-fan-failure fEFANIE H T ASA 5506-X.

* U BEBEANIE T ASA 5506-X Fil ASA 5508-X: fan-failure, fru-insert. fru-remove.
power-supply. power-supply-presence Fll power-supply-temperature.

oo
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rgEcrugRzaE

* Firepower 1000 R4 A L FFLL I SEAAMPE: chassistemperature. config-change Fl
cpu-temper ature.

TR SNMP A 5 47 B A Jks

fic & CPU EFAEXEHE

TECE CPU MR B, 1 HAT LT D ER:

UK

ey CPU RN 1 M 47 0 A
snmp cpu threshold rising threshold_value monitoring_period

P

ciscoasa(config)# snmp cpu threshold rising 75% 30 minutes

FE BRI AT CPU A F S (K W das WA 0a), 348 FH b a2 10 no T2 K.t R B & snmp cpu threshold

rising T2, U AR 25 5 PR ER DR AR 70%, 1 S B 5 50 R BRI R 95% . BRI W #2231

WE R 1 5.

155 CPU B Ui ZARFFAE 95%, JoVAALE . 5 CPU BIE A SURETE A 10% 3] 94%. Wi
WA BUETE R 13 60 34k,

fc B3R O R1E

LR BB DB, TERAT U LR
i

Jic B SNMP 434 1R A
snmp interface threshold threshold value

i

ciscoasa(config)# snmp interface threshold 75%

B ER SNMP )3 52 L RO BIAE, 358 a0 no e e BIE @ X2 s 58 A SR 10 B 2 L
HRAETEE A 30% 2] 99%. ERIMEA 70%.

| e
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B s snmp i 1 stk 2c 054

snmp interface threshold iy & {7 & HL G St T A

P BERE DG I DUAE PR 22 B R 2 B, RGeSt P A BIL 11 A [ BIE BEA SR k& . (XU
PR D T SR (A A O

B E SNMP k7K 1 Sk AR 2¢ BI S48

Nil

B

LNCE SNMP 28 1 JRELER 2¢ TRINSHL, THHATRL R 3R

UK

FeE SNMP AN, Faam ML RS MFRHE O, JF R AT LUEE S ASA ) NMS 5 SNMP 4
THLBE (A 44 KR TP Hiuhl

{interface hostname | ip_address} [| ] [community-string] [ {|F] )" 44 }] [%f 1] snmp-server host
trappollcommunity version1 2cudp-port

Tl

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 2c
ciscoasa(config)# snmp-server host corp 172.18.154.159 community public

ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 2c

trap JCEE T AR NMS BRI BE . poll S8 7Dk NMS BRI AR 6 R D) . BRA
LT, SNMP FEBFCE . BRINEDL R, UDP i 24 162, X 747 H /& ASA 15 NMS 2 [l 3L
ZEY, PR AR KNGIME, KERZ NN TR PR . AR SR B X
FLFE A publice ASA 8 IS5 810 52 A8 A SNMP i85 K& 5 2. hn, 78 a] DU A A X 74
RIS A, ARG R A A RO E ASA I HIG . ASA IS E T e, T HAZ
B ICRAT DA SR N LR s A X R, XHIT R4 (140 CLI. ASDM,
CSM 25) (B R . B SCE AT Do I8 (AL X 75 B AR 2 i ASA B B3N —
e SO

REETHRE M T RaBEAIGE K (Bt ISNMPRRCA . version (SR VFAE T T A 5 IR 55 43815
LAEVN N snmp-server host fir & A AR, SO DR ASA E RS 1 FEEAH [R] 0 FEIE KRS B NMS
LR

BB AL SNMP 55 1 R 2¢ hBC &8 AL X A 77 s

snmp-server community community-string

TP

ciscoasa (config) # snmp-server community onceuponatime

oo
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mE snp 23 tnss [

R RVERATRR TR (L, @, %8, %, 0 & ) R TAT R G, O ERAE RS
A P D RE DR B IR FPRF IR 745 T RE 2 S BURANE R Biltn, R (O Blore e 3C7
Py ANAEA X FAF R AR

BLE SNMP I 5% (0 B Bk R A5 S

snmp-server [contact | location] text

i

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

text ZHHRETK R AN ASA REFHIMATR. BIRX KNS, RETEE 127 M55 /s
Phg, HZNBHIGH T DT hg .

WE SNMP 15 K IRt Wy i

snmp-server listen-port Iport

i

ciscoasa(config)# snmp-server lport 192

Iport Z L2 AL N SR 5 11 . BRIV 118 161. snmp-server listen-port iy &1 AE 4 BT 5t
PRI, ERGEFTPA AT . BAE MmO ERCE snmp-server listen-port 14, R4¢
NEAT NN

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

I SNMP RS Frseie ] (B 60 #—) , B Aw A, RO yEdE ek, ek &
4 H & %ASA-1-212001.

BLE SNMP 2 3 ki aY5%

FECE SNMP 25 3 RIS, THHATEL P IR
UK

FE XAt SNMP 27 3 FREC &8 5 SNMP 4.

snmp-server group group-name v3 [auth | noauth | priv]

TP

ciscoasa (config)# snmp-server group testgroupl v3 auth

e
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FCEALX TR R, R Bl EREAT S P A LR A PR T3 AN AL — RIS 1
JBAR) 22 AR, — AR 2 ) e e auth SCBE AT B 0 5 4 B0 1E . noauth SCBE 734k
INARAEAR et 5 e BN & . priv SCHE T TR A B A B I8 IE . auth B priv CHE T
AFFAEBNE .

L2 MUt SNMP 2 3 i & # FH i) SNMP 20 fic &8 H s

snmp-server user usernamegroup_namev3 [enginel D enginel D] [encrypted] [auth {sha| sha224 | sha256
| sha384} auth_password [priv {3des| aes {128 | 192 | 256} } priv_password]]

TP

ciscoasa (config)# snmp-server user testuserl testgroupl v3 auth md5 testpassword
aes 128 mypassword

ciscoasa (config) # snmp-server user testuserl public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

username ZHEJE T SNMP AREL I EHL L A 2 FK. group-name SH0E H F T AN AR v3
KRBEFF5 € AT SNMP 5 3 Jivze AT RV encrypted.  privAl auth G857, enginel D 5%
BRI, wIR e AR T S0 B E RN 5 B KT ASA (1) enginelD. enginelD Z4(4h
Zi4eE A 341 ASA enginelD.

encrypted SCHE R E I RS R0 E Y o I B R A0k N RERE

auth SR 735 NAE FH S 436 UF 4R 5] ( (sha. sha224. sha256 m sha384) . priv J<i 745 & b
R AAEAE auth B priv S8 BB A S HE 7 1 BRI .

XTI EE, 1T LAERE 3des Bl aes S8l 7. I ] LATE AT H I AES N Bk A : 128, 192
5} 256, auth-password Z:4($5 & & 3 Sk FH 7 %58 . priv-password S04 & I H 2 %0

WS ES, MITCVEE A, ATERTECE . ST LU e A S AR B Y B A A B . ANt
A B Ry T P I BRI S B 4 (SHA. SHA-224. SHA-256 5 SHA-384) AHUGHC. 41
FURCE WonERE G FE SNBSS (i, SECE SR B, G2 B OR A Ak B 3 S0 R B AL
WM ARSI RS (B A RED o BB | AN PR FRF (1, HTFes
JRIR, BATEBUEH 2> 8 AN FREBTFE A

4 SNMPv3 FH T HEAR BB S DI I, G SEAERTAE A TV B VS DT PR B 1 o B S i e ) 4 v 45
MISNMPv3H A R IR %% o A2 SNMP3 H - FFmas I 24 /3= FH e &, LA H
BRI B, R DUE AR s B 7 (SNMPv3H NI & TevEAE A A ¥ %
ENBCE a2 B A o FORTECE RN P, TR AR ) A B 5 Ausername
group-namefii%, B HEAEEH/ & F ¥ & L% N\ priv-passwordi& I flauth-password £ T (RN %
A) . snmp-server user v3

WA H B EATH encrypted SCHEFRIAR Y, RGUH Won SRR, AN SNMPV3
P i AN S o AT A I8 A A1 S I E) AN 255 BRI SNMPv3 HIJ FIZ i 2

o, ASEFH 8 0 % RN IR A 2 3R E B e

ciscoasa(config)# snmp-server user defe abc v3 encrypted auth sha
c0:e7:08:50:47:eb:2e:e4:3f:a3:bc:45:£6:dd:c3:46:25:a0:22:9a

priv aes 256 cf:ad:85:5b:e9:14:26:ae:8£:92:51:12:91:16:a3:ed:de:91:6b:£f7:
£6:86:c£:18:c0:£0:47:d6:94:e5:da:01

oo
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ERROR: This command cannot be replicated because it contains localized keys.

Bihn, ESARE SR i e v % b (AR A7 AE snmp-server user i 2 IS F A S WoR)

ciscoasa(cfg-cluster) #

Detected Cluster Master.

Beginning configuration replication from Master.

WARNING: existing snmp-server user CLI will not be cleared.

¥R SNMP AT o Fram ML RS FEBF I 1. #ff e n] LLIERE ] ASA [ NMS B SNMP 5 2
PRI A FRAD TP bk,

snmp-server host interface {hostname | ip_address} [trap| poll] [community community-string] [version
{1] 2c| 3 username} ] [udp-port port]

T

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 3 testuserl
ciscoasa (config)# snmp-server host mgmt 10.7.26.5 version 3 testuser2
ciscoasa (config)# snmp-server host mgmt 12:ab:56:ce::11 version 3 testuser3

trap Jei 7 IEE NMS BRI AR FERE . poll i 7 i)k NMS BRI R 2815k (B o BRIA
FEWR, SNMP FABEE aH  BRAEEM R, UDP 3k 162, #EX S48 JE ASA 5 NMS 2 [ ff 3t
R, PR AR KNG IE, 2N RADTF TR . ARV . BRI ERF
o4 public. ASA fifi F 3 H 52 A5 N ) SNMP 15K 2 B30 B, 8 n] DU A 54t X 7 45 HR ok
RSB A, ARG A — 5 B 0B ASA FIINMS. ASA i 48 75558, 3 AL a8 8%
A DX R R SR AE RN o ZEAEH IS AL X 255 R, XHIT &R48 (B CLI. ASDM. CSM
) BN INE IR WSO W IR AT R AR 2 ASA AN I8 5N 1 — M2 B
XK.

KEEFIRE T BEBEANE K (B ISNMPRA . version 1 S VAL FH BT s Al A 55 R 45 233015

7E ASA it & SNMP 2 3 i ML, F 7 i 5 1% LG

BRI N snmp-server host 2 U Ra M, 0O T ASA _ERCE 1K AR UEAR [ 0 AEUE R IE B NMS
R

TE SNMP 55w B sl R A B o

snmp-server [contact | location] text

T

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

text ZHFEICR NELASA RGEH A TR MIRX KNG, REITHE 127 PR WadE
B, HZANERCRAE A

PE SNMP 75 3K 40T Wr St 1 o

snmp-server listen-port Iport

e
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Tl

ciscoasa (config)# snmp-server lport 192

lport ZHUE 52 A6 AT R 1 o BRIABIVTSE 24 161. snmp-server listen-port iy 2 {3 7 B 5
HETH, ERGEW S A T W AR S R RS snmp-server listen-port 74, R4
)I%'E%BL‘FYQ/E\:

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

WA SNMP LR frafeth] (5 60 F2—0 , HEmO A, g e T, NS kH &R
4 H & %ASA-1-212001.

T E IS — 414 P I SNMP H AR, AT B R AP ER:

g2

it 5 SNMP ] %1% .

snmp-server user-list list_name username user_name

i

ciscoasa (config) # snmp-server user-list engineering username userl

listname 251 f5 e H P AR I A FRR, KIERT O % 33 45, usernameuser_name S8 7/ 2 06
TR e A2 bl DUECE (R ) . A8 ] snmp-server user username iy A & 4 b ik
IAEAT 2 SNMP 25 3 JRIGHS UL R iz A 0 . H P ARG AHAG Z A, JF RS ENL4A
oy 1P btk i DG HK

1% P 5 W 2% % 5 AR K Bk

TR B P R A P O] AL R R AR R, 1T B R D R

UK

R FH P F e B AN P B 7 255 R 28 X B AT DR K

snmp-server host-group net_obj_name [trap| poll] [community community-string] [version {1|2c| 3
{username | user-list list_name}] [udp-port port]

oo
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wizsume I

w5l

ciscoasa (config)# snmp-server host-group inside netl trap community public version 1
ciscoasa (config)# snmp-server host-group inside netl trap community public version 2c
ciscoasa (config)# snmp-server host-group inside netl trap version 3 userl

ciscoasa (config)# snmp-server host-group inside netl trap version 3 user-list engineering

net_obj_name Z- %45 2 1 sl 7 45 2 SRBR I 4 E IE8  R 4 8K

trap J<HE AR L AERIEFEBE, JFHAR RV (B o BRAEDLR, SNMP FEREALT B
FARE.

poll B F & AVFRIE ENL GGl , (HARRERILFAPE.

community SR K H NMS [ R T ZEAEBRAF A, BOR 2R ORI 28 NMS (1 BRI I 5 22
AEZRN TR . s R AeB I B 7 T SNMP 55 1 AR 2¢ ik, community-string 2446 & 28005
TR R, ST R B N R IE e 7 NMS R gk ke, # X F5F h i 2 ] Ly

2 ATFHE

version JCEE K SNMP Tl A1FRAS 5 W ARA 1. 2¢ 8L 3 LU TR IE BRI B2 05 sk () |, BRIA
WA 1o

username 24041 7€ A AT T SNMP A 3 I 7 (44 95
user-list list_name <87/ 2400 1 € 11 SR IR 445K o

udp-port port SCEE /S HU R 2 IR SNMP B B A& 26 21 AEBR A ot 11/ NMS EHLHF % & 1% NMS
FEHLI) UDP % 5. ERIA UDP % L4 162,

54 SNMP

T2 LR T B 4% SNMP [T 4.
* show running-config snmp-server [default]
Uiy A m] R T AT SNMP IR 55 28 Bl B A5 B
* show running-config snmp-server group
iy 4 1) 7R SNMP 41 e & 1
* show running-config snmp-server host
B2 AT 2R it SNMP 45 1l A 326 3328 4 S HILFR T JER T8 60 PO TG T VB
* show running-config snmp-server host-group
Uhiy 41l 7R SNMP LA E
* show running-config snmp-server user

i 4 A 78 SNMP LT H] 7 R B B

e
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* show running-config snmp-server user-list

Iy A A 7 SNMP B R i E

* show snmp-server engineid

B4 AT s BTG & [ SNMP 5% (1) ID.

* show snmp-server group

I 4 AT s CURLE ) SNMP 4L 8K S LR Tie AL IX

BRI EENIL . AT AR IR

* show snmp-server statistics

B2 R B EC E 1 SNMP R &S AR E . B0 T SNMP tH5s 0%, 15 clear

snmp-server statistics 74 .

* show snmp-server user

Wi 1T 2 7S RGBT RE

Gt

PAR 7 B8 W An ] Stz SNMIP IR 95 4 Gt 115 R -

ciscoasa(config)# show snmp-server statistics
0 SNMP packets input

0

O O O O O o o o

0

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Get-bulk PDUs

Set-request PDUs (Not supported)

0 SNMP packets output

0

O O O o o

Too big errors (Maximum packet size 512)
No such name errors

Bad values errors

General errors

Response PDUs

Trap PDUs

PAF 751 B i 4eT {57 SNMIP iR 55 #3847 1

ciscoasa(config) # show running-config snmp-server
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart

oo
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SNMP =151

snwe = ]

NIRRT R AT SNMP UK 275 1)l .

SNMP 25 1 kR 058 2¢ FR

THERT ASA Wl WP EBHE T FRENL 192.0.2.5 3 SNMP 53K, {H XA AT B ML R IEAT ]
SNMP 4 H &K

ciscoasa(config

( )
ciscoasa(config)
ciscoasa (confiqg)

( )

#
#
#
#

ciscoasa(config

SNMP 2£ 3 kit

snmp-server host 192.0.2.5

snmp-server location building 42
snmp-server contact EmployeeA
snmp-server community ohwhatakeyisthee

RN T ASA Wi B SNMP FRA 3 22 AR SNMP 153K, I SR PC B0 4n 1 4 a2 1t
}_\?: éﬂ_\ ﬂa)ﬂ\ 3‘5*}_[1:

ciscoasa(config) # snmp-server group v3 vpn-group priv
ciscoasa(config) # snmp-server user admin vpn group v3 auth sha letmein priv 3des ciscol23
ciscoasa(config)# snmp-server host mgmt 10.0.0.1 version 3 priv admin

SNMP [/ 218 5%

%= 7: SNMP [ 2127

INREBFR FRA | %R

SNMP 25 1 fi AR 2¢ fil 7.0(1) | SCAE X P55 B AE SNMP s 25 5 SNMP ACFR 2 [8) A& 5 B ke i
i ASA 2% I 48l A4S R o

SNMP i 3 it 8.2(1) | A AT 52 S0 Fr 2 At SNMP 55 3 hiiditfit 3DES B¢ AES i
Pz e, Wi USM, A foirie & . AR =00 S B B E
FEAE . AN, BRRRAE SR VR ERAN MIB X St 77 s, B s
HoAh MIB S,
FINSES T LA R #r4: show snmp-server engineid. show snmp-server
group. Show SNmp-Server user. snmp-server group. SNmp-Server user
snmp-server host.

SR T 8.3(1) | SZFFEIL N

BT LA R4 snmp-server community Al snmp-server host.

e
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B swremsias

ThEEZA TR RRAS | i5tRR
SNMP [ FEF1T MIB 8.4(1) | SZHF LA T HiAh &k ¥ connection-limit-reached. cputhresholdrising.

entity cpu-temperature. entity fan-failure. entity power-supply. ikev2
stop | start. interface-threshold. memory-threshold. nat
packet-discard. warmstart.

entPhysicalTable 15 A& s . WU HUJEFAH SR H &

YL N oA MIB: CISCO-ENTITY-SENSOR-EXT-MIB.
CISCO-ENTITY-FRU-CONTROL-MIB. CISCO-PROCESS-MIB.
CISCO-ENHANCED-MEMPOOL-MIB.
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB. DISMAN-EVENT-MIB.
DISMAN-EXPRESSION-MIB. ENTITY-SENSOR-MIB. NAT-MIB.

SHFLLU R HABRARE:  ceSensorExtThresholdNotification.
clrResourceLimitReached. cpmCPURisingThreshold. mteTriggerFired.
natPacketDiscard. warmStart.

SINSEM T LA Fér4: snmp cpu threshold rising. snmp inter face
threshold. snmp-server enabletraps.

IF-MIB ifAlias OID 37 #F 8.2(5)/| ASA BL7E ¥ ifAlias OID. % IF-MIB i}, ifAlias OID ¥ 1% & 4 &Lk
BAQD) | e B B T £

ASA IR (ASASM) 8.5(1) | ASASM 3Z#F 8.4(1) 4L AL Ay MIB FIFARE, (HLLRIH BRAk:
8.5(1) M ANZ L HF 1) MIB:

* CISCO-ENTITY-SENSOR-EXT-MIB (f¥ % #¥ entPhySensorTable £
THXE) .

* ENTITY-SENSOR-MIB ({37 #f entPhySensorTable 41 11X} %)

* DISMAN-EXPRESSION-MIB ({37 F expExpressionTable.
expObjectTable Fll expValueTable 41+ % %) .
8.5(1) AN SLHF I A B -

* ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB). IFEBFH TR, K
J AR AN CPU i 5 A

* InterfacesBandwidthUtilization.

SNMP [l 8.6(1) | 3ZHF ASA 5512-X. 5515-X. 5525-X. 5545-X Fl 5555-X [ LA T Hift %
B 7 entity power-supply-presence. entity power-supply-failure. entity
chassis-temperature. entity chassisfan-failure. entity
power-supply-temper ature.

BT L Ffir4: snmp-server enabletraps.

oo
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snvp e [

TIREAFR

(TS

152 AR

VPN #H2¢ MIB

9.0(1)

L St 5B A (1) CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB % %
R —AUn# ke .

.4 ASASM Jii HHEA T MIB:
* ALTIGA-GLOBAL-REG.my
* ALTIGA-LBSSF-STATS-MIB.my
* ALTIGA-MIB.my
* ALTIGA-SSL-STATS-MIB.my
* CISCO-IPSEC-FLOW-MONITOR-MIB.my

* CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB

9.0(1)

AT XU MIB B2 #F: CISCO-TRUSTSEC-SXP-MIB.

SNMP OID

9.1(1)

CLVR T AN 0 SNMP 058 (5 72650 OID S35 ASA 5512-X .
5515-X. 5525-X. 5545-X F1 5555-X.

NAT MIB

9.1(2)

ST cnatAddrBindNumberOfEntries £l cnatAddrBindSessionCount OID
K FF xlate_count Fll max_xlate_count & H, #1247 o i4-{# ] show xlate
count A HHATEC .

SNMP EHL. ENHFH 23R

9.1(5)

IR Z 7] AN 4000 & EHL. SCHRFRITEShE ) H ARECE ) 128. AT LIR
TE M Z R G LSRR SR I LA RS ERL. TR 2 AN S —
EEIPN 7

SINEEMS T LL N fiv4: snmp-server host-group.  snmp-server user-list.
show running-config snmp-server . clear configure snmp-server .

SNMP 71 5K/

9.2(1)

SNMP A 3% )3 S8R/ BRI UK 1472 5475

SNMP OID #1 MIB

9.2(1)

ASA I{E 37 FF cpmCPUTotal5minRev OID.

ASAv EAE R H s 2] SNMP sysObjectID OID Fil
entPhysicalVendorType OID .

CISCO-PRODUCTS-MIB il CISCO-ENTITY-VENDORTYPE-OID-MIB
PJCER, DSCRPRTT ASAV T 5.

CLS I T i VN S VTR 0357 SNMP MIB.

SNMP OID #1 MIB

9.3(1)

£\ 4 ASASM ¥ il CISCO-REMOTE-ACCESS-MONITOR-MIB (OID
1.3.6.1.4.1.9.9.392) 37§,

e



B swremsias
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TIREAFR

(TS

15t AR

SNMP MIB F

9.3(2)

CISCO-PRODUCTS-MIB #! CISCO-ENTITY-VENDORTYPE-OID-MIB
HEEH, LI EE ASA 5506-X.

ASA 5506-X CUE A BT i 2] SNMP sysObjectID OID Fl
entPhysicalVendorType OID £ H1,

ASA BU{E S FF CISCO-CONFIG-MAN-MIB, ‘&l AT L R 345
s THECONFE L ERM AR A4 o
* fEIEATICE R UGB EN NMS.
o BREEY b O O RAT IS AT I A O I B [E) 3K
o MR ISR TS, B, TR A A U

BE T L Ffir4: snmp-server enabletraps.

SNMP MIB R HE

9.4(1)

ASA 5506W-X. ASA 5506H-X. ASA 5508-X F ASA 5516-X O /E N
FE N N E] SNMP sysObjectID OID 5 entPhysicalVendorType OID & H .

M S SNMP iR 554 B F L8
A PR

9.4(1)

ASA X TR S R T IRHI) SNMP AR 4525 FaBE W18, show
snmp-server host fir 24 AL R IEAEAC 1) ASA (3G 8 0L,  DAA A
B & 1M EHL o

B T LA Ffir4: show snmp-server host.

VI T 6 ISA 3000 157K

94(1225)

WAL, SNMP SZHFISA 3000 7 i R 41 . AT 1 GV In 18 i¥ OID.
snmp-server enable traps entity ir4 CASHOh L5 HT AR &
|1-bypass-status. IXAFH SZFphl {55 BRAS T

B T LU Ffir4d: snmp-server enable traps entity

1E CISCO-ENHANCED-MEMPOOL-MIB
Hh % HF cempMemPoolTable

9.6(1)

IIAE 37 HF CISCO-ENHANCED-MEMPOOL-MIB fF] cempMemPoolTableo
KRN NAFE, W2 RS AR 4 H

Pk 23 CISCO-ENHANCED-MEMPOOL-MIB i 64 fi7 i+ %8s, IfH
HEAR A RAM #Bid 4GB 1 F & EINAE.

YT RGN TR P (PTP) SCHF E2E 3% W]
i e MIB

9.7(1)

PUESCRE S E2E 3B W IR B 206 R fF) MIB .
iR N ¥ SNMP get. bulkget. getnext Fll walk ##:4f .

oo
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snvp e [

ThEEZA TR RRAS | i5tRR
T Ipv6 (1) SNMP 9.9(2) | ASA BIfE X HFHT IPv6 ) SNMP, fuiFifid IPv6 5 SNMP JI 45 a4 i

i, ARVFEIL IPv6e AT E W FIRERE, LU SZREIAT MIB i H IPve
Tk AN T LLUR E K SNMP IPv6 MIB X%, 41 RFC 8096 H1 ik .

* ipv6InterfaceTable (OID: 1.3.6.1.2.1.4.30) - f & &M% 11 IPv6 i & 1

5B
* ipAddressPrefixTable (OID:1.3.6.1.2.1.4.32) - 41,5 f L SEAR SR KN ) e
HHETS

* ipAddressTable (OID: 1.3.6.1.2.1.4.34) - £, 5 524445 UM 5L -1k
==

* ipNetToPhysicalTable (OID: 1.3.6.1.2.1.4.35) - £07 )\ 1P Mk 214y
b1k S
B aAE a4 snmp-server host

iR snmp-server host-group fir & AN £f IPv6.,

SCRFAE SNMP H A% 38 4E 18] i3 FH AAE
AW AAREH NG TS B4 R

9.10(1)

VIS CPU BRI A A, S mT LU FIAAE AT I SNMP # A% 3541
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