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scope eth-uplink

scopefabrica
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enter interface interface id

enable
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Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable
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set port-type {data| mgmt | cluster}

T

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data G BRIAIEAYL . TH21IEFE cluster KRBT BOATEOL T, REa A S/ EIE 48 L)
SRV

Je FHEAEF BBl Cln RS S0 FE) .

set auto-negotiation {on | off}
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Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

PERS WAL L.

set admin-speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}

IR

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

SIB6 WE XA,

set admin-duplex {fullduplex |halfduplex}

-
Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
WURAE G T ECAVR B S, e SN T AR G TR NS, RN T TR

set flow-control-policy name

Tl

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

SR8 RAFILE.

commit-buffer

T

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #
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scope eth-uplink

scopefabrica

Bt Sy 1 303

create port-channel id

enable

Vil ARk AN E

create member-port interface_id
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Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1

Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2

Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3

Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4

Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(ATag)  WEREIRAL.
set port-type {data| mgmt | cluster}

IR

Firepower /eth-uplink/fabric/port-channel # set port-type data

data JCHE 7 A BN . TS 20ILEFF cluster JCBE,  BRAR EORE b L E0E F VR SRS BER T AN

NN
hy S 1) U R RS 7 L B o PR 13
set speed {10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

USRS IN AL B F5 € L A RE A% 11, 3% R TSI S in A\ i 11 38 . BRIA{E  10gbps.

Tl

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

CRIE ) i 1133 P 53 ¢ B BT i FA R L
set duplex {fullduplex | halfduplex}

AR RN IN DAFR S WU T RC B R A 1, 3% DR JCVE D in N\ i 1 38 - BRIA{E fullduplex.

TP

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

Je FHECAEF BBl Cln RS 0 S0 F ) .
set auto-negotiation {on | off}

i

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

BB R B 0 LACP St LB iE R
T ARSI, BGUR 2 E FTR.
set port-channel-mode {active | on}

T
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Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

IR g AR 7B, W C N TR . RS G TR, RN TR
set flow-control-policy name

IR

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

AL -
commit-buffer
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B smasa

o BB IP Mk A £ HEHY
o ¢ IP Hudik

i

W1 AR SHA.
scope ssa

i

Firepower# scope ssa
Firepower /ssa #

PIR2 BOE N LG ARA .
a) BE A R AR A S .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) K 2 Ay 5 A
scope slot slot_id
XtT* Firepower 4100, slot_idZh#¢% 15 I Firepower 9300, WZHZT 1. 2 51 3.

oRtIE

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c) QU NI

enter app-instance asa device_name
device_name I /T 1 & 64 DN FARFZ A AEXT I SEA] G B BB A N, OREAE T % 24 PR
G UE

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #
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d) WHE ASA WGHRA.

set startup-version version

i

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) B HBEREEA
exit
w5

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) B ssa Bz,
exit
il

Firepower /ssa/slot* # exit
Firepower /ssa* #

TP

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

PR3 QIR
enter logical-device device_ name asa dot_id standalone
A F 55 48 2 WA 0 4 S SE I ARTR] ) device_names

i

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

PR A BRI RO BB 1 o X AN E AP IR
create external-port-link name interface id asa
set description description
exit

* name - i Firepower 4100/9300 HUAHE BL 1 #AE ] B AJEAE ASA TCE FAEHT )3 1 44 FR
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B smasa

* description - 7% 7 Sk A E PN 5145 ().

B OV S HUARE B AN MR IF 2 ASA B TR B 8 1, B dS v 1P Hhdik.

TP

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

a) IS SREFXS.
create mgmt-bootstrap asa

oRtIE

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FRERTKEER e EGE ] .
create bootstrap-key FIREWALL _MODE
set value {routed |transparent}
exit
L HARE Y, BRI A A 0 46 FR s IR o SR ST % e BN 2 VAT T AN A 5~

Fo ST, EYI KGR AN 2 R K, T i s B Bl kT, A
PR 2 B PR B A (0 6 Eh SR

AGAEI G0 B N B BB KR WOREED N 5 R r i e, WA E .

5

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) fREE IR .
create bootstrap-key-secret PASSWORD
set value

WA
TE: i
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exit

il

TRECE () ASA BB 63 FH P R e 3 i AE AT S R N R s WS A FXOS Vs AR,
FERSIE T B 0L P sy, DO LR,

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 B B
createipv4 slot_id default
set ip ip_address mask network mask
set gateway gateway_address
exit
i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) EC'E IPv6 EHIIIE .
createipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit
A5

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) BRG] SRR,
exit

i
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

PER6 RAFLE

commit-buffer

HURRTE RS R 28R AT RAS, IR 51 R P E BN BELE 11 e A K 28 I SR B 28 i %
fiH] show app-instance fir & K A #E RS . HERBRS A ERBA LBITRS A ELN, NHISLHE)IE
fEIaAT Hoal AL

TP

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

THZ I ASA BCEARRM, DUITUANC 2 42 500 .

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A NS AT A TR

ASA AT HITE (BRSO DIH0O 2N R ECE, AR AL FXOS FRCE. Hoh T i@ mpLAR
Gy e E T PR RHER, TS LT VIR,
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UK

HI CEAME 80 AL s NS 5.

FIB2 AU BN A ERS 0 BC 1 AN ER 2 MR .
IXEERE ] A8 # 2 AW Z Tl v af YRR . FRATTEEUE K — AN 10 GB $edi 4 T T4 & 1
R D) P FIR A BE M . an R T O 10, n] DU A o g s ) 4 FR A e s IR A BRI 77 2511
Wi o ANRERHE BRI (1 H: 1 TS U e SR S BERS . FRATTEE U LEN LR 2 )4 FH — /N A8 #e
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HIB 4 G B S R e S T R G 1, WA S A AT B, AR A TR R A LT
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R XF ASA, WRAEFXOS H#kr— MO (lan, WiRERERM LB, £ Ek EtherChannel,

OB AN 1 T 0 i 2] EtherChannel) , 0] ASA Bt & SR EE IR UG4S, DB AT DLHEAT

AR AL RS BCE PR R 2™ 2R 2 (580 . S AT LLAE ASA OS T3k IH
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B ASA iZiEi & ERYIED
ATLIE ASA B EARL. UM SRS SR BB T ASDM 4 F1 3R BLTEE 1.
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AR AT LLgn4E O/ LY EtherChannel [0, ARS8 48 B o

FiaZ |l
o MRARECE WAL, 55 7 VIR NN EtherChannel (i [ 1lIE) , 45 8 IS E ML, I
IN4E/A] EtherChannel,

o U BRI OV IR IR HE VAR NS EtherChannel (51201, ERUE L N80T 45 42 L A R4 46 1), )
T e MR A IO 2 10, AR5 PR %42 L1 s I 2 EtherChannel. %} -F-31 ) EtherChannel,
#30] LLBE J5 % EtherChannel 43-Bc 35 %% o

o T REER B RE D 0, S ORI BRS BR AT B B T . B BB AR/ % ] e B
SR, AR A PR e EIESER . OB AOEE AR B OGNS S, A, e
A S W AR
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TR AL BRI
Firepower# scope ssa
P2 SR
Firepower /ssa # scope logical-device device_name
PR3 NSO B -
Firepower /ssa/logical-device # delete external-port-link name
Hi )\ show external-port-link fiy4 LA H 4% 11 44 FK o

T E B O, EMER AR, SRS LR INE 1 B D 2T, ] commit-buffer i &-ffi A 5
B

L REE L AR oR e
Firepower /ssa/logical-device* # create external-port-link name interface_id asa

SIS AN E
commit-buffer

ARSI EALSS -

ER BN RS &
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SR G E R Telnet HEHRERE 2 AL CLL.
connect module slot_number {console | telnet}
SOERBA I LA U 124515, WA 1454 dot_number .
fiH] Telnet LRI AAE T, R0 LLRIN X BIOIT e 2 Ao, JF HEpad stk
il

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

SRR 2 JERRI NS .
connect asa name
BEFLBIZIR, HMANTBIRA2
i

Firepower-modulel> connect asa asal
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]
asa>
HIE 3 IR N H & 21 FXOS Bk CLI,
* ASA - HiA Ctrl-a, d

HIE 4 %[0 FXOS CLI & B g | #EE ,
REIEH &
a) HA ~
k5B 2 Telnet M HI .
b) ZHE M Telnet N[, I5HiIA:

telnet>quit

R Telnet R1F:
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DU/l S 2k 1 1 ASA, SRJ51B[A13] FXOS CLI & 542,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

B FR N EIEER

ek R AR HFHER
H T Firepower 4112 ] ASA 9.14(1) FATIHES T Firepower 4112,

Pk i %2 FXOS 2.8.1.

Firepower 9300 SM-56 3 ¥ 9.12.2 AL T SM-56 224 itk
iR T FXO0S 2.6.1.157.

i FH T Firepower 4115, 4125 14145 (1) | 9.12(1) FATHEL T Firepower 4115, 4125 Al
ASA 4145,

et 23 T% FX0S 2.6.1.

Firepower 9300 SM-40 Fil SM-48 ¢ #F  [9.12.1 FATTIN T SM-40 Fil SM-48 2 4=,

Pk 3 i % FXOS 2.6.1.

Y HFAE ] Firepower 9300 i Fi il | 9.12.1 TEIAE T LALE [ Firepower 9300 I
AZ[¥) ASA F1 FTD #ik [l N6 5 ASA il FTD B H# 8 4% .

P 23 T3 FXO0S 2.6.1.

. 1B 481% % Firepower 4100/9300



| Z#&i&# Firepower 4100/9300

paganmneiez ]

I

(TS

FRER

Firepower 4100/9300 F¥JF A3 il B % v]
B X IP it

9.10.1

BOAMEOUT, SRR K Al H
127.2.0.0/16 M%% . BifE, A LIAE FXOS
B AR RN R B 4 . MLRE RSP
ID Fidift ID [ 8h A RS % AR
P RE B2 11 1P Hbhik:

127.2.chassis id.dot_id. fH/&, HF:es
RN L 127.2.0.0/16 J R .
R, IR RT LAY FXOS 4R REY
HEE R CE AN B e X /16 T (BR
1] (127.0.0.0/8) FHL1 4% (224.0.0.0/4) Hhuhl:
BRAM .

Pk 3 i FXOS 2.4.1.

B AE MR FXOS fivd: set
cluster-control-link network

FRHRAAAE A N B Etherchannel

9.10.1

IAE T LUK B0 F1 4 3L =2 Etherchannel

WEA “FH” LACP #iasl “frfr”

. HAhZEA Etherchannel 1Y 3 3
“FEH” B

pa S T FXO0S 2.4.1,

FHEAE MUY FXOS 4 set
port-channel-mode

Firepower 4100/9300 HLAF ¥ ASA [k
PR p e Sgris

9.7(1)

WAL, EATLAIEAE ASA JERER A 5F
A~ Firepower 4100/9300 A/LAH BC & 3k 14
ID. LART, RAZ7E ASA N Hhiic &
wifUID: MO DI RE A T BRI
R, EAREFE ASA LB T IR E
uhi s ID. BBAh, h TSI AR
e A, AT TH 223 ASA
9.7(1) 1 FXOS 2.1.1, TH AR X
S8 PEFIPE e 1Y) 2 TS0t o

B T LU N4 Ste-id

7 ¥ Firepower 4100 &%)

9.6(1)

{fH FXOS 1.1.4, ASA ft Firepower
4100 R A ESCRFHLA RIS A

AEBAEAT T2
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(TS

FHER

6 MEHIHLAR R ZEHE, LUK Firepower
9300 ASA SV FH 3l i ) SR A

9.5(2.1)

PRAEE TR FXOS 1.1.3 5 WA P9 4
B, IFY RS SR ERE. fEiRZ 6
WU 2 ] LA A 6 M,

AEBATAT 2

Firepower 9300 [FHLAH A ASA T4

9.4(1.150)

5% w4 Firepower 9300 HLAH 1) 3 4>
ARSI AETE . LA P ) T AT A
HoWA 8 TSR

SINT LA R4 : cluster replication
delay. debug service-module.

management-only individual . show
cluster chassis
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