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T AT IR A3 11 BB DA Bl e 1 A e L 1 BRI D0, LUK 1/1 2 Bl Kt 1

11178 4% PR LA R4 22 11 U0 30 A 4 B L 1

UK

TR AL ER.

interface ether net 1/ Il

* O, M T RCESG S, T E] 8,

18 IC1EH Management 1/1 #5216 & 9 A2 A Loty AR

T

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if)#

TR 2 o A L

switchport

R BEE D AL T AL A, R B A A L 2 HL 1A S S

ciscoasa(config-if)# switchport
ciscoasa(config-if)# switchport ?
interface mode commands/options:

access Set access mode characteristics of the interface

mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>

ciscoasa (config-if)#
HIR3 SIS L A
no switchport

ciscoasa(config-if)# no switchport
ciscoasa(config-if)# switchport ?

interface mode commands/options:

[l Firepower 1010 X34k QMR AE OB E



| Firepower 1010 ZigHliH AW R AE QRS
mzvanizd

<cr>

ot

DL /=B LA 1/3 1 1/4 BEE K 5 Kasp =

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if) # no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if)#

B & VLAN [0
A AT B VLAN $ 11 DU T XU 1.

UK

P W VLAN £,
interfacevlan id
*id- WE B VLANID (T 1 f14070 200, AELFE 3968 1 4047 JEH A HID Cf 4
PIBAEHD

T

ciscoasa(config)# interface vlan 100
ciscoasa(config-if) #

PIR2 (k) KRS VLAN.
no forward interface vian id
 vian_id - AR AR E|HE VLAN yH ¥ VLAN £ 1[) VLAN ID.
i, 474 VLAN 2 Bege S AR HLECFI U i), 53— VLAN 20 Bigs Al 4, 58 =4

VLAN 7} Fe4s IR S BE M 45 o X BE M Z8 o s Rl Ak k4%, AL, S rT BLEA] no forward interface
T RIEFEHKBE VLAN;  AMb B2 0] LAY ) SXRERI 2%, ELSRBE 28 AN RE U7 1) 4l Y 2%

i

ciscoasa(config-if)# no forward interface 200
ciscoasa (config-if) #
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BOR AT L 1 0 BCLE B VLAN, GRS A N o e N N2 R b ic i . BRI
BUF, LUK 172 2 UK 1/8 AZ #r L 1 2 0 Bl 4y VLAN 1.

a4

Firepower 1010 ANSCHFAE P28 HR B4 T BRI R A2 b s PRI, b 25U R ASA [AEAIEFE
BN TSN S B

UK

HENFE O A
interface ether net 1/ Il

C U, FHTRE IS, M1 F 8,
il

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if) #

B LS e Lo 13 L4y VLAN.
switchport access vlanZ 5

* number - & EAT 1 F14070 Z[E] ) VLAN ID. $RIA{H A VLAN 1.
w5l

ciscoasa(config-if)# switchport access vlan 100
ciscoasa (config-if)#

CAIE) e A e Lo B E A 52 Oy 1, D m] DABH B AS #ep Lo 5 W) — VLAN _F Al
ARSI AT L3 1 BEA TS
switchport protected

FELURREOUR, 4 n] BEAREER 1A e Loty VA B2 AT I A 22 At VLAN s ) 3% 2647 41
it I BB AT ARV VLAN [0 U5 )5 Qn s B0 23 s e sl At 22 4 i, D) 35 B0k 1 4 A L
WA TF. B, W HATH 3 4 Web RS- 2511 DMZ, NIAE#K: switchport protected i 4 T
B EG I5, WA LK Web RSS2 AH LRG58 48 RN AN I 28 35 ] LS IX 3 6 48 IR 45 2
BHTIAS, IRZIFR, (HIX S8 R4 45 2 A B 22 1A JE i HEA T Il A .

i

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#
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$®Ba4 (k) WEHEE.
speed {auto| 10| 100 | 1000}
RINE A auto.

i

ciscoasa(config-if)# speed 100
ciscoasa(config-if) #

PIRS (i) wEXN .
duplex {auto | full | half}

BRI auto.

i

ciscoasa(config-if)# duplex half
ciscoasa (config-if)#

TER6 o A L 1

no shutdown
FEARH A HeH L 1, 1\ shutdown iy 4> .
w15

ciscoasa(config-if)# no shutdown
ciscoasa (config-if)#

ot

PLUR 7~ LA 1/3 LA 1/4 FICLKIRY 1/5 () HI 40 BiR4y VLAN 101, FFE LUK 1/3
FILLR M 1/4 HIEL B & 32 AR

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if) # no shutdown

ciscoasa (config-if)# interface ethernetl/4
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)

ciscoasa(config-if)

ciscoasa(config-if)

interface ethernetl/5
switchport access vlan 101
no shutdown
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B sxsnsnmsEs w0

1% i O B & b A dkim O
AR A R A Gt ny LA A 802.1 Q Anic &2 A~ VLAN [y gk 1o gk 14252 R bR Alks
Wit . UM VLAN b (3 s i b g 1 PR AR

ki L BASCR RO S AR IO A VLAN ID,  LAE ASA AT LCKR i F s e 48 1E R A Lo
F1, sRn] DU i 22 AN kOB 1. S ASA M rp 8k 1R I% AL VLAN ID s, W2
MHBR VLAN bric. 45075 — G #pL B gk O 3 B AR AR HE VLAN, DU AR bR id i
AL 2 A — VLAN,

UK
TR BEAE R EA

interface ether net 1/ I
e uiid, HFREmES, M1E S,

Tl

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if)#

N
8
N

A5 M A8 e Loy 1 Rk o 4k 11
switchport modetrunk
TR b RN AR, 15T switchport mode access i 4

i

ciscoasa(config-if)# switchport mode trunk
ciscoasa (config-if)#

&3 K VLAN g b gk,
switchport trunk allowed vlan vian_range

* vian_range- & /T 1 A14070 2 ][] VLAN ID. #0] LI LU 5 Rz — iR 5 % 20 PID:

* FL—%'5 (n)
* JEH (n-x)

o JHIE SR S AV R T, .
5,7-10,13,45-100
AU ERAEIE S, Hitar & U7 BIRCE S, b e 222 0E 5 .

WRAE LA P A A VLAN,  JPK: 2082 A VLAN; M 1R IE AR VLAN fsi,
i D URL 2 MIFR VLAN brid. Beah, A2 24T VLAN brid 7 .
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ciscoasa(config-if)# switchport trunk allowed vlan 100,200,300
ciscoasa (config-if) #

W A HL VLAN,

switchport trunk native vlan vlian_id

* vian_range- BEE AT 1 #4070 2 [6][¥) VLAN ID. ERiA{E A VLAN 1,

BN A AN A VLAN, (&3 F A VEAN 5] LU ) th o] DUAS ]

TP

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

CAJae) Koo As e Lo B E A S 0o 1, BRI ) AR EAg e Lo 1 5 /) — VLAN B HAl
SR AN L AT A
switchport protected

FECLFIEDLR, SnT BE AR 11 A8 e Loy LUAH FL 2 [T I A . 2 I Ath VLAN 1 ) 1% L8474 f)1
S 1 R BE% s ARTT ALV VLAN (6] 5 0] s 2t B0 e ol oAt 22 4l D) B B 46 A L
WA TF. B, R HATEE 3 4 Web RS- 2511 DMZ, NI #0K switchport protected 41 T
BTG 15, WA LK Web BR4S 20 ELRE 5. 3848 IR I 48 3 1T DL 53X 3 6 48 IS o
HHTIAE, RZINMR, (HIXEE M4 45wt B2 (A ik A T Il

IR

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#

CAIi%)  BEE .
speed {auto | 10| 100 | 1000}
BRINME A auto.

TP

ciscoasa(config-if)# speed 100
ciscoasa (config-if)#

(Afi) B AT,
duplex {auto| full | half}
BRINMEA auto.

i

ciscoasa(config-if)# duplex half
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ciscoasa(config-if) #

Ja FHAS A Lo 11
no shutdown
AR AT B LI 11, 3%\ shutdown iy 4.

Tl

ciscoasa(config-if) # no shutdown
ciscoasa (config-if)#

w1
PLUR -85 LUK 1/6 B8 VLAN &y 20 3] 30 frh 2k 11, FF8 A VLAN & & 4:

ciscoasa (config)# interface ethernetl/6
ciscoasa(config-if)# switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
ciscoasa(config-if)# switchport trunk native vlan 4

( ) #

ciscoasa (config-if no shutdown

Ao B AR M

$IR2

PAKKY 1/7 FILIOK I 1/8 SCHF TP ML B2 45 N s A5 e 45 I LUK ik L, (POE) . Firepower 1010 SCKF
IEEE 802.3af (PoE) 1 802.3at (PoE+). PoE+ {4 % 2 K I (LLDP) KW LhZE 4 . PoE+ 1f
PAK 2 BB A 4RI 30 BUIfITh e . ANAE T ZER SRt 2.

TR, W25 v % Fe

BRINTE UL R, AELURIM 177 FRUK K 1/8 L)t 1 PoE. el R4 el A% FH AN i ] PoE LA K Al 4
Cipie 28

UK
HEN S B AR

interface ethernetl/ {78}

Tl

ciscoasa (config)# interface ethernetl/7
ciscoasa (config-if)#

JA B4 PoE+.
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power inline {auto | never | consumption wattage milliwatts}

* auto- PoE 1 H13& 1552 it BE 5 0 ) FLECKS FUIR H alik 52 FiBE % . Firepower 1010 {1} LLDP
BE25 Ui IERA 1 PLEC

* never - 221 PoE.

* consumption wattagemillipowers - F=#/ 45 & L TG A A7 1) BLEL, Y[ 25 4000 22 30000, 4 4L
FBh I E FCHOFEEH LLDP Whig, s 4.

{1 /| show power inline fi7 2 £ & 41 PoE+ IR
-

ciscoasa(config-if)# power inline auto
ciscoasa(config-if)# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

15l

LAR s o0 LUK 1/7 FEhBEE LI, W LUKK 1/8 BEEIhH N A 5):

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if)# power inline consumption wattage 10000
ciscoasa(config-if)# interface ethernetl/8
ciscoasa(config-if) # power inline auto

ciscoasa (config-if) #

* show interface
BRBEOGHE R

* show interfaceip brief
BRI TP sk FORES .

* show switch vlan

7R VLAN BA8 #e /Lt F i 528k
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ciscoasa# show switch vlan
VLAN Name

Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8
Ethernetl/1
Ethernetl/2

10 inside up
20 outside up

show switch mac-address-table

BRERSHIBhA MAC Hilk4& H .

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | In0/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | In0/0
885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2

show arp

BoRENA . AL ARP 45 H . 3ha ARP 4 HAUHGE ARP S H IR (BP) o s ARP 5 H
PR 2k () BUOPRIS B, AR ARP 28 HIW 7R “J44” o LUR 2 show arp fir & (4 sl o 26
—ANEHREI IR 2 BIEhA S H . B FHERSSH, RS HRAE ARP,

ciscoasa# show arp

outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias

show power inline

BN PoBE+ IR,

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00
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A i O 7= 451

DA e A B e Rz AR C B A M L 1 PR 7 68

B AR R
LT AR B FA VLAN 8201, S0 A Bl 0 e

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface V1an20

nameif outside
security-level 0

ip address 10.20.20.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

i AR TR A5

wimisnzs [

R, AR AN .

PAUR - IE AR 1 PRI IS VLAN #2100, JRRE AN AL 1 r o g W 1, —ASricgs ob

HiERE

firewall transparent

|

interface BVIL

ip address 10.20.20.1 255.255.255.0
|

interface Vlanll
bridge-group 1
nameif inside
security-level 100
no shutdown

|

interface V1an20
bridge-group 1
nameif outside
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security-level O

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

e B AR O/ L im O 7l
PLR 7581k N B4 B — A VLAN %10, I AMEBFT dmz 612 P B KBS 1

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/4
nameif outside
security-level 0

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5
nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
no shutdown
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£5 B BY i FH FNAFHE TR 151

gnmmmimers

PLR 7l 6 A A2, Horh A VLAN #2101 Cinside 1 Allinside 2) fEMAMFZH1H, —A (A
TEMBFAH 2 . SPUA VLAN 2 AN E TR, 2w sk a2 0. [ VLAN _EAS#el L 1H 2

(] R0 EE AN 52 ASAF) 2 A Sem BRI (H AR f VAN Z 18] (137
T LAEFERE AT AL A ML VAT 0 S, DAAERE LS ) BEZ ) S 2 4= SRS

interface BVIL

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi

security-level 0O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1

nameif inside 1
security-level 100

no shutdown

|

interface V1an20
bridge-group 2

nameif outside
security-level 0O

no shutdown

|

interface V1an30
bridge-group 1

nameif inside 2
security-level 100

no shutdown

|

interface Vlan 100

nameif dmz

security-level 0

ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
switchport

switchport access vlan 20
security-level 100

no shutdown

B2 A IR R, A,
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| O

interface Ethernetl/5
switchport

switchport access vlan 100
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/8
switchport

switchport access vlan 100
no shutdown

B R = 1)

DA 7 4 LUK Y 173 e 8 Ay e D) 4 11

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2
no shutdown

|

interface V1an20

nameif outside

security-level 0

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2
no shutdown

|

interface Ethernetl/1

switchport

switchport access vlan 11

no shutdown

|

interface Ethernetl/2

switchport

switchport access vlan 20

no shutdown

|

interface Ethernetl/3

description LAN/STATE Failover Interface
no shutdown

|

failover

failover lan unit primary

failover lan interface folink Ethernetl/3
failover replication http

failover link folink Ethernetl/3

failover interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2
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R im OBy SBIER

1 XN OB A EIER

THREAFR FRA | ThEE(RR
Firepower 1010 {22 | 9-13(1) | Firepower 1010 SZHEHE 5 LA 2 1138 1 ok A 3 b/ Loy 11 B 97 K Sz 11
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switch vlan. switchport. switchportaccess vlan. switchport mode. switchport trunk allowed
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B4 . power inline. show power inline
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