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HEpk 2 )5, i FOR R AR T BRI A LRAE
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#Em 2k EtherChannel (375) ]

A\

AR CHASARTAREZPREN, P B DG R L A 1 T DU RO R A B 1
HEORAFATIT, AT B8 AR TP W) 1P kb o (EUE, G RSB 80 B & A AR P 5 AR 4k
TARESPRGS, A BIR PR ICE I ) (R & Jm PR A S 42 i e AR 1 2 TP i) o Jba 2
FHAZ ] 6 3 FORBEAT AR 3E 2D L

=M 4% EtherChannel (3EFF)

SE 0] LU REAHLAE B — AN 8022 N2 O 41 s 4R 8 77 BT A6 #Y EtherChannel. EtherChannel V28 1818
HRTA A RS S I B . AR FR AR ORTZE B B K B AR R 34 R S X DK I . 76
R, EtherChannel P # o4 HAT 84S TP Hubk (B 2 0. EBWIRECT, 1P Mok FE 2 BV i dE
PIMFL R 3 45 1 o 513835047 )& T~ EtherChannel [ ) 3L A4

Inside Switch QOutside Switch

A
I Node 1
78S [\ ﬂ eth1/1 1‘ eth1/2 [\

w

port-channel

i 1/0 port-channel 6
SIn'sidéd Outside
panne Spanned

port-channel 1 port-channel 2

10.1.1.1 Node3 509 165.201.1

eth1/ I eth1/2 }

¥ M 2% EtherChannel (43
FAIN e HESE EtherChannel 18397 /77%, FILEF LML
o R I I A

o WCSHOH 8 PR o T AR AR I e ISR SR B R SR A3 i, i B e PSR B A A e
T HWSIOE L S -

* BT HE.
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TSP KA, AT BORI LA 15 -

o fEH CARTER” (MRS EE, XM R H AT A AR A A T EME,
LW % B W M 2% EtherChannel H1 ) [R]— & ASA. FRATTEBCEEA H AR IP Mohik (BRIAKE) 8L
WA H From AR .

K5 ASA JER AN, RIS, D OR 4 BTy Bt 0 BT (1 ) SR A AR ] o

EtherChannel £ #1145 57 H50F HAR# IR sk H A5 1P Huhk DL & TCP Al UDP b 5 A TiE$E .

EtherChannel TU4%

R VSS i vPC

76 ASA b, TGS SR L . AEASHL b, ATV DU DL Heh — b ARk

sour ce-dest-ip 5% source-dest-ip-port (ii§Z: [ [0 £} Nexus OS B/ F} 10S port-channel load-balance
W) o WS AL P R G T vian, IS S EUL R 1 ASA IR E A
¥,

EtherChannel 7 F5E % B0 £ 52 M S 23 450 17

SRR DB A I I ANRENS SEHL. WERTEHCE T NAT,  JUHE A AR [P As t HAT AN F] () TP i
AN/ 1o 3R IR R AR O ME M AR IR R BE %, RSB AN AR K8 20 3R 1t e 5 1)
BIEFI R

EtherChannel 1 N EIUAR . "B IT A HERS LB P BCIRE o IR — 20 BRI R A, R AE LA B
He 2 1A P R . 2R EtherChannel PR T A R B A4 58 Be 2 A B, (HILAb B3R A0 T
WIRES, e SRR AP IR % 4

1] LALE I M 2% EtherChannel H AL &G ASA INZ NI, 6 ASABZ M, X TE#H:3I VSS
ol vPC 1 S A H LIS LR A o

AT HAHLIIANE, 52 RS M 4% EtherChannel T CE 32 S00G 80 BEME » LI RE T 22 vPC R
EATUNLER ST & 16 2515 5045 % 1) EtherChannel (0175 F2 Z51 10 T-Jk LUK PR HL (1K) B R Nexus
7000)

X137 £F EtherChannel H 47 8 257G sl BEM AL, TEIEH:E] VSS/VPC HIHH G A B, el
{E ¥ M 2% EtherChannel "L E 16 5535 BIBEM o

U RIS A W 4% BtherChannel FHAE T 8 26 L AOIH S HERS,  WIJCIE Al A8 46 P Gkl s 45045 9
P32 FAGBNBES, i EEAE ] SRV 5 T BEER 1K) cLACP Bhaim I ALSE . Wik 2, fhiRn]
LA 8 Z5imsh B AT 8 44 HI BRI ANAEIERL B — S AZHANLIS

T EFTR A 8-ASA FEBERT 16-ASA ERETA 32 40 s BEM 15 M 4% EtherChannel
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zz vsssive ]

Router or Router or
Access Switch Access Switch
Swich1 ~_ Switch2 Switch1 - —_ Switch 2
ﬁi Virtual Switch Link ﬁi EI_ Virtual Switch Link _EI
|I Il |II I| | lode i
| | u ul

-chanhel1

TR A 4-ASA FEEEFT 8-ASA FEAEHA 16 253 s HE RS 1) 1% [ 4% EtherChannel.
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B =z=vssswec

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2 Switch 1

& .

|
port-channeld

i
T

ﬁfﬂ‘,i "

| S |
i 3port-c:ha

nneld

Router or
Access Switch

Virtual Switch Link

Switch 2

NN N 4-ASA SETBEAT 8-ASA FEREH 1T 8 4c0b 5)1/8 4% £ B M (1A% 4 %5 M 4% EtherChannel. 7%
SEEM o A sedk, AREENBEM Bon o L . cLACP kI a] UL [ shik £ 8 ScmtE M AE N
EtherChannel # VG BEM . BTN, cLACP W] DLAE B S BLBE M 4% 61 3 315 .
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mugn (wERFrapost) 1

Router or Router or
Access Switch Access Switch

Switch 2 Switch 1 Switch 2

Switch 1
Virtual Switch Link

i I

Virtual Switch Link

[:u:Jrl-channel1NOde 3[:n:th-c:hanneH

WIrdEO (UER T B A AR

MSZEE FURIEH M i O, AR DA A SR P, 38 D E L R AR Y R
B, DI DU B2 G B BCE A IP bk, PR S R e L (R S
ANEED A BRI SRR 1P L R AR A s ik, SRR T BT R Y e AR TP ik
GRZT B AR Y i AR TP SR AU Bk A G — A PR ) s A ROE N,
G 1P MRS HEAS BB P b o, AR A PG UGS 4R S, AN, AR DL T I 20AE il At
AL 23T B B A A
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B 2rsmeme dusapiosE)

Inside Switch
_a—

Load Balancing: ==
PBR or ECMP /

[
eth0/0

eth0/1

eth0/2

eth0/3

Outside Switch

E Load Balancing:

PBR or ECMP

Node1/Control

@

inside elh1f2 (g cih1/1 outside

eth0/0

10.1.1.1 (main)
10.1.1.2 (local)

2(1‘1 165.201.1 (main)
209.165.201.2 (local)

Node2

inside eth1/2 G3P cth1/1 outside

eth0/1

10.1.1.3 (local) $209.165.201.3 (local)

Node3

inside eth1/2 . eth1/1 outside etho/2

10.1.1.4 (local) 209.165.201.4 (local)

Node4

inside eth1/2 _@

J cih1/1 outside ethosa

10.1.1.5 (local) %200 1652015 (local)

[ I—

BT RIS IR 1 CRLER By RO

EAF R AN O, SR ASA B OFRA IR B A 1P Huhbfl MAC Huht. FEF56ms 1 i (PBR)
—Ph AN BRI T

R AL PBR Ay 278 70 A AT 16 Al e, AT A I vk

PBR AR % FH LS A ACL AE tH % U o WITF-ahiR 4 HE D T ASA Z Al . T PBR 2
FRASER Eh, DR TT BE A NG TE R S AR I S OR . O T SRS s R R ﬁ.i&(‘mﬂ% PBR %
W, DA% 2 (1) 2 e Bt E AR R [l s A 1) ) ] — AN ASA. i, aniRisf— & MR thay,
A S ERER T B AL TOS PBR RIATSEILIUAY . SR 1OS XS ERER 21 F ICMP ping #5541~ ASA.
SXJ5, PBR AT LU & ASA AT Vs in) 18 D A H B4R F % thiist o AOCTEAE R, WS LN
URL:

e

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a4409.shtml

[ S5 AR 1) 22 AR 1T UG e 9 K A O

EAEF AN ), 5 ASA #2O# AR B S/ IP bk MAC Hbtik. 250 £ B 42 (ECMP) % i
—Ph BRI T

IR AL ECMP 4 878 70 A LA 15 Rl B, BAT T s I vk

ECMP it i ] LU R % PP R AL 2 4 “ IetEiie” He Rk Bdlitl. ‘€15 EtherChannel —F¥,
AT LUAE ISR H B TP 3t il S/l H b 11 S FEO (LA B (A2 2 BR sl WERIEAE IS
¥ AL T ECMP B, ASA Sfel BEx 5 U Bk 350, 2 ifihs ASA MR K.
PRI, RS P i s i vl 9 550 A P AR e M PRI RE, AR R R . A T U B A
PSR IR R i e, ANERIBR S DL, AR R ASA LB N2 58Sk
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Nexus BétiESmeE (umsmporEt) ]

Nexus & GEV LT 1) 4% (PR b By KOS

A B4R E

FEAEFH AT, A ASA B2 R B A O TP Sl R MAC Hhbik. #EE%E S 4% (ITD) 2
1& FHT Nexus 5000, 6000 7000 F1 9000 A Hi A/l 5 41 (1) s B4 A A BT i 7 %8 B T 58 Wk
fE45 PBR [ RELAAL, ik n] ISR AL AU B T ARG A Z BB N shge, LSOl soRs 4i i 91 4% o Aii o
ITD SZH5F IP RS PE. TR R AR s B B3 1P Tk, B fPiRE . BA N+M IR
(152 M s AL PR . AN 375, LUK TP SLA #8301l (4145 DNS) o il ki i sh &
P, BT AT AR 5 S LE PBR SIS IR A o A T SBIXU A SRR, AR B
ITD, DMK B2 0 E 0 5 A iR [R5 7] B [F)— ASA. AT EANfE B, 1S LU URL:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

SRR EFEE LM TR E

FERCERAE AT, T EOC A G B AR e B P 4 BRI 28 AN Kl I 4%

UK

ot Y PR S TP AR A TS TRV B R I 246 A B IR 2 T 0 1Y 2%

R EREZIMAERNBS N, BAOTEA NS AR IR 45 .

AN, ENECE FUEA R A B, G SAT A EtherChannel, IS & bR R E i 2% 24T
EtherChannel Fit & .

tHESMRE ERERIFHEOEN

RSN RN E — MR 0 . 5 4% EtherChannel BYA S 3210 ASREAEREAE VR FH AN [R) 25 7Y
30,

I
[y

FrisZ 8l
o B AHE LR B ER P B S ASA EAr B E R,

o BAR T LUK A B L AR DS B VA3 E 1 (HfERE) RIS AERS M 4% EtherChannel 25X T JR
e RIAESRAEIE WP KE R, B Ot T U A 32 00

* {EI5 4% EtherChannel £, 20 FURAE FILZ VRGBS 11, R Joidoh i BEZ 1R L 3)
S BOAERTE S

« FEZ SRR, AU P Sk Re— Pk 2RI i, AR RS WA A TR
s, W2 R 46 EtherChannel BEUH] TR AT 5%, DRUNIZ A& WIS se v fmE— % 1
K,
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B =sswermeEsn

Nil

8

UK

SRR RIBCE, DS 5 s v B BB SRR RSBl LU iy 21 5
cluster interface-mode {individual | spanned} check-details

Tl

ciscoasa(config)# cluster interface-mode spanned check-details

AR BB R
cluster interface-mode {individual | spanned} force

Tl

ciscoasa(config)# cluster interface-mode spanned force

AFAEBRN TR s R PR I R AR BEE AL, WITEi A AR

for ce 2L 1T nJ FL 3¢ 0 SO s M G A A 2 G B2 PP R IR AR AEAN A I BE . e, R Tahig
FEATHCE PR iy AR e B BEAE W B e B UR B 52, DRI TRAT A U4 1] forcedlb I, XA
RO NI EICESE T BEEMAUG, EATLLEHNETT check-detail sIETURIRAG 2 S 55 .
WERAE ] forced i, A7 AEAE T AR IBCEIN ,  RGUR 7R B BRIC BT BN, - i 7 2
TR B 6 S SR FOB G B BRI ) A RIS EC B SR (O 5 W2 BE SRt R B
BeE o WREARGEERRCE, WA AN n B 4.

SRR R, 5% no cluster interface-mode 74> .

FEiEHRE LR EED

JE FHARREZ AT, AU ST A TG E T IP Mk 4% 11, AR A N AR . B T Al
R AAE S AR AT ek S e s AT IR B T e 1, DA 5 3 (A ) 20 B8 i SR 7
JE b

AT FUR PR R L IC B0 5 B R S8 mT LUK Bt 12 L BC L5 DX LUK P T s 7 4 1 o 3 fop
THEM AU o AE[R—NRCE T AN BN B AR 2R, AT B L RSN, B AN
AEAERE DX DK P EAE AR R DU ST 32 1

REHRMED GEFERTEERZED

AT TR E R MRS B 1, RN AN TP bl i3RI O TP Hidik. EARHF 1P il 2 4R AF 1Y
AN ERNE, dRZE AT B

TE# M 4% EtherChannel #250 T, ZEUCH & PR OIS & o0 Mo O . oy $2 On] DIORR P8 75 28 i 42
PIEE G B4, MEEM 2% EtherChannel 2 XU H SRR 21 24 1 1) B 4%
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LI

Nil

B

mEgtren esRFeezn I}

FHIEZ Al
o BRAE L MR O8N, AL TN T
« XT 2R ERGC EEREME S HITARER . WA MR AT S B, 1A changeto

context name up 7
o M T ERAEAD v LG E I . R DR TR AN S B A
o (ATIE) HGZ IHCE N B4 A EtherChannel 42 11, JUAYHE URI/B L & 3211
* WL E N EtherChannel, It EtherChannel /& B 8 AHUK, 171 4% EtherChannel.
© EEL B OORBEIE N LA

UK

BO B A TP bkt (IPv4 FI/E% IPv6) , Forp— ANk 4 o0 e B REAN R & AE Sz L bk
(IPv4)

ip local pool poolname first-address — last-address [mask mask]

(IPvo6)

ipv6 local pool poolname ipv6-address/prefix-length number_of_addresses
il

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6e local pool insipv6 2001:DB8:45:1002/64 8

/G HERP WSS EA R A L. B RIY AR, WNASEZ L. BT TR
I AT 1P MU ANTE bbbt s U5 45 DAFE [R5 rh g AR E TP shb R B — AN 1P sl

TEICVETEHE RO R G B D) AL, ZEE ARG R& B L, %A showip[ve]
local pool poolname fir 4. BEANEEHE R 53 70 I AN SERE I #2323 B B — AN bt ID. 36 ID BesE 1 BT FH i)
Sk [ bk o A TP

HENFE AR
interface interface id

P
ciscoasa (config)# interface management 1/1

COUEFFAT IR D B DB G B, RN & AT SRR e 1
management-only

FRATE UL, A BRI DA BN B R . AEB IR, Sty & nH s BRI 1 4 24
A
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B es2rm0 esmremzn

U AR AR VBN B R 4, A 0 B R

pz L AV EAREGEZR

nameif name

IR

ciscoasa(config-if)# nameif management

name J2 KK i 2 0 48 N PATHISCA AT Y, JF HAX S KNG o A —SEr B B A bt iy & )
FE i

WE AR TP Hhhk I e SRR .

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

Tl

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa (config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

I TP Btk 05 250 5 SR BE it M S 1 ] — AN R4, (EARTEM I . ST DARC E IPv4 F1/ER TPv6 Mtk .
AN FF DHCP. PPPOE M1 IPv6 FEIRCE; #A%0 T-5hACE 1P Huht,

BEE A5, b number 0 GRAKD 2 100 (i) 2 IR 6%

security-level %i'5

T

ciscoasa(config-if)# security-level 100

AN

no shutdown

w11

PLUR 7~ BKs LAS I 1/3 TS Y 1/4 B2 FTRCE A 13 45 A5l EtherChannel, 2% J5°¥4 EtherChannel
JC B oA BT 2 1

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3

. Secure Firewall 3100 &Y



I Secure Firewall 3100 &9
fit & ¥ M 2% EtherChannel .

channel-group 1 mode active
no shutdown

interface ethernet 1/4

channel-group 1 mode active

no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

it & 7= W £& EtherChannel
5 M 4% EtherChannel ¥5 i EEHE T I FTH ASA, JE{E EtherChannel #4E A 2 FH$2 40t 6 2117 .

FIRZ B
o MBS ML T 15 W 2% EtherChannel 3 AR .
* MT 2, HERGEPAT AT IFAAR T . MR WA RFRCERS, A changeto
system A4,
o SFTIEUIA R, IEECE ML, SN E MR D (BVID.

* 15245 % EtherChannel H 1) 55 KR e/ INEE IR B - TRAT TN EEAE ASA B AC HeAL | F5 72 EtherChannel
PR B KRN i /NBE % 80 (lacp max-bundle #1 port-channel min-bundlefiy4) o fn S 448 75 54 ]
XLV, R L N0

* 76 ASA F i (M B B B OSBRI E 200 A T ORAEAS He L b JiC 2 1 B K
EEAEA T ASA i

* £ ASA bV E M /N EUE B 6 Bt g A i 8 B 1 I i ) B /NS sl 8. 7B
EHAL s NEE R B R W B MEE RS, BT RAE S ASA ST

o 1) B R S B BT 4k (355 1 port-channel load-balance i 4 ) o« 7EACHAL I, AT
WAE ] LU R Horh—F 4325 sour ce-dest-ip or sour ce-dest-ip-port (12 [ Bl Nexus OS F1E
10S port-channel load-balance #iy %) o 120 7E SIS i kAT FHOCEE S vian, 502§ 38Uk
EEIEETE ) ASA MR MEAL .

* B M 4% EtherChannel A ] lacp port-priority 1 lacp system-priority @74 .
o A1 M 4% EtherChannel I, i FUEE R AR AEIESE 2 0 - Z TS HEAN TARIRES . Ik A)

7 1A U A B AR A T T AR AL TR IR 1 B o

UK

TR FE LI EEE A K% 1

interface physical_interface
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. Bt & P M 4% EtherChannel

TP

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. i i £ 1 (1) 55— AN 1
PE TR P T A A SRR S

F 0L 1 43 fid 2 EtherChannel:
channel-group channel_id mode active [vss-id {1|2}]

TP

ciscoasa (config-if)# channel-group 1 mode active

channel_id [Eh 1 2] 48, WISECE Hh v A LLIlIE 1D s HEIEEE 1, B A3 in— AN
inter face port-channel channel_id
5/ 2% EtherChannel H 37 #F active =,
WIS ASA 43| VSS B8 vPC I S AL, TERCE ves-id JCBE R 2 R I I H R 1
AHHL (1 EE2) o WAk, BIEWIAER 6 Aot ui @ iE 4% 4 H port-channel span-cluster
vss-load-balance #iy % .
Je
no shutdown

(Al Wit EEZERE, 5 248 1 D 2] EtherChannel

IR

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

& 5 W44AE EtherChannel FH Z/NME 1, X Fi&E#2| VSS 8¢ vPC AR HNLHIF AR A . 1EE
B, fEEREOUT, E5 M2 EtherChannel 5 22 N B8R T A SR HE RO 19 16 N2 R 8 AME & Bl
My HaR 8 MR, UAPiBERE kA, A 8 ML ERTE s 0 (EEE &M , Wb
i H] clacp static-port-priority iy 425 ghaSun L SE . 2B DLy, &2 [ fEEA 4R
PERAE ] 32 40 EnBEM . ltn, X T H 16 &5 ASA AHRMSERE, F6 ASA FRZrLUEH] 2 M
1, P&/ %% EtherChannel W3t 32 M.

o ity I TE 1
interface port-channel channel_id

i

ciscoasa(config)# interface port-channel 1

TR DB E AR, K BshEl g,
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fit & ¥ M 2% EtherChannel .

SIE6 Ft EtherChannel % & 4% M 4% EtherChannel:

port-channel span-cluster [vss-load-balance]

TP

ciscoasa(config-if)# port-channel span-cluster

WS ASA JEHR] VSS 5 vPC IR & A B, DS AE ] vss-load-balance JCE# G H VSS 13k
Yifir. BEIHRERTHELR ASA 5 VSS (5 vPC ) i 2 ] (4 HE B & P S B T 6 e FH B g 38 1T 2
i, L2 channel-group up T4 A RS LG E vss-id JG8E Y GEZS IR 2 4D

ST () BT Ll R E R O BEE ORI E Y, e o 0 B E S .
BETT VPR TR B IR e SR s T 5, DR D Il IE A BT A L (X e S A A A S E I
S8 (Wik) WFUER LM EtherChannel 4% VLAN 8211, 37 RIHUT 4R 1E

i

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AR ARG T 7.

PRI  (ZHEAED KE OGS RakA:

changeto context name
interface port-channel channel id

P

ciscoasa(config)# context admin
config)# allocate-interface port-channell
config)# changeto context admin

config-if)# interface port-channel 1

ciscoasa
ciscoasa

ciscoasa

JONREAT 3¢ Wi SN AR L T 5= G b S

S0 A4

namef name

Tl

ciscoasa(config-if) # nameif inside

name & K% A 48 NPT TR, JFHAXI NG . DB EE A 62w
AR

SN RGBT U b — TR
o B AL - WE IPv4 /B IPve Hudil:

Secure Firewall 3100 £ .



Secure Firewall 3100 # |

. Bt & P M 4% EtherChannel

FIR12

(IPv4)

ip addressip_address [mask]

(IPv6)

ipv6 address ipve-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa (config-if)# ipv6 address 2001:DB8::1001/32

ANSZFF DHCP. PPPoE Al IPv6 FIBhICE . X T ikt ARz, nl LR E 31 4071 MRS
(255.255.255.254). {EULAHHL T, AL Waal) Fhhkfr j 1Ptk
AR - Kz 11 43T 2] 9 AR 4

bridge-group number

ZNE

ciscoasa (config-if)# bridge-group 1

number 4 1 3] 100 2 [A] 35T, 52 Alf 64 DL BC B AT AL . SEANRER [ — e L Ar e &
ZAMMNAL. WHEE, BVIEEM S IP k.

WEZEHN:

security-level number

i

ciscoasa(config-if)# security-level 50

number 4 0 (IR 2] 100 (hei) 2 [ 84
5 M 2% EtherChannel G B 42 5 MAC Mk, DU G0 385 48 1) 190 2% 32 4% i) f «
mac-address mac_address

i

ciscoasa(config-if)# mac-address 000C.F142.4CDE

WA T A MAC ik, 1% MAC MUIERHGA 28 T4 A i il e & o A RANEE B MAC Hulik,
WUl R AR BE A A A B, BT A R B A 2R BT ) MAC Ik TiZ4% 1, X R] RE - S I o) 45
b .

AR, WS Sz Mg 0, NSO B F B4R R MAC Bk, IRt C % T
B E MAC Huhik. 5RO by A AR LS B Fah e E MAC Hiuhk.

mac_address [1#% 8 HH.H, Hrh H & 16 2+ @k dil%+. #ilan, MAC Hilik 00-0C-F1-42-4C-DE
L 000C.F142.4CDE fE M
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agsserns |

U R AR AT T A B AR MAC Hihik, T3 MAC H bt HT AN 75 A BE D A2,

L4 Gl X Tl s AERE, RNl R — AN AR E 1 MAC Ukl TP ik
mac-address mac_address site-id number

il

ciscoasa(config-if) # mac-address aaaa.1111.1234

ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if) # mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if) # mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.9.4

UE SRR E B TP Mtk 20 S 4 R TP M4 F Rl —F W o ARise 2548 FH 1 ok 25 45 2 1 MAC HihEAD TP Hb
W e T8 AE R & A 1 5 SR P I & R 48 2 13k A 1D

IS SiEFRE

LR A RN AT AT 24T 5 SR E A REI AR SR o

FEEEH T A5 FEFRE
BEAE P BN ST ST PRI A RIS S, T IARESR RO B4
SRR NSRRI 30T L5 RUR B — MBI £ ) AT — A SR
Serbt, A HON R  IEI BRI G AR AT AL
a2 A
- AR ONECEE,  CADTRIS R A T A A

APUREEA L § ¢ S uaf%%%#kﬁ ) SE X R . SRS BT B R G HAT AR E], 1
A changeto system 7% .

o A H BT DU TR BERS, DB T LUK BRI h BB MTU R B o @ Ui . B E
Mios T8 ASA FHTINER, RIS S0 e 4k 22 AR P 2 ATt AT I A B8

o BB ZBAL P 65 i KR T BB I ARAE . SEANRENLH] Telnet 2K SSH.

o BRAEAEEHIRER b, BOE TP BAT AT 2 AR A 20N e 1 R A AR A TP i BT IO S, B T
i M 4% EtherChannel, #RJ5 4 REE FAERE. WA LARTSAAAE B LS, 0] LA B %%
FC’E (clear configureinterface), thn] DURFEE 46 SR L 11 )5 75 8 FHAR A .

BN RS IR IEAEIZAT FIREARIN, T RES A PRI T I 25 A B B/ W T e RO TUIAT .
o TRSCH g SR RHA R BE R I AF B/ . W 2 A e FEAEAR R BB RS 26 13 0
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B ==nssssseres

UK

T ML R, ST AR s s .
M Ja, (BRI FAERE S LE 4 D ol e G BRI % .
WRIEH AR, BTSSR 2 AN B B2 145 9 2 EtherChannel 1. I EtherChannel
J& ASA AU, T AEES P4 EtherChannel,
T T B B2 O B AN MFE R s B B 1 s (H, 2R RN A AR R R B
TR EASEZH], O IAEREAN Y S o e B SRR R B 2 10

a)

b)

¢)

d)

* VLAN T8 AN GE VRS E4 1) 1%
o T x/x O e 2AE M ik /2164 EtherChannel) , #BANRE FHAEAEREIA I E R .

HEA% T BE AR

interface interface id

-

ciscoasa(config)# interface ethernet 1/6

(A#k, &M T EtherChannel) ¥ itb4##: 14r B $ EtherChannel:

channel-group channel_id mode on

T

ciscoasa(config-if)# channel-group 1 mode on

channel _id (B 4 1 1] 48, G JEWCE P G0 AT G 1D F) s B TE R 1, K A shisin—AME 1
interface port-channel channel_id

PA VAR SO A I 6l 0 2 A ] ON B O il D AR T Il i AN B i . P TR
PR BEIR R B R %, P TCTE LACP Wite PaY . 5. IRATE DU 5d EtherChannel
W HE N Active iz,

Ja RN

no shutdown
BRHEERAEO; AEREONE SRR iS40,
(3% FH-T- EtherChannel) X4/ 2575 %) EtherChannel [ At 32 101 55 43 b # 4F -

5

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown
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N
B

marsEssseres [

T 8 SR TR B B 2 1 ) B KA i T i 2 /0 OB 2 TV ) ey MITU 1 100 775

mtu cluster i

T

ciscoasa(config)# mtu cluster 9198

¥ MTU & 1400 2] 9198 5 2 [AIFIE. BRIN MTU 24 1500 7170 FRATTEE SOR A B4 il it
MTU WE ek 0, XTEEARA A LG HE WA 54k E AR . ERWR R
BN ASA. T AR R i O FR B L e, DRI B A 42 T i T R Al S KN
H A DL S SR T

filtr, T EOK MTU 24 9198 45, Rt A A 4 11 MTU 1] LU 9098, 1 A2 42 il B % U ]
PLEEE H 9198,

Ubir 2RI E a4, (HRWE T ASAET i iS5 SR ICE .
BBt 44 T E N AR IC B AR
cluster group % %%

il

ciscoasa (config)# cluster group podl

DRRIIER LA 1 B 38 DT ASCI AT ef o AN RO BRI E MR AL . SR TFIIT A 1 R
WAL TF]— 44 FK o

N I EEAE P B i 42«

local-unit unit_name

A ME— [ ASCIU AT 8, KPBEAZI 1 8 38 A 4F o REDNTT R AT ME 12 FK. AP AT
VIAAAE A PR 7Y R

i

ciscoasa(cfg-cluster)# local-unit nodel

YR E R E R BER O, Bl 2 EtherChannel:

cluster-interface interface idip ip_address mask

IR

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

ANV IR BRI,
$ROE 1P HEBE () IPv4 Mubks B CURSCRE IPV6. B RRERL T2 nameif.
TR R, AE % LgE AR IP k.
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B ==nssssseres

Ni
B

Up SRR T ot A TRV BT Rt A 1D, DA AR ol 4 5 ) MAC bk
site-id 5
T

ciscoasa(cfg-cluster)# site-id 1

G T 158 2.
B P RO R Y KA e
priority priority_number

i

ciscoasa(cfg-cluster)# priority 1

PRAegeitifioh 1 8] 100, b 1 hEEitedt.
(AR R B 50 UF 25 81 DA 45 SR AR U BE B L IR o
key shared secret

T

ciscoasa(cfg-cluster)# key chuntheunavoidable

LR KN T 1L 63 DMFFF IR ) ASCHLF4F i o LB A T A H . I dn & A2 5
Bl AR, AHRIR LS LAW] SR R IR A SRR R el .«

(AJi%) 45H LACP it s HAL /e

clacp static-port-priority

BT WHIA S HF A S, I AL A& Al S S A M LA Atk . obdh, Bk RESCHF 8 ANLL R
(3% 215 M 4% BtherChannel J& 51, 5 % 1J SCRF 32 N WERAME b4, W BESCRF 8 MG a)
AN 8 AN E I . AR R bt 4, WTCVEAT AR 48 R 52 s T AT 1 R A 0 Bl 8
(A1i%) FahfeE cLACP &40 ID MARLA LK -

clacp system-mac {mac_address | auto} [system-priority number]

Tl

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

{1 1% /9 4% EtherChannel i, ASA {§i[f] cLACP 548Ja A #H L1} EtherChannel. £EREHF) ASA 1
cLACP th i M, WA MBI — G OBRD %4 . cLACP R HH—NS40E MAC
HihbA% U RS ID. BT ITA ASA FRATH A — /R4 ID: dEhlen (B BaiAIt
SHBI AR, W DUEH @4, &8 HHH A Tabfae, Hd H 2 16 Ait75 3k
B (Flan, MAC il 00-0A-00-00-AA-AA %1\ 4 000A.0000.AAAA. D B, #&ngEd THERR
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marsEssseres [

W ) H T S B MAC suht, DA 25 iR MAC Huhk . 86, B EH B3
AR MAC Hudik .

RGN HIIMEN 1 3 65535, H T S sifE b ghmvie . BRIAEDL T, ASA LG
F1, Bifmftdt. s Tas bl e g .

P & IFAES I SRR RCE A — 380, 1o SR S 2 Y s B (B2, RS
I A

SENM B TER:

enable [noconfirm]

TP

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cdl169999
INFO: Done

N enablefy &I, ASAK I E/CBITIONCE, AIRERA RN IIREM AR ML, WHEA
BCE PRI REAAAE NI 2 e RASPRTEMIBRAH A M. WIREIEPE No, WAL G HER. H
noconfirm SCBE ] Seid A L B IT H B BR A FE R f 2 o

XTI — ARG AT AR TR H R 5 Y ROV AR A — B
DAL ERE B A P w0 20 L TR AT A ] P T

TEAEFIAERE, I no enable i 4.

ER WCREAAVRAE, Pra o DA O] B R AL T IR .

Gt

PAR 7 S RO A BRI 11, D SRR BRI T B B0 % A EtherChannel, 2R )5 4440
“nodel” M) ASA JEJHAERE, M TiZBC& L — SIS INBIRRER B, PR O 201

oy
M

\o

ip local pool mgmt 10.1.1.2-10.1.1.9

ipvé local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
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B ==unsssiseres

management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown
cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

EEHETRIISEFRE
T LA TR IE O

FIaZ Al
o SAZ5UE AR 65 i VSRR T AR AR R . JEANBE 8] Telnet B SSH.
c HAOTICE, LABAY S SR AT T S A .
« T2 EEE, B RERAT R SE AT . EMZE ST B REPAT A E, THRA
changeto system 14 .
* JA3 FH EAEMUTE DU TS e, DU nT ORI BE R MTU R B o il . R E
Mi2s 230 ASA HF AL, R0/ 4k SRR 7 2 T I AP 3R

o WURPCE AR ORI BT TR (i, BOARCERE B 11 80D, TR Ha
RUMAGERE (TR N AN REAR A Y 1D o

KT RS IR EALISAT MIREARIN, T RS A PRI T N 25 A B B/ W T e IR AT b .
gz

P AR E 1, A2 S PRI i C B A AR ]
i

config)# interface ethernet 1/6
config-if)# channel-group 1 mode on
config-if)# no shutdown

config)# interface ethernet 1/7
config-if)# channel-group 1 mode on
config-if)# no shutdown

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

P2 SRR EHIT AL E R MTU:
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TP

ciscoasa(config)# mtu cluster 9198

e SRR A IR, L0 S D A G B P SR A A A [«

il

ciscoasa(config)# cluster group podl
FHWE— B - 455 HR Dy O R 5 i 44
local-unit unit_name

Tl

ciscoasa(cfg-cluster)# local-unit node2

FRESEN 1 3] 38 ANFAFI) ASCIL 747 Hh

mayrsssseres [

FEAA R AT ME AR SRR AN SCVFAEAE AR E R K1Y R
Fi 8 S P RC R R B R R e 11, (B REATY RO IR 9 2% B3 e AN (5] 1 TP bk«

cluster-interfaceinterface idip ip_address mask

T

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

fi75E 1P MBI IPv4 Ll P UANSCRF IPv6.  BE4 I AN BERC B nameif.
D SRAE P St AR AR, VR B T ARt R ID,  DASE AR o AR 2 1) MAC Hidik:

site-id 4n 5
w15l

ciscoasa(cfg-cluster)# site-id 1

number -+ 1 2 8 Z [f],

BB ARSI ROEFE AL e, R BB TR R (R

priority priority_number

T

ciscoasa(cfg-cluster)# priority 2

BEEAELA 1 2 100 AL5ES, Horb 1 hEmemiiiedt.
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B sy

SR8 WE NS MRAEE Y], A RO RBCE P -
T

ciscoasa(cfg-cluster)# key chuntheunavoidable

FTIR9 o HAERE:
enable as-dave

fitH] enable as-slave fir & Al R ATATHC B AR (CEEEATAT M ARIEAT FEARIC B A LT HOA7AE) .
S i TR DRI NS PR B8 1 AN T BEAE AT ] 24 R 2 AP O P oo MR BE 28 (R L B K
A Y R 1

FARHIAERE, T no enable 4.

ER O WCRZAAIRRE, P ok OGH], R B A TSR A .

ot

LA R 7 A 5 20 15 5 node2 TG E -

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

N
B E X ERHRE
RSP 15 SURREE (IR R, TCP AT RIATIR, SR A E AL AL
FEREI 2 IR

FLEE K ASA SRS
S T BAZE RIS 1L 1 SRS
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REETREEEMEERMANRE .

FHia Z |l

* W TGS, VEEREEI R RGBT T SE BATR Y . BN SO B R ST A ]
i\ changeto system fir% .

UK

HEAEARIC E A
cluster group name
CATE) A Ect 1 s S0 Rl & S
console-replicate
RIS DL N 25 e . 6 TR E BT SE T, ASA FREIELEI B E AT Byt 250 & . 4R
Zig%ﬂéﬁﬂ,ﬁﬁ%ﬁ%%ﬁﬂé%%ﬁ%ﬁ%ﬁ%ﬁ,H%@R%E%%ﬁ%%*4%ﬁ
BB RS 0 AR R 2 )«
trace-level 2%l
HRAf 5 EE BB B AR S0 :
s critical- EEHAF GUEME=1D)
* warning- %15 (PEME =2)
« informational- 5 & FifF G"EH=3)
* debug- AT G EE=4)

REEITRESEEMBNETRFMANRE

LR Py m] ARG L9 RO S AR A

AT REANAE AT ZE ) 1 (I B 1D Ig A PIROU A o mT DU $5 T i L1 I@IE ID JUAR 1D
AR 1 ID, B A a R R (B2 ASA Firepower #RE) o BRI FEALE VLAN
TR EURERIE LT (B4, VNI EE BVD _E3AT. AN SRS RIS A E W, C IR & Tk

LRGN
UK
HEAHRAR NG B

cluster group name

Tl
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. BEEETRSEEMBENERMNRE

Nil

8

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

7 SRR AUSAT IR GRS EE T e
health-check [holdtime timeout] [vss-enabled]

N T HREN RISITIRDL,  ASA SR Rl RIS HI B B4 heartbeat 1 BUARIE BN ALY . W12k
T RAELRFF N AR AT SR heartbeat T4 5L, W54 RO A o v Bl IovE LA .

* holdtime- ] & PHRCBE S R B2 (] I 1] 1) B, HAES Y 170.8 2145 75 BRINEN 3 7).

* vss-enabled - ##/iT# EtherChannel #3 [1 | [f] heartbeat W 872 ¥ S AEREE B BE L, LARRER 2 /0 3
AL AT SR E AT R A A4 T BE R 90 4 EtherChannel (HEPE) HBiEH:F] VSS
8 vPC ), WA RETG 2 A vss-enabled E T X T HELLAT ML, 2 VSS/VPC HH I — AN 11 45
KB R ENIN,  ERERZATHHLH) EtherChannel B 5345 1 0] BEB UMK I T~ ASA, 1HEA17EAS #r
Bl AR . R ASA RFEFI B I BB — ANEMRE (an 0.8 7)) , WIHKs ASA
MABESE A L BR, ASA 2% keepalive 1 5 & 1% 311X 46 EtherChannel #1122,

M R AATA S, OB In s s g 4 10 L R BZE ] ASA L BRASHRML BT BUE TS
IS RAZ AL I VSS BLvPC) SN AE HIE AT IRZS S 7 D g (no health-check monitor-inter face),
AR FON AR I DI 2 o 23R 45 0 B o5 i LG B S e L RE BT A 9 i s, nTT B
T IS PIRDUAS Ar Dhfe .

T

ciscoasa(cfg-cluster)# health-check holdtime 5

FEA 1 AR HTE I8 A IR DU 7

no health-check monitor-interface [interface id | service-module]

FEBAT RS A I B b . a0 AU g 3B R 11 (%) P ) B 1 e e 1 s BR AR, R
PEHARTT f B[R — B N A TE S L, s AEESE R IHIBR % s . ASA 782 KN IA] f5 A
A TP I3 B 03 B T IR 2R B DL SN R B D I 2 IEAE IR (M B 4% o BRATHOL TS, b
P4 O A AT IROGUES A o 80T LU A iy 219 no JE U A1 TG LA A . T BEAR AR AN L 22
P (B BB 1D (RIS AT RS 7
« interface_id - 2% FAT A3ty FEE 1D JUAY ID sl — 4B 11 1D [ . BAPIRGUR A
VLAN 8Ol (i, VNI BVD By, SASGE N SERE R BIRE s i B s &
IRZAE T IR RORAS

* service-module- 2% FH A B AR B 1 5 4%, 4911 ASA FirePOWER bt

R AEAT AT B SO s s B e % . e T ERAE T ASA L BRSO LRI sE TR
IS LB R VSS 8L vPC) , N AEHIZATIRSK & IR (no health-check), E24E X
AR O VMR o 2 45 A T e se il LR o o 2 RDE BT T AUs, eT DL R R s AT
ARIUAS AT ) B o

IR
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REETREEEMEERMANRE .

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

58 AEIBATAROUKL 22 5 2B i I 1 9 s BT I AR B

health-check {data-interface| cluster-interface| system} auto-rgjoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- 5 WA R I H BB NN B . NI A NIRRT DR . A SN H

* unlimited — (cluster-interface MERIAED) AN HT I SR 1

* auto-rejoin-max — BCE T ISR KEL, AT 0 1 65535 1A OZEH AZhE B
data-interface fil system IR INE 4 3.

* auto_rejoin_interval - & S K BT N S 2 IR 1 I BR R LRI ] CRAAM B 57D, A1 2
60 2 [0l BRIEA 5 4380 17 s 2R FHT I SRR (1 S RN IR] BRI 1 IR R I I 14400
P (10 KD

* Auto_rejoin_interval_variation - & SU@ 15 Rl B Rr£E I i) . SR AT 1 M3 2 ifE: 1 O
B 5 2 QAT E—IREFEERED 803 (B AT E—IREREE ) o ilhn, R b RE
SRR B E A S 43Rl PR 2, WIAE S R HHTES 1 kR E 10 B 2x5) A
M7 2 sl 78 20 2050 (2 x 10) JRHEATES 3 IR b FREdEsn, BRIMEA 1 XT3
W ORARSGE, BRAEN 2

-

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

TCE ASA REFE VR A R A s K 4 i AREER FR B 2 mr & 3t (1) 977 S Bk s 1]
health-check monitor-inter face debounce-time ms

TP

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

K 17 S IN R] B2 5 2 300 F1] 9000 A2 1] BRINE R 500 AP . /N IRIE T LIRS DE 1 s )
TR VR, WORECE B R AR, SEEIRILE . ERAEEIVRSERN, ASA &%
FRRE M=, SRJG AL O bRd R A, R SO IR . 6 T A IR A i 4k
IEHIBATIRAS 1) EtherChannel (01, AZ#A/LE B N2k 848 #eH1 5 H EtherChannel) 11775, S HIB
SIS 1) 1) AT b SRS b R AL ER DAy g — AN B A1 st A 20 i 1 I PR S PR 8l 7S A e
(RN

(QEIB7 DI N /i g/ R AL A
load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— ¢ & W ¥4 & 2 TR [R] CLARR R Hf7 ), YR 10 21 360 #b2 7). BR
INME A 20 B,
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B ==czamenes T sHER

* intervalsintervals — B'E ASA iP5 ds R Ba 8, BN T 1 2 60 2 8], BRINE A 30.

T LU B i 3, B G BB . CPU RN A FH IS B0 LA S R X 7. i £
Ao, HAR T ST DUR Bt 2, S8 nT DAEREAE T 00 EFah 28 AR, BRSNS bl L1
FEIIMT . BRIMEOL T 3 b hRe. @i, XETREAPIAE T AT 3 AN AU Firepower 9300 |
PINLFA TS, G SRR P 1) 2 AN AR B REAR U5 12 LA T AH [R) 0t 10  eog le  ok 2138
RIEEL, JFrTRe Rl e, ol LoE i EmE . mRfdad s, BelDUEEEFa2E T Al b
AR

1 show cluster info load-monitor 4 & & Fi i 7145 .

T

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
il

LLF 7~ 1K health-check holdtime FCE 4 0.3 #5 J5 FH VSS; 2 LUK 12 8210 (H T4
P Ry B AR O auto-rejoin BEE N M 2 S BIITUA T 4 IRE2K, ¥ duration 33
—IKIERE IR 3 15 DASCRR SRR I BE R 1) auto-rejoin WA 6 YRR, BERG 2 70 4F— K.

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

o B 1 B9 EIFNEERE TCP EFIER
AT LARR R FHOHT. AV, BB BB SIUHT TCP MRS . 4 101 5

4 TCP M4 J FIAF AR R IRELAT B T SE AR Gt 3 i &%/ 46 00 Bt it v B 55 R 301K A 5 1)
CHRLETAE” o WER, WAREAT SN S A A 0 B AT B, BRI LR
Poiite [FIRE, W R A QI e T Ay A 2 LAY 5, WIS . AN CUx 4%
M TCP BEHLAL 3 m ] TCP RAHIREIR .
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Bo & ub = (B T BE

ERSEFEAML

maisang [

UK

A TCP #4253 IR R AR IR :

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq |1t | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

TP

ciscoasa (config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

¥4 seconds BB AT 1 2] 15 Z [AAAE. ERIAE ] http ZEIR, W [E] 4 5 #5 .
FEZ NG SRR, TEAEAT Y S5 P C B B

BEAREARIC E AR

cluster group name

(AJI%) K TCP Ui Jo e i 3 1«

conn-rebalance [ frequency seconds]

il

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Ui S BOAZE T . WERC A, ASA g WIS He A B, IR BT e I AR B ) 182 7 4HL. 45 £
BRI . BARRIE A 1 2] 360 B2, HI T8 € 2 KN Ag e — IR ABUE B . BRAMEA 5 7.
T2 Aol pi A4 P G IC BE R P I s AT ORI 1 1 B AL T AN ]l i AR A 5

XTSRS, BT LA E XRCE, DR m LR TE IR E M.

N T S v PERE T A R s R L Rl R TSR PO AR I TR AR IR, S mT LU 3 i s A A o OB I 4%
S T RS, IF FRe g sl AR AT (EE . ASA S TR 3 IR B 0 T
Mg A SRR AR SR IR S @A 0 ST ] ot KA 3 ) 28 A0 )AL T AR Rl i
4 Jm T s o KRBT & AT i s O B A [F) — ol i) AR R RE . AN, R UR BT A & A A s,
ARG 17 25 R AE [ — ol O FEFT BRI T o SRR G i B T Aty s R R i Bt I
OEESGESHCE

FHia Z |l
o LG R BCE R O S A Y B R ID
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B zmusns

o URRERBA SR AMAL: NAT = PAT Jiiit; SCTP fa it 7B+ &ifl.
g2

FER HEAREEN AR

cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

T2 T RS,

director-localization

BRMSTR
ORI G 2 SRR R R, AT DUR Tt U . RERR IS I S TR E AL T A —
ks WURRE AN g sl s AP AN AR T AT 2B R R L B 52 3 e AR P 5 T
FHIa Z |l
o FEG I REFRCE PO A VR S 1 ID.

i

P AR E R
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

B2 A RTIR .

site-redundancy

BcEEihm %3 ARP

IAE, ASA FLLERS 9 ARP (GARP) (0, LR ASHILAE R A 240 T I BrIRAS: e
ANl A e Pdme e PR DA, R SR AR 1] 42 R MAC/TP HBhiEf¥] GARP ¥
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FERERBE

KT LISP I

T LISP

manersat [

A8 oK B A1) &3t i MAC TP bk s 48 A ol fURE 8 1) MAC HuhiEF TP itk iy, SRR
AP B A ] 4% ) MAC bR TP Mokl Wiy mAs & e WA J5) MAC shib A= s, 8804 )
MAC HihEAZ ML B AT gE2s L MAC HihbERy . RAEIN G, LLAJR MAC Hubkh B bR sk e
ST IR P A TIZ U, 1K A ] B R R 4 A )

MR EEE WA Bl A ID AR X LUK I 0 0 &k i MAC bk, BRIARE N 28
GARP. %0 LLHE X GARP [alfF, tr]LIZEH GARP.
FiaZ |l

o EG SRR PECE P OA BRI D1 B E L A D,

o FEFEHIT SO S P Ay X DA 3 T8 ¥ S AR 25 MAC k.

UK

BEATFAR I B

cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

H %2 X GARP [l .
site-periodic-garp interval &

* seconds — B'E GARP A2 W] CRARP A7) , /T 1 31 1000000 #2221, ERIAE A
290 b,

BARH] GARP, &% no site-periodic-garp interval .

MR G5 A AR f U AR BN, SR LU LISP it i LS IR A sh %
A LUK A LISP it ,  RAEAESS w8 R i s .

RGP0 RN ST (B, VMware VMotion) , ARG 28 0] LAEEHE O 2 8T8, [F K
ek 5RO T SSRGS EE PO IR S A RS B ME, B T4 RF ZERE N £E IG5 a A Bl I B Er
BRSNSt . BRNERL/ID 43 & B (LISP) 2L B 4% 5 4y s & it b 1T (EID) L5 e84
B EEE B E LT (RLOC) 3B TT, R BB AN g5 5 i), SEIRIR G528 1T B 0% ) i 140325 B
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ASA LISP 37§

LISP #E )

ASA LISP 5Cjii
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o BN, 2RSS AR BB A IE LA i ) IR 25 s A BRI, I P A 2 R I e L n) BH
{78 .

LISP 5 270 2405 58 M (0 H % 28 AR 4528, 641 LISP H 11 Bz % i (ETR). A I P& IE % i 2%
(ITR). 5Bk 2% WS T 2S (MR) RIS A4S 4% (MS)o R4S 4% 1 5 — B i Hh 2 45000 2] R 2%
PR T AR S, S R T ARt SRR, DU IR R0 i Y ITR AT DL
BRI B IR AL B (K IR A5 A

ASA KRG AIEAT LISP: R, B n] LLE AT A LISP Jil & if e A & 0ok, SRS 18 s BT 4%
MR . WERANGE] LISP 40k, 2RSS a2 sh 2UFT ol sy, UiteAs BAAL T Bk s f¥) ASA ER¥
O, TIASERUR IR IT A # o B ASAREAUR e & 2 TH B S ASA, AR5 IH ASADA IR i & A (Al
Bk nl, ARERLIRSS s . WIRERUF RS T RS, By “K57 8“8k .

G RAEH] LISP 578, ASA £EREA 0 o] DU A 2f — Bk h %8 55 ETR 8 ITR 2 [A]#J LISP Vi fe, K5
AT AT A7 B B A T A

o ASA SEREN T AT T 56 — B i 2 F1Z k20 ITR 5k ETR 210, ASA ARG ARGEVE R
JEE R B o B % 1 2% o

o« DR AT S B A B T TN Y R R AN AR S B (1 B
[ BB AN (Bl SIPY , Heh R SCEHR T A E 1K [ — ASA #i4 Irfr
K o

« SRMEUE NS 3 MIZE 4 JRU0IRASs  —LE N B T RE R

o X T RSN TAIARAE ) S P oA S B 55 Bt i, sl AT B T RE P AR B e . ERCE G &
SRS, SE AT DAY % Dh RESCRF I 2R A, ORI RO i 2300 e R AR RS 2 1

EDIRE S Z AN I RIRAIAC . (ARRZE — 3] -

1 (i) JEF EMLEIRS % 1P Mok BRHIAS A1 EID - 25— Bk th a8 T RE < 1 5 ASA SERFIC KM
THLEC Y26 3% EID 3 A S, DRIk, ] DARR I ) 55 085 R SR AT DI e 55 25 B 24 A ik
EID. %40, wnSBaERH K 2 ik d, (HJE LISP 76 3 b FigdT, N HEAFRER L 2
ANl 251 EID.

2. LISP Jii A2 - ASA £ 7r UDP %5 111 4342 L) LISP Vil /& AL & 58 —Bki% i 2% 5 ITR 5k ETR
Z AR L) EID AT B . ASA 4P 45— % EID Al sk ID AHSCHER EID . i, SN
AL 28— ki 23U TP Mkl A& ITR 58 ETR H kithhl () LISP Vit & . 15 R, %45 4 LISP i
WG T A%, JFH LISP it A B A S SRR L,

3. HTF R T € U AR s R R 55 SRS - FE R SCH A5 i i n S s k. il EmT BAR
Xt HTTPS i A/ el A 3% B 52 ik 55 4 1O B 8 TN ah ik

4. Ui 1D - ASA A FAERE AR RIK 3l 1 ID AE B K AT 4
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e & LISP Al

LI

Nil

8

rzuspian [

5. MTRITARBSIPEREREIONILE - ROCBAHERREION R MR s BT SCUIHeds fa VR
S st i Y s PR e U e SR B ISR IR A sl

MR G5 A AU R Z ARSI, S AT LIS & LISP ittt LLS HIRAZ Zh Tk

FHia Z |l
o MO E R S SRR, O 29 TUMBCE A s SR IRE . 5 34 0, R
St o it 1D

* LISP yii i R 7E default-inspection-traffic J8H, Kk, AU FE P A5 LISP Jit 2 o &
B

UK

CRIE) PiC'E LISP A s LR 1P Myl FRAGRS I (¥ EID, JFRCE LISP Fik =22 4.

a) BIEYE ACL: X H#x IP Hudik 5 EID fik A s dik VT :
accesslist eid_acl_name extended permit ip source_address mask destination_address mask
252 IPv4 F1 IPv6 ACL. 15 XHi)[¥ access-list extended ifiik, &M m4 5% .

b) Q% LISP A messy, I NS HHA:
policy-map typeinspect lisp inspect_map_name
parameters

o) M PUNE IR ACL & X AV EID:
allowed-eid access-list eid_acl _name

k% 23 B ITR/ETR W] g 5 ASA SEREJC G B HLEL M 4% k0% BID Wl AnvE &2, Pk, &
AT AR ) 5 SRR SR IR S5 2 ol W 4% K 3% BID. a0, WAL e 2 Nk, (H)E
LISP 7 3 ANulish Lisds, MR AREEEEY AR 2 Nk A n EID.

d) WERTFE, IER AL
validate-key %4/

T

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
config) # policy-map type inspect lisp LISP EID INSPECT

config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP

config-pmap-p) # validate-key MadMaxShinyandChrome

ciscoasa
ciscoasa
ciscoasa
ciscoasa

TE¥ 11 4342 |y 28—k 4% 5 ITR BETR 2 [A] () UDP i s fic & LISPA I -
a) BCEP E ACL LLRYI LISP Hit:
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accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342

T8 0570 455 UDP %111 4342, $:52 IPv4 Fil IPv6 ACL. 15 <Hfit] (1) access-list extended iy, i
S S% .

b) A ACL fill i Wit
class-map inspect_class_name
match access-list inspect_acl_name

¢) AEJHTTIE LISP Kl meb 453 58 SRMS IR o SIS LUK S HIAI, SR Je R ik 25 s B ] T2 10 (i
RNFHEID -
policy-map policy_map_name
classinspect_class_name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
W R AEATIAT 55w, s i e AT SRS WU A FR . BRIAEDL R, ASA 455K 4 global_policy
(14 JR S, DRI T4 JR S, IS 4R X AR WIS A JR N SR, 3] LA REAN 2
P — AR 25 Hms o LISP Al £ X0 ) B A T-omi e, PR G 75 e U3 R H b 11 B i
55 SR s L R R WA 7 1) IO USR A U E, U N sl S A5 S P S W ISR 104 1 PR A i o

HRAZFL o
TP

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP Wit & 5 a5 45 — Bk th#% 5 ITR 20 ETR 2 [A) & 2% %) EID 4074 5 . ASA 44"

N1k BID A1k 45 ID [ EID %

KR R s

a) TiLET B ACL DATE AR S %% B cboonh i ff e B2 58T 90 TI0 22 B Aoty A (Db 5 R Bt Ut i
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port
57 IPv4 I IPv6 ACL. 4 i) I access-list extended iV, 1S4 S% . WS X
BV RS AL . B, S LU R HTTPS GRS R SIS I 28 I R PR 3)
.

b) b ACL £l i i -
classsmap flow_map_name

match access-list flow_acl_name
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rzuspian [

o) FREAEI LR T LISP Al i il — SRR RS, FEARE SRR, AR5 A T sk -
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
EUE

ciscoasa (config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BENREERAINC B, AR s sl i
cluster group name

flow-mobility lisp

W TF/ AT R AT U AR b ot ] B RS Bk

w15
PLR 74
* % EID FE#14 10.10.10.0/24 M %% I-ff] EID

* Fr A7 T 192.168.50.89 [ LISP #% Hh#% (ANHE) 5477 192.168.10.8 [ ITR 2% ETR i H
#y (FE7— ASA #:0 b)) Z[Hlf#%) LISP i fE (UDP 4342)

o i F HTTPS 7£ 10.10.10.0/24 _FHEXNIRSS25 (K BT N S = s FH R sh itk .
o WBHE R Hm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
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match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

f@giyk_ljm\

HIE - HE TP OUIIDN Wik =g Sy

BAIEEHT R

N

LESONBERE M ARG S B0, AR R EAE AR, I CRAFHESE I B AR

a4

MASARTARE SR (DLTah 7 U Pis i RO 2 RO I, P Bl DR e, A
ﬂ%ﬁ%DTu&%ﬁ%WME TSR AR, U ERR IR B, R U 5
SMERIZAT R B LU ORRFTIT, AT s AR TP iy 1P stuhik . (HAn SR B 4k,
W%ﬁ%?ﬁ%*&?#i%%ﬁ(ww, BORAE T O RHEROICED U PR TR B 2R T
A 2B ) 65 g R BEAT AT 2D C AL

FHiaZ |l
* SR PR G i 1 AR I RE CLIE R A sl RS
ﬁ?%faﬁf,%E%ﬁ%ﬁ%@¢%ﬁ¢ﬁ$om%%KﬁA%%mﬁﬁﬁ,%ﬁkmmmo

wstem TR

B2

BEAFFAE I A
cluster group name

il

ciscoasa(config)# cluster group podl
SRR -

no enable

DR RO W BEAT BT (K B FE, I HLECAb e 3K Ok P01 5
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FEARAC B DR AR, DIl TR 15 000 TR

TR SR AT R DA, AT AN PR

2 ASA AT ARG SRS, P BdEs Do) TR L AR T USRI i . SR AU
R WEHTR A B LR R FFTOT, AT RONERTE TP i 1P k. (EAn R
Brim#, ﬁﬁﬁmfﬁ%¢&?#£%%*(ﬁm,@ IR T AR ED , RO
A o R A P ) 1 i L REAT AR ATt 2D I C L

FiaZ |l

ﬁ?%faﬁﬁ,%&%%%ﬁ%@¢%ﬁ$ﬁ$om%ﬁ*ﬁA%%mE%ﬁ,%ﬁkmmmm
system 4.

g2

MERTE FP R BR 275 2
cluster remove unit node_name

G FRFRCE R AL, WFEHI D R op i B GRS, PRI RT TR 5 BB %1 2
AR ZRICE . WERAEBE S A 5 A iy MM BR AR A, T R A2 5 1

FEAEW L AFR, EHA cluster remove unit 2, 5EHi A\ show cluster info iy 4.
w15l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EIMNEEE

AR EEAR IR T AN R0 CBImET o B 82 1), B A RS T a5 0 T2 e, T
VN RZIEEIE R IV
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FHia Z |l
o T Z5UAE P P £ i R FEOB R RS . A 0 2ok
* WT SR EERGHITER PRIT AT . IR AR RSGRCERS, i changeto

system 4.

o PR O, R AR
iz

SR ARG T, BN R
cluster group name

il
ciscoasa(config)# cluster group podl

T2 JaHEE.
enable

LR AIR AR, WM EAER S SR FIE . B TR S B ARG E AR R OA T B
25D, DGR AR AR R S A N A I AT (L, 8 AT BRI C B P E0RT T 4 e 2
PAAe TP Hubik b 5.

FiaZ |l

R IUE IR G w1 MIERGEREICE T, Pra i D i, CfRAE BRI MR I BERE . 10
H, BRIl i CLIER 5 ] sk 4T

UK

T A AL A AR
cluster group cluster_name no enable
il

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERE Y KB FARAERS, S Toidt AT e B S
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maasts |

B2 RN -

clear configure cluster
ASA KR T 0, ELFE A B CURIAR T2 I B
SR 3 AR AR
no cluster interface-mode
B TRCE S, P2 T-3h H .
B4 WRATRMECE, AR RCE SR B EA AT R E
copy backup_cfg running-config
il
ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (confiqg) #

FIRE KENCE R A7 2R ST &

write memory

SR6 WORBA A OYRCE, THEFCEE B . B, fORE e 1P sk, IR RS ENLA

B EHI TR

A

AR AR A SRR R AR A AT, SRR R IR A IS T EDR R .
RAAZIE E SO RN R A R TN R IR HUREE, XTI S,
SRARE AR Py i ) S S A o, WU AT SRR W T, 0 e A E T (R A4 o L S e

TSR AL TEPATEL R R

FIRZ Al

T2 EBA, EHERGEPAT P HAT AR . WER M AREA RGN ER L, T changeto
system 4 .

UK

R B E A T

cluster master unit node_name

Secure Firewall 3100 £ .



Secure Firewall 3100 &9 |
B =uscEnnEas

Tl

ciscoasa(config)# cluster master unit asa2

T R TR B AR 1P Ml
7

BEEEM AR, E cluster master unit 2 CAT S B S 110 AL AMK BT 485 . 2\ show
cluster info fiy %

EEETEARNITHS

B AR TP I BT A T N BN e N RIS A, TEBAT AR SR ) BT AR show i A LUK
LT it PR L R R AT S e b TR AN AR VI N AT HoAth Ay 4 (il capture
Fl copy) .

UK

FAEA A BIPTAT R, BEEWRARE T miAAFK, WAL BIRy 50

cluster exec [unit node_name] command

TP

ciscoasa# cluster exec show xlate

TEF R, A cluster execunit 2 (AT & FYBR 71T L Z AN P 408, B A show

cluster info fiy %

Pl
LA I () A SR ISR B T A 19 RO E TRTP IR 5l WSR2 mi BN LUR
ﬂlj/?\

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZANPCAP UF (AR AN 8D B HIR TFTP IS4 . BArisk b4 Ha)
BRI 5544 FK, 49040 capturel asal.pcap. capturel asa2.pcap Z5. FEAHIH, asalflasa2 et
AT AR

PLR 2 cluster exec show port-channel g iy 2 4 H R, BoR 738 RN 1511
EtherChannel 13 &

ciscoasa# cluster exec show port-channel summary
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1= ASA

M ERFERIATS

wizasa szt

R i I I E I E E b b E I E I E I b E E I I I b b b b E b b b b b b b b b b b 3k b 3k b 3

master (LOCAL) :
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

Slaveo******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

BT

AT LU AR A R B I HE B s

()
(AR

HZ [ LA fr 2 ok I RIS
* show cluster info [health [details]]
WK AT KRB, show cluster info i 2K B/ I A7 BFEE B IFPIRAS

show cluster info health iy &K Bon & 10, 5 s AT
'E)EE?%/LngimyHﬁﬁkéﬁ

2[5 show cluster info #7421 LL T #r

ciscoasa# show cluster info

MERE RS TRDL. details S8 7 W

Cluster stbu: On

This is "C" in state SLAVE
ID 0
Site ID 1
Version 9.4 (1)
Serial No.: P3000000025
CCL IP 10.0.0.3
CCL MAC 000b.fcf8.c192

Last join

Last leave:

17:08:59 UTC Sep 26 2011
N/A

Other members in the cluster:

Unit "D" in state SLAVE
ID 1
Site ID 1
Version 9.4 (1)
Serial No.: P3000000001
CCL IP 10.0.0.4
CCL MAC 000b.fcf8.cl62

Last join

Last leave:
in state MASTER

Unit "A"
ID
Site ID

Version
Serial No.:

19:13:11 UTC Sep 23 2011
N/A

2

2

9.4(1)
JABO815R0OJY
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CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e
Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state SLAVE

D : 3
Site ID : 2

Version : 9.4(1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join

BRTHEN RURTORAE — BUEIR S A SV E AR, USOR Cib R st (I ssfsvr
ﬂﬁ\Mﬁzﬁhﬁﬁﬁim,%#)om%%maﬁﬁ AHL B R CAERESE T, WS
AL BT .

Z:[i] show cluster info auto-join T2 L R4 -

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp [detail]}
7R LU 30 H AR R AR S I Ge vt KL

* asp — Hdl- T LA A THE S .

* op — FEHPF I g vHE B .
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wnens |

W RN detail DCBET, S8R LA B BEAR v SEAL R LR RIS 0, DA Afh s 4 P 1
W R 2 b X L A A A0 ) . 1752 3 show cluster info transport cp detail 4 (1 L N

i

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:

0 - unit-1-1 2 - unit-4-1 3 - unit-2-1
Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC reliable message deliveries confirmed
RA reliable ack packets received
RFR reliable fast retransmits
RTR reliable timer-based retransmits
RDP reliable message dropped
RDPR reliable message drops reported
RI reliable message with old sequence number
RO reliable message with out of order sequence number
ROW reliable message with out of window sequence number
ROB out of order reliable messages buffered
RAS reliable ack packets sent

This unit as a sender

RE
RDC
RA
RFR
RTR
RDP
RDPR

all
123301
0
l1656a4dce
733840
0
699789
385525
27626
34051
0

0

0
3867966
0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

2 3
3230662 3850381
0 0
5f£839f76 7680831
852285 867311
0 0
740874 756490
204021 205384
0 0
111411 110821
0 0

0 0

This unit as a receiver of broadcast messages

ROW
ROB
RAS

111847
7503
5d75b4b3
630

0

0

0

1571

121862
665700
6d81d23
34278
582

566

16
123289

120029
749288
365ddd50
40291
850

850

0

142256

This unit as a receiver of unicast messages

RO

1

513846
4458903a
66024

0

3308122
879979
6d841a84
108924

0

4370233
1009492
Tbde7fa’7
102114

0
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ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
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wngsamrsre

RRI Cluster Client 317 8% 0 0 0
MRT Tx of unitcast messages (to member id:2)
Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 0
MRT Tx of unitcast messages (to member id:3)
Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history

SRR SR, DURA AR m NN SRR Jir AT st s 8 TR 1 Dt AT PR B R U

AREEREBREEE
AR PN HAR GO B, BT F %

cluster exec capture

TECRFEIEG TR M b R, & nT LUEEH cluster exec capture fiv & /58 I st LS RSk SERERs

R DIRE, B SERE AR IR I Bl 19 oK B 3h)s e g .

B
PR
H}
I
it
>

TS LA T i DU A A DR U
show cluster {cpu | memory | resource} [options]

R SR A8 . v options B p T #ds 257,

HIZE RN E

THZ I LU & DU B i

* show conn [detail], cluster exec show conn
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show conn fir & 7R — ML T ) & ISR R B AR AEAERT sl L] cluster exec
show conn fir & 1] & F Fr A 4. i 2 m] DUR 7S SR BA T Th AN ] ASA 1977 30,
FESR I A O T A B B B AIBC B . iy A AL AR 75 (50 Ml 7 A3 P 1) it
AL RS, AR AT LA B8 1 gt 07 B85 7 o A S (K P REAT T S

show conn detail iy 434 i 7MLyt Y. 38 <7 i 8% 20 7
DL A& show conn detail fir4 ()% H 7l
ciscoasa/ASA2/slave# show conn detail

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

BN ERR AT MR HERR, T SEEE T AL cluster exec show conn iy & & & T 17 i b
iER:. FHREGUUFRRERR: S8 (V) &H (v) ik E (2o FOIERT =6 ASA L
fl)—2% M 172.18.124.187:22 1| 192.168.103.131:44727 () SSH % 4%; ASA 1 #4 z brik, Fonit
FAREEN R ASA3 WFH Y hrik, RSO ZERLN S 1 ASA2 WIE A R R bR
A, RORILEPTAE . s, HIEENEIEEIEN ASA2 TP R AN HEE L
Ho FEANSN T, BOERZEGE N ASA 1 1 ASA3 FRIANERE O, JH LG RE I e I ol 1
K| ASA2, RIGHH ASA2 LI,

ciscoasa/ASAl/master# cluster exec show conn
ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k****************************

18 in use, 22 most used
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wsrneng

Cluster stub connections: 0 in use, 5 most used
TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s

show cluster info conn-distribution 1 show cluster info packet-distribution 74 B st & ETH
SR B A o X Wiy 4 AT DA ) S5 DP At R0 8 AR A7 B A A

show cluster info loadbalance fir 4 & /R & B R T ZE T B

The show cluster info flow-mobility counters 14 &7~ EID B8RRI H 3 HE . ES 0
show cluster info flow-mobility counters [ L4 it -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster info load-monitor [details]

show cluster info load-monitor iy 4 i 7~ 5 Ji — AN R B AR Al 3 v £ 8, DA A LR B 1)
R CERIAIS OGR4 300 o 18 1] details S5 2 5> I 8] 1] B (R B AN B A

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name
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Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID

Unit ID

0

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0

Buffer drops captured over 30 intervals:

Unit ID

Unit ID

Memory usage (%)

Unit ID

. Secure Firewall 3100 &Y

0

0

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0

captured over 30 intervals:
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25

25

25

30

25

Unit ID 1

30

25

30

25

20

25

25

25

30

20

25

25

30

20

30

CPU usage (%) captured over 30

Unit ID O

25

25

25

30

25

Unit ID 1

30

25

30

25

20

25

25

25

30

20

25

25

30

20

30

30

35

30

30

30

35

35

35

30

35

intervals:

30

35

30

30

30

35

35

35

30

35

30

30

25

25

30

25

25

30

25

30

30

30

25

25

30

25

25

30

25

30

30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

30

30

30

25

30

wsrneng

35
30
35
25

30

30
35
30
30

35

35
30
35
25

30

30
35
30
30

35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIREEAN TR R G HE . 7T options MGk T HdE 2R

%% 7 show cluster access-list Ay 4 LL N

ciscoasat# show cluster access-list

hitcnt display order:

300
access-list 101;

122 elements;

name hash:

0xe7d586b5

cluster-wide aggregated result,
access-list cached ACL log flows: total 0, denied O

unit-A, unit-B, unit-C, unit-D

(deny-flow-max 4096) alert-interval
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access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) O0xfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitent=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitent=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitent=2, 0, 1, 0, 1) Oxbl8dfea4

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PTAT W S AL IR AL WA

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

* show asp cluster counter

Wi A R T B A R HE R AR

I Bk |
HRBHERENGER, WS Tm4:
* show route cluster

* debug route cluster

BRI AR R
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meneasicz [

* show lisp eid

W78 ASA EID %, £ /8T EID #luli i1 ID.
%2 cluster exec show lisp eid iy A1 LL R .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :***********~k~k~k~k~k~k~k~k~k~k**~k~k~k**~k~k~k**~k~k~k************************
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
L2:*******************~k~k~k**~k~k~k**~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
A TR AR A

BB HEIER

ﬁfﬁﬁﬁﬁaﬁazu\TEiEGF‘%’ LFJ IFEI[J\T Ij

logging device-id

SERE T AR R A A R G H ST B

Al B ID MRS H G, DUEH A L 22k B S (A R s AN [E 5 A5

MR RN

52 B BT IR B 1 4
* show cluster interface-mode
STV St AREL S
* show port-channel
AT A S 3 3 2 77 P 45 A5
* show lacp cluster {system-mac | system-id}
278 cLACP #4¢ ID FRSEE

* debug lacp cluster [all | ccp | misc | protocol]
7R cLACP A B

* show interface

oA P gk s MAC Ul R4S A D

Secure Firewall 3100 £ .
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ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped

BN

W2 LN H TR AR 4

* debug cluster [ccp | datapath | fsm | general | he | license | rpc | transport]

R AR R T B
debug cluster flow-mobility
B SRR SR K S
debug lisp eid-notify-inter cept
! eid-notify #4=#M Wos .
show cluster info trace
show cluster info trace fir 4 WoR i aFE &, fEdE— D HERR R H .

2 show cluster info trace #r2- [ LL N -

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

ASA &2~

XL TR B SR P T AR RIS ASA A

ASA F13Z 354/ B & 7= 5

PAUFBC E 7S Bl HE ASA Sl MR 4% 1 .
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ASA fir &

asarez i

ASA #00 RiktiEA

LXK 172 GigabitEthernet 1/0/15

DYNCE ARV GigabitEthernet 1/0/16

Ethernet 1/4 GigabitEthernet 1/0/17

PLKM1/5 GigabitEthernet 1/0/18
aixg LHEORR

cluster interface-mode spanned force

ASA1 25| BT | SRR FECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

|

interface Ethernetl/7
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 iR BT SR FECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

|

interface Ethernetl/7
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyri0
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enable as-slave

EHBTEARE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode
no shutdown

|

interface Ethernetl/3
channel-group 10 mode
no shutdown

|

interface Ethernetl/4
channel-group 11 mode
no shutdown

|

interface Ethernetl/5
channel-group 11 mode
no shutdown

|

interface Managementl/1
management-only
nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool

security-level 100

no shutdown
|

interface Port-channell

active

active

active

active

0

port-channel span-cluster
mac-address aaaa.bbbb.cccc

nameif inside
security-level 100

ip address 209.165.200.225 255.255.255.224

interface Port-channelll
port-channel span-cluster
mac-address aaaa.dddd.cccc

nameif outside
security-level 0O

ip address 209.165.201.1 255.255.255.224

BRL10S B E

interface GigabitEthernetl/0/15

switchport access vlan
switchport mode access
spanning-tree portfast

201

channel-group 10 mode active

interface GigabitEthernetl/0/16

switchport access vlan
switchport mode access
spanning-tree portfast

201

channel-group 10 mode active

interface GigabitEthernetl/0/17

switchport access vlan

. Secure Firewall 3100 &Y
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sumpiis 1

switchport mode access
spanning-tree portfast
channel-group 11 mode active
!
interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll

switchport access vlan 401
switchport mode access

BB KIS

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64

_ 1 _| (Pool: 8 1Ps)
2 E 2l =| E
i o = = o
5 £ 3| B E

Cluster Control Link
192.168.1.1, .2, and .3

<l port-chiSpanned | 1>
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

e EE—
e R

port-ch5
VLAN 10, VLAN 20 Trunk

N

Switch

l VLAN 10

J

4

Client
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B esvos

KA AL A B R E S A F VLAN GG, #il1, VLAN 10 W8 4%, 1 VLAN 20 H
TAMEMLS . B ASA A — R B ANTAS Wb L s i s A E s o 5 F b 4k S B AE % 1)
T B AR H 802.1q £3%. ASA J& VLAN 10 5 VLAN 20 2 [l {5 k&% .

i #%5 W % EtherChannel I, FT A7 2080 B % AL AZ B AL 43 20 &3 — > EtherChannel. WIH-—& ASA 4%
PIATTH, ARG AR B 2% 2 TR) P34 i o 2

BRigg LrYEOEN

cluster interface-mode spanned force

REVEH AT SEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HIFERTSISIEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

BRIBmEARSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave
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EHBETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
port-channel span-cluster

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

Pt |
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Cluster Control Link

port-chi
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6
gl | [ ] ethirz
A =N A eth1/8 (Y ethoi1 -
———— \B
= w0
o mgmt | =
zo] Node 2 34
YA 25 Tl e o8 3
sl ] o2 313 S20d
g AWy §_5‘35-% 5 eth2i1| SBEZ g
y Ond — | Molow o}
z 188¢ 2288 =
%5”% mgmt 023
= = U‘1O @
20 @ (@) o
O joy)
[¥a) OZ_ B/ ethif me
ol | a | [3l ] etz &
& \J X | [ 2V ethiss >
V V V vV
mgmi
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

w EEFTR, 22T — A5 4% EtherChannel 4 21 N SAC#AL, 1747 0011 3 — N5 X 4% EtherChannel
ERRN AN AN W TR EE, AR IAERES EtherChannel A7 VLAN #2111,

BRIk LrYEOENX

cluster interface-mode spanned force

REVEH AT SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL
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£if
bl
P
ki

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISREFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

BRUIRmEARSISREFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

sHETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
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B ecsmen (s5ms £MBEM) B EtherChannel

management-only
no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

SRR (R58Y8 £H/B8 &) BYFEMZE EtherChannel

TEAE i1 EtherChannel ', 55 K35 3l i AR BR 1A 8 ANk B ACHALA o 1 o T R AT 8-F oo S
HOBRE G WA H 2 A H 43 EC 3] EtherChannel, Sbh 16 AN, WA 8 AN L AZRAL 2% F A5

Ko ASA {EH] LACP S iy W CC B 5 B A v 2k i, WIRLE RV O 46 P B . 2R &4 A vSS 5k vPC
Ja 242 #eHl. EtherChannel, WATSZHLASHALIF U4 75 ASA I, Iy B UK SEiZdmf 5. )G
P S HEY . A8 R, AR S CHEE” s Gl UK VD, AN o 5 dE
S B, DUKM 1/2) o SRR BR . WA VSSIVPC, T AT 1 b B i o 20—
GACHML AL, P B AT S — 6 AL &R FERIER T 2 A AR 23
BEIR SO NI 22 R AR B -
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1 Switch 2

% -7

Virtual Switch Link Virtual Switch Link

1. Up to 4 nodes

Node 5
2. 5th node joined

3. Maximum of 8 nodes
SEET PR AR U A, P SR T P S S B N B B KA, LR CR R B 4 il O S v
S A M. R, 45 S AR IR, WEIFREN A& A EYY
.
A B % B TR A6 WS ARSI A [R) ) S 0 o e I BRI DU AT BE AR AR . FEITRA 4
SR IIERE, Hh—H W& b —ANEMK A AR TR
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B coemus (emmsEmBER) KM EtherChannel

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

el

N7
%,

ZM PRI RERC E T £ 4> EtherChannel. & fr7s A — N 8 EtherChannel F1—4>4M5 EtherChannel .
4 5 EtherChannel H 1) 42 il i A B B I 0 A A e, U4 AR RE TR HI R ASA . IX ] AR 1 ASA
FE L5 P8 X 4% W7 T S 2 ) I 00 S e 381k 1 A7 I &% ) 3t
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or
Access Switch

N\
74
7

N—
Y

N

b
(1 [ 1]

Inside

N Z

Router or
Access Switch

arE LaEOENX

cluster interface-mode spanned force
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B ecsmen (s5ms £MBEM) B EtherChannel

REVEH ARSI SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave
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BRIHEETSIGEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl
local-unit asa3

BEEMEE (fegh 8 £MA/B&M) MM Eherchannel [}

cluster-interface port-channell ip 192.168.1.3 255.255.255.0

priority 3
key chuntheunavoidable
enable as-slave

BIRARRBETSISEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl
local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0

priority 4
key chuntheunavoidable
enable as-slave
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EHl B TiEORE

ip local pool mgmt 10.1.1.2-10.1.1.9

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface ethernet 2/6
channel-group 3 mode active vss-id 1
no shutdown

interface ethernet 2/7
channel-group 3 mode active vss-id 2
no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface ethernet 2/8
channel-group 4 mode active vss-id 1
no shutdown

interface ethernet 2/9
channel-group 4 mode active vss-id 2
no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE

FEHERuh 2 B £ EERY OTV L &

A5 ] B X A D) T 0 114D 3% e A e )y o5 () SR RRE A 45 e 2 HM%?OTW’J@BE%D"*EED@EO OTV
WL E DCI _F# R B AR R IE T EAEH . UL KR P3R5 MAC Hibkf, OTV 44l
DCI % R P AEE e . WRAE OTV ¥ kR AR MAC Huht, &% 57 B,

0TV Fc & /Rl

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs

10 permit any any
mac access-list HSRP_VMAC
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woatusaennoves [

10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151
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H b R FEFEEIE 0TV SUERR
Rl SWOT, w BN OTV MIidygas, DB FFRLIE AR MAC ik, J& 5 25— LU HLAR B .

1485 BAE IEH TAEI SR I OTV A2l B3 ASA 42/ MAC il (i &4 H . b4 HE i
i) OTV RS L LI INX LA H . 2 P AT E DI, & R W R R 45 35 F1 4% - g A
ASA [P ARP % H G FHAAEREM QI , BITEAT A% Z ARP. HIL, OTV BASAHLE
EHAL R R P3N ASA 4 i MAC Hihik. 1T OTV 8 kR %A %45 MAC #ulik, 5 H AR
OTV Wil, EASEN ESE 2 MR IE PR, e %57 MRS 38 814 5 MAC Rk 5
W, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

M AN R, TN I IE RS, RMER OTV LRt ER &S H . EBRAS OTV 1
A MAC Hidik %, MIMER4 R MAC #ilbfES4H, XA i,
MAC it =555

1ok A WOTIF HA R MAC HBhEFER 4 H Cas el OTV i, R LS > OTV SRANE B4k 1
LA R MAC N . 75—l i n, SRR EEA H . SR MAC LR, DLEfifR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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OTV ARP Z 7z 145
OTV JAUHL ARP #f it OTV #2131 1P HuhikfY) ARP 2247

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

ufh 2 [8) B &R T 51
T SRR RS

0T 4E OB AE N E AL ih = B SR B R

LUR R B2 7s 1) 2 A ASA SRR mi 20 AL T 2 AN EEAE N BSAIA I Bi% rh#  i) CREAEHAN) O Hcd
o SRR R AR R R B O DCT R . A TR Hle 0o ) P BRI T B % 1 #5331 OSPF

H1PBR 2 ECMP 7EREAE B 3 2 [0 B AT S8 . i 45 5 DCI rh B8 e 5 H m] g it

TRFFEREAN LN (RS ol i LRI ASASRTETS B rh Wridi ) o SR —Auli i LR
AT R A A, R R B @ DCT AT 5 — Aol mi 1) ASA SRS A5

Secure Firewall 3100 £ .



Secure Firewall 3100 # |
B =50 5050 MAC 70 1P Hb 4t B9S2 EtherChannel B H 4854 7 3]
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( Internet )
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Router N— Router
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oo i 4 L |
T ligher cost route Higher cost route -~ i x\
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Data Center
Interconnect
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|Clusier Control | \__<f E:
1 [~ |

—— FEAE

4
Inside )
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1

Higher cost route Higher cost route
A —  —

Router Router

Data Center 1 Data Center 2

B AL S45E 87 MAC 0 IP #thiik 895 W 4§ EtherChannel & H#& 58 7<)

PUR RBI RS T 2 ANMREERO, KPS EREE O 20 A 2 AN ARl b 1R R DG Eh 2 AT
ML 2 IR RPN IR L SRR 1 SRR R R i DCT &R (7 TR ol s 4k
AR 8 5 AP T ) PAY 1S AT A7 08 0 25 g i DX A A ) 30 T 342 B A A He L. B> EtherChannel 15 B
BT AL -

s VLAN A8 H B AL 4 B A (OTV) B EARTE Sl sz (W4 Jg . A8 A 2078 I BH 14 <) MAC b
B E RS, PR AR SR DCT AR IER) 7 — vk . Wi ICyk vy i) —A sl o5 LA RET
R NS BR I ey, TR RE NS R IL B ) v AT AR T . BN VACL kit yE 4 =)
MAC Hbtik. 0 T-RL6F 4l (B BAT F3 RN 1) Nexus) , ILZ04f FH ARP £ 75 bt ik B
2 J5i) MAC il ARP $idlifl. ARP R A ZREEAE ASA L Bk i MAC Hulil RSt 55 1P sl 4n
FANEC E G i MAC Hiik, E2EH] ARP R . HOCHEANE R, ES b il s WA OTV
BOE , 2 78 Ui,

SEBEMY T I S I O o BT SR AR L2 2 SR B P MAC I TR . i Bdi
i 5K L BES DC SEBE )3 R 52 (I MAC Hulik o EThAE AT 97 1238 BA LA AN AN [ 35 11 fR 5 /> 3 o
SRANFE 4 5 MAC #idik, 53 MAC HhH25); Mk, B3RS S MAC Hulik,

fEM I
o WERREAIE IR FITAT Hh D e A A8 T ot a7 MAC ik, JFAESUE h AT A AL
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FM 2% EtherChannel Emia dtah s marewnl [

o FRALBIEERER AT N I ECH AT 4 )R MAC i hik Ai%, - DRI ] U P AN 3l R AR] 5 i
OTV Iy s a5 it b0 A R AR A

I o Cin e,

e

( Internet

[
BQUT‘[EL// e e J\BQULQ[

Node 1 Global MAC
(blocked by OTV between si

Data Center
Interconnect

Data Center 1 Data Center 2

AR OTV BB ROIFI RS, 12 P % d Bl nl AR OTV BCE , 4 78 1.

F£ M 2% EtherChannel & AR F db uh = (B BEEE 7 151

PUR 7RGl T 2 ANMERERO, XN EERE RO 73BT 2 AN E AL N BN A T A e h e 2 ) (R e
A B bt . Bl 0t AR BRI DCT MR A7 TR~ (K A 1 03 A8 o o) P
PRSI B 14255 DX LUK 9 SR B P B A AT bl A4~ EtherChannel B35 BUEETE 1 BT AT WA o
PLFAREAS BT 0 (1) IR 1 2 E 2 248 OSPF - (W IEILE B ASAD « 5 MACHEBEANH], 2%
His [P hEAE AT % i ds_EAHORME K. JE € DCUR TR e, AlREUE DR R R 2
Parboa i, BRARS E ol L T B R T . Al I ASA (VIR AR 1A el e A e i Ay
B R Al — PO A BEAE AR AR R AR FRIE S o AR T — il ) A SRR A A A o
PR R i th 38 1 DCT AAERL T 53—l s (AR A A

REFREA 3 R AL ST T R 47 -
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B =/ EtherChannel 55 ik e o o i £ B R )

* WinilE] VSS/VPC - FEMAE S, — G ACHL 2 AR oL 1, 53— S ACH L2 e 2l oL
20 — A7 EREAL T REANEC O AR AU ISR BIAHI AL, T VSS/VPC il R DCI
et AEULTEOLT, JEEZ PR RIFHERE A 04 . ik DCI AT LLARBEAA MR,
AT DUE SRR AT O, DCUERL BN S AL AEILEOL T, WS EdE O3, I
DCI AR, SR A E »

o AL TR R AL VSS/VPC - o8 T 3R1 S A LG AR RE T, 180T DATERRAN 3l s 22 25¢ 2 X6
A VSSVPCo fEREIGOL T, S AR AT RAT A5 DX LK IO 0 0 K it o0 1 (R HLAR
POER RN & A A HAL, 0 o0 2 BINUAEIE S BRI AZ B, (HEEIX DK I iE A< 5T
BN o BENAHL VSS/VPC # Ak i X AR R 38 TE AR Sl i A8 H (1) EtherChannel o
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F= X 2% EtherChannel E AR R P ul = (B EE B 7~ 51

PUR RGBS T 2 AR, X PIANEERE DI 0 AL T 2 AN BB AR Rl L 18 X S e s AT
ANEBRIZS O 8 AR R R 28 ) 2 8] CARPEFIAN) IOBIHE ot o SRARISE B et g i e i
i DCLHERE e A3l b A ERAE RS D3 TT 7 PRy 968 557 B0 1 Y I 2 R A8l 2 X 2% (1) 185 DX UK I T 3
BB A AT, B3 EtherChannel 225 ERAEHE 1 1) T A HLAH «

BEAS S IR I DG i #5 FH FHRP (91 41 HSRP) R ANl i BB AR [ 1) H A7 K #2) MAC 1 IP

Hbo BB MAC Huht i 4M% 5, Sl F4# ] mac-address-tablestatic outside_interfacemac_address
12K R e i 2% SEBF MAC Huhk#E AR N3] ASA MAC HuhlbZR . A XYL H, A6 Tl &
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Router
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axsz |

1R OGS AL Tl 1 2 fSCTEAR IR, LR AT REIE IS ASA FF il A B4 1 Bt A1 2, AT 20
HHIL ). Hicdls VLAN A6 S AL 4R UG (OTV) S BEARLE S A2 [y . b2 inid &
v BHAEAAT W O ph a AU RE I DCI ARSI 55—l o WERIGIE VT i) — Aot s L R SC % ih
ar MBI BRI DE A, AE SR RN AL B Iy — ol Rl A RO T 2%

el e, S
g N
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J

g O = s

Gateway Router: - ‘\__\,_f__ﬁ Gateway Router:
= Virtual MACs and IPs ~ =4 \irtual MACs and IPs
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Spanned EtherChannel
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Interconnect
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53¢ vPC/VSS I TEANS B, 5S4 M 4% EtherChannel 3% FIAE T F bk A AR R 1), 26 83
P

~

ESHPROREPS s MR (AU R ENSE

ASA TEEFIREEE
5> ASA DIREANZ ASA SERFSCHE, AT DU REAAEAR 75 i L5230 Re . JLAB D) RE T BE XS anfef 1
BRI RE TR .
PR SFFRINRE
PUN IO REAE S TR 0 FJCVERCE,  AH Gy & S i 4
* MREE TLS ARBESEILM G — A% D) e
* RPN VPN (SSL VPN #ll IPsec VPN)
o LUR R ATRS #
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* CTIQBE
* H323. H225 fl RAS
* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (%) "3ifi)

* WAAS

* WCCP

o B M I DE RS

© ABNEBRSS %

* DHCP % /i g5 as AACEL.  SfF DHCP 14k,
* VPN f g2y

* bR

o SRR R

* FIPS 1 5

LR ThRE A ARSI S b4 2500, HIC M BEEY E . B, &F DS ) A S EEE.
“HAh VPN” YFAJIE R VF— G ASA 5245 10,000 /i 25 1] IPsec FiE . BT H 8 AN w4 iy A
FERE, 1B ILAEE 10,000 R%IE; IhRELEDY .

a4

-

B P Ty BE PRI UAE e RS B2 1 e O o AR B 4 T R B e A B A R

ARAE PRI D RE U2 SR 4R b D RE KU e P S B AR PR BT i e, SR PRI )R
RIS WRAAEIENE L, %R B SR R A& [ Y A

XHERFDIRENT &, AR RO AR, W T AT SRR T T, i A6 B0 142 1 B
HESTIERL .

* Ul B AL VPN
© DU MR
* DCERPC
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*+ ESMTP
« M

* NetBIOS
* PPTP

* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A I BRI

* IGMP 24200 1 SR AR P RO V-1 e e o3 A T HEA TR )
* PIM ZH F42 - T st R A B CRIGs Y- T e A o A T AN HEAR )
o PZ5; e (1) S B UERAL o A MRAR 0

* ek 55

c HiAKE (GEH T M4 EtherChannel #38)

Rz 2| B AT R T E
XD RERS NI BIBEAS ASA 19 T A4S SR RE 2 1 49 R

* QoS-QoS HMe ki R E R Bl FE P AR h R0 . (HAZ, AW AR i BT, 1
s SO C R, UG H R E ASA VA R Y AT 0 AR A U R R
B RS 3R HTR RSSO AL, FFaRUNRE ARSI EAR R T R R 3
fifo

© ST - UMMSIUAE AT R BN AR B, HEA SR AR LR AR i . PAd
SR A B, AR AR AR AT R AT T, AN ROEAE BT
SN ESE iy el /e (R

* LISP it - UDP i [ 4342 E¥) LISP it tH RNy i g TR 2, (WA A H B & )
wre WA IS BISEIILEI EID &, {HA2 LISP fili A S JFAS HERERE I 2.
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B s7msniam ana szt

* ASA FirePower 13kt - ASA Firepower B 2 [H] ANAEAERC & [F] 0 BOIRES L . # A Firepower 5
B EAETE ) ASA Firepower BEHE FORFF SIS 1) —3UME . 8 200 4RI A 1) B4 A8 AN [ 1)
FET ASA X BlE o

T M 2%i71e1 89 AAA FiEEE

T BT ) AAA =800 418 SRR SBNCIK. SR IIE AU SR D e fE 4R A
P i s, FAH Sk SR B AR T e A SRS AR Y AL B AR ORI B
RIS, ARSI AT 20 1 S0 Uk A BEAT HI P S AR OB 2y n AR e,
J7 3 0 IE AR 25 PR M 00 B I R DR P

CMAE 7 B D REAEBRAE P St o I KRR R SE I, DRIAE U i ALK I, A B
A AR S IR LR A 10 B IE B AAA TIRS5 35

R E AR

FTP FEF &R

TR PRI LRV Bl ) S (152 1 set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max Fil set connection per-client-max iy4) o« &A1 S HATHR
P DA AR I TG TR IS, IR PG IR R T RE AN S AR 4
B K St o RS RUTEAT AR i o I T 05 P R i i SRR SRRV TR A IR T B . AN, 7R Sk
KT R, A2 A5 JEORE B I ) 17 BT

© WS FTP S0l A 2 A T A2 ey AN ) (KD S R B2 AT DA L P A7 4 25 PR I B
W R I B A A O OB s W I . (HU, G REHT NSz A OF B
TR, WA HORERA TR IR #3022 B

o WARBKE AAA JHT FTP Vyfal, 32 8 T8 SR A 22 R0 b

ICMPA&;M FnBE &

ICMP F1 ICMP #5550 B sk 427 (1 R e T 5 )t ] ICMP/ICMP #5387 . A I ICMP A 7
i, ICMP & H a3, JFHA R S . o ICMP K2 i, ICMP 328 0, IF i g8/
B SLFE . BT A I ICMP I — DA R AL AE T3 ) 8806 3 R BR L b B8 3 ) 3 26 ICMP
(1] W 2 B L R AR T AT 3, AN A2 B R [l 25 5 e s

HIBEE R AIREER

R i T AT D DR VR T S

M 4% EtherChannel 53 T B4R 1B IR B

14 W 4% EtherChannel #512X T, 4445 5070 87 57 A0 B A7 20 1 5 e B8 (0 AN B o, 1 30 s o PRl i
PRI 1o AEMEEIEN 2 5, R B B A0 RT LU A A i A 1
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ThA73E O T R BRI R

FERBN AR TR, B A AL A AR . Ay A A e o 500 A el P2 B s A T AR BRI 2
PNIBGRZR - ETTRN =R B

NAT FREt&

NAT 7] BE2S S MR M A o NS AN HY 3t NAT Bodi 60 ml i 2 SRR ORI () ASA, PRI 17
AT SR T TP Ml fs 1, NAT 2 SR A H wi B0 6 B A A B TP Mkl R /el 1. 24
B 2IA I 9E NAT B & 11 ASAR, Sl SR HIBE I R BTG &, SEUEERE Y -
AR R TR, B RSOV I T AT 5 (0 R, RO NAT B fy # T g A&
R 2 4 TR SR AR, 73 48 TR A 5 . Ao

IR B REAESERE B A NAT, 155 8 LL e

o AMERIREL ARP - %) TSI, 120 g Wit (st ik 36 ACRE ARP P52 . 3Xw) LATs 1B 4T %
AR CAATEERE P ASA TREFXTAFE IR o X T4 1) EARTE 1P Mudik i s sk, et
% 7 S A B T B 0 BER ER ) PBR . IXXT 5 2% EtherChannel SR BEANE il 8, PR H A —
AN TP i hk 5 AR 115G Tk

o AP BE DU 32 0 PAT - Jl07 82 AR SR 1 PAT.

* PAT K HERIIAC - 152 B D Re it AT AE

o BEENUBORGUE R B A AR, T2 N TR Rl B, fERE MUK
VPRI E O 1R 3 AN R, WURAEAEE 3 Y xR A ALK S
AT, WA LA RC 3 Ao L, RN 1A

o FESRATRE LWL KPR BRI, 7520t A48 01 B A g VAR AN BRI

o AR BEAT RN PAT REMME TS O PAT St 4B i 1P MuhEE D, 2 S BRI A3
ISP ATAE A i R e A5 T8 A3 V7 SR R R 4 T 26 3 B R I AT D Al I DR BC D RE TR AT
e MG R PAT it il HUR LT ARSI Y R 2 1) 7 et DR AT 2 07 35 1 (1 A i
R

© FESEREERAEIN, ANREEAE SR/ R R P BRI B& ), BiR
NA SR R BN B, BT T DN B AT He 2y BE U 37 Bk S K L
WAHSG R e e AR 0m R mT LUSE SCBR R/ I 00 G el D 2y e R o
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BRINIEDL R, AEANERERE 512 Ao 1, (E S i R e u), D B i o X SR
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Hho Rk, fE—ANMERER PAT irb vl DU DA — > 1P Hidik, R0 2 DISCREE U PAT
TEREREN T o S R o 0 Y LY 1024-65535, R AREAE PAT Jt NAT #0000 o fic & 1% T
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Paraxy

B s M4 health-check system auto-rejoin. show cluster info auto-join

W AR AR B X
TR BN ST
hS

9.9(2)

U, ST AR R G B IR rT SRR fan e o DA R 00, DAL A mT ARA i AR 2
T R 22 DX L I A 2R F 25 A )

PB4 show cluster info transport cp detail

ASA 5000-X R %A
BB R, DA
I bmic hy e A s

9.9(2)

TS INAETT ATE ASA 5500-X R 41 FHCE ASA K4z LI A e A e - 15 46 VAR T P i o
LT B S B 1) o SR TS AT LA e SRS (TR . TR, WUR A E R
ST (R, SR IRILR . ERAB DRI, ASA SERHREM=EL,
SRIG A VbRac b R AR R, R E WERTE R I o BRIA BT S kIt a] 2 500 &
b, I VG S 300 =R A 9 FP . MLI)REZ HITFE Firepower 4100/9300 _Frf .

ERE L KR4 health-check monitor-interface debounce-time

i AR U AR

9.9(1)

il A ) TUAR AT A DR S (2% 0 P AT K I 28 TN o) T AT 10 O — il i LT
73 308 3k et R A R

P e B s f sy 4. siteredundancy. show asp cluster counter change. show asp table
cluster chash-table. show conn flag
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asazmeias [

TIREAFR

(TS

DIEEfE 2

TiF

BIEEHINPHE S £SO TRIN
IR oA O Al

9.8(1)

IRAE W] R B A IS AT RS A C o S R ) OR R TR) . SR/ MR 0.3 b ik s /IMIh 0.8
o MTIRE AR BB AT IR A 3 B AL 13 7 58 A2 TP 1T v ) keepalives B c5CA 24

P 1) heartbeats, 7 FH k¢ & n] CSCBE SR T (V) AT SEPE RN N e ), AN D) 32 4531

SPIfT CPU (5 AN FEQEIR T sg il o IEVERL, 0BRGN DR AFIN B (15 23 385 I AR T 47 T

PRGBS AR B R RFIN M E - AT S AT AR D, B ORAE DR EF
I [R)/3 0 PRl PN e B A B B R M — B e B ) — 5 & 1) ping, UM AE—AMARF
N D] TV P9 AT — RO BT R o WERAERS PRFIN A4 R 0.3 - 0.7 J5 X ASA 3R A4-F4k, T
IR E R BN 30, AR BEA S SR

BT BL R w4 health-check holdtime. show asp drop cluster counter . show cluster

info health details

Tl gAML B
ININpLYsIEIRES Seetis

9.7(1)

N T HR R REMURE AR PRAF AR P Lo il kT IRVAR B ARl i 9, 80T B T3 1 s A
HuAl o TR R SN T BT, JF HoRe e il P AR A . EE, ASA
ST ol R A T L P B A e 3 R Ss AAESC R AL T A T 5P
ol R P [ SRR AT R R AR T R A R EITAT B AN [ 45 DR B A [l
AT R RS . BEAh, WUORISARHTA 2 R AR, A ) 2R L [R] b aT IR RERT
BRI . AR REN R T I AR S E R B, AT AR S s

SIANEEE T L Fr4: director-localization. show asp tablecluster chash. show conn.
show conn detail

ER . g%
EtherChannel #:, F3
Frul SR 2 TP Mkl

9.6(1)

8T P 5 DX LUK P90 S 1 g RS CTS Fysat m TAR A R 17t R A2 O MAC M BB,
IUAEIE T Tl R 5 0 TP Mihil . VR It s TP MuhE S, SRV AL R UL (OTV)
AT ARP RISk 7 130 Hes b0 B (DCI) AR 4 K42 7 MAC 31k ARP Wi Y

(TRE RS 8D o AT IRVEMEH VACL Kl 8 MAC Hihik (e e fepl, 5224l
1 ARP #5: o

Bk T UL R Ar4: mac-address. show interface

ASA 5516-X SJHEREN
SCRE

9.5(2)

ASA 5516-X BUAESCRF i 2 B W AR BOATE LT, FEAVFIHEH R 2 ik
IR .

AEBATAT T2

BTk R A% Bl 1
LISP #il]

9.5(2)

RRLE AL 5 73 B WAL (LISP) BERDRE B8 S 0 5 WAt A2 B 0 BT, I 20 B 21 AN [R] 1Y
G orlal, ARG ST & P B A . ASA ] LIGHE A LISP 3t 2 ff o 7 B 3 4L,
AT I AE ST SR . ASA SERERC R A 56— Rk th 4% 15t I B 2 el 2%
(ETR) B 1 B&I8E %t 2% (ITR) 2 [ [¥) LISP it &, ARG W T AT & o7 B 5 5 Ay s i o
FINEES T L R4 allowed-eid. clear cluster info flow-mobility counters. clear
lisp eid. cluster flow-mobility lisp. debug cluster flow-mobility. debug lisp
eid-notify-intercept. flow-mobility lisp. inspect lisp. policy-map typeinspect lisp.
site-id. show asp table classify domain inspect-lisp. show cluster info flow-maobility
counters. show conn. show lisp eid. show service-policy. validate-key

Secure Firewall 3100 £ .



B ssasmmeis

Secure Firewall 3100 # |

TIREAFR RRAR | ThEEGR R
IUAESCRFAE S D)3 | 9.5(2) | 6 T8 8 RO PAT, S5 0T IO &F & N Bcom H3k, o7l it NAT — k4>

ASA BEEE I RIZ Ry
2 NAT

Bl —AN 1G4 (W21 RFC 6888) o AL SCHFAE MU # AT ASA SIS 5 A Al HH bt
IRE.

BE T LR 4. show local-host

PRGBSO SRR 5
H

9.5(2)

BRAEOL T, BT JON IS REF AT E A AR IR B pP X b, B KR AR SRR
BRG], T LA B AR ER R S (K B R

SINT LU Ffr4: trace-level

TE % 55 K0T,
% W 2% EtherChannel 32
SFu TRV TREAR (1938 5 R

9.5(1)

A ] DAALE B 1 B K 545 20 R %) Spanned EtherChannel 45 FH 3l 2 42 7. ik 4 MAC
HhEA2E), A REAERE AR AR E N A D, IERER R A S 5 R A A L R AN
113 AR 2 MAC Hiudik .

FEHI MAC St BATSIABEN T LL R fr4: siteiid. mac-addresssite-id. show cluster info. show
interface

H e YRR E e s | 9-5(1) | BAE R nT DA F a2 S T mC AR I s i e 1 4 A s 1) 1) L sh EBT IANAT M o

B R A I R ASA e .

A Nar4: health-check -

FESE 1 ST HATIIATELR 2+ health-check auto-rejoin

ASA BEEESZFE GTPvl |9-5(1) | ASA 4EREILAESCHF GTPv1 Fl GTPv2 Kl

A GTPv2 RS %

AR ASA HEREPAELE | 9.5(1) | BRINEEUL R, YA AERERT, ASA & WifE O el (51 ASA FirePOWER A5

PR (1) 4 R R 250 1 423 O AR . WIS AN SR A AR i R A W RR D e, DU ET DAZE AR IS
B T LM 4 health-check monitor-interface service-module

TCPER R HILE | 9.5(1) | ZIhHE R AR T ) 2%/ 4 U0 A G, ATT8E S5 VR S AH OG0 AR AR

= SINT LU Rr4: cluster replication delay

PR A FHANZEF ASA | 94(1) | S 87E v] LAJedae 10 s 28 HIE A PIRIE 2 o BRONIE DL R, I8 4RI M3 AE BT A g 113

ERE TR G 35 EUARBE DR —Bigz O B4 T B PR . ARSI EANAE VLAN 78 O 8l B
H (B, VNIELBVD E3AT. AR AR B I I3 IR 4 T9E I
INA . B ReAZE R EIE K0 (W 0D (BT IRM R A .
FINT LU T4 health-check monitor-interface.

DHCP "4k ASA % |9-4(1) | BIAE 7T LLAE ASA SERE FC'E DHCP 4k, ik %) i MAC b3, 445 ) i

FESC R DHCP 1 R EAERE A 51 SBT3 5. 78R A SC R DHCP % 7 it MR 45 4 T g
REBATAT A2 .

ASA SEREF SIP K A | 9-4(1) | S BIAE T LLE ASA 427 LICHE SIP K fr. #Hlv ol LAEATMT & BAld (il T3y

SCHF

>, AR HAR AL N E B A [R]—Bef be ANSCRF TLS AREERCE

SINT LA Far4: show cluster service-palicy.
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asazmeias [

INEEAFR A |IIREER
T AT N4 2 06 | 9-3(2) | s BILAE vl LAFEAEAS S 1 P P 38 0 288 T IR DX i v 2 22 10 8 238 AR (R SR (AKA 2R 14
B ASA ERERT K HE, AN , JEES S Y EAHE VLAN, #iUd H E S A ERML (OTV), (&R PL#E
BEAT 325 IR (1) 15 ) FHAEAA] v AR 99 % % 28 ) TS MAC Bk An TP BhikAe sl 2 2 RAHNR i 5. A
& HSRP %555 — PR mUUUAR PN (FHRP) 4y W 5C % th as P20 [0 JE L MAC Fi TP Mk,
BGP X ASA 4EREISZ |9.3(1) | 8400 7% BGP FI-T- ASA £EREMI 32 5.
F SINTLL R4 bgp router-id clusterpool .
Xof 37 AR QS RFEERE A | 9-2(1) | 735 W )7 K B 2 A5 I X UK X T T AR 2, SR i A A ) 7 T AN ] (g th B A7
DAL VAR RNl pE B VA Ho ANTCRFAE R B KRR A A 5 DX DA 0 30 3 () iy e ) SRR
(A RAEALER %
HHEREIIER A LACP 5ty | 9.2(1) | 45 L6238 e LA 32 77 LACP 3l 23 AL 56 2 (?ﬁﬁ]%‘fﬁ&%*ﬂ %ﬂ%%‘fﬁﬁ%) IS ILAE ] LAZE ] 3))
BE) W A PR, Al X DIOK W T 2 A B s e A S NI LR HEN -
o FEPEHIBERS IS IR BE R RN N IGESS 4 EASIG RN . SEBEE B BE R i E 2 )
MEEA M 4 KA. SHPLIGIESE 4 EREA e S B8R R L5
o Uit R IE Y 52 W 8] AN 5 o T ) keepalive [7) B
SINT LA R4 : clacp static-port-priority.
SRR N 2% 9.2(1) | ASA EtherChannel FL{E iz %2 7] 37 37 16 4535 50558 . 15015 W 4% EtherChannel, HIhEE
EtherChannel "1 47 32 4% YN AEAE H vPC P & A e L AR FH 20 2 L Se e, I 22 e 3N AR b Sy
BNk 32 ZRIEBNEEE . AL AR 16 235 3 EE R (1) EtherChannel, 40717 F2 %41 10
FIR LUK M B R Nexus 7000,
X1 VSS 88 vPC H s R 8 SRTH BN BER AL, S IRAE v] DULEES X LUK W) 10 0 e
16 49520, (RS AZIMLSERE 8 45) « LART, BIME{# ] VSSAVPC, 5K LKWl &
W SZHF 8 KIS EERE AN 8 4545 H BERK
P 23 L FAE B X DAOK I 3 A 8 2k LA v sk, WISy [R] N A &6
BEMG, BISOEF 9§ 32 UGS EERS, TELMSAEF SOVl A 4 A 1 cLACP 3))
A A
SINT LU Rfr4: clacp static-port-priority.
%} ASA 5585-X %5 16 |9-2(1) | ASA 5585-X BIE X Fri1 16 & W &4 IEERE.
ANETE R 5 AA
KB BUTAT v %
ASA 5500-X SJEEREF) |9-1(4) | ASA 5512-X. ASA 5515-X. ASA 5525-X. ASA 5545-X F1 ASA 5555-X HLfr v 2 &
XHE BT . BRONTEOU T, ESERF AT Ul TP SR & B IAERE; X T ASA 5512-X,
T8 T B e R 2 VP AT IE
RGBT 2.
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INREBFR A |ThEEIER

PEE T VSS FIvPC Xt | 9.1(4) | I S AL T U BE B B0 &l EtherChannel (HEFE) HEZEH:%] VSS 8L vPC X, NI FLTAE

BATIR DU B IS 5 1052 Al EE RS A I P AR e . IR L (i, JER) Nexus 50000 M, 24

£ VSS/VPC I — G B IEAE SR B R B, 3 B IX 2638 ML) EtherChannel Ji 53 #2 1

REF XS ASA F1TF, (HAEAS WM Lu I I F ARAL I . R0 ASA PRFFI R I 15

ﬁﬁ*/\&wﬁ (0.8 #) , WPk ASA MAEHF T EE A MMER, ASA 2%f keepalive 14
LRI F)IX LY EtherChannel #2448 )53 ) VSSAPC IR T I REINE, ASA
VSRR e 2 T I T EtherChannel 100 iz it keepalive 1HE, iR DH —5H
AL AT DO R IX e B
Bk T LA R4 health-check [vss-enabled].

RFEEREN AT T ARIA] | 9-1(4) | R Bz R, AR I B B AE T A T AN [R) oy M LA

[ORIRL LA @ Y "

DD 5 UM ABALET .

iy

ASA 5580 Fl15585-X (1) |9-0(1) |i# it ASA 4ERE, LUK Z 8 1> ASA & AN B & . EREEAA AN &4

ASA FER

EROEAEE CGEFEL, R AW |, [FRERE
M. ASA 5580 Fll ASA 5585-X SCHF ASA R SR I WA 0200 A [F) AL 5
PR AR . A 0 AR AN SCFE I ThRE SR, 1S AL E R .

SIANBEH T LL Fér4: channel-group. clacp system-mac. clear cluster info. clear
configurecluster . cluster exec. cluster group. cluster interface-mode. cluster-interface.
conn-rebalance. console-replicate. cluster master unit. cluster remove unit. debug
cluster . debuglacpcluster. enable (4£#£4H) . health-check. ip address. ipv6address,
key (4EH#41) . local-unit, mac-address (#:11) . mac-addresspool. mtu cluster,
port-channel span-cluster, priority (ZE#£41) . prompt cluster-unit. show asp cluster
counter. show asp table cluster chash-table. show cluster. show cluster info. show
cluster user-identity. show lacp cluster ! show running-config cluster .

SEHLAR R IR 2 A e K TU AR
H.fef
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