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1R dr s AR ], R o o B AL Tt A 2 IR s

FFIE IR, U FAR T A TR L TR B P % R 9 DG B ez TR, A P I 8 2 [
PI5 K3 (AKA ZRVEFEN )  TUAREAN WY G 1% #8708 A ] HSRP 2556 — Bk U Ppil (FHRP) 7E
FEAuE PR R R4 TP A MAC Hudik Hbr. %08l VLAN A 5 S A% 4 B 4L (OTV) 2251
ARy RN 2 A uh b Tl uess, PR AH R ¢ B i 28 i Bl i DCT &R 3% 3 )
e WU TETR T ) AN S T R OCE B Ay, WA TR MR AT A L pE RS, [ AR T
FIIE 55— B 5%

XPTBEIIR, W R RAE RS HSRP BR %, WAAZITE ASA EH4 36 Hi 2% HSRP MAC bl
IS MAC Ml K50 H G2 A MM AL IS MAC Hidib) o 2548 48E8% th #53 H] HSRP
I, &% 4E HSRP IP ik ()3 Foks & 3% 31 HSRP MAC Hiuhik, {HIR [F190 E Rk H HSRP X HHEE & 4%
A% 1 (K MAC Mudib. [RE, ASA MAC Ml %630 % 1 /E HSRP IP Huhikff) ASA ARP %4 H %
W EORr, JF H ASA JKiX ARP R IFHAMONE . T ASA (1) ARP 4% H BRIAAE 14400 P25
F, (A MAC Hihik 24 H BRALE 300 25 204, DAL 75 2238 i A MAC Hidik 4% H kil 6 MAC
Huhik 2 B A E 5

o ST A X AR T ) i iAo, T TG AR SE I MAC Hihik. ] OTV s8R s
S A VLAN o ST B0 sy, iR AE4 R MAC Mk (i il DCT k%2 5
e WUERTCYET ] ANl FIERRE, TR EEMIBR ATk vERS, AF R AR S BiA 5
— i SRR A Yl AL EEREVE Y R X B SR — Bk As I, A SCRESh A K .

.

Hit M E

o MR R AR T N (R e B EtherChannel 42 11, 3 i 8025 ] Firepower 4100/9300
MU B bl B O A AZ WL LUE & VSS 5 vPC) , NARHIE AR IS A ThEE, )
HNE R R AR I HE AR D 4% Ui S Soe R HICE S R R T &S, &
A LA ARG g

o WIS IR I A B REIS BB N A R 0, A R I S A W T X A T T
Ho FEREAENLR, EFFEBIREReSHRIER,; B, EFF FTP EH: FIN/ACK 3t
A FTP &/ ufEdd . R OL T, RSB Hrdisr FTP 154,

o QSR P B 2 30 5 DX DAOK I 38 1 22 1) Windows 2003 55 4%, 1 7 e H R g5 4 i 11 G HT HLR
S5t AR ICMP Ff 13 BN, 27 K& ICMP I B R RIAERE . IX 86yl BT g S SRR
FLER % By CPU ), AT W] BESEmIPERE . PRI, FRATEE LB ICMP #5115 & .

o FAT1E UK EtherChannel ZE$#: 3] VSS 8¢ vPC, PASEILTUAR .

[l Firepower 4100/9300 # ASA B4
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| Firepower 4100/9300 ) ASA B

7£ Firepower 4100/9300 /5 L Ft 8% & .

s FENURE N, BEAREX BEL e AT AR, AN BEAE IR s AT oAb s i, A
SR B T AT A

ZIAE

« BRATEOUR, SRR ROV A DU REAL TR APIRAS, OREFINFTRDN 3 70 BRINIE UL, FEPT A&
F B A I s AT RO A

« BRIATEOLR, ERFENE A T2ERPIRAS . W H R ER 86, A3 a8 B BRI Ta) B i 1)
K5 F.

o HH IR A SRR T B O AR TEE 1 S BT NN D BE VBN BRI, Bk 5 0Bk AT — IR

o HY I AR ) S 1 L RO ST B S EEFTIN AN D RE VBN 223 3 UK, Bk 5 0Bk, IS IRk iR
2.

o XF HTTP i, BRNVAH 5 B RIIEREHIER .

7t Firepower 4100/9300 #/| {8 L i B 2¥ &

7T LA Firepower 4100/9300 HUAH & B 5 | M A T B HESE . AB AN & W& LRI WIGRLE . A
TAHALE ASA EHATIBRAG I S RPRCE R A % e . ATTIERE A A AT N ASA A FAEAR 1
Bo BIEF LR Firepower 4100/9300 HUAE BURFAE A K R . AR IEA(E L, 152 Y Firepower
4100/9300 HLAH LAY .

UK

FIE1 FXOS: 0 ASA BE4E, H 151

P2 ASA: FLEPT KBRS, 5 26 1T
WIE3 ASA: FUEEIEHD, 526 0L

WA ASA: HE XHHERE , 529 1t

WIS ASA: EHBFEMT . 549 0T

FXO0S: 75/i0 ASA Bi&

fll3E ASA 5 7f

LT LU FAS Firepower 9300 HLAFAS MM W IESE, BRI 22 MHURT ASC I LAT I HESE . % THL
FTRIEER, S e BRI 78 DU LA iiese; e, BTBE DAL EsaA
A B

R v BN R FRAS
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Firepower 4100/9300 # ASA B4 |

T LAM Firepower 4100/9300 HUAR A PG | BEERAA B 4R AE . H Bl A B & WA A2 BT AT WA TC

T MU RIGERE, RO B AU . fE— DB BB R Ra, T LR S 3Ry i
BRI R R DPUAE, SCHURRR S

fE Firepower 9300 HLAHH, AAZ506S 4= 3 MEBAERE) 0 JHAERE, BRSSO 2o ebidh . WiRANED
FATH 3 MR, R A S IR T,

2R, AU E B, RS ASA NHI A H 245 5t

e RN, Firepower 4100/9300 HLAR B 5 | K AF A LR 51 R HC B AHREAS ASA N HEAT T
B DUSWIRTRZE, wTLOEE ASA B0 SR RCE A 8 (UURIRSCT2R) .

interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channeld48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip_address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_address> <mask> cluster-pool cluster_ ipv4_pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

a4

B ERARHIARRE, WL RESE K local-unit 4475

FrIaZ |
* M Cisco.com FZLE TR &N G, SR )5 mE 1% 2 Firepower 4100/9300 HLAH -
s WEELL M E R
o WP ID. 1P Huhih 0 R0 2% #e 5
G TP ikl

[l Firepower 4100/9300 # ASA B4
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IOY N |

UK

BB,
a) %%ﬁﬁlﬁ,ém%m~A“ﬁ%”‘ﬂ%mﬁmmmmmd<&%%mmﬁﬁ>0%5@%
N EtherChannel Ci 1388 ) BUACE MR,

XEFHURE TR AERE, BT B0z 1 b 25k 22 /a7 — ANl i e L s X LUK Il TE « ZEREMHLAE L
VN JNTE— EtherChannelo ¥ BT A S 8 L1003 82 11 65 1 2 A e L _E 1) 52/ EtherChannel H .
A HLFE R LERE EtherChannel [FFE4IME R, 1ES B S HEAENIARTFR S, 25 10 T2,

b) WNIN “EER” MBI B EtherChannel. 1152 [ ¥5 Il EtherChannel (i 13038 ) BAC B A HFE 11,

ERELUELTER . EEE, ME RO SO T E B BB OANE (FEFXOS ',
T e BINUFAE B4 1 275 8 MGMT. management0 (AR A TR o

XFTHUR AR, ARG EASIAIRI R B 1.

c)ﬁ%ﬂﬁ@ﬁﬁ HWA%DﬁMﬂﬁﬁfﬁ&%%m%mmHﬂ%%ﬂ?ﬁ%u iE48)
2[5 Vs EtherChannel Cifij i) S

TR N SRR IS % e B, RSB oL, U BB AR O WU (B8, ELAS
VAL HTES X LUK M 18

ESHAE LR IA RIS % 0. SRR B e B H LA b 1% % A EtherChannel . 7EAZ
ML REAN B2 H S S Etherchannel. 1 F<H L4 [ 4E 8 EtherChannel FFEAI{E B, 1ESH
EETFENFI PR . 56 10 L.

HEN 224 RS A

scope ssa

i

Firepower# scope ssa
Firepower /ssa #

BEN LIS, ORRERRA.
a) BE UM E. R AR A S .
show app

RE

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

ftd 6.3.0 cisco Native,Container Application Yes

Firepower 4100/9300 & ASA 255 ||}
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Firepower 4100/9300 # ASA B4 |
B oz asa s

b) R R B A R A
scope app asa application_version

i

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

o) KrILRRAS AL A BRI RRAS o
set-default

-

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) B H # ssa Bz,
exit
5l

Firepower /ssa/app* # exit
Firepower /ssa* #

TP

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

SR 4 QIR
enter logical-device device_name asa dots clustered

* Device_name- H Firepower 4100/9300 AL & L5 | 8 FH T Al B AL B 1 B LA LB s AN HE
AR B P R AR RE LR . IR 8 AR AN e A, RV i R 2 At R e

* dlots- B HLAA AR EL B4 46 TE . )T Firepower 4100, 55 1. %f T Firepower 9300, 77 1,2,3.
TR ZBUE HIX Firepower 9300 LA 427 3 MU ) o HIAERE, RO et
RANBCE A 3 MR, R A S IER TE.

il

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

PR MEENT I FHETFSH.

[l Firepower 4100/9300 # ASA B4
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IOY N |

RSB E AN T IRIUG I E B . O T SEBLER 24T, RYJR W] LU SN ] CLI BeE H IR 2
Hife.

a) BUESERET SRS

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) BENLHE ID.
set chassis-id id
SR IR PR AL ZEME— 1D
©) ATl IAARTE, KR A ID BCEOY 1 3] 8 ZIAIE.
set site-id number .
BEMIER S £ ID, WRHE BN 0.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) B R b A PRI R G B O S e ]
set key

i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARGk AL =Y

SEERPUR KA T 1A 63 S 2 00 ASCIL 08 . S B HIF T 1. TR
KRB IR, LT BORA SRR RAOHOR ., SR LA SR

e) WESEME IR,
set mode spanned-etherchannel
5 XU 9 3 A A X E — SRR AR

5

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

f) RSP E PR R ALK

set service-type cluster_name
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2)

h)

Firepower 4100/9300 # ASA B4 |

SRR K 1 3 38 DNFAFIK ASCI F 45
w15

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(A[ik) B SEHFHIEERS P P4,
set cluster-control-link network a.b.0.0

POAEOLT, RS 127.2.0.0/16 4. (B2, LM% EHEAN Y 127.2.0.0/16 i
. AEIXFREACT, AT DU SRS e M — % R /16 Hudl.

* ab.0.0- $5EEE /16 MZ ik, FR[A] (127.0.0.0/8) FIZHHE (224.0.0.0/4) Huhik &4k, 4n B 1%
HIE 4 0.0.0.0, WIfEHBERIARIZE: 127.2.0.0.
WUAR RIS HLAE ID FIHERE ID A 34 il & 5 & AR HE IR T e 42 11 TP ik
a.b.chassis id.dlot_id.

-

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

Pl B A H 1P Hubkfs .
BEAE BT TR E 2 e BT & i B
1. FCEAH TP Mok, b —ANHihlps gl o Ie 204 OISR AN R &
set ipv4 pool start_ip end_ip
set ipv6 pool start ipend_ip
/A AR R A E AR Rl bk . VRS, XTT Firepower 9300, RE& ALAH 204
15 3 ANk, RUAEATE I A B A . W SRR AR, WIS T 2 k. JE T
P BB TP Mokt CPRAE “ 4R BF IP Hhhil” ) AAEtHbhbyh s 35 55 D575 [ — N 2%
ok EAERE TP MR B A TP Skl . 50T LU TPv4 FI/ak TPve6 Hihik.
2. N BRECINCE FARAE 1P bk
set virtual ipv4 ip_address mask mask
set virtual ipv6 ip_address prefix-length prefix
U TP Mk s 20 S AR R bk & T [F)— AN %, AHATERB I
3. HIA LR SCHE
set ipv4 gateway ip_address
set ipv6 gateway ip_address

-

[l Firepower 4100/9300 # ASA B4
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x6

IOY N |

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

i) EHERS SRR
exit
w5l

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: fQarscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

EE S SEFSH.

RSB A T IR SR . O T SEBLE R I24T, e LU SO ] CLI e IR 2
UGl
a) QUL SRR,

b)

enter mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

i A B 0 R A

create bootstrap-key-secret PASSWORD
set value

NAH: A

AME: 2%

exit

il

TRECE ) ASA & BE 53 RS B S0 AE B T 200 I AR H s WIS FXOS 7 i BLFR
ER I T G P Sy, TR R

i
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Firepower 4100/9300 # ASA B4 |

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREN KB B EE
create bootstrap-key FIREWALL _MODE
set value {routed |transparent}
exit
TR EHABE I, B R A 0 % o (1) B E A R e A LT 8% o PR A 2 B AL T AN 8] 1) 1 199
b I, BB SRR, R RIS R, R
WA A A2 2 BT v 6 FO) B e 2 R
RGAACAN IR N BCE B KB an R F N 5 PR BCE, WIAS S B .
EUE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) BHEHS SR,
exit
=~

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ST RAALE

commit-buffer

HUARE L 8de e ARRAS 1K 5 B R0 B 11 A 6 2 B ) S R B I AR e %
] show app-instance fiy 2K A i R & . MEERS AN BB HBITIRAS NFELN, N6 1
FEIBAT Bl fAf ] .

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave
ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49

[l Firepower 4100/9300 # ASA B4
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Native In Cluster Master
ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

T AERER I AL YLAE, T R MR, (HAAZ0NC B ME 1) chassis-id FEHAT) site-id; &), 1%}

P HUAR AL ] — P
TR DB _E e D e EAT R .

R
ANy

LA H A FXOS HUAR R E AR Fe

BRI BT A ASA DL H i SRR E .

Gt

XA 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable

enter member-port Ethernetl/1

exit

enter member-port Ethernetl/2

exit
exit
enter port-channel 2
set port-type data
enable

enter member-port Ethernetl/3

exit

enter member-port Ethernetl/4

exit
exit
enter port-channel 3
set port-type data
enable

enter member-port Ethernetl/5

exit

enter member-port Ethernetl/6

exit
exit
enter port-channel 4
set port-type mgmt
enable

enter member-port Ethernet2/1

exit

enter member-port Ethernet2/2

exit
exit
enter port-channel 48
set port-type cluster
enable

enter member-port Ethernet2/3

exit
exit
exit
exit
commit-buffer
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Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

set

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set
set

ex
exit

scope
set-
exit

commit

it

app asa 9.5.2.1
default

-buffer

X HLAE 2:

scope et
scope
crea

se

h-uplink
fabric a
te port-channel 1
t port-type data

enable
create member-port Ethernetl/1

exit

create member-port Ethernetl/2

exit

exit
create port-channel 2

se

t port-type data

enable
create member-port Ethernetl/3

exit

create member-port Ethernetl/4

exit

exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5

exit

create member-port Ethernetl/6

exit

exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1

exit

create member-port Ethernet2/2

exit

exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3

[l Firepower 4100/9300 # ASA B4

ipv6 pool 2001:DB8::11 2001:DB8::27

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipv6 2001:DB8::1 prefix-length 64

Firepower 4100/9300 # ASA B4 |
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smEzzesz

exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZEENR
VRN ASA BEEE R L .
A

AR WREROGEH TR INEE LA W R AR RS N s e 2 L BESE A Firepower 9300,  JUIJiZAH B
bESEFNIVAYIIR

FFi6 Z A

* WHORDUA TEARAE I B B S K BEL TP i i A A2 5 10 TP ik R BT, T EAE R LA
F ORI RS | SRR, SRR A TR I A o S SO S BT A B A

* HTHURT LR DR E AR ] o S85mT LS AN N FXOS HURTRCE DALt i e o
* X2 RAEL RS MHERR B ASA N TR 20 5 U SR U B Bl 4k
R E I E .

UK

$E1 WE.
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B asa mEposEtiEsEst

SRR 2 L ERENINIEURT, e U8 ASASERE, 28 15 TUh BRI, (HAZRC EME— ) chassis-id
MUIERF sitesids - 770, 3850 PIASHLAT ] 7] —PC 8

ASA: BLE B AIEEXFEREN
WU, FXOS HURIACH 55 BB A BB F B AR

o SECRB KRR - B R S O, B S e R Ml B BB A B
S CLSEHLILIC . 15 2 P BB B ks ae AE A SRR, IR S8R B KA

© WSO SR - B R O A SR, T e e g BB, Bl i B
e N AL S N VAR e S V=P EA | B¢ EiW

ASA: BB HiEiED

UEFE RO B EAE FXOS B B it d I JL A BE I RE S B 1 L I AR SR X THLAT RS, Hodls
P FUIR 28 J2 1% M 45 1) EtherChannel #21 .

\)

AR B IERE N UCRCE . 804 LIE ASA FR U B I S8, (IR U T Hdla
Ho BRI — AR 1, AR B MR . A GPRAE R, SRR, 55 0,

FriaZ |l
o XTSRRI, EERGEPIT R W HAARTE . W MAEA RGERCERL, 75 changeto
system 4.

o MBI, TERCE M. VSRR E M R D (BVD).
o H45 4% EtherChannel HI T HUAS MIREARIN, i 0 TEH2 DEREAR 58 480 Fl 2 AT ANt N TAER
Ao PREORAT R R A K I AR O AR TR BRI B4t o

i

S fRE#E0 1D,

interfaceid
AR BCa AHER R L, 12 7% FXOS HlAR. $#1 ID AT LL&:
* port-channel integer

* ethernet slot/port

Tl

[l Firepower 4100/9300 # ASA B4
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asa: BEsriEn [

ciscoasa(config)# interface port-channel 1

P2 [N
no shutdown

PRI (AR WRMER LRI O A VLAN T, 3L RIHAT AR

TP

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AR R E T .
FRA (RSN RO 5, RS changeto fir & 2E AN SIEE A

-

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1

KT 2 AE eiiat, LA e i R A R s SE k.
WEBS N
namef name

Tl

ciscoasa(config-if)# nameif inside

name ;& (K E 2 0 48 DMFRFISCAR TR 5, IF HAX 7 KNG o AlTHT S HrE 8 A bt dr 4 n)
AR
PR 6 M P K, PAT LR I TR A
o PR - B TPv4 F/BK IPv6 Hihik:
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32
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Firepower 4100/9300 # ASA B4 |

AN HF DHCP. PPPoE Al IPv6 FIZNCE « XF T sinf diigiss, nILURE 31 AT PIHERD
(255.255.255.254). {EULIEOLT, A sl bk Or /7 1P Hidik

o W - K 1 3 O B B4 -
bridge-group number

] .

ciscoasa(config-if)# bridge-group 1

number Jy 1 #1100 2 (8] ({35, 2k 64 MO ORCEIMAFLL. AR —B 00 %
AWM . R, BVIECEME IP Hudilk.

TR WE LRI

security-level number

T

ciscoasa(config-if)# security-level 50

number & 0 (HA) F] 100 (B 2 a3,

(WL TR HESE ) A5 4% EtherChannel it & 4 i) MAC Hutik,  DUBE Gy 78 it 4 24 32 32 1) i
mac-address mac_address
* Mac_address- % /H] H.H.H k301 MAC Huhk, Horb H A& 16 7+ N3kkIEcT . #ltn, MAC ik

00-0C-F1-42-4C-DE L\ 000C.F142.4CDE £ o W R4 F A 8 42 ) MAC Hiuht,
NF5) MAC Huhk TN A RE N A2,

R R TR E R MAC Hudik, % MAC HhEB A& R T 4 a0 il e 45 . R AN E MAC Hbiik,
DU SR B 26 A AR B, BT FE I & 2K B i MAC i T2 00, X o] 8 S 20l ik 2%
P

FEZ MR, WEREAER Stz i 0, WINEOh R B34k MAC ik, IXHFEmt o T
FNBCE MAC ik, R, B AUE by 0 AR30 50 T3 I A MAC Huik.

Tl

ciscoasa(config-if)# mac-address 000C.F142.4CDE

Cofi U TRIREAR ) BNl jC B — 0l fURF S 1 MAC M3k TP stttk Oof T3 DD -
mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.llll.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if) # mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3

[l Firepower 4100/9300 # ASA B4
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asa: pexaErz ]

ciscoasa(config-if)# mac-address aaaa.l1111l.dddd site-id 4 site-ip 10.9.9.4

Ut RVRFSE 1 TP bk Z0 Yy 4 Jey TP MBS T[] — 79 o (05 A T ARl sk 52 1K) MAC M hiE A TP

BER R TS AR 6 B K 5 3R BC L P 8 [ 5 1D

ASA: BEEXEERE

DR SR A AE AR B A B B At I (B RIS AT IR DL AR . TCP JEH S HIGER . FAE s PR iAt
WAL JE ARG | SRR, S nT DA ) B AT At

AL EEA ASA £5 54
ST BALE R TE b LR SRS

Fia Z |l

o T 2SR, BRI REPAT P R AR . BT S R G AT A A],
I\ changeto system 4.

* AH A name AN IABLEIU BEFE FXOS MUAH s, s R REEAA TSRO0 T 4 6E

£ ASA EHEATHE, PIEEL R AR G I Le it 1o

UK

PN a7 & PREAtIL I

show cluster info

i

asa(config)# show cluster info

Cluster clusterl: On

Interface mode: spanned
This is "unit-1-2" in state MASTER
ID Y
Version : 9.5(2)
Serial No.: FCH183770GD
CCL IP : 127.2.1.2
CCL MAC : 0015.¢500.019f

Last join :
Last leave:

01:18:34 UTC Nov 4 2015
N/A

Other members in the cluster:

Unit "unit-1-3"
: 4
: 9.5(2)

ID

Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:

in state SLAVE

FCH19057MLO

: 127.2.1.3
: 0015.c500.018£

20:29:57 UTC Nov 4 2015
20:24:55 UTC Nov 4 2015

Firepower 4100/9300 & ASA 255 ||}
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B s=sssasasgnsy

Unit "unit-1-1" in state SLAVE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

ID : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

R A B A R B ss, IR Y ENER:, JREERBIEMIN B . 505 ASA #0511
B, 1EZ 6 (HT Firepower 4100 1 EEF ASA PN 1HEFE) 80 (H T Firepower 9300 [ %} ASA
S LN T I

i 2 SRR T B B 2 10 1) e KA B P 22 /0 LR B 2 1 i By MTU /5 100 77756
mtu cluster &7

i

ciscoasa(config)# mtu cluster 9184

TATREBCE MTU W& ik S/AMER 1400 ANFAT . T REE R BE R R B o R s s Kk,
DEBEAE P B B 75 B RS AN SE BRI B 0 DL R B S s TP . P, K MTU 249184,
DAL o v I B 2 10 MTU W DL 9084, T e A3 il 4 ik D) /] DAYE ok 9184

BEATEARIC E AR
cluster group name
CAre) A FEclls froc 242 P e 2l & S
console-replicate
BN OL P 25D fg . X TR I EEFE, ASA Rl IS0 EU AT Enfin th 2 6 . ik
Zgg{?%ﬂéﬁ%ﬂ, Bl B B 5 W EOR BRI %, PRI U 2 I AR A — A2l
BB RS SRR ER 20«
trace-level 25l
R 5 L BB B AR«
* critical- EE M GPEME=D)
* warning- 15 (GUEME =2)

* informational- {5 BZFfF GWEM=3)

[l Firepower 4100/9300 # ASA B4
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| Firepower 4100/9300 ) ASA B
BB E TR KIS EMEFRMARE .

* debug- WIAFfF GEEM=4)

6 (k) ZEH LACP izl L.
clacp static-port-priority

R WNIASCRE B &0 L, Il & rI 3 s LA etk . o, EIEREscRy 8 ML
(35 35 R 45 EtherChannel Ji§ 54, % W SCRF 32 MEGGA . WERAME bt arS,  WILRESZRF 8 N3]
JEOAA 8 A2 IR o WS It &, MITGIRAR FHAAT 88 FI A s A ol o A i 8l Al %

PIT (k) (PR Firepower 93000 I LRHLAR P ) 2 AR RIS IDATE SR, DMEAEBLEZ [ 355 73 il
W, AR T AR BRSO, e Rl e B TR i, DA HAR G ok
S
unit parallel-join num_of _units max-bundle-delay max_delay time

* num_of_units- - i & FEAER A In AN FREAE 2 1 [R] — HLHE H 75 2t 4 1 s MEEER AL (AT 1 83 2
) o BRIMEN 1, XA BERAEIMARE 2 IS SR AR e &t 4 . B, a0 9o
R K 3, WA HOk 22545 max_delay timeEl# H 2455 3 MR ER 4% )5 A I NREEE .
BT 3 AMEHOR KR S SRR, IF LT[R I - dn e i & .

* max_delay_time- $& & 76 MRS 1 S8R A HUg 28 5 A I N BEER 2 1 1 ds K BRI [|) (LA
g, e 0 2] 30 HBh Al BROAMER 0, X EME BERAEINATEEE 2 BT A S5
AR AE R 4 . WK num of units ¥ E R 1, WRZELH0h 0. W% num_of_units ¥ &
H2 883, WNZAEAZN 1 80 KA. SEvh i SR AT, (H 255 — AN I AR, )
P AT SLAAE R I 2 2 25K, JF HIL B 2 A HEAR .

Bihn, % num of units E A 3, K max_dday time ¥ E N 5 0. MBI 1 SN, STTA
o5 b mras . B 2 76 2 SR 30, JREBhE S e e, B 3 TE 1 B e,
T BEIAEREAE 4 3B IMABESE s ARSI 2R 58 Al WL 3 — B A8, NI
He 1 BAE S e 2RSS OR I INNTESE, BB 2 A inN, RE I 2IE R4 2 94 EASE
P TE I 28 58 8o

LB 8 NUE e NI A A .
cluster-member-limit 455

s number -2 F| 16. BRIAE N 16,

W R AE TP RSO T RAR S (166) , BB BEE LRI R AE. WE
AT T LA T G M A PR YR . D, SR AE i O R R (PAT), U e 2% v LUK o
H e B R R 8, FF HAS Db S ANHT S8 FH IR 09 v % T B ity 1 o

BEEETRSEIEMBEHNERMNRE
VR T LA 4 e L8 PR s

Firepower 4100/9300 & ASA 255 ||}
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. BEEEITRSEIZEFENENMANEE

R BEAAE TN B2 1 (s # iz 1) IS IR OR Ay o 48] DU P2 AT An g 11 30 36 1D B P —
YR O ID. BRI EEAYE VLAN P O8O0 (Flan, VNIE{BVD EHUT. BAEER
SERES B I B s BRI IR A .

UK

P BEAREHERC E A
cluster group name

P2 {5 U B & IS T IR B T fE
health-check [ holdtime timeout]
holdime H] Tl 7& P4 It % heartbeat IR B (A (IS TR ] R, TLABAY T 0.3 2 45 #b; BRIEA 3
e
h T HAE B ISATIRIL,  ASA SR 2 AEAERFHE I BE RS heartbeat WY E AGIA B A B4 2R
VA AEARES WA R BRCRIK [ 5B 2% AT ] heartbeat 15 5L, X254 £ U 00K TE M B BRI T4

¥h A R AATE AT TSN O anas i e R Eds 4 . i HBAER] ASAL Firepower 4100/9300 HLAF 5L
ML I B INAA AT HHLIE R VSS B vPC) |, RN AEHZAT IR AR A D RE, b SEAE
FHXF B 2% H] 2 1 (no health-check monitor-interface) (K52 W45 . 490 Fh 45K 5 258 il HLJc B o8 ik
CLRD BT A B4 5, mT LLEE 3T 8 s A RO A Th R

IR

ciscoasa(cfg-cluster)# health-check holdtime 5

T3 R EAE DS RS

no health-check monitor-interface [interface id | service-application]

P2 IS AP IR A AW I P B i i o 0 SRRy e 2 11 (9 B A A 38 VR o % bR A e, (R
eI BRI — 2 O SRS 1, S AR T I BR % 25 . ASA 1 2K ) JE MAE
A2 PP 3% RS 08 IR T TR 2R TR DB 2% 18 6 A R 7 S 3 A IEAE I N BFER [P 45

BRANTEOL T, AT £ U IS RO 2. 58] LU by 2 10 no JE B A 0 AR HT . ]
REARAE AN EZ 3 0 (I B 1D MIs TR . s RO A TE VLAN 142 H 50 i
P (i, VNI B BVD BT, AR NSRRI IO E IR, B TR RaE. 1R
JE service-application LAZE R E e v FH AR 710 i

30 R AAT AR B I ) An A B R s % . T EEE ] ASAL Firepower 4100/9300 HLAREX,
HHL R s AN AT LI K VSS 5L vPC) , N AR FIZ A TIR S A T fig(no
health-check), i ELAR FH6 CUAR FHHZ L1032 LIRS o 2 0 45 b B o5 oe il L TC 8 3 o 2 R0 20 31 A
WA, AT LLEHT A S A AR OUAS 2 D) B

IR

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell

[l Firepower 4100/9300 # ASA B4
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BB E TR KIS EMEFRMARE .

B A HE B TIRE A A A 1) B S ERT I AR R

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- 5 8 PR R I A S EB NN B E . NIRRT DB AN — S
PR IR

* unlimited — (cluster-interface FJERIAME ) ANBR I FHT A 2 1 I

* auto-rejoin-max — W& B IIA SR EL, /T 0 f1 65535 208, O ZEH HBE B I .
data-interface fil system [FJERIAE N 3.

* auto_rejoin_interval - & X R E BT DA SR 2 (B I RIBE FR S 1] CBAM o 30r) , v 2
60 2 1o ERIMEN S he WA S E BT I NSEBE IR S R I BR A 1 Rz IS 14400
AR (10 KD .

* Auto_rejoin_interval_variation - 5& SO HE I R RFLE ). BEEAT 1R 3 ZmfE: 1 O
B 5 2 QAT E—IREFEERTED 803 (3 5T L—IRFREE ) o Blhn, i REk g EE
SRR E A S il PR E R 2, MIFE 5 0Bl E AT ER 1 25k £ 10 08 2x5) Ja
HEATER 2 R34 7 20 2080 (2 x 10) JEHEAT 20 3 sl 0 FREER D, BROAEN 1 XT3
WO ARG, BRAER 2.

Al

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

WIES FLE ASA K4 DA e A i s 1 £ IBFER ol 5 22 w8 ast 19 B s Bk s 1]
health-check monitor-inter face debounce-time ms

R B3 S BRI 1] BEE 300 £ 9000 22 (8] BRIME A 500 224 o B/ KIE AT LU PRSI 11l b 1)
TP TER WK E B ORI TRV, SRR LR . AER IR TR BN, ASA 5%
FEHRE 22080 RJE A KL R o BB, PR s AR PR o 0T AN eetR 2 e e Ay
IEHBATIRZ 1 EtherChannel (#1411, AZHHUEHT N2 s A4 ALIA Y EtherChannel) 115, BB
S eIt T iy LARTs 1E AR A L fR 4 AR O 55— AN SRR 26 AR 0 S 1) I (103 2 B BRASE A 75 D g R
&

ARE

e LE

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300
PR 6 AL E IS AT ARBUAS A 8] b -

app-agent heartbeat [ interval ms] [ retry-count number]

* interval ms- BCE KNGS Z AR TR, T 100 F1 6000 =02 0F (100 BIEED « BRIME
A 1000 ZF5.

* retry-count Number - & B XEL AT 1 130 2 Al BRIAMEHR 3 IKER,

ASA B oA & HAe Rl I 15 M 5 41 Firepower HLUAHHAS .

Firepower 4100/9300 & ASA 255 ||}
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B ==czamenes T sHER

TN AR QB EIRTTED ANGENT 600 20, Fltur, o Sk i 0] [a) b5 & R 100, Kf B3R IK
Bk E A 3, WLRAIEI R 300 2280, XA SZREM . Flan, nT LUk RIFE B E o 100, K ik
TR E o 6 DL S TR (600 Z=ZF)

w15l

ciscoasa (cfg-cluster)# app-agent heartbeat interval 300

BT (b)) FLE R AR
load-monitor [ frequency seconds] [ intervalsintervals]

* frequency seconds— ¢ & IR 4%V S 2 (R I I () CLARR S $07) , YEREIAT 10 2 360 #b 2 1], 2R
MR 20 75

* intervalsintervals — B ASA 4E Edfa (1A R (AR, {1 1 31 60 210 BRI N 30,

Ty DU P B I A i sk, ARG EE RS, CPU RN AEAEFI RS Dl LA R B X E 57 Wi iR 41
Bk, HAFR I B T UGB 3, 0T DOERRAE ¢ bR A, BOfBEIMBAZ bl F 1
. BOIAEOL N A IR Shag. @i, P TREAPUEET RA 3 AN 2R Firepower 9300 |
AR TR, S HLRE b 1) 2 A2 A B TFREER U5 12 LA TR AR ) 400t 110 A o ol A % 21038
R, JFrTRERES e BTl R k. Wkl m, T LUERET s A d s I
IR

i show cluster info load-monitor iy 4 A& Vi 1 4% .

T

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 a1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27

o & I B &N LR TCP & 43R
AT BAR TR PRSI T B TCP MR RSBk, DUEIR S 1 B 00 R, AT
PEUEIR SRR AT AL BE TR o WRARE, S B (B 5 0 B 0 SR AL A
IO, WITCTEIID KSR . FIRE, WSRO A UL SO R A B B A B, TR
FEHARA. BRI T TCP BEBLALRL I T TCP S 0T 4k

[l Firepower 4100/9300 # ASA B4
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maisang [

UK

TR HENHER B
cluster group name

P2 (WiE) N TCP it o G B ¥ i
conn-rebalance [ frequency seconds]

il

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Pear SBRNEE T . R A, ASA 2@ WIS H 3G B, JFREBT I WA B i e 2 4H 25 1A
BRI B . AR 1 2] 360 72, HI T35 € 2 KISz — IR S B8UE B BOAEY 5 7.
V) A vl R T4 0 45 R P B R PRI M s AN SR R - P B T AN TRty R AR B

PIR3 Jy TCP M4 AR IR -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq |1t | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

T

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

¥ seconds BEE AT 1 2] 15 ZHMME. BRNEH http 2Ei8, BRI 5 72,

P B 9k w2 [B) LT BE
R T ES, TT LA 5 R, BLRR LR PR E b

ERSmEFARMEL

4o

N T B M RE AR R HE rhC Bl SRR A AR N TR RE AR, ) USR] e A fl o BT I %
ST I, IF HoRe g R (AR AT . (ERE, ASA 2 AT R 3t 5 P
Mg, SR AR SO IR S @A 0 ST R —uh A L 3 i 8 A0 )AL T AR Rl i
4 e KT R 3 ) S DR B AE R)— b pn] ASE s PERE . BRAh, USRI AR T A 5 A A i,
ARG 17 25 R AE ) — ol RO PR IR T o AR S i B T A oty R R i Bt I
OEESSEEICE

FraaZ 8l
* {EFirepower 4100/9300 HUARE #1541 ¥ EHUAA 125 55 1D
o U EBRA S FEA AL : NAT 5% PAT Jiife; SCTP /& fviiE; /BT H & frifl.
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BRERTTR

LI

B Bk m % 3% ARP

Firepower 4100/9300 # ASA B4 |

UK

HEANREERIC E A
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA T g AL

director-localization

AR B S 2 AR R R, ST DU Il UG . WAERR M & TR S ST H AT R
R TR I ) — ANl R —AN B M A A A R AR I S B 52 i R ) 5
FriaZ 8l

* {EFirepower 4100/9300 HLARE HE 5|4 b1 B HIAA 15 5 1D,

UK

BEAFFAE L E A
cluster group name

TP

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 TR

site-redundancy

ASA R LVER 2% ARP (GARP) i €0,  DUAH ORAS B BL Al B0t 26 240 T IR BrIRAS el A Bl
AT MR DL, 78 AR Gt In) 42 )/ MAC/IP Hiuhikf¥) GARP it &

AR FLARRF I A0 1 MAC AT TP Mk Hicdf G4 T b s 7€ (9 MAC i3Ik TP Mtk iy, ARl
() Ects LA F 42 J5) MAC $tb3ib Al TP bk e SR AN 2 A JR MAC kAR ey, R84 )

[l Firepower 4100/9300 # ASA B4
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BRI

KT LISP A

T LISP

manersat [

MAC HuhEAZ bl b rl g2 tHIL MAC MBI o A ASEI 5, BL4 ) MAC Ml H BRI R e
HEAN AT WAL BOE H BTz, XA ) REAL Ak B 2 4 i) L

A R G WA E Sl AL ID R R AN X DA W T8 8k A MAC Hibiki, BRSO & )n
GARP. 0Ll H % X GARP [8)Bg, Wr LAIZEH GARP.
FiaZ 8

o FEG | SRE PR E A A BEAR A 51 B E U AT D,

o FEEHIT SO S b Ay X DA 3l T8 ¥ A 5 MAC Hiudik.

g2

BEAFFEEIL A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

32 X GARP [f][ .
site-periodic-garp interval #»

* seconds — W B GARP A2 (AN T CLAFD BT, A3 1 2] 1000000 #22 [0] . ERINE A
290 .

HARH] GARP, %A no site-periodic-garp interval .

Tl

ciscoasa(cfg-cluster)# site-periodic-garp interval 500

MRS AR AU K Z RIS BN, SR LU & LISP it i LS R sh Ik

FTLAGE A LISP it DALk 8] 5 A s

KA OB BN (Flin, VMware VMotion) , IR4528 0] LAZEEE O 2 )3T, (5
HeFr SR P ER . AT SRR O IR S AR RS B, B rh 2y T SRR NS AE R 25 28 A% ) N R T
ARG AN B o RS AL/D 43 85 W38 (LISP) ZE MK 3 7% 5 47 Bk & it b TR AT (EID) 5 % &

Firepower 4100/9300 & ASA 255 ||}



B ssause s

ASA LISP 4%

LISP #EN

ASA LISP 52

Firepower 4100/9300 # ASA B4 |

B EU HE L TF (RLOC) 73 571, o B BIPANAN I 4 5 25 18], SRR 25 B 1T A 0 25 7 i 11032 W)
o BN, ARG AT RS BBk 25 L2 i ) R 2% 2% ACIE LR NS, 65 bl 8 2 0 T 1) BT
A

LISP 75 %278 205 52 A (o 1 % th A8 FI IR 25 %%, 49 1 LISP HY LIRS % 2% (ETR). A FIBEIE % Hh #%
(ITR). H—Bki% thas WU AENTEE (MR) FIBLGS IR S5 35 (MS)o RS54 1A 5 — Bk % b 2 A0 380 I 45
PR T A AR, A TR T HA B AR AR A, DU E B R0 S i TTR ) LA
BRI R R BB RS A

ASA A B RIZAT LISP; {H/2, BAl LB K2 LISP B H e A7 B B ek, SR 10 1 i BakAT g%
SETRERAE . USR] LISP 4508, 4 MR4s 2B 8l B0 sl i 5], 0 oK B T3 3l 557 1) ASA 4R T
B s MAE UG TITITE & o B ASAKG IR EL KB IHIS 2T ASA, SR)51H ASAX UK i 2 K 1
Wit A BERIAMSS A . R ERIFARL TRARES, A “K57 8t “Rk¥k”

U SRAE T LISP £, ASA SRMERK o1 ] LU A1 55— kit 4% 55 ETR 5 ITR Z [ LISP i, R)a
KT A Ok Bk s

o ASA TERERL 3 AN 12— ki B 28 Ak s 1 ITR 8¢ ETR 2 ], ASA SEREAR G ANREIE LY
J R B 1) 55— B 8% 4% o

* DOLFF e AR R EERI AT s T AN R EE RA 3h EE K
Ao PR (B SIP) , HA /R SR T A & 1A — ASA T A1 1

< RIS 3 MIZR 4 JZU0IRASs  —LE N AR T RE k.

o T RPN TRD AR R 1A Bl it s AR B 55 Bt i, AR ST AT Wl REJF AR b % FERCE A &
SRR, S mT LAY DD RESCRF It 2R, IR F D6 i E i IR B Ik

UEDIRE S ZMAN I RIRAIBICE. (AFRZE— U] -

1 (k) T ENLERSS 2% 1P bk BR IR 2 (1) BID - 25— ki i 8s nl e 2 1 5 ASA 4EREIC K11
TWLEL N 4% k5% BID A S, PRk, m7 DLFR I ) 5 18 (R SR OC 1 IR 55 2% 5l ) 4% A 3%
EID. %40, WnSRaERAH K 2 Aubf, (HJE LISP 76 3 b FigdT, N AR ER L 2
ANk B3P EID.

2. LISP JEAGHY - ASA 57 UDP ¥ [1 4342 L[] LISP i & H A& 5 — Bk a3 5 ITR 5 ETR
Z IR ILI BID W ANTH E . ASA 4Ed 15— AN EID A1k 5 ID AHSCHR EID K. B, NS
L O — Bk YR TP bk DL ITR 8¢ ETR H dsdtihb () LISP Jite. 15ERE, WA A LISP i
BT S, JEH LISPEAGAS SEREILE,

3. R € U 1A s R IR 55 SRS - R SCH L A5 it i i A stk . il 4 mr BAR
Xt HTTPS it e A1/ U5 2R 5 ik 5545 (K3 s sh Tk

4. ubpi ID - ASA i FHARHE P AR AN 1 sl 0 ID A T I A

[l Firepower 4100/9300 # ASA B4
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e & LISP Al

rzuspian [

5. MTRITARBSIPEREREIONILE - ROCBAHERREION R MR s BT SCUIHeds fa VR
S st i Y s PR e U e SR B ISR IR A sl

MR G5 A AU R Z ARSI, S AT LIS & LISP ittt LLS HIRAZ Zh Tk

FrIRZ Al
* {E Firepower 4100/9300 LA #5145 b BB A AR 35 21 ID.

* LISP Jii i A5 1E default-inspection-traffic 281, [Kt, #AESLIEFE L2004 LISP it s i &
OB

UK

CAIEE) WO LISP Al mesih LARR A TP Hhdik BRI I ) EID, JFRC'E LISP Pk o2 8.
a) AP ACL; X H#Ax IP Hihl 5 EID i A A hEDTR:
accesslist eid_acl_name extended permit ip source_address mask destination_address mask
252 TPv4 F1 IPv6 ACL. 17Kt access-list extended 15V, iS4 5%,
b) AU LISP fllmes), Ik ASEiA
policy-map type inspect lisp inspect_map_name
parameters
o) I PN ACL & L Aa VA EID:
allowed-eid access-list eid_acl _name

k% 23 Bk ITR/ETR 7] g4 [ 5 ASA BEEEJCOCIT FMLEL M 4% A 1% BID W AnvE &2, Bk, &
AT AR ) B AT S IR S5 Bk W 48 K 6 BID. ol an, WAL I 2 Nk s, (H)2
LISP 7E 3 i b basdT, N AISERED KR 2 Nk A EID.

d) WERFTE, WAL

validate-key %4/

Tl

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
config) # policy-map type inspect lisp LISP EID INSPECT

config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP

config-pmap-p) # validate-key MadMaxShinyandChrome

ciscoasa
ciscoasa
ciscoasa
ciscoasa

TEd 11 4342 |y 25—k 4% 5 ITR BETR 2 [a] () UDP i S & LISPA I .
a) MCEPY R ACL LA LISP it

Firepower 4100/9300 & ASA 255 ||}
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accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342

T8 0570 455 UDP %111 4342, $:52 IPv4 Fil IPv6 ACL. 15 <Hfit] (1) access-list extended iy, i
S S% .

b) A ACL fill i Wit
class-map inspect_class_name
match access-list inspect_acl_name

¢) AEJHTTIE LISP Kl meb 453 58 SRMS IR o SIS LUK S HIAI, SR Je R ik 25 s B ] T2 10 (i
RNFHEID -
policy-map policy_map_name
classinspect_class_name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
W R AEATIAT 55w, s i e AT SRS WU A FR . BRIAEDL R, ASA 455K 4 global_policy
(14 JR S, DRI T4 JR S, IS 4R X AR WIS A JR N SR, 3] LA REAN 2
P — AR 25 Hms o LISP Al £ X0 ) B A T-omi e, PR G 75 e U3 R H b 11 B i
55 SR s L R R WA 7 1) IO USR A U E, U N sl S A5 S P S W ISR 104 1 PR A i o

HRAZFL o
TP

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP Wit & 5 a5 45 — Bk th#% 5 ITR 20 ETR 2 [A) & 2% %) EID 4074 5 . ASA 44"

N1k BID A1k 45 ID [ EID %

KR R s

a) TiLET B ACL DATE AR S %% B cboonh i ff e B2 58T 90 TI0 22 B Aoty A (Db 5 R Bt Ut i
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port
57 IPv4 I IPv6 ACL. 4 i) I access-list extended iV, 1S4 S% . WS X
BV RS AL . B, S LU R HTTPS GRS R SIS I 28 I R PR 3)
.

b) b ACL £l i i -
classsmap flow_map_name

match access-list flow_acl_name

[l Firepower 4100/9300 # ASA B4
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rzuspian [

o) FREAEI LR T LISP Al i il — SRR RS, FEARE SRR, AR5 A T sk -
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
EUE

ciscoasa (config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BENREERAINC B, AR s sl i
cluster group name

flow-mobility lisp

W TF/ AT R AT U AR b ot ] B RS Bk

w15
PLR 74
* % EID FE#14 10.10.10.0/24 M %% I-ff] EID

* Fr A7 T 192.168.50.89 [ LISP #% Hh#% (ANHE) 5477 192.168.10.8 [ ITR 2% ETR i H
#y (FE7— ASA #:0 b)) Z[Hlf#%) LISP i fE (UDP 4342)

o i F HTTPS 7£ 10.10.10.0/24 _FHEXNIRSS25 (K BT N S = s FH R sh itk .
o WBHE R Hm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
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match access-1list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp
|

cluster group clusterl
flow-mobility lisp

Bo & 4 # = ihi &8 VPN

BOATGOL T, ASA FREEAE IS h 2ol fi i) VPN #E5. ZORIATREER Il i v, S mT LS I A aK
3R] VPN B, ZECRECR, 3 fUR] IPsec IKEv2 VPN BEHRE S ASA BEELS 0173 K . TERFAR AL
P53 VPN IEEL rT S 78 0 A I RFAE O A R ek i, AN AE 4R 2 VPN D RE B Al b iR
P JE VPN 3 Hf.

XFH#HRiEESE VPN

2% R VPN EZEAE
FE AT VPN B R IZATIN, R GOR AR A 7 L LU T 1 (6
* EMEUPAH - BAROER KB %, BUR A S T RSB . DT e i
VTR RS AL B HE AL, 045 IKE Al IPsec BE1E LUK TR 5 2 RBRIM & .
s F AP - IEAEABEIAT B SR 21 B . MR T (K4 SR, X W] g
5 BT & AR R — BN I8, WrTaee s — MW B % . Wk B STy
HRAE, B AT E R O EH ST, JHES B BRI A e i
o By - MRS EA VPN il CHR R L E— DRI % VPN 8%, s
A PRSI I BE RS (CCL) Reit i e A BT 2% VPN 2 U i
o DRSS - PRl CRZRBEEINTERITRI0 POt R s 2 ih, RN DL AN $hAT
SR K (ASR). B PTG X KIER N AU R0 Y 93K B Xk
FESE R ARAE I [ D 23 AR RN, 658 I S I i o

273 VPN SIEBYHHIE
o)Al £ VPN 2516 BAT LU RRHE. 0, VPN IER SR EAIATE ASA Bl b — AT IE
174

o VPN &1 E SR B AR 0 AT o IX R [R]— BEAE BN DR 2 AL B VPN JE 211 IKE i IPsec
B LA . WUR VPN 2335 B A% BRI 1% VPN 25l R R B, i il
B AT 1% VPN UG R R L

o VPN S5 iEAT 1E 3 AR N ME— (27 (K255 ID. 2l ID G H TIIF R, i 4 & v s
52 IKE 775

o ZEN N A] VPN SRR Ss FFR L & P, MR umilah ASA BEEEER: (A RIS I, WMAMS
TV AL 2R I B T REAEAS R IO R A B b

[l Firepower 4100/9300 # ASA B4
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x¥anxuanven i

o BATLESROB A T IC R 7 DU N I e il by IXRER] AR LA DL cee . s,
BT AR FEAERE AR N AR i B o il s SRR R] ARV r R DR . e A
PR, 9 2 BCR RN LA %177

o 2R3 AR Tk s VPN B NS 3 IKEv2 IPsec 3 6] VPN, AEF IKEvl. 7E4EH 5 VPN
R S 5 A) IKEvl .

s BANLERIRSFFZIE 6K AN VPN 2315, 15 6 AR Gt i 2 SCFF 2 36K S axilfe BRI ES0HF
ISR IR ECR AR T AR MV AR USRI s MBS IR A e A ] SR B BRI
R RIS B RE RO i KA, Bl e BB i RIS O I DA 23 70
PCHCR AN A e, 1026 2 15 20 PE DU B AR T A SRS B o Sl BSC3 P A Nt R R ECR T %,
I B AR A A (R 2 )

BEEMHMS%H I VPN 418

1

=4 %= VPN

S 53 g s 4 A T S T s e K i s P VA B2 R M5 A B WO 3 S E S RN
A, JFHAE SO K S I S TEE R S B L.

WA i i P LA &% 0 SEm I, LA LT = el s il (RT3 #L

RO B A0 EAPIRZS . BB, XL FTAL T EAPIRGS 2 ik
R 26473 23 LIRS AU T 20 E 21 S ST LAR T AR A 5%

A PH P T 257 SR IR, SR I S 1A S IR ARAE B AR b, IR
Wiote 785 —MHUAE IR EBAT &0 2 1m P B a1k & R 2 0 &
o BT R84 2 TR A 20 BE SIS MUAR TP A g — S I

{52 FHAE AR I IEFERE R AR I 0% BRI Bt s il (AT 50— A B f e
AFEFPRZS, TEMRIE A 0 SRS RS 2640 22 W BT 0 e 21 75— 5 e b

REER LG Ui VPN B ACR BB 0 Ao, 1 B o iR SR U
U el HBE AR VPN AR, A B O3 K e 20 0 T 4 A0 1) 2 AN

FYS
R X
TR AT K VN B R AR SRl CL T DA AR
* CTIQBE
* DCERPC

* H323. H225 i1 RAS

* IPSec Hi#
* MGCP
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* MMP
* NetBIOS

* PPTP

* RADIUS

* RSH

* RTSP

* SCCP &)™)
* SUNRPC

* TFTP

* WAAS

* WCCP

* XDMCP

IPsec IKEv2 &2
LE43 A Rk 5 8] VPN B, IKEv2 #3647 7 LA 57 T K48 4
o RGBT TP/ 1 T . IR SV B AN BRI sk, DL B AT REAL T A
FEAE I 51 R S AT i %

* FRIAS IKEv2 23151 (SPD) bR RS AEACHI A it 8 1Y BEALE, I HARSEAN A ik —
(K1 SPLARA T I RN AR 54 D 7ENCE] TIKE B At iy, SRR [a) B AR B bt 1D
R R, M2 ZFEE IR — 4R R B A

* IKEv2 Ab# CAE A 8 3 X1 o0 BEAE 1 DR TS NAT-T P . fE82 10 L H IKEV2 ), K
TR r) ASP 402835, cluster_isakmp_redirect RN . i F show asp table classify domain
cluster_isakmp_redirect fir 47 & H0 .

RS

534 3 VPN ME—SZRFIR 846 7 Firepower 9300. 73X VPN fE8e % 2 MLAT L 2 S0 RF 6 MR,
T LLAERE LA P 2 AN [ B ) 2 i, (HBRATTE W2 730

NSRS A AR .

B X IEHE
DAt B SR A 3k R VPN

[l Firepower 4100/9300 # ASA B4
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mRswmRisEven i

(EE=X. ¢

A 2ot 5 R) VPN ] A2 BRGS0 SR M IgAT . (AFE 2R Sy, SR E0R 0 2OR /2 R
GO, MAE N SEONBEAT o X AT LLB 1B 1 ORI A S 2 1 A ) B4 5 5 A S SO 3=
SR b, ITAEANFNTG 5 D0 T 7 R TCVR SR R 93

= A A
LA ZhBE B 2 AR B s AR (1 51— WP e 2 fig
 FERFSR AR RNUAE B 0 A L b &0 (1 VPN Sl e 52 2 iRl
* TR AU B &0 1 VPN 21l e 7R S UAR W
A LA SORRAR A R G T AN 2k VPN 3l [ 233 o

URAE R RCE A A A LA, OF LA sh Mg iy s il AR e st 4% 1, IR AERR T RE S 22k

BRA A LUER 730 (BIInZE AT VPN AR F0BT NSO Se i A LA O OB S 80 =TT
HESRIN, RHECR T 2 A DR AN 2 BRAEAT 2310 AR LU SR R A 18], LG AR SR AL I 1]
FEBRAFZ M P i), WA SRR QARG MR B IERR Y, ek
IEF SR &1

7S PAT
PE53 A VPN BN AN ET T

CMPv2

ARG T A AR 51 R0 CMPV2 ID IR M Y0 (A RESR T 2 ] It 22 A 304045 CMPv2
UEASIFEB A R Do P R ITS AR SE L PR X LT 1 IDE-B AN B P [0 B T AR o Il X
Fr s BESR R A O AR RE A T CMPV2 UE S AT B O 6k, T LA A s D IS R 1 by 42 i
Tl

BRES> %R ik S8 VPN

)

JA 3 A8k 538 VPN, BLFE 20 A VPN ISR T g A

a4

HEHE PR AR Z D) VPN B S S BT I 216 &k B miiUesh&m, AR %
1E2 il

FHIEZ Al
o WAIRAE BT A RESR A B — AN B R VF ATIE .
o WAZBBEE S A TR) VPN RCE .

Firepower 4100/9300 & ASA 255 ||}



Firepower 4100/9300 # ASA B4 |

B =rsxs%50 VPN 2iE

Nil

8

UK

FERFARROE I B e B NEAR L B AR
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

Jet I3 A 2k ) VPN

vpn-mode distributed backup flat

o

vpn-mode distributed backup remote-chassis

PRI AT, S i@ S AEAR AT AR DA Lo TORE LR T 52 J) 1 B iy s i, (H
ABESRUESR BEH LA TR 7 o

FEIERENU AT, S i S AE R A 55— U K 0 b o SR RN OR3P T P 32 0
WA R LR A PR 52 1

U SRORAE RIS P G B RELAS CRF RO B s s BT 0, RS — DU I Z 0T, FA
AT

T

ciscoasa (cfg-cluster)# vpn-mode distributed backup remote-chassis

EMH AL S8 VPN 21F

TS E 70 A (ASR) REAEPTAT HESR A B3 Z RV OB 70 & B VPN i . i T ITda & il Mg
SURIZNA TR, ASR JEFS FTATBEAR R G S B o W N i A0 . R AT JOF 0 AR 2 AL 8
7.

OB R AT LAAEARATIN (A2 A T, WAZAEREGE PR AR I E S I8AT, I FLE AT e 53 i A A
EIRiatT. EH N RIH PR GIRRGE M VPN 4. FE K VPN BEE KT 52 1 AT L AR 4
LR 1.

LRENHA U, B AN i, JRER S NIRRT IS i . B Eh e st
T E & L E AL E &0 A L OIS R S i i T AR
ABEFEE B, MEG Y GRS iz i T %

PRGN, EHSWEER A SORAE RGN, AR RGONIAT . AFER SR IAT
FOF o AGEN D, —ANE S I E SU aT RERAE BN B, T2 5 B oy S SR A
B, WIFEZAER R BRI T 2 1.

[l Firepower 4100/9300 # ASA B4
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FHia Z |l
© WAL IR TRy RS, WR ARG H .
o SERR P L ZRAE AR I o0 _ERAT

UK

IR LEREAE P A5 8 T _E AT show cluster vpn-sessiondb distribution @4, LA H 32 H A &4 2516 7E
T I A I
ENGE
REK Wonw F oA R

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: O

FEATRL Y idy A AARR . BB L R & S IR B E R AR 0y b X T RLEoR, RS
DA HH B A5 R
© M0 ERAT 209 AN, M 1 B T 111 ANeiE, iR 2 B T 98 sl
s et 1 ERA 204 AT, B 0 B T 108 AN i, iR 2 B T 96 sl
. Z«ﬁz?ﬁﬁ&ﬁiﬁﬁéiﬁ; DRI, B BEEE A 0L IEAE A O e i 23 i o MR DA Bl A N
$I% 2 $U4T cluster redistribute vpn-sessiondb 4.
Ui &2 LRLR AL CEARATED |, RN & 42347 .

MR8 e P A 2 T BRI LR, XA RERG S S8 ). FORT O AR S R AR, R
RS NGRS HE AR Bor Tl R g difE 5D -

ARG AERIE 15 AR

CLH 3 VPN S EH K AN FE I 5T

ERILTEK, ¥ number 4215 M orig-member-name £ 3] AN HE T
dest-member-name

A BERE 3T EH 0 RN S R 1% 42 member-name AN FEE I AT

S ENESR, ¥ number /N1 M orig-member-name £ 2 s T
dest-member-name

L number ~23157# 2 member-name OB AR E RN B 1L
KA H) dest-member-name (143 1 % 2 i 3 A FEE I AT

CL5E VPN 21 A FE I T
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R HERIE 15 PR

KBRS . D281l VPN Sl 870 K

$H12 3 {ii ] show cluster vpn distribution (K%t 75 F B 0 K IG sl 45 3 .

FX0S: fflpREERFiIX

LA 308 73 28 B ] i R sl AN R o 1 e 4

6 BeF A B

i, HELECE s SR IN , SRAR R A SRR INBR . SRR IR 1Y, SR A,
TR LLED ISR . B AT AT 3h 2 TSR

A s M AR, N IR WAEH] show cluster info fir & A E FEACIRAS :

ciscoasa# show cluster info
Clustering is not enabled

L6 N TR AR AR FREAR - fm] DUl F N B R CLI 8 #ESE . 4\ cluster remove unit name fiy
A M BR BRI S SR I & AN T o 51 S REPECE RFFANAS,  F B4 [R5 (1) 5B i
WARFEAA, R n] TR G B I B &M A s ERACE . W R e E w5 LA a4
SRR Az B £, Ko 25 BT 42 I B 46 o

AT AR PRSI, PIra s iz foci s R B L ] DUACE AR o . ER U
U, TEEDRTR AR R LU OREEITOT, A B NS SRR G B TP Mk . (B
RIGEPmE, MU ER TP TAEEAPRE (B, eRERAr T CAIRHRI I ED
)2 T T K A

BEEORTE T RESE, 1A ASA i cluster group name, #RJ5 %A enable.
25PN PR 9249 - 6 FXOS CLI 1, %24 LR 71~ 49 -

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

X IVEIEE

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

KM 2 A5 - 75 FXOS CLL Y, 15 LT 7.

[l Firepower 4100/9300 # ASA B4
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ASA: EIBBFER R .

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

LT L

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

SCHIMUAR - 42 FXOS CLI 1, & LL R/l

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

Ik AMIBR
s n] DU LA R 792K AR B AR 1 0
o MBEIE ARV - 76 FXOS CLI 1, 5% 3 LA K 7=l

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

o MR G I RAURS B2 A - SRR S5 AP IR BE 4 IO AT LR B S 15 0 o RS TR

=]
AR

ASA: ZIEBERR

FRE TR A A RT DA BE SO AT B AR I

THAEE AR

N

FSCRFRI ARG, WEAE R AR, I DR RS AL

a4

B ASA AT ARG ARG (BLT3 7 eI AR OO & RO N, AT Bt 4 AR 5G] A7
B I AT BUAGE AN B i SO SRR S, WSO RS s, T OGS 5
A MHERIZAT R B LR ORRFTOT, AT n AR TP bl TP ik (EAn SR B n 4k,

M EAERFE AL TAR PR (B, RAF T AR ED WA BRI R A

TR b Z0AE PP 65 i 1 R AT AR 1E— 2D LA
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Firepower 4100/9300 # ASA B4 |

FrIEZ Bl
« i PER G s ARREEERE CLI 82 n H o2k B
o XTSRS, EERGHITER PRI TARE T . WM AT RERCER, i changeto
system i 4.

UK

BEATEARIC E A
cluster group name

-

ciscoasa(config)# cluster group podl

SERTHEER

no enable

DR AU AL W AR PRI R, I HLI AR SR O R
BRI E DR Rr AR, DRI T TR J5 1 008 AR

SRR I i DA B, AT LR 20 3K

P i

MASA L TARE BRGNS, Prafuif nocr; R BT Al 0 T DU R . ER
W, WA AR B LU ORFFTOT, A RONERAE TP i 1P ok, (B R
B, mA RAEREE A T AR PRAS (B0, BRI T CA ARG ED , RN
R AR o b 20U PP 65 i I ORBEATAEAT E— 2D IR

FHIa Z |l
XT 2R, TEERGHATE R P PAT AR . WER AR RS BRI A changeto

system 4.

iz
MERAE IR A

cluster remove unit node_name

[l Firepower 4100/9300 # ASA B4
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sxmazg ]

G FREPRCE IR A, S D 1 op e B IR R A, R T TR BB A I 1% 19 A
AN ZRBCE . WERAERE 5 A 4 A St MM B A2 0 A, U2 R AR 5 A

B E AP, EH cluster remove unit 2, 5 i\ show cluster info iy 4.
-
ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EHIINEE
WS MEESE IR T 305 (et e B SRE g FE 1 ) B WS F S s T RN, IS
LI TS F ISR
FFiE Z 8
o T 2B ) 65 g 11 R F BT Ja AR . oAt L1 2 5C 1.
-ﬁT%F%ﬁﬁ,%E%%%ﬁ%%*&ﬁﬁﬁﬁom%ﬁ%ﬁA§%MEﬁﬁ,%ﬁAmmwo

wstem TR

© B O ARG, A ER AR .
UK

TR AEEHaT, SRR EA.
cluster group name

TP

ciscoasa (config)# cluster group podl

SIB2 3 HBEE.
enable
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LEEHI BT

A

=
p5 =N

SRR R Bl R A Y R AR RS, SF BB A S 5 EE R RS .
SRR B TR S A R AT PR (FURIEE R, MR IREI S,
SRARE U A Py i ) S S A o, WU AT S ORI T s i e A5 (42 A1 o S e 2

B R L TEPATEL T P R

FHIEZ Al
ﬁ?yfaﬁﬁ,%E%%&T%W*&ﬁ$ﬁ$om%ﬁiﬁk%%M%ﬁﬁ,%ﬁAmmmm
system iy 4

UK

BT R BCE AR R
cluster master unit node_name

Tl

ciscoasa(config)# cluster master unit asa2

s S EDPTE RS T 1P Hudik.
AH WG AHR, A cluster master unit ?  CAJ A B B 24 515 L Z AN AT 4 050, sl A show
iy

ARSTERANITRS

SR FEAR TP R AT 10 BN S B R A, TEBATBLU R PR m) A i D KR 2% show i 4 LA
ST PR L B ORAE Ui & G L. GEEEE, wREAA/EE T DIZE B & LA 8
%, DIEEREGNHENNSEIE R O WAl IG B AT Hofthdr 4 (4 capture 1
copy) o

iz
T FIr A D R A %, B A AR A4 B 1) AR 5 B DA R AR A

cluster exec [unit unit_name] command

IR

[l Firepower 4100/9300 # ASA B4
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ciscoasa# cluster exec show xlate

TENFE LT, N custer execunit ? (A R 2411 S5 AN T 485D, B4\ show cluster

info iy 2.

T
SR N (7] SRS AR T (M A B A2 TRTP IR S5 2, i AEf s & A A LR
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

Z A PCAP IUAF (AR B Bte) KRB TFTP iks5as. HFRICIE 44 A3l
M i 2% 4K, 1140 capturel asal.pcap. capturel asa2.pcap 5. FEAZREIH, asal fl asa2
TEREER WA A4 TR

PAR 2 cluster exec show memory iy (5 76, o THEER RS L IO A A7 45 5L -

ciscoasa# cluster exec show memory
unit_l_l (LOCAL) :******************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_3o*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_Zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA: !54= Firepower 4100/9300 #/175 A ASA B¥ &

RT DU P RS RAS R FHE R e

BIERERT
LT TR B A 1 %
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* show cluster info [health], show cluster chassisinfo

Firepower 4100/9300 # ASA B4 |

ST T, show cluster info iy 244 S BT AT BEAE IR 4 (FIRAS
show cluster info health iy 4% W 0. WA R BEE N M ATE TR

5% show cluster info iy %,

asa(config)# show cluster info
Cluster clusterl: On

Interface mode:
This is "unit-1-
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

spanned

2" in state MASTER

2

9.5(2)
FCH183770GD
127.2.1.2
0015.c500.019f

S LL N -

01:18:34 UTC Nov 4 2015

N/A

Other members in the cluster:

Unit "unit-1-3"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

Unit "unit-1-1"
ID :
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

Unit "unit-2-1"
ID :
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

in state SLAVE

4

9.5(2)
FCH19057MLO
127.2.1.3
0015.¢500.018f
20:29:57 UTC Nov
20:24:55 UTC Nov
in state SLAVE

1

9.5(2)
FCH19057MLO
127.2.1.1
0015.¢500.017f
20:20:53 UTC Nov
20:18:15 UTC Nov
in state SLAVE

3

9.5(2)
FCH19057MLO
127.2.2.1
0015.¢500.020f
20:19:57 UTC Nov
20:24:55 UTC Nov

* show cluster info auto-join

BRI A S T AE — BOE IR Ja HEERINARESE, LU CiE bRl 5t (Bl a5 A5 vF
FE HURIZATIROUR A R, 2555 o IRt CUKASER, st Creftge, Witkar4

¥

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.

Quit reason: Received control message DISABLE
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

ST N ERE

1% 7 show cluster info auto-join 4 [ LA N #r H
]
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Quit reason: Master has application down that slave has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
show cluster info transport{asp |cp [detail]}
SR LRI H AR S G5 B

* asp — i T g v 5 R

* op — FEHI P g R .

WA detail ST, 18R] DUEF AL v SEALS I SO FH RS 00, DAAER & #2 ~F 1
H R X EE I I B . 15214 show cluster info transport cp detail fiy4 1 LA T i
H:

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
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SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages
Cluster Redirect Client 4153
Route Cluster Client 419
RRI Cluster Client 1105

Current MRT buffer usage: 0%

[l Firepower 4100/9300 # ASA B4
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Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BRI Al T, LARAT TR B & N SR PR Jit DRT i v 6 1 T 1) i AT PR R 80
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AREEREBREEE
A RAAE TR PESORE R, WS
cluster exec capture

TECRRAEREE TR i b R, 4T LUMEFH cluster exec capture fiv 2 /E# I1 mi 1R FIRAE RS
PRI DIRE,  BJE SRR IR P Bl 19 K B 3l s e g .

B>
P
H3}
ke
i
S

TSI LT & DU R DR A -
show cluster {cpu | memory | resource} [i£5], show cluster chassis [cpu | memory | resource usage]

BRI RSB . AT AR T e T4 22

IR E

THZ LN fir 2 DL S AR I
* show conn [detail | count], cluster exec show conn
show conn T % Wit e 1) #e it i . & TR IR 2 F R deiit i . AEAE 2 BeA LA cluster
exec show conn fir & ] A T A 1R . & w] LUB R AR IR B BA AR AN A ASA 1977
o FEARMA I BT BB IR IO E . thar 2] AR AR 7 0 25 AN i
TR REAE, WA AR T W 0 B A 25 A S PR B A T S

PL R 2 show conn detail 4[4 H 7] «

ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used

Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility
M - SMTP data, m - SIP media, n - GUP
N - inspected by Snort
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
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X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow

Cluster units to ID mappings:
ID 0: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

show cluster info [conn-distribution | packet-distribution | loadbalance]

show cluster info conn-distribution 1 show cluster info packet-distribution 4 27~ BT #EAE 1%
& B B A AT o IX B iy 4] LS W S5 DAk R R 2 AR A 4 B 48

show cluster info loadbalance iy 4 7~ F2 F- P 4 15

show cluster info load-monitor [details]

show cluster info load-monitor fir4- 7R f5 i — AN RIBE I HE A il A R i 4R, DL R ) A
RIBEH CERINIBOL R R 30) o {fiF details 472y & FFAN I 8] 1R] B5 A0 R4S B Al .

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Unit ID 1

Buffer drops captured over 30 intervals:

Unit ID O

Unit ID 1

Memory usage (%)
Unit ID O

25

25

25

30

25
Unit ID 1

30

[l Firepower 4100/9300 # ASA B4

captured over 30

25

25

25

30

20

25

30

35

30

30

30

35

intervals:

30

30

25

25

30

25

30

30

25

25

30

30
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25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn [count] | traffic | user-identity | xlate} [i£X], show cluster chassis
{access-list | conn | traffic | user-identity | xlate count}

IR R A B . v F e TR ke T e 2R A
17 5 show cluster access-list 4>, 524 UL R

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49
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access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR ITAT B AR AR IR %A

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
0 in use (Cluster-wide aggregated)

Unit_l_l (LOCAL) :******************************************************

40 in use, 48 most used, fwd connection 0 in use, 0 most used, dir connection 0 in use,
0 most used, centralized connection 0 in use, 46 most used

unit_2_2-*************************************************************

18 in use, 40 most used, fwd connection 0 in use, 0 most used, dir connection 0 in use,
0 most used, centralized connection 0 in use, 45 most used

* show asp cluster counter

Wi 20 A s AR R R AR A

I Bk
HRBHERENGER, WESHUTm4:
* show route cluster

* debug route cluster

R AR R

show lisp eid
W7 ASA EID &, £ 278 T EID Ak g 1D
% 4 cluster exec show lisp eid @4 (KLL Rt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************************************************
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LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4

T,D ¢ kK ok ok K ok ok K Kk ok K K ok kK ok ok K ok kK ok ok K ok ok K K ok K K ok kK ok ok K ok ok K ok ok K ok ok K K ok K K ok kK ok ok K ok kK ok ok Kk ok K K

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1
11.22.11.2

* show asp table classify domain inspect-lisp
WX T bE HERR AR H AT

> o = ufi 5= (8] VPN

3 LU R fir 2 Wi % VPN 2318 IR AR 43413 «

* fifi 1] show cluster vpn-sessiondb distribution $#& 2% LA A . WERTE 215 S B hissT,
MPAZRAE RGN st IsAT I 4 .

FIH I show fir 4 1] LLERIE &
* ] {8 ] show cluster vpn-sessiondb summary iy 22 AEHEAE Fi VPN #8105 AL

* {# 1] show vpn-sessiondb iy 1 it B 46 P ER T 2o W VPN AR LUE, 3E Bt & 1)
TS

BiEn

2, MR AT show vpn-sessiondb summary .

BeERSRHEIER

ARNFERE HEUKMER, ESHU N
logging device-id
é%ﬁﬁij E’J’i’l\”ﬁ 'ﬂﬂﬂjé&ﬁi%éﬁ /u/ﬁj o E:ﬂ%1§iﬂ% Ioggingdevice~|d fiiy 2>k A B EAT AR ) AN

TEIREFE
Z LA TR AR i 4
* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | service-module | transport]
WORTFAE MR .
* debug service-module
BRI Zon a8 COF IR RS YT Z ) i A AR GO A 18D i B

» show cluster info trace
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show cluster info trace

Firepower 4100/9300 # ASA B4 |

LR TR TN S WS St S e 5 (i

2 4 show cluster info trace #r 2 [FILL N :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message:
Feb 02 14:19:47.456 [DBUG]Receive CCP message:

CCP_MSG_LOAD BALANCE
CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP MSG KEEPALIVE from 80-1 at

MASTER

7> % sNuh = 8] VPN SpEHERR

5># 30 VPN i@ #1

A7 A0 VPN (FAFAR B DU R ERA DUIN ,  oRg e 6 35 A e e v PR B

=D BN
WERAE AN, FAUHBUEEMA | HiBER R (member-name) T vpn FRR R VCHD #7454 o
FEAE I EAR B AR AR AE 43 A 2 VPN B8R -

T &% (control-name) 4t T4 (unit-name) MFFEMHER,
JiH: vpn AR AL E AN

AR VPN IR b T B
oy

BR: EHLORIFEN ven BEUESCh A dr e s B i irn]
e, ok

SRR TKBV2 20568119 SPT A (1) B ) Rk
R ID TERK:

W 2 sPI
o
R RHIA) spT

W AR IOV B A 2 U

KAEAIE TKEV2 SRS

IKEV2 #JIHHER (IC) AL BRAR %

IKEv2 Wi RS R M2k 250 LER B N i) &0 251

HOB 73 A i) 7L

KRG STEE PRI B Ki%EFE member-name
KEEWE] member-name (X LW ) MG BN

D SRAE TR 70 o WU 40 b R 2B T

R BRI A S . C20E VPN SIREHT K.

BRI REBRUTIERZ —:

* 4 Fi| port-channel load-balance src-dst 14portiy 44 N7K 28 LA & Laport {1 A 12 i 5

VA, L2L VPN il AU R SIS (1 M HLAA -

[l Firepower 4100/9300 # ASA B4
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SSP-Cluster/slave (cfg-cluster) # show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: O

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active: O

Member 5 (unit-1-2): active: O

17 L2L IKEv2 VPN {i ]3I 500 4 A J50R1 H AR 11, AL IKE Bl AUk I% 2 NTK SR
2 T (1 ity 13 3 7 L — AN

{if Ff| port-channel load-balance src-dst ip-14port K N7K i 34#y Byk ook 1P F L4 i . 4R
Ji» IKE Bt gl he ik 2 P k%, 2EIM & IE 2 N4 Firepower9300 HLAH .

BEUEAT SRV R PR, E R ASA FRAEIPET LT BT, cluster redistribute vpn-sessiondb,
¥ FEH VPN Sl E 80 K 2 55— HIUAR B i

ASA EEE&E R

R S

B AR

—_

S

(&4

pay
IiL

Gl

BEEAER (tR5r 8 £H/8 &) BYFEM 4% EtherChannel

PR ok 8 [ S RERY OTV IR

A5 FH 05 DX DA D) 0 T R 8% p R P oty A TR AR BERE AT BT, BT OTV I B A I 8 2 538 2. OTV
W DCT B R B AR R EEAEH o AUCHAE L R 3R A MAC #hilikRy, OTV A4 &t
DCI ¥ & PR . WA OTV # kR AR MAC Huht, ©%ZEF BB,

OTV B & 715!

//Sample OTV config:
//3151 - 1Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
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//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP VMAC
10 permit aaaa.l1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP_VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP_VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_ DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
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no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

E ik = B FHEEIE 0L 0TV TR =%
DRt W, A EEMER OTV (i yEas, DM BT fHFHLE 4R MAC Hiht . J& 2SS HARRC & .

A8 T AR E H TAEM S SR i OTV &bl L7 N ASA 435 MAC HihEIER A4 H . 104k ¥ o
Fut ) OTV EE SN LIRINXLAH . 2T UAFREIPE, R R AR 4 A& P o
ASA ] ARP % H OGN THEIERZIZE ) , e PEBAF AL % ARP. Ht, OTV BASAHLS
TEHHE R 2 b3l a ASA 2R MAC Mk, 1T OTV (56 & Kb % %4 R MAC Hilik, JF HARYE
OTV Wil, ‘EASMEN EEE Iz MR R R, WER 3 MRS 38 2143 )5 MAC Hihik i) 5
WAL, B

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC_A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP_Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP_Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

Al KR, B EERS g, JFMIER OTV ERYERSF&H . IHERNA OTV LW
A MAC HilER, MMERR 4R MAC Hilk i ES 4 H, X— b i,
MAC it =275 %

2k S W B4R MAC Mtk &4 H 2 in®) OTv i, #BFEELS— OTV FaES N
LR R MACHE . 765 — DNl Ik R )G, NMIGRMRIXLEAH . 505 MACHilER, LR OTV

e R R TP IR e 5 H .

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID
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————————— ettt e e et R e bt
G - d867.d900.2e42 static - F F sup-ethl (R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTV ARP £E73 1545
OTV MU ARP 4E4 8t OTV £ L3R40 IP Mokl i) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

uf = B B &R 51

PR 7R B s SCRF IR B2

BB uh 545 E R MAC 70 IP #thiit BYFE M 4% EtherChannel i& R R4

PUR RGBS T 2 AR, KPS ERE O 20 A 2 AP AE Rl L 1R X G £ 2 T Y
ML 2 (1) CRPGEAN) 0. SRR Hﬁﬁﬁfﬂ%%i\_ﬁ DCLIER . A7 THREAul 4R
ARG5S P T ) P PSR A 8 I 286 4 15 X A P UL 2 B A HBAZ H L. B> EtherChannel 5B EE 1
TR B -

4% VLAN i Fl S AL 51 UL (OTV) BRSRIEIARA L ul S (A1 g o B Zis InBH 1E42 )5y MAC
Rt pEs, Bl RARERE IR Il DCT RER) ) — 0 o WERTETE VT ) — ANk i B AR
A NS BRI JE A%, AT BE R AL B Iy — il AR A, SENAE ] VACL kit yE 4 =)
MAC Hbtik. TRl (B AT F3 BRI R 1) Nexus) , L2l ] ARP £ 1 bt ik B
A2 Ji) MAC HihiEf¥) ARP 204l fl. ARP FE A ZREEAE ASA L Bl i MAC HuhilE RS o5 1P il 4
SANACE B MAC Hilik, 525H] ARP Ko . A OCTEANE R, 53 bk il s A8 OTV
AR

FEREA S T IS B O T SRR S L I 4 R R L MAC AU THeiis . 14 5
K L BEAS DC SERE )3 R 52 O MAC #ulik o LTl RE AT 97 138 BATL A AN AN [F 35 11 fR 5 4 3 o
SRENAH A4S 5 MAC sk, $530 MAC Hihk#25); M5, NSRS, A MAC Hibik .

TEREY S
o WEEREACE I FTA HY VB A0 Tl il MAC st FFAES thO B T A Ak .

o FCL BRI T N DB G A8 42 J5 MAC ik ik, TRIE T LA P AN 3l s IR AT AR 5 R0
OTV (1L 8 S5 2dle Lo A IR I A AL
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| Firepower 4100/9300 £ ASA Bf&
FM 2% EtherChannel Emia dtah s marewnl [

il T

Qutside

Global MAC
(blocked by OTV between si

Data Center
Interconnect

‘Spanned EtherChannel

Data Center 1 Data Center 2

1Kk OTV BLE RIS, 115 2 i ot s SR RN OTV U E .

FEM 4% EtherChannel iE AR Fa btk &5 B BF EE 7= 51

PURZRBIE S T 2 ANMREER, KPR B 20 A2 2 AN B AL AR B itk h % 2 i) (R
%A)Mﬁﬁ*u SRRl 0 e AR AP R B I DCTERE . A7 R0 s A SRAE A A T 7 Y
AN A EI P i85 DX A 3 8 T 12 B A AN Lo 54> EtherChannel 5 BEERE T KIFTA LA -

DL FAFAN B e IR S A AR i 28 4448 ] OSPF (Crl il 3B A I ASA) « 5 MAC Mk A TH], %
P 2% TP Huhik/e AT s e 2 e — 1. Bk HR € DCI R TSR R IR B, DB AR R e 3L
P, BRAEL T SRR A R W R . TE I ASA [T R IR % F b A i A T
FEAN S SR R — IR AL A AR R AR R AR IR OE e o G RS T — ANl TR T A ST 0 A A A e
T RS B Al L DCT R AR T o — ANl s AR T A 0

B FREA B R AL St P L4«

-ﬁ£@V$NM:T%rR¢ — BRI BEAE R 0 1, 5 — BT e BB o
20 NI EWGAT TR B O SRR R BRI AR A L, 1 VSS/VPC i Bl ik DCT
fEl . FESLIGOL Y, S AR AN O AR . W3 DCIL Al DAL EA A, 7
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B =/ etherchannel B A4 = 0 BRI

WAl BLUEPERS RN RUE L DCT IR G AZHML . AELEREOL T, GRS A 0 i, DI
DCI AR SRR E »

o AL TR R AL VSSVPC - o8 T 3R S A LG AR BE ), 180T DATERRAN 3l 552226 2 %)
) VSSVPC. FEMLIEOL T, SRR SR AT — A5 X LUK W 3 S s v 1 P LA
POERLRI G ARHATHAL, K E 0 2 IR SRR A R AZ L, (EES X DA W) I8 6 A
T o RN AHL VSS/VPC HaKe 5 DX LUK I 8 3 AR sl s AT EtherChannel

—" It

' Y
( Internet )
Router — i ~———__ Router
—../ ) _ﬂ.\""“Higher cost route Spanned Higher cost route —.J/ | _ﬁ\“’“'“\
/7~ EtherChannel / \,\
f Oufside ———|
, 1 |
F,{'ﬁode 3
_ ] C—| | Data Center _
: : Interconnect :
| Control |
Spanned
EtherChannel
Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

=M 4% EtherChannel i&E FR#E 3\ = PO uh = (8] £ B 7~ 5

PUR RGBS T 2 ANERER D, KPS EERE I 20 A0 T 2 AN BB AR Rl L 1Y I S o s AT
ANSEBRIZ, O P 28 R 2R R 2 ) 2 ) CARPEFIAN) IOBSH ot o SRAR S B b B4 i
1 DCIEERE . R3Sl b AR R D3 A T 7 Py 9608 5 A0 1 T I 226 R A0 2 94 2% (1) 185 DX U I T 3
BRI HHL . A EtherChannel #58AHE 1 1 JT A HLAT «

BEAS Ul K 0 S 2% T FHRP (9140 HSRP)  AE ARk i BRI )6 H bR B2 480 MAC 1 TP b
Hb. BEEEG MAC bk = AMES), S H 8 H mac-address-tablestatic outside interfacemac_address
A K M e B 28 2B MAC HiliEFE SR INE] ASA MAC il . WUREAIXSEEH, Y07 Tk
1B OGS T3k £ 2 I DCIIAE I, Y v] Bl ASA FS2 0 A PN 5422 11 21kl £ 2, AT 2L
L) R, $dE VLAN A ] 5 S AL R AL (OTV) BRSSBIE A il 55 2 1A J o S A 25 it g
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v BHAEAAT W O ph 2 AR RE I DCY AR E o — 3l i o WERICVEVT ) — Aot s A R 5C i% h

ar MRA R g A, AE VTR RS AL 2 53—l U R O T 2%

‘Sl

( internet )

- Virtual MACs and IPs
ey (FHRP)

o] o] )

Gateway Router:

P

Spanned EtherChannel

Spanned EtherChannel

Gateway Router:
Virtual MACs and IPs
(FHRP)

DB NW |

B e

~(2)- I Cluster &)
21 2
Node 1~ 7 Node 2 Node 3 Node 4
| Cluster
Control

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

App NW

o o o)

Switch Switch

Data Center 1 Data Center 2

K vPC/VSS IEIITEAIE K, 1S [ %% EtherChannel 3% IR g 1Ll s AR < 491

BES%
ASER S G SRR AR B PEAR A5 R

ASA T EEFIEEEE
5> ASA IR ASA SERFSCHE, A DIREAAEAS Y i B 5230 Re . JLABT)RE T REXS A fi] 1
AT P T R
BRI FRITIRE
LU DhBere o FIBEAR A 00 T I, ARG & R4
* MKEHE TLS AR SEIL I 48— A5 T Be
* TN VPN (SSL VPN Fll IPsec VPN)
* IS-IS # tH

o LU N A A
* CTIQBE
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B ossenune

* H323. H225 fll RAS
* [Psec Fi%5

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )

* WAAS

* WCCP

o fE T MR JE RS

* AR

* DHCP %/ i M55 #s AREE. SR DHCP 4k,
* VPN 11353 i

(L

o BEK B FIB

* RBGEHRI (DCD)

* FIPS A5

BrEEEE P ILThRE

LAUN Shse R AR e & A 2 50ry, HIEHONIERY .

\)

AR AErP DD RER U A B B A I A AR B B e R B e
WRAE I A D RE, W2 e K S rh Dh BRI UL P A B AR P oA I, AR PR I i JH 26
NEERINRE; R ARSI, AR R SRR AR I B
X;;%LI;;;@E o ORISR R A, WA SRR T T, i A R 4 e R
AL

© DU MR
* DCERPC
* NetBIOS
* PPTP

* RADIUS
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* RSH
* SUNRPC
* TFTP

* XDMCP

* BARKH

o T ARG H B

* IGMP ZLIEH I M AL FE RO P Tfi 4 R oA A B
* PIM 414 P A AL FE - RO - T R oA AT D
o LT 1) 1) B SR RN AL . C KA 2T

* JHE RS

* ¥ SUENEG 27 IKEV1/IKEV2 VPN

AP RBIRT, (UGB A& VPN S8, X2 VPN BRI BRI, sl 35k
RUF VPN 0] BB AR 40 A 20 VPN X, Horp S2S IKEv2 VPN 342 73 A £ il 3 2 7]

L A3 B 818 &R ThEE
IX SO TSR N BIREAS ASA 5 w5 R8N SRR 2 )

* Q0S-QoS MK T & Z L FE b FE4EBE P R P, (H2, RS EAEREAN T S B AT . 11
T, A R B, U A R G ASA AL R A A T ) T AR A R ) 58 K
. AERE 3N A B R A ERED, S OB S b B AR R T AR R 3
o

o SR - MG AE BT A N AR B, RGeS B A AR O e . A
IR A, R TR R T S R T AR, AN S A E BT TR,
DR L 11 1A e A

o PP PR - 2N SR R PR A EEAR A A A R AR RN S AT

* LISP Jii 5 - UDP ¥ I 4342 |/ LISP it & e SN gt ATie 2, (HUE 3R A A S )
wro BN SN N BRI 1 EID &, {HJE LISP il A G IEAS SERIRESI .

T M 4%i71e1 89 AAA FOEEE
MBI T 1 AAA =80 4Ud: SRl SEBEK. SRR uE AU R D e fE 4R i
PEHI mi i, ELAE A b S B SRR T R W SRAEAS AR Y AL B MY SR B
R AR, ARSI Ha AT 2 1 S0k i R I S AR 22y nUA AR e,
JU B3 B0 UE FR) 2% PR AN 246 00 B I K R B
KA 2 B D REAESRAE P S QRIS SE AL, PRI AE A PR R L KN, AR P
AR SRl TR A 1B BRI AAA JIRS54s .
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T PR R 7R ARG b S (3752319 set connection conn-miax. et connection embryonic-conn-max.
set connection per-client-embryonic-max 1 set connection per-client-max r4) . AT SHER
P RN ST A RE I T M . T ROR S, AR b O IR R B A AT BEAN 2 AR A
PRI B St . AT sUAEATART$i8 2 I ()40 1T B i A5 BUAL BBV Y T B . AN, 7E 6k
By ARy, A SR B IS 1) 1 BT .

o W SR FTP B T AN 7 3 i 300 e b AN TR RO SRR B DA T AT IS A3 P AT g 2 R R I B
R JVACE B S T A SRS O N e (ERE U R EHT N 28 R B I S
TR, WA ORI FUREIC R 2R 2 R N A 2 BT

o GIRIEKE AAA T FTP Uila), U4 il vt 2 AR A28 ) b

ICMP I ICMP 45 15 504 Al il S BE A B T2 75 )5 H ICMP/ICMP 5485 25 . ANJH H ICMP £ 2
i, ICMP &R, FHA RS8R JoH ICMP K A, ICMP AR A XA, I H 5 17 2%/
BSCFE . AL A I ICMP WL — A Z AR T3 ) 38 0 3 R B A i b B8 3 ) 23 25K ICMP
5] . 2 e L R AR RT3, AN AN i AR Rl 45 7 e 4

RIRIRERFIETSR

NAT FREt&

FEENT PR AR S 2 T, e ox AR BRI A B 2 AR s b e A e (. AR 2 )
KRG Bl B AT DU R A AR AR

NAT 1 62 SR RE R S A B . NS HE il NAT ¥ 6 il il A 326 BIEERE R AN IE] () ASA, R 4
BIHTAE I T TP SRR 1, NAT £ S 8Os A H i3 0 B AN E (1) TP bk Aol . 24
R B8R NAT Jra & 1) ASARY, SR IR L R B, FEUER SR T
EE KRR R, BT AN SO T & W e, O NAT T # T A&
R 22 A R SRS, 7 45 T 0 $5d 0 B s i

W AR AT REAEAR T AT NAT, 355 B LA R vEI:
* PAT K3 I - 152 B i D Re i AT AE -

o B LN BB A A GERE, T N TR AL B, fERE MUK
PRI EA 1 RS 3 A R T, WRAES 3 N7 sl Exs ok B BN S
AT A, AT BAAMC 3 AN e, RN A L AN

o FESRATRE LWL KPR BRI, 7530t A48 01 s B A s VAR AN BRI

o AR BEAT RN PAT REMME TS O PAT St 4B i 1P MuhEE D, 2 S BRI A3
ISFAT A i 0 e A5 IO 26 A3 V7 SR R R 4 T 26 3 B R I AT R Al I DR BC D RE TR AT
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NAT Fng&E .

e MG INE PAT it il FUAC LT ARSI Y 2 18] 7 it R AT 7 35 1 (1 A i

o FESERET AT, AREEAE SR R ERRE P BRI B& ), BriR
ANA SR R D NN, BRAT T DN B AT HL 2 BC U -7 R K L
WAHSR T A e e R0, R mT USE ESCHR R/ I 00 1 el e 2y e R o

* XFENAS PAT il NAT jth bl 201 - BC & PAT yibie, SERER AR 44 TP HuhikRI 43 Ay i 1 Be
BRNTEOUR, AR 512 AN 1, (H 0 SRR E b 1 By B, D B B . X e
EREH ST U [R5 A3, DRIMREN T R — AN B AN HOR Y. PAT i 1R 554 TP b
Hho AL, fE—ANMEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCRFE T PAT
TEFEEE T o S IV HO 2 I G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DAL 75 DR B 1A 11 1-1023 0 2 SR A8 A e S 0w 90700 A 5D R 8 (B 16 ) 5 il
148 H cluster-member-limit iy 4% & SEFR TR s 280 BB R AT AR R vty 1 ey
BCZA RIS A B, I HAS D g S ANHT S B AN A T RE ity 11 o

102NN b E S5 A PAT it - E7E 22 4 ) rp A [R) — PAT Jth, 2007 5 A0 v 42 1 e
PEo DAZULEFTA M A PR e B 1, BRI A AT 2o ANBELERN) TR
BT R RN “ATR” B0, BWRS T REICINGIR R S R 1 A s AT IS
A4 RN FH ME— ) PAT b 2 g vl S 100 7 6

AEFIRE W - SRAFAN SRR PAT 5.
oY € PAT - SEREAN SRR JiE PAT.

PRI RV B B0 AS NAT Feffle - #3097 m R B R T S 2080 1Ym0l 37 e 7 22
BN NAT HEEHIF HEALER P, ORI SR AR fU 4 Bl 19 s g # .

LI xlate - EF AT E LI xlate 2SI AN T, Ik, 25 RIS TR) R0 mT 8 23 6 0 2 N IR I
{Ho WEZ NI 2 E s TR & B E (refent 00 , ML xlate i 1.

R4 15 PAT IR - BF20 16 PAT DJREHAREERE L I DhRE, (H'ERedem PAT Hymr ik, iy Hx
RN, EARVFREANEERAT SR PAT IEBMATE & ML T, 2205 PAT EE 720
e BT SO T T . BUAESU T, T TCP Jii A1 UDP DNS s 48 R4
i PAT %4, 1 ICMP P HoAth UDP Ji i3 H 2 2505 . &0 LLh TCP F UDP Bt & 525 1
NAT B DL SO S BRI, HAE, BANREN ICMP B & &F 45 1% PAT. X T £ 25 1% PAT
Py (dn H.323. SIP 8 Skinny) , 0] DAZEH]SCHE TCP i (1) RE 4316 PAT (X 2% H.323
1 SIP 11 UDP ¥ 1 CUBRIAH 2 251f) o A RE 1l PAT ITEANE B, WS KB EFR e

* X EU A A AN TS PAT:
* FTP

.

.
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* PPTP
* RSH
* SQLNET

* TFTP
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B ossmmes

* XDMCP
* SIP

o WERGEHT K NAT M) GEBIE— 546>, WAl A 4% CLI i) asp rule-engine
transactional-commit nat iy 4 i FH 53R A0, 1 s BE VA ISR .

ENASER R FIEERE

e e R AR S e BIBAT, i b ) S e AR RO R R B E B . W SR i M L BA
vl o, EOREHLE [ B R B

1: Zh7SEE

Router A
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with neighboring routers. : —_ EtherChannel

L
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Y Y

Cluster Units

Router B

LEHCR V& T P R 2 ST LR, AN 0 BB s 2
OSPF LSA $t P AR 2 M1 46 7135 BRI 4 G0 SR T 18RI 4, AT B (S8 A 39 T
FEE: PR ARE . OSPF MR Pk — A P HuE/E Hy LK 28 1D 0] LLAMAD — A0 A
48 1D, JRAF AR IKREL, (IR T LA (AN S BE b FET B T 5 1D 3%, 1214 OSPF
W 2 TR, e 1)

SCTP FNEf&
SCTP Jlr LAZEAT AT 5 G (il T i) , (HI % 1 EIE B 0 TR 15 4 b

SIP tMFnB¥ &
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A3 TLS (CFRALE .
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A VPN B S Rl s 7] IKEv2.
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