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XN R T R P 4R A R B

dhcpd addressip_address start-ip_address end if_name

il

ciscoasa(config) # dhcpd address 10.0.1.101-10.0.1.110 inside

ZHE A 5 ASA BE DR TR — TR . fEEWIRE T, SRRl e O . 7E B b T,
VR — AN T B BV AR E A B D 1

(k) () [ ZhECE NI2 4T DHCP 8¢ PPPoE 7% /7 i 142 1150 VPN IR 55 283K BX ) DNS
WINS Fl8 44 {5

dhcpd auto_config client_if_name [[ vpnclient-wins-override] interface if name]

Tl

ciscoasa (config)# dhcpd auto config outside interface inside

UARAE I AR fir 245 € DNS. WINS s 240, e AR 3 o B sl BRI 240

(k) N iR B DHCP Hulik. M4 %7 5 i) MAC Hidik, ASA MECE B4 Huhkh ok — A~ Bk
Iy TP Hudik 43 Fid 45 DHCP %% 7 Uit

dhcpd reserve-addressip_address mac_addressif_name

i
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ciscoasa(config)# dhcpd reserve-address 10.0.1.109 030c.fl42.4cde inside

PREA I HuhE 200K AR I kv, JF Ho bbb 20 5 ASA 82 D T —F W _F o FEEBIEAT,

FREM A N D . B S, EfRE — M LB BV A BRE A sz 1.
(A% F5€ DNS s IP ik,

dhcpd dnsdnsl [dns2]

i

ciscoasa (config)# dhcpd dns 209.165.201.2 209.165.202.129

(Al3%) F55E WINS AR5 30 IP ikl 52 i 45 5E & WINS JHR45 4.
dhcpd winswinsl [wins2]

i

ciscoasa(config)# dhcpd wins 209.165.201.5

CRIE) B CA 452 1 o A REL P R TR o REL P N 1) 553 Ui 2032 i 5 7 s mT A Y i) FL 20 BC ) TP
HhER ] CRARR AT o N1 0 A1 1,048,575 Z I M. ERINE A 3600 75

dhcpd lease lease length

i

ciscoasa(config) # dhcpd lease 3000

(n]) BoE A
dhcpd domain domain_name

i

ciscoasa (config)# dhcpd domain example.com

(A[i%) fid'E ICMP ¥4 1) DHCP ping #BINAE . 4 T8l iise, ASA 70K FA bk /3 fic 28
DHCP % ' iiis 2 B £ [a) iz s hik & 2% 54~ ICMP ping #8i4. BRIME N 50 Z 0.

dhcpd ping timeout milliseconds

i

ciscoasa (config)# dhcpd ping timeout 20

TE S K% B DHCP 2% 7 b (BRI G . 0 T X, Wil KA H dhepd option 3ip 74, ASA
S A BRAA R 56 2 2 5 ] DHCP R4S 2% (10342 VTP Hudik . X T R, i R B BN R ¢, 20
¥ & dhepd option 3ip: ASA A5 ARNREFVEERIAM .
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dhcpd option 3 ip gateway _ip

il
ciscoasa(config)# dhcpd option 3 ip 10.10.1.1

7E ASA WA H DHCP J& & sF9 R, LAFE R G _Eilr DHCP & /7 b id =K

dhcpd enable interface_name

i

ciscoasa(config) # dhcpd enable inside

55 5 dhepd address §t Fil A1 [F] (9342 11 .

AL & = 2% DHCPv4 1£ 1R

ASA 3 #F RFC 2132, RFC 2562 F1 RFC 5510 * B #1(#) DHCP 3£ LA & %45 K. FTf DHCP £
(1-255) 45252 K, H 1. 120 50 - 54, 58 -59. 61. 67 fil 82 [R4h.

UK

P B R RN a5 A TP ik () DHCP 377 -
dhcpd option codeip addr_1 [addr_2]

T

ciscoasa (config)# dhcpd option 150 ip 10.10.1.1
ciscoasa(config)# dhcpd option 3 ip 10.10.1.10

YEIH 150 7 — G BN & TETP RS wetfit P kb 8447k, DU TR 1P di%. 3BT 3 m) ok R
IP B G BE E BRA B .

e B AR P SCAS 457 £ ) DHCP 375t :
dhcpd option fRi%ascii LA

EUE
ciscoasa(config)# dhcpd option 66 ascii exampleserver

VeI 66 AIHRAE TFTP RS 2314 1P Mk sk 44 FK, DU T-J0R} 1P HiiF.

P A R 7S B ) DHCP B30
dhcpd option code hex {H
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Tl

ciscoasa(config)# dhcpd option 2 hex 22.0011.01.FF1111.00FF.0000.AAAA.1111.1111.1111.11
iR ASA ANKGAF S HEAE 1R TS AFME 5 5 RFC 2132 H5E SRR 0D (1 F 1 2 5 A T
fic. #l4n, w%iA dhcpd option 46 ascii hello fir4>, 45 RFC 2132 HsE XL 46 #152

LB NI, (HASAKF I E . A I TR A FL I i R A R S8 A ) v 4
=5, 1S RFC 2132,

"~ &R dhepd option iy A AN SZHEF) DHCP 1.

& 1: RS FFHY DHCP 1£IR

TS 15t AR

0 DHCPOPT PAD

1 HCPOPT SUBNET MASK

12 DHCPOPT HOST NAME

50 DHCPOPT REQUESTED ADDRESS
51 DHCPOPT LEASE TIME

52 DHCPOPT_OPTION_OVERLOAD
53 DHCPOPT MESSAGE TYPE

54 DHCPOPT_SERVER IDENTIFIER
58 DHCPOPT RENEWAL TIME

59 DHCPOPT REBINDING TIME

61 DHCPOPT CLIENT IDENTIFIER
67 DHCPOPT BOOT FILE NAME

82 DHCPOPT RELAY INFORMATION
255 DHCPOPT _END

it & DHCPv6 ToIKTS AR 5528
SofFl Al TR AR B 3 & (SLAAC) M T ZARFETh At (3 H IPv6 BT 2R B RLE 7 i) 25 7 b

FTLUKE ASA BCE YR ) o 1] ASA AOEAE TR (IR) Hodls W24 DNS i 5545 sligl 4 355
ASA 32 IR Hllate, AL ) s it .
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pUE ]
Jic B AL 18 45 2 DHCPv6 i 25 75 #1945 511 TPv6 DHCP it

ipv6 dhcp pool pool_name

TP

ciscoasa (config)# ipvé dhcp pool Inside-Pool
ciscoasa(config) #

IR E, TR BRI DG B R i, ] UAE 2N O A AT ] i o
B AN E e b g 20 7 i ) — A B2 S S EL LA B IR R

dns-server dns_ipv6_address
domain-name domain_name
nisaddressnis ipv6_address

nis domain-name nis_domain_name
nisp address nisp_ipv6_address

nisp domain-name nisp_domain_name
sip addresssip_ipv6_address

sip domain-name sip_domain_name
sntp address sntp_ipv6_address

000001010113 importdns-serverdomain-namenis addr essnis domain-namenisp addressnisp
domain-namesip addresssip domain-namesntp address

i

ciscoasa (config-dhcpv6) # domain-name example.com
ciscoasa (config-dhcpv6) # import dns-server

import @] ASA TERTZARIE % i 1B AN DHCPv6 IR 55 SR — AN s 2 NS 8. Bnl L
REHI TR ENS S S ARNSEG B T30 E 205 (R import iy Be & 1 2 HA REA
7l o

WP A ASA ZEH Py IR VBB, #AEOREFR.
interfaceid
w15l

ciscoasa(config)# interface gigabithethernet 0/0
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ciscoasa(config-if) #

S5 11 DHCPv6 R4 2%

ipv6 dhcp server pool_name

IR

ciscoasa(config-if)# ipv6 dhcp server Inside-Pool
ciscoasa (config-if)#

JC i B 7 08 2 LUB AT SLAAC %5 7' i3 8 DHCPv6 JIRSs w4 11s E :
ipv6 nd other-config-flag
bR S A IPv6e [ BN E % 5 i N AT DHCPv6 M DHCPv6 SREL A5 B, 41 DNS JR4s 28 il

w15
LR 78 G ZE A IPve DHCP 3, FEZEP N2 10 1 3 H DHCPv6 IR 4543

ipv6 dhcp pool Eng-Pool
domain-name eng.example.com
import dns-server
ipv6 dhcp pool IT-Pool
domain-name it.example.com
import dns-server
interface gigabitethernet 0/0
ipv6 address dhcp setroute default
ipv6 dhcp client pd Outside-Prefix
interface gigabitethernet 0/1
ipv6 address Outside-Prefix ::1:0:0:0:1/64
ipv6 dhcp server Eng-Pool
ipvé nd other-config-flag
interface gigabitethernet 0/2
ipv6 address Outside-Prefix ::2:0:0:0:1/64
ipv6 dhcp server IT-Pool
ipvé nd other-config-flag

BcE DHCP A 4x{XIE

7E DHCP 15 sKBE AL )5, ASA H4RR 5 K8 K 2 1¥) DHCP [ 55 sk TR M & . #5mT LARC LA
T RR R 55

* B2 % H DHCP JIl45 %% - DHCP iRt N e )5, ASA AN 1% H S as H 4kig K

* 42J5) DHCP %5 % - DHCP if>KREE AR L4 8 IR S5 4545 IR E L 1 i, ASA Kl iy 42
R SSa Ak R o IR DA R RS A8, PR AER] AR g5 2%
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w5 oHepva itz ]

Bic E DHCPv4 4R IR

24 DHCP 53R UE N IR, ASA ¥ In) BT 5 DHCP JIR45- %8 h 48 1% 153K o

TR PATLL R IR A e

7€ — 4 )5 DHCP 45 4% 1P Huhik Je Bk ik fr & i 4% 11

dhcprelay server ip_addressif name

ZNVE

ciscoasa (config)# dhcprelay server 209.165.201.5 outside
ciscoasa(config)# dhcprelay server 209.165.201.8 outside
ciscoasa(config) # dhcprelay server 209.165.202.150 it

$8 2 IEF: 3] DHCP 2 7 it I 45 114 1 1D DUACEL 10 N iZ 32 11 1) DHCP i K [¥) DHCP ili45 4%
IP ikt

interface interface id
dhcprelay server ip address

<.

ciscoasa (config)# interface gigabitethernet 0/0
ciscoasa (config) # dhcprelay server 209.165.201.6
ciscoasa (config) # dhcprelay server 209.165.201.7
ciscoasa (config)# interface gigabitethernet 0/1
ciscoasa (config) # dhcprelay server 209.165.202.155
ciscoasa (config) # dhcprelay server 209.165.202.156

HERE, BEAMEH4AR dheprelay server a4 X R FgE H 0#2 05 11 ASA A hE
fif e B TR,

$I® 2 (£ DHCP %/ s AHE 4 0 L5l DHCP H kiR %5 . % n LIfE 2 M0 L3 ] DHCP H gk
dhcprelay enable #: 1

i

ciscoasa(config
ciscoasa(config

ciscoasa(config

dhcprelay enable inside
dhcprelay enable dmz

dhcprelay enable eng2

( ) #
( ) #
ciscoasa(config) # dhcprelay enable engl
( ) #
( ) #

ciscoasa(config

dhcprelay enable mktg

$E3 (i) WE K DHCP H gk bl Ab PR 1A%
dhcprelay timeout 5
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TP

ciscoasa (config) # dhcprelay timeout 25

(A% B A DHCP k%525 K1k E ASA 2 L bk (K80 iR IR 55— AN ERIA Bt g ik

dhcprelay setroute interface_name

TP

ciscoasa (config)# dhcprelay setroute inside

SR AR A VE 5 7 v FEBR A B bl % 1 B A i 1) ASA,  BMI DHCP R4S a4 T Hofth i h 3852 i

i

n SR L P A BROA R R EH SR T, T ASA SR M5 B VI PR R 2 A% 0
CAIE) Re DR E N 2GR D e $ATEL TR —

i 8 S EAG AT () DHCP %) 4% 11 -

interface interface id
dhcprelay information trusted

IR

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa (config-if)# dhcprelay information trusted

T n] UK 2 G &N 3245 /5% 1 LU B DHCP Option 82 R il#AZ e LAN 4 1 28 F| DHCP 3£ 7
82 4T DHCP #RUT AP Y5 ARY" . JEH, W% ASA DHCP H 4k AR Bk 31 1% & 15 82 (1) DHCP
B f, (A giaddr F-Br (FRE AR 1) Ik 45 B B A0 2 i v Fh 4R AR R 1 L (1) DHCP Hr kA2
BB WHEA 0, U ASA BRUCK Z 58l (0. IR T LLOR R IE I 82 Jfd ik ¥ 42 LI AR RN 2157
(AR AR Y & e/ T

VBT & e LGB N 25 AR .

dhcprelay information trust-all

R

ciscoasa(config)# dhcprelay information trust-all

fic & DHCPv6 = 44X 12

1 DHCPvV6 iR EEABZ TR, ASA ¥ 7 i DHCPv6 42 Jai e 25 7 HH 4k %05 3K o
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UK

Fe B P Y B 2 2K IPv6 DHCP JIR4:-48 H krttutil .

ipv6 dhcprelay server ipv6_address [interface]
il

ciscoasa(config)# ipvé dhcprelay server 3FFB:C00:C18:6:A8BB:CCFF:FE03:2701

ipv6-address 2 £ nl LI e o FI K Bk . 41AR. ol v Fl PR e 4 R TPve il . AN SRVFRERSRE
RILRIA S S Bk FHAE D 48 H bR . W interface 22400 H bsdise fimth e 1. 20 i Bl it
i A R A BB e B bttt o W SRR E M bk s TR VG Sk, WA 2R E B

e b3 ] DHCPv6 H 4k 1% .
ipv6 dhcprelay enable 4% 1

i

ciscoasa(config)# ipv6e dhcprelay enable inside

CAT3E ) 455 W LI o 4k ik A B b 482 52 N DHCPV6 Il 55 A% 45 DHCPV6 %5 ) ity JiT SV 4D
)& (AR R AL .
ipv6 dhcprelay timeout 7
il

ciscoasa(config)# ipv6e dhcprelay timeout 25

seconds 1A BTSN 1 3 3600, BRIMEN 60 .

BL & 3175 DNS

MO DHCP IP SF-HERY, 4rBCAT IP Mtk o] PAAESEZ) DHCP fLH I B . MFHEMHH TR e
144 (FQDN) V7 ) 4% I, B 05 TP ik 7] A S50 DN'S JIR 2% 2% % Ui 5% (RR) 234 3145 DNS (DDNS)
A —FhHLE], 23AE TP Hudik a3 144 55 00 B35 DNS RR. #8348 1] LUKt DDNS T4 PPPoE IP
Sk,

DDNS 7F DNS 4548 LB LN RR: A RR EIEZ R3] IP Huhkigmiss, M PTR RR K Huhk i i 5
R

ASA Y HLLF DDNS B8 v
* Fr#E DDNS, BlFr#E DDNS 551 /75 H RFC 2136 5& X
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i kI, ASA F DHCP JIr45 #5481l DNS i 5K 88 DNS RR. ASA 5 DHCP JIR 45 # [ H A<
Hh DNS Jil 554 & 1% DNS 185k DUREUGA S WA IME B, IR Ham B 2 145 RR 113 DNS fiik
55-9%. WRJF, ASA DY DHCP IR 55 28 1% 7 5 DNS 45 %8 K% HUBria K. 155 LR iy 5

* ASA T3 ARR, I DHCP Jili%% #8557 PTR RR.

WHAEHN, ASA “#84F” ARR, 1 DHCP R45%% “#4H” PTRRR, KIIHFIS SR
BOME SR B, 24 1P Mk ER LA SN, ASA 4 DHCP IjRSs 28 & 1% DHCP sk (£
$5 FQDN &1 , DUE NS 75 255K PTR RR B8,

* DHCP JIR 4528 BE 558 A, ¥ B PTR RR.
W ASA TBUEH ARR, iE{EH I E . 24 IP Huhkok M4 s, ASA ¥ DHCP
MR 55 4% K03 DHCP 153k (4% FQDN #£10) , LUEBAN'E T35k A #1 PTR RR ¥ .

F0T DR #h 22 4 75 SR DNS RSS2 I ZRFE EAN R AT A B B, X Fipathl, ASA

I A AN TSR BT o

* Web - Web 535 75 1:A# 4 ] DynDNS 4% API #i7 (https://help.dyn.com/remote-access-api/) [
{1477 DDNS J}55 %% -
{EAITTVE, 2 TP Mk sl T HLA4 BNy, ASA & B3 m A MK P 1Y) DNS 424t/ & 1% HTTP
Ko

\)

AR BVI SRR S % H EASSCHRE#T] DDNS.

FiaZ /i
 RIREFELE > X ZFETE > DNS> DNS & Fif it & DNS R4 . 1HZ 1Y L E DNS R52%.

 KUOERELE > W FIRE > REBW/ER, MERSTEIARIRL . HSH S T4, 84
K FARS R Telnet 0. WHRARIR G MEOENA, W RS IS, QREEE
FQDN, X} T 5L PPPoE IP <41k, FR&Ek44 5 DNS Ik 55 #5844 K Bt hn 21 0144 2 1

UK

1 brdfE DDNS Jiik: Pt DDNS B8k LU K 1 ASA [¥) DNS 153K,
R DHCP RS s ¥ AT Fr A1k, WJCHEiC & DDNS S8 /7.
a) QI E .
ddns update method 44 F§

5l

ciscoasa (config) # ddns update method ddnsl
ciscoasa (DDNS-update-method) #

. DHCP #1 DDNS AR %
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b)

d)

mE#750Ns [

752 bRt DDNS ik
ddns[both]

TRIATEGLR, ASA N HTA RR. W& 7 DHCP IR% %558 PTR RR, iHfli LS . R
758 ASA TB A I PTR RR, {455 both. f#i ] both S F k47 # A 8L PPPoE IP it

il
ciscoasa (DDNS-update-method) # ddns
(nEE) & DNS K Z A S 1 o

interval maximum days hours minutes seconds

BOAEGLUR, YA EA AN 0 I, 4524 1P #ubk B W4 B Oy, #as Rt gk, B
PARIRTENR, THBEE R (0-364) /NS S80I FIFE .

i

ciscoasa (DDNS-update-method) # interval maximum 0 0 15 0

B IE SR NERER. WS D3, 5 16 Ui,

HIE2 Web J5ik: It DDNS B35 77k, B IR EH ASA [f) HTTP B3 K

a)

b)

B SR 7.
ddns update method 44

i

ciscoasa (config) # ddns update method webl
ciscoasa (DDNS-update-method) #

fit € Web J7VE M FT URL.
web update-url https://user name: password@provider-domain/path?hosthame=<h>& myip=<a>

RIS (7 ) TR AT, SR Cul + VB SR, IR <07 BlERST
“or ﬁ@%%j’g%ﬁwjgi@"

i

ciscoasa (DDNS-update-method) #
web update-url
https://jcrichton:pa$$wlrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>

CATE)  Fi5 58 BB 2R (IPv4 B IPv6)
RATEOL R, ASA TR AT IPv4 Al IPv6 Hudik. B EEpRahbl, EMALL Fad.
web update-type {ipv4 | ipv6 [all] | both [all]}
* both all- (GBRIND HET BT 1Pv4 1 IPV6 Hilik.
* both - 537 IPv4 Hudik FlE BT IPve itk

DHCP #0 DDNS AR %5 .
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d)

DHCP #1 DDNS f§% |

* ipv4 - ST IPv4 Hidik.
* ipv6 - [ B i) 1Pve6 ikl .
* ipv6 all - LT 1Pve Hitik,

i

ciscoasa (DDNS-update-method) # web update-type ipv4

(RT3 FLE DNS WK 2 s B .
interval maximum days hours minutes seconds

BRSO, M A A BCE R 0 B, R4 1P Hihkek LA B0, #as Rk Brig sk, 2
WK IEE SR, TEBCE REL(0-364) /N 3 EPATRD

5l

ciscoasa (DDNS-update-method) # interval maximum 0 0 15 0

Bk S n et S B3, %16 1.
DDNS ] Web 287 vk R 7 U3 DDNS R4S 28R UETS, LASGIE HTTPS 42 1 DDNS k%5
IEP. ESIE D], 4, F17 00,

IR 3 BCE DDNS ML HCE, AR e & SORT 5% DHCP % )7 i B B A EHLAA

a)

b)

¢)

HENHE T C A

interfaceid

i

ciscoasa(config)# interface gigabitethernetl/1
ciscoasa (config-if) #

AN
ddns update 4
bt DDNS J7i%: WA % DHCP S5 ds AT AT B8, WG 70l 7%, Web 0BT 7

LT M4
5l

ciscoasa(config-if)# ddns update ddnsl

MG A TN .
ddns update hostname hostname
WIRARBCE T, WA vt B4 . R RIEE FQDN, W2 M in &R Ze8 4 5 DNS 5%

PP ERIAER T8k PPPOE IP ) , BRI nok B DHCP AR45 251484 (F-F DHCP
IP F4b) .
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mE#750Ns [

i

ciscoasa(config-if)# ddns update hostname asal.example.com

d) AxUE DDNS Jrvk: B2 &4 5 DHCP 5w 58Tl esid 5% .
dhcp client update dns[server {both | none}]
ASA ¥ DHCP % /)7 diitifs 3k & 1% 3] DHCP R45 8% i, B 700F DHCP R4S 28l & ok S FF
DDNS. A LR 12 R 25 4 B0 B o 2 25 i sk, Wl DL R % P i (AERXFME LU, e MR
B, R it A S SR AT IR 48 IEAEHAT R8T o Bl & 7 B AN sk DDNS 58T,
W AT BUK: DHCP IR 55 230 B oM 16 48 R IE T BT
A E PPPOE IP S0k, i Z MG IX ek &
P 23 & mr LIA# H dhep-client update dns @74 4 BT #: O 4 /i B IX L8 . MO R

B TERRE.

o BRIN (EREETS) - 1K DHCP R4 #5847 PTR RR B8, L% & 5 A H ddns A id %1
DDNS 587 7Ll A# H

* server both - i3k DHCP fiR45 23 [F 4T A A1 PTR RR 3. MK & AT 204 DDNS 555
TSR R .

* server none- i3k DHCP RS 8APATEHr. WKE 55 ddnsboth A F1 PTR id 3k )
DDNS 55 /7L Ae &

i

ciscoasa(config-if)# ddns client update dns

1% 4 DDNS HJ Web J7 LR Z KRB DDNS RS 2R IE 15, PAYGUE HTTPS %32/ DDNS IR 5543k 15 .
S BT .

i

crypto ca trustpoint DDNS Trustpoint
enrollment terminal

crypto ca authenticate DDNS Trustpoint nointeractive
MIIFWjCCAOKgAWIBAgIQbkepxUtHDA3sMICJuRz04TANBgkghkiGO9wOBAQwWEFADBH
MQOswCQYDVQQGEWJVUzZEiMCAGALUEChMZR29vZ2x1IFRydXNOIFNlcnZpY2VzIExM

[...]
quit

§475 IP bk BOkRE DDNS 7534

PLR 7] 7 a4l it B T A TP ik A kR v DDNS v i, b5t b AN & DHCP
B BEE

DHCP #0 DDNS AR %5 .
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! Define the DDNS method to update both RRs:
ddns update method ddns-2

ddns both

interface gigabitethernetl/1

ip address 209.165.200.225

! Associate the method with the interface:
ddns update ddns-2

ddns update hostname asal.example.com

w~f5: ¥r4E DDNS A3%; ASA E#H ARR, DHCP BREz % # PTRRR
PUR 7K ASA BLE N 8 ARR, K DHCP AR5 #3H0E 0 8 PTR RR.

! Define the DDNS method to update the A RR:
ddns update method ddns-1
ddns
interface gigabitethernetl/1
ip address dhcp
! Associate the method with the interface:
ddns update ddns-1
ddns update hostname asa
Set the client to update the A RR, and the server to update the PTR RR:
dhcp client update dns

~f5l. #54 DDNSA%; RR %48 DHCP RES£=F#H
PLF 7= ASA Pk [E I 5538 A I PTR RR, [A]H}if5 sk DHCP R4 #4535 G RR.

! Define the DDNS method to update both RRs:
ddns update method ddns-2
ddns both
! Associate the method with the interface:
interface gigabitethernetl/1
ip address dhcp
ddns update ddns-2
ddns update hostname asal.example.com
Set the client to update both RRs, and the server to update none:
dhcp client update dns server none

=~f5: kR4 DDNSA3%; DHCP BRESEE#HETE RR

LU 751K DHCP % ) i it & o0 175 5k DHCP k45 2% 7] I 55351 A 1 PTR RR.  H1 T AR S5 284
ATHTE S, DREAS 75 00 0 7 v 5 4 1 5Bk o

interface gigabitethernetl/1

ip address dhcp

ddns update hostname asa

Configure the DHCP server to update both RRs:
dhcp client update dns server both

w5l Web 27
PAR 7R B C . Web 888714k

! Define the web type method:
ddns update method web-1

web update-url https://captainkirk:enterprls3@domains.cisco.com/ddns?hostname=<h>&myip=<a>
! Associate the method with the interface:

. DHCP #1 DDNS AR %



| DHCP % DDNS AR %

interface gigabitethernetl/1

ip address dhcp
ddns update web-1

ddns update hostname asa2.example.com

!£47 DHCP #0 DDNS AR %%

AHi- 405 DHCP #1 DDNS RZ IFR)F .

I

73
= ol

DHCP AR %

* show dhcpd {binding [IP_address] | state | statistics}
4 7 21 DHCP R 4585 % im b ag o ARSHGETHE B
* show dhcprelay {state| statistics}
Uiy 44 7R DHCP Fr 4R G it-5 B

* show ipv6 dhcprelay binding
b iy A w] 7R T AR AR G R h AR e 45 H .
* show ipv6 dhcprelay statistics
iy 4 1] @R IPv6 ) DHCP 4k AREE SR T 5 B

* show ipv6 dhcp server statistics

B4 7 DHCPV6 RS S S AL THE B o LU R 7Bl s 1t & 32 AL B -

ciscoasa(config) # show ipvé dhcp server statistics

Protocol Exchange

Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number
Total number

of
of
of
of
of
of
of
of
of
of
of

Error and Failure

Total number
Total number

of
of

Statistics:

Solicit messages received:
Advertise messages sent:
Request messages received:
Renew messages received:
Rebind messages received:
Reply messages sent:
Release messages received:
Reconfigure messages sent:

Information-request messages received:

Relay-Forward messages received:
Relay-Reply messages sent:

Statistics:
Re-transmission messages sent:

4 pHP 71 DDNS AR5 I}

OO OORFr OOoOOoOOoOOo
o

0

Message Validation errors in received messages: 0

* show ipv6 dhcp pool [pool_name]

* show ipv6 dhcp interface [ifc_name [statistics]]

DHCP #0 DDNS AR %5 .
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show ipv6 dhcp interface iy 2
TRE RS HE (S

DHCP #1 DDNS f§% |

AT SR E# 10K DHCPv6 5 8. 1 O T DHCPv6
[ & DHCPv6 TR 4, 68 1) ,

W) b iy 2K 51 H i R 45

PEIELEAE () DHCPV6 b . 0154 114057 DHCPv6 Hihik 7 /2 b 5% i R 2R 2 /7 v &, )tk
AN IR PIRAS, AR IZ RS 28R M. X T4 e, nl LLE R DHCP JIR%%
2REE P I R B DUR R B B R i SR B

ciscoasa(config-if)# show ipv6é dhcp interface

GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80:
DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250,
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500,
expires at Nov 26 2014 03:11
IA NA: IA ID 0x00030001, T1 250,
Address:
preferred lifetime 500,
expires at Nov 26 2014 03:11
DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O
Prefix name: Sample-PD

Managementl/1l is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80:
DUID: 000300014C00826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001,
Address:

T1 43200,

preferred lifetime INFINITY,
Information refresh time: O

T2 400

T2 400
2004 :abcd:abcd:abced:abcd:abed:abed: £2cb/128
valid lifetime 600

:20c:29ff:fe96:1bf4

valid lifetime 600

PM (577 seconds)

PM (577 seconds)

:4e00:82ff:fe6f:£6£9

T2 69120
2308:2308:210:1812:2504:1234:abcd:8e5a/128

valid lifetime INFINITY

ciscoasa(config-if)# show ipv6é dhcp interface outside statistics

DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number

of Solicit messages sent:

of Advertise messages received:
of Request messages sent:

of Renew messages sent:

. DHCP #1 DDNS AR %
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Number
Number
Number
Number
Number

of
of
of
of
of

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent:
Number of Message Validation errors in received messages: 0

show ipv6 dhcp ha statistics

show ipv6dhcp hastatistics iy 4 H] T @7 il i D) 15 £ < (R ) 3 45 b BEGR TH {5 B, 4575 DUID
5 BN Z I RS . BA R Rl R T ki 231045 B

fEEH B L

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6
DUID
DUID

DHCPvV6
Send

HA global statistics:
sync messages sent: 1
sync messages received: 0
HA error statistics:
errors: 0

FE B L

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6
DUID
DUID

DHCPv6
Send

HA global statistics:
sync messages sent: 0
sync messages received: 1

HA error statistics:
errors: 0

iz onee 5 |

1

5

1
1
1
4
0
46
0
0
0

1

DHCP #0 DDNS AR %5 .



DHCP #1 DDNS f§% |

B s v b e oHeP s

HIB=HERR VTI LAY DHCP 4%

103
I

IR DHCP %5 /7 S Joi 3R AN 1P bl
* BOAEPIAS ASA 3 SR IR BETE 4 1/ VTIRCE o
* ffi ] show crypto ipsec sa iy 4 5 i il i 2 i) A4 1 2 s £«

ol

ciscoasa(config) # show crypto ipsec sa

interface: outside

Crypto map tag: cmap, seq num: 10, local addr: 192.168.2.111
access-list CSM IPSEC ACL 0 extended permit ip any4 any4
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer: 192.168.2.110

#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1

#pkts decaps: 2, #pkts decrypt: 2, #pkts verify: 2

BRARKGS

J3 I DHCP H 4k 3 7T 35 Bh # T fi DISCOVER/REQUEST £tk /& 75 L% & £ DHCP H 4% IR 55 7%«
* debug dhcprelay event 255
* debug dhcprelay packet 255
* debug dhcprelay error 255

il

ciscoasa(config) # DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface

DHCP: Received a BOOTREQUEST from interface 2 (size = 548)

DHCPRA: relay binding found for client XxXXx.XXXX.XXXX.

DHCPRA: setting giaddr to 192.168.1.111. dhcpd forward request: request from xxXx.XxXxX.XXXX
forwarded to 192.168.3.112.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on vti interface

DHCP: Received a BOOTREPLY from relay interface 5 (size = 300, xid = xxxxxxxxx) at 04:40:52
UTC Tue Sep 10 2019

DHCPRA: relay binding found for client XxXXx.XXXX.XXXX.

DHCPD/RA: creating ARP entry (192.168.1.88, XXXX.XXXX.XXXX) .

DHCPRA: Adding rule to allow client to respond using offered address 192.168.1.95

DHCPRA: forwarding reply to client XxXXX.XXXX.XXXX.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface

1= DDNS K7

W2 LA T 4% DDNS REM 4.
* show ddnsupdate {interfaceif _name| method [name]}
Uiy 4 27 DDNS SRR
PLR 7R 3 7~ A7 5¢ DDNS 58381 7 A RIS B :
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454% DDNS 1R7ZS

ciscoasa# show ddns update method ddnsl

Dynamic DNS Update Method: ddnsl
IETF standardized Dynamic DNS 'A' record update

LA 75 S 7T 6 Web 53057 7525 1 PE AR A% 5L«

ciscoasa# show ddns update method webl

Dynamic DNS Update Method: webl

Dynamic DNS updated via HTTP(s) protocols

URL used to update record:
https://cdarwin:*****@ddns.cisco.com/update?hostname=<h>&myip=<a>

LAR 7] 7545 5 DDNS #% 5 L

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

PAR 759 27k Web 2870 ST D) -

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020
Status : Success

FODN : asal.example.com

IP addresses(s): 10.10.32.45,2001:DB8::1

LA 79 2. 7s Web 287 i«

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020
Status : Failed
Reason : Could not establish a connection to the server

PLUR 748 27~ DNS AR 45 25 1R [F] Web 28 B Bk 1%«

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed
Reason : Server error (Error response from server)

DHCP #0 DDNS AR %5 .
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PLUR il o, T 1P Hhik R B 5% DHCP 5 sk 2, A 221X Web 5387, {940

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination

test

not available

Last Update Not attempted

DHCP #0 DDNS AR 55 897 5218 5%

TIRER TR

FaI
ZS

Ul

DDNS 37 ¢ Web 551 7
-

9.15(1)

&I T DK H2 G & 8 4 H S2 3 Web 55387 5711 DDNS.

BriaMs 4. show ddnsupdateinterface. show ddns update method. web
update-url. web update-type

VTI _L[#) DHCP 4% Ik
K4S R

9.14(1)

ASA HEF VTI $ 0 E o DHCP P4k iS5 seidifefz .

BT LL R4 : dheprelay server ip_address vti_ifc_name.

DHCP it

9.13(1)

ASA ¥ DHCP 1% . tRHIEZ it MAC Hitik Mg S HHE ol — AN A TP Hihilk:
St DHCP 7% /7' i

WInEk st T LA R4 : dhepd reserve-addressip_address mac_addressif_name.

IPv6 DHCP

9.6(2)

ASA FIAESZFE 1Pve FHER LU R ThfE:
* DHCPv6 Hihik- % /' 5t - ASA M DHCPv6 Jili 2528 3K B IPv6 4= Jmy bk F ) 258 2R i o

* DHCPv6 N2 ACH % 1 i - ASA M DHCPV6 IR G5 283K IR E RIS . 2RJG, ASA W]
A I e T ke i B A ASA $2 1 HbhE, DUEIR AL B 3h i E (SLAAC) %)
Uty A LE[A]— M 4% I H AL & IPve Huhik.

* BGP % 2% 75§58 2 (T4

* DHCPv6 RS S %% - 4 SLAAC 23 ] ASA KA Bk K (IR) Zds turs,
ASA 251 AR A4 S HARAE K . ASA (B2 IR BHaA0, ANJa) 2% 2 i 43 T
ks

AnEE S T A 4. clear ipv6dhcp statistics. domain-name. dns-server. import.
ipv6 address. ipv6 addressdhcp. ipv6 dhep client pd. ipv6 dhep client pd hint. ipv6
dhcp pool. ipv6dhcp server. network. nisaddress. nisdomain-name. nisp address.
nisp domain-name. show bgp ipv6unicast. show ipv6dhcp. show ipv6 general-prefix.
sip address. sip domain-name. sntp address

DHCPv6 Wiz

9.4(1)

HiAE, B DA 55 T TPve |1 DHCP %iit-15 BRI IE 1+ IPv6 ff) DHCP 455E .
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pHep 1 0oNs BR o m e |

THRE AR FE&hR | 5ERR
¥

DHCP P4 [l 55 25 50 1L | S24933) | 112k ASA DHCP 14k Ik 55 2 2ok H H551K) DHCP RS 28 IR, BLAE & 2 50 UE

DHCP JIk 55 #e bR il 45 i FRATK A MRS, RGN SO e RGIANBAESUET i o RIEEUTA

TAFAE NAE ASDM B,
RIS BSR4

DHCP FEHighwThae  |9-1(4) | /£ DHCP BB, & iy ST B BIBEE 41513 b (¥ 5o fh DHCP %535 «
TEMEMAR Z |, 4 DHCP FHZ AR BRI, 7 v Ao FHT 46w 21 45 s 4 -
RIINRE AR 4

DHCP {54 1 9.1(2) | BLATHEHE IBCE R 2 A5 AT, LMR B DHCP JEIN 82, NVFAC LRI % rh #5344 ] DHCP
63 82 HEAT DHCP R Al IP Y5 AR J8H, WA ASA DHCP 4k AR 3 Ok & ik
T 82 1) DHCP 4l fl, {H giaddr 7Bt (HRE AL 1) e 55 e e S ot L 2 i el v 46X
B 1) DHCP 4R bt ) #2524 0, M ASA BRYCK Z 50150 0 . DUAE T LA BE ik 13
82 Il i M4 VPR VRN S A AT % L e A i A
SINBES T LA R4 dheprelay information trusted. dhcprelay information trust-all .
show running-config dhcprelay.

TN O DHCP 14k | 9.1(2) | BAE v] LARCE AN 11 (1 DHCP 4k R 45 o% IR ASCKEHE N FR e 322 11 1038 SR vh 4k 25 g 1%

Meg5as (AR 1Pv4) PR MRS 2% . 211 DHCP 4k RS2 EF IPve6.
FINEES T LA N4 dheprelay server (B2LIPCE ) + clear configuredhcprelay.
show running-config dhcprelay.

i@ T IPv6 (¥ DHCP  [9.0(1) |37 DHCP H14kXf IPv6 (1325

Hi4k (DHCPv6) A : . .
SIANT LA N4 ipv6dhcprelay server . ipv6dhcprelay enable. ipv6dhcprelay timeout.
clear configipv6 dhcprelay. ipv6 nd managed-config-flag. ipv6 nd other-config-flag.
debug ipv6 dhcp. debugipve dheprelay. show ipv6 dheprelay binding. clear ipv6
dhcprelay binding. show ipv6 dhcprelay statistics £ clear ipv6 dhcprelay statistics.

DDNS 7.0(1) | 5INT IRIhE.
WNT FAldr4: ddns. ddnsupdate. dhcp client updatedns. dhcpd updatedns. show
running-config ddns 1 show running-config dns server-group.

DHCP 7.0(1) | ASA W] [ ZEHF ASA H:F(¥) DHCP % 'S f it DHCP [k 55 #% 5 DHCP 4% IR 55 .

SINT LU R4 : dhep client updatedns. dhcpd address. dhcpd domain. dhepd
enable. dhcpd lease, dhcpd option. dhcpd ping timeout. dhcpd updatedns. dhcpd
wins, dhcp-network-scope. dhcprelay enable. dhcprelay server. dhcprelay setroute.
dhcp-server. show running-config dhcpd# show running-config dhcprelay .

DHCP #0 DDNS AR %5 .
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