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AHL CA 75 ASA _EAR AT (VIE-BAUA N DIRE, IF i B b4, X Sk e 3t 2 4 i
BRI A ANHL CA SEAE I W3t 55 DU AT () P MR A 2 4 mITTRC B 0 9 A LR B T 5 B
Y IRIE -

\
AR CAUETS A O uE A1 Y 3k ) VPN ORISR Uy 1) VPNGER: . AR YRR P2 5 ASDM GUI
s I IZFE DT 1) VPN
RN AT AR UE T G B A B (R SR, S BT URL:
https://supportforums.cisco.com/docs/DOC-5964.
I
%

I AP ST A4 B R SR i T P SR IAIE TR . fE RSA N R G5 AP N #
o, B P - NEE AP YIS . XX B P EAN S, HIh AN YN AT
] AR R g — SR

22, ARSI AT . SR ISR I RAE BN . Bl AP
BRI A 0] I RBHCR RIS & AP H BT A I ZE R B S L
AL

B TR S LB AT R4 00 2 BRI LA B TR T RS T AL
FIILALA.

SRUURE 7 /2 PRI RAAN AL B SR A I AL L L, BRI, K% Web
USSR HAE 5T CA IORAEBIATRCE . XEF VPN, {0 IPsec 4LAHH) IKE Wl Al B 7404
B e I 2 TS S B 510

IER AT R

FEBABCTAEB RO T, 20T 3l R A L5 AR K0T 35 A NE B A5 H [ IPSec X454k [MIt, +F
AN TN B A 45 PR 0T S5 AT 2 RO i B L 2 ATl (KRR AR AT I S

BRI, RGO ) CA VENMEA SR DI S A B AT I, e PR A e 455
UKy 5 A8 3 Bl DAEAT M L B e o BTN SR AR I BT 26 I, 23 1) CA EHZA S5 44, HoAth
AEATA SR A TR EAE o B SRR SR AEAT IPSec IEHENT, TEF0K B 228 et HoF 85k nT HEAT £
BrIRIE .

I CA, WA TPEE U Ak B R SR AT — S8 AP, T AT I FEX AR AT B
WAUE . BRI R L H CA MR IME—E . Bl FE 2 BrAE T, 2RO EEANE 15 & b3 e pext
RN, FAETH CA BT S RAE, AT S 53R CA W SRR . Shit
FEFR M RSA 254411 IKE.

SIS Ak A TPsec 2B RIEIGE TS, IFAT I 24 IPSec WA Pk RIEIE T, HFNE Bl i
PRI, RSN CA SRECHHILE 1.
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CA LR LA AT 25 IPsec DN AEAR I ATIEAS o T 48 I IE 5 JCVE R FEARR S5 AR 70 4 RIE S -
A KE S ZI/E CRL 1, AE NI S AR S 2 BT, BRSSO FL AT &

e CA FEISt I e P 2 RA. RA &P HIFE CA HIAREEII RS 2%, LAME CA DiRE ] LALE CA
AN] i gk s Ad A .

YD FE RSA SR 4455 44 5% (ECDSA) %48, A A LU NRFE:
* RSA #PIn] ]~ SSH 5 SSL.
* SCEP VI SZ 4 RSA HHIIALE
* i K RSA B PR/ 4096, BRI 2048,
* I K ECDSA YKL N 521, BRIAE N 384,

o AL A — AN AL A NS 138 B RSA S4H0%F, B n) DAKAERNFH a8 A= 1 sl ) RSA 2541
X o BRI S5 44 F1 s 5 50T B b a%ﬁ%,lﬁwLﬁ%M%ﬁﬁm , HAZA, H
A&, IKE BT 4, RIS o JH I g R FH g (5 FH s ph ey s BH, i 5 B 1) XU %
AR

R AEAE R, BT LU PR RS CA FHIE . (5 AEMFRIR CA BB . FAEREHS CA IS4
CARFENESH, LR ANENHR S A5 ) K

SEXAFAE R IR, BT LR ZERERE CA (R iy 4 FPARIE A R0 FLAT 5 I o Sn] ARG E 2 ME A R

R

WA R ASA AT Z IR CA MR, WAL AN CA M5 A Al RS IE
JHIES KT%W%W4A¥CAMFﬁﬁﬁyﬁﬁCA”Km%Fﬁ%,mﬁ%

support-user-cert-validation @74 .

SN, ST AU N URL S TECE, IF HASAE SRR CA L ZiAE M 4 Fha] ] Hoa
S FF SCEP.

AL PKCS12 ¥ S A S NEHXS, LS FEAME AR ORI E U E 5o SeAs =075 At
ASA L FEEHEAT AR BRI H .

ASA MBREAMEAT AT A CA T, S FHE—ANHANIE, HARRFAE T ST H 1%
ficl mﬁﬁﬁﬁﬁ%$@MMmm%ﬁﬁ%aﬂmuqumﬁﬁﬁﬁﬂ% BHMMEE—
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ASA SZFEHE] SCEP HEhVEM, W FFTahiiMt, J&#& nlib%k base-64 Fitidh (k45 B2 52 i 314
tto AP TUl ] VPN, S0 S ASA. 4TI FE i) VPN, U250 A ASA DL BEAS
TR 0] VPN 2% 7 3

SCEP 153k R IR

AR E

ASA 1] LLREE AnyConnect 125 =77 CA Z [A]ff) SCEP ik, 414 ASA HE/REE, W] CA HiFFZE
VBV R . Al ASA $RHEIIRS, I A Z0HE ASA AIETE M K Z BTAE T AAA SCFEIIATA J5
AT B IRAIF o A8 T DM FH WL R RN B 2507 ) S A TR M A% R

ASA iU AnyConnect SSL 5 IKEv2 VPN 231l SC#FIb Dy RE . B SR £74 SCEP [ CA, 4 Cisco
I0S CS. Windows Server 2003 CA 1 Windows Server 2008 CA .

To& . GEFRIYEES) Ui ASCHF SCEP /REE, {H WebLaunch (TG /i Ji 8l ) AnyConnect) N
RRZACEL,

ASA ASZHERE B I

ASA ZFeILINRE M) S I .

MRUBE, ZE B ENN A . TN, CASTEMN AR RAYIE, Wi, Bk 2ed i
B, AR . CA S MR AT E I O ML PR 5 RS A 2] ASA Ky irdE4
CAS FE B AT S IUE I, CA 8 AR IE .

Ja S A )5, ASA 76 PKI UE I UE S FE R Ak TR as,  nl LA CRL A1/E8 OCSP £
Ao ORI RIR S (B, FRaR RS AR AT, A2 {EH OCSP.

i CRLGTT, ASAWKZR. DT AISZEAECRL, M5 HAE B P4 5 gy (CLERRED
WP 5E K . ASAMRYE CRL (AR AFBEREEF2R) PEIEY, MG HER—EH 2 EE ik
MR % o

OCSP It T —Fpir H ™ R PE I AP S A 5, 5 vl i 56 UEH A S IE PRSI T A AL,
TEE LR 2 AR s UE P R 2.

X #5H) CA AR5 28

ASA SZRFLLUT CA fiR554s:
JAF10S CS. ASA At CA R 7 X.509 bl 55 —J7 CA LR, AHHEAM T
* Baltimore Technologies
* Entrust
* Digicert
* Geotrust

* GoDaddy

* iPlanet/Netscape
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* Microsoft il 13 k4%
* RSA Keon
* Thawte

* VeriSign

CRL A ASA $E4IE TPy ke g HoANA BOH N IR 152 &5 B8 uE P& AL (CA) M. CRL AL
AT A E 4.

HHTUE PS4 B0 IERT, #0] LIE ] revocation-check crl #7465 ASA it & ks hE T CRL #r . 143
A LA F revocation-check crl none iy 444 CRL A 2k A iEAa 2, MIMLE CA Tk G
] CRL £0ds i, E1 S iEt &

PR THE 9.13(1) HH R revocation-check crl none.

ASA T[{#i [} HTTP. SCEP B{ LDAP M CA #:%& CRL. N&EMET A Z ) CRL 2 7E N FFAMEIT S
PC B (A B TR PN — T A7 o

pEL

HAR CRL RS #546H] HTTP #5i& “Connection: Keep-alive” HEATMIN LR /RFEAIER:, {H ASA A
SR SRR SR . T CRL RS54 ERIBCE, DMEAERIEFIZFR N LA “Connection: Close” iRV o

21 ASA ZE47 CRL 1 IR [B) #8 1 e B 1) CRL 2B A2 I ]I,  ASA £:3h hyi% CRL [ ARAS I [H i AN Al 5E (EJ
“RET D o FUAED SR UFE SR K A L I CRL I, ASA £ 23R8 R BH A ) CRL.

WA H CRL 16MB R/ R, S8 mT e e 0t Y P 3% 8 AIE 15 1) revocation check i .
ASA A7 CRL FAIR ] i LR P AN R 38 5 «
* {iiH] cache-time fir&-fi5 & 170 B f . BRIMED 60 234
* t & 21 CRL 1) NextUpdate 7B, CRL H1AJ e AT 1% 7Bt % nIfi H enforcenextupdate i
AP ASA T T BRI ] NextUpdate 7Bt .
ASA TR BLR I U X AN A 3R

© WRATE NextUpdate 7B, W 23764830t cache-time iy 4 SCIRIIRJ K J8 J5 8 CRL Arid b
ﬁETj‘o

o WS 2 NextUpdate “7-Bt, Il ASA 27E i cache-time iy 2l NextUpdate 7 Bt 48 5 [P /N ][]
FRA AN B PRE CRL brad it i« i, Wik cachetime iy 2 W &0 100 23081, i
NextUpdate ‘7B E N X EHZAE 70 7058005, W ASA 224 CRL Arid A 7E 70 23BN ki

griis W
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W ASA I RAFAE A 45 (AT I B A T A CRL, e B s el /D4 6 CRL K 487
2 ) CRL 5 HH 25 8] . K%Y CRL 75 2R v I R BTN . Rk, 4 73R Uik RE, 1
HHZ A/ CRL, A LN KB CRL, 843 & 4f# ] OCSP.

WS LU A7 K/
o RS - 128MB

« N FAE - FEAME S 16MB

OCSP y ASA 4L T — Py vkt 5N RO N IE 1 2 75 CHEE BaUE HLR (CA) 4. OCSP
Jic B A AT B ) — 340
OCSP 1F ASA T HIHEEiF TIRS I IEM A A (—& OCSP RS54y, MmN 7)) FAMALIER

RAS. AL CRLEG A, BbT7 vkl $S 4 ar il 7 R PE RN BT 0 AR A, JF LT 38 Bhal 2R k47 KAy
PKI 2353 B A P2k .

pEL

ASA 232k OCSP M 3 Bt 5 FD IRT s v s 25

HHATIE S EHABAIE IS, %87 LU revocation-check ocsp T 44 ASA it &k #3747 OCSP ki 1t .
f b v LU revocation-check ocsp none fir 4K OCSP R & b nl ikt #r, A £E50 uEALA Gk
BEHECH R (1) OCSP Al i, UE-B S S iE L £ il

a4

7E 9.13(1) H IR 1) revocation-check ocsp none B4 %K K .

OCSP #&fit =Fj X OCSP 554 URL 7770 ASA 4% LA MUl FH X 26 il 45 4«
1. ¥/ match certificate iy 4-7£ UCFLIIE 1578 55 HU H e ¥ OCSP URL.

2. f{i}1] ocsp url fir &Ml E ) OCSP URL.

3. &b AIA 7B

B #siEs



| #iEs
EPHCISEE o

\}

AR DA AICE DR IE A4 OCSP W N UEF, 5K B 4844 Wi N IEBAE A I {E CA IEH S AR
HEMEER. Rn, ERIEEEME ) ik i S match certificate iy 4, LA RHE A %54
OCSP Wi [ 75 E A5 IS A R IR WA S 85 UE A o A8 [R)— R P PE 25 7 S e 15 PR 56 UE B A2 AP S 75
B UE M N 7 IEAS o

OCSP fIR4s2% (MR J7) E-P il s 4258 OCSP W, . RN 5, ASA 23R 90 E Y 7 ik
CA I 2345 OCSP Wi W 5 11 15 1145 250 18 1 A AR R 1) I [R] LU 52 8 5 (1) rT ek P R e fik. CA
T8 B AR N, 7 UE S TR AL 7 ocsp-no-check #7 i€, SR BH R AN RE AT MATIRSK . (Hantkit
T REAAEAE, ASA K 220 G AT A 38 58 IO AR [R5 VA 2 B IRAS o n SRma 3 7 UE 5 ek 500
D) PR AL A R, O T e G R B AT eV, 1514 revocation-check none fiy 4 SR Bt B 56 i (5 T 05
(R ;7 UuES,  JEAETH revocation-check ocsp i 4 SR AL B % 7 i il 1

WBFHPEREU
=W EA BRI P B (P AR T S0 RAF B ARG Tk, 1Xee )7k
iEH T IPsec. AnyConnect ;% /7 %t SSL VPN,
FEFTATE LR, LDAP BAAS AT H B0 E A EUE . RADIUS AU T3 F A8 A F 254 sl i

FHUH P 20 I T
HPERRTIE
SHOYIRAE A BRI T VR A0 L P B 30
- SN
SEBENEAL (H2FR ) ASDM HE SRR SCHE) T S G 0T I 55 B 41 B B AT
B 44 R 1 BT
- B
»ASBEEAL (UK ASDM EBEMLE SCHE) BRI 55 241 K BEAT I
* REIH L 441
uEF

GRS THCFUET, ASA B SRARIZIET . H2, EASMARE KRR DN /4 23547
SIS
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. B
o M FAUIR 55 4 2 v B AT JA
ROV VRE AR (KA

WAREE T S AR IO AE, (H)S TRAL  ASA K548 1] = DN 7 Badb AT #24.
* S KL
o A BRI UE AR S5 SR i BT A (BEE ) None)
o« RAEFIFEE
.
o L FRABUIR S5 E 2 v B AT A
* MRS 3 DN 7 BUR I A A AT 0 Rk

\)

AR WURIE R AMEAE T DN FBL ASA R4 B) DN 7 BUEAR BB R I 44

UL EUT Subject DN 5= BOME ) IE+5 4 1l

Cn=anyuser,OU=sales;0=XYZCorporation; L=boston; S=mass;C=us;ea=anyuserflexample.com

I DN =EA CHbfEhl) , %l DN=CN (AFLFR , WIFEERGE KP4 B H P 2008k

anyuser@example.com,

S >~ 1B
ﬁﬁﬁlﬂfq%¢aﬁﬁ
N A T B 52 T2 6 R

R
« WTH I CA, DEHH R T 2504

BRI T
* FEAPIRA IR D b A SR R A il
« XFTAM CA, ANSCHF bR .
© WERPCERA MO, IR AR 2w B . WAUEBIER UL, /e T B B AR

Fwrite standbyir4.
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IPv6 N
AZFF IPv6.

A CAEH

s MR IEAIAC B ASA DISZFRHIET . ASA At B AN IEA o] 582 S E0E M R el =k fE A
BAE S

PR ASA [ ENLA A BEE IR . SEAA TR E K B A4, %0 show running -

config fir 4.

FERCE CA 20T, Whfk ASA I BFBEE IR . L5 BAT A2 H JIATIN ) S 235] H AT ). 24
ASA EME] CA IFERIBUIEFINT, ASA 260 #0224 iy IN [A] 2 A5 AE AR AT 28V Bl N . QARG H v
SEPIM IS

FEA CAEB 2T 30 K, ARG MNRENEDFFAGIES, IF HARSEH & BRI e
PRI RIEEAT A CA VRSN HT o B AR Y CA TIEA5 0 20075 2 Wi UE -1 S A7 3 N 20 i A 4 22
RIBEeE b RS P ORI DR R Bl BOBTIE 15 2RO BT IO A CA IEAS/E w36 IE 7] g

3

EFNIE
© ASHiL CA TEASHEAE B I5 AL AT R 3% P00 B SRl S8, s SOFTIE 5l 8 11] base 64 4%
e

LR 7R B 7R base 64 g4t CA iF4:

MIIX1wIBAzZCCF1lEGCSgGSIb3DQEHAACCFOIEghc+MIIXOjCCFzYGCSgGSIb3DQEHBOCCFycwghcjAgEAMIIXHA
YJKoZIhvcNAQcBMBsGC1igGSIb3DOEMAQMWDQOQI jphd SxJoyTgCAQGAghbw3v4AbEFy+GGG2dInB40LphsUM+IG3S
DOiDwZG9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE1iGeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0£fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtYfaWwPEdAPQOxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmE1Im3j/2dQ3AtrolGO9nIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyotZdAkSYASKWScyEcgdgmu

BeGDKOncTknfgyOXM+£G5rb3gAXylGkjyFI5BmIDo6RUROOGIDSrQrKeqg/hi ..

END OF CERTIFICATE

SCEP X327 3%
* ffitR ASA FTFRL ISE SRME AR 4515 A AR IR A NTP R 45 23 EAT IR 2 o

o Kb UEAT 1)/ AnyConnect ‘%A 8% 7 i 3.0 B R ARAS o

o TEZH SO B RERC B SO G E S I8 IE 1 DA AR A [T H AAA B I IERTE T 5 4y
ISIF

* % T IKEv2 VPN 4%, SSL i L4t T RS .
* CA WAAT B TR .
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AT DU FH (0 UF 528 80 52 A8 I 15 0 N FH S Re R E PO 28 R B A o A FHAAE 3 PR T A B P 1 5 # S r
RSAIUF . HTAES#ERSE, WYWHs, ASDMIAnyConnect™] fEA S FFEDDSAIE . 141,
18 75 A FHIRSAIE P T I PR AVPN S FI B BGAUE o X - AS A A IR 5 11 W 1 3k 5 )
VPN, S #FEDDSA.

HFFHCE N CA RSS2k 7 i (1K) ASA, UEP KA RO BRI N F R4 W H 9 2038 4F 1
H 19 [ 03:14:08 UTC. AL H T N EE = J5 LR i 2 AN FJAE 15

436 L LU N AR IAIE SR, ASA A 2337 LDAP/SSL %42
* LDAP IR #RIE PG (FAAE AT A0 ASA {5 T HAR.

o K E MRS 2R BERN CAIE T R ZAETH (FAAE TAEAT Ak ASA {545t ., BEhHIpTa
MIE CA IEBAE 52 HAE R .

HEASVEMI MR ASA A5 12 ELA P I AL 0 PKCS12 SCPF, %3 PR AN
T 2KB P47 SRR ). SEBRABAE S ) A B e T CURCH 10 RSA B M RERIE 35 7 B2
6 AT P2 AT ASA. LVRIK R RHAL S E 57 T, 37 M, TR 58 PRCS 12
SCPFAERE B (6 I 2R I R (A7 o o B TR 3/ 2048 R BB

JVHs ASA P D A SO IE TR R e S8 B 1 ) ASDM iRt HTTPS Ytk BFHLH A
B a4 EHTE RS SCEP B/ E R SO IE 1, BIIEHI R T8 3 0 S iE D .
AR T SSL AR AL R 7R, TS LI URL:
http://www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fct91.shtml.

ASA F1 AnyConnect % /7 3 HREIAIE Ho b X520Serialnumber 7Bt (ERA R HIFP5) N
PrintableString #&UIKUEF . WERFA 5% A 4t (140 UTFSD , WIRIEHFRBCK R .

SUHTE ASA EFANIERSEN, AXHEBSEAAAT RN PR EASAH, XIXLIES
BEATARAY,  DURE AR 2 P A B S M b o BoAT 28 3 BB UE S R D NP 5 A b
VLIRS, MRRARO.16TF4R, W]k v B i s F{ELAS S 3% WA A R 2 RE00 I 2 F

SHEHIERCAT () A5, TR ORAE SRVFE A B AT A4 ) CA IR 5 EAE 0 4fid . HUAR
RFC 5280 #:13f§ FH| UTF8String 5% PrintableString, {FH ) AfH] UTF8String, A4 PrintableString J&
B RCAT RN A BT i RAE R AN SHIR RGN AR, ASA KB4 3 AHIEFS .
(LIE

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711lh

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto _certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage
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PAR SR 2R e e

B 0lpy R PO R TR AR NP

pUE ]
A ANERIA L T FT RSA 25805}

crypto key generate rsa modulus 2048

Tl

ciscoasa(config)# crypto key generate rsa modulus 2048

BRI /IN A 2048, (E SN A e e B /N DU DR K . 1% %88 6y 44 4 Default-RSA-Key
BT RSA 4, AHA/NATLUE L Rz — (250 : 20485K 4096,

T L AECEI [ i 26 25 44 5k (ECDSA) %48, 48 0] LUE i Default-ECDSA-Key. BRIAK N 384,
R T LU 256 B 521.

crypto key generate ecdsa elliptic-curve 384

YN SR AL [ 11 2825 4% 530 (Edwards) %4, 481 LAZE R Default-ECDSA-Key. ERIAKE N 256
7

TR ANSFHAF 2R, EADSA (Ed25519) R3804 ) ASA 1) EST v Mt EST 334 M g
RSA 1 ECDSA %4,

crypto key gener ate eddsa edwar d-curve Ed25519

(AT g BAME— 2 IR A B .
crypto key generatersa label key-pair-label modulus size
crypto key gener ate ecdsa label key-pair-label eliptic-curve size

Tl

ciscoasa (config)# crypto key generate rsa label exchange modulus 2048

bR AR PR RS AE RS

BAIE A B X
show crypto key mypubkey {rsa| ecdsa}
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REEES

TP

ciscoasa/contexta (config)# show crypto mypubkey key rsa

DRAE BN X
write memory

TP

ciscoasa(config)# write memory

WA B, TEMBREIAT %, DAEE ) DUAE e i) 2 B0
crypto key zeroize {rsa| ecdsa}

P

ciscoasa (config) # crypto key zeroize rsa

CAJIE) AFRYAHL CA RSS2 il H A2 g X .
copy

TP

ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/

BEr & FTP 5 TFTP A ASA RilAH CA IR S5 SHIEB R B P02 A 3Lt
AR RS AT REAH R A A CA S

Gt

LA 791 Sz i ) s 00

ciscoasa(config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/no] y

ERCEMAER, WHITUUN DB
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maiEEs [

G ASA i 2N AHZWGIE TS ) CA AN MY HIE AT
crypto catrustpoint trustpoint-name

Tl

ciscoasa/contexta (config)# crypto ca trustpoint Main

T AREN crypto ca trustpoint BE BRI, BRI WD IR 3 THARLE K CA R (5 1E M S 4L
HeFELL I —:

* WRAEH] SCEP HAEM SR EFAERL JFRCEEM URL.

enrollment protocol scep url

ZNE

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

3

WRAEH] CMP AN B E (S R, IFRCEVENT URL,
enrollment protocol cmpurl
el

ciscoasa/ contexta(config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

Tk N CA R IRTE TR G 1) 2, 1 SR AT R 48 2 (54T 0 F sl it
enrollment terminal

ciscoasa/contexta (config-ca-trustpoint)# enrollment terminal

1R HBAIUET .
enrollment self
WERAEH EST A M 245 e (5, JFRCE M URL.

enrollment protocol est url

2Nl

asa(config-ca-trustpoint) # enrollment protocol est ?

crypto-ca-trustpoint mode commands/options:
url CA server enrollment URL
asa (config-ca-trustpoint)# enrollment protocol est url ?
crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
asa(config-ca-trustpoint)# enrollment protocol est url https://xyz.com/est
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$IE3 WERAEAE S DL F B gl B A CMP, ] DL RIS A 305 SR IE-B I shfg. xR A3
REAE T R C 5 1 firh A 2 e 2 il 2 75 A8 FH CMPv2 H B BRT . il B[] DL S 75 28 OB 280 N
AT OFR LTGRO A, IR B AT RIE 1 I T B A A .
[no] auto-enroll [<percent>] [regenerate]

LA e nl K CRL fit & k.
revocation-check crl none

iR WA T 4E 9.13(1) BRI revocation-check crl none,
i

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

R BRI SR CRL A E, T IRAESAHIE )5 04 CRL 4 BERC EAS A 5

FIRS A EEE ALY M CA k.
[no] ca-check

AL AR VUIE D AL GG UEBAURH (CA), IXFMESL MEfn) HH2F L. CA
PRSIy )0 o RS A7 AR LI H R WIE S A 2 P e] TSR e 1528 44

ca-check Ay BRINC A ], DL AR ZEEAIIEA L N CA b, A 2 At & .

i

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

L6 fEEMRET, SR CA TEIE1I1 Subject Alternative Name 47 Ji& HH AL 75 45 52 IO B R Hu ik

email address

il
ciscoasa/contexta (config-ca-trustpoint)# email example.com
ST G fREFEEAN (el BAUNH T SCEP .

enrollment retry period

IR

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 5

FIR8 (W) $RE AR KR, HAUN T T SCEP M.
enrollment retry count

IR

B #siEs
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maiEEs [

ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 2

EVEM R, TR CA ZEUEH 1Y) Subject Alternative Name 37 Ji# H AL 5 45 5E 11 58 4 PR e 18047
fgdn fgdn

IR

ciscoasa/contexta (config-ca-trustpoint) # fgdn example.com

LEVEMEAR], FESR CA EUF Pt ASA 19 1P Mk,

ip-address ip-address

IR

ciscoasa/contexta (config-ca-trustpoint) # ip-address 10.10.100.1

g€ EAUEH A I X
keypair £ Fx
il

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

M ECN CMP BCEAGAT SN, A AR 2 2 15 2N AT CMP F-3)) Fil 3 33 M 2 s EDCSA %% . EDCSA
WP, LK RSA # .

no keypair name | [rsa modulus 2048|4096] | [edcsa elliptic-curve 256(384(521] | [ eddsa
edwards-curve Ed25519 ]

IR AT FE 2R EDDSA (Ed25519) HI45 805 ) ASA _Ef) EST vt EST 331 K figfdi i
RSA #i ECDSA %4H.

it OCSP URL 7 i A5 AT i U F564F OCSP MY 5 kS o

match certificate map-name override ocsp

i

ciscoasa/contexta (config-ca-trustpoint) # match certificate examplemap override ocsp

i & ASA i OCSP M.
interface nameif

i

ciscoasa(config)# crypto ca trustpoint TP
ciscoasa (config-ca-trustpoint)# ocsp ?

crypto-ca-trustpoint mode commands/options:
disable-nonce Disable OCSP Nonce Extension
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interface Configure Source interface
url OCSP server URL
ciscoasa (config-ca-trustpoint)# ocsp interface
ciscoasa(config-ca-trustpoint)# ocsp interface ?
crypto-ca-trustpoint mode commands/options:
Current available interface(s):
inside Name of interface GigabitEthernet0/0.100
insidel ©Name of interface GigabitEthernet0/0.41
mgmt Name of interface Management0/0
outside Name of interface GigabitEthernet0/0.51
ciscoasa (config-ca-trustpoint)# ocsp interface mgmt

£ OCSP iR _EAEFIBENIE Y e . BEHLE™ i LU Jy SOR 3 SR L mig 2 5 DA S 5 TR0
ocsp disable-nonce

Tl

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

Jy ASATiC & OCSP JIR%5 2%, DU TR & S5EAT 58 QAR P umiE i AIA IR Th e e RS 4%
KEL BT A IE

ocsp url

AR

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

e EAETEN LR ) CA VMR WA TE . CA I H A I 15 X B 5 10 a5 1 KT B 0y 36 AIE .
password £ &

-

ciscoasa/contexta (config-ca-trustpoint) # password mypassword

BB —Fh el 2 Bl R A J57: CRL. OCSP FIBHHLEL.

R ZrBC OCSP URL DABHAT st & iy, nl LLFg 2 nl AL I OCSP W 0 (RFEEBEFE )
I I {EL A o 5% EH PR

revocation check

Tl

ciscoasa/contexta (config-ca-trustpoint) # revocation check

FEFMRLRE T, 2K CA AEUEH AL & 452 AL # DN. 4R DN A7 5 5, A IS 154
AR H 5K (i, O=" Company, Inc.” ) .

subj ect-name X.500 % Fi

B #siEs



| #iEs

wisrams oL [

il
ciscoasa/contexta (config-ca-trustpoint) # myname X.500 examplename
FEEMHIE, 2K CA fEUE-H T dE ASA FPo1 5.

serial-number

il

ciscoasa/contexta (config-ca-trustpoint) # serial number JMX1213L2A7
RAFIZATRLE o

write memory

P

ciscoasa/contexta (config)# write memory

HiEfE=EcE CRL

BAEUE P G 4 56 UE o AR P A SRR e n) % CRLAG A, I AU BEANME AT A E & CRL. B (54T S AL
'H CRL, IHHATLL NP

UK

Bl EE o CRL M & {5 AT s 3EN crypto ca trustpoint Bt & 4555

crypto catrustpoint trustpoint-name

il
ciscoasa (config)# crypto ca trustpoint Main
ER IR AT 2 2 37 8 FH CRL. 64k, CRL W20 A BRI IEAT B A B

BEXT A AE A R HEN er] BB A

crl configure

i

ciscoasa(config-ca-trustpoint)# crl configure

#Br ZEPrfi CRL BCES B B EAME, T default fiv% . /£ CRL BL B REr, W] LARE
INICERETE TN i QR ) = E N7 e o

griis W
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TEFE A o — TR e R 2R R
* CRL )M\ Ll i S 3 303 iE B 8 5 11 CRL 70 K S TH &R .
policy cdp

ciscoasa(config-ca-crl)# policy cdp
pE UES PR E 170 R AN SCHF SCEP KL%

* CRL X B FC & R DA UE R SR DU RC R AT R 2R
policy static

ciscoasa(config-ca-crl)# policy static

* CRL A Tl S 43 BOAIE (1 TE 5 o 48 28 1) CRL 43 A AR &S T B 1) DA TR WS DT JC ) rh b AT 4G

policy both

ciscoasa(config-ca-crl)# policy both

W REEAERC S CRL WS IN AT HI G HE7 static 5 both, 2504 CRL A ZEAC B D UIE B DT ECAR I
TEIAE T LUKy Z A CDP G E 2 B WLt

enrollment terminal

FUMEREr L, e BB E P58 URL. A fRFE E M5 i E A E DL . Z
BRIUUN IO 2 H . AT EEm <.

IR

ciscoasa(crypto ca trustpoint)#enrollment terminal
ciscoasa(crypto ca trustpoint) #match certificate Main override cdp 10 url http://192.0.2.10

ciscoasa(crypto ca trustpoint) #match certificate Main override cdp 20 url http://192.0.2.12
ciscoasa(crypto ca trustpoint) #match certificate Main override cdp 30 url http://192.0.2.13

55 HTTP. LDAP 5k SCEP 14 CRL 1% Jiik.
protocol http | Idap | scep

T

ciscoasa(config-ca-crl)# protocol http

BL B ASA A YHTEAT S22 4F CRL [N . refresh-time 402 ASA 7E1A 4 CRL 1 i 2 Fi 25 45 1 I
] CEA Bl BAr) o
cache-timerefresh-time

B #siEs



| #iEs

i

g

wisrams oL [

TP

ciscoasa (config-ca-crl)# cache-time 420

EFELL R Horp— N i
* B3k CRL 147 NextUpdate 7-Bt. X/ZEBRINKE .

enforcenextupdate

ciscoasa(config-ca-crl)# enforcenextupdate

* fUF CRL %4 NextUpdate 7% .

no enforcenextupdate

ciscoasa (config-ca-crl)# no enforcenextupdate

TS LDAP #4552 AR RN, W ASA bRiH LDAP R4-5%. #0] LL% DNS L4 5k#% 1P Hotlfg
TERRSS 2% W ARS8 W i 111K LDAP 2rif, WA n] DL At 15, i AN 2 Al F BRI S 115
389,

|dap-defaults server

Tl

ciscoasa (config-ca-crl)# ldap-defaults ldapl
AR WA N TR TP ik KR i LDAP RS- 4%, 1EHER COFF ASA i E 4 1 H] DNS.

IR LDAP Jle g a5 i Z4EIUE, W Ao CRL AR
Idap-dn admin-DN password

Tl

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering c00lRunZz

MIREHAT TR CA By R 2400 CRL, FFRMNR 4 A5 T 5 % CRL AL & .
crypto cacrl request {5 4T 5

=l

ciscoasa (config-ca-crl)# crypto ca crl request Main
RAFIZAT IO E -

write memory

TP
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B stss paams

ciscoasa (config)# write memory

SFHBSANEERERE

B SAGERRE, WEIT LT Pk

UK

LA PKCS12 #%2 T Hit A7 A7 ORI SRR 35 1R A5 A s
crypto caexport fEAT

T

ciscoasa(config)# crypto ca export Main

ASA RAE 5 s PKCS12 B8l o ] LS HINZE A . 5T R B sz S i R g H2, k(ST
MEHRRAFAE AT, B RZ SO T2 A B

TN EE A G SR ) 2 B A AR UE A5

crypto caimport {54T A5 pkesl2

il

ciscoasa(config)# crypto ca import Main pkcsl2

ASA SPERIEHGSUAR L base-64 i sURIM 22835 . R GRS 1) 5 (R AT a2 3 A PR 20 e 55 P
B EAE A FRAR UL RE AR 2 o

iR IR ASA EAESIL SR —A Ca, RLBEEIL S CA I p—ANMEAE SORKIET Pk
oo ZEHIE BN ILEE CA RIEAT FORERUEZ CA MUK ks, 1A
support-user-cert-validation <85,

w151
PLR 75451 {5 74 55 WhoOzits 5 HU5 4T £ Main (K] PKCS12 i -

ciscoasa(config) # crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:

[ PKCS12 data omitted ]
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mE cairnmstan [

---End - This line not part of the pkcsl2---

PR 74 FH 458 Whozits ¥ PKCS12 #0320 § A (S 4F & Main:

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

LA T8 3 A E AT 5 Main [FIEAS

ciscoasa (config)# crypto ca import Main certificate

)

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself

[ certificate data omitted ]

quit

INFO: Certificate successfully imported

BC & CA JiE BRET AL

R AT LR HEUEF5 1) Issuer Ml Subject 7 BERC B AL o AT GI AN, W] LAl tunnel-group-map
72K IPsec AT EEARUE TS WL I P E 4 .

FIECE CA MG, 3 AT AR D8R

B N ERC E RO RUN B CAE B B ERG, JFHRE PSS .
crypto ca certificate map [map_name]sequence-number

T

ciscoasa(config)# crypto ca certificate map test-map 10

0

USRS R A FR, AZFKAA I B ER AR . DefaultCertificateMap. % T8N S0 =, #0)
DAEE — A2 A ZIL R 7 B

i 08 KA IR T AL TR

{issuer-name| subject-name} [attr attribute] operator string

IR

ciscoasa(config-ca-cert-map)# issuer-name cn=asa.example.com
ciscoasa (config-ca-cert-map) # subject-name attr cn eq mycert
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ciscoasa(config-ca-cert-map) # subject-name attr uid eg jcrichton

TEr] LG RCHEAME, tn] BLIR E S ILRC R R Y. LR A Ros v
* ¢ - [HE/MX
*cen- M4
* dc - 411
* dnq - DN P&
* ea - HI{F ik
* genq - tHEARPR & 7
can-%
ci-HTRE
* ip - IP il
ci- AR
*n- LK
* o - HL KK
* ou - HAHAL
s ser - J¥415
*sn- 4k
*sp- M2
* t- U
* uid - ]/ ID
* uname - LA TR

AR A s 54T -
* eq - F-BUEUR LIS 4558 PE AR ] .
* ne - “FREURMEARE S 458 B AT R .
* co - HBI> BT B M A 45 i B ARG .
* ne - 7Bl E M AT AT 2 #ANGE 5 45 B AH DLAC .

SR R E A AR
alt-subject-name operator string

Tl
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ciscoasa(config-ca-cert-map)# alt-subject-name eqg happydays

PAR A R is 54
* eq - FBOLANE 45 HEA ] o
* ne - FBARE S 45 E RIEA I .
* co - HB o BT T B L A0 45 E HOAE AR IR .
* nc - FEAEATHR 2> HANRE L 45 5 (MEAHDL A .
SRR A SREY EEVIMARE:
extended-key-usage operator OID_string

Tl

ciscoasa (config-ca-cert-map) # extended-key-usage nc clientauth

LUN 2 Wi 54
* co - AT BT T Bl MR A0 4 5 (KA AR DTG«
* nc - FBUIAEATHE 53 #A G 15 45 52 IR AR IL I .
LU 213 2% OID “F45 i
* string - JH J e L A H
* clientauth - % F i S 38 UF (1.3.6.1.5.5.7.3.2)
* codesigning - %2544 (1.3.6.1.5.5.7.3.3)
* emailprotection - 2 A WA PRF (1.3.6.1.5.5.7.3.4)
* ocspsigning - OCSP %4 (1.3.6.1.5.5.7.3.9)
* serverauth - JIR 55 %% S 40 1IE (1.3.6.1.5.5.7.3.1)

* timestamping - I [k (1.3.6.1.5.5.7.3.8)

Ao & 5| R
4 ASA JTHE TLS % 3T, 00632 K5 T1 T30 0 L LI 45 A bR A5 4 RFC 6125 o1 052 SLO 1

M. I RFC ¥4558 H TR AR (75 ASA ERCED IFRAE SR AL AR NS HI RSS2 k%)
BAEENTIRE . W ARER AL AR UCIE S RCE R T AR PAHILES, WA ESIER, JPRCR R

| griis W
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JR 55 a i i K — A B MR RS R AE SRR IR 4 ASA IR S5 AR E 5, SRS IEAR IR, 5l
FIRR PR AE ASA EHEATIC ., DUEAEEE N B 0] 5 I 55 25 e A5 SR AL AR IRREAT LA . IX 28RN
Fi& REC 6125 HH55E VYR AR AT R R REE S DU bR AR AL 4

* CN_ID: IR 7 Boh 19— XS R 23 44 F) (RDN), e A HI A PR (CN) R (1))
PERARMERS,  For o 554 (A ARVE I . CNMEANREZ H B OCA . CN-ID 51 HIFRRAFA

SRR RS
* DNS-ID: dNSName &[] subjectAltName 45 H . XJE2—1> DNS $#4 . DNS-ID 5| AR IAFFA
SRR RS -

* SRV-ID: otherName 2] subjectAltName 4% H, R4 RFC 4985 e X, HAFIEAN
SRVName. SRV-ID 5 iR4F T LA [ iy 60,55 3 44 R F R 25 2888 49,

SRV-ID “_imaps.example.net” 7 U453 & DNS (44715 “example.net” FlIN F k558 B4 43
“imaps”

* URI-ID: uniformResourceldentifier 2870 ] subjectAltName 45 H, HAGF R E$E (1) “scheme” Fl
(i) 5 RFC 3986 " 45 & 1) “reg-name” FUIUAHVCHCH) “host” 25y (BILEEHEH45r) -« URI-ID
PRIRFFLZAL 5 DNS 3844, 1Ak P ik, F HASOR N4 . B,

URI-ID “sip:voice.example.edu” 7] LL{f# 7324 DNS 344 #7) “voice.example.edu” HIN HI il 552K
4 “sip”

FEAL ] CARTAAE A ) 40 PRI 5 AR, RS AN S AR AEEIdE S AR S, Al [ a5
IR A D0 s M 4 DU RS R PR AR AR S AR IR B 5 DRIl LA S AR RN R 25 R
I HAAZi L5 R IR DNS S84 145 & .

FFi6 Z A

o UAUER B ARG H B MRS SR REVE IS G, RS IAR IR Hof ASA SSL %% ) s F X
HEHE F AT HBAN SR B B 5 AR R

o ASA #5520 FUEHC RFC 6125 HHATIRPR AT ETE BN (BRAg B 208 7 b I 28 [ g ik P A ]
BLIAN .

o ANospii [ EIF P HIThRE. Kk, AL HILNo Match Found. Pinned Certificate. It
Ak, A T ERAT R St I AEAS B U i i AR EBIVCES, AN S o) P SRR s UE LA

UK

FIE 1 R4 A SR R [no] crypto careference-identity fir4, LLUEF ASA & T ca-reference-identity
BT,

[no] crypto ca reference-identity reference-identity-name

WS AR #2675 I reference-identity-name (151 BRI, BEEIEE— /MBS AR s A 5 7E 4 H A
M5 AR R AT T iZar 21 no B0, WK Bon— 4% %, I BASIMERS | PR IR.

PR 2 {EALT ca-reference-identity B T I A G IR IR AT 1) 51 HIFR IR AR IN 2 MERAT R AL 5 T HTFR IR

B #siEs
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* [no] cn-id {5

* [no] dns-id 1&
* [no] srv-id {H
* [no] uri-id {8

SOMER SRR, 5T 1% 2 (1 no B3,

A5l

KRGS 21 RFC 6125 ARSS SHE 1550 AR R & 5 | AR IR :

ciscoasa(config)# crypto ca reference-identity syslogServer
ciscoasa (config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa (config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

T—5H#tta
E L 545 AR Smart Call Home 45 SHEHET , 5131l 4L

FHNIREGES
TP, T LU

FrIEZ /i
FE 020 NG AT AR 1K) CA FRHN base-64 4l ff) CA iE1.

TR FACKEREE AR CAIET.
crypto ca authenticate 15 1T £

IR

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[ certificate data omitted ]
/7QEM81izy0EOTSErKu7Nd76jwf5edqgttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 2481433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.
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)

% Certificate successfully imported

B RS RT3 AR BGIE S thC &5 AT SN2 548 H enrollment terminal i 4 105E -
AU HIE AR RTE T ASA.
crypto caenroll {51 /4

Tl

ciscoasa(config)# crypto ca enroll Main

)

% Start certificate enrollment ..

)

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

)

% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MIIBODCCAQkCAQAWIZEhMB8GCSgGSIb3DQEJAhYSRMVyYWxQaXguY21zY28u¥Y29t
[ certificate request data omitted ]
JF4waw68e0xQxVmdgMiWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: n

Wi A 2B R T2 S e RN s I ) S R s B (0 UE A5 o SRk B R 8 A AN (] 1)
RSA %4, W cryptocaenroll fiz4 Wos IANIEFIENR, BTSN a0 254 Fn s Al i
F RSA %4, W crypto caenroll fiy4 o —AMEHE K.

g AR, T S S AT s FTAR R 1 CA SR crypto caenroll fiv 4 A B BT UE 1537 SR IRIE 1S

AR UE 15K H base-64 1% K.

K CMP B BASAT AN, TR e3Py (i), sE 452 OB B BE R (or) IEPEIT
SRR, AARERIN R P . B CATRENTAME T THiIAS ASA A (131 JEL 1 B SE PR 58
BPE) , BE RS R AR B EE BINE A4 (T8 CMPIEMHESR) o (S
FE RN BCE ) CMP I, LS B Uk 5 G A T

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
5 2 77 LA R S A SR i A OB 3 B

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
FAM CA W RIFIBEMIEAS A R LA base-64 A% FORFIE TR I 21128 3 .

crypto caimport {5 1T /4 certificate

TP

ciscoasa (config)# crypto ca import Main certificate

[

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
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SR8

[ certificate data omitted ]
quit
INFO: Certificate successfully imported

rzrm scep aznxaies [l

ML By ASA MU FIE R4S RS AR /) CA IEHS, B0 iEvE M R s

show crypto ca certificate

T

ciscoasa(config)# show crypto ca certificate Main

RAFBATHLE. .
write memory

IR

ciscoasa(config)# write memory

X AT AT B E WA MEE R R BRI,

{£ A SCEP B s 3k EEH

AT H a5 ] SCEP E 8h3REIE D .

FrIEZ |
FE 020 NG AT AR 1K) CA FRHN base-64 4l ff) CA iE1.

32

AR CUAC & S AT S CAIE .
crypto ca authenticate {5 1T £

IR

ciscoasa/contexta (config)# crypto ca authenticate Main

fic EAGAT i, A enrollment url fir 252 & F A 20E T SCEP H 83k BUIE TS .

FEFREAE ST ASA. b A0 Z ] T2 8 Hla AR A COIC 0 3 1R AU I S B iR . 7Ef N
Seir A, WS CA B FLRABCR, HRET AL CA SR UEHZ AT T2V E NG K AT 5 Btk -

crypto caenroll {5/ /4

Tl
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B 5 scerisskmarms

ciscoasa/contexta (config)# crypto ca enroll Main

W ASA RAERIEUEB R G — 080 CBRIME) WM CAWERET, WS EHAEIERIE K. ASA
SUREEARR Y R IR — U SR, HBNERIE .

AR FEE R E RS 2R E A 5 ASA S e RE Y (BIRETFRRANE) AFE, WRSHK

JNEAE R R IE ),  TE IR YRR, AT A I, SRS ER N crypto caenroll iy

%,

R it ASA 7EfE Kkt crypto caenroll @4 5 (EAEW ENE BRI EHrH 30, 1l B crypto
caenroll fiy &l % CA FHLG .

L Bl ASA MUK HIE FEAIME RS AR AU CA IESS, B0 iEvE M R s
show crypto ca certificate

il

ciscoasa/contexta (config)# show crypto ca certificate Main
RAFIZATHCE

write memory

Tl

ciscoasa/contexta (config)# write memory

77 SCEP 15K EC E IR L%

FAEI SR =05 CA B ASA DI Re Uy ) 28w 26 AT S e, 1A T LU A BR

UK

HEN tunnel-group ipsec-attributes Ftl & 455 .
tunnel-group % #x ipsec-attributes

il

ciscoasa(config)# tunnel-group remotegrp ipsec-attributes
Jet I P s e 45 o

crypto ikev2 enable outside client-services port %f; %5

i
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5 scep iskmERELE

ciscoasa(config-tunnel-ipsec)# crypto ikev2 enable outside client-services

RN 504 443,
IR N HF IKEV2 I, AR a4

183 JEA tunnel-group general-attributes it & 4513 .
tunnel-group 4% general-attributes
-

ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes

S 4 hEiEdl S A SCEP i,

scep-enroliment enable

Tl

ciscoasa(config-tunnel-general) # scep-enrollment enable
INFO: 'authentication aaa certificate' must be configured to complete setup of this option.

W$IES Ut group-policy attributes Bt B AL .
group-policy 4 #x attributes
EUE

ciscoasa(config)# group-policy FirstGroup attributes

FIER6 NANE TN SCEP CA. RS AN — i %, DR S = 5 87 HiE 15
scep-forwar ding-url value URL
il

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL ;& CA ¥ SCEP URL.

ST H4UFHEAE M T SCEP ACPEfF) WebLaunch SZHFi, dHR LI 4t Bh 515

secondary-pre-fill-username clientless hide use-common-passwor d 25

T

ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username clientless hide
use-common-password secret

T2 ) hide 8737 #F SCEP fUHE,
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B vessseysn

B, AR SRZUE B R & AT H . SRS UE S, AnyConnect 2 Wi P4, AR5 FHTE
2] ASA, LKA o 8 9 4% B2 0577 i) BLFR 1) DAP Sl 1E1T B o

k2, AnyConnect VPN &G A UHS H P 44
secondar y-pre-fill-user name ssl-client hide use-common-passwor d 212

T

ciscoasa(config-tunnel-webvpn)# secondary-pre-fill-username ssl-client hide
use-common-password secret

S B FLRCA R 7K T ssl-client SR, H 4 HI TS 3F 8 IKEv2 21 SSL i) AnyConnect 231 -
2] hide SCHET 2 FF SCEP AU,
BUEHAAT IR, R 4

secondary-user name-from-certificate {use-entire-name | use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

TP

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN no-certificate-fallback
cisco-secure-desktop machine-unique-id

R B E B KA

RN WEIE TG, T UG AR REAT 2%, angd s SO0 e Pl e | i &, s A
CA s fUg 2 ZF 4 .
FriaZ /i

PR FRCFIEB IR, I RIS . AT AP CA LTI VPN Fr3CHT webvpn 4
M, IFEEAERPICE, DERUEE N P aiE . [FFE, {5072 webvpn D REALH (1 7] 15 UEF ) 51
Ry IREAG A NX LR P40 U8 17 hetps iR 55 s IUARERE 2, LLAAGIE smart-call-home 15

UK

A CA foVF VPN )7 3 B2 ASA VEHIE o XTI = R B 25 ASA ¥4l CA. ZEE CA,
WWSECAUET , %31 1.

T—F 4
RS PV E R ol P A B L
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caies i

CAiE$

FERE DTS, WA CAES . BUR R 2 AT AT A .

CARRE=RETE
EIEFRPIER

L HAEARRE, TEPATEL T D ER:

UK

1 7F Manage User Certificates & k& i 44 Hl 7 44 5 E 15 741 5 e e e ik 10

P2 EFLLFH AL
o WA IR A ROH RN, 15 5 Revoke DUMIBR FH T Vi) o At CA IS 23 7EE - £ PR e uE
Pl O, BaBEFERIFEHIKH CRL.
 JEFE O ATIE T I s Unrevoke LIPK B Ui i) o ASHE CA S 23 A6 15 508 122 OB Fobsic o A Iy
B, BB IR ORI CRL.

HIB3 52ln i Apply MAAEF X

BEEFETEHMERAENSAN
B REVF AT {E H] Smart Call Home %At i fti. ASA 7£)m 3 BC ' Smart Call Home [ 44 {75 I, ASA 22 H
ML EMUR Call Home IR 45 85 1E 1510 CA FIE PRI BLE, W R IRSS 5 AR )2 K
SRR AR, ASA SCHME AT INE, TITE T2 P KRR 1R A A Ao T L% e 20
FRITRIRE E S PAT R AR AR B B8,  DMEAE CA RS540 A 244 UE 15 & £ AL I Smart Call Home
ATLARFFE SR o BEDDBEAE 2 S B N AR S
fEARMUE B IBI B 3 2 N TR E ASA NHERI GGG URL. IR R, M
{7 5T LA 5 O 0t R0 SR URL i1 22 /NS BR A TEAT BN
ciscoasa (config-ca-trustpool)# auto-import-url Default
e T MEHI LR dr 4 LLE E X URL A B3
ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com
h T REAE RS AR e I B s AR AR I ) RS M R 8, TN B A, DM B e S fa)
A
ciscoasa (config-ca-trustpool)# auto-import time 23:23:23
i) E 7€ SCURL A & SCINTE] B8 A 3 S AT AT AR dr

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

| griis W
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. 7R Trustpool SREZAYIRES

SR Trustpool HEW& (EPIRAS

i k% CA Trustpool

FHI LR s 2 A5 trustpool SR (K AR A«

show crypto ca trustpool policy

TS S FACIR N EPSY

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: O

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

LR trustpool MG HLE N ERYCIRAS, WAL BA R fir %

clear configure crypto ca trustpool

TR F &2 A H3 5 trustpoint UET5, RIL# b4 S22 H 1Z DR .

B IEPEEAER (T 5403 CAER)

ASA BERF 24 /NI A — G AL U T CA R ID GEF 2 210 A RAEPS B 2030, W2k —
FRGH SN ER I

ARGUhet CLIREC B SEBEAGEIA G . BOATEOLT, AERIHIHT 60 RITUade M HLAE 7 RAGHH P2
o ST LA I A Y LA i e B 5 TR A 30K [ o A0 A 38 55— SRR I ) 8 ST iR 2 -

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

A REEARNCE, RIS — NGB IR . tEAh, &S T show Al clear iy, A Akl
:

clear conf crypto ca alerts
show run crypto ca alerts

B TSI, WEARRGHERCE P R B CRIWHES, WRERSAENR KRS HE, LUl 8L
EAS O B 2 2 I A5 R R B
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wurirs ]

flhn, AR v BTN E A AR 60 RITAG, Mb)nHE 6 RELRME . Wk ASA 7E 21T 40
REPASN, WARG H AL, IFER 36 RAOE T el

\}

AR XN TEMBIEBASHPAT R . At CA FAF SN B T AT A 2 1) 5 A5 AT R

R FIES
HZ P LA T i R e e R
* show crypto ca server
I A R AHL CA L EFRES .
* show crypto ca server cert-db
By 2 R FHASHE CA AR (R FHIES
* show crypto ca server certificate

i A base 64 4% a6l & ERIAHE CAIE R LUARBIEHHET (AT, AR THE
BOUEAS T A B HABBE & N AT KA (IR ) SEPE AR 4L

* show crypto ca server crl
14 75 CRL.
* show crypto ca server user-db
B2 Wos HI P R FRRES, Al BUR B A7 A A8 R D 7R )i s B
* allowed. < a7 RVFEM A
* enrolled. Yt/ CVENIFRATARBEB M.
* expired. B A CREWHEBKR .
* on-hold. XHIHICIUEAS H 4 ATA SR VAN P o

* show crypto ca server user-db allowed
Bt WP A M AR

* show crypto ca server user-db enrolled
s A s HAT A RAE B i SEN

* show crypto ca server user-db expired
P4 B BAT e~ .

* show crypto ca server user-db on-hold

Bt Won ol HA RVEE e




B sossas

show crypto key name of key
I A BRI T AR O 3 B

* show running-config

iy 4 R A K CA GIETS SR ) o

Gt

DU 7 i 7 RSA 38 HH 2551 :

ciscoasa/contexta (config)# show crypto key mypubkey rsa

Key pair was generated at:
Key name: <Default-RSA-Key>
Usage: General Purpose Key
Modulus Size (bits): 2048
Storage: config

Key Data:

30820122
00ea2c38
525fffc0
elf33e40
93bff98f
071a978c
da6e8fab
af8fele2
S5lceabfb
7d020301

PLUR 7R 3 /s A H CA CRL:

30040609
df9c606e
90da8adc
abce04f£5
df422fbl
6e81£f073
411a841f
eb58718c6
f8ade096
0001

22864886
ddb7b08a
e696edde
92812894
2066bfad
0c4cd57b
e72bb8ea
edlda0f0
7217cf2d

£7040101
e8blala8
0646¢c661
b0fe0403
2ff5d2a4
db6d9£f40
cf4bdb79
lc6f36eb
3728077e

01050003
65592d85
48b3602a
£8d7e05e
36b3bldb
69dc2149
f4e57£f£3
79eblaeb
89441d89

ciscoasa (config)# show crypto ca server crl

Certificate Revocation List:
Issuer:
This Update:
Next Update:
Number of CRL entries: 2
CRL size: 270 bytes

Revoked Certificates:

Serial Number: O0x6f

Revocation Date:
Serial Number: 0x47
Revocation Date:

LAUR 7Rl s — N s

ciscoasa(config)# show crypto ca server user-db on-hold

username: wilmalOl
email: <None>

dn: <None>
allowed: <not allowed>

notified: O
ciscoasa(config) #

PL R 748 ik 7 show running-config fip 2 4, Jorpas Wos ARt CA UEF5 B AL

B #siEs

12:30:01 UTC

13:32:48 UTC

cn=xx5520-1-3-2007-1
13:32:53 UTC Jan
13:32:53 UTC Feb

Jan

Jan

4 2010
3 2010

4 2010

4 2010

16:39:47 central Feb 10 2010

82010£00
0711lcach
960d7a3a
aea79603
edaebfl6
e755fb0f
a940ce3b
£098b5c4
9bf5£875

3082010a
fceddeel
52daelda
2dcd56¢cc
973b2bd7
590f2da8
4a2c7052
79e07658
c8d2db39

02820101
fad494297
5983603
01261b3e
248e4dd2
b620efeb
56cldl7b
ab52d8c7a
c858bb7a

s |
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crypto ca certificate map 1
issuer-name co asc
subject-name attr ou eq Engineering

WEHEIEHRICE

FLEBEEHEIER

irazEneias ]

ikl

B (4 CAUE. B iEH A
L HUET) ZE—FH T S 5E
PO 7 AR AR IR
SR ER, BlmaRR. FPal
Sy Awl ERIECIP k. CA 2“2
27 UF U UE sk, iR
B S RS R AL . CA
76 PKI (4 FH A BHECRAG s LU IR 22
D) HE S UK ECTIE T .

TIRERFR ST
AR R 7.0(1)
Y B 7.2(1)

SIANT LU 4

issuer-name DN-string.  revocation-check
crl none. revocation-check crl.
revocation-check none.

JE3 T LA R4 orl {required |
optional | nocheck} .




B csemmeis

grirs |

EZ A F IR 1525
UL 8.02) BIAT LR i

cdp-url. cryptocaserver. cryptoca

server crlissue. cryptocaserver revoke
cert-serial-no. cryptocaserver unrevoke
cert-serial-no. crypto ca server user-db

add user [dn dn] [email e-mail-address].
crypto caserver user-db allow {username
| all-unenrolled | all-certholder s}
[display-otp] [email-otp] [replace-otp].
crypto ca server user-db email-otp
{username | all-unenrolled |

all-certholders}. crypto ca server

user-db remove username. crypto ca
server user-db show-otp {username |
all-certholders| all-unenrolled} . crypto
caserver user-db write. [no] database
path mount-name directory-path. debug
crypto ca server [level]. lifetime
{ca-certificate| certificate| crl} time. no
shutdown. otp expiration timeout.
renewal-reminder time, show crypto ca
server . show crypto ca server cert-db
[user username| allowed | enrolled |
expired | on-hold] [serial
certificate-serial-number]. show crypto
ca server certificate. show crypto ca
server crl. show crypto ca server
user-db [expired | allowed | on-hold |
enrolled]. show crypto key name of
key. show running-config. shutdown.
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irazEneias ]

TIREAFR

152 AR

SCEP {3

FINTIIhRE, IS =7 CA X it
UEAS AT A iE .
FINT AN i

crypto ikev2 enable outside
client-services port portnumber .
scep-enrollment enable,

scep-forwar ding-url value URL.
secondary-pre-fill-username clientless
hide use-common-passwor d password.
secondary-pre-fill-username sdl-client
hide use-common-password password.
secondar y-user name-from-cer tificate
{use-entire-name | use-script |
{primary_attr [secondary-attr]}}
[no-certificate-fallback

cisco-secur e-desktop
machine-unique-id].

SRR

9.6(2)

TLS % ) 3 A BRI/ SCRFER R RFC 6125
556 g SIS 4 S 4 50 UE (1) A
W B 056 UERAE P 56 0F A [a] 44Xt
5 R4 HE MRS I B VF ] iR SS#e 11
TLS BT . W om0 5 4 6
HUCE NS S0 INE, WA E#IE
.

WnEE 7L A4 cryptoca
reference-identity. logging host Al call
home profile destination address.

AHL CA R4

9.12(1)

LJESM URL ) FQDN wlfCE, 1A
S H ASA UL E FQDN, 51N
(1) CLI &30 . Wil s N3 crypto
ca server 1] smpt #7

BAVAH T AN CA IR55-%, WA
SERRAHMIBR — 24 ASA FCE N AR
CA RS, RYi4 Tz 423 L
MORECFUETS . RATUE T S 53R
(CRL), Jf&4=Hudilhs ik uE+s
bR CRE R, RIS N CA k%
R
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grirs |

TIREAFR

15t AR

A CA RS 2%

MER T A CA M2 45328 BRI, ¥

23 crypto ca server i M 1 i

%,

MBR T LA R4 cryptocaserver J I
e

Xt CRL 73 & g fin 2 I 2

9.13(1)

A CDP URL i & iy 245 i bR 9152

ZUCRE 4.

%‘}’rl‘/ﬂkﬁ'ﬁ(ﬂ’l fir4d . crypto-ca-trustpoint
I, crlurl %Eﬂ)rﬁééi?iﬁ*@ﬂﬂﬂﬁ%o

match-certificateoverridecdp FINT .

BN T CRL 2247 K/

9.13(1)

Bl kK CRL R #8349 T 2%
RN, IEHMIBR T 54 CRL H 4
H B8R 61
s FEZ ST, BRAME R
CRL 2247 s K/NE TN 16 MB.

* RSB, ff CRL 2247
R/ 2] 128 MB.

PR GeA UL AT R E A A A T

9.15(1)

WE T HTHE 9.13(1) EPﬂHJF{FEI’\J CRL &,
OCSP IR 55 %% F 38 32 in) JBTn S8k i A
AT K

WrbE s WET
revocation-check crl none.
revocation-check ocsp none.
revocation-check crl ocsp none il
revocation-check ocsp crl none .

1B MVEECTE Py & LSRR A CRL 43
J% 1 URL

9.15(1)

##A CDP URL FU'E fir 2 oV A
CDP MWL 1 E AR50 E R i A4
. HE, BEAMEBOCC R — MR
Wit BIRIESUS, R ARVFRHFST
B 1K) CDP WS 25E 1548 LA T S 43 56
k.

BIME M4 : match certificatemap

override cdp seq url url and no match
certificate map override cdp seq url url

B #siEs
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irazEneias ]

INREBFR FEERRA 15t AR
AT s BB R 2 2 g A i 210 1 9.16 (1) AP SRR RN NT 2048 [HET

Bk

R 512+ 768 B 1024 {37 3% 10 (1 i
BHCE LIS 2048, & B
NP SRS T SHAL B LA TN
k.
AR 5N 7T cryptoca
per mit-weak-crypto iy 4 LA7E
i IXLERR ] o

H S5 T - EDDSA VSN2
RSA F1 ECDSA &1,
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B cseemzez
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