B RO B

REEA-H U] 2 DR ASA IRAFFINCE .

o FERIRAE, 1T

* {f{Hl ROMMON (ASA 5506-X. 5508-X Fll 5516-X. ISA 3000) JhnZkmei% , %61
* 714% ROMMON % (ASA 5506-X. 5508-X Fl1 5516-X. ISA 3000) , 53 17T

« WA IF N ASA 5506W-X LN SIS , 2 4 71

o BRI, ST

s ERCH, 210 0T

o WE ASA % . ASDM FIHZIECE , % 19 7T

o AR B E B A S, 55 22 T

o BRPFRIECE I Py s ad sk, 5 39 L

TreR R

RGBT RE, WS DR ASA THEHER ) -

{£F ROMMON (ASAB5506-X. 5508-X #15516-X. ISA 3000)
INESTSES

ZAEH TFTP L ROMMON #E3 FE A UE N2 8] ASA, WEHATEL R PR,

UK

W AR Ui ) ASA BELFEE ISA 3000 #5556 K 3 IR 2] ASA #5411
HIE2 G ASA, RIGEF 5.
PR3 AAshdET, URGHR G ROMMON I, 1% Escape .

IR 4 /£ ROMMOM #ix R, & X ASA 8 1¥%E, WH IP Hulik. TFTP MR4sasthhlt. WocHht . 44t
WG SRS 11, G0 R TR

wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/upgrade/upgrade.html
asa-916-general-config_chapter2.pdf#nameddest=unique_34

wemEE |
B =7 ROMMON (ASA 5506-X. 5508-X 1 5516-X. ISA3000) HMEHRIE

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

IR IR CAFE MR IR

interface iy 2 7E ASA 5506-X. ASA 5508-X Fll ASA 5516-X ‘& ¥k 2ng%, HLmmNE
B/1 0 S HUT TFTP kK .

FIRS WUEBA I E

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

IR 6 X TFTP RS #:404T ping 5 4F

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

BERT R ICE, LA

rommon #8> sync
Updating NVRAM Parameters...

SR8 MBI

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21

B &#nRE
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F+4% ROMMON RR{% (ASA 5506-X. 5508-X A 5516-X. ISA 3000) .

Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

BN B % )5, ASA 2 BEhiE H ROMMON #=,

M ROMMON #3J5 5l ASA AN AE T FT BN R B R G AR s TR g N EEINAE . WS Tt
P, 1.

H 2 ROMMON BR % (ASA 5506-X. 5508-X 0 5516-X. ISA

3000

B LU T BT, ASA 5506-X %41 ASA 5508-X. ASA 5516-X F1 ISA 3000 [ ROMMON Bt
S ASA B5, Z40 1) ROMMON RRAS DS, 1.1.8 B A . FRATTE LK 5 1 38 T 2% 3 B
WA

EHRRETHREIPRA ;s Tk g .

A\

FE OEHT LLISM T, &EHT 1.1.15 [ ASA 5506-X, 5508-X Fl 5516-X ROMMON F|-2%, Ll Az iE
F 1.0 7 ISA 3000 ROMMON 7%, FfH., 1.0.5 ] ISA 3000 ROMMON J|-Z5 I} ) kit 2 ROMMON
MRAHIPIRE, KRATE 15 40%80. AHRMETIFEDNERRL  WRFZRLE 30 080N 52 sl 2 2k
W, IEBER AR S R RS B .

Fri&Z 8l
M Cisco.com ZRHUHT ) ROMMON W%, R HBE IS5 #% - LA 2 ASA. ASA S #FFTP. TFTP.
SCP. HTTP(S) Ml SMB JIk%5#% . 15 LA N oIl T e 5.«
* ASA 5506-X. 5508-X. 5516-X: https://software.cisco.com/download/home/286283326/type
* ISA 3000: https://software.cisco.com/download/home/286288493/type
puk
FHIE1 ¥ ROMMON Weg &%) ASA (NA7. BEFEF B FTP 8IA; f N copy 2, i FH HAh IR 45 2825 1)

ik
copy ftp://[username: password@]server _ip/asa5500-firmwar e-xxxx.SPA disk0: asa5500-fir mwar e-xox.SPA

PR 2 LAE MR, A show module fir & F4E MAC Huhilyi F 3 h A F Mod 1 (% H (¥ [ i

A

RS .-


https://software.cisco.com/download/home/286283326/type
https://software.cisco.com/download/home/286288493/type

HHHRE |
B 50 ASA B506W-X T8 S A0BRR

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

P 3 J+4{ ROMMON W4
upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

IR

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

S 4 MR, AT B NE ASA.
ASA K712 ROMMON A%, SR 5 BB ik #4E 250 .

e & FEhnEk ASA 5506W-X Jo 215\ S BB 1%

T4 ] TETP B3R E A% Mk 52 1 In#& 31 ASA 5506W-X, AT UL R DR,

FE1 [N (AP) K415 If3E AN AP ROMMON (i A4 ASA ROMMON) iz :

B &#nRE
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ciscoasa# hw-module module wlan recover image

FE2 1 (R Aironet JoZ IR N A FIBARL TOS BAFEC EAG ) A AIRE > PAT R AT o

PR B 1

AV 7T LRRLASARK P M LRI AV (R . RS ML T 10ASA
Fa.

B 2K B 45 = F0 PR I
BTS2 B LR $E e -

o XFTERAE, WA TSN BRSO R . AL, R DU, RIE PN R oy IR
1817, KTBEG, WSALIT ERIRE; TER, W RS AR R B BN 2 A e 2% 1 1)
A, X S EUERL.

o BERGLB R ATEEREDIRER 9.9(1) LATTRRUAS - 9.9(1) B B e FRAS AL 5 #5473 3 A D5 ThI R e sk o 2R
BHERP A 3 AN EE 2B, AT L PR
1 ANEEREPINERTA M B v (REFHRRF RS i)
2. R IR RS, RJE BB IR
3. B EB& EMEREIIRE; RIRRGL RFEPIMALRAE.
4 A, KRR IIBE RS, A BT IMAGERE .

o 5o AR, SR IN B E] 9.9(1) LART HIRRCAS - A RIS AR B 2% Cal i SRAE AR 224 9.9(1)
PATTRRAS (¥ & A BV ERAE ), BROZAE st B0, BEREEM, #ansfr
|FIRRCA F) 188 6 HH LR 000 o i«

o LEAERERTIN B WL (R 00 N A 9.8(1) F&Z% - WAL E T hnasmissh, W M 9.8(1) FEZRINE, #+
WA FAEN U TR B S o NAE B R R I s WS i, A B2 2 i 7 503 B %
Ho

o TEMBEE R AR ISR AR A 0.3 3 0.7 FRITEHL T A 9.8(1) [454% - W B AE K AR F5 It )
(health-check holdtime) #&'& 4 0.3 - 0.7 F2 5 B2 ASA A, WL B E KK 24 3 BB
i, BONASSZ R E .

o ZEAERERIIE AL AN 9.5(2) B m AR A B 21 9.5(1) B IR A (CSCuv82933) - ZEM 9.5(2)
FELRINE, P A LI ) PR S o A 20 R SO ] — IS 1R T I 20T A e %, X R4
WA VR AR LR N T T OB IRAE T o I A S 1 T A e 2% 3 05 BB & o¢,  WIJEHL e gk
o

o FESERERONG DL AN 9.2(1) BB i fRASBEZLE] 9.1 s FLITIRRA - ANSCHF A5 LI [A] B4

RHARE
|


http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_25d_JA/scg12-4-25d-JA-chap22-trouble.html#wp1048378

HHHRE |
| 2RSS L

« fE°P G B0 H Firepower 2100 [FIBF 2 1) fUA 9.13/9.14 BEZK 3 9.12 B FE FLRRAS - X T 408 4o
(1) 9.13 B 9.14 #5 i ~F SR Firepower 2100: T 5 (425 51 9.12 800 FLARAS, 0K 0L &
Wik sk i FXOS WA GEER, 912 M RIRA T FFE D o BH R
ARPKAE FN9. 3B i IR AS, 53 75 B FHFXOSHE BRI & Ay A TE PRACE . W A ) WAL IR A
THRF19.13589.14, WAL KA BEIAE: DUFT M R 23 2 2580, 1 anH Be £ sl = H UZ 1)
W 4. (CSCvr19755)

M9.10 (1) B ULHEAT R REVE RI-th TR e P S, W RS EA TR, A 2000 T 4% B
TE BB RV eI BLAS . OB IR BEACERAL T s SO, DR R A i SR M A e AL TH A
AEACHL T A A I 3

ffi /] PBKDF2 (JEF2A50 % EYR A Thfe 2) #UyIACBE, R 2GR 5 9.5 FEIARRA - 9.6
DLRT B R A A S2FF PBKDF2 BAIALHE . £E 9.6(1) , K REEERE 32 4N 7451 enable fil username
54 H PBKDF2 §0FIALEE . 75 9.7(1) 1, P K EE B 5 #0K 5 PBKDF2 #5408 (I
AR ST H MDS #8IALEED o WAFEG, W) enable BN BRIME (5D o H P
AN IERARNT, TR username #ir 4. A E O AL .

XFT ASAv MRRA 9.5(2.200) P2 - ASAV NSRBI VF AT IPIRAS o #8751 licensesmart register
idtokenid_token force fir & FF M (f T ASDM: i %[ Configuration > Device M anagement
> Licensing > Smart Licensing U [fi, Jf#F] Forceregistration ) ; M REMIFE FEES HHIREL
ID 414,

o BIAE 38 HIBE A8 AT B AE RO AN SCRE ISR BB P i OB RS R4, 2R VPN BRI A2 1) 81 46 i st
Fro FEREZUN, KR AEMIpE. UL, WWOT VPN &R, K5 HEFER.

PR RMIFR T FRERIECE

ISR B HRRAI TSRS T 5 NI i 2K & PR . ERR G 1, JoiZ: A SRR H FRhi
ARIERCE . BT LUZ AR A B (T INAEASAHT D RE TN T Frdr 2. hitps://www.cisco.com/c/en/us/td/

docs/security/asa/roadmap/asa_new_features.html

a5 DALEAS FH i 2 B4R e BB AR 451 74 . show startup-configerror s m] UZE 5256 % 45 BT
B2, TR DS R e A A PO AR, ARG AR AR g BT IR

FERLCELUR, ASASTETH A3 m AT B R R, UL SR RA, B EEE T3l
EHHA, BB Z B E TR . AT B TR E AT 450y, nT AL A AR BRI
e EFHF) 8.3 KIS T, ¥ Al 414 (<old version> startup cfg.sav). HABITFE A%
o ARABERMIBEI T H S T B IEAE R, ES0H CASATHLFRR) I “RE TR
R .

TGS R SRR . PR TR ARG, 5SS

BN, 12479.8 (2) MAMASAEHELL T4
access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab512$1234$abcdefghijklmnopgrstuvwxyz privilege 15

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

ML RN9.0 (4) I, BORAEA BN G 2 LR R

B &#nRE


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asa_new_features.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asa_new_features.html

| memmE

FEiR &1, T4 Firepower 1000 5% 2100 ]

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

~

ERROR: % Invalid input detected at '~' marker.
username testl password $shab5l12$1234Sabcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '”~' marker.

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '"' marker.

FEARBIH, FERRA9.S (2) HESIN T Xfaccess-list extended iy & Hsctp )2 FF, LERA9.6 (1) HEN
T Xusernamefiy & HHpbkdf2 () % £, JFAEsnmp-server userfir 2 H % FrenginelDJEAE9.5 (3) FRAHITS
T

1% &1 T FEZK Firepower 1000 55 2100

LK ASA WA BEE N IHRRAS, K & Oy o B0 R s ICE, ARJa BRI, vl LAR#2 ASA kit
JRA o

FiaZ |l

VERE P 5 AR TH R H R ASAREAT e B, LMERT MR INRCE . WERAKRIHECE, W fefr
PRI BT I REBCE D REAN IR 2o MBI RRCAI , R A B LA i 2

UK

fEFAN R, MR D) s AR B R 1 ASA T g B R TR 7 A8 H ASABR A Rt A
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.htmIZE X i {5
BUT, AR IHASATRA A BRCA . S R: AT HINAASA.

TEASA CLIMY, #& 0 ASARCE S BE SR E . 6 Tl by, 1570 FH B EHATIHDER . it
7 Sy =R HIESIE AR &

copy old_config_url startup-config

W4 AN B RS A TG B AR 2R I B . i K s B A U C & . write memory

il

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

FHTINE ASA.
ASA CLI
reload

ASDM

wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html

RURRE |
. T AR T Firepower 2100

e k%% Tool > System Reload.

£ 513X T FEZR Firepower 2100
FET LU I K £ L B K BB E, K ASA WRASBCE N AR, AR5 RNk ASA K
PR
T4 2 A
SRR P EEAE THILL WG ASAMEAT 6 YL, LT DA IFRE . I AT IF IR, T A
EF AT AR T A A HE A % o DRI PRI , 4 AR AT i

UK

FER1 (EASA CLIT, K& MASARCE R HISRSIICE . s tife, W MBS EpAT it iR, 1t
pZ S LATIE e N ELRC

copy old_config_url startup-config
55 AN TG IS AT L S R B R I . My 2K 7 S I lid . write memory
-

ciscoasa# copy disk0:/9.12.4 cfg.sav startup-config

W2 EFXOSH, i HFirepowerl L4 5 #l 43 BUFXOS CLI, F& [y, Wikt sl A0 5 M ASA T R
B TR AT THASA R AFRR A . https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/
asa-upgrade/asa-appliance-asav.htmIfEIXFFE LT, 1545 E [HASARRAS T A SE HTRA o

f&%K Firepower 4100/9300
T LA A O E B VST B o ASA JUACE IR, 85 TR0k M2 ASA #t
PEIA
T2 AT

© WREP R EAETH R Z T ASA BT R E, DMEW IR IHICE . WA RS IHRCE, W]
REAFAE RN BT D REBCE SO RE AR I o INEIHARAFRRASIN s RSB BT iy 2

* IRIHASARRA L M ATFXOSIRA I . BN, TEEKE IHASAR B 2 5 B FXOSk g . R
WIER IR FIFXOS 5 M T ASARR A MR (FEREHZ /) o WERTCIESLIUMe A YE, BATEUEAR
PEPAT B

B &#nRE


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html

| memmE
re4% ASA 5500-X i 1SA 3000 I}

UK

FER1 (EASA CLIT, K& MASARERHIZRSINCE . X Filba U s est, e LR AR H s LT
VP IR ODBR SR iy S 2 5% A oG

copy old_config_url startup-config
TS5 AN BT RS AT I B R B R BN S . I B s M LS . write memory

T

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

LI 2 FFXOSH, {fFirepowerHlAH % BL2S8iFXOS CLI, & MEMar, Hsi by ol 4L 8 5 I ASA T da
P TR P THASA BRI - https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/
asa-upgrade/firepower-4100-9300.htmI/E X MG HL T, 75 TR & [HASARCASTITA S Hr A o

FIE3 NFIEIEELFXOS, i1 HFirepowerH LA & HL 45 skFXOS CLIK IH IRFXOSEAFRUA ¥ B4 24 i i
A, AT, WE D) BRI B I AS AT AR B R I TR T« https://www.cisco.com/c/en/
us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html

&2 ASA 5500-X = ISA 3000
B IHRESRAE T ASA 5500-X and ISA 3000 F1 ISA 3000 %45 5¢ i LA F Lhfig iy pled )y 2
* R G WS E (clear configure boot).
K7 FWUR I E A IHBUE (boot system).
o CnEE) H BTGS2 4 (activation-key).

« BIZATHCE R AP 2))E 3 (write memory). HEEAE 20K BOOT MEsAr i i o0 IHWUE, Rk, 4
TS EFINET, BB HIE

o B IHECE &0y =2 13 5 3hECE (copyold_config_urlstartup-config).
* IEFEF BTN (reload).

FHIEZ Al
o WEREPP 5 BEAETH R i ASA AT 2 il L, DUEERT DLKR TH B

* HifRASA FirePOWERMHR A (IR 2 2e3) 5IHASAMRA IR . %I04 FirePOWERHL#
2 BB LI ERRAS

| wuikE ]


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/firepower-4100-9300.html

HHHRE |
G

UK

ASA CLI: FEHAF IR ITHECE -

downgrade [/noconfirm] old_image _url old_config_url [activation-key old_key]

Tl

ciscoasa(config)# downgrade /noconfirm disk0O:/asa821-k8.bin disk0:/8 2 1 0 startup cfg.sav

Inoconfirm LI TAEA AT SR G FHATRE L. image url J& IHIURTE disk0. diskl. tfip- fip
g smb FIE1E. old_config_url &2 CRAF I TIUT B BCE AT . WIER T EE 5 8.3 UARZ T
BoEEH, WA H RS %A .

=SB
& E N7 ST

AT LLA R NAF R SO, IR 2 AT RS

UK

W1 AE WAL S
dir [diskO: | disk1:]
-
hostname# dir

Directory of diskO:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 Dbackup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

RET P, WA disk0r. diskls KEFHRTSMBNT. BRI R
B2 PR AR ORI A B

show fileinformation [path:/]filename

i

hostname# show file information cdisk.bin

B &#nRE



| memmE
minzsmgsct ]

diskO:/cdisk.bin:
type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

PRSI SCAT AU A7 1 o
ERINBR A2 PRI A7 IR H 5% (disk0:/).

MR 72 o i B 3244

ST UM PR R R A P 20 S

UK

AR HF B S A -
delete diskO: filename

FRATEOL R, WIRORTR AR, R AT AR o rpMIBRSCrE . IER SRRy, T DM FIE AT .
GEox PR I BRI SCAE RIS 40, SR Tl 2 AR -

BRIANEXHRS

BEERRINAE S R S8, THHAT LU R L3

i

P MR Ui ASA 5L ISA 3000 #2551 5 UL BHIERE ] ASA FE i 6w 1 .

P2 LM ASA, RIEEFHEE).

$IE3 Eashidfid, MRS RGN ROMMON B, %% Escape

PR W erase v %, XS T U IRERR SO R GE, AR RRRIT R G031
rommon #1> erase [diskO: | disk1: | flash:]

e & X771
ASA A UM FTP %/ 0 24517 S imal TETP %) . At 0] LUK ASA it & b 224> 5 H1 IR
25 9%, DU AT DLZETESENL B A e A 128 ) v

| wuikE ]


asa-916-general-config_chapter2.pdf#nameddest=unique_34

HHHRE |
B == sromest

B E FTP & PintEs
ASA T[] FTP £E FTP 55 % v _EAL BT WG SO BB E S AEREE) FTP w0 7 i ) I
ENPEHNERMBIER . RS as (BB Bl s i) S8 e Tk s 4 ) g 1

AT
o

K FTP B B i)
ftp mode passive

i

ciscoasa(config)# ftp mode passive

BASAELE AREEHIARS R
ETLAYE ASA L3 24521 (SCP) 45 2%« AT 4 VA SSH Vi in] ASA 1% /7 i A e N7 %2
AR
FIRZ B
o MRS5S BAA HatdchE . Beb H SO & BRI AR 2 3t U 1] ASA P9 S fF
o RSG5 A AN SRR BOE AT o
* IRPEACE SSH VT, fE ASA L] SSH.
© ASA VFATIE DA H A #N% (3DES/AES) YFAJiE, A RSk SSH V2 4%,

* BRARSIARE, SR T2 S, ARSI S P AT . EMIZE ST SR
giAT SN, 15 changeto system i %o WUERMEHIARIEA RSB, 1 G XL
B 1P bk R i) System.

o AR IR REER A B TR A N Y . BROATE LR, ASA &30 i LA R B — A
i 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro 1M IE RN
(K25 —Fh 57 (3des-cbe), NUITERE 22 T 128-cbe &5 sk (0 v . 0 SO U 5 0d, f
{4 /| ssh cipher encryption command; {521 ssh cipher encryption custom aes128-chc

i

L1 JAH SCP ess4s:
ssh scopy enable

T2 (WL 75 ASA Bl i T-3his n s 53 e 25 4 S 4 o

B &#nRE


asa-916-general-config_chapter40.pdf#nameddest=unique_302

| memmE

wasamELR2EsRsE |

ssh pubkey-chain [no]server ip_address {key-string key string exit| key-hash {md5 | sha256}
fingerprint}

i

ciscoasa(config) # ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:b1:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string) # exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 £1:22:49:47:b6:76:74:02:db:26:fb:13:65:d8:99:19:

e7:9e:24:46:59:be:13:7£:25:27:70:9b:0e:d2:86:12

ASA N 52 VERE AR SCP RSS2 AEfit SSH BN . Wi E, A Tah My,
ST REANRS %%, Al LLFEE SSH ML key-string (A1) B key-hash (F8IME)D

key_string & e b 5 SR K F Base64 2l [t RSA A%H. %8 LUNAT IR SSH 45 g CHJ
ssh/id_rsa.pub ) KB AAM. BRI KA Base6d BRI AN HZ G, RELET SHA-256 %
AT AL 3

key-hash {md5 | sha256}fingerprint 7] ] T4 A\ Ol Bi A AL BE % 4] (i F] MDS 5 SHA-256 %
B 5 wildn, £\ show v 4 A I

(k) A EZER] SSH ENLE I A . 0T 24 i, gl srhfA a2,
[no] ssh stricthostkeycheck

Tl

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]°?

Address or name of remote host [10.86.95.9]7?
Destination username [cisco]?
Destination password []? ciscol23

Destination filename [x]?

BOATFOLT, ARG HILIED. 28 IR Ty, R ASA H RRAHE BV, RASIRE
R AR LAY AT, WERCARTARAC i B, ASA & ASh#2 THLEY.
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Gt
MAMBIENL 1% 7 kAT SCP U FAR%i. Biltn, 7E Linux "PHIALUR

scp -V -pw password [path/]source filename
username@asa_address: {diskO|disk1}:/[path/]dest_filename

v RIANTEA, WMRIERIEE -pw, WP EmAN %Y.
PLUR 7R 0 10.86.94.170 _F [P RSS S 8 IN 28 i B0 AL 2 1) SR B L3R «

ciscoasa (config)# ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:6l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9%9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

LAR 7o 10.7.8.9 BRI ARSS S I ML 745 o 2 4

ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# cl1:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

Bc & ASA TFTP & Fimig1Z

TFTP & — P iy 5 () 55 7 i/ IR 45 s SCEFEAR S isl, RFC 783 A1 RFC 1350 26 2 A& 1T ROt SLaEAT 17 i3
B AT LK ASA BLE A TFTP &7 i, LAMEE A LAY TFTP 454 2 3R T XU m) SO i $2
KR, BT LA L E SO IR AL R B £ & ASA.

FR MR BT IA vT DL S TFTP RS54 (M6 12, M JC 75 753 Wl copy AT configure net &5 i 2 A
AL

UK

TiisE XH T configure net il copy it i TFTP k454 kA SCAF 44 .

tftp-server interface_name server_ip filename

Tl

ciscoasa(config)# tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]?
Source filename [files/configl.cfg]?config2.cfg

Destination filename [test.cfg]?

B &#nRE
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Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

BN, WL RSO B, UAEH] copy fir A, TR R T0E U TETP %S as i,
(R ILE S S W AR B S S

X T copy T4, H tftp: LU H] tftp-server BT IE tftp:/url,

R3S %12 ASA

ARG S % . ASDM 84t Bl s SofE, B AR Hab 75 M TFTP. FTP. SMB.
HTTP. HTTPS 8% SCP 545 142 P s AN I A7 (1 S A

FHia Z |l

o TARRLE AP B IRl — H 8 BA A B R [RE = BE NS AR SO fian, Wl 22l
XAF Config.cfg FEZR AL config.cfg SCAFMINALE, WISIEICL MEFRE R :

$Error opening diskO:/Config.cfg (File exists)

* 1 K% %E Cisco SSL VPN & /i {5 &, 152 (Cisco AnyConnect VPN %% ) i & B R FR S )«
HRAE ASA e R 2 5L A5 S, 15 2 [y 1 m) R ASA 5500 F 418 B O3 R SR 4> 5
0N R

o WAERR 2 T ZAWUG I BRI S WG B E AN N AT B, K ASATRC ' A A R a2 I FH e
145 ASDM W%, ST BE ASA MRS . ASDM FJSshiid s , 4 19 T,

« T2 REG, BRI T REHATER .

o (AIE) 48E ASA SRS AT INE 0. RAIEEH D, ASA K& FH B K
s WURBCAILAC, W2 A Bl ik 3k

i

FEFHRA N IR 55 2 288 2 — S SO

* M\ TFTP g5 as #EAT 521
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {diskO|disk1}:/[path/]dest_filename

ZNUE
ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg

Address or name of remote host [10.1.1.67]7?

Source filename [files/contextl.cfg]?
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Destination filename [contextl.cfg]?

Cryptochecksum: db8bal9%6 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M FTP k455 34T &3 :

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename
{diskO|disk1}:/[path/]dest_filename

ZNE

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
disk0:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]2

Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal%6 9adl89%a8 7£5£501f lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M HTTP(S) IR 55-a33t47 & il

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server[:port][/path]/src_filename
{disk0|disk1}:/[path/]dest_filename

] .

ciscoasa# copy https://asun:john@10.1.1.67/files/moya.cfg disk0:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]7?

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8balf%96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SMB AR 4525347 2 :

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
{disk0|disk1}:/[path/]dest_filename

ZNGE

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/test.xml diskO:/test.xml
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Cryptochecksum: db8bal96 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M\ SCP i 55 25 AT 5L 11
int=interface IE 0 S 58 1L i th 4K,  JFHUALALIIR B MRV ) SCP 554«

copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name]
{disk0|disk1}:/[path/]dest_filename

R

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg
Address or name of remote host [10.86.94.170]7?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)' can't be established.

RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:eB8:8d:2d:bf:a9:2b:85:2e:19> (SHA256) .
Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:61l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:£f:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>
IEEREE

6006 bytes copied in 8.160 secs (750 bytes/sec)

B HEH R EHEESZITRE

T LR SCASCAF AN TFTP, FTP. SMB. HTTP(S) 5L SCP i 55 4% 5l NINAT T 8 585a 4T e B A 3)
P

FiaZ |l

Kl E R RSN T E N, SEIFXWAIE . SIFROBEE P B dr S e ie &
WERPCEAF, WA SR AATMTE S WAy rh S alidr & RNt S e AT, W& IRk 1
. AIRER AR R, WATREHBLE AR

(FAIE) 4R ASA 5IRSS A AT AF A O . RATRERE D, ASAK A F NG B &
WERBAT LR, 2> B K v h 2R
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B sxsshaparsEsErns

UK

9K

3

SCAF S B A S B BGsATHCE, R AN T BUIRSS AR, WAL R i
M TFTP Jle 55 s dt47 &2 i
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {startup-config| running-config}

ZNGE

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

M FTP R4 2847 &5«

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename {startup-config
| running-config}

iR

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/old-startup.cfg startup-config

M HTTP(S) M55 st 47 & i

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server|[:port][/path]/src_filename
{startup-config | running-config}

ZNE

ciscoasa# copy https://asun:john@l0.1.1.67/files/new-running.cfg running-config

M SMB 55 a3t 47 & il

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
{startup-config | running-config}

IR

ciscoasa# copy /noconfirm smb://chiana:dargo@l0.1.1.67/new-running.cfg running-config

M SCP R 55233047 & il

copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name] {startup-config |
running-config}

R

ciscoasa# copy scp://pilot:moya@l10.86.94.170/new-startup.cfg startup-config
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;Int=interfaceinterface £ I 2> el i b A i) 4G £l FH TR 2 142 1 215K SCP %545

A5l

B, ZE TFTP RS54 HHINCE, WA LN 4

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

LN FTP IR 55 a3 L HIBCE, THMA LT dr4

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

FIN HTTP e &sas AL E, EMALL N4

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

iz & ASA BiL% . ASDM FR/EZMECE

IR 24> ASA B ASDM W5, WINHEE SR BIIOMAR . WERANBCE WS, W2 (TR A 3
W%, JF Haz R ol REAS R TR R . X TR s iCE, T DLB R i e o & ST

THZ Y LA PR S T

* Firepower 4100/9300 HL4f - ASA F+4 1 FXOS & Bl; #STCVLAE ASA F1E RS H T4 ASA,
IEANEEN ASA WG AT bl B . S8 W] DAL 2% ASA R FXOS, I H'Ef 2 L A17E FXOS
HgyE . ASA BIRZ4AFE ASDM.

P& Firepower 2100 - ASA. ASDM Fll FXOS WG AR IRl — A AL . AL BT i
FXOS #H; #IIEAE ASA BIERGHTHE ASA, TRIEAEN) ASA WAGAE LRt FE . AfEg s
BTFR ASA FI FXOS; "EITHAMGEE .

o NI Firepower 1000 12100 - ASA. ASDM 1 FXOS WHEHARIE B — A B4
ASA A FH I FE AT BT BT . BLARIX P S ASA SRINAIE S| S HIMUE, (HILAE
HUEI S 58 ASA ANl FOCPEANE R, 1S R 1 16 23] .

* Firepower 17 [f] ASDM - ASDM 1] DL ASA #:4E RGN TF, PRI A TG 35 HAL TR ZR )
ASDM W%, ~FE 4 i) Firepower 2100 Al Firepower 4100/9300, - A%/ ASDM W% A
2 HILE FXOS MG 41RF; 1A ASA 452 ASDM L4

RS .“
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A\

E TR ASA YV, IR ASDM BRZOK: i ASA LA

B AT ASDMARER UG, R A e AT AT TR 44 9% (asdm.bin).
e, WRIEFBIEFE 710 AL I ASDM g (i,
asdm-782.bin) , HASAWEIRIR LTI 5, AT nT gk s Al H
G T RIS AT I A RCA ) ASDM, - 8 N A% AE T
PRGBS T ASDM, BV MAZAEFH 2 ASA 48 E.2
T, B ASA HUBTAC E A FH ISR ASDM B4 (asdm.bin).

* ASAv - ASAv B IR E 28 ASA MUGSAE HLBERT boot:/ 43X H1. TH2 ASAv I, ] LAFEA
e ARG .. EERE, RS RIS RRAC & (clear configureall), N ASAv #5387 Ay
FWIRUGTR B WG . WG E ASAV IS5 B LENAT P BCE ) ASDM W% . f&A] DLl
ASDM Wef%,

PR NN SR
* ASA W%
* B Firepower 1000 1 2100 - JH 22 BiFE 4T I3 s A%
« HAth Physical ASA — Jii 5l ASA 75 P A A7 H 4k 21 1) 25— AN I8 F A%
* ASAv - i B IEAE T UGHEE BB EE Y H 2 boot/ 43 X P FIBUE .

* Firepower 4100/9300 HLAH— FXOS RZifffic 251 511 ASA WG . AREAEH b Fesk v
ASA B%.

« P51 K Firepower 2100 — FXOS R Fuffi Z 5| T 11 ASA/FXO0S . ANHEAH il 72
KUVEE ASA W%,

* 5 ASA [FJ ASDM W% - J3 3l ASA 76N EBINAE B HI 25—~ ASDM %, sk, it
PLEALFAEWAG, WIAEANBINAE T A 4k

* HENRCE. - BUAELL T, ASA MBS AR A s & #1751 5.
32

P WE ASA BRI E :
boot system url

i

ciscoasa (config)# boot system diskO:/images/asa921.bin

URL A LU
* {disk0:/ | disk1:/}[path/]filename
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i® asamfg. AsomanEEE [

* tftp://[user[: password]@]server[: port]/[path/]filename
IFARPTAT 85 FRSCRF TETP 1A

W% 1) Firepower 1000 #12100: & L g N ~boot system &« WHRZTF RS, W
WA\ no boot system DUIFR G E 1 E—Wg . EERE, BINEE P ASEES boot system fiy

L5 B, AN ROMMON 234 TG, Afikes, s Faiibe Ti%a4 . Ik boot system fiy
BN PATEAE: RERUF MGG, JERITEHIR 5] A0 E (FXOS & H disko
INRALED o FERTINE ASA B, REUFIMEGHTE G . WAz irdeR EE, LA

noboot system i & M5 | SO B MR BT L, IXFE S aTR GG 4k sz T Atk s, R
M ASA TNAF IR ARG SO, ASA KNG SO E IEMG 1T (02, FRATEESCH 28 F AT AT
WA LR B AEINAE T, A4 boot system iy 2 GE H T INAF MG . S ILAWBRUOARTR, 3 shFc & )
AT S ANETEME SR, JF ELSERR F SR B B Iz i e s GO U A8 TE0 sk i i2 47
WURAER AN M2 o R RAEBCE, WA T g, (e A e TRl &, Basgmg c s
o WA DLIRAFICE, DUMERCERFEFRD . R A ERL T Bk S s ad SO 4 g g . i
ERCCEA, BAS I . GIE A LB Ingk FTD W%, Srmii% ) Firepower BB fEl (FTD)

TEXMESL T, RGN EL I E BN,

HAbEA: 50T LU A 2 DU boot system iy 424 H, LAR 2 BT N 51 S IIAS A RS ; ASA
o1 FHRThHBN WL Mg, 4% boot system #r AN, %A A ES L TR AN 4%
H.o X Esh4 H ERR, 2204# 1 clear configure boot system i &Mk 4 H, RGP

g7 TN X Ee 4 H o HUAERCE — > boot system tftp v 4, I HiZy 2 A 200E Fl & 15— Ay

%

R R ASA FEANAWE BIIEIA T, AT LUK ASA TEHi515 % ROMMON # . Hx
ROMMON #EUHPEgIME &, 155 5 A A WA B .

T

firepower-2110 (config)# boot system diskO:/cisco-asa-fp2k.9.13.2.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
rrrrrrrrrrrnd

Image download complete (Successful unpack the image) .
Installation of version 9.13.2 will do the following:

- upgrade to the new platform version 2.7.2

- upgrade to the CSP ASA version 9.13.2
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
firepower-2110 (config) #

WE Y H 3 ASDM 4 :
asdm image {disk0:/ | disk1:/}[path/]filename

TP
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ciscoasa(config)# asdm image diskO:/images/asdm721.bin

WERARE LRSI, BIEDCZRE TR, ASA B /EIZATILE H 4 A\ asdm image it % .
N TG EEN R (ERCED RA R, LR AR RROR SN AR RS, N AR R S E
e A ) ASDM % .

PRI () HESRCERE N TR, A BRI RS
boot config {disk0:/ | disk1:/}[path/]filename

Tl

ciscoasa(config)# boot config disk0:/configs/startupl.cfg

FFk S B E s Hith 3

FATAE B e B LAl AR G SO EA T S 3146 0y AT 1 R e

WITEMRFENRILIR

LUN R 2R U0 ) 4 i B AN & 0 2 tar.gz SUATIPRAZ SRS B A M TS0 L

FHAF R EIRE Z 7l

© FERS IR B B T, SR BV AL LN 2 /DA 300 MB R T TR A 4 ] o

o WERAEAE A Oy IR B2 JE BATAEAT LB S O, WX B e AN S AE A b o WERAEREAT 45
Oy Ja R, ARG PAT IR A, W o UG B S . DAL, ASA AT AT e A1 BT A
[l

« KRR R .

o HURERHIC B R N 5 BT IS 3 0 A F) 1K) ASA AR . TEA MR U BC B — 1> ASA
JRATTH B 75— A, IR THEITHACE, ASA STEMBOH ASA OS I A B THRYE R )5 5)

BCE .
o WURAEIARRE, WH BB B REIRCE . BATRCEM S L. BAUN R G ik Al gl
ARE 25 o

o W SRAT AR, WA 20 T e % A 45 T H A B AT 46

© WURIEET X ASABCE T4, MIFE 2% T AR R R T IR e B e . iR
TEAFITE ASA B4, THSRCE TEM, LTRSS Z At FEE % 11 4.

IS\ PKCS12 ¥4l (] crypto catrustpoint #74) JF HASAT S48 ] RSA 254, W<k &
NN e S 5 AT SAR I AR TR PR, QR e ASDM e & i 5 AT shi b Hess
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asa-916-general-config_chapter20.pdf#nameddest=unique_367

| memmE
znzs |

PO E A A RR, WA ZHRCER 5 AR EAR R, (HasAT R B B & b B IR A ik K&
WK, AR B P MM AR R AN A4 FR, W R AR E . SRt jE, TR R
X A R L AR AE TRl — 4 A

* JCIAET CLI AT %60 24T ASDM #EAT IR AL, RZ MR
o FEAS A SCATFRLE LUR 2
* IBATRCE
* JABEE
I w A
SR A BRI LA R LR
OB A SR LR
AnyConnect (SVC) % 7 3ifi A5 AT & SC 14
AnyConnect (SVC) [ & X Rl i
* SOET CEFRGEE B S IEF 1 RSA B A% HERAM
* VPN i3k % 4]
* SSL VPN [l &'

o B E SO H o XAESE (APCF)

< %
« HEX
* AT IR 5K g (DAP)
SECCE

o RIS TR 7 A
s B AN E

« Wk

* Web %%

AR

Fh ARG
ARTFA I TIATSE R R

| wuikE ]
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TR KRG

backup [/noconfirm] [context ctx-name] [inter face name] [passphrase value] [location path]

Tl

ciscoasa# backup location disk0:/sample-backup]
Backup location [diskO:/sample-backup]?

WRAFRE interface name, ASA B & HICEFLM e, W REHILE, WSEHEEERHE.

TERGPAT AT 25 BUR, FiN context RS- A& a2 S 5t BEAME S L 2l &
s Wi, BEXREASCIFE A backup 4.

76 VPN UE BRI =35 B i &40 0010], 7535 passphr ase e # 7 bR TR A3 5 A4 T3 UE B R T 4 A
AR TR F T 2R D AN fEAS PKCS12 A& R IE PRI 0 4o 2545 BUE 15 1) RSA 4%, AN
AFEATA A IE T

%4 location W LU AHIME S BizE FE URL. QSRR HEAT &, W 2sfd F DL BN 7K
* HUpE S - disk0:hostname.backup.timestamp.tar.gz

« Z 3\ - disk0:hostname.context-ctx-name.backup.timestamp.tar.gz

B2 IR

Tl

ciscoasa# backup location diskO:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup--*

Backing up [ASA version] - Done!
Backing up [Running Config] *** Done!
Backing up [Startup Config] -+ Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco

Backing up [Identity Certificates] - Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

Backing up [VPN Pre-shared keys] ** Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] -+ Done!
Backing up [SSL VPN Configurations: Bookmarks]: Done!

Backing up [SSL VPN Configurations: Customization] -+ Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] -+ Done!

Backing up [SSL VPN Configurations: Plug-in] -** Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] -+ Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -* Done!

Backing up [SSL VPN Configurations: Translation table] - Done!

B &#nRE
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T

$IR2

gzt [

Backing up [SSL VPN Configurations: Web Content] -+ Done!
Backing up [Anyconnect (SVC) client images and profiles] ** Done!
Backing up [Anyconnect (SVC) customizations and transforms] -+ Done!
Backing up [Cisco Secure Desktop and Host Scan images] *:* Done!
Backing up [UC-IME tickets] - Done!
Compressing the backup directory ... Done!
Copying Backup ... Done!
Cleaning up ... Done!
Backup finished!

R P==1 IR N . > N o=
T LR ZAE B AT N zip %40 tar.gz SCFVR T A B AT A5 .

UK
M AR R G

restore [/noconfirm] [context ctx-name] [passphrase valug] [location path]

Bl

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223%

restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?

N RV = FEM=A N ) S L N = N >
i 1 context SCHE K 2 MG S, UM REA 2 A0 A S5O MR U, RSSO
TR restore T
ELIICE AN U (R

il

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$

restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?
Copying Backup file to local disk... Done!
Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!

Do you want to continue? [confirm] y
Begin restore

IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,

startup configuration and VPN pre-shared keys.
Backing up [VPN Pre-shared keys] ** Done!
Backing up [SSL VPN Configurations: Application Profile Custom Framework] ‘- Done!
Backing up [SSL VPN Configurations: Bookmarks]-: Done!
Backing up [SSL VPN Configurations: Customization] -‘:* Done!
Backing up [SSL VPN Configurations: Dynamic Access Policy] ‘- Done!
Backing up [SSL VPN Configurations: Plug-in] ** Done!
Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] ** Done!

Backing up [SSL VPN Configurations: Proxy auto-config] -* Done!

wuikE ]
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Backing up [SSL VPN Configurations: Translation table] -+ Done!
Backing up [SSL VPN Configurations: Web Content] ** Done!

Backing up [Anyconnect (SVC) client images and profiles] - Done!
Backing up [Anyconnect (SVC) customizations and transforms] ‘- Done!
Backing up [Cisco Secure Desktop and Host Scan images] - Done!
Backing up [UC-IME tickets] -+ Done!

Restoring [Running Configuration]
Following messages are as a result of applying the backup running-configuration to
this device, please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url, it has already been set

Remove the first instance before adding this one

INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.

WARNING: Advanced settings and commands should only be altered or used

under Cisco supervision.

ERROR: Failed to apply media termination address 198.0.1.228 to interface outside,
the IP is already used as media-termination address on interface outside.

ERROR: Failed to apply media termination address 198.0.0.223 to interface inside,
the IP is already used as media-termination address on interface inside.

WARNING: PAC settings will override http- and https-proxy configurations.

Do not overwrite configuration file if you want to preserve the old http-

and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c ccb31ldc3 eblacf88 19f04e28
Done!
Restoring UC-IME ticket ... Done!
Enter the passphrase used while backup to encrypt identity certificates.
The default is cisco. If the passphrase is not correct, certificates will not be restored.

No passphrase was provided for identity certificates.
Using the default value: cisco. If the passphrase is not correct,
certificates will not be restored.
Restoring Certificates
Enter the PKCS12 data in base64 representation....
ERROR: A keypair named Main already exists.
INFO: Import PKCS12 operation completed successfully
Done!
Cleaning up ... Done!
Restore finished!

i & B a3h& M F0% E (ISA 3000)

7E I1SA 3000 -, RERAL I CRAFBCE 1T, #B o] LUEH] write memor y K [ 31 £ 4y e 5 214 8 7 B

W HE R, BT DU I AE SD INAF - g i) 58 BN BRI BT Bk . BRI A
R BIE .

B & B zh#& 12 (ISA 3000)
7E ISA 3000 I, AT FARAEEC &, #8 0] LIMEH] write memoryls H 3 &0 id & 2R e A7 &
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Nil

8

reE s (sA300) [

FiaZ /i
T EELE 1SA 3000 EARTTH .

iz
BEAN S

backup-package backup [interface name] location {diskn: | url} [passphrase string]

* interface name - 5 E % V7 1) %4 URL CINAURE T REKSMEGED o« WRARERZ DA,
ASA K EEIUE BB 3 WERBA LR, WaEEHdh k.

* location {diskn: | url} - ¥55€ F T &40 £ (474G A . 180T LLFE € URL BUAS A7 fif . diskO &
IWES IR AE IR Zh 4% disk] & USB 1 _F[AA%k USB ic{Z8E; disk2 /& USB2 W1k USB it 124 .
disk3 /& SD fffifi . iEER, ASIKE B R B disk3.

* passphrase string - BCE M TR & s (0 1. 1R, AR E BN BCER M “cisco”
ENII4 .

AW, XEeREiLs 5 F3) backup 42— . ESH S0 RS, B 23 . HEE,
W RAE A H B 305 Bk & AT F-3h backup 4, W RS S IRA7 R € ARG &0y 30, LA ES)
F AR AE ) “auto-backup-asa.tgz” HZFK.

il

ciscoasa (config)# backup-package backup location disk3: passphrase cisco
JA B A SR T 2 AN TR

backup-package backup auto

{1 FH writememory I fRAFICE R, REGE o BN RL ERAE BN & A0 LU S E . &4 U1 4
PN “auto-backup-asa.tgz” o BEAEF] AN, A4 no B

T

ciscoasa (config) # backup-package backup auto

B E B 3% & (ISA 3000)

H B ISR AR SR P P O TR & EIRGEIE . i, HaE SRS I
E SDAEE - RIAB S, ARG IS . "&HEESA SD R, DIiE &5 HEmRE R
GEE. (POARD S RAARIRSR) “F807 I, ASBIIRE . &k EEIEMR, %
Oy SCAF AR AL B B i UL . B, W& 2ok, s Celdi g am& o, Wl
Rkl AEKE . ) MRIRLLDRTEEWE, WK B R RSNE (startup-config.
running-config. SSL VPN BLE S HX&MAAERTEAGEE, WESM &0 R%, H23 050 « MK
FIEHJA BN, RASIBITIRAEMBCE .
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BELE B 31 E (ISA 3000)

HENEAEBRN ] BB R, DIy DU RA A AN 3821 SD A4 10 5 ST B K C B8
BE#,  METFARAT B AR FlC

HI T VA T AR SR A R R L S R T R RGN, I E 2k A ROMMON A2 kA
WA T T AR, IR E A E . {EH] LU ROMMON A2 f:
« RESTORE_MODE = {auto |manual}
S NINSI=E
« RESTORE_LOCATION = {diskO: | disk1: | disk2: | disk3:}
ERINE K disk3:.
* RESTORE_PASSPHRASE = %4/]
BIME N cisco.

WER AR R, 7R IR

Fri&Z 8l
I IhRELE ISA 3000 AT
o IRAFHEINKE R E, WFFE 23 SD itk (EF5 SD-IE-1GB =) .

o W SR AT ECE BB E AR O/ 5 ] BB, i8] configure factory default fiv %o B4
FEIEWIB KA T, PR, R Al T By R, 35 1 G A H] firewall transparent

Py
T4 o

i

TR WEKEOSH.
backup-package restore location {diskn: | url} [passphrase string]

* location diskn: - $55& TPk L EE AN T . disk0 A& N EBINAFIR SN 2% diskl & USB 1 L[
ATk USB ic 28 disk2 & USB2 ATk USBidiZFE. disk3 /& SD 1. BRI N disk3.

* passphrase string - ¥ & H T B A& B s 1% 65 . BRIAEA “cisco” &

BOATEOLT, X EWM S S T3 restore fir & — & . WS #00 A5, 523 .

TP

ciscoasa (config) # backup-package restore location diskl: passphrase $upe3rnatural

P2 AN BB TR .
[no] backup-package restore auto

WA SCAF 25 “ auto-backup-asa.tgz” o
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Tl

ciscoasa (config) # no backup-package restore auto

FHREENEEIZERNARREE
ARG F, LY A BB F IR, 1 B ) AR S A B4 R
BAAINLE
T2 B
(T 5k ASA 5 M B FFI S PO OB T o WSURIRIESE 1, ASA T 867 (LR LR Eh 22
WAL, 4 A R 2.

UK

I PAF AR S5 88281 2 — KA B
o 53] TFTP k452,

copy [/noconfirm] [interface_name] {startup-config | running-config} tftp://server[/path]/dst_filename

R

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfg

S FTP RS 78

copy [/noconfirm] [interface_name] {startup-config | running-config}
ftp://user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy startup-config ftp://jcrichton:aeryn@10.1.1.67/files/new-startup.cfg

.

STHIE] SMB 454«

copy [/noconfirm] [interface_name] {startup-config | running-config}
smb://[user[: password]@]server[/path]/dst_filename

R

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@l0.1.1.67/new-running.cfg

* K3 SCP k55 ¥
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copy [/noconfirm] [interface_name] {startup-config | running-config}
scp://[user[: password]@]server[/path]/dst_filename[;int=interface name]

ZNE

ciscoasa# copy startup-config
scp://pilot:moya@l10.86.94.170/new-startup.cfg

;Int=interfaceinterface il ox &¢id % HH A5 iy JF4n 248 I 4 %€ 146 1 2138 SCP kg5 4% .
S B A A A7«
copy [/noconfirm] {startup-config | running-config} {diskO/disk1}:/[path/]dst_filename

ZNE

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

TR IR H AR HoRAFAE . WRAEAE, TSR] mkdir a1 1% H %

FHHRNEFEPHIEREESE MG
LA R AT o A DL i 2 — R A 1 B B S

FHiaZ |l

CHIE) F7E ASA RS SR . AR EH 1, ASA KA F 8L Ik th 35
WERBA VLR, W2 AR th R

pUE ]
{EH LR IRSS 28 27 2 — 24 O 1 Sl
o \WINFZEE I3 TETP fARk5s 2%

copy [/noconfirm] [interface_name] {diskOQ|disk1}:/[path/]src_filenametftp://server[/path]/dst_filename

ZNE

ciscoasa# copy diskO:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

MINFEE I3 FTP RS %%

copy [/noconfirm] [interface name] {diskO|disk1}:/[path/]src_filename
ftp://user[: password]@]server[/path]/dst_filename

IR

B &#nRE



| %tfms
eeerenEers ]

ciscoasa# copy diskO:/asa-os.bin ftp://jcrichton:aeryn@l0.1.1.67/files/asa-os.bin

MINAEZ 2] SMB k554«

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
smb://[user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy /noconfirm copy diskO:/asdm.bin
smb://chiana:dargo@10.1.1.67/asdm.bin

NS I F] SCP R 4525 -

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

] .

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

;int=interface L &gl i th A gk, JFURLATIFRE 1K Uil SCP R4 s

NN =N N: AR a2
copy [/noconfirm] {diskO|disk1}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename

ZNE

ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

TR R H AR H SR AP . WERAAAE, THSEAEH] mkdir a2 Q1% H 5%

== == L=
EE=PERhE=icE
FE R T T DU 5t T DU F 4 Gl
i
SPTR A 5 T IE th CUE A 5 0 20 1 2 G

ciscoasa/contexta# copy running-config startup-config

PR 2 Ks TR E R B2 SR BT ML 1 TETP HR55 4%
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ciscoasa/contexta# copy running-config tftp:/server[/path]/filename

BREFEE

g2

T KGEE S 3 A

mor e system:running-config

SR 2 TR B AR, SRR IR I B SCASC A

{5 F3 Export £ Import @7 < &2 M0 ST

X5 P P 2 4 O I B (R LA SO m] e A5 DA R ST A

HHHRE |

- {& LI import webvpn fird S AMISCHF. FiT, BOHSCIFELR F5E X URL Bl 14 A%,

PRI 5 eSO
* DAP % (dap.xml).
* CSD /it # (data.xml).
o« B EAARIET
© ASHL CA I Bt PEANIE PR S ST

Wit CLI 7] LLf# ] export A1 import 2 4543 Ak & il B 1 &S T & .

B IR, Bt 4d T import webvpn iy A EE S SCE, iERAT UL TR,

i

{EI.

P 2 TIE M show v, W1 N os:

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

W2 T ERMIISCAE, THIEBAT export iy 4 (FEAZREIH A rdp LA -
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ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

{5 RIS &9 A0k B ST

1 m] DA A Sk 2 Fd &2 ASA WG E SCF, B 4518 L import webvpn CLI iy & S AT A3~
JESCAE. CSD it E XML SCEFI DAP Bl 'E XML . T4 i, FRATIASE BSOS B S A RAIE
P E AR CA BHMAT HB &1

A X SEERAE S UL, IS 1T DA SRR A FH BSR4 PR 358 SR MU Al IO REA A . BeAF
AKJHAK:E T Linux &5t g/l%ﬁﬁﬁ? Microsoft Windows &4, 75 5ia H ILFEA KIZ 40 H gk 715

e

)

AR Wi, W LMEH] backup il restore fir 4. ARTEANE R, IHS AT RINAG A B EOL S, 5 22
P

EFRERFRFRERARZ A
T AR S I ASA il &, 1 BT LA R T4
* {i /] Expect FHL 2% Perl.
< RN LY ) ASA ) SSH % /' bty o
* W TFTP g5 ds, LURESCIE N ASA RIS 43 3 o
Ty NIRTURAE R TR rT LR A (32 i is ] TR T H .

i1l

i
i

LOEAT R AR IAA, WEIAT UL DR

UK

W A FEEET VIR R RS E AT AL E .
FIE2 {Efr 4T, Hi\ Perlscriptname, i scriptname & JIEIAS SCA (R 42 %
$I2 3 % Enter f.

PB4 RASPORER NG NMETUNE . 8034, 1T LAESI Perlscriptname iy 21, 4% Enter B 2 iy A\ ik
TPE. Toie R 7 3, AR &R s N RN I

SRS WALTIGIEAT, oM a4, XaT DO BSOE CLLidsk. BnT LR H s kO I X e
CLI, IXAEREA BAOUKE — A ST R AAT ] o
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#!/usr/bin/perl

#Description: The objective of this script is to show how to back up
configurations/extensions.

# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.
#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.

#Usage:
#

HH FH I = H

b

ackupasa -option option value

h: ASA hostname or IP address

u: User name to log in via SSH

w: Password to log in via SSH

e: The Enable password on the security appliance

p: Global configuration mode prompt

s: Host name or IP address of the TFTP server to store the configurations

r: Restore with an argument that specifies the file name. This file is produced

during backup.
#If you don't enter an option, the script will prompt for it prior to backup.

#

#Make sure that you can SSH to the ASA.

use Expect;
use Getopt::Std;

#global variables
Soptions=();

Srestore

= 0; #does backup by default

Srestore file = '';
.

Sasa = '
Sstorage
Suser =
Spasswor
Senable
Sprompt
Sdate =

d

7
N

7
'

7
N
7
[
7
[
7

¢

‘date +%F °;

chop ($date) ;

my S$exp

new Expect();

getopts ("h:u:p:w:e:s:r:",\%options) ;
do process _options();

do login ($exp) ;
do enable ($exp) ;
if (Srestore) {
do restore (Sexp,$restore file);

}

else {

Srestore file = "S$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open $restore7file\n";
do running config (Sexp);

do lang trans($exp);

do customization ($Sexp);

do plugin ($Sexp) ;

do url list(Sexp);

do webcontent (Sexp) ;

do dap (Sexp) ;

do csd($exp) ;

close (OUT) ;

}

do finish ($exp);

sub enable {

Sobj

B &#nRE
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$obj->send ("enable\n") ;
unless ($obj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";
}
Sobj->send ("$enable\n") ;
unless ($obj->expect (15, "Sprompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang_trans {

$obj = shift;

$obj->clear accum();

Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;

@items = split (/\n+/, Soutput);

for (Qitems) {
s/™\s+//;
s/\s+$//;
next if /show import/ or /Translation Tables/;
next unless (/".+\s+.+$/);
($lang, S$transtable) = split(/\s+/,$ );
$cli = "export webvpn translation-table $transtable language $lang

$storage/$prompt-$date-$transtable-$lang.po";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub running config {

$obj = shift;

$obj->clear_accum() ;

$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub customization {

$obj = shift;

$obj->clear accum();

Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;

@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /"Template/ or /show import/ or /"\s*$/;

$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );

wxms ]

wuikE ]



HHHRE |
B exmx

sub plugin {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split(/\n+/, S$output);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn plug-in protocol $ $storage/$prompt-$date-plugin-$ .jar";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub url list {
$obj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub dap {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$Scli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";
print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub csd {
$obj = shift;
$obj->clear_accum();

B &#nRE
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sub

sub

sub

wamx [

Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;

return 0 if (Soutput =~ /Error/);

$Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-S$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data.xml";
print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

webcontent {

Sobj shift;

$obj->clear accum();

Sobj->send ("show import webvpn webcontent\n");
Sobj->expect (15, "Sprompt#" );

Soutput Sobj->before () ;

@items split (/\n+/, S$output);

for (Qitems)
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/”".+\s+.+$/);
(Surl, Stype) split (/\s+/,$5 );
Sturl Surl;
S$turl =~ s/\/\+//;
S$turl =~ s/\+\//-/;
$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";
Socli Scli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

{

login {
$obj shift;
$obj->raw pty(l);
$obj->log_stdout (0); #turn off console logging.
Sobj->spawn ("/usr/bin/ssh $user\@S$asa") or die
unless ($obj->expect (15, "password:" )) {

die "timeout waiting for password:\n";

"can't spawn ssh\n";

Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

finish {

Sobj shift;
$obj->hard close();
print "\n\n";
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sub restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= Soptions{s};
S$storage = "tftp://S$tstr";

}

else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>);
S$storage = "tftp://S$tstr";

}

if (defined($Soptions{h})) {
Sasa = S$Soptions{h};

}

else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

if (defined ($options{u})) {
Suser= S$Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

if (defined ($options{w})) {
Spassword= S$options{w};

}

else {
print "Enter password:";
chop ($password=<>) ;

}

if (defined ($options{p})) {
Sprompt= S$options{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined ($options{e
$enable = $options({

Py A

e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

if (defined ($options{r})) {
Srestore = 1;

B &#nRE
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Srestore file = Soptions{r};

}
}

HAFNECE R BIER

pumrsnneiiz I

TIRERFR

=TS

DIRERR

A B i AR 55

9.1(5)/9.2(1)

ASA BUES Ry 242 5 (SCP) & ) i MR 45 4%, AT Ly
SCP fik 55 #i% BEAT XU SCAFAR 4y o

SINT LU Rir4: ssh pubkey-chain. server (ssh
pubkey-chain). key-string. key-hash fl ssh
stricthostkeycheck .

BT LA R a4 copy scpe.

ATPCE SSH in s Fi o¢ #E M  hh

91(71943)933)041)

F P AT EBAT SSH Jin a4 B I B i e, JF Al &
HMAC N R AR B AT A RN H],

A REA BRSSO  R CE AN . TR, KR
ST PR REFR 73 W T A A s s i . BRI OLT,
ASA SN R LA R o —F 809 3des-cbeaes128-cbe
aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro
PR A PP L (3des-cbe), MM RE i tg T
128-cbe &5 B m A I 5. lan, LT AR, i
{i ] ssh cipher encryption custom aes128-chc.

FATFIANT LL R4 ssh cipher encryption. ssh cipher
integrity

BRI UL T 2 J5 ] B 30 50T Ik 55 AsE T3 56 E

9.2(1)

BUE, BOAEOL T 28 A sl Rk S5 SuE 15k, xFT
BrmCE, DA AE. AR I%U\iﬁaﬁ'rﬁ)izli
THE AR EFSSAE, WA R ARES KA, Jfa R
DR StF

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

FCE AR BT, DAWIAAANEC & Kk .
auto-update server no-verification

BT LR 4. auto-update server {verify-certificate |
no-verification} .
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INEEAFR TERA EEfE R

{H CLI ARG & Ak & 9.3(2) IAE T AT CLI k&M Ak R e BRSNS, s
A FIUE 15
FIANT LU R4 : backup Fll restore.

P RINZECHT Y ASA 5506W-X B 9.4(1) PAVIAE SRR S RN EHT 1) ASA 5506W-X BAZ
FINT L R4 : hw-modulemodulewlan recover image.

ISA 3000 H H &0y Al H sk & 9.7(1) A LUA# F pre-set parameters in the backup F/1 restore iy 4>

TS HOK I H E 8 4% 0y F/sk A sk Th g . X Le T
RERAT IS TEALHE AR BRI HIAATIC & B e [l
R BAERES .

SINT LA Fis4: backup-package location.

backup-packageauto. show backup-packagestatus. show
backup-package summary
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