E=TE 7 o]

AN AUHTE L Telnet. SSH F1 HTTPS (ffH ASDMD Vi) [BRF ASA BT RGEHE, Wil Xt H
JAREAT S 3 B0 AIE AN A LB G ] ) 7 6 S e

o MUEEHEREYTH , BB

s WARGEHRNE AAA, 518 11T

o WA wAAVIN , 2838 L

o ERRVI MBI ek, B 40 T

it B & IR A2 17 (9]

AFNENT A ASDM. Telnet B¢ SSH Br & ASA Vi, DA IAMAE BB, )08 S AEE .

. & SSH i)
A 5 s TP HuhkJF e AR VAER] SSH %25 ASA A/, HPATUL 2. S LI R
o BEPTI] ASA B LLEEAT SSH Vilal, JRETE AV LN 1P Hubk 17 R0 . 48 B 4 e A 4 I
% SSH.

R THEN ASA INPT % N LLAL,  ANSCHRpS HoAtb i L BEAT SSH Vsl filfur, w2k SSH 4L
RETANEHE L E, TR T ) AN 1 AR A I R . R i — il S 2 i VPN IE 2 .
THZHECE VPN B BB, 5 11 0L

* ASA SRVFREME /AR Z A 5 NI SSH &4, EFrA T s Z 700 100 k. 1H
s T RCE AT T RES BIUE IEAE S B, RN IRAE DN SSHE TR b AT B,
i PR LEAS N T T AT S

o (8.4 K ERA) AFSCEE SSH BIAH 4. A SSH LUK pix 5% asa H J' 4 FLE s % 1 TG
LTSRS ASA. Bl SSH, #0475 i aaaauthenticationsshconsolel OCAL iy & it & AAA
SO EAE; AR JEE I username fi 2 E SUARHLH o W R EATH] AAA RSG5 ETAS & A Hh 2K
PEEEREAT SO IR, R AN B 3 56 IR L S R 2% FH 7

* AXSCHF SSH A 2.

| g ]
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FHia Z |l

s R FBGUN, AN RPIT R T E AR . ENARGEE VR B SR, A
changeto context name.

UK

$B1 Ak SSH BFHEMEHT (BGEH TR ASA)
XF ASAv, STEIRE G BB N . ASAVI FFRSA%HH .
a) AR

crypto key generate {eddsa edwar ds-curve ed25519 | ecdsa elliptic-curve size |r sa modulus size}

5

ciscoasa(config)# crypto key generate ecdsa elliptic-curve 521

» eddsa edwar ds-curve ed25519-28 47 K7\ A1 25647 .
* size- LA N BT K/ 256, 38415521, ecdsa liptic-curve

o size- KN (AR A BT 42048, 3072154096, rsamodulus 58 A 25 I 6 RAS %5
RIS RS, DRI FRATT s i3 S oA A FH At S R i 3 2R

i€ WY PR /NBROR B B 0 I il ) IR ) sl B .- SSHA%Z LR IUF 2510 % 8. EdDSA,
ECDSA, RJ5ZRSA. {ffH{||}#r4. show crypto key mypubkeyeddsaecdsar sa SSHAH (1%
FHFK A <Default- type -Key>.

b) (k) R AAE BN AT (EADSA, ECDSAFRIRSA) , if#fc ZAE FH (1S3 50 %
ssh key-exchange hostkey {rsa | eddsa | ecdsa}

UNSGEFERSA,  MAZIAE 2048 8RB o N T SO HJGRAE, AR ATER I B P I
ﬁ‘fi%?xd\ﬁ’]f@ﬁ A PR IR RAS ISR, DRI BR AT SO A A S
s 128

i

ciscoasa(config) # ssh key-exchange hostkey ecdsa

N
5
N

WP RAL BIR AN A7
write memory

i

ciscoasa(config)# write memory

B z=niE
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sEsshiza ]

FEAHEAE 2 b B T T SSH U RGeSt il URE T AAA JIR g5 s dEAT HI 5], HER LA
A 44

user name name [password password] privilege level

TP

ciscoasa (config)# username admin password Far$capel999 privilege 15

BAANEOUE, FERONR 25 AT 0 F1 15 Z (Ao, b 15 HATPT ARl an S 2ok 6 H
JOAd A LS B 56 UF 1T AN S S5 AL B G IF (ssh authentication), 48 ] B 75 22 AN T 25 At 61 42 11
Jo BHEAE username iy & HH L E A B B0 AIE DL S B RS, ) an SRS AR AR T A I AAA B
Uk, AP RAAE—ROE k. EE: 1EZ)MEH username i 4 nopassword %1, ; nopassword
RISV NAT A 550, AN S T 0

CAJ3E)  fevFH AT A ST S 00 3 AR/ LU 300 Gy B iE, FRAE ASA BN A4
username % ¥x attributes

ssh authentication {pkf | publickey key}

i

ciscoasa(config)# username admin attributes
ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80fW20216g4trnf7gwiie5Q
---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

XPT A username,  #EWT LU FH A EH 5 0 B0 R A/ LA A2 A By 36k o 85 nT DAASE AT A 1] A= ol
ssh-rsa. ecdsa-sha2-nistp 5% ssh-ed25519 JRUa 3 H CAariE+) 19 SSH % EH A sk 4 (W ssh keygen)
BRIV . 75 ASA ERI AN A AR5, SSH & il HAAET (UL TG gt 5 gt (1) 1
) EFER ASA.

X[ pkf %8, REGFRERI PKE #5158, Bk 4096 47, deas XA+ B K e A
Base64 1% 3C R 255 . ilan, w7 LA A ssh keygen 2E il 4096 72 58H, SR Jaoks L4k
PKF, JHAH] pkf SCHEFAE N R EE: 0T LUK pkf LIS M ) — &2 H, {5 PKF %
HAS B EHI R4 H RS . B2t write standby i 4 4 BER 2P PKF %41,

WFF25H, %EH i Base64dm i 1 A%, publickey #& AT LIAE HATAa] ] 2 % ssh-rsa. ecdsa-sha2-nistp 5¥,
ssh-ed25519 JEUE%E CRATIET) 1 SSH %A A A4 (1 ssh keygen) B 2 HHX)

O3S J5)D J ] SSH Ui il AL (5 AAA JIR 55 #%) 5 63 B ik
aaa authentication ssh console {LOCAL | server_group [LOCALT}

T
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gipia |

ciscoasa(config)# aaa authentication ssh console LOCAL

X T H ssh authentication fir & (T 7 44, B & AE A A YIS U0 IE. ASA FaU A
BT API R R IIE. My DOBN BA B 4o B SVEAH] P 8] A P1AUEER
A, AT 1 i Gl U C A M B 43 96 00E LA SR VE B 5 1)

i€ ASA WIHAFEZ BFAS Ml ol W IR RE W 1P bk, BLACRTAEH BATH] SSH e .
ssh source |P_address mask source_interface
* source_interface - ¥R BT Oy 44 8 Lo X IMFAL, 15 TR @ MMl p a8 1. X4 VPN
EHYiH G20 BCE VPN BE B R R , 5511 70 , EfREmAr BVIEH.
5 Telnet AN, #0] LLAESAR 22200 4% 1 EATH] SSH.

IR

ciscoasa(config)# ssh 192.168.3.0 255.255.255.0 inside

(AJ3E) WEATE ASA Wit SSH &1 2, 21 o) 25 N I FREE ) 7] .
ssh timeout 434}

EUE
ciscoasa(config)# ssh timeout 30
BCE I ], O 1260 408k, BRINMEDY 5708t fERZEUEILT, BRAFREE A1 R, M
B8 2k 280 56 R AT T ST R R A R I P R IS )
(ATik) Bd'E SSH ZEh5 s 5vk
ssh cipher encryption {all | fips| high | low | medium | custom colon-delimited_list_of_encryption_ciphers}

IR

ciscoasa(config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

BOAE N medium. BRI DA o T FUE XA, N dem 2 4240 31 A2 42409
FH

o all LB ¥5 e BT %50 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes128-gem@openssh.com chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

* custom KR E B € M INEICE 77, UUE 500,
« fips S R E NS FIPS %6 aes128-cbe aes256-cbe aes128-gem@openssh.com

* high B3R 2 m 4 %0 aes256-cbe aes256-ctr aes128-gecm@openssh.com
chacha20-poly1305@openssh.com aes256-ctr

B z=niE
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* low REEFIEEM. TAIEME . 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr

* medium X FIRE A SRS (BRIAKE) : 3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr
SIE9  (W[ik) FAlE SSH %00 58Pk 4.
(11T TE 5 20 Bafrlist_of integrity ciphers} ssh cipher integrityallfipshighlowmediumcustom

TP

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

BRNE A highe
o all JHE 45w i T3 % : hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5 hmac-md5-96
* custom KEEFHRIE H € SCEM IS RCE 747, LUE 570k
* fips KPR E N FFH FIPS ()% f%: hmac-shal hmac-sha2-256
* high SCHE 7R E Ui 9% f4:  hmac-sha2-256

* low IR EMK. PAETRZ 255 : hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256

* medium KEEF 45 B PR S R %500 hmac-shal hmac-shal-96 hmac-sha2-256

10 (WiE) (Admin context only) - 1% % Diffie-Hellman (DH) %584 #ufbi X :

{I11T111} ssh key-exchange
groupcurve25519-sha256dh-gr oup1-shaldh-group14-shaldh-groupl14-sha256ecdh-sha2-nistp256

Tl

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

ik 2k dh-groupl4-sha256

DH YIS BIE I AR T J7 A s 3= 9. B B A M BN PIRC A, DA3R
FEEN B RAE . B PIHTTER MR AR5 3 SR RAE. A7 DH #9158 VA PR
K S5 RFC 4253, SR BEAEE PG Strp B B PIac#;  ESLpr A S St .

ot

LU R AR B T 5T PKE He 3 G117 5 G0

ciscoasa (config)# crypto key generate eddsa edwards-curve ed25519
ciscoasa(config)# write memory
ciscoasa(config) # username dean password examplepasswordl privilege 15

| g ]
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ciscoasa(config)# username dean attributes
ciscoasa(config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80fW20216g4trnf7gwie5Q
—---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.
ciscoasa(config) #

"

PLR 7R BPKAE Linux 2% Macintosh 245 o8 SSH A=l — ML %8, JHKH 5 N ASA:
1. EFEHNL AR 1 EdDSA AFHFIFRAEH:

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$$phrase

Your identification has been saved in /Users/dean/.ssh/id _ed25519.

Your public key has been saved in /Users/dean/.ssh/id_ed25519.pub.

The key fingerprint is:
SHA256:ZHOj£Ja3DpZG+gPAp9ASPYyCEY0+Vz02rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+

\
| o

| . . + o+ o
|.E+ o ++.+ ©

+----[SHA256] -—--- +
dwinchester-mac:~ dean$

2. FpEYIFAR N PKF %2

dwinchester-mac:~ dean$ cd .ssh

dwinchester-mac:.ssh dean$ ssh-keygen -e -f id_ed25519.pub

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiWe5Q
---- END SSH2 PUBLIC KEY ----

dwinchester-mac:.ssh dean$

3. R PR R BTG R .

gipia |

4. {EASDM ', KXk B E > REFEE > BA/AAA > APKR, EHEH 4, R

o iliREE . ili Public Key Using PKE JE44 25 kGG 3 % H v

5. KUEF R A T LURIE SSH JEH S ASA. X T2 00, N AL QI B X I 4R E 1

SSH ZiH=515,

B z=niE
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5E Temet 513 ]

dwinchester-mac:.ssh dean$ ssh dean@10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)"' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHJI5aag7GxZ68h6TD6txDy2vEwIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26's password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: O.

Type help or '?' for a list of available commands.

asa>

it & Telnet i7 9]

LYUN SV H Telnet JEHEE ASA 1P o IP Hudik, 35HATLL FAEER. 1S LN N HEM:

o QLT A] ASA B2 AT Telnet Uy in), AT E ALV EHL 1P bk U7 i RO, 4 HRE AR H5 A0
SR Telnet 37 1]

o BT HEN ASA BT R3O BAAN, ASCRENS HADFE O 3E4T Telnet U5 10) . 120, 40 Telnet
WAL AN 0 b, ) e A L B AN 11 Telnet 35455, IR0 0] (gl — {51 A2 3 1 VPN
HE. WS WEE VPN BRE LB, 25 11 7.

* BRAREH] VPN FEIE T Telnet, 15 WJCVE{EH] Telnet 1 1) f i 2 4o 4% 1
s BEME SRR Z 5 DK Telnet 4, (EFTA G St 8 £ 700 100 M.

FHIa Z Bl

c AEZEFEREUT, W SRPAT A P RAR T . WNRGREV B RIE, WA
changeto context name.

* ZLJTH] Telnet Vj[1) ASA CLI, i Al password i@ BB 1) & sk % . A Telnet Hii 20
TR BE I

UK

PUI ASA A TR 8 #6111 (R B b ik 581 I BRGZE 32 1) TP Hiuhik
telnet source IP_address mask source interface

* source_interface - F5 AL Clan & 4 Lo AT, 364 MM A R 4 1. X T4 VPN
EHYIH OS5 BCE VPN B LR YR, 551100 , EfRemAm BVI .

WML, B2 A0 N 100, T LLECE Telnet LAVS M) %45 1 .

i
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B ==5T asom e HrTes 0. EfpE i

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

N
5
N

BH ASA 5 Telnet S 1EWIFFEE Z /T, %S 1E Al LAFFS S N 2 KN H .

telnet timeout 4341

Tl

ciscoasa(config)# telnet timeout 30

BEE I, JEECY 1 2] 1440 208h. BRAEN 5 708, fERZHEOLT, BOARRSN RI#ONH,
JSE 3 0 B 58 BB T ST R e e 3k i 5 PRI TR

Gt

TH SRk —& N O ERh X 192.168.1.2 [FEHLTT ] ASA:

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

N R A0 FRVF 192.168.3.0 P2 LR TE F S AE S ERHE D L ) ASA:

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

fic & F3F ASDM B4 HTTPS 58] . Hfth % it
GnAE ] ASDM B, CSM 25 HoAth HTTPS %/ i, JUF5 255 F HTTPS R4 4%, T U1FE ASA 1
HTTPS #%4%. HTTPS Vi) CAE N ) BB E B —3 5 A M o Wil HTTPS Vi), HHATRLT
WU ESI LT R

B z=niE

FEj ) ASA #2101 LEEAT HTTPS Vila), JRIETE L VF ML IP bk v ) U o 8 L 75 42 JEAS 5 4
fii® HTTPS. {H &, WIAEHLE HTTP &€ |0 A% HTTP 3E#;: 9 2) &€ 1) 2 HTTPS, T 2AZ0 )5
FH ARVEHTTP 7 B0, B0, %42 0 TeiE il HTTP %G M.

BTN ASA B RTZE t 03 N DAAE, ASSCRER oAt - T BEVS ) o o0 dn, SRS B R ALY
TAMEEE D b, TR B ) A O A B . IR (P — 1 R VPN RS, i
Z RN E VPN BgiE B F YT, 8 11 7.

RS SR, 2 LI 30 N ASDM JER &1k, A2 ST, SMESRRE 5
K ASDM 2 ifi, 7EfA s s %500 32 /> ASDM 524,
ASDM &1 PN HTTPS 4% — M T AL , B M TFIMTERE Hik (L

BT E SN A AL o B, SRS T 32 4> ASDM 21 %78 HTTPS 2 14l
il 64,
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&
Xy
N

BEMAT ASDM & HTTPS i5a). 2z i ]

o ASA FVFAE S SR ER MG B Cn Skl JD i fovF 6 AN JF & A ASDM HTTPS 431,
BT 5 £ S0 100 > HTTPS £ .

FHIa Z |l

s A2 FHEUT, G RPAT S D S ATE . ENRGERE V2 SCE, HmA
changeto context name.

pUK ]
TR ASA AT E 2 O AR M ki 2% 1 P25 HTTPS 4211 TP Hidik .

http source IP_address mask source interface
* source_interface - ¥R/E AL Cam 4 EE o X TR A, 15 € AT 2 . XX VPN
FHYN (S BCE VPN BRIE BB, 55 11 50 , iEfRE a4 i BVI M.
-

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

J5i il HTTPS fili 55 2% .
http server enable [port]

IR

ciscoasa(config)# http server enable 444

OB OUCT, w0k 443, IR S DS, TS AR ASDM Vil URL FR . fildn, dn s
Ui 5 B 444, 3EH#INLL R URL:

https://10.1.1.1:444
FOVFHE TR W28 1 HTTPS % i ij ) ASA L) HTTPS ik . BRINEH R, 814 ASDM. CSM
F1 REST API.

http server basic-auth-client user_agent
* user_agent - /- HTTP 15K 1) HTTP ik 48 i€ % 7 s 1 H AR 1F o o B8] LUAR 8 T8 847
A T BN T A P AT ER O F S IR U P 5 A e LA
B A, WERE, SUERATRR A ANS .
i, curl FKRUCHC LA P AREL A e

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC z1lib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl FFANIEEC LA~ T ACEE 74 £

g ]
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B ==5T asom e HrTes 0. EfpE i

abcd curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

CURL K ADLHEC LA N P AR 745 i -

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

R R A S RN A VRSB P (L, python B curl il weet) ASHF
PR OV (CSRE) 35 T4 MR 5 GYI0TE, [RE, 475 BERT ) AL VFLCREZE P ) ASA TEACH )
WAEI k. TR RIS, BRI VT %

i

ciscoasa(config)# http server basic-auth-client curl

IR BB IEH AT I .
http server idle-timeout43-#%f
http server session-timeout /3%
http connection idle-timeoutf»

* http server idle-timeout /341 - % ASDM S NN, YUl K 1-1440 438, BRIMEH 20
I3Bhe ASA Wi TTAE T B (I 1H] Bt N AT 258 RS 1) ASDM %42

* http server session-timeout />4 - & ASDM 21 UGB, JuHEA 1-1440 438h. SLHER
WAL TAEAPIRES . ASA S I8 Iok 15 B 15 (] Bt 1) ASDM 431 o

* http connection idle-timeoutseconds - % & i f5 HTTPS 4% ({445 ASDM. WebVPN Al H A%
P S, Yo A 10-86400 72 BLAEIN BRAL T2E PR A . ASA 2 W7 T A5 ¥ B I 1R
BEN AL T APIRAS (R #E . SR [A] I 4 & http server idle-timeout A1 http connection idle-timeout
4, W http connection idle-timeout {f5GHAT .

T

ciscoasa(config)# http server idle-timeout 30
ciscoasa(config)# http server session-timeout 120

Gt

PR 7~ S8 7= aife] i3 F HTTPS Jlegs-#s HAE 42 11 Bl 192.168.1.2 11 = ALV 7] ASDME:

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

PUR -] Bt Al 192.168.3.0/24 WI4% L) iTAa A mf LT 1) P9 #5485 H ) ASDM:

B z=niE
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1 ASDM ipfas Xz s ssLvPN i it 22 ]

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

% ASDM 3f7jalsk 2 % P % SSLVPN i & HTTP & £ [5)

BcE VPN fx

\)

T2 HTTPS iE#: 2 H] ASDM 5 G 7 i SSL VPN [ ASA. T A #k WL, v LK HTTP
PR EE ) 4 HTTPS. 40, dfid 55€ ) HTTP, %A http://10.1.8.4/admin/ ¢
https://10.1.8.4/admin/ ¥J 7] 1j ] 7 T-1% HTTPS Mk () ASDM Ji5 5 BT [fij o

# AT LLE S 1] IPv4 FIPV6 i e .

FHIEZ Al
WH, BICHE RVE AL IP HUhER U R R (&, T HTTP BE R, BZiUn ] favF HTTP (7
)R A, A 1 JGIE T HTTP i H .

g2

JA ] HTTP 55 fi) :
http redirect interface_name [port]

i

ciscoasa(config)# http redirect outside 88

port fff & 2 F NI H 5 ) HTTP JEF 5 . BRIAME Y 80.

5 _FRIEIRG )

W VPN BEIG7E— M0 F&OE, H R AT Em U ) AR 8% 1 R BE ASA,  MIAZ50R %4 1
FRUURE BT B . 0, R S TN ASA, Tl Ik ThAE W] L] ASDM. SSH. Telnet
g SNMP JEB BN B s B3, MMSNEEE O dE AT, WTLL Ping B2,

a4

T I S B R VPN BE4T 224 SNMP A0, 1R AN 11K TP Mk 6L 5 76 s WS 7 1) 1) 3%
RN VPN FLE I — 7. XA, REMANBEE D LLANBCE T SNMP (P9 4% HEREUE .

B 7 EN ASA I FITEe th 4% 11 LAAL, ASSCRE AL T3EA T VPN Uil . i, Witk VPN il 1
AR b, M REE B AN R IE R . NAE ASA [R] #0542 10 R A VPN, JRAif
FHIE A ffhT, DUEEAS e 2 AN Huhk.

TRk DA ST VPN BEIE r] DUSZEREF PRV ). TPsec %) i IPsec 3 5 313k 15 i 4] . VPN Al
AnyConnect SSL VPN & /7 ¥ o

g ]
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B = Firepower 2100 T 45t KR 1 E R BT FXOS ORI IS

FHia Z |l

50 B0 0 A BRI K0 i e 3 I A i P 00, VPN 8 3¢ 1RV B i) 2 116 20 s A [+
M H IR B R 1 R B

UK

e WG — AN HEN ASA BB ] 1R BERZ L1 44 B
management-access management_interface
X1 Easy VPN Flufi g 23k BRI, ATLARE 4 BV (FEBSHIBUR) .

Tl

ciscoasa(config) # management-access inside

7 Firepower 2100 - &R ##E1ZE O L BCE X FX0S B9 E 217710

EFERRTR, R 2 N EHE 32 1145 B Firepower 2100 _Ef FXOS, 7] LKL % SSH. HTTPS Il SNMP
Vi) o 0 R PR A, (HOCERFFE BE 1/1 GXSE V510 FXOS AL XD A7 F A Mg,
Wb shfe e A . B s I shae, W] CAARSefl AT B 1/1 AT AR ). (H2, AR
A FH R Th A8 I VP4 Bl ) FXOS (A E 11 AT R s o Tl e W5 200 15 Bor o 4 & 1) ASA
IR GBI, I HE AT A (BRI $RE > FXOS BHLM G,

ASA I AEFRESR 1 EAT FXOS Viinl; Frift FURE O/ B DLBE [ —32 10 B ASA (/. 4 ASA ¥
MR F] FXOS I, BB RN SCH JEbRE H x4 FXOS S (A Bk FXOS
) HTTPS i 1) o Bl Hos IP Hohil: (BRI ASA 410 1P #hhl) o pliiEch likibil, ft FXOS
. PEHEHEORFEAA . T IR R, ASA A8 HLEH % th ke IEAR It 4% 1 . 24887 1)
BRI ASA $0dE TP Huhk iy, 0] FXOS FIJ 4485k ASA 4 HGdE T ASA B )
[ET

B AT DAE ASA 2 0 1A H FXOS B HR = B 8, 1X /& SNMP [ BFedt4T NTP A DNS AR %5 %%
TR . BOAET, B ASA A0 )3 H FXOS & # )85, LAHEAT DNS Al NTP iR 454
HAE X 2T e A/ T B AS T b 751D
Fri&Z 8l

o PR 1 =,

o AR ASA IR,

o NEEEEIE T VPN BEIEER S ASA Bz 1, WARBEE BV 0 FXOS. 2% SSH [ —Fh Az i
J7vE, WTLAIEIT VPN #3538 ASA, 17 ASACLI, X J51# ] connect fxos 417 i) FXOS CLI.
TR, SSH. HTTPS Ml SNMPv3 T8 s/ al LAIN, DA B e o2 B B4 1 2 2 4 1 o

* fOR FXOS M58 i B R R e A 1) ASA Bt 1 (CBRIMED » ARICEMSCHEZE R,
WEH (N .

B z=niE


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html
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Nil

8
N

#E Firepower 2100 T & 1 $piE 0 LB &5 Fxos wgisia ]

UK

JA FH FXOS m 253 ,

fxos {https|ssh|snmp} permit {ipv4_address netmask | ipv6_address/prefix_length} interface_name

Tl

ciscoasa (config
ciscoasa (config
ciscoasa (config
(

ciscoasa (config

# fxos ssh permit 2001:DB8::34/64 inside

CArae) B eUIR S5 HOER DA 11
fxos {https| ssh | shmp} port port
TS B LT BRAH :

* HTTPS ERik¥i 1 - 3443
* SNMP BRikdi 1 - 3061

* SSH ERiAUH I - 3022

P

ciscoasa (config) # fxos https port 6666
ciscoasa(config)# fxos ssh port 7777

FOVF FXOS M ASA #2115 shiS FlE#

ip-client interface_name
BOATE LT, AN E AL T8 HPIRE

TP

ciscoasa(config)# ip-client outside
ciscoasa(config)# ip-client services

# fxos https permit 192.168.1.0 255.255.155.0 inside
# fxos https permit 2001:DB8::34/64 inside
# fxos ssh permit 192.168.1.0 255.255.155.0 inside

B 1/1 _LZEH S Firepower MR L2 (BRIARE UL N AL https:/192.168.45.45, H 44

admin, #3245 Admin123) .

B FE&IEE (Platform Settings) L+, #Rj5 )8 SSH. HTTPS 2 SNMP.

ERIAE LR, SSH 1 HTTPS &b T8 PR A .

¥ & E (Platform Settings) £ L i1i718513R (AccessList) At & A R VFE R BthE . BRI
WF, SSH A1 HTTPS H A VFEHE 1/1 192.168.45.0 M4 . #F59E AAVFE ASA FIY FXOS e &1g

(FXOS Remote Management) fit & 4 5& (AR fT ik

g ]
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B =uzncne

Bz H & B AT

] R I B FE R T R A AL TR EXEC BT S B AL AU ] ik SR I RS, 2
R EXEC B BRI, il el o SbBe B A Se mi ] 53 i 5 0 1) R FRIE B
), RN

UK

e B R AR R G A I (0-60, LM R B
console timeout number
w5l

ciscoasa(config)# console timeout 0

BOAEIN Y 0, FoRaii A .

BEN CLI &%
I A I LTI, T BLCHA T R 2 A M G5 ASA. SRR
(. WIRFIS ASA EATHIFEN S, WL A .

PR SRR, AT LIRS SR BUAR G T2 A A B SN G 3 R AT . AR NG Srh,
@ﬁT%ﬂﬁmﬁ?ﬁ,wEMZﬁfmZﬁo

BOATEOL T, R 2R ASA N4 . AR RBUT, RARFFe B Sk, £ CLIRRTY

AL R LRI -

cluster-unit BRI TS R HE
ME— R 44 R

context CIEA15-1 i SR =N f 5= VIE2Y 1S

5 BRI

hostname BoRTENA .

priority BRI e Spri (8D Hisec Gl o

B z=niE
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mazsuE ]

state SRV IR AL R A B A £
of TR e, 231 1) state S4B oR LU AR -
«act - O b, B I EfEfL ISR E .

* sthy- A s DI, ws REL ST,
I HAL T s s A RS SRS

* actNoFailover - A i i a1, % & IE1E
FE i .

* stbyNoFailover - A Ji i), & AAE
fEifi e . IX AT RESAERFIL & A7 AE R
DL F s s s A

XFRER, & B AR .

UK

R A LU A H € X CLI $E7n 1
{aooooom prompthostnamecontextdomajnslotstatepriorityclusxer—unit

il
ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (confiqg) #

i N SR (K WU R RE PR A5 Hh A U3 T (A0 ARG () 20 B@D

Ao B2 RiEE

T ABC B AL P 2 ASA I AEF] ™ 8 sk Z AT EAE T HENRE B EXEC A5 2 1K 2 1)
o

FHIa Z Al
© NZAeMBERE, BHEIERIEMIERERBUAVIH . W2EH “Xaa” st “i%” R, B
NENMERAEIBTE N R o LA MR ) R BB ) 0B IR 1) T «

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o ZEUNINBRIE S, R LU RSO, nTRES KA ASA 1) Telnet 5, SSH 211 :
o WA RS 1 RGN AE 0T R AR BRI T S

g ]
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o (R BRI BN A TCP B AT 1R

o HoRHEEH BRI E, 12 RFC 2196,

i

IS INAE LS = AN )2 — SR R IR G : 72 F P B IGE RN (message-of-the-day (motd)), £ /76
SKIN (login),  BAAAE ] 15 )4 AL EXEC 250 (exec).

banner {exec|login | motd} text
il

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

M IERE S ASA B, RS S 7R message-of-the-day KEE, 4R )5 B login BEIE AR FF. 5]
FUSIE s ASA Jo, RGN exec Ml .

WEARIN-—4TLL b, ii¥banner iy & JAERAT Z 11 -
TR SCAR
© RVFELE M, (AfE A CLI B JGVEM NI4T .
* B}T RAM FIAAE SRR B2 R BRI A1, T0 HC A A 8 BRI o
o Sl LA 4T B $(hostname) FiT $(domain), 1 LAFIATRIN ASA i EHLA Bl 4 .

* WEARAE ARSI E P P E R, P DA AR S E A $(system) AT R ORAE T S h AT %8
i SCAS

15l
PLR 78 3 7= Wi 75 I message-of-the-day A8 1 :

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

ciscoasa(config) # banner motd Contact me at admin@example.com for any issues.

REEESIEECE

\}

Al LAYE ASA FEET R B KA ASDM. SSH I Telnet <> i . WA Bl A E, WA i
HoAb2sig, FHAENARSGHEEE . MEN IERSH e, W PR EE AL HIGEBL I EH & 451

P i

FEZ MR, WR K ASDM 213t 5 0 5, W JCVARC B2 14

B z=niE
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\}

AR WURIGE RO B TE (SSHAR) FOREAMG SLBCE BRI IER], WA AR e

FreaZ |l
A SRAT, A RPIT S AER .. BRSNS ECE, WA changeto
context & ik 4.

B2

T IEMAL F i
guota management-session [ssh | telnet | http | user] number
* ssh-T B I KSSHATEREL (A T IMS 2D o BRIMEN 5.
* telnet- B B ik K Telnet 2 154, v T 1AISZ (8] BRIMEN 5.
* http-# & 5 KHTTPS (ASDM) £xifi%, /- T1RISZIH. BRIAMEN 5.
* user-BCERMMI RS, AT IMSZ0. BRIAMENR 5.
* number-¥& E/T°0 (JCRRED FI110000Z [ 218 S8 BAFAT AT HABSCHEF oA, h24
WENT1R5Z A2 if S 8. BIMEA 15,

-

ciscoasa(config)# quota management-session ssh 3

ciscoasa(config) # quota management-session telnet 1
(config) # quota management-session http 4

ciscoasa(config) # quota management-session user 2

ciscoasa

P2 A GANEE T2,
[I111]] show gquota management-sessionsshtelnethttpuser
GLE

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

| g ]
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NERGET ELE'I EEE AAA

YSHT)

e B & IR E

AU R G B DL E B S G SR BB i & A o

Hic & B CLI A1 ASDM 5 1) [¥] 5 3 Bl

KT ERIUE

WA Sk ASA BRSO i

KT SSH B4 I0IE

THZ R LA N T A T RAEAT 50 S0 eG54y S0 AE 1) B0 R AT SSH D7 1) -

* TH BN - 7276 SRR SL R, SSH A .

y Efﬁ%‘iﬁ - WRUA S AR, TEHAAE AAA IR 5525 sAS U] 7 Bl e v i SRR A A

% F Telnet 4 183F

o ST AHGMEAE, ASAANCFEAME Y, WIRRCE SSH AH S0 5 1E, W) ASA FasX
ﬁfﬂﬂiﬂﬁéﬁt%ﬁf AT P 4 R e e, T GG E SSH B IE . ke AT
FEXEC FEt .

A RAEAE S A B AE AN S 3 B0 IE A5 50 R 1) Telnet V5 l], 352 B AR AT N :
© KSR - ﬁﬂ%fﬂj Telnet Jii FIAEAT SR IAE, TSN 45 BERAZ BN G R

XF ASDM 51435 iE

HH password iy & BEE D) o WA ERIAES, G WIBEE 4, A il Telnet 4325 ASA.
XN P EXEC )r;'-éii

fH EMM%E WG Telnet B MI0IE, 5 HIANTE AAA AR ZS 2L A H ) 7 $50d 2E o BT e Ui
J AR fHE N Y EXEC B

A RAEAE S ARG AE AN S B0 E A 58 R 1) ASDM Vi), TS B LA AT o 38 T LARE EiE
BHOEIE, MAEZEEH AAA B0 K.

B z=niE

* LS OYIAIE - BOIAEOL T, v LME 23 1 H 4 LA E i enable password uuyman’])i'ﬂijzﬂ
(BRIN A7) X5k ASDM. SRR EE L4 3 FH 268, AN EEFRRE S FDIRES: 1S BeE 4L
K A KA R A Telnet %65 . 1 WKAECLIM Hig N\ fir & I %éﬁ/\ﬁﬂ“yzaﬁw s ok
ASDMIN AL S FIHATIEAT . enable 1y, WA S & hrHes N P A a6d i A 2%
P 487, I ASDM FAS £ A< Hb £l 4 e 1 75 47 DE LIt

UEP SO IAIE - (AR A B b)) JEmT BLESR AT P B A 2R 1S o S AE T T 4 0
fith, ASA 2xHR4fE PKI ASAT O UE-BHEATRIE


asa-916-general-config_chapter20.pdf#nameddest=unique_48
asa-916-general-config_chapter20.pdf#nameddest=unique_48

| &m=ipia
sraranniE [

* AAA BOYIGAIE - 3 ASDM (HTTPS) S50 IERT, 755N AAA %5 2% s A ] £t 127 o
S8 U P A8 RVt o AR FASE R 2 FH P 44 RS B %05 %6 5% ASDM.

© AAA GO IGAEINE B S 5AE - PREAS. BB 5 ASDM (HTTPS) S 5N, 7%
BTN AAA RS a5 5OA I P 25080 e b SCRO R P A4 R o SR P 44 RVEs 0] T-E 45 5 473
AR AR, RECEHREEANEANT. Er LRSI 7 AUEBIRAE R S 4

XFBITEHIIE
WS LU AT I T EAE A S0 0TGSO B0 AR P 00 U5 in) AR AT 438 1l 65 iy 11 <
o THUMIGAE - WA A BAT VT )i FATAT S 5L, AN AR 42 asts . ok N
EXEC f52,

© SR - WA AT U IR T S I0AIE, T ANAE AAA RS54 AU P B 7 e i 3L
M A . BRI EXEC #3.

% F Enable B{4I8F

UNEELE B SR Ja N EXEC B2, T enablefir 4. iy 4 (K TAE 7 s T2 15 it FH B 56
IE:

* No Authentication - 41 AAL E enable 5 75 0E, 7RI enable iy & 4 N R 40 Jd %05 Gait
enablepasswordfiy 2 ¥ H) , IZHLEINE A . H— KA enable i &1, RASPLREEE K
. 0L, WHRAMEA enable B KE, fEfIA enable iy 25, WIANTE LURRE FH 7 G 40 %
K, XA THMIIEE, WA A TR 4, 15 enable S50 E

* Authentication - 1 il & enable 5 43K, ASA S REHIALE AAA RS 25 8% A< i 7 %
JE L UG P A NG . 4P A T o BN L Dh e A 1, DR F P e w2 P vl DL
NGRS N E | e

XA FH A KB 2 1) enable S 500E, T LAEH] login d7 4, KA enabler 4. login fiv &2k
B 4, ABAN TG S0 B TT )R 5 O S .

AR R AT LS ) CLI AR BANAY B HE AR EXEC R 5 I S A B 2 v, D A0
Ao FET AT BRBLINE DL, WERA T BCRZ00 o 2 B8 e (2 BRI > W AT EL
££ CLI A B Qs U7 R A EXEC B0 (AR T 4D o i, En LUE AAA JiRS5 451
ATEAHH S PE HEAT SR RAIE, SR T A R BCE ) 1 9%, DABHLEAE ] login fiv 4, IXAFAEWT
DAF W T A AR 48 Y 0 i) R AL EXEC A3

MEHIRIERFZE ASA B TE

U5 R ASA A A SRR N AIZ4T: B, Catalyst 6500 [ ASASM 5 Firepower 4100/9300
L ASA. ST AN EHLERE RGEH) ASA (2 ih, nT ARCE AT R Telnet S KE, FARR T
R, i, connect asaFirepower 2100 7E>F- 545 3 F ff) FXOS H )iy & F $3 AT #

| g ]
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B ==57T cusasomis s s 6w

ST, OB RGN E P EATAT AAA 2o HJE, WA BE O3 St P L B Telnet 51
FAT BRI, B Y IGE t0E ] T IR Ee il FEBLIE DT, AT BE AN 55 AAA IR 554 s L]
JOE P

Bc & A F CLI #0 ASDMi77 5] B4 5 443 3 3E

FrIaZ |
* FiL'E Telnet. SSH 5 HTTP vjj .
o SHTAMBEGIRAT, TEHCE AAA RS A4, ST ASHL G IGAE, 35 10 A B PR I
* HTTP % #5380 UEA S AAA kg5 #5411 SDI Pl

o BT REA AL ssh authentication iy 4 X A 7 44 3E1T SSH A LS S 4 4641E . ASA Bt
A A B AT A LS H S IR . BRIHREOCEMH P A2 S W SRR AR P
HEAT S S AH G 0y B UF sl A A, 77 Al B e fe e B o A S 30AIE, DL S iF AT %
7 1) o

UK

XS I HEAT A BV 1) ) B 43 B0
aaa authentication {telnet | ssh | http | serial} console {L OCAL | server_group [LOCAL]}

T

ciscoasa (config)# aaa authentication ssh console radius_1 LOCAL
ciscoasa (config) # aaa authentication http console radius_l LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet Bk 51 Telnet 15 i) . ssh Sk 4506 SSH Vi il (X35, ASL38 5] 5 (B iF KA Ad ] A3
) o http JHEF-FEH ASDM Viil. serial Sy hldsdl Gul Vi . X FERA N
Firepower 2100, 54 72550948 ] connect asa i M FXOS il (I ERMEHI 4

WARAEH AAA RS IRAEAT FATIAE, FTLLKE ASA FCEANTE AAA JIRSS 35 AN n] FH A0 A £t
PEVE AR T . fRE s a4l 44 5 E LOCAL (X453 KNS o BT EAS R A 5 AAA
Hi g5 e AH IR P A4 65, DO ASASRTR AT AN 4 A I RO VE AR T 75 . B, T BAR
BN LOCAL, LUK A 2 HIAE 20 Sy ey i MBI R .

Bi & Enable I8 4F (454X EXEC #&5%)
AT LU A PN enable fir 2 i XA ATT8E4 T 5 40 36308 .

FiaZ |l
%2 [ ¢ T Enable S 56AF , 55 19 Ui,

B z=niE
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CEFRIEE S

UK

PR LU IE I 2 — I P 54T B A Ik«
© WEAEH] AAA 55 & BAS Bt Pt Y P 34T SR IR, TN BAR A%
aaa authentication enable console {L OCAL | server_group [LOCAL]}
il

ciscoasa(config) # aaa authentication enable console LOCAL

ARG S A A RV Y .

WIRAE ] AAA RS2 AT S0 500E, 7T LUK ASA FCE N 7E AAA JI 45 8 AN 0] FH A A P A i
BE R N IOE T R E RS S 44 5 IR LOCAL (X4 KNG USU“ZIS&J@Z&%EEEME
5 AAA JRSS S AR P 44 FUsE s, R ASA $E7RFFAR A%Mi%ﬁﬁﬁ/ﬁm&ﬁ Ei=PIN

o, EATLUIN LOCAL, LR A Hdf 2 FIAE £ S I e 77k CAMERIEEED
U AR o P B B A ok, WA LR i %
login

5

ciscoasa# login

ASA SR N P AT SRS . RN S5, ASA Kz M P B T A RS € LR 200
o

JHP AT LA B IR 44 R b 8 ok U5 T A EXEC B3, RITE R o R N e it R G il
AEI 4o WS SAVFH] ARG 5 Ul MR AL EXEC A (AR a4 Tk I BB ) 5
B2 (BOA) 215, WERFCEA M AL W K Aes A 2 Fo 4 1A R 200 s 5 AR 43)
E/JFII]?'

B & ASDM it $ 51436 iE
TR AAA GHWIE, SEHS T AR UEAFUE 15 5 H500E. ASA KFEFt PKI (51T A8 TEIE 15

FHIa Z |l
BUAEHAN s AP SCRF LD fE

i

P AU S 5

| g ]
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B ==asomizssnni

http authentication-certificate interface_name[match certificate_map_name]

T

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa(config-ca-cert-map) # subject-name eqg www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

TSN R B EAE B B Oy I, A 525 A/ e 1 ERERR T R+ . SmT A2 A
Zard, DEZAED R HUE S0 58AE .

T RAE B UCHCIE WU, 1515 € match S RIMUE 27k, 18] crypto ca certificate map iy %
i S

(AIE) BB ASDM T MAEFIRAEH] - 44 1 J@ .

http username-from-certificate{primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

T

ciscoasa(config)# http username-from-certificate CN pre-fill-username

BRINEEOL N, ASDM 1§ CN OU J&@ 1k .

* primary-attr Z84i5 € ] TIRA N P A s . secondary-attr 2405 & 2 EE mPERC & A T
IRAH P AR IR . S mT U T BA R R -

* C- [FEZ/MX
*CN-2H#

* DNQ - DN [RE£F
* EA - Bk

* GENQ - AR & 77F
*GN-#

*1- H7h
*L-frE

* N - #H%

*O- A4

« OU - 418y

* SER - [741'5

* SN - 2k %

* SP- /48

- IUE

B z=niE
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EAgmEmEs cu i asom s ]

«UID- i/ ID
« UPN - f 7 B4R K

* use-entire-name I H 563 DN 4 F5,
* use-script S8 7 H ASDM E ) Lua A,

* pre-fill-username S 7 FEHR 7R SR IAIEIN P E T P 44 0 R B 5 AT A AN, &R
G R AN O EAE, P SRR T 4. RS, BT DU S G B R i .

£ A E T HI CLI 0 ASDM 77 (5]

ASA AT DAAERE B 2 R R Vs 1) P 3EAT S A B0 AR I XA AT T LA 4o P AR Ca R X 2 T By 1k
TCRET ] VPN R 4% 7 in) F P 28237 31 ASA R B2

FiaZ |

RADIUS T LDAP (BR&THY) AP

M B LDAP BT S IAERS, KA LDAP J& P 22 HAE W 2 R ASA B LKt &
FAINRE . BLE HA 0 F1 15 Z B A IR 1F) Cisco VSA CVPN3000-Privilege-Level. X5,
{§1 /] 1dap map-attributes i % LDAP J& V£ 2] Cisco VAS CVPN3000-Privilege-Level.

*1 RADIUS IETF service-type J&'EAF: iy RADIUS 5 {3 B ik M AL K (¥ 45 SRAE VS el #5290 B b kAT
FIEIN, T 2R 57 3l 1 5 3 Bk (K T e g5 26 2

107 04520 B % 1% RADIUS Cisco VSA privilege-level J& 1 (Vendor ID 3076, sub-ID 220) I, %
JEPE T2 7s L AR

TACACS+ B
1M “service=shell” & RIZAL, ARZ%% LA PASS Y, FAIL 15 A Mi .
A A

Jeh e 4 E servicetype %o ERIMEHL T, service-type #& admin, fRVFX aaa
authenticationconsole fir 4 fif i AR ] Ik 45 2EAT 584 Vi 1) o

EREFNEM
WS IR, TR TR AAA RS SRR R . ASA AL T S8 A 2 4 BV 17 4001 o

SR A RADIUS/LDAP (BRET |TACACS+ BT A EIEERE
B B
SEAVi Al - RVFSEAV) Injaaa Service-Type 6 (5 |PASS, 451 |admin

authenticationconsole iy 4 i fig /& IR Ik 45 | D, Privilege-Level

1

g ]
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EIBR 5 RADIUS/LDAP (BR&t |TACACS+ 1% A HhE R E R
B B
Vi) - R VFAE I E aaa Service-Type 7 (NAS |PASS, 2 Jj 2 Jx | nas-prompt

authenticationconsole fiy4- i 5 7] CLI &,
ASDM. {HJE, il Haaa
authenticationenableconsole fir 4 it & enable
G HAE, W CLIFH oAt enable iy 4
Vil EXEC FAUE .

=),
Privilege-Level 2 %
3

Framed (2) A1 Login
() MRj 55288 4% 7 —J7
EW G

el

No Access - R4 # 5 0]. H -~ JoikEAT B
aaa authenticationconsole iy 4 15 & 1 4F
RS CORELEE serial Rt~ ;. ARFEATY
) o ZEREVH (IPsec fISSL) FH F {/hm] %
SLI AT ) 2 T AT S B E T 2 B2 i
i HAt AR 45285 (Voice. FAX 45) #%[F
—Ji Ak E .

Service-Type 5 (i}
pip)

FAIL

remote-access

Hitbsm

o PATEEH G VT IR A S AR BT

o LD AUR VTN LS AAA B0 TEA Re A H b D) g .

IS B6AF , 55 20 1L,
o WERGAE AR SO 0AE, WZAE A FH LT RE 2 BT AL & AAA R4S a5 4.
o HTTP HHBUAE A A T 52 3 o

i

b Telnet 1 SSH it & FRFZAL -

aaa authorization exec {authentication-server | LOCAL } [auto-enable]

15 2 [ S T T CLI AT ASDM ]

auto-enable B 7 FLVF AT AL UG RIAUBUIR V6 B 53 A5 55k N F 2t NP EXEC

T

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

N
g
N

i HTTPS (ASDM) i &5 FRPZAL «

aaa authorization http console {authentication-server | LOCAL }

IR

EIRiF ]
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ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

Gt

LUR 7~ @i 52 S LDAP JEVERLGT . FEARGI 2 A enk R i (E7Elid LDAP #E4T
S I AIE 1) FH P F F P A s B s S B0 /URT 28 7] 43 1) 2L IETF-RADIUS service-type Al

privilege-level.

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa(config-ldap-attribute-map) # map-name company

PUR7- il 18] LDAP AAA IR452% N LDAP J& s .

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

ﬁﬂ%g#ﬁ?]ﬁnn AR, AT LAOE G ASAFCE mr AL AEH AR e nT gt A a4 . BRI
BUT, FIAT LAY R P EXEC #8a,  AU  fidse R I i 4o i\ enable fp &I (a7
ﬁﬂﬁiﬂﬁiﬁﬁﬁﬁﬁﬂﬁu)\ login ay 4R , A LB AR EXEC AU IF0s M a4 CEFSS & ar

2 .

AT PR A SR BOTVE L
S|
* TACACS+ JIR 55 2 A B 25 5]

KF SR

AT LA -y AR B, D AR AU 7 o] U A i &
I EHNWSRNGE

] A P i SRk

o RHBURZA - 75 ASA FRCE Gy ARG . AH . RADIUS 5 LDAP (14K LDAP J& Pk
WS 2 RADIUS J& ) F P i) CLI Uj M ZET S SRR, ASA 2 iz P 48 e th A H 5 4
J. RADIUS 5% LDAP Jx45#% & X ARG 0T LA [ 43 Be (A BR 2R3 B LA 25 3 ) i
Lo THTERL A M B YOS IEAH 7 EXEC Bl (el 0 80 1) o« H P %

| g ]
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1] enable fiy & FHXHEAT 5 43 56 UEA BERE ANFF B EXBC LK (A &g 2 88w , Bifi i
login fir & &% ((XRAHEE D -

N

T DR A S AT AT, DASRAT CLI ey

B enable 4 (yFINESL T, (EAIAM A A4 A enable s
L, EEIRARGN I, ASA S BEIRE LRI 15, A
i T DA G R T AR, LU (% A enablen (2
F15) B, ASAMEIREZS N, BAER A AR, 7
A PR s 2

* TACACS+ R 45 28 BLIR 2453 - 4E TACACS+ R 45#% I, e &M 7 a4l 7E BT CLI U5 [ (1) 5 43 3 iE
Ja T LM 4. P AE CLL BN RN iy 20 8 F TACACS+ R4S 28 3T 56 AIF

BN S AAA WEMEIAL, AR R Z ALK wE
BCE Ay S BRI IAC B R 5. BRIC B RENS SEEILN A F) 22 2 1 S5 AT AN IR ) i 245
AL AN R YIS, B S SR IR E BT A4 Fe VR AR BT Ss 1E T e

25, BAEHTIG S AT REARATCTARC B ar S B WA B I ANKIIE 42 41 358 2 1) ) iy 2 B BCRT
REA T 225w, it n] RE2tf Heid i A4 o

i SR 5

a4

RGPAT A AAA firds B, @ S RBHERGEHATZERIA T A,

BOAEOLR, LU a2 20 i 0 BB, A7 LAt dir & 231K 15 ZRLR

* show checksum
* show curpriv

* enable

* help

* show history

* login

* logout

* pager

* show pager

B z=niE
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* clear pager
* quit
* show version
WA AR BRI A S 2T 15 g0, EFfRtH “configure” xS 2[R0, 50 H
JUIGIEE N E AR L
e B A 3 iy SR
Tk A H Ay A AT B Ry 16 MR (0 ) 15) 22—t 4. BRANOL T, S m2 0
0 2458 15 AU . 8] DLRH AR H o SCEERF e AR, A P mT LU N 3 T R AR B 2 ) s X

THMEHUTA 62« ASA ZFFEARREIR . RADIUS IR%4258 LDAP IR%5% (U1 54F LDAP J& P
WL 2 RADIUS JE ) Hhse R PR 253

g2

T KRR 20«
privilege [show | clear | cmd] level level [mode {enable| cmd}] command command

i

ciscoasa(config) # privilege show level 5 command filter

XHEFDE I BRI REA iy & R A 4
Ui & R IE I F -

* show | clear | emd - X S8 Al R A7 ] T OO Ay & K s T PRl B B BRI . &1
P B P 2 o BN B e, B AR B i i & T30 O showsl clear g
s LA no e WERAME R — A8y, WS minan & M .

* levellevel - /T 0 Fil 15 Z (Al 2% 51

* mode {enable | configure} - 4RI w4 AT LAFEH P EXEC BEUERi A EXEC FE3R LA I
B NEIN, I A SRR N AT A R R, AT B3 i AR IR S 1AL
B2«

* enable - #1752 I )" EXEC BLaUFIFRAL EXEC #5C.
* configure - ¥ E AL &, LI configureterminal iy 2 #7151 .

+ commandcommand - B ZEhCE K 4. B HAENCE B AR . Bilhn, T LA E BT aaa
AT, HEATT DL S aaa authentication 41 aaa authorization #4112 7 .

T2 iR N RBUSH AAA HI . WAREAT A &, T ASA SUSCREAS AR 2 1 ™ IR R 42
s IR BT HABSRAL I ERIA BB N 15 9

aaa authorization exec authentication-server [auto-enable]

| g ]



gipia |
B e=xitesnn

TP

ciscoasa(config)# aaa authorization exec authentication-server

iy &3 5 A BB 52 P AT BB CLI AT ASDM D7), 5 23 1L

FYR3 A AL A iy S BLR G -

aaa authorization command LOCAL

T

ciscoasa(config)# aaa authorization command LOCAL

FEBEE AT S BIRZONIN,  BRARE Bty & R ACE @y 234, A WA AT A 234

il

filter iy & HALLFEA:
* filter (X7=24 configure i&15)
* show running-config filter

* clear configurefilter

T IO RER B 223 93] i AR 03], el i 2w e 304 i A T st B IR — BRG] . DA
R s A 4 e BRI

ciscoasa(config) # privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

B, LNl s W P filter iy & B A R Z00 -

ciscoasa(config)# privilege level 5 command filter

show privilege 7443 & W 7= 1 JE 2

LA 74 57 mode SSHE I . 2 W P EXEC BT enable iy 4, 1 v] 5 i &
X FR 7 ] ) enable password iy 4 ) SR 5% i R RCBR 2531 -

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa(config)# privilege cmd level 15 mode cmd command enable
ciscoasa(config)# privilege show level 15 mode cmd command enable

PL R 7R 2o 4 configure S8 B nir 4> mode i 4

ciscoasa(config)# privilege show level 5 mode cmd command configure

B z=niE
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# Commands TACACS+ 5 2 L EEHS ]

ciscoasa(config)# privilege clear level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode enable command configure

\)

IR A —17H T configureterminal i 4.

7£ Commands TACACS+ RS LB E M S

] LAAE RN 45 i) F IR GG %% (ACS) TACACS+ RS54 b, 4 s AN F ok A e & J6
FICE AR 6T =7 TACACS+ 452, TSI IRSS 4 SCRY T fA < ir S 3B R HE 41
A

WS LR 224 ACS 3.1 MU R E Ay 2 1 s ) s e 22 J 3 FH 128 = 5 iR &5 4%
o ASA B RFRAUR fr A A Fean A k%, RIS E TACACS+ R4 s oK Al & oAb 5e

2
%‘

E R4 ACS WREEE AN “pix-shell” HIdr SRR, K
® HEAIT T ASA v S F2A.

o A M AN AL T A BN SR o S8, T AR ILRTTHECE. per mit 5Y
deny.

W, NS S F show running-configur ation aaa-server fiv4>, i i) v 2 FBLA N show
running-configuration, X5 /EZ 7B permit aaa-server .

JHRLIE T Permit Unmatched Args E3EHE, 1T LL AR R IHAFE L 1 BT A fr 2 S50

B, el LMY E show x4, A RVFITA show 4. BT v, XFEE ST
T 2 A AE (RFEGES S , HER CLI FMEHEN GESHTED .

1: R BRXHS

shou ¥ Permit Unmatched Args

AddiCommand Remowe Command

114412

| g ]
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gipia |
BLREGS

o X TERAHIER S, MG RASH, MO ARVEAILECKIZE, #ii enable sl help (i

3

ZUTED .
B2 firatRianse

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

AR SR, U AN S BT AE R TECE. deny

W, s R enable, {HAS 4 enablepassword, 14 i TEBP I enable, S TE
WHi A deny password. ffiff:iZ - Permit Unmatched Args S 1EHE, XEE(TAE 7o VF S A8 T 1)
enable GEZILNED o

3B

[V Pemit Unmatohed Args

deny pasanard

Add Command I Femowe Command |

114410

© MIETEMAAT TS AT A, ASA SR AT LAy S RN ASSC, AR BR N 1) 2 B 42 A

B z=niE

AN EFERI%F] TACACS+ IRS5 25 .

Bihn, WA shlog, HE4 ASA K384 show logging i &% %] TACACS+ k45 #%. 2
&, WEREH shlogmess, A4 ASA 4 show logging mess fiy 4 & 1% %) TACACS+ 45 2%,
AN KIS 2 1Y) show logging message fiv 4« %8 n ARC & [F]— NS 5001 2 Fhpitid DUE o
45 S TIED .
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m& TacAcs+ a5 iEi ]

4IEERS

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

Add Command | Remowve Command |

114414

o BB AVEITA P AT B R ZEA A 4
* show checksum
* show curpriv
* enable
* help
* show history
* login
* logout
* pager
* show pager
* clear pager
* quit

* show version

BcE TACACS+ i R

W B H TACACS+ 24240, B A CLI LA n %, ASASH¥ar S FH 7 44 k1% %) TACACS+
AR 45 28 LA 5 i 2 72 7 O AR AL o

155 TACACS+ #8432 /i, 4 LL TACACS+ IRZS2% g LI P2 B4 B3k ASA, FEHfifR
1 BAG B fr S PEROCR A S0 B ASA. I, #R N A% LASRTS B iy 242 A0 B O3 T P 40 %
XKoo BN, ATRESEAMIE .

e TSI T BT 20, B2 RAACE . DR SRS R e, W] Ll &
ASA SKIKE i .

g ]
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TR TACACS+ REGE5e A feur HnJHE. Wb BEIK T S5 2 I8 H 75 A HAT 58 2 TUAR M TACACS+
R4 28 REFEETURTIE ASA FERNE. Fln, E TACACS+ R 23 haFs—AN 58001
RSS2 — SR 0 2 RIS 3% o IR AT LUK AS i iy A P B 4 7 TACACS+ fiR%%
BT H I (4 [RE T

UNEEAE F TACACS+ R4S 23l & ay 28, iEMAT LU R AR

UK
BANLAR fir %

aaa authorization command tacacs+_server_group [LOCAL ]

T

ciscoasa(config)# aaa authorization command tacacs+ server group [LOCAL]

AT L ASA BCE I E TACACSH e 5578 AN T FH I A A H Z0H EAE R R vk . ani s FIRLGE ,
WHEE RS #4144 G LOCAL (LOCAL X7 K/NE) o s A HE s 72 4 5 TACACS+ Il
G- A AR P A4 DD, RO ASA SR S48 AT R R 5 v AT Fig /s o 1 B PR AT AS Hh 5 s
A 2 BRI R E .

A E IR E A P B & B R R

A FHAS s K8k 2 IC L T CLLL 2 ASDM U7 1) 14 5 A7 BRI IS, R A G B2 ) SR oK SR P AE 41 2 IS
(A1) Je B 0 8 O R S R b, 491 B A P AT S XU R N A 5

SR HEMSAGE T A B FE RO AT T 2, i ASIE 10T DA T AR s B0k e 1 LA gt 28R (49
WH T ML Ui 1) VPN 8 AAA Vi) , WAEH Tk AAA RS 83T S 1R o

I ) L E P VY o = N NN SR S W D I R S S A R T o P e
AT B R HB A A AHAC o B S 4 N 48 T user nametiir 4> LA Az change-passwor d iy 4> 58 B 25
FiaZ /i

o fif FHAS HO B0 22 0 CLI 5% ASDM 7 Ml iR & AAA S 5eHiE

« FEARHEHRE e P A

g2
P (L) WEIERN SN2 AZ G2 (LR AL .

passwor d-policy lifetime X

i

B z=niE
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N

g

ciscoasa(config) # password-policy lifetime 180

R G A TR UE .

HREH 0 B 65536 Ko BRIMEHN 0K, RREEASTIM,

waspzmrRrrsrnen [

EWRRIWZAER, Balr—FENHR. EENIIN)E, AU RS WD

JEVITE, AT LT B
* 5 AL BB E FH username iy 4 BE UE T
o GBI R G v S SO R
(ATIE) BB 5 I AR LG, 8 o b 20 B U B /N A 2
passwor d-policy minimum-changes value

Tl

ciscoasa(config) # password-policy minimum-changes 2

ARAE N 0 H 64 DNTHFLI] . BRIMEN 0.

FAFVLRC S AL TE I, BT AT B3 74 ANE 2 1 05 A T 3t 5 DI 44 B e

(HiE) WE MR /NKE.
passwor d-policy minimum-length {f

IR

ciscoasa(config) # password-policy minimum-length 8

HRAEN 3 F 64 NFERF2 0o RN EEK R 8 N FFRFo
(ATIE) BB W b 0 HAT () B N KRS A1 8
passwor d-policy minimum-upper case {&

T

ciscoasa (config)# password-policy minimum-uppercase 3

ARAE R 0 F 64 ANFARFZ T8 BRIMAA 0, Fon o /L.
CRIE) BB SRS IURAT 1 e/ N NS PR KL
password-policy minimum-lower case 1

Tl

ciscoasa(config) # password-policy minimum-lowercase 6

g ]
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B rvurEmpRETEEs

N

g

ARAEN 0 F 64 DTHFLN] . BRME N 0, Fos o/ M.

(ATIE) VB M IUEAT () e N7 A B
passwor d-policy minimum-numeric value

i

ciscoasa (config) # password-policy minimum-numeric 1

HRAEA 0 F 64 NP7 0] BRNER 0, R/l
CATIE) BB A Wb J0UELAT () B N IR A5 H
password-policy minimum-special {f

Tl

ciscoasa(config) # password-policy minimum-special 2

HRAEA 0 F 64 NPT 0] FEATFRFRFE L8 1L @ #. 8. % A & % “ (7 M
“ 7 Ej(U\{E%J 0, %%%Eﬁd\iﬁo

A5 b A

passwor d-policy reuse-interval {H

B UE

ciscoasa(config) # password-policy reuse-interval 5

AT DS IE B S 2 A S (2 2 7 DA ) AU 0D 2 1 25 i 4 H
passwor d-history iy 4 LU % TE X AFEAE RN H - 2 FRIBCE s ear S H P AT E o
IR RSP VAR INIWIDE I TE

passwor d-policy username-check

(i) BEE 215 252048 FH change-password fiy & 8 BU# i, i A2 ik P 4 username iy 4
e R

passwor d-policy authenticate enable

T

ciscoasa (config) # password-policy authenticate enable

BRABEE A ] DA A Ao B e i
USRI REIF 2 username fir & S B0 5, R BLLU AR RIE -

ERROR: Changing your own password is prohibited

B z=niE
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EE

gxzn ]

HAEEAEH clear configure username T &M% A MK . WIS FEM, RV & BoR LT
i/%?‘ﬁ/%\!

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

T SRR S SR PG T A RO, T L (R 3 I T Ok B A . 0 SRS D
SR SR IOAE, SR LB R S T o A SRR A L 0 SR S Bk, IR T DA P e 77 ikt
nAE R U ik

W E S A TS, AT T PR

iz
BALL TR 2

change-password [old-password old_password [new-password new_password]]

i

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

R AR A TN S FE 350, ASA 2PN .

BERIEEZEERE

BTG OLR, R il R RAE 90 Ko W LAZEMI LT RE, R r] SRR o), % 365 K.

FiaZ /i
o G AL R ORAT s AESE DR AE R T, ARG W RN AR AL B s R T
« FEFHIINEG, NSRS B .
o MR K—PPERZ P CLIAEH /57 (SSH. ASDM. HATESHIG) BHAH AAA B IIERT, Ik
THRERHE H T A FE A aliok B AAA IREGZRH 4 . ASDM Bk A RAFET

UK

SRR BOE R LR )

aaa authentication login-history duration X

g ]
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TP

ciscoasa (config)# aaa authentication login-history duration 365

LUK days B N 1 3365 210 BRIAEN 90, BEAEF G %7 Sid 5%, %A\ noaaaauthentication
login-history.

BRI, ATRE S B SRS L, Witk SSH 7Rl

cugel@l10.86.194.108"'s password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

PIR2 BRI
show aaa login-history [user %4 FK]

i

ciscoasa(config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

B & &= IR inlichk
£ CLI "N show i % Z AMIATAT s A I8, 0] DLEE ik 3% 31 TACACS+ idik kg5 4% . &)
DATC B4 ] P 8 st SN enable fiv A I 8k & i 2 2K «
X araidik, KAl TACACS+ JIkR%5 %
WIEPL E A ) ) R enable dr 410k, iHHAT L DR

TR MALL T
aaa accounting {serial | telnet | ssh | enable} console server-tag

T

B z=niE
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N
5
N

Ll |

ciscoasa(config)# aaa accounting telnet console group 1

AR RS 2R AP UE RADIUS F1 TACACS+.
A dik . KA TACACS+ R %% #s S Fr i A0k «
aaa accounting command [privilege level] server-tag

Tl

ciscoasa (config)# aaa accounting command privilege 15 group 1

privilege level S8 7SRO 7 B AR IR, T server-tag 240 ASA MK iy 0 MK B AL S

TACACS+ % #5 HIM 4FK.

MEE R E

ERLCE LR, YT ITar 9 AEL CLI S M6 E I, Tl Res B e iE ) ASA CLL. 0%, H)3

ASA HITTWRE U5l (H, WRECARMARCE, W RSHiiE.
RIS TR WBIE 1 BL T R R

=R 1:CLI B A% EF SR ERS

Ih&E WIE 1% RA fRRFTR: BiE R E: B
A CLI SR IGAE | REAHBHEE | W AMEEE R | SR IFEEFWNA aaady | HESEMNASHHLE
FRCE . 7, W, 4. AmmﬁﬂuM%gﬂﬁé
It H IR AT AT I B SO A SRS I o
Jo
TACACS+ &% | RESZRFMETE | RS TCEViR, |1 BRHEHEZELMAAA|L R ET ASA BRI
754 Ui, BB | WS TE 8 s al e ik mee BC B AN IE A I e U 1)
,m0m$cuﬁﬁ~mﬁﬂﬁﬁ&° MNMEAT A4 o o AR I A ss 2%, A< %&
. AL iAM,un
ik o S s AR P EL
% RIU
WoiiF e uua
2. R A H R PR A (]
BT, XFEEEAS
T 1R 55 4% 5% P11 B Aol At
5E o

g ]
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gipia |

hie PESMH 152 AR RARAE: HiE AR E: &
TACACS+ iy | LIRS LWL | B4 (HIERE | 155 TACACS+ RS2 7 [ 4# S 1E WAT Heb B %
A FRETH P S0yt | e KU P GBIk, ASA. BRI RS HAT
RN Y [fET R4 R I R A
BE . WIASEELATIIR TACACSY 11y 2 T b 4o 82
BRI g T R
B ASA, WEEBIGEF X | >
FEEZGF aaa 2. B
A b Ay A P A BRI B JHT ST, (HER | BRIt E TS aaa iy | < ih NAS L8
BRI F 7 5 1y 8 EK@%FI&E%U)\ A ASA. IM\TU\M%%’&#&
Ko AR IR [ 5 4y ] ﬁ/a{FEE&ﬂ%F‘?ﬁ
e

T & 0]

EZ R LA T i 2 R R w4 i o) «
* show running-config all privilege all
WA A 87 A i A AR 2031

*F T show running-config all privilegeall

e BT 2 b2 B % o1 .

ciscoasa(config)# show running-config all privilege all

privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege
privilege

show level 15 command aaa

clear level 15 command aaa

configure level 15 command aaa

show level 15 command aaa-server

clear level 15 command aaa-server
configure level 15 command aaa-server
show level 15 command access-group
clear level 15 command access-group
configure level 15 command access-group
show level 15 command access-list

clear level 15 command access-list
configure level 15 command access-list
show level 15 command activation-key
configure level 15 command activation-key

« show running-config privilege level 2%

iy A 7R s AR 2 ) 1

ciscoasa(config)# show running-config all privilege level 10

privilege show level 10 command aaa

B z=niE

w4, ASA KW R YH AR CLI fn 4

73 BE B RR 42

Ao level ZEUENT 0 A1 15 Z AR50
PLR 7581 57~ 10 BACRR (1) iy 440 B -



| &m=ipia

« show running-config privilege command iy 4

Wi & P e o i 2 OB 3 -

LL R4 {2 7~ accesslist 7y 4 [#) i 223 i :

ciscoasa(config)# show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

show curpriv
[ R S TR T s (DA E DA
LL R 42 show curpriv fir 4 % H 7l «

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

TR 7~ show curpriv fir 2 4 H -

K 2: show curpriv %4 15 AR

wiziggisE ]

FEX 1% RF

i HTREANNIE SVE INTVEETrSc S SIEA 7
J& enable_1 (/" EXEC) 5 enable_15 (L
EXEC) .

Current privilege level S 0 5 15, [ AT 55 A o A B2 AL

A 15 Ho

I g R TR BL PR 2R 7 Be i, A5 W REAE AT 0

Current Modes ] s ) A an R

* P_CONF - i Bk

« P_UNPR- 1" EXEC K= (0 241 1 2%)

« P PRIV - B EXEC #5532 4¢3 15 40

* show quota management-session [ssh | telnet | http | username user]

b M T s AT IEAEAE I 20

LA T /& show quota management-session i 4 (% Hi 71l -

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco

g ]
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TELNET cisco
SSH ciscol

* show aaa login-history [user % #K]
ey 4 T o N P S sk s % .
LR 42 show aaa login-history fir4 ft1 i 7l .

ciscoasa(config) # show aaa login-history

Login history for user:
Logins in last 1 days:
Last successful login:

Failures since last login:

turjan

1

16:44:32 UTC Jul 23 2018 from console
0

Last failed login: None
Privilege level: 14
Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018
Parlas A S A
[ —]
& IR i7 BBy SBIE R
F 3: ERiFie B Eig R
THEEA TR TFEamA |t
SSH 4=k i ik 9.16 (1) | SSH BUAESHFF LA At -

o FHLE IR - cryptokey generate {eddsa | ecdsa}. % T RSA,
BAVER N T X EdDSA Fl ECDSA AUV SIS FE. i e
AL, ASA 221 L FINFPiiH: EdDSA. ECDSA, %A
J5 /& RSA. HIHA$ ] ssh key-exchangehostkey rsa i 4 ASA
0 30 N A RSA B4, U200 A2 i 2048 A0 B 5T i 47 1) 4%
Ho T SITH MR, SCHE BN BN H R B,
ASAA AT/ NAIRSATNLE . RSASCFRF AR =i A
HHIBR o

o B HBE - ssh key-exchange group {ecdh-sha2-nistp256 |
curve25519-sha256}

* N 55y - ssh cipher encryption
{chacha20-poly1305@openssh.com | aes128-gcm@openssh.com}

o RFHF SSH A 1 - ©NF& ssh version 4.

s MUy 4 . crypto key generate eddsa. crypto key zeroize
eddsa. show crypto key mypubkey. ssh cipher encryption
{chacha20-poly1305@openssh.com | aes128-gcm@openssh.com}
ssh key-exchange group {ecdh-sha2-nistp256 | curve25519-sha256}
ssh key-exchange hostkey. ssh version

B z=niE
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wmpmanneias [

I RE AR TERRA | iREA

SNMP (1) 1 ] 9.14(2) FERCEE LT VPN BEE 65 BT R, 808 Weds v in) 713 A
ANFE IR TP ik, AF 3Rk 3 2 2035 5 VPN 3E7 %24 SNMP
W VPN B & 1 — 5857

HTTPS 5NN % & 9.14(1) IAE, YEATLLh ASA WA HTTPS SR E 25 AN, 5
ASDM. WebVPN FIHAhZ 3. LARY, ] http server
idle-timeout fir 4 H A E ASDM 25 RN . 4 SR R I 48 2 e
W, B A AT
B A5 M fr4 . http connection idle-timeout

SSH N B W IRAE Fa e AR ()24 | 9-13(1) SSH I S0 B 1iE XA (i ottt 4t

P i e 2 SR AR PR 31 1

Mtz i BIAR BT A1 o FERLFIRARAS BN AR AR 2 4%
e I B Y, KRR AR 2 A PR AR UG T e i A o
fig,

Wi/ B ¥d 4 ssh cipher encryption

A BRAE A B S5 b i L SSH % A Hpst
"

9.12(2)

T ZAE Admin 1550 BCE SSH B P14 H#: BTy oAb i 5ok k&
UEBEE .

B/ e dr4: ssh key-exchange

PUAE G SR N 1y 25 2 enable 4%

9.12(1)

enablefR A0 7S IIAE, WS 24K 7E ASA Lk NRFAL EXEC
i, RS LR SO — N 2D 3N PRI, A
Al 1 ¥ 4% . no enable password fir 44 i AN 2 S HE

76 CLLH, a7 LM enable iy 4 login fiv4 CH P BUBR 4 0
2 LA ) w3 SSH 5k Telnet 2xi% (415 i3 B aaaauthorization
exec auto-enable) i AFF EXEC B, i MRk,
SRR DI T,

{RIEAEE 5% ASDM I, MIAEAT IR 0 R KO I 22k o BRIA L T
7t ASDM 1, #&JE75 48 H I 7 44 Fil enable %5 AL HIVAT 6 5% .

PrigMEMI 4 enable password

AR B PR

9.12(1)

PUAE, AT DARC B R TR B P A B UG BRI P S
B TERE . BARY, S BERCEV R iE s I A
Ml 5431l T EE A, E2M R, WHE KHTTPS
SRR N S, WICVERCE SR IhAh, REME PR A TR
Z quotamanagement-session T4, I BETETE A E TP T Ik
BH. U, mANILESIEEC 15, WRECKHERE N 0 (LR
HD BOKT 16 M, EFHORA&R, IHES BaE S 15.

B/ T4 quota management-session. show quota
management-session

g ]



B =mianmsias

gaigia |

TIREAFR

L RA

B BB 800 B 50

AE, Rz T Ui AR (aaa authentication enable console) 5% /it
VFE TR EXEC V7] (aaa authorization exec auto-enable)
Jeis G O BRIV IR GONAE LSS E R AE T, ASA
D ARTS S T RS

W/ &4 show aaalogin-history

SSH 458 22 4 'k

9.12(1)

HZ M LT SSH 224 itk

» % +¥ Diffie-Hellman 20 14 SHA256 #4454, % B ILAE Jg BR
IME. SERArERAME 4] 1 SHAT,

* Y HF HMAC-SHA256 5238 VE % o BRIMMEIIAE 2 iy L s bE %
520 (fX hmac-sha2-256) . ZeRiERINE AN AL,

W& fdr 4. ssh cipher integrity . ssh key-exchange group
dh-group14-sha256

AVFET AR 2 1 HTTPS %8 ) 3 iy
o] ASA

9.12(1)

HEA] DL AVFE TR R 28 1 HTTPS % ' iJ7 ] ASA (¥ HTTPS
. BN, foir ASDM. CSM #1 REST API.

BriAs M4 http server basic-auth-client

RSA ZHIX 32 FF 3072 7% 4H

9.9(2)

TEIUAE T OB B BZ B0 3072,

BT EAE fir 4. crypto key generate rsa modulus

KA ESML (BVI) L) VPN & B 7 1)

9.9(2)

BLAE, WRAE BVI LS H T VPN management-access, A LL{E %
BVI b & B RS: (Bl telnet. http il ssh) o X T4 VPN 4%
HRYTI], AR PR R B b ARSI R L 5

Brms st i 4 https. telnet. ssh. management-access

CLFEH SSH A 1

9.9(1)

SSH A 1 E3-H, RKRAFHRAIT. BIARE S M SSH vl Al v2
MY SSH v2.

B MU A4 : ssh version

B z=niE
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TIREAFR

F A

L RA

XHET SSH 281 5 A ik i) 7 ALRAT
B IR 7 23 GV BEAT AR B 473 6

9.6(3)/9.8(1)

11 9.6(2) LARTHIRCA Y, #8763 1] SSH A H 43 ik (ssh
authentication) i, 1] LA DA BRI T A 7 £ 22 1K) AAA
SSH 9/} 41iF (aaa authentication ssh console LOCAL). 7£ 9.6(2)
W, ASA BRI T AAA SSH S 5L . eI A,

W WA ) AAA SSH S50k : 4% Il ssh
authentication T2 I, BRIE ST 2 440 H AL 5 4 Bk 11
JUR A IR BAh, 7EWIHINCE AAA SSH AR R IEI,
IECE R AOEH T RA %M~ 4, F Har AT H AT AAA Ik
4% 3250 (444 aaa authentication ssh consoleradius 1) . i,
SR oAl DU A S E (R AR, A
WA fC A543 FH 25 55 F1 RADIUS .

REEATAT a2

R

9.8(1)

AL R, B e AT 90 . nTLUASHIILINAE,
ORI ], % 365 K. A4 H wmzwﬁﬁﬁ&<$m
ASDM. Telnet %) i}l AAA 5 AIFRS, JLI)AEA ST
B T (O 4

5INT LA Fr4: aaaauthentication login-history. show aaa
login-history

AL S B DL R AT 5
}ﬂ)—"é ILEELJE/J ) EE"]E/] ) EUJ%H}%’;’;B@

9.8(1)

e, WIS ML L E (270,
IS 5 H P A UL RE 65 o

SINT LA Fis4: password-history. password-policy
reuse-interval. password-policy username-check

] LAZE AR

ASDM T[] ASA SSL fi %% %=X Ui

9.6(2)

T REAT B Gy I IR ASDM T, £
SUE A WS ULAC .

Bi% T LU R fir4: http authentication-certificate match

PUAE T LLEERALE S

SSH 2~ %H 5 4y 5 ik e gk

9.6(2)

FEE B RRA,  SEAE IS H SSH A% 5 3 B3 1IE (ssh authentication)
I, AT DAAN 6 5 F T A ] - 50 2 1K) AAA SSH 5 B ik (aaa
authentication ssh console LOCAL). ZiCEMAESMEE, B
WIH 5 AAA SSH S0 BiE . 245 11 P A8 B i A 2 A9,
RS AT DL A & A3 0 FH - 44

B0k T LU R4 ssh authentication. username.

ASDM 45 FRFZHL

9.4(1)

FAE AT DA BAh 4 HTTP 95 A 5 Telnet £ SSH 1 ) lir B 4 HLIZ AL .

5INT LU Rr4: aaaauthorization http console

g ]
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gmigia |

Ihiae AR TFakA |t

UERCE ) ASDM H F' 44 9.4(1) 243 Fl ASDM ilE-B 5 43 564IF (http authentication-certificate) I,
A LATC & ASDM MR- U P 44 175 20 3k n) AR Hh S s
NI A R P 4 PROE AR D g
5INT LU Fr4: http username-from-certificate

DSCE (1) I 3 A 5 3 B i 9.2(1) A LB ACBUR 1155 B 03 w] LIl sk N B 2 -S40 30 R E — ot

NFFRCEXEC 13X, aaa authorization exec fir 4 iR T
auto-enable £ .

Bl T LU

7 aaa authorization exec.

%t IPV6 (1] HTTP € [n) 32 FF

9.1(7)/9.6(1)

PIAE, 1Fh ASDM A BTE %% ) i SSL VPN Jii B HTTP 5 5E [ 3
HTTPS B, WK &R0 B 5 5E 18 3] IPve Huhlk.

] LA i 243 0 T DiRE: http redirect

FTC . SSH N5 A 58 B B 1

APABPBOAN

JH P RIAESRAT SSH I & BRIN 2L £ 5 K, %ETFEEE HMAC F1
INEE R BUR B YIS . IR ], S n] REA SR 3 i AR A3

EJJIJ)M?I‘%&ET Pk . TR Tzé’ﬁﬁﬂﬁﬁﬁﬁé?%‘ﬁ%&?ﬁﬂfﬂ%
Rz, BROAESOLT, ASA &L LA T Hrp—Fp gk

3des-cbe aes128 cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctro WIRLEREE LA S —Fh 8% (3des-cbe), NIV RE i
12T 128-cbe &5 B U HV L. iltan, B OO T I AR, A

ssh cipher encryption custom aes128-cbc.

5N T LL Fix4: sshcipher encryption, ssh cipher integrity.

SSH ) AES-CTR i1 9.1(2) ASA H11¥) SSH AR %5 %% SZ it I8 AE S FF ABS-CTR A s

ek ) SSHEE B A= 1l 25 4 1) b 9.1(2) LEEREIN TATA B 60 238k 5 sk B i Bk ) 1 GB J&, SSH 4L
A
FIANT LA F#ir4: show ssh sessions detail »

W AE 2 SR ) ASASM,  #F | 8.5(1) HAR N FE T A #1132 45 ASASM &R & R AT S

MAZHAFEAT Telnet F1RE AP I & 5 4
Kk,

(], (ER AT AR B DG S5t G O B0 M R A IR S T
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ThEE AR FEERA  |iAR
fEFHAHEE PR, SCRPE B DU I 3R | 8.4(4.1) A A Mo Ee ¥ ZE L B F 7 CLI 58 ASDM Vi 18] (1) 5 3 B AE ISy, mf LA
I 9.1(2) C 5 T SR SR S SR FH - 418 5 N 1) B 53 i I e B b
51 a1 g K PR B LSO PR e /N - A A
5INT LU R4 : change-password. password-policy lifetime.
passwor d-policy minimum changes. passwor d-policy
minimume-length. passwor d-policy minimum-lower case.
passwor d-policy minimum-uppercase. password-policy
minimum-numeric. password-policy minimum-special -
passwor d-policy authenticate enable. clear configure
password-policy. show running-config password-policy .
SCRE SSH A8 S 4 K iF 8.4(4.1). X5 ASA [ SSH #Ed, & nl DL TR 7 g A S
9.1(2) WE. ST LR E AP SCHE (PKF) #5210 % 915 Base64 %4, PKF
AR N]IE 4096 A7 AT T K320 ASA ASCRHEH]
Base64 #:0 (PR 2048 7)) (%8, 151 H PKF #4350,
SINT LU Rfir4: ssh authentication.
IAE 9.1(2) B A 328y PKE 25 % 2
YT SSH % AHAT 1) 8.4(4.1). TSN SZ ¥ Diffie-Hellman 41 14 $E47 SSH %A #e. LLRT, H%
Diffie-Hellman 41 14 9.1(2) Rl 1.
FINT LU R4 : ssh key-exchange.
SCRFIN A B b i KA 8.4(4.1)- A L E R ASDM. SSH il Telnet 415 (15 KA
9.1(2
@ SINT LA F A4 : quotamanagement-session. show running-config
guota management-session. show quota management-session.
P& 7 SSH %24 AP SCRF SSH 8L |8.4(2) M 8.4(2) Frifi, HICILTHAEF pix 5% asa I F* 44 FE 3 i ik

W 4.

SSH %44 ASA. WnEE{fi ] SSH, 2A%5if# F] aaaauthentication ssh
console LOCAL 774 (CLI) 5% “BlE \> W& \> H F1/AAA \>
AAA Vi) \> B EGAE (ASDM)” SRACE AAA B I0AE; AR )51E
A username 774 (CLI) BUAKERE “PlE > &5 H > H
FUAAANS K (ASDM)” ke SUARHIAT o W EAEH] AAA
IR 55 A AN S A MO AIH PEEA T B O S0 F S AR Al B 3 56 11F i
HREH L.

g ]
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THRERFR FaRA | LR
BT A 7.0(1) FINT IR

FINT LT 4

show running-configall privilegeall. show running-configprivilege
level. show running-config privilege command. telnet. telnet
timeout. ssh. sshtimeout. http. http server enable. asdmimage
disk. banner. consoletimeout. icmp. ipv6icmp. management
access. aaa authentication console. aaa authentication enable
console, aaa authentication telnet | ssh console. service-type.
login. privilege. aaa authentication exec authentication-server .
aaa authentication command LOCAL . aaaaccounting serial | telnet
| ssh | enable console. show curpriv. aaa accounting command

privilege.
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