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G TN A

XF EIRSRIU RS SR B DY, HBERCE D iF st

* E - MBAEH] CLI 8t ASDM T-ahiafr S5 Bl s MR FIN, /il & None H4F.

o WE - 24 ASA IR, ik WO . AN output A A HME AT 4,  action A HIA
[i] & crashinfo (. % & 7E show tech iy 4 2 BT AE il o

SHEER/DNEF LRYRIE

M H A PR NE R R N, SPAT I FEA R LR . AR TR e B
AT o %P9 SRS P A N A ME— 1. S0 LUy — AN P8 NP
ZAERE, A I CLI v 4, 1940 show blocks.

bt B4R

RuT U output fir 4R R/ E i tH AR SR E AL B . — R RER T —NMar . BRIAEN output
none. UL{E<x 237 action fir & ARt o i AE 2Rl BA K AR A BURZM A 15 Gl 1O
JURIEAT . B T REAE AR MR, PO E AT 2EAPIRZS . #mT LUK action CLI iy % i &
s 1N N VAT P

* None- iIXJEERIALE, 2 ZFeth

* Console - ILA7E Rt KX 2 ASA 4241 &

* File- suA7 Bk th AR 2150 F . LR PYAS SO 30aT H -
* Create a unique file - & U FH AR HLAS /NP I, 3% I 2% 601 g LA ik — 44 AR (18T S A
* Createloverwritea file - 5 JCUH S B MR IN SR 025 2 o 4 o (1) 301

* Create/append toafile- fEUCH I FHFAT B S /N FP IR, BRB T2 B I 2136 & 1 S0 ik
TR ISR AE, 2> B ST

* Createa set of files- LiEI 2 G — 4L A ME— L AR, BRI BE 85D R
I, AR IXEE S,

EEM /&N
AN ERLE BEM 2 715K 25 L.

TESARUEN
SRS EA B S

Hit M E

s ERA B, ASA PR BUE RN . FERXATOL M s KL & T REA % 4.
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BcE EEM

mEem [

o O ERS N A PR RS

* ANEEEEL None Fi1 A1 Crashinfo $11Z 4.

* BUA RS H AN B S KIER] BEM HATACEE, R AT fe 4 sEma 1k 5E o

o FEANFAFE BLAS /NP BRI HH 3k output none.  EERE CUIL L, 2 N LAt H A
o FURE R A BERRNRR P a2 SC— it 351

EEM HJHCE i LA N AT 55 41

UK

TR QU R EE DN R P E A, 5 3
FIR2 FERAEAMERAERK Hbr , 555 0.

P 3 BT FE AN, BB T 0L

SRR A WA TN AR, 55 7 3.

I MEER N NEAEFHEESH

TRV A A PO E A, AT LN DR

UK

AT AR I E N S B /R P IC AR
event manager applet %«

il

ciscoasa(config) # event manager applet exampleappletl
name Z ik £ i 32 NP REUT AT A SSVHE A
SR O SN IR, R ARy 410 no Tt
R TR BN

description 3CAS

i
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ciscoasa(config-applet)# description appletlexample

text 28 % A LA 256 ST R 515K BRI SCA S DR, SISO T3 2% .
PRI LRCEIRES, WAL 2 —. ZWERCHCE RS, AN 74 1) no .
s HRCE RS H R, B —SRul— R AR FAHE BLE DRI RS H BT R
event syslog id nnnnnn [-nnnnnn] [occur s n] [period seconds]

ZNE

ciscoasa (config-applet)# event syslog id 106201

nnnnnn Z40hR IR 2 48 H W R ID. oceurs n KEEF-SHO 78 248 H BN B0 Uk 4 2 K m)
], FHAFEES NN AT A4S BRSNS 0 B2 I 1 K. AREN 1 3]
4294967295, period seconds KHEF--SEON R R FAF LUK IR AL, R SRR B A /N N
FEIF 1A FH A 6 B 1l o 70 T () 1) N B 22 R T — IR AT RE A 0 21 604800 1E 0 R A8 X
I R B

RS A IC BN AR OB N R B A R AR — UOF B ERT A S, TR LL R i

event timer watchdog time #»

ZNE
ciscoasa (config-applet)# event timer watchdog time 30
FPELIVE T 1 - 604800

SR ARG E N R A IR AR IR R 30 (BRAEMIER ARG S InEr) WAL N 4.

event timer countdown time

ZNGE

ciscoasa (config-applet)# event timer countdown time 60

FPEINEE 2 1 - 604800 A1 thfir 4 (1) no JE 2 MR BT I I 4% 244
R WARRXEBIIE, SEEHN S T S s AT .

A O e ) — R ROt HBIE R A 8, EA L N s
event timer absolute time /M 204 b

R

ciscoasa (config-applet)# event timer absolute time 10:30:20

a8 hhimmess. ZFAFTE RS 00:00:00 (A7) % 23:59:59.
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* ASA H I 2> fi A AT

event crashinfo

R

ciscoasa(config-applet)# event crashinfo

AN output A E A4, action iy #B<3 & ] 48 crashinfo SCAF. il 43 7E show tech i 4
LA

fic & R AEANIR1E A H RO B AR

NG BA AR At R ROE B bR, WEHATEL R DR

UK

LB TS NMERF LA E BAE.
action n cli command “command”

TP

ciscoasa (config-applet)# action 1 cli command “show version”

nIETEEAE 1D, G 2% D HITEE N 0 3] 4294967295, command JE TR R 2047 T- 515 s Jl,
MRS A RN, WS kAERR. A e R B T ARBRE N A 15 (e I
FURIZAT. Mir S Al REANEEZAT M AN, e A T2ARPIRA . il a4 nl ], i Rk,

noconfirm

HIB2 VEF AT I EARIEIR . A AH N A4 1 no JE AT I R g H H A
* None #1112 Z 5 action iy & HATATHr H GXOZBRINEED -

output none

R

ciscoasa(config-applet)# output none

Console £ UK action 4 B4 A% Bl d1 &

output console

ZNE

ciscoasa (config-applet)# output console
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pE 3 BAT I AT A 2 P RE .
New File 154 i F A~ A SN PHF action 4 IRV H1 A% B8 ST AT
output file new

ZNE

ciscoasa (config-applet)# output file new
AFA % eem-applet-timestamp.log, LA, applet /S AHE FLES /NP IO K, timestamp
A HII I EER,  HoA% 0 YYYYMMDD-hhmmss.

New Set of Rotated FilesE il n] Gt — 4 S Fe 4P S BB NOF SCAERT, S IH B9S2 B )
Bk, BTG 8 U AE SN — A2 ar i AT g .

output filerotate n

R

ciscoasa (config-applet)# output file rotate 50
OB IISCAT LA 0 7, R IHISCAT Bl 5 (n-1) Ros e niEBUERHUE . AT EVEEL 2 21
100, CAF4 kAN eem-applet-xlog, I, applet &/ MEFFIIZAFR, x &35 .

Single Overwritten File BI04 action fir &% i 5 AR — A 3CF, RGN )57 3
e

output file overwrite filename

ENUE
ciscoasa (config-applet)# output file overwrite examplefilel

filename 24 AL (2 ASA) U4 . AWl LUd ] FTP. TFTP f1 SMB H A5 3 ff.

Single Appended File BEL0K; action iy &% H B AN B —AN SO, RS NI 2 B 2 A7 5C
k.

output file append filename

ZNE

ciscoasa (config-applet)# output file append examplefilel

filename ZEUE A GF T ASA T ) 4.
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LT FAFE B DR, WHAT U PR

UK

IBAT S AT .

event manager run applet

il

ciscoasa# event manager run exampleappletl

WABAT MR & event none it & (A BLE MR, K R/ B R . applet ZHUL i1 Bl &%
INEFPEI AR

IRER A7 ECFI R TF(E

FLLRNAF M A DL, AT LU 2 5%

i

S AN H B

memory logging [1024-4194304] [wrap] [size [1-2147483647]] [process process-name] [context
context-name]

EUE

ciscoasa(config)# memory logging 202980

ME— N IHSHOE PAF H ISP IX 4% H 4. wrap KEIUH T30 50 A7 H & s s R e A 4
I ERAFZEIPIX o Gt X L REORAF— K

AR AT H SR X wrap 2R, S . 9200 X wrap I, REESHH A A AL B FATE
s, LUR B RAE . size I T MiFishs i€ K. process eI T~ ML Fhs o€ Wi ke o

ER Checkheaps SERER MF — N HERESE 42 2%, TG & LLARSRAETT UL HT A A7 20 BT 25«

context B4 E 44 Bk N 4 58 REAUE Stk W AF H 0% o
LHEAAHELRSH, DA A, R EN.

FER2 B HadR g Rt
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show memory logging [brief | wrap]
show memory logging include [address] [caller] [operator] [size] [process] [time] [context]

Tl

ciscoasa# show memory logging
Number of free

Number of calloc
Number of malloc
Number of realloc-new
Number of realloc-free
Number of realloc-null
Number of realloc-same
Number of calloc-fail
Number of malloc-fail
Number of realloc-fail
Total operations 14
Buffer size: 50 (3688 x2 bytes)
process=[ci/console] time=[13:26:33.407] oper=[malloc]

addr=0x00007fff2cdO0a6c0 size=72 @ 0x00000000016466ea 0x0000000002124542
0x000000000131911a 0x0000000000442bfd process=[ci/console] time=[13:26:33.407] oper=[free]
addr=0x00007fff2cdO0a6c0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007fff2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542
0x000000000182774d 0x000000000182cc8a process=[CMGR Server Process]
time=[13:26:35.964] oper=[malloc]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9%a 0x0000000000bff606 process=[CMGR Server Process]
time=[13:26:35.964] oper=|[free]

addr=0x00007£f££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bff606 0x000000000182cchb0

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[CMGR Server Process] time=[13:26:37.964] oper=[free]
addr=0x00007fff2cdO0aal0 size=16 @ 0x00000000021246ef 0x0000000001827098
0x000000000182c08d 0x000000000182c262 process=[CMGR Server Process]
time=[13:26:37.964] oper=[free]

addr=0x00007£££224b9460 size=40 @ 0x00000000021246ef 0x000000000182711lb
0x000000000182c08d 0x000000000182c262 process=[CMGR Server Process]
time=[13:26:38.464] oper=[malloc]

addr=0x00007fff2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542
0x000000000182774d 0x000000000182cc8a process=[CMGR Server Process]
time=[13:26:38.464] oper=[malloc]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542
0x0000000000bfef9%a 0x0000000000bff606 process=[CMGR Server Process]
time=[13:26:38.464] oper=[free]

addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bff606 0x000000000182cchb0

process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[ci/console] time=[13:26:38.557] oper=[malloc]

addr=0x00007fff2cdO0a6c0 size=72 @ 0x00000000016466ea 0x0000000002124542
0x000000000131911a 0x0000000000442bfd process=[ci/console] time=[13:26:38.557] oper=[free]
addr=0x00007fff2cdO0a6c0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

O O OO OO O wwoon

ciscoasa# show memory logging include process operation size
Number of free 6
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Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)
process=[ci/console] oper=[malloc] size=72 process=[ci/console] oper=[free]
size=72 process=[CMGR Server Process] oper=[malloc] size=16

process=[CMGR Server Process] oper=[malloc] size=512 process=[CMGR Server Process]
oper=[free] size=512 process=[CMGR Server Process] oper=[malloc] size=40
process=[CMGR Server Process] oper=[free] size=16 process=[CMGR Server Process]
oper=[free] size=40 process=[CMGR Server Process] oper=[malloc] size=16
process=[CMGR Server Process] oper=[malloc] size=512 process=[CMGR Server Process]
oper=[free] size=512 process=[CMGR Server Process] oper=[malloc] size=40
process=[ci/console] oper=[malloc] size=72 process=[ci/console]

oper=[free] size=72 ciscoasa# show memory logging brief

Number of free

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)

O O O O OO o wwo

O O O O OO O 0w o o

TCFATATIELL, show memory logging R Al 2 /R 48 v 8 LRI S I EAE . brief JED{ S /R ZErH 5
B wrap IR R ERG MM IX, ARG MREGE, DL I E S A SR A A HE . include
I AL 4 T R de o B ST DA RIUT R e B, e a4 BL R AT 2R :

1. Process

2. Time
3. s (BRAEESRAET)
BeAE (free/malloc/Z5)

4
5. Address
6. Size
7

Callers

i A% =

process=[XXX] time=[XXX] context=[ XXX] oper=[ XXX] address=0xXXXXXXXX size=XX @
XXXXXXXX XXXXXXXX XX XXXXXX XXXXXXXX

2 o 4 AT L. RIS Fon s it CLpEcED .

FYRI WM A AE Sl AT
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event memory-logging-wrap

T

ciscoasa (config)# event manager applet memlog

ciscoasa(config) # event memory-logging-wrap

ciscoasa(config)# action 0 cli command "show memory logging wrap"
( ) #

ciscoasa (config output file append diskO:/memlog.log

NS 7L A BRI o 2400 WAF F SR I, A AE S s [ FHF A
PSRBT U 5 C B ) ANRE Y o

PAR 7 ) b s SR (R A B /N /NI S — T KB BR A DU B, JRRem it 5 N3
AR H ST, I RAE— R H

ciscoasa(config) # event manager applet blockcheck
ciscoasa (config-applet) # description “Log block usage”
ciscoasa (config-applet)# event timer watchdog time 3600
ciscoasa (config-applet)# output rotate 24

(

ciscoasa(config-applet)# action 1 cli command “show blocks old”

PUR 7R B s iR R S B R AERERER 1 0BT A 3 ASA, MU g ZEARAF L

ciscoasa(config)# event manager applet dailyreboot
ciscoasa (config-applet)# description “Reboot every night”
ciscoasa (config-applet)# event timer absolute time 1:00:00
ciscoasa (config-applet) # output none

(

ciscoasa (config-applet)# action 1 cli command “reload save-config noconfirm”

LAR 7- 0 B2 P I e fR 3 R TRV 4 0 4 1 ) SR B /DR o

ciscoasa(config) # event manager applet disableintf

ciscoasa (config-applet)# description “Disable the interface at midnight”
ciscoasa(config-applet)# event timer absolute time 0:00:00

ciscoasa (config-applet) # output none

ciscoasa (config-applet)# action 1 cli command “interface GigabitEthernet 0/0”
ciscoasa (config-applet)# action 2 cli command “shutdown”

(

ciscoasa (config-applet)# action 3 cli command “write memory”

ciscoasa(config) # event manager applet enableintf

ciscoasa (config-applet) # description “Enable the interface at 3am”
ciscoasa(config-applet)# event timer absolute time 3:00:00

ciscoasa (config-applet) # output none

ciscoasa (config-applet)# action 1 cli command “interface GigabitEthernet 0/0”
(

ciscoasa (config-applet)# action 2 cli command “no shutdown”
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ciscoasa (config-applet)# action 3 cli command “write memory”

1= EEM
WS LL 4 LU % EEM:

* clear configure event manager
U i 4 T M B A PR AR RIS A TG B

* clear configure event manager applet appletname
1 iy 4 R AN IE B o N B 8 i 44 RS B R

* show counters protocol eem
i & AT R AT AR TR

* show event manager

e |

e RN R CRCE A B MR B, A i o O b — DR T B

NFR P AT IR ] o
* show memory logging. show memory logging include
X Ee iy A 0] 7R O T AT 2 LA A A DL 4 15 .

* show running-config event manager

Wb L R F A PR NI AT C
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EEM [ 5183k

R LEEMGRIER

EREIESS o

TIREAFR Fa A

152 AR

A FHIFE LSS (EEM) 9.2(1)

EEM JIR 2544 m] LAt o) R 4Rt T
e g 3 P e . IR TR SS
PN A A ;. EEM IR 3 A0 g
4, AR e SCEAE RN EEM. BT i I 44
SR Hg N . AT DA E £ A
A HL SN S i AN () 1) 2 R
PATAF A

FINBES T LA M4 event manager
applet. description. event sysogid.

event none. eventtimer {watchdogtime
seconds | countdown time seconds |

absolutetime hh:mm:ss}. event

crashinfo. action cli command. output
{none| console | file {append filename |

new | overwritefilename| rotaten}} .
show running-config event manager .
event manager run. show event
manager . show counter sprotocol eem.
clear configure event manager . debug
event manager. debug menu eem.

EEM [1) N A7 BRI 9.4(1)

IINT B0 R D ekl % A AE 4
FCFI AR OG- LA S A A7 H &l
SKBHEHAT,
TAITINEE S T LT a4 memory
logging. show memory logging. show
memory logging include F1 event
memory-logging-wrap.
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