Fi+ AAA B TACACS+ AR 5523

AR HUTECE AAA T TACACSH IR%5 25 .

o XTHT AAA If] TACACS+ iR%5%% , 1 W

* 1T AAA 1) TACACS+ JIRZ5 st/ , 3 W

* iL® TACACS+ IR%52%, 3 W

o W4T AAA ) TACACS+ IlR%s4% . %6 1L

* T AAA 1) TACACS+ IR a1 sl , 55 6 1L

*F FHF AAA HJ TACACS+ BR % &5

ASA STHREAH LU ST TACACSH AR %538 S 3 HiiE: ASCII. PAP. CHAP il MS-CHAPv1,

TACACS+ 14

)

R ASA 7] 3 KF TACACS+ JElE. TACACS+ EMEnI 0B G I6 k. FARNCIKThEE . ZEMNSC R
PRI S e R YA AT @ . IR SSRe AN S i H L S RE S PR SR RS e, T HA UK
FUBETENH T H P . ke v R AR H AR, oA S FAEEIR,

a4

BEH TACACS+ g tE, 1EMRE C/E NAS B H AAA RS

NERINIEH] T AR RACBE RN 52 SRR (1) TACACS+ SR @ 1 o

F 1: 58 TACACS + 1 1UNa N B 1

B i3t A

acl fif e BN FERR AL B 1K) ACL.

idletime SRR I B Oy S UK (A 2 T 2% L il BLAR T
ARSI CRA B A7)

FA-F AAA £ TACACS+ BR 535 .



B recacs: mix

FIF AAA i TACACS+ FR 552 |

Bt 15t A
timeout TR By IR I S TR R R, SRR

Seta AT LORFHE SRS IS CRAZM O 0D

TR S FE Y TACACS+ ik & 1k

% 2: T8 TACACS+icHikE 1%

B i3t AR

bytes_in froE IEE R R AR A I A AN I R (IS
IIRGS)

bytes_out FHE R I R v A B 0 o T B (U
kgD o

cmd ST (LA 2agik) .

disc-cause FREAR VUERWOT I A I (A QRS (DU kil

KD o

elapsed_time

58 SOERPTHARIIAH (U Ikl .

foreign_ip F6 5 B L 1) % 7 it D TP stk o 5 SO T 4%
MR REE RN AR LA O Bk,

local_ip FRex TR ER:, &) CERE R IP k.
SE SO T H B R ACHE R im0
HB ALk

NAS port AT IERE 216 1D,

packs_in 852 PR R o AR S 1 i N B B I B

packs_out 8 72 PIE B R v AL 0y i B s L I 2

priv-level BEE A A A CK T SR A P BURG0, 75 e
A1,

rem_iddr FR7RE 7 i (1) 1P Mtk

service e T RS o 5 TG T iy &0k 1) 1
WL, GHAE N “shell” .

task_id feE ek F %5 i ME—1L55 ID.

username e H P 4K .

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58
3T AAA # TacAcs: BEz ism [}

F§F AAA 1 TACACS+ R %% 2235/

AN BELERCE T AAA 1) TACACS IS5 2% 22 1l AR 5 1 748 D) 11 PR

IPv6
AAA RS-2% 0T LUE ] IPv4 8% TPv6 itk .

Hit i E
* FERRLUR ATEIAT B 200 DRSSl fEZBGUN MG ST AT 4 MRS a4l
o FEHEACN RN DAT I 16 MRS AS, A2 RN AT AT 8 IR SS A

BCE TACACS+ AR 5525

AT B UTHCE TACACS+ JIR45 25
pUE ]

$IE1 filE TACACSH RS540 , 453 7.
FIE2 [P IN TACACS+ R4 4% , 45 5 T,

Bic E TACACS+ AR 35 =84H

1 R TACACS+ RS 28 T B I6AE . PR Eck, Wil 20—/ TACACS+ IR%5 28
M, RGN NRSG AR — L GRS B LIHZAF PR TACACS+ 45 24 .

BN TACACS+ R4 284, WEPATLL R D!
pUE ]
LB Wi IS as AR

aaa-server server_tag protocol tacacs+

IR

ciscoasa(config)# aaa-server servergroupl protocol tacacs+

2445 N\ aaa-server protocol iy 2, REGH BN aaa-server 410 B AR

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |

B = tacacs: s ma

$IE2

FOEAEZAA T MRS AT, 2 A AT AAA IRST A3 10 RIS AAA F55 5 KB AL IR SR I B
PN

max-failed-attempts %5

i

ciscoasa(config-aaa-server—-group) # max-failed-attempts 2

number ZEVEFTI AT 1 2 5 2 (). BRIAE N 3.

RIS AE A (DO T B D BCE T IRNR U7, JF HAL P I P A IR g5 as# e b,

BE LN TR, M2 R A TN, IR 2R . 1Z RS as /e 1008 CBRIAED
WEORFFFRIC A TN, DA ORAZ I B A A AAA TR SRAN 2RI R IR A5 4 201, T 7 B Y [P
Jiike B AERINI T NAYIE], 1525 25 Y reactivation-mode i 4

WERBAT BRIV, ) ASA R4k 8 F i 2 P R g5 45
Fig o HI T FHTUO 20 o s 55 2 1R s (RTINS S8 )
reactivation-mode {depletion [ deadtime minutes] | timed}

i

ciscoasa (config-aaa-server—-group) # reactivation-mode depletion deadtime 20

depletion JCHE T AUAELL (1 T AT R 55 8% A AL T AR3E BRES I A4 2 FOB PO b e 25 4%

deadtimeminutes S8 - ZH06 T8 2 WZE 20 b 1) 85 5 — AN I 45 2 21 B Jim 2587 i3 BT IR 45 2 B
SRR, JERIAT 0 B 1440 (LAAX PR ) 208, BRIMESN 10 43%h.

timed SCHEF- AT 30 AL T 5 BB o ok IR 45 4% o
HE VIR S I B A R BT RS54
accounting-mode simultaneous

IR

ciscoasa(config-aaa-server-group) # accounting-mode simultaneous

W AN 3G B AR 45 % R IE I R B BEE,, W%\ accounting-mode single i 4> .

T
LAUR 7Bl g, WS iy — & EHRSS S A & f RS54 (0> TACACS+ 4.

ciscoasa(config)# aaa-server AuthInbound protocol tacacs+

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

ciscoasa (config-aaa-server-group) # reactivation-mode depletion deadtime 20
ciscoasa (config-aaa-server—-group) # exit

ciscoasa(config)# aaa-server AuthInbound (inside) host 10.1.1.1

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58

e TAcAcss % [

ciscoasa(config-aaa-server-host) # key TACPlusUauthKey
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config) # aaa-server AuthInbound (inside) host 10.1.1.2
ciscoasa(config-aaa-server-host) # key TACPlusUauthKey2
ciscoasa(config-aaa-server-host)# exit

[ 2H #7550 TACACS+ AR 5528

B TACACS+ IR 23N MBIR S 22 2H, TEPAT L R4k

UK

i TACACS+ RS %%, DLIAZIRSS 28 BT JE I IR 55 2 2 o

aaa-server server_group [(interface_name)] host server_ip

Tl

ciscoasa (config-aaa-server-group) # aaa-server servergroupl outside host 10.10.1.1

WIRAIEE (interface_name), U] ASA ER AL RIER.
JIR 45 % 1T UL 1Pv4 B IPv6 Hidik.

foe SR 2 A N .

timeout

FoE MR 45 2 (KB I TRI B (1-300 2 ¢ BRIMEN 10 Bbo X 44 AAA 55, ASA K E g4
(T retry-interval v e XKD , BERIARGER . W RESRIMF S HEEIES] AAA RS
A5 2H max-failed-attempts 72 B3R M) B, WK 5 HH AAA 5545, I HASA ¥ IR 5 —5H
AAA RGAy (R CRLE) RILIFHK.

-

ciscoasa(config-aaa-server-host)# timeout 15

i HR 55 deu R st 115 49, Bk ASA 55 TACACS+ 4% #s HEA T 45 BT HI 9 TCP 5% 115
server-port port_number

T

ciscoasa (config-aaa-server-host)# server-port 49

PR MR A a5 M, PEH T 1H 1 TACACS+ RS2 6) NAS AT S 50 1IE
key
i

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |

. U4 FF AAA ) TACACS+ AR 55 28

ciscoasa(config-aaa-host)# key myexamplekeyl

I PIUERE DX RN G F RO T, I KK 127 NP4, ER{EYS TACACS* 55
ar ERYEPIAIE. 127 T4 S T T AT AR B o P AE R I AR 55 s Z TR
M s ez g, s PI7e % b AR S5 4 R AL LA R . s PIA R 20
{H SV FA R IR 74 o

in¥= AT AAA 1) TACACS+ AR 5585

WHZ LR T W HT AAA 1) TACACS+ IR 45 # (Frir 4
* show aaa-server
b 4w s CRCE ) TACACS+ k5@ 4t . Hi A clear aaa-server statistics fir < A
TACACS+ IR 5585 45
* show running-config aaa-server

M4 ] B8 TACACS+ AR5 #3121 T & « %\ clear configureaaa-server fir4 Al i & TACACS+
55 AR B E -

FiF AAA B TACACS+ R & 229/ Hid 5

% 3: FF AAA 1Y TACACS+ FR 5 25 B9 £iBR

TIRE AR

FaRRAK 15 AR

TACACS+ filR%5 %%

7.0(1) BT E T AAA ) TACACS+
254 o

FJINTLEU R4

aaa-server protocol |
max-failed-attempts.
reactivation-mode. accounting-mode

simultaneous. aaa-server host. aaa
authorization exec

authentication-server . server-port.
key. clear aaa-server statistics. clear
configureaaa-server . show aaa-server .
show running-config aaa-server .
username. service-type. timeout.

A5 1Pv6 Hidik. T AAA IR 9.7(1) FLAE A LUK IPv4 B IPv6 HulikF T AAA

TACACS+ R %58

5545 o

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58

T AnA & TACACS: i 2tm i I}

THRERFR Fa A 13t A
BT AAA RG2S 25 L | 9-13(1) T DIBC B B 2 AAA g #edl. fr

T LRAEEEINT .

PSR, T AR E 200 AAA IR S5
A GH— RN 100) « fEZ 5
U, T LARCE 8 CAT— MR N
)

eAh, R EEE, T IR
B8 M eSS Ay CREANA R HT— AN PR
4RSS o FUAE SR A A PR
16, TREFAAL,

BT LR iy A DA 23X 26 Bl
aaa-server. aaa-server host.

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |
B 57 ana s Tacacs: RS BEHFH RiER

. FAF AAA 19 TACACS+ BR 5583
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