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C:\Users SRR nctsh wlan show interfaces
There is 1 interface on the system:

Name : Wi-Fi

Description : Intel(R) Wi-Fi 6 AX201 160MHz
GUID : cef8e258-3571-UcTe-afec—alfcb5b852d5
Physical address : bc:6e:e2:b0:53:33

Interface type : Primary

State : connected

SSID

BSSID :at:97:0a:

Network type : Infrastructure

Radio type : 802.11lac

Authentication : WPA2-Personal

Cipher : CCMP

Connection mode : Profile

Band : 5 GHz

Channel : 36

Receive rate (Mbps) : 702
“Transmit rate (Mbps) : 585

Signal : 86%
Profile : -

1.2. MacBook LV {E 5B EFSSIDE & :
EMack , REWI-FIESRER —BRE, EEMAXERPHNWI-FIBRE | BEETR, IE
, BAILETHEEFFEWI-FESEE ( LABmERRHRSSIE ) IR EMREHEXER.



Known Networks

IP Address: 192.168.0.103
Router: 192.168.0.1

Security: WPAMWPAZ Personal
BSSID: ac:84:c6:f5:18:4¢
Channel: 1 (2.4 GHz, 20 MHz)
Country Code:

Moise: -95 dBm

Tx Rate: 144 Mbps

PHY Mode: 802.11n

MCS Index: 15

M55S: 2

MACHESRE
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MONITOR  WILANs CONTROLLER  WIRELES5 SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

w Access Points

All APs General Data Rates**
» Radios
802.11a/nfac/ax 802.11a Network Status Enabled & Mbps
802.11b/g/n/ax
Dual-Band Radios Beacon Pericd (millisecs) |100 | 3 Mbps
Dual-5G Radios .
Global Configuration Fragmentation Threshold {bytes) |2346 | 12 Mbps
» Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximurn Allowed Clients |200 | 24 Mbps
} AP Group NTP RSSI Low Check (] Enabled 36 Mbps
e ggiI)Threshold (-50 to -90 |-ao | 48 Mbps
- 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect ;
Groups Low Band Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled
i:ae;(l;i;l}:gﬂt VLAN TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Suppert Enabled
Metwork

5 Ghz7Fc 4k B8 A B9 BRIA BB IR =R

CIsSsCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP
Wireless 802.11b/g Global Parameters
w Access Points
All APs General Data Rates™*
+ Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Ecnabled 2 Mbps
Dual-5G Radios 3 -
b ek Beacon Period (millisecs) |IUD | 5.5 Mbps
¥ Advanced Short Preamble Enabled 6 Mbps
o (F;:?erzaantatmn Threshold | 3346 | g Mbps
» AP Group NTP DTPC Support. Enzbled 11 Mbps
» ATE Maximurn Allowed Clients |2ElD | 12 Mbps
RE Profiles RSSI Low Check ] Enabled 18 Mbps
ety ;Kg;I)Thresho]d {-80 to -390 |—8I3 | 24 Mbps
Groups 35 Mbps
CCX Location Measurement
¥ FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode Clenabled 54 Mbps
Templates
-t i L L 3 = A
Network Lists BSS Color Configuration TWT Configuration ***
v i{:tz\;;lkaf nfac/ax BSS Color (1 Enabled Tirpet WilBme e
« RRM Broadcast TWT Suppert Enabled
RF Grouping

2.4 GhzZo4k B R BRINBURE R

BERF:

BRI LAERCLISIGUIZAME AFFENBIRIER -



1. EECLIF T4 #H802.11bITH S B -

config 802.11b disable network
config 802.11b 11gSupport enable
config 802.11b 11nSupport enable
config 802.11b rate disabled 1
config 802.11b rate disabled 2
config 802.11b rate disabled 5.5
config 802.11b rate disabled 11
config 802.11b rate disabled 6
config 802.11b rate disabled 9
config 802.11b rate mandatory 12
config 802.11b rate supported 18
config 802.11b rate supported 24
config 802.11b rate supported 36
config 802.11b rate supported 48
config 802.11b rate supported 54

config 802.11b enable network

2. BEGUIZRIBRA :
EFRTLEHB L TEMENBIREER | FEMIESIEEHGUI | R Wirdess I~ , AE%EIE802.11b/g/n/ax , i&ENetwork %
W+ , REEEMENREERRED (2R, XEHEH).

3. #i3802.11ak & BCLIMITH SR,

config 802.11a disable network
config 802.11a 11nSupport enable
config 802.11a 11acSupport enable
config 802.11arate disabled 6
config 802.11arate disabled 9
config 802.11arate disabled 12
config 802.11arate disabled 18
config 802.11a rate mandatory 24
config 802.11arate supported 36
config 802.11arate supported 48
config 802.11arate supported 54



config 802.11a enable network

4. BEGUIZR/IBH :
BE QTSI ETENENHIEER | FSMEIGUI of the controller |, EIFWireless I |, #%3%802.11a/n/ac/ax , ENetwork H
BRI, REERFENSERELET (2H, g8 ).

5 MURBIERE :

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless 802.11b/g Global Parameters
w Access Points
All APs General Data Rates™®*
w» Radios
802.11a/nfac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Eenabled 2 Mbps
Dual-5G Radios B Perind il |100 | =5 Mb 2
Global Configuration eneariRecid: (milisans) : &
(S, Short Preamble Enabled & Mbps
Fragmentation Threshold
Mesh fhites] [2346 | 9 Mbps Disabled v
} AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |ZDU | 12 Mbps
RE Profiles RSSI Low Check [~ Enabled 18 Mbps [Supported v |
RSSI Threshold (-60 to -20
FlexConnect dBm) |'BD | 24 by Suppoeted ¥
Groups 36 Mbps
CCX Location Measurement
b FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode UEnabled 54 Mbps
Templates
Network Lists BSS Color Configuration *** TWT Configuration *#**
= 802.11a/njac/ax BSS Color [C] Enabled Target Waketime Enabled
Network
+ RREM Broadcast TWT Support Enabled
RF Grouping

BT L HBES02. 1M EIRIEE



CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

+ Access Points

All APs General Data Rates**
» Radios
802.11a/n/ac/ax 802.11a Metwork Status Enabled & Mbps
802.11b/g/nfax
Dual-Band Radios Beacon Period (millisecs) | 100 | 9 Mbps
Dual-5G Radios . .
Giobsl Configuration Fragmentation Threshold (bytes) |2346 | 12 Mbps
b Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 | 24 Mbps
» AP Group NTP RSSI Low Check (] Enabled 36 Mbps
RSSI Threshold {-60 to -90
b ATF dBm) |'3'3 | 48 Mbps Supported v
. 54 s
RF Profiles 802.11a Band Status
FlexConnect :
ot Eoi Hand Enibled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
frob Rl TR el TWT Configuration ***
Templates g
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Support Enabled
Metwork

BT 8802 11 B ERa
EREMI2. EFEE

BMERHXBEECHEERNNE , ARKELTLMENER , LERTHRABREXNWTLER.

BR , tF-LEFEEMENERHEXELERAEERLEFAXNECMNMNESE , SFHMR, DRAFANEESH XTPHIE
EHE—IMERMWKEANRZ JUER - MEESENN S —MER/EXTEET.

MREEFFZXR , WERBERELLREIARARTHAERERRN X EENHHENNEHE,

B RF , YABRFREHBEBRENLETREFNSTHEAL NRKETENEARSHENER/X DR N ER
TS BT EMRE |, HFETLBEE QU T F N EERRESXMA,
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BATR 1R B A R R E 3R/ XA BB RS 5 T S BRI BaY S 3R
1 BIE T4 BAAE AR -

15 1R StatusEB 9 H SRR L B4R - ®Wireless> AP > <desired AP> > I nterfaces . Z2“Regulatory Domain : Not Supported” ( & #I58 E
. Z:iﬁ ) °

ANl APs > Detaits for

= G s i [ i, 1 | 1
Etharnat Intarfaces
TP Contiguraisoen
Eiheriet Dntes face s COF Siain
a =
1 =
Emimrince Crpmrational Status  Tx Unicast Fagkeis e Unicast Fackeis  Tm Moo Unicast ackeis G Mo Unbcast Sagbeis
sraak sl uP 43501 1440683 47043 3871317
qiak oW ATRAGETIND o a o
Hadio Intartaces
Musnber of Radus Eobeiaoss 2
L Conliguration
Hadeo Slure CO Statn
o o
1 O
Hadio Slot®  Radio Interdacs Type  Hoduls Type Suls Band Admin Status Dper Status Cloandin! 51 Admin Status  Cleandin/ 51 Opor Statis v Damain
L] . & abvialn = = Trnakin L] Enanle DN Fupparted
i B33 dadnSee - . Enabde D Enside oW ot Supmorted
LAN Foris

802.11a7C4 BB T A QUZ E B /4 X 89 E SISE Bl R R B K

2 BREBALTEARS

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT

Wireless 802.11a/nfacl/ax Cisco APs > Configure

w Access Points

all APs
» HRadios
802.11a/n/acfax General
802.11b/g/nfax
: R
Dual-Band Radios AP Name
Dual-5G Radios Admin Status Enable w
Global Configuration
Cperational Status DOWHN
¢ Advanced
Slot # 1
Mesh

T A RI802.11aE EIRA

3. FREWirdess> Country TG ABA SRR ENENER/MX KB ( MEMR ) .



CISCOD MONITOR  WiLANs CONTROLLER ~ WIRELESS SECURITY  MANAGEMENT COMMANDS HELP

Wireless Country
* Access Points
All AbE List of access pont models and protocols sypportad per
 Radios = country and regulatory domain
B2 1 lalnacrax
802.11b/g/n/ax Configured Country CH, IN
Dusl-Band Radsos Code(s)
Dual-5G Radios

Global Configuratson

BHREEANER®EXABIIR

BERERF:

LEBASLREFMENERRD , LSFIFTLE1 (802.11a) , MEPIR,

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMAMDS  HELP
Wireless All APs > Details for NN
v Access Points  General | Credentials | Interfaces | High Availability | Inventory | Advanced |
. I ] ; |
» Radios
802.11a/n/ac/ax Regulatory Domains
802.11b/g/n/ax
Dual-Band Radios Country Code i 3}
Dual-5G F{adn_:ns Cisco Discovery Protocol CN {China)
Global Configuration
e d AP Group Name defauit-group ¥
vance
Statistics Timer
Mesh
= Rogue Detection [=]
b AP Group NTP ;
2 Telpet Global Config
F ATF
£ g5y Global Config v
RF Profiles MSI Ports State Global Config v
FlexConnect Groups TCP Adjust M55 (IPv4: 536 - 1363, IPv6: 1220 - 1331) [ |
b FlexConnect ACLs LED State [J Enasble ~
FlexConnect VLAN :
LED Brightl | 1-8
Templates e (;I:I( )
- LED Flash Stat o 1-3600 d
Network Lists i B ¢ I=eonds
b} 802.11a/nfac/ax Olndefinite
} 802.11b/g/n/ax ®pisable

RRZEEARQHER/MX

2 WREMNIEER , BAFEEES5 GHz ( WEAIR ) -



I General Credentials j Interiaces | High Availability | Inventory | Advanced | Intelligent Capture |

Ethemnet Interfaces

COP Configuration

Ethernet Interfaces COP State

0

Interface Operational Status Tx Unicast Packets Rx Unicast Packets Tx Non-Unicast Packets Rx Hon-Unicast Packets
GigabitEthernatn ue 84856797 261416506 0 156158298

Radio Interlaces
Mumber of Radio Interfaces a

CoP Configuration

Radio Slots COP State
]
1
2 O
Radio CleanAir /ST Admin CleanAir/S1 Oper
Slot# Radio Interface Type Module Typa Sub Band Admin Status Oper Status Status Status Regulatory Bomain
L1} BO2. 11b/g/nfax = = Enalile ue Enabla up Supported
C 502.11a/nac/ax - - Enable uP Enable 3 Supported |
2 802.11a/n/actax = = Disabla DOWN [T NA Supported

BRAPEERES N upE X FE S

ERARGI3 ML

SIER 75 1) fERE AT IS ( 2.415 GHz ) RN BFFIREBBEREETLMNS GHARZA R, TETHEIR2.4-GHz{EE LRI HRM 1 &
, 85 GHZE BN FFIRE LRSI N , At , FFWmERES GHZEE LiE#,

B BARILIHEE B ER B XIF802. 1 1M XAE F imik R5GHZRER , (BB AEZTHWLAN (AN EHRBNESE K ) L&
MEEER , BN ETRSBBFIER S e,



AR ERAZE , FRAEANRE FIRESNIRE PN H#THEN R,

EWLANLE SRR ERNER :

GUI : $MZEIWLAN > Advanced > Client Band Select3f /& FiBand Select > Apply ( Z0EFIR ) »



WLANs > Edit T

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel 18
Override Interface ACL

Layer2 Acl
URL ACL
P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients
g

Static IP Tunneling 41
Wi-Fi Direct Clients Policy

WLANT #9571 B 1% 2 3£ T

CLI :

Enabled
Enabled

36000
Session Timeout (secs)
MEnabled

[CEnabled
IPvG

IPv4 | None ™
None
MNone
None v

Disabled ~
Enabled 60

Timeout Value (secs)
0
[TJEnabled

Disabled v

(WLC) >config wlan band-select allow enable

fEFEBH4. 802.11K

DHCP

DHCP Server ] override

DHCP Addr. Assignment Required

Management Frame Protection (MFP)

MFP Client Protection 4 | Disabled w

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1
NAC

NAC State | ISE NAC v

Load Balancing and Band Select

Client Load Balancing

I Client Band Select

IE_D

802.11k : 802. 11k B EIIRIREMF IR HIEREAPHSIR. it , FFHTUERAERSSEREMRE TRAIEN , F A7
HAENEHRE, BEFRBLSEIREENAPLITREEHNFES  NMRESEFNTLMENEE. LATUERTXH

802. 11K & i,

BRSESIRNSR

GUI : $#EIWLAN > Advanced > Neighbor List3 /B A , 2Apply BT R



MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEME

WLANSs > Edit T

General | Security | QoS | Policy-Mapping | Advanced |

Lync
Lync Server | Disabled v |

11k

_Neighbortist [ Enabled

Neighbor List Dual Band D Enabled
Assisted Roaming Prediction Optimization D Enabled

802.11ax BSS Configuration
Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled
Up Link OFDMA Enabled

2R RAKEIR

CLI :

config wlan assisted-roaming neighbor-list { enable | disable} wlan-id

ERARGI5EETE

FERER-NEE , BIZME , BANFEHRN, B MRESEESHN - MEERRSELE, Sl WRAFHMEESH N —
MEE , EEFRAUMEEESBIEARHERNZEE,

LEIhEEE N5 GHARERIT , BN5 GHZAAESZHERFE , TUASXEFENRHERNETLEE,

RIAERAT , BEREN20 MHz , ERTLUFEIE NFI40 MHz, 80 MHzZ160 MHz, MIREHFHMEE , NENFEBFEL R
o Bt , MRMR EARBLELEAL , EEALIIENEREE,

FEEREBRANIOMHZNSE -
GUI:



SR EWireless > 802.11a/n/ac/ax > DCA > Channel Width > 40 MHz > Accept Prompt > Apply HE PR,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: |m| AnchorTime: |07v|
OFreeze Invoke Channel Update Once |
(OOFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [_] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)
Last Auto Channel Assignment 190 secs ago
DCA Channel Sensitivity ‘Medium v | (15 dB)
| Channel Width (®20 MHz |0 40 MHz (080 MHz (0160 MHz (0)80+80 MHz (O Best
Avoid check for non-DFS channel D Enabled

RIAMEEREREN20

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: W| AnchorTime: ~ |
(OFreeze Invoke Channel Update Once |
OoFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [ Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)

Last Auto Channel Assignment 190 secs ago

DCA Channel Sensitivity | Medium v | (15 dB)

|channe| Width (020 MHz ® 40 MHz })80 MHz (0160 MHz ()80+80 MHz ()Best
Avoid check for non-DFS channel D Enabled

DCA Channel List



Mhz{E & E1& & N 40Mhz

CLI :

(WLC) >config 802.11a disable network y (WL C) >config advanced 802.11a channel dca chan-width-11n 40 (WL C) >config 802.11a enable network

i A %=616.QoS

QuSHBFZRETHFREWLANERBERENREER., BUUREEEZTHREWLANUFEABSRQ0S, A EKFFTEWLANIAEH
HRQOS , HEFIRMQoSHK Iz Mo BB EMKE,

EWLANLEEE B SR QosHIH IR :

GUI : BMEIWLAN , EFEWLAN ID > QoS , H RS & (QoS)iREN , fPlatinum (voice) &P Ro

MONITOR WLANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT

WLANSs > Edit 'S

~ General | Security = QoS | Policy-Mapping = Advanced

Quality of Service (QoSs) Platinum (wvoice) w
Application Visibility Enabled
AVC Profile AUTOQOS-AVC-PROFILE +
Flex AVC Profile none
Netflow Monitor none b
Fastlane Enable

QOSEHREN B &R

CLI :

(WLC)> config wlan gos wlan_id platinum
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