PEERRCMAEL & 120 £ A tD ¥ i flE
B3

Skl

EE2ES

f+ L 2RCM?

RCMHEY A 4

HARCMEPEER

RCM CLI#ER

UPFE I Pth 31

UPFiERAEIP

RCMBEHEBRIN EACLIG &
MRCM OPSH /N X i % FAUPF
CNDP POD - RCM#FE & £5 #4 (7] &t
RRAR

BRIR T3 %
FEUPFiR[ES Bl ed B H &
RCMIZE /0 BRI TR H

DS BFEWE

HXEER

fasr

A AE AT BIE K E M E R EE 4 1$ 3 Redundancy Configuration Manager(RCM)i#t 1T 8 BEHEBREY &
KHIR,

HRER

ft4RRCM?

=

o

RCMEERZTETIIMEINEE(NF) , AE T StarOSH A F FHEIhee(UPF)BEITR,
RCMEHUPFHIN:MITR , EHFNEZANEZIUPFE/ N FIOMETRASRNZNEZAUP,
RCMEY A&

RCME#E#ERCM VMAEPodz TR A #F :



- - D

Controller < UP Registration >
BFD
Manager BFD
From User YAML
Configuration Checkpoint
Manager Manager < Session State >
ToUP < StarOS CLis >

K Keepalived < VRRP >

. 2R . EERCMA KA HitbPodt5 R E TEHHRE

. BFDE 83 (BFDMgr): & £ FBFDMURAR IR B IE F HE MRS

- B E B 85 (ConfigMgr): fFiE K Y EL & 1Nk 2 A 7 F E(UP)

- TREEH(RedMgr): EEMAREREER., CHEHERESBEHFHAIXTZHUPF

- REFERE . EEAVRRPEEARCMME ARCMZ BIEE

HARCMEBERN

cP(A) ==m CP(S)

——— i ———— —

|
|
! \
I UP(s) € =p| UP(A) - 1o I " w1
I / 1 LUPIA) || UPIR | Ml | il
: L1 | e - veia) | 3 e S
= : % : 7 |
| UP(s) [« =p UP(A) | | : v : Thuetars | ued) |1 1 yea) || up(a)-{| up(s) ||
= —| 7
!. UP Group (1:1) ,: ' UP(S] =P UP(A) LI g PR g BN : I I I I:
- TR TN P I | I\ UPSer(N:M), \ v N P2 a ‘.I'UPSet[N:M_}J
-_____.‘-__...._-\.‘ —— e e — - ——
l ! l‘h‘ e LS # _.-"UP Group (N:M)_/
: uP(s) & =» upa) | | o i, N B i o e 2
l'\ UP Group (1:1) /}

<> P P

- = =P SRP or similar connection

4+——» SX/N4

RCM CLI#ER

FEARHIF , HEEARCM OPSH L 7 THIARCM Kubernetes5RCM OPS CenterfIRCM
Common Execution Environment(CEE)X} BBl NRCM Kubernetes , A LA FEIRCM
Kubernetes 35I| Hi a5 & Z2 /8] :

cl oud- user @p0300- ai 0- 1-pri mary- 1: ~$ kubectl get namespace
NAME STATUS AGE
cee-rce3l Active 54d



def aul t Active 57d

istio-system Active 57d
kube- node- | ease Active 57d
kube- public Active 57d
kube- syst em Active 57d
ngi nx-i ngress Active 57d
rcmrnml Active 54d

rcmrm3 Active 54d

registry Active 57d
sm-certs Active 57d
sm - node- | abel Active 57d
sm - vi ps Active 57d

cl oud- user @p300- ai 0- 2- pri mary- 1: ~$ kubectl get namespace

NANVE STATUS AGE
cee-rce32 Active 54d
def aul t Active 57d
istio-system Active 57d
kube- node- | ease Active 57d
kube- public Active 57d
kube- syst em Active 57d
ngi nx-i ngress Active 57d
rcmrnm2 Active 54d
rcmrn4 Active 54d
registry Active 57d
sm -certs Active 57d
sm - node- | abel Active 57d
sm - vi ps Active 57d
UPFEEIPibit

HIPEEBEN , F5EVMFUPFXE, ©RATFUPFFMIRCM2Z B ¥EEE , EPUPFERCMH
RCME# , BBBEUPFH DB A®, BRI LA LIPMARCM CLI% H FFR1RUPF,

UPFRZ A BIP

A (RS )

LEIP bk S BB IR K A B
RCM#EH RO BACLIG S

&R LAMRCM OPS Center&& B1"RCMA RUPF, \=ZA it #BFF & (CNDP)FEHRRH

[l ocal ] UPF317# show rcm info
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10.10.9.81
Chassis State: Active
Session State: SockActive
Rout e- Modi fi er: 32

RCM Control | er Address: 10.10.9.179
RCM Control I er Port: 9200

RCM Control |l er Connection State: Connected
Ready To Connect: Yes
Managenent | P Address: 10. 10. 14. 33

Host I D: UPF320



SSH | P Addr ess: 10. 10. 14. 40 (Acti vated)

AXE : THIDEUPFENE RE,

EIt , BALLE ZEIRCM OPS CenterfyIR A

[ up300-ai 0-2/rnB4] rcn# rcm show-status
nmessage :
{"status":[" Thu Qct 21 10:45:21 UTC 2021 : State is primary"]}

[up300-ai 0-2/rnB4] rcn# rcm show-statistics controller

nessage :
{

"keepal i ve_version": "65820a54450f 930458c01e4049bd01f 207bc6204e598f 0ad3184c401174f d448",

"keepal i ve_tineout": "2s",

"num_groups": 2,

"groups": |

{
"groupid": 2,

"endpoi nts_configured": 7,

"standby_configured": 1,

"pause_swi tchover": fal se,

"active": 6,

"standby": 1,

"endpoi nts": [

{

"endpoint": "10.10.9.85",
“bfd_status": "STATE UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_Active",
"route_nodifier": 32,
"pool _received": true,
"echo_received": 45359,
“management _i p": "10.10.14. 41",
"host _id": "UPF322",
"ssh_ip": "10.10. 14. 44"

"endpoi nt": "10.10.9. 86",
“bfd_status": "STATE UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",
"route_nodifier": 32,

"pool _received": true,
"echo_received": 4518,
"managenent _i p": "10.10. 14. 43",
"host _id": "UPF317",

"ssh_ip": "10.10. 14. 34"

"endpoint": "10.10.9.94",
“bfd_status": "STATE UP",
"upf_registered": true,
"upf_connected": true,



"upf_state_received":

" Upf MsgSt at e_Acti ve",

"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier": 32,
"pool _received": true,
"echo_received": 4518,

"managenent _i p": "10.10. 14. 59",

"host _id": "UPF318",

"ssh_ip": "10.10.14. 36"

"endpoi nt": "10.10.9.81",
"bfd_status": "STATE UP",
"upf_registered": true,

"upf_connected": true,
"upf_state_received":

" Upf MsgSt at e_Acti ve",

"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier": 32,
"pool _received": true,

"echo_received": 45359,
"managenent _i p*: "10.10. 14. 33",

"host _id": "UPF320",

"ssh_ip": "10.10. 14. 40"

"endpoi nt": "10.10.9. 82",
"bfd_status": "STATE UP",
"upf_registered": true,

"upf_connected": true,
"upf_state_received":

" Upf MsgSt at e_St andby™,

"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_Standby",

"route_nodifier": 50,

"pool _received": fal se,

"echo_received": 4505,

"managenent _i p": "10.10. 14. 35",

"host _id": "",

"ssh_ip": "10.10.14. 60"

"endpoi nt": "10.10.9.83",
"bfd_status": "STATE UP",
"upf_registered": true,

"upf_connected": true,
"upf_state_received":

" Upf MsgSt at e_Acti ve",

"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier": 30,
"pool _received": true,
"echo_received": 4518,

"managenent _i p": "10.10. 14. 37",

"host _id": "UPF319",

"ssh_ip": "10.10.14. 38"

"endpoi nt": "10.10.9. 84",
"bfd_status": "STATE UP",
"upf_registered": true,

"upf_connected": true,
"upf_state_received":

" Upf MsgSt at e_Acti ve",

"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier": 32,



"pool _received": true,
"echo_received": 4518,
"managenent _i p": "10.10. 14. 39",
"host _id": "UPF321",

"ssh_ip": "10.10. 14. 42"

}
]
b

MRCM OPSH /0¥ E 2 5% FIUPF

£RCM OPSH | A/ M#E Frcm show-statistics controllerds $iR 3% BUPFRIRZ -

"endpoi nt": "10.10.9. 82",
"bfd_status": "STATE_UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received': "UpfMgState_Standby",
"bfd state": "BFDState UP",
"upf_state": "UPFState_Standby”,
"route _nodifier": 50,
"pool _received": false,
"echo_received": 4505,
"managenent _i p*: "10.10. 14. 35",
"host _id": "",

"ssh_ip": "10.10. 14. 60"

H
BERUPFHRERCMER :

[l ocal ] UPF318# show rcm info
Sat ur day Novenber 06 13:29:59 UTC 2021
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10. 10. 9. 82
Chassis State: St andby
Session State: SockSt andby
Rout e- Modi fi er: 50

RCM Control | er Address: 10. 10.9.179
RCM Control I er Port: 9200

RCM Control Il er Connection State: Connected
Ready To Connect: Yes
Managenent | P Address: 10. 10. 14. 35
Host | Dt

SSH | P Addr ess: 10. 10. 14. 60 (Acti vated)

LLTERCM OPS CentertV Eft ERE R :

[ up300-ai 0-2/rnB4] rcn# rcm show-statistics
Possi bl e conpl eti ons:

bf dngr Show RCM BFDMgr Statistics information
checkpoi nt ngr Show RCM Checkpoi ntngr Statistics infornmation
confi gngr Show RCM Configngr Statistics information
controller Show RCM Controller Statistics information

| Qutput nodifiers
<Cr>

TEhZA21.24WRCMEEE


/content/dam/en/us/td/docs/wireless/upc/21-24/rcm-config-admin/21-24-rcm-config-admin.pdf

CNDP POD_ERCMi# B £ &9 (7]

FEHREESEIRUP_SX_SESS_ESTABLISHMENT_SRMEXMEHP —NUPFL, LHEERFKRSXE
AEMSERYANEREREENRERT,

MREFGrafanaRitER , R RIN5G/AGKHEL 2 H T i R Epdn_sess_create | <M || upf_failure:

~ PDU Session Status

56 PDU - CREATE SUCCESS RATE 5G PDU - CREATE FAILURE RATE 4G PDU - CREATE SUCCESS RATE 4G PDU - CREATE FAILURE RATE

2027-11-02 06:04:00
4G PDU CREATE SUCCESS:  97%

0% 0%
04060 aB00 1200

5G PDU CREATE SUCCESS 5G PDU CREATE FAILURES 4G POU CREA

4G PDU CREATE SUCCESS

PROCEDURE FAILURES

2021-11-02 06:04:30
pin_sess_creats || faileres || upf_faillure: 214

iX#ikpdn_sess_create | kM || upf_failureEHUPF4195| % :

[l ocal ] UPF419# show rcm info
Sat ur day Novenber 06 14:01:30 UTC 2021
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10. 10. 11. 83
Chassis State: Active
Session State: SockActive
Rout e- Modi fi er: 30

RCM Control | er Address: 10.10.11. 179
RCM Control I er Port: 9200

RCM Control Il er Connection State: Connected
Ready To Connect: Yes
Managenent | P Address: 10. 10. 14. 165
Host | D: DNUD0417

SSH | P Address: 10. 10. 14. 162 (Acti vated)

ESMF L |, BALKREBUPFEE., EXMBERT , BHSMERUPF N4 IPibilt

[snf/snf2] snf# show running-config profile network-element upf node-id n4-peer-UPF417
profile network-el ement upf upfl9

node-id n4- peer - UPF417
n4- peer - address i pv4 10.10.10.17
n4- peer - port 8805
upf-group-profile upf-groupl
dnn-1i st [ internet ]
capacity 10

priority 1

exit



RIE , BT GrafanaZ# , LAEEBNUPF N4t P E RS HE

GrafanaZifl :
sum(increase(proto_udp_res_msg_total{namespace=~"$namespace",
message_name="session_establishment_res", status="no_rsp_received_tx"}
[15m]))(message_name , status , peer_info)

% : {{message_name}} || {{status}} || {{peer_info}}
BACEPMBINE RHERENVE, EALF , ©5UPF41948K,

EERRERN |, TUEIAERCMIIREREBIZRBsessmgr , AR FZLEEEIF AL FHREIN
“Actv Ready”ﬁ(uo

[l ocal ] UPF419# show srp checkpoint statistics verbose
Tuesday Novenber 02 17:24:01 UTC 2021

sngr state peer recovery pre-alloc chk-point rcvd chk- poi nt sent
i nst conn records calls full mcro full mcro
1 Actv Ready 0 0 1108 34001 14721 1200158
2 Actv Ready 0 0 1086 33879 17563 1347298
3 Actv Ready 0 0 1114 34491 15622 1222592
4 Actv Conn 0 0 5 923 0 0

5 Actv Ready 0 0 1106 34406 13872 1134403
6 Actv Conn 0 0 5 917 0 0

7 Actv Conn 0 0 5 920 0 0

8 Actv Conn 0 0 1 905 0 0

9 Actv Conn 0 0 5 916 0 0
10 Actv Conn 0 0 5 917 0 0
11 Actv Ready 0 0 1099 34442 13821 1167011
12 Actv Conn 0 0 5 916 0 0
13 Actv Conn 0 0 5 917 0 0
14 Actv Ready 0 0 1085 33831 13910 1162759
15 Actv Ready 0 0 1085 33360 13367 1081370
16 Actv Conn 0 0 4 921 0 0
17 Actv Ready 0 0 1100 35009 13789 1138089
18 Actv Ready 0 0 1092 33953 13980 1126028
19 Actv Conn 0 0 5 916 0 0
20 Actv Conn 0 0 5 918 0 0
21 Actv Ready 0 0 1098 33521 13636 1108875
Actv Ready 0 0 1090 34464 14529 1263419

ﬂ&ﬁi

3% 5 B RHR FE IR BR K 45 (CDETS)CSCvz9749%3% . 18812 BER F21.22.ua4.82694 % E & iR A
o,

BRIRTT %

FEUPF419 £ | X751 F B i an Htask kill facility sessmgr instance <>E /3 31 K #EActv Ready
) & E S B , X FRERIR T B,

[l ocal ] UPF419# show srp checkpoint statistics verbose


https://bst.cisco.com/quickview/bug/CSCvz97499

Wednesday Novenber 03 16:44:57 UTC 2021

sngr state peer recovery pre-alloc chk-point rcvd chk- poi nt sent
i nst conn records calls full mcro full mcro
1 Actv Ready 0 0 1108 34001 38319 2267162
2 Actv Ready 0 0 1086 33879 40524 2428315
3 Actv Ready 0 0 1114 34491 39893 2335889
4 Actv Ready 0 0 0 0 12275 1049616
5 Actv Ready 0 0 1106 34406 37240 2172748
6 Actv Ready 0 0 0 0 13302 1040480
7 Actv Ready 0 0 0 0 12636 1062146
8 Actv Ready 0 0 0 0 11446 976169
9 Actv Ready 0 0 0 0 11647 972715
10 Actv Ready 0 0 0 0 11131 950436
11 Actv Ready 0 0 1099 34442 36696 2225847
12 Actv Ready 0 0 0 0 10739 919316
13 Actv Ready 0 0 0 0 11140 970384
14 Actv Ready 0 0 1085 33831 37206 2226049
15 Actv Ready 0 0 1085 33360 38135 2225816
16 Actv Ready 0 0 0 0 11159 946364
17 Actv Ready 0 0 1100 35009 37775 2242427
18 Actv Ready 0 0 1092 33953 37469 2181043
19 Actv Ready 0 0 0 0 13066 1055662
20 Actv Ready 0 0 0 0 10441 938350
21 Actv Ready 0 0 1098 33521 37238 2165185
Actv Ready 0 0 1090 34464 38227 2399415

EUPFHE%ER@&HEW%H@ A&

AR BRERCMHAERFERBE (EEAREMER BRI ERILE ) . FSHBETILH
B

RCMZE .0y A HiE R % 3

I oggi ng | evel application debug

I ogging |l evel transaction debug

l ogging level tracing off

I oggi ng nane infra.config.core level application warn

I oggi ng nane infra.config.core level transaction warn

Iogging name i nfra.resource_nonitor.core |evel application warn
I oggi ng nane infra.resource_nonitor.core |evel transaction warn

ﬁ&&ﬁl&!

1. BBHEE . ABIEIXIEN. BERERNBHTHKRENip , MEEFENW N A EFERLESE
B, i, EREDRATR |, WREIIP xxxx2RUPF , xx.x.y= B#UPF , IR G #ED

2. MREZHAZETUUEIN R , FRRIXLE,

3. RCMIRA{E & : EMRCM VMEFERCM VMET , iz & H OB Ecat/etc/smi/rcm-image-
versionshow helm, £RCM CNZfEd | iz EH 0 E Rhelm,

4. RERBAPRCM TaciHiCNHRCM B &, EELEBRT |, £i& ] LERMNPODRIJZ 3h Bt FF
MR B &,

5. EHHBMNRCMR2 ERCMEFZMTRCM, XFCN , EEFIMPRCMNIEE,

6. NFTESEBIHZERCMIZITHROMNIZITEE,

7. YWWEERCM SNMP& B,



8. TRBRLEVMBME , RIFWE—IESIUP SSDH—I & AUP SSD,
9. RCM#ZEHI88. configmgr, REQEESR. tiRMswitchover-verbose statisticsin © A T2 &
HYIRICLI,
rcm show-statistics controller
recm show-statistics configmgr
rcm show-statistics checkpointmgr
rcm show-statistics switchover
rcm show-statistics switchover-verbose
10. UPFERCMEI R 4t B %o
M. NREBEYRAFEFERX , WEEHAESNUPF SSDMIBMUPFEZISSD, EELERRT
, BEHLERYRMERE . EXTBERT , EXAEIARB , HEERBREZH , &
FEWREIBRIEZIUP SSD,
12. EYIREERR T , EEBEI MM IEES FFTES W Evpn, sessmgr, sess-grill
sxdemuxifid B &R B A B,
logging filter active facility sxdemux level debug
logging filter active facility sessmgr level
logging filter active facility sess-gr level debug
logging filter active facility vpn level
13. fRsessmgrivpnmgr H I EER/ R , W TEZEVpnmgr/SessmgriZtro
sessmgr_instance_id 2 & H A @AY E 6|, vpnmgr_instance_id2RCM LT XM ETXHEF .
task core facility sessmgr instance <sessmgr_instance_id
FEF &R HEvpnmgrXEfil<vpnmgr_instance_id
14. NRRCM HARFR R |, BN LB ZRCM TACHEH/Pod B &,

HXRfER

. https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-user-plane-function/products-
installation-and-configuration-quides-list.html

- BFAREZHEHAXHY - Cisco Systems



https://www.cisco.com/c/zh_cn/support/wireless/ultra-cloud-core-user-plane-function/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/wireless/ultra-cloud-core-user-plane-function/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/index.html
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