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3GPPRASKRELMREST) RIRITEE | THECH L LS HRRA 52 BB,

RESTHFEAREDWHTTPRHTTPSIE R Az BB RO | £ R A ME—RYURLARIRAF ( 301
HAH ) . NARESTIEEMHTTPHEERIBHMT :

. GET R ZRiERHURIF 1 # R R

. POST:1IERRF QI B I AR

. PUT:BERH 715 (JSONKR ) B ( 22 ) URISHIRR

ANTREREHRR (B9 )

. DELETE MR i& R P URIS 41 B9 %R
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RFC 5681F i EMNZRRIAZLGNE , TATHANTCPA Y ( BIZERL ) 2 BAVHREZEH,

HTTP/2iR 127 &I A &I FN 7 H A BR &I , NIETF RFC 7540 FRigE |, XN GBS TEREA T
HEERHEERE,

3.5 —HEHRIRE

5G NFERS AITLLEE A BRI S MR, 54— RRRRFF(UR)ZIRIRKEE FIRH 7R/ 8,



[ {apiRoot}/{apiName}/{apiVersion}/{apiSpecificResourceUriPart} ]

. apiRootZhttp://Shttps://HI BBk , SRR ( EVFMAERD ) MU ESBEEFHFRELES,
- apiName& & R RAPIE AR RS-

. apiVersionZAPI iR A5 o

- apiSpecificResourceUriPartik RAPI A T 15 Bl/RERN R E R R

4. 2 EEIhBE(SMF)

BRSEEEINEE(SMF)R5GE LML (5GC) MR EI FEMEINRENF) 2 —. SMFRAEE/NSEE
SBXEHENE N IEHITLEEE,

SMFXFHLIFERE (SEEM, 8K, X% ). UE Pt EMEE, DHCPIIEE, SLFEEM
RENASEETL L, DLBEENNMUPFRNARESISEE , ARIEHNRERH, (AMFET
EPCitt REIMMEFIPGWIhEE,

T, AP EIhsE

AP P Zh RE(UPF) R5GE DM 48 (5GC) R M L I BE(NF) 2 —o  UPFRBTHESGER A EERIIEN
Z(DN)RFEHFEIHBNEEL, BIESLN, QoSAEMIEEPDURIE,
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(VPP)EAR , UPFAISEMBRES BER , BNRESAERF FEDENFREML,

6. SMF CLI& %
1REREAFRACERE

[snf/data] snf# show subscriber namespace snf supi insi-123969789012404 gr-instance 1
subscriber-details

{

"subResponses": [
[

"roam ng-status:visitor-Ibo",
"ue-type: nr-capabl e",
"supi i msi-123969789012404",
"gpsi : msi sdn-22331010101010",
"pei:imei-123456789012381",
"psid: 1",
"dnn: testing. cont,
"energency: fal se",
"rat:nr",
"access: 3gpp access",
"connectivity: 5g",
"udm uecm 10. 10. 10. 215",
"udm sdm 10. 10. 10. 215",
"aut h- st at us: unaut henti cat ed",
"pcf G oupl d: PCF- dnn=t esti ng. com ",
"policy: 2",



"pcf:10.10. 10. 216",

"upf:10.10. 10. 150",

"upf EpKey: 10. 10. 10. 150: 20. 20. 20. 202",
"i pv4-addr: pool 1/ 172. 16. 0. 3",

"i pv4- pool : pool 1",

"i pv4-range: pool 1/172. 16. 0. 1",

"i pv4-startrange: pool 1/172. 16. 0. 1",

"i pv6- pf x: pool 1/ 2001: db0: 0: 2: : ",

"i pv6- pool : pool 1",

"i pv6-range: pool 1/ 2001: db0: : ",

"i pv6-startrange: pool 1/ 2001: db0O: : ",
"id-index: 1:0:32768",

"id-val ue: 2/ 3",

"anf:10.10. 10. 217",

" peer G puEpKey: 10. 10. 10. 150: 20. 0. 0. 1",
"namespace: snf",

"nf-service:snf"

AR : MRFATGEOLR(GR)EE , MFEERER P EETIWNGREHS

6.2. ENFIPIbIL R R RFS

### NRF Peers
[snf/data] snf# show peers all rpc NRF

R POD

CONNECTED ADDI TI ONAL | NTERFACE

| NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTI ON | NSTANCE TYPE TIME
RPC DETAILS NANVE

1 <none> 192.168.109.94 20. 20. 20.219: 8080 CQut bound rest-ep-0 Rest 21 hours
NRF <none> nrf

### AVF Peers
[snf/data] snf# show peers all rpc AVF

R POD

CONNECTED ADDI TI ONAL | NTERFACE

| NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTI ON | NSTANCE TYPE TIME
RPC DETAILS NANVE

1 <none> 192.168.109.94 10.10.10.217:8086 CQutbound rest-ep-0 Rest 21 hours
AMF  <none> nll

### UDM Peer s
[snf/data] snf# show peers all rpc UDM

R POD

CONNECTED ADDI TI ONAL | NTERFACE

| NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTI ON | NSTANCE TYPE TIME
RPC DETAILS NANVE

1 <none> 192.168.109.94 10.10.10.215: 8000 Cutbound rest-ep-0 Rest 21 hours
UDM <none> nl0

### CHF Peers
[snf/data] snf# show peers all rpc CHF
R POD



CONNECTED ADDI TI ONAL | NTERFACE

I NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTION | NSTANCE TYPE TIME
RPC DETAI LS NAME

1 <none> 192. 168.109.94 20. 20. 20. 218: 1090 Cut bound rest-ep-0 Rest 21 hours
CHF <none> n40

### PCF Peers
[snf/data] snf# show peers all rpc PCF

R POD

CONNECTED ADDI TI ONAL | NTERFACE

I NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTION | NSTANCE TYPE TIME
RPC DETAI LS NAME

1 <none> 192.168.109.94 10.10.10.216: 8080 Cut bound rest-ep-0 Rest 19 hours
PCF <none> n7

6.3.F8EUPF IPitb ik

M“show subscriber namespace smf supi imsi-xxxxxxxxxxxxxxxx"3REXUPF IP , fRja MEL & i i€
L4 E IP b i LABEIATT RUD:

[snf/data] snf# show subscri ber namespace snf supi imsi-123969789012404 gr-instance 1 | include
"upf:"
"upf: 10. 10. 10. 150",

[snf/data] snf# show running-config profile network-el ement upf n4-peer-address ipvé
10. 10. 10. 150
profile network-el enent upf upfl

node-id n4- peer - NAVE
n4- peer - address i pv4 10.10. 10. 150
n4- peer - port 8805
upf-group-profile upf-groupl
dnn- i st [ testing.com]
capacity 10
priority 1

exit

6.433 S84 TE A P FIDNN

[snf/data] snf# show subscriber nanmespace snf supi inmsi-123969789012404 gr-instance 1 | include
"dnn:"
"dnn: testing. cont,

6.5.8 AR

[snf/data] snf# nonitor subscriber supi insi-123969789012404 gr-instance 1 nf-service snf
capture-duration 3600 internal -nessages yes

supi: imsi-123969789012404

capt ureDurai ton: 3600

enabl el nt ernal Msg: true

enabl eTxnLog: fal se

namespace(deprecated. Use nf-service instead.): none

nf-service: snf

gr-instance: 1



% Tot al % Recei ved % Xferd Average Speed Ti me Ti me Time Current
Dl oad Upl oad Tot al Spent Left Speed
100 305 100 103 100 202 3678 7214 --:--:i-- --i--i-- --i1--1-- 11296
Conmand: --header Content-type:application/json --request POST --data
{" commandnane": "non_sub", "paraneters": {"supi":"insi-
123969789012404", "dur ati on": 3600, "enabl eTxnLog": f al se, "enabl el nternal Msg": true, "action":"start",
"nanmespace": "none", "nf-service":"snf", "grlnstance":1}} http://oam pod: 8879/ commands

Result start non_sub, fileNane ->| ogs/ nonsubl ogs/snf.
24T18: 27: 21. 343004358. t xt

Starting to tail the nmonsub nessages fromfile: |ogs/nonsubl ogs/snf.
123969789012404_TS_2022- 05- 24T18: 27: 21. 343004358. t xt

Def aul ti ng contai ner name to oam pod.

i msi - 123969789012404_TS_2022- 05-

i nBi -

Use ' kubect!| describe pod/oam pod-0 -n cn-data' to see all of the containers in this pod.
EE W ACUHCELER,

7. UPF CLI&s &

71 BERE A R

[l ocal ] saegw upl# show subscriber insi 123969789012404

+o---- Access (S) - pdsn-sinple-ip (M - pdsn-mobile-ip (H - ha-nobile-ip

| Type: (P) - ggsn-pdp-type-ppp (h) - ha-ipsec (N) - Ins-12tp

| (1) - ggsn-pdp-type-ipvé (G - IPSG

| (V) - ggsn-pdp-type-ipv6 (O - cscf-sip

| (z) - ggsn-pdp-type-ipv4ve (A - X2GwW

| (R) - sgwgtp-ipv4d (O - sgwgtp-ipv6 (Q - sgwgtp-ipv4-ipvb

| (W - pgwgtp-ipv4 (Y) - pgwgtp-ipvé (Z2) - pgw gtp-ipv4-ipve

| (B) - pgw gtp-non-ip (J) - sgwgtp-non-ip

| (@ - saegw gtp-ipv4s (#) - saegwgtp-ipv6 ($) - saegw gtp-ipvéa-ipvé

| (& - samog-ip (™) - cgwgtp-ipv6 (*) - cgwgtp-ipv4-ipvbé

| (p) - sgsn-pdp-type-ppp (s) - sgsn (4) - sgsn-pdp-type-ip

| (6) - sgsn-pdp-type-ipv6 (2) - sgsn-pdp-type-ipva-ipv6

| (L) - pdif-sinple-ip (K) - pdif-nmobile-ip (0) - fento-ip

| (F) - standal one-fa

| (e) - ggsn-nbns-ue (U - pdg-ipsec-ipvsd

| (E) - ha-nobile-ipv6 (T) - pdg-ssl (v) - pdg-ipsec-ipv6

| (f) - hnbgw hnb (g9) - hnbgwiu (x) - sl-mme

| (k) - PCC

| (X) - Hsew (n) - ePDG (t) - henbgw ue

| (m - henbgw henb (g) - wsg-sinmple-ip (r) - sanog-pmp

| (D) - bng-sinple-ip (') - pgw pnip (3) - GLAN

| (y) - User-Plane (u) - Unknown

| (+) - sanog-eogre (%9 - eMBMs-ipv4 (') - eMBMs-ipv6

I

| +----Access (X) - CDVA 1xRTT (E) - GPRS GERAN (ry - 1P

| ] Tech: (D) - CDVA EV-DO (U - WCDMA UTRAN (W - Wreless LAN

| (A) - CDVA EV-DO REVA (G - GPRS O her (M - WMx

| ] (© - CDVA O her (J) - GAN (O - Fento IPSec

| (P) - PDF (S) - HSPA (L) - eHRPD

| (T) - eUTRAN (B) - PPPOE (F) - FEMIO UTRAN

| ] (N - NB-10T (Q - WG (.) - Oher/Unknown

[

|| +---Call (© - Connected (c) - Connecting

|11 State: (d) - Disconnecting (u) - Unknown

|11 (r) - CSCF-Registering (R) - CSCF- Registered

|11 (U) - CSCF-Unregistered

[l

||]+--Access (A) - Attached (N) - Not Attached



CSCF (.) - Not Applicable

[T

||| Status

[T

| ]]]+-Link (A) - Online/Active (D) - Dormant/ldle

|11l Status

[T

[11]]+Network (1) - IP (M - Mbile-IP (L) - L2TP

[ 1111] Type: (P) - Proxy-Mobile-IP (i) - IP-in-IP (9 - GRE

[ 1111 (V) - IPv6-in-1Pv4 (S) - IPSEC (© - GIP

[ 1111 (A - R4 (IP-GRE) (T) - 1Pv6 (u) - Unknown

[ 1111 (W - PMPv6(IPv4) (Y) - PMPvE(IPv4+l Pv6) (R) - |Pva+l Pv6

[ 1111 (v) - PMPv6(IPv6) (/) - GIPvl(For SAMOG (+) - GIPv2(For SAMOG

[ 1111 (N - NONIP (x) - UDP-1Pv4 (X) - UDP-1Pv6

[TTTT

[TTTT

vvvvvv CALLID MSID USERNANE I P TI ME- | DLE
y.C. Al 01317b22 123969789012404 - 2001: db0: 0: 3: 0: 1: 317b: 2201, 172.16.0. 4
00h00OND0s

72.RBAFPREE ( Wruledef, pdr, far, ger, urr)

show subs user-plane-only full callid 01317b22

show subs data-rate call 01317b22

show subscri bers user-plane-only callid 01317b22 pdr full al
show subscri bers user-plane-only callid 01317b22 far full all
show subscri bers user-plane-only callid 01317b22 ger full al
show subscri bers user-plane-only callid0 1317b22 urr full al

EXE  EXRLIF , RAEA01317b224 A callid, ER , BEERBMNSRT 1IREBAVE H6E
A,

7.3. 5 kAR

[l ocal ] saegw upl# nonitor subscriber imsi 123969789012404

Mat chi ng Call Found:

MBI D/ | MSI : 123969789012404 Callid : 01317b22

I VEI : 123456789012381 MSI SDN © 22331010101010

User nane : nla Sessi onType : upl ane-i pv4v6

St at us : Active Servi ce Name: upf

Src Context : up Dest Context: |SP

C - Control Events (ON) 11 - PPP (ON) 21 - L2TP (ON)
D - Data Events (ON) 12 - All (ON) 22 - L2TPMCR (OFF)
E - EventID Info (ON) 13 - RADIUS Auth (ON) 23 - L2TP Data (CFF)
I - Inbound Events (ON) 14 - RADIUS Acct (ON) 24 - GIPC (ON)
O - Qutbound Events (ON) 15 - Mobile IPv4 (ON) 25 - TACACS (ON)

S - Sender Info (OFF) 16 - ALIMGR (OFF) 26 - GIPU (OFF)
T - Ti mestanps (ON) 17 - SESSMGR (ON) 27 - GIPP (ON)
X - PDU Hexdunp (OFF) 18 - Al0 (OFF) 28 - DHCP (ON)
A - PDU Hex/ Asci i (OFF) 19 - User L3 (OFF) 29 - CDR (ON)
+/- Verbosity Level ( 1) 31 - Radius COA (ON) 30 - DHCPV6 (ON)
L - Limt Context (COFF) 32 - MP Tunnel (ON) 53 - SCCP (CFF)
M - Match Newcalls (ON) 33 - L3 Tunnel (CFF) 54 - TCAP (CFF)
R - RADIUS Dict: (no-override) 34 - CSS Data (CFF) 55 - MAP (ON)
G - GIPP Dict: (no-override) 35 - CSS Signal (OFF) 56 - RANAP (CFF)
Y - Milti-Call Trace (OFF) 36 - EC Dianeter (ON) 57 - GwW (ON)



H - Display ethernet (OFF) 37 - SIP (I M) (OFF) 58 - GPRS-NS (OFF)
39 - LM SF (OFF)
U - Mn Display (ON) 40 - | PSec IKEv2 (OFF) 59 - BSSGP (OFF)
V - PCAP Hexdunp (OFF) 41 - IPSG RADIUS (ON) 60 - CAP (ON)
F - Packet Capture: (Full Pkt) 42 - ROHC (CFF) 64 - LLC (OFF)
/ - Priority ( 0 43 - W MAX R6 (ON) 65 - SNDCP (OFF)
N - MEH Header (OFF) 44 - WMAX Data (OFF) 66 - BSSAP+ (OFF)
W- UP PCAP Trace (ON) 45 - SRP (OFF) 67 - SMs (OFF)

68 - OpenFl ow( ON )

46 - BCMCS SERV AUTH( OFF)

47 - RSVP (ON)

48 - Mobile IPv6 (ON) 69 - X2AP (ON)
77 - 1CAP/UDH (ON)

50 - STUN (IMS) (OFF) 78 - Mcro-Tunnel (ON)

51 - SCTP (OFF)

72 - HNBAP (ON) 79 - ALCAP (ON)
73 - RUA (ON) 80 - ssL (ON)
74 - EGTPC (ON)

75 - App Specific D ameter (OFF)

81 - S1-AP (ON) 82 - NAS (ON)
83 - LDAP (ON) 84 - sGs (ON)
85 - AAL2 (ON) 86 - S102 (ON)

87 - PPPCE (ON)
88 - RTP(I M) (OFF) 89 - RTCP(I M) (OFF)
91 - NPDB(IMs) (OFF)
92 - SABP (ON)
94 - SLS (ON)
96 - SBc-AP (ON)
97 - MBAP (ON)
49 - PFCP (ON)
76 - NSH (ON)
(Quit, <ESC> Prev Menu, <SPACE> Pause, <ENTER> Re-Di spl ay Options
*** User L3 PDU Decodes (ON ) ***
*** GIPU PDU Decodes (ON ) ***
*** CSS Data Decodes (ON ) ***
*** CSS Signaling (ON ) ***
*** gsession initiation protocol (SIP) decodes (ON ) ***
*** | PSEC | KE Subscriber (ON ) ***
*** Real Time Transport Protocol (RTP) decodes (ON ) ***
*** Real Time Transport Control Protocol (RTCP) decodes (ON ) ***
**% PDU Hex+Ascii dunmp (ON ) ***
**% PpU Hexdunmp (ON ) ***
*** Multi-Call Trace (ON ) ***

*** \erbosity Level ( 2) ***
*** \erbosity Level ( 3) ***
*** \erbosity Level ( 4) ***
*** \erbosity Level ( 5) ***

AE: BEAFRBEASERNED ( VOLTERMEA, X, Y, 19, 26, 34, 35F137, 40,
88, BOREKEMMED , M EFMEES ) . WMAQUEFELEESBAF,

7.4 KRBV E A F 9 183E B8 %2 /vpp PCAP

[l ocal ] saegw upl# nonitor subscriber insi 123969789012404

Mat chi ng Call Found:

VBl D/ | VBI © 123969789012404 Callid : 01317b22
| MEI © 123456789012381 VSl SDN : 22331010101010
User nane : nla Sessi onType : upl ane-i pv4v6



St at us : Active Servi ce Name: upf

Src Context : up Dest Context: |SP

C - Control Events (ON) 11 - PPP (ON) 21 - L2TP (ON)
D - Data Events (ON) 12 - All (ON) 22 - L2TPMCR (OFF)
E - EventID Info (ON) 13 - RADIUS Auth (ON) 23 - L2TP Data (CFF)
I - Inbound Events (ON) 14 - RADIUS Acct (ON) 24 - GIPC (ON)
O - Qutbound Events (ON) 15 - Mobile IPv4 (ON) 25 - TACACS (ON)

S - Sender Info (OFF) 16 - ALIMSR (OFF) 26 - GIPU (OFF)
T - Ti mestanps (ON) 17 - SESSMGR (ON) 27 - GIPP (ON)
X - PDU Hexdunp (OFF) 18 - Al0 (OFF) 28 - DHCP (ON)
A - PDU Hex/ Asci i (OFF) 19 - User L3 (OFF) 29 - CDR (ON)
+/- Verbosity Level ( 1) 31 - Radius COA (ON) 30 - DHCPV6 (ON)
L - Limt Context (CFF) 32 - MP Tunnel (ON) 53 - ScCCP (OFF)
M- Match Newcalls (ON) 33 - L3 Tunnel (CFF) 54 - TCAP (OFF)
R - RADIUS Dict: (no-override) 34 - CSS Data (CFF) 55 - MAP (ON)
G - GIPP Dict: (no-override) 35 - CSS Signal (OFF) 56 - RANAP (OFF)
Y - Milti-Call Trace (OFF) 36 - EC Dianeter (ON) 57 - GwW (ON)
H - Display ethernet (OFF) 37 - SIP (I M) (OFF) 58 - GPRS-NS (OFF)

39 - LM SF (OFF)

U - Mn Display (ON) 40 - | PSec I KEv2 (OFF) 59 - BSSGP (OFF)
V - PCAP Hexdunp (N 41 - I PSG RADIUS (ON) 60 - CAP (ON)
F - Packet Capture: (Full Pkt) 42 - ROHC (CFF) 64 - LLC (CFF)
/ - Priority ( 0 43 - W MAX R6 (ON) 65 - SNDCP (OFF)
N - MEH Header (OFF) 44 - WMAX Data (OFF) 66 - BSSAP+ (OFF)
W - UP PCAP Trace (ON) 45 - SRP (OFF) 67 - SMS (OFF)

68 - OpenFl ow( ON )

46 - BCMCS SERV AUTH( OFF)

47 - RSVP (ON)

48 - Mobile IPv6 (ON) 69 - X2AP (ON)
77 - 1CAP/UDH (ON)

50 - STUN (IMS) (OFF) 78 - Mcro-Tunnel (ON)

51 - SCTP (OFF)

72 - HNBAP (ON) 79 - ALCAP (ON)
73 - RUA (ON) 80 - ssL (ON)
74 - EGTPC (ON)

75 - App Specific D ameter (OFF)

81 - Sl1-AP (ON) 82 - NAS (ON)
83 - LDAP (ON) 84 - SGs (ON)
85 - AAL2 (ON) 86 - S102 (ON)

87 - PPPCE (ON)
88 - RTP(I M) (OFF) 89 - RTCP(I MB) (OFF)
91 - NPDB(IMs) (OFF)
92 - SABP (ON)
94 - SLS (ON)
96 - SBc-AP (ON)
97 - MBAP (ON)
49 - PFCP (ON)
76 - NSH (ON)
(Quit, <ESC> Prev Menu, <SPACE> Pause, <ENTER> Re-Di spl ay Opti ons

AR TLERAETMVEREEZERP |, LAEREEREE/vpp PCAP, M dir /hd-
raid/records/hexdump” T £ 18 % & & /vpp PCAP,

8.8/ SBI#EZ O Xt Wiresharkiy 8 B 28
8.1. NGB At (NGAP)

NGR A HU(NGAP)ZENG-RANT R M AN B EEEAMF) Z BRMEHFEES. LR
77 — LA FNGR A I B FAWiresharkd iS85 :



ngap. RAN_UE_NGAP_| D == <NGAP_I D>
ngap. pr ocedur eCode == 29
ngap. pDUSessi onl D == 5

8.2. NRF# O

NFZM ERE(INRF) IR A L IhAE , H4EPNFEE XHMATANFESl, ( AEEPCHt SR
) o LbAbIRMH—LE A FNRFEOME AWiresharkidiEES :

htt p2. header. val ue contains "/nnrf-nfm vl/ nf-instances/"

htt p2. header. val ue == "/nnrf-nfmvl/ nf-instances/ XXXXXXX-XXXX-XXXX- XXXX- XXXXXXXXXXXX"
json.val ue. string == "REQ STERED"
json.val ue.string == "UND SCOVERABLE"

8.3. UDMEM/ATA (N10¥20 )

& ?&ﬁ‘“ﬂ(UDM)iﬁiﬁk%fﬁLﬁ%ﬂ&‘%ﬂ’rjhx(AKA) iE, AFPFRRL R FITHE
H, (BTEPCHtFRMHSSIIEE ) TEE—‘“‘FEJ.FMO?%EIE’JﬁﬁﬁereShark R8s

## Regi stration
htt p2. header. val ue contains "/nudmuecm vl/inmnsi-" && http2. header.val ue contains
"/registrations/snf-registrations"

## DELETE Regi stration
htt p2. header. val ue == "DELETE" && http2. header.val ue contains "/registrations/snf-registrations”

## Subscription
htt p2. header. val ue contains "/nudm sdm v2/insi-" && http2. header.val ue contains "/sdm
subscri ptions™"

## Subscription Fetch
htt p2. header. val ue contains "/nudm sdm v2/" && http2. header.value contains "/sm
dat a?dnn=<dnn_nanme>&pl m-i d="

8.4. AMF ( N11#0 )

HRIMBIHEEINEEAMF)TIFLIENASEES. NASHBMTEER, 5‘£ﬂﬂ’-’é‘ﬂ ‘?%“"‘IE %
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## Filter all SM Context packages
htt p2. header. val ue contai ns "/ nsnf - pdusessi on/ vl/ sm cont exts"

## Filter SM Context Rel ease
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/vl/ smcontexts" && http2. header.val ue contains
"Irel ease"

## Filter SM Context Retrieve
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/vl/ smcontexts" && http2. header.val ue contains
"Iretrieve"

## Filter SM Context Mdify
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/vl/ smcontexts" && http2. header.val ue contains
"/ nodi fy*"

## Filter all UE-Context packages
htt p2. header. val ue contai ns "/ nanf-comm vl/ ue-contexts/insi-"



## Filter all UE-Context Assign-EBi
htt p2. header. val ue contains "/nanf-comm vl/ ue-contexts/imsi-" && http2. header.val ue contains
"/ assign-ebi”

## Filter all UE-Context NLN2- Message
htt p2. header. val ue contains "/nanf-comm vl/ ue-contexts/imsi-" && http2. header.val ue contains
"/ nl-n2- message"

## Filter all UE-Context Assign-EBi/NLN2- Message for specific SUP
htt p2. header. val ue == "/ nanf-comi v1l/ ue-cont ext s/ i MBi - XXXXXXXXXXXXXXX/ assi gn- ebi "
htt p2. header. val ue == "/ nanf-comi v1l/ ue-cont ext s/i MBi - XXXXXXXXXXXXXXX/ nl- n2- messages”

8.5. PCF ( N74#0 )
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### Filter all SM Policy packages
htt p2. header. val ue contains "/npcf-snpolicycontrol "

## Filter SMPolicy Create Request
htt p2. header. val ue == "/ npcf-snpolicycontrol/vl/smpolicies"

## Filter all SMPolicy fromspecific SUP
htt p2. header. val ue contains "/ npcf-snpolicycontrol/vl/smpolicies" & http2. header. val ue
contains "imsi - XXXXXXXXXXXXXXX"

## Filter SMPolicy Update
htt p2. header. val ue contains "/ npcf-snpolicycontrol/vl/smpolicies/ismb5.inmsi-" &
htt p2. header. val ue contai ns "/update"

#H### Filter SMPolicy Delete
htt p2. header. val ue contains "/ npcf-snpolicycontrol/vl/smpolicies/ismb5.inmsi-" &
htt p2. header. val ue contains "/del ete"

#### Filter SM Policy Update Notification
htt p2. header. val ue contains "snPolici esUpdat eNotification"

8.6. CHF ( N40¥DO )
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htt p2. header. val ue == "/ nchf-convergedchargi ng/ v2/ char gi ngdat a/ "
htt p2. header. val ue contai ns "/ nchf-convergedchargi ng/"

8.7. R BHIRNMRST_STREAMEH b5 AL IS8R

## PDU session establishment accept
nas_5gs. sm nessage_t ype == 0xc2

## PDU session establishment reject
nas_5gs. sm nessage_t ype == 0xc3

## GIPv2 (filter specific | M)
€212. 1 MBI == XXXXXXXXXXXXXXX



## GIPv2 (S5/S8 interface type)
gtpv2.f _teid_interface_type ==

## GIPv2 (S2b ePDG interface type)
gtpv2.f _teid_interface_type == 30

## Search for Specific Errors

htt p2. header. val ue == 400

htt p2. header. val ue == 404

htt p2. header. val ue == 413

htt p2. header. val ue == 410

htt p2. header. val ue == 409

htt p2. header. val ue == 500

json.val ue.string == CONTEXT_NOT_FOUND
json.val ue.string == USER_NOT_FOUND

## RST_STREAM
http2.rst_streamerror

AE  FERE , EUMACHTTP2IRY , BFEEMAnalyzeH X Wireshark L% O 531748
NS, 1%£iZDecode fERIEIN,

Field Val ue Type Def aul t Curr ent
TCP port <port _nunber> I nteger, base 10 none HTTP2
XHH 2 Walt-text
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