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[root@director ~]# mysqgldump --opt --all-databases > /root/undercloud-all-databases.sql
[root@director ~]# tar --xattrs -czf undercloud-backup- date +%F .tar.gz /root/undercloud-all-
databases.sqgl

/etc/my.cnf.d/server.cnf /var/lib/glance/images /srv/node /home/stack

tar: Removing leading /' from member names
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[stack@director ~]$ nova list --field name, host | grep compute-10
| 49ac5£22-469e-4b84-badc-031083db0533 | SVSl-tmo_cm 0_e3ac7841-7£21-45c8-9£86-3524541d6634

podl-compute-10.localdomain |

| 49ac5£22-469e-4b84-badc-031083db0533 | SVSl-tmo_sm-s3_0_05966301-bd95-4071-817a-
0af43757£fc88 |

podl-compute-10.localdomain |

%t FCluster Manager VMIE % 5% I

SR1GBRR , FRXHFTPEIRS SRAMIAN RN F N b LB,

openstack image create --poll

FSI2. MESCIE LEVM,

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < CM vm-name>

FERIKRBVMEREEE L,

[admin@esc ~]$ cd /opt/cisco/esc/esc-confd/esc-cli

[admin@esc ~]$ ./esc_nc_cli get esc_datamodel | egrep --color

"<state>|<vm_name>|<vm_id>|<deployment_name>"

<snip>

<state>SERVICE_ACTIVE_STATE</state>
SVSl-tmo_cm_0_e3ac7841-7£21-45c8-9f86-3524541d6634
VM_SHUTOFF_STATE

X F &3 PD/ AR EBRVMF 18 <
SB1. B FActive bAF LIRS , WTFAR

- R M E R IR AL N0 2 2 A 3HA

service corosync restart



- FIEEAIb LRSS

service monit stop
service gns stop

HI] 2. MESCER,

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < Standby PD vm-name>

F=F . RIEVMREBEFL.

admin@esc ~]$ cd /opt/cisco/esc/esc-confd/esc-cli
[admin@esc ~]$ ./esc_nc_cli get esc_datamodel | egrep --color "

N F & APD/AR S ERRVM T8 H

ST B FEAIbHEFLRS,

service monit stop
service gns stop

$£182 MESC Master,

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < Standby PD vm-name>

FRIKRBVMERERESE L,

[admin@esc ~]1$ cd /opt/cisco/esc/esc-confd/esc-cli
[admin@esc ~]$ ./esc_nc_cli get esc_datamodel | egrep --color "

- FPS/QNS VMIE %

SER1ZIERS -

service monit stop
service gns stop

SE2.MESCEMW,

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < PS vm-name>

B=4 . RIEVMREBEFEL.,



[dmin@esc ~]$ cd /opt/cisco/esc/esc-confd/esc-cli
[dmin@esc ~]1% ./esc_nc_cli get esc_datamodel | egrep --color "

A FSM VMIE ¥ %

SRS FEESPFEENFIEmongolk%.

[root@sessionmg0l ~]# cd /etc/init.d
[root@sessionmg0l init.dl# 1ls -1 sessionmgr*

[root@sessionmg0l ~]# /etc/init.d/sessionmgr-27717 stop Stopping mongod: [ OK ]
[root@ sessionmg0l ~]# /etc/init.d/sessionmgr-27718 stop Stopping mongod: [ OK ]
[root@ sessionmg0l ~]# /etc/init.d/sessionmgr-27719 stop Stopping mongod: [ OK ]

$£B2 MESC Master,

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < PS vm-name>

FRIKREVMREEF L,

[admin@esc ~]$ cd /opt/cisco/esc/esc-confd/esc-cli
[admin@esc ~]$ ./esc_nc_cli get esc_datamodel | egrep --color "

¥ FOAM/perfclient VM58 5%

SR1IRERBSUNRE BT XEwSESL , WRREE , NISVNERS , TEMN
PCRFCLIENTO2RIZE B, MRFEZE , &R BT Recovery from the last backup B E A,

/usr/bin/svn propget svn:sync-from-url --revprop -r0 http://pcrfclient0l/repos
S22 B EPCRFCLIENTO1 EHIT—RFIa T , Epcerfclient01 Fpcrfclient02:2 Bl EFE I SVYNE
IMNEZE | Fpcrfclient014ER £,

/bin/rm -fr /var/www/svn/repos

/usr/bin/svnadmin create /var/www/svn/repos

/usr/bin/svn propset --revprop -r0 svn:sync-last-merged-rev 0
http://pcrfclient02/repos-proxy-sync

/usr/bin/svnadmin setuuid /var/www/svn/repos/ "Enter the UUID captured in step 2"
/etc/init.d/vm-init-client

/var/gps/bin/support/recover_svn_sync.sh

B=F . EEHEESBPEMOSVN,

config br.py -a export --svn /mnt/backup/svn_backup_pcrfclient.tgz



FL . XxHMpcrfclientF B ARS -

service monit stop
service gqns stop

$£H% : MESC Master:

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < pcrfclient vm-name>

FAREL . RIEVMREBEFL.

[admin@esc ~]$ cd /opt/cisco/esc/esc-confd/esc-cli
[admin@esc ~]$ ./esc_nc_cli get esc_datamodel | egrep --color "

ER T hEERE LA

SR B RABIRS 2RI R ARS .

[root@SVS10AM02 init.d]l# 1ls -1lrt sessionmgr*

-rwxr-xr-x 1 root root 4382 Jun 21 07:34 sessionmgr-27721
-rwxr-xr-x 1 root root 4406 Jun 21 07:34 sessionmgr-27718
-rwxr-xr-x 1 root root 4407 Jun 21 07:34 sessionmgr-27719
-rwxr-xr-x 1 root root 4429 Jun 21 07:34 sessionmgr-27717
-rwxr-xr-x 1 root root 4248 Jun 21 07:34 sessionmgr-27720
service monit stop

service gns stop

/etc/init.d/sessionmgr- [portno.] stop , where port no is the db port in the arbiter.

HB|2.MESCEMR,

/opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli vm-action STOP < pcrfclient vm-name>

FRIKRBVMREEF L,

[admin@esc ~]1$ cd /opt/cisco/esc/esc-confd/esc-cli
[admin@esc ~]$ ./esc_nc_cli get esc_datamodel | egrep --color "

X F o RS HI2](ESC)

HI1. ESC-HARR ML B L MEESCHHATEM LA FRBEZI/ZEUREEERZR/ZEE
A#TEG. LMFHULT , FRAMMITESCHRIERE



1. FAEEAKIERERESCHFRERES L EIXML,

/opt/cisco/esc/confd/bin/netconf-console --host 127.0.0.1 --port 830 -u

2. FXHTEHB AT EHftp/sftp , THREITZIAAIRS 2R,
HI2 ZHPCRFECEZRFEXMLAF 5| B AYFRA M A A 7 8048 324

1. NE—F S HNBREBFEPERMBEVNFREEXMLF 5| ANAER P BIE X, Rbl@m
Ho

2. ERAT RIECPSIHAAPIN A A BRE G RIAR,

3. esc opdata P& j5 B A< HY =1 A ER o
1

w2 -

MREBESCEATBIE (L —PHREN ) SEEARBE RN |, FHITRD

20w RA

tar -zcf esc_files_backup.tgz /opt/cisco/esc/cisco-cps/config/

R XA T B A It EHlftp/sftp , TEEIZARNBRS 85,

Note:- Although opdata is synced between ESC master and slave, directories containing user-data,
xml and post deploy scripts are not synced across both instances. It is suggested that customers
can push the contents of directory containing these files using scp or sftp, these files should



be constant across ESC-Master and ESC-Standby in order to recover a deployment when ESC VM which
was master during deployment is not available do to any unforeseen circumstances.

$W2. ESCBIEEZ1.

FB1IMNHANESC VMHERE R EHHITED

$ collect_esc_log.sh
$ scp /tmp/

HB2.NEECST REZMDHIEE,
FIRIVVRENBAF HRETESCHVRE |, Wil % i & 2Master.

$ sudo bash
$ escadm status

Set ESC to maintenance mode & verify

$ sudo escadm op_mode set --mode=maintenance
$ escadm op_mode show

SRAGRATERENHEHIFEEHER A ARG IEARMK E PPN XHEEE,

fname=esc_db_backup_$ (date -u +"%y-%m-%d-%H-%M-%S")

$ sudo /opt/cisco/esc/esc-scripts/esc_dbtool.py backup -- file /tmp/atlpod-esc-master-$fname.tar

SREREZDFHEPNFO MG ABRIGEZ B FED.
HIR6 N EESCEHME T ERRFRR,

$ sudo escadm op_mode set --mode=operation

R dbtoolZF LA F AWM , FHEESCT RPNMAUTHRT E R, REEESRG.

$ sudo sed -i "s, 'pg_dump, '/usr/pgsqgl-9.4/bin/pg dump,"
/opt/cisco/esc/esc-scripts/esc_dbtool.py

SWM3FESCEB R&E AWM,

FRIBZTVRPEENESCHRECRBLTERS. NRRE , FRHESCUIREIZRAER,

[admin@VNF2-esc-esc-0 esc-cli]$ escadm status



0 ESC status=0 ESC Master Healthy

[2dmin@VNF2-esc-esc-0 ~]$ sudo service keepalived stop Stopping

keepalived:

[ OK 1]

[admin@VNF2-esc-esc-0 ~]$ escadm status

1 ESC status=0 In SWITCHING TO_STOP state. Please check status after a while.

[admin@VNF2-esc-esc-0 ~]$ sudo reboot

Broadcast message from admin@vnfl-esc-esc-0.novalocal
(/dev/pts/0) at 13:32 ...

The system is going down for reboot NOW!

FP2.—BVMHESC Standby ( % ) , & Ao Sshutdown -r now

X MEEEOSD-ComputeT R L ERHMEAH , BEMEFHRA M ZBFCEPHE TR
SEBRET IR,

[admin@osd-compute-0 ~]$ sudo ceph osd set norebalance
set norebalance
[admin@osd-compute-0 ~]$ sudo ceph osd set noout
set noout
[admin@osd-compute-0 ~]$ sudo ceph status
cluster eb2bbl92-blc9-11e6-9205-525400330666
health HEALTH_WARN
noout, norebalance, sortbitwise, require_jewel_osds flag(s) set
monmap el: 3 mons at {tb3-ultram-podl-controller-0=11.118.0.40:6789/0,tb3-ultram-podl-
controller-1=11.118.0.41:6789/0,tb3-ultram-podl-controller-2=11.118.0.42:6789/0}
election epoch 58, quorum 0,1,2 tb3-ultram-podl-controller-0,tb3-ultram-podl-
controller-1,tb3-ultram-podl-controller-2
osdmap el94: 12 osds: 12 up, 12 in
flags noout,norebalance, sortbitwise,require_jewel_osds
pogmap v584865: 704 pgs, 6 pools, 531 GB data, 344 kobjects
1585 GB used, 11808 GB / 13393 GB avail
704 active+clean
client io 463 kB/s rd, 14903 kB/s wr, 263 op/s rd, 542 op/s wr

SWA NI H/OSDIH M S E R A .
SKIMIEERS . BERUCS C240 MRS B EMMBAY  BSHATSR
FHIRSBAL
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MESCHRE R

1. VMTEnova¥ll &k P F4t T HIRRTS,


https://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/c/hw/C240M4/install/C240M4/replace.html#12341

[stack@director ~]$% nova list |grep VNF2-DEPLOYM s9_0_8bc6cc60-15d6-4ead-8b6a-10e75d0el134d
| 49ac5£22-469e-4b84-badc-031083db0533 | VNF2-DEPLOYM s9_0_8bc6cc60-15d6-4ead-8b6a-
10e75d0e134d | ERROR | - | NosTATE |

2. M\ESCHRE & £,

[admin@VNF2-esc-esc-0 ~]$ sudo /opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli recovery-vm-
action DO VNF2-DEPLOYM s9 0 8bc6cc60-15d6-4ead-8b6a-10e75d0el34d4

[sudo] password for admin:

Recovery VM Action

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=admin --
privKeyFile=/root/.ssh/confd_id dsa --privKeyType=dsa --rpc=/tmp/esc_nc_cli.ZpRCGiieuW

3. ¥5#* yangesc.log

admin@VNF2-esc-esc-0 ~]$ tail -f /var/log/esc/yangesc.log

14:59:50,112 07-Nov-2017 WARN Type: VM_RECOVERY COMPLETE

14:59:50,112 07-Nov-2017 WARN Status: SUCCESS

14:59:50,112 07-Nov-2017 WARN Status Code: 200

14:59:50,112 07-Nov-2017 WARN Status Msg: Recovery: Successfully recovered VM [VNF2-
DEPLOYM_s9_0_8bc6cc60-15d6-4ead-8b6a-10e75d0el34d].

4. WIEVMANFRBRS REEER.
ESC VM1 &
B2 & & B FESCHEBUPRA,

2. MRERED , FEIHE

[admin@esc ~]$ sudo service keepalived start

[admin@esc ~]$ escadm status 0 ESC status=0 ESC Slave Healthy

AL EEESCHR &= HfK

MBESCEHT BARSTEERHVM , BMRUEN BH S5 EESCHITESCYIR, ESCHIRA
WEE— 54, EFHEESCLIETH A health.sh , RERBRE Hup, TESCLLBHVMIHEE
VMRTS. ERUREES RS EESS 4.



& 7] LAY #2/var/log/esclyangesc.log #/var/log/esc/escmanager.log. MREES-70 8 EREE
VMIRE , MAFPEERIHAFHMEZEEMBIVM,

WMRESC VMAMRE , FERRIRIMBHFNESC VM, FERREBBZEFWITTHMEXL R,

BERRA HFRMAR I — ZHIBRT R
SR 12HER — W

MOSPD , &FiZH A BIEpcRELA T RIFIRE
EHlER N 1 HIER,

PR =N RSB IR BE RFFE =

AR EENERFE2MNEDESER Bt FRIEERWMEHEE 2N BL TRER

N

72BNo

heat-admin@podl-controller-0 ~]1$ sudo pcs status

Cluster name: tripleo_cluster

Stack: corosync

Current DC: podl-controller-2 (version 1.1.15-11l.el7_3.4-el74ec8) - partition with quorum
Last updated: Mon Dec 4 00:46:10 2017 Last change: Wed Nov 29 01:20:52
2017 by hacluster via crmd on podl-controller-0

3 nodes and 22 resources configured

Online: [ podl-controller-0 podl-controller-1 podl-controller-2 ]

Full list of resources:

ip-11.118.0.42 (ocf::heartbeat:IPaddr2): Started podl-controller-1
ip-11.119.0.47 (ocf::heartbeat:IPaddr2): Started podl-controller-2
ip-11.120.0.49 (ocf::heartbeat:IPaddr2): Started podl-controller-1
ip-192.200.0.102 (ocf: :heartbeat:IPaddr2): Started podl-controller-2

Clone Set: haproxy-clone [haproxy]

Started: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
Master/Slave Set: galera-master [galeral

Masters: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
ip-11.120.0.47 (ocf::heartbeat:IPaddr2): Started podl-controller-2
Clone Set: rabbitmg-clone [rabbitmg]

Started: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
Master/Slave Set: redis-master [redis]

Masters: [ podl-controller-2 ]

Slaves: [ podl-controller-0 podl-controller-1 ]

ip-10.84.123.35 (ocf::heartbeat:IPaddr2): Started podl-controller-1
openstack-cinder-volume (systemd:openstack-cinder-volume) : Started podl-
controller-2

my-ipmilan-for-podl-controller-0 (stonith:fence_ipmilan): Started podl-controller-0
my-ipmilan-for-podl-controller-1 (stonith:fence_ipmilan): Started podl-controller-0
my-ipmilan-for-podl-controller-2 (stonith:fence_ipmilan): Started podl-controller-0

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

SR FRHRRFABELP RN,



1. MpcsEHETHEMNEHRL , 2/,

[heat-admin@podl-controller-0 ~]$ sudo pcs cluster standby

2. BXREpcsIRA , HERpesHEREM TR EEFLE,

[heat-admin@podl-controller-0 ~]1$ sudo pcs status

Cluster name: tripleo_cluster

Stack: corosync

Current DC: podl-controller-2 (version 1.1.15-11.el7_3.4-el74ec8) - partition with quorum
Last updated: Mon Dec 4 00:48:24 2017 Last change: Mon Dec 4
00:48:18 2017 by root via crm_attribute on podl-controller-0

3 nodes and 22 resources configured

Node podl-controller-0: standby

Online: [ podl-controller-1 podl-controller-2 ]

Full list of resources:

ip-11.118.0.42 (ocf::heartbeat:IPaddr2): Started podl-controller-1
ip-11.119.0.47 (ocf::heartbeat:IPaddr2): Started podl-controller-2
ip-11.120.0.49 (ocf::heartbeat:IPaddr2): Started podl-controller-1
ip-192.200.0.102 (ocf: :heartbeat:IPaddr2): Started podl-controller-2

Clone Set: haproxy-clone [haproxy]

Started: [ podl-controller-1 podl-controller-2 ]

Stopped: [ podl-controller-0 ]
Master/Slave Set: galera-master [galeral]

Masters: [ podl-controller-1 podl-controller-2 ]

Slaves: [ podl-controller-0 ]
ip-11.120.0.47 (ocf::heartbeat:IPaddr2): Started podl-controller-2
Clone Set: rabbitmg-clone [rabbitmqg]

Started: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
Master/Slave Set: redis-master [redis]

Masters: [ podl-controller-2 ]

Slaves: [ podl-controller-1 ]

Stopped: [ podl-controller-0 ]

ip-10.84.123.35 (ocf::heartbeat:IPaddr2): Started podl-controller-1
openstack-cinder-volume (systemd:openstack-cinder-volume) : Started
podl-controller-2

my-ipmilan-for-podl-controller-0 (stonith:fence_ipmilan): Started podl-controller-
1

my-ipmilan-for-podl-controller-1 (stonith:fence_ipmilan): Started podl-controller-
1

my-ipmilan-for-podl-controller-2 (stonith:fence_ipmilan): Started podl-controller-
2

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

3. B, Eftb2 M2 HIER ENpcRERF T RERNEA.

SIM3NIR BB JUER LA 4
KABERS I/ EIR, EUCS C240 MRS R LFEMBIELAGNTRUIMNATRESE -
EmRSeRAH

S|4 STIT RS AR LI


https://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/c/hw/C240M4/install/C240M4/replace.html#12341

1. T RS FRERARIULERSHREERTET,

[stack@tb5-ospd ~]$ source stackrc

[stack@tb5-ospd ~]$ nova list |grep podl-controller-0

| 1ca946b8-52e5-4add-b94c-4d4b8al5a975 | podl-controller-0 | ACTIVE | - |
Running | ctlplane=192.200.0.112 |

BFRIZEMOEEE  BLEEEZAENERE AR, RIIREREE5EHKI ,
Bgaleral§mE = M2 E R A EHEFIEE, XAsEEE/ Lo HrtE,

[heat-admin@podl-controller-0 ~]$ sudo pcs cluster unstandby
[heat-admin@podl-controller-0 ~]$ sudo pcs status

Cluster name: tripleo_cluster

Stack: corosync

Current DC: podl-controller-2 (version 1.1.15-11l.el7_3.4-el74ec8) - partition with quorum
Last updated: Mon Dec 4 01:08:10 2017 Last change: Mon Dec 4
01:04:21 2017 by root via crm _attribute on podl-controller-0

3 nodes and 22 resources configured

Online: [ podl-controller-0 podl-controller-1 podl-controller-2 ]

Full list of resources:

ip-11.118.0.42 (ocf: :heartbeat:IPaddr2): Started podl-controller-1
ip-11.119.0.47 (ocf: :heartbeat:IPaddr2): Started podl-controller-2
ip-11.120.0.49 (ocf: :heartbeat:IPaddr2): Started podl-controller-1
ip-192.200.0.102 (ocf: :heartbeat:IPaddr2): Started podl-controller-2

Clone Set: haproxy-clone [haproxy]

Started: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
Master/Slave Set: galera-master [galeral

Masters: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
ip-11.120.0.47 (ocf: :heartbeat:IPaddr2): Started podl-controller-2
Clone Set: rabbitmg-clone [rabbitmg]

Started: [ podl-controller-0 podl-controller-1 podl-controller-2 ]
Master/Slave Set: redis-master [redis]

Masters: [ podl-controller-2 ]

Slaves: [ podl-controller-0 podl-controller-1 ]

ip-10.84.123.35 (ocf::heartbeat:IPaddr2): Started podl-controller-1
openstack-cinder-volume (systemd:openstack-cinder-volume) : Started
podl-controller-2

my-ipmilan-for-podl-controller-0 (stonith:fence_ipmilan): Started podl-controller-
1

my-ipmilan-for-podl-controller-1 (stonith:fence_ipmilan): Started podl-controller-
1

my-ipmilan-for-podl-controller-2 (stonith:fence_ipmilan): Started podl-controller-
2

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

B DRERERRRS |, Al eI T RERS,

[heat-admin@podl-controller-0 ~]$ sudo ceph -s
cluster eb2bbl92-blc9-11e6-9205-525400330666
health HEALTH_OK
monmap el: 3 mons at {podl-controller-0=11.118.0.10:6789/0,podl-controller-
1=11.118.0.11:6789/0,podl-controller-2=11.118.0.12:6789/0}
election epoch 70, quorum 0,1,2 podl-controller-0,podl-controller-1,podl-
controller-2



osdmap e218: 12 osds: 12 up, 12 in
flags sortbitwise,require_jewel_osds
pogmap v2080888: 704 pgs, 6 pools, 714 GB data, 237 kobjects
2142 GB used, 11251 GB / 13393 GB avail
704 active+clean
client io 11797 kB/s wr, 0 op/s rd, 57 op/s wr
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