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A ‘ﬂ Mobility Services
m Engine Virtual
| MSE Appliance (MSE VA)

vmware

Maobility Services
Engine (MSE)

Applications

Cisco Prime
Metwork Control
System (NCS)

Access Points

Wireless LAN
Controller
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- MSEE# R #{XZHF1:1 HA,
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- AIBAER F 30 B 3 MR TR,

- BUERFHHEE L,

- EMSEMMHEBIMSE R A T B — B iR AR .

- BANEEMSER A S — N IEEHRFIED, WEBIMSERER BRI REFTENEIR
- HEEYIMEEAURFHINHEIN.

- B BIEMBNEMSER — N MBI EKH,

E2. MSE® o A M B3 &

Secondary Server Type
Primary Server Typa 3310 3350 3355 VA-Low [VA-Standard] VA-High
3310 ¥ ¥ M M M
3350 N ¥ ¥ M M M
3365 N ¥ ¥ N M N
Va-Low N N M ¥ ¥ ¥
VA-Standard N N N N Y Y
VA-High N N N N N ¥
B 3. MSE & A A #EN: 1 B XY 4B RBE
Secondary Server Primary Server
3310 N:1 not supported
3350 Two 3310 servers are supported
3335 Two 3310 servers are supported
3355 Two 3350 servers are supported
3355 One 3310 and one 3350 are supported

MSEER#liZ%& (EMEKERE ) WNETAMERSR

L RAGIERMSEEMIRZ (VANHAR E(FSLEL). NTHZR  BETUTRE

- EMSE VAP - [10.10.10. 112 1T4R)% 4 #8842 O (Eth0)- [10.10.10.12]
- ¥§BIMSE VAR ELIP - [Eliz TR M #8542 O (Eth0)- [10.10.10.13]
AR SEANVAFEEHEFANE(L-MSE-7.0-K9), X2VANHAR BFTHAERN,

F4. BT AMPHMSERE LR E



Primary MSE VA . g Secondary MSE VA
Virtual IP: 10.10.10.11 EthO: 10.10.10.13

EthO: 10.10.10.12

=

- Wireless LAN
Cisco Prime Controller
Network Control
System (NCS)

BRFMEE . BEZHEMSEEMNRE EHICiscoX 1,
BTR—iRSHR

1. EEMSENVAZREARKEBREMBEMBZRE.


http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_virtual_appliance.html#wp1050177

File ‘Wiew ‘Wi

to install
g the JRE from the installer archive. ..
y the JRE
j the imstallation resources from the installer archive. ..
iguring the installer for this cstem' = environment . .

aunching installer...

reparing SILENT Mode Installationm...

izco Mobility Services Engine (created with InstallAnywhere by Macrovizion)

ommand .runl): process completed before monitors could start.

Inztalling

2. BRBERNABIEREDS.

se login: root
assword :
ast login: Mon Feb 13 17:31:37 on ttyl

nter whether you would like to set up the initial
arameters manually or via the setup wizard.

et Jarameters via setu Wizard (ues- no) lyesl:

J.MAFTENSRE (WA, HE )., EBESTAM(Configure High Availability)#9 2 B F #i
AYES,



[Yes]:

host name should be a unigue name that can

device on the network. The hoztname should
end with a letter or number,
numbers, and dashes,

identify
start with

and contain only

nter a host name [msel: msel

domain=L]
onf igure domain

urrent

name? (Yless/(3)kipsiU)se default [Yesl: s

urrent role=[Frimary]l

" - H H

]

A &=

A WALUTAR  #RAE — [XF]. SMRRLREED — [etho] 5 2IM & EE 2140 M%
RE (FZATIRFEE
)
() MSE - Virtual Machine Properties

|| Hardware | Options | Resources |
Device Stakus

¥
k

| Show Al Devices Add... Remove § |
Hardware Summary v Connect at power on
Bl Memory (edited) B192 MB
& crus 5 Adapter Type
|__“_ ndea card /ideo card Current adapter: E1000
& VMCIdevice Restricted
{ 5CSlcontroller 0 L51 Lagic Parallel IMA-C Address
&3 Hard disk 1 Jirtual Disk ,E!J:'SD:SE:EEFr:[II:dQ
@ CD/DVD Drive 1 CD/OVD Drive 1 (¢ Automatic " Manual
B Network adapter 1 (edite... wvlan 10
B Network adapter 2 (edite... vlan 10 Netwaork Connection
Metvaork label:
vian 10
{¥M Network
{vian 104
|wian 2
‘-.-':-ﬁ.l'l :"rl
[vian 12
[vian 11
(DMz




Enter a host name [msel: msel

arrent domain=L1
Conf igure domain nameT (Yies-(SlkipsilUlze default [Yes]:

arrent role=lPrimaryl
sonf igure High Availability? (Yiess(Slkipsillse defawlt [Yesl:

ligh availability role for thiszs HSE (Primary<Secondary)

e lect role [1 for Primary, £ for Secondaryl [11:

lealth monitor interface holds physical 1P address of this MSE server.

This IF address is wsed by Secondary, Primary MSE servers and WCS to communicate

among themse lwes

w2 lect Health Monitor Interface lethHsethl]l Llethd )

5. FEEEEEO — [nonel,

lealth monitor interface holds physical IF address of this HSE server.
hiz IF address is used by Secondary, Frimary MSE servers and WCS to communicate
among themze lves

s lect Health Momitor Interface [ethBsethl]l [ethB1:

Direct connect configuration facilitates use of a direct cable connection betwee
1 the primary and secondary MS3E servers.

hiz can help reduce latenciez in heartbeat rezponse times;, data replication awnd
failure detection times.

Flease choose a network interface that yow wish to use for direct conmect. You s
howld appropriately configure the respective interfaces.

"nones" implies yon do not wish to use direct conmect configuration

w2 lect direct connect interface lethHsethlsmonel [noned:

CERALTRE - EEUP#IE — [10.10.10.11]M & — [255.255.255. 01 FE IR EE X TR
MSE - [&
]

e lect direct conmect interface [ethBrsethlsmonel [nonel:
Enter a Wirtunal IF address for first this primary HSE server
Enter Virtwual IFP address [1.1.1.11: 18.168.18.11

‘nter the network mask for 1P address 1H.1H.18.11.

Enter network mask [1.1.1.11: £55.£55.255.8

Jwnse to start the server In recovery mode .,

oi shoild chooze yes only if this primary was paired earlier and you have now |
15t the configuration from this box.

md, now you want to restore the configuration from Secondary wia HCS

0 you wiszh to start thizs Mak 1n HA recovery mode Y (yessnol: no

CBALTRE : BBEhO - [R]% AEh0 IP#Eik — [10.10.10.12] P & #5 —
[255.255.255.0] 2R AP 3 —
[10.10.10.1]




Current IP address=[1.1.1.181]

airrent ethd netmask=[255.255.255.8]

Aarrent gateway address=01.1.1.11

Conf igure ethB interface parameters? (Yless(S)kips(U)se default [Yesld

Enter an IP address for first ethernet interface of this machine,
enter ethd [P address [1.1.1.1H]1: 1H.1H.1H.1Z

enter the network mask for IP address 1H.1H.1H.12

Enter network mask [255.255.255.8]:

snter an default gateway address for this machine,

ote that the default gateway must be reachable from
first ethernet interface.

nter defanlt gateway address [1.1.1.11: 1H.1H.1H.1
8. FEMAE = AMNAAREED(E), BEBeth1EzO —
[skip]

['he second ethernet interface 1s currently disabled for this machine.
onf igure ethl interface parameters’y (Yless(5)kipsil)se defanlt [Yes):®

9. METRREMST. BANTPRZ[UARSHHUEXREE, HENXRUTC,
Jomalin Mame service (DR3) Setup
iz currently enabled.
o DNS servers currently def ined
Conf igure DNS related parameters? (Yless(S)kips(Ulse default [Yesl: s

arrent timezone=lAmericas-New _Yorkl
onf igqure timezone? (Yless(Slkips(Ulze defaunlt [Yes]:

Enter the current date and time.

*lease identify a location so that time zone rules can be set correctly.
IFlease select a continent or ocean.
1) Africa
L) AmEricas
3) Antarctica
4) Arctic Ocean
5) Asia
Atlantic Ocean
Australia
Europe
Indian Ucean
Pacific Ocean
Uty Il want to wuse Coordinated Universal Time.
Return to previowus setup step ("),
11




etwork Time FProtocol (NHTFPF) Setup.

If you choose to enable WIF, the system time will be
conf igured from NTP servers that you select. 0Otherwise,
you will be prompted to enter the current date and time.

currently disabled.
Conf :il_]'ll re HTP related parameter =T (Yless(S5)k i.]l_.-" (Uise default [Yes]:

Enter whether or not you would like to set up the
etwork Time (HTF) for this machine.

If you choose to enable NTF, the system time will be
conf igured from NTP servers that you select. Otherwise,
you Wwill be prompted to enter the current date and time.

Enable NTF (yes-/no) [nol: yes
iIEnter NTP server name or address: ntp.network.local

XCE TMSEEAIIREEIRE :

Role=1, Health Monitor Interface=eth0, Direct connect interface=none
Virtual IP Address=10.10.10.11, Virtual IP Netmask=255.255.255.0
EthO IP address=10.10.10.12, EthO network mask=255.0.0.0

Default Gateway=10.10.10.1

10. MA[YES|HINFTBIRIBE BEFER,

Flease verify the following setup information.
BEGIHN

Host name=msel
Kaole=1, Health Monitor Interlface=ethH, : ct inter “E=none
Virtual IPF Address=18.1A.18.11, Uirtual A

EthB IP address=18.18.18.12, Eth8 network mask=:

Default ga y=18.18.18.1

Time zone=UTC

Emable HTP=yes, HNIF servers=1H.1H.1H.1H

" 10 proceed with configuration, "no” to make
"to go back to the previous step.

Conf iguration Changed
: the abowe information correct (yes; no,; or

[rootPmsel " 1# reboot

topping MSE Platform

M. BUEREREFH BN,
12. EFBE30/E , M /etc/init.d/msed startzservice msed startiy & 5 ZIMSERS -



[rootPmzel " I8 getserverinfo

egalth Monitor i L running
[root@msel ~ 18 -~ simit.dsmsed start
starting MSE Platform

ip_tahles: (C) Z888-2886 Hetfilter Core Team

fetfilter m s HETLINKE w8 .38.

1p_conntrac 5 101 .4 1819 buckets, bH65536 max) 4 bytes per conmtrack
starting Health Monitor, Waiting to check the tus .

starting Health Monitor, Waiti n check the status.

lealth Moni |

starting I1-||‘|1||| P

started Admin proce

starting database

Databazse started suce L . 3tarting framework and services
F : and services successfully started

13. F‘ZJJFJ?’EHEKE : ﬁﬁﬁgetservermfoﬁ HIAMSERRS E¥ ITE, BRIERSSMERAUp,

ients

itsiWire lr....:-. Clients, Rogue APs, Rogue Clients, Interferers, Wired C
Limit: 188
H
Hot Tracked due to the limiting: H
due to the limiting: H
Hot Tracked due to the limiting: B8
; 5 Hot T ed due to the limiting: 8
nterferers Hot Trar due to the limiting: H
ired Clients Hot Tracked due to the limiting: B
Ffotal Elements{lireless Clients,. Rogue APz, Rogue Clients,. Interferers,
ients) Hot Tracked due to the limiting: B8

;ontext Aware Sub Service:

subservice NHame: Aeroscout Tag Engine
idmin atat » Dizsahbl
IJperation Status: Down

ubservice NHame: Cisco Tag Engine
idmin status: Enabled

Jperation St

rootEmse ]

LT HZRZHBIMSE VAIRERN —3 5 :

1. HZEE , REXNEIZEDNS, AUTAR  EESTAY — [RlEEAE —
[2] , RAHEBETRREIRRED — [eth0)5EEOHEE



urrent hostname=[msel
Lonf igure hostname’y (Yiess(5lkipsll)se default [Yesl: yes

e host name showld be a unigue name that cam identify
he device on the network. The hostname zhould start with
y letter, end with a letter or number, and contain only
etters, numbers, and dashes.

nter a host name [mse )

urrent domain=[1
aonf igure domain name? (YlesA(SlkipsllUlse defanlt [Yes):

Arrent role=[FPrimaryl
onf igure High Availability? (Yiess(Slkips(Ulse default [Yes]:

ligh availability role for thizs HSE (Frimary-s3econdary)
[1 For Primary,., &£ for Secondaryl [1):
lealth monitor interface holds physical IP address of this MSE server.

‘hizs IF address is used by Secondary, Primary MSE servers and WCS to communicate
among themselves

2. Eﬂu)\J«XTmé B 5E [%]lptﬂzntetho [10.10.10. 13][@2%#%5% — [255.255.255.0] 2R 1A
* —
[10.10.10.1]

Select direct connect interface [ethBrsethlsnonel [nonel:
urrent IP address=[1.1.1.141]
urrent ethd netmazsk=[0255.25%.25% .81
Current gateway address=[1.1.1.11]
.omf igure ethd interface parameters? (Yess(3)kips(U)se default [Yes):
an IP address for first ethernet interface of this machine.
ethd IP address [1.1.1.181: 18.18.18.13
the network mask for IP address 1H.1H.1H.13.
network mask L£50.£00.£00.81):

an default gateway address for this machine

ote that the defanlt gateway must be reachahle from
the first ethernet interface.

Enter default gateway address [1.1.1.
3. BBeth1E0 — [Bhid
]




.onf igure ethd interface parameters?Y (YlesA(S)lkipsllUlse default [Yesl:
nter an IF address for first ethernet interface of this machine.
inter ethd 1P .1.1.181: 1H.1H.18.13

inter the network mask for IF address 18.18.18.13.

cnter network mask [255.255.255.81:

.nter an default gateway address for this machine

ote that the default gateway must be reachable from
the first ethernet interface.

Enter default gateway address [1.1.1.1]1: 18.18.1H.1

The second ethernet interface iz currently disabled for this machine.
conf igqure ethl interface parameters?Y (Yles/(Slkipsillse default [Yezl: =

VRERTX —
[UTC]

Current timezone=[AmericasNew _York]l
conf igure timezone? (Yless(S)kipsiUdse default [Yesl:

Enter the current date and time.

'l lease 1dentify a location so that time zone rules can be set correctly.
"lease select a continent or ocean.

1) Africa

Z) Americas

3) Antarctica

4) Arctic Ocean

5) Asia

6) Atlantic Ocean

7) Australia

B) Europe

9) Indian Ocean

18) Pacilfic ODcean

11) UTC | want to wse Coordinated Universzal Time.
12) Return to previous setup step (7).

iy 11

5. B ANTPARS 85
etwork Time FProtocol C(HTFP) Setup.

If you choose to enable MTP, the system time will be
onf igured from NTP servers that you select. Otherwise,
lyou will be prompted to enter the current date and time.

TP is currently disabled.
;onfigure HTP related parameters? (Yless(S)kips(Ulse default [Yesl:

Enter whether or not you would like to set up the
etwork Time Protocol (RTP) for this machine.

I[f you choose to enable NTP, the system time will be
:onf igured from NTPF servers that you select. Otherwise,
jou will be prompted to enter the current date and time.

Enable NTFP (yessmo) [nol: yes
IEnter NTP server name or address: ntp.network.local




6. EEEMSHWHERIRABANREFEURERE.
Flease werify the following setup information.

BEGIH

Hozt name=msed

Hole=£, Health Monitor Interface=ethH,

Direct conmect interface=none
Ethe I address=1H.1H.1H .13, EthH network mask=:
Default gateway=14.18.18.1

Time zone=UTC

Enable NTP-yesz, NTP servers=18.18.18.18

You may enter "|_|||::-.:'I

to proceed with configuration, "no" to make
noere C |'|--"|l'|[|'r':'-'.I o .

to go back to the previous step.
Conf iguration Changed
Iz the above information correct

lyes, no, or
7. BB HBERS , EEMSENRIELSERERE,

[rootPmses 18 setcsinit.dsmsed start
astarting Mok Flatiform

ip_tables: (C) ZBHH-ZBHE Netfilter Core Team

I rI'iIIr: aiges via HETLINE
5, 65536 max) 384 bytes per conntrack

-.-uflllq ||| alth Monitor, Waiting to check the atus .

starting Health Monitor, Waiting to check the status.

lealth Momitor succ fully started

starting Admin

star || d Admin pr

.  datab

fully. Starting framework and
ccessfully started

services

[rootEmses ™

FakaBRJLT\ZZDﬂ'lvfIMSE VAR BIMSE VARIIEINCS, HITERINCSHIIMSENEESRE, &
XEB | BSHEEER.

1. ANCSH | # F|Systems > Mobility Services , fRIFEEMobility Services Engines.



sfratfes  Cisco Prime

cisco Network Control System virtual Do
ﬁ'] Home  Monitor w Configue v Services v Reports Adrministrat
@ Mobility Services
Mobility Services Er'.l_'nr‘»j-{."i?
Synchronize Services
Synchronization History
High Awvailability
Context Aware Notifications
MSAP
8- Identity Services
2. NTHIFIERF | i Add Mobility Services Engine. A5 , 2 #Go,
ROOT-DOMAIN  rootw Logout | L 3>

EE ¢ - ©)

-- Select a cornmand -- - l GO |

-- Select 3 command --

Add Location Server

Add Mobility Services Engine

s Delete Service(s) X

Synchronize Services L

Synchronization History

Edit Configuration

3. RBMSEHINCSE B M S#RE, EARAXHENZRF , BN  MARZEH — HIW[MSE1]IPith
#t —[10.10.10. 12} F B M1 ( BABRE ) £ Nexto




stlnilie  Cisco PAme
cisco  Network Control System

Add Mohility Services Engine
add MSE Configuration
Licersing Dewice Name | mse1 |
o IP Address | 10.10.10.12 |
Tracking
Assign Maps Contact Name | |
Usexrriame i | adrmin |
Password ¥ | p— |
HTTP® ™ Enable

Dedate synchionized service assgrments M (Metwork designs, controllers, wired swihh

0 Selecting Delete synchronized service assignments permanently removes all service
Existing location history data is retained, however viou must use manual service sssignments o

4. NINFRE A R ATAE |, RS # T Next,

stliates  Cisco Prime
cisco Network Control System

MSE License Summary

Edit MEE Configuration 0 Permanent icernses nclude instaled icense counts and in-bult icense counts.
Licersing
Select Service MSE Name (UDI) Service | Platform Limt | Type Installed Limit
Tradang msel Activated { AIR-MSE-VA-K9: VD1 msel_d5972642-5696-11e1-bol
Assign Maps CAS 2000 CAS Elements 100
wiPS Monitor Mode 10
wlPS 2000 o

wiPS Local Mode 2Ps 10

Servce Acverticement

MoAR 2000 Chcks

1000

|Aﬂ1L£E‘EE“HETﬂH‘BLIE‘EE|

5. EEMSERS , REEH T—H"




l'l'l.l.l Cisco Prime
ci1sco Network Control System

Select Mobility Service

Eclit MSE Configuration
Licensing _
I~ Context Aware Service
Select Service
Tracking * (Cisco Context-Aware Engine for Chents and Tags
Assign Maps " Partner Tag Engne W

Wireless Intrusion Protection Service
MSAP Service

6. BRARESH A REEET—F

wi}iatse  Cisco Prime
cisco Network Control System

Select Tracking & History Parameters.

Edit MSE Configuration
Licensing Tracking
Select Service M wired Cients
Tracking M wireless Clents
Assign Maps [ Rogue AccessPoints
™ Exdude Adhoc Rogue APs
I Rogue Clents
™ Interferers

W Active RFID Tags

7. D ECRF MEZMSERSS B likiR1F, #THDoneZEBRFMSERIIEINCS,



stfrarfss  Cisco Prime
c1sco Network Control System

Edit MSE Configuration
Licensing

Select Service
Tracking

Assign Maps

The page at https://10.10.10.20 says:

Your MSE Settings have been saved,

o |

T—"REEBRIEREMSE VABRI, IME , BERATSRUFIMFEHEEIMSE VA:

VAN

1. REFEB RS BRS , RER T EEER#E,

allueifis  C=C0 PRme
Ciged  Metwork Conlrel hyilem Vbl Diomae: ADCT-DOMARY.  mokw  Ang 0 Dy %

voblity Serices Engines

cerwignt [u Ilalliliy it G | - See’t & coerand — ﬂ G
Moty Senvice
™ (D parres Ders Ty P ackhen werncn | Bearhabdey Slaths | Seconcley Serse Ak Bervich
e Fishs Stafus
S —
= Cmcs Mohdty Serace Ergra & 7
r i e — wnge vl o h

RS S

2. A5 B I E BRI BIMSE VA RBBIR & B # — [mse2]#BIIP# 4t — [10.10.10.13)%8
BhBiE* - (BN IRER A MEE BRI - (B R F BRI KHETHRFF Click
Save MR EE , BREEEERRSFEMSEX .,



HA Configuration : msel
Services = Mobility Services Engines = Systern = Serwvices High Availsbility = Configure High Availability Parameters

Primary Health Monitor IP 10.10.10.12

Secondary Device Name mse2

Secondary IP Address 10.10.10.13
Secondary Password WP —

Falover Type ‘W Mﬂ
Falback Type ‘W Marual
Long Failover Wait “# EI seconds

Save

3. INCSR RN HIMSERT , BHOK,

The page at https://10.10.10.20 says:

9 Are you sure you want to pair up these two servers?

Cancel I

NCSEZE/LW et R T eI 2R &,

R HBIMSE VAT EBUE I Al iE(L-MSE-7.0-K9),NCSH 2 7R,
The page at https://10.10.10.20 says: x|

' Secondary MSE needs to be activated with a Virtual Applance license. Add & license and save the
_#* . config.

oK

4. BHOKH K ElLicense File ( ¥ AJiEX 4 ) LUBSEHBL,




HA Configuration : msel
Services = Mobility Services Engines = System = Services High Awailability = Configure High Availability Parameters

Configuration

Primary Health Monitor 1P 10.10.10.12

Secondary Device Name mse2

Secondary [P Address 10.10.10.13

Secondary Password P ceses

Secondary Platform LDI AIR-MSE-VA-K9:VO1:mse2_666f2046-5699-11e1-b1b1-00S056¢E
Secondary Activation Status Mot Activated

Activate Secondary with License | Brovise I
Failover Type @ Automatic -

Failback Type @ Marwal -

Long Falover Wait ® 10 IR

| save || Delete |

5. BUEHBIMSE VARG , #HiSave TR ELE.
HA Configuration : msel
Serwices » Mobdity Services Engines » System » Services High Awalsbity » Configure High Availability Parameters

Confiquration

Primary Health Monitor [P 10.10.10.12
Secondary Device Name mse2
Secondary IP Address 10.10.10.13

Secondary Password @

Secondary Platform LD AIR-MSE-VA-KO:VD1:mse2_666f2046-5699-1121-b1b1-00S
Delete Secondary Activation icerse® [

Falover Type ® Automatic |
Falback Type as Marua —

lSﬂE]:E*‘tE]|5ﬂd'ﬂIE|

6. S ZENCS > Mobility Services > Mobility Services Engine. NCSE RItRE , HAHHE



MSEE R~ £ ¥ B IR 55 2R £9 51| o1

Mlobity Seriies Erngines .
Sarvices = Hebibly Service Drginas - et 4 cammard - = [

Htality Garace
I | oo Mama Dovica Tyna ¥ Addrz: Worson  Reachaolley Siahs  Secondry Sorvar rr— prr—
HiafTi Slabin Sranin
gl AW Eabod Up
C meel S0 ikl Sursis ingi 10.10.10:11 721000 Reachatle wiFS Genice Dbaded  Down
MEAP Sorce  Dhabled  Doem

7. EEESUAMERE , BSMENCS >BS5>B WA,

aftetfrs  Cisco Prime
cisco Network Control System

Administration =

ﬁ\ Home Moritor « Configure Services w =

& Mobility Services

Mobility Services Engines Mobility Services Engines

Servicer = High Awvailability

Synchronize Services

Secondary Server Name  Secondary HM IP Ag Versior
|
msez2 10.10.10.13 7.2.10
B | Identity Services
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Status Primary and secondary server synchronization in progress  (68% complete)
Heartheats Up
Data Replication Setting up

Mean Heartbeat Response Time 108 milisec

BEMSEZ R A7.25| AK EHAR X B #1195 & 2gethainfo. b4 H & R EFHBD

[root@msel ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.10.10.12
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V01l:msel

Number of paired peers: 1

Health Monitor IP Address 10.10.10.13
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V0l:mse2_ 666£f2046-5699-11el-b1b1-0050568901d9
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: PRIMARY_ACTIVE

[root@mse2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.13

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V01l:mse2

Number of paired peers: 1




Health Monitor IP Address 10.10.10.12
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V01l:msel_d5972642-5696-11el-bd0c-0050568901d6
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

HEERNHAR R
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5 : HEEEENMSES AT A
Primary
Ethl: 1.1.1.1
Primary MSE i
Virtual IP: 10.10.10.14 =<

Eth0: 10.10.10.15

Secondary MSE
EthO: 10.10.10.16

Secondary
Ethl:1.1.1.1

_\-\-H.
Q o Wireless LAN
Cisco Prime e Controller
Network Control
System (NCS)

1. REEMSE, NMIREMAHTEENHE :

Host name=mse3355-1
Role=1 [Primary]



Health Monitor Interface=ethO
Direct connect interface=ethl
Virtual IP Address=10.10.10.14
Virtual IP Netmask=255.255.255.0
Ethl IP address=1.1.1.1

Ethl network mask=255.0.0.0
Default Gateway =10.10.10.1

------- END-------~
2. REWBIMSE, NMIREMAHITERENHE :
——————— BEGIN--------

Host name=mse3355-2

Role=2 [Secondary]

Health Monitor Interface=ethO
Direct connect interface=ethl
EthO0 IP Address 10.10.10.16
EthO network mask=255.255.255.0
Default Gateway=10.10.10.1

Ethl IP address=1.1.1.2,

Ethl network mask=255.0.0.0

3. FFEMSERMEINCS (ESHEHEN RG] , RSHABEERERE ) -

silistfis  Cisco Prime
cisce  Network Control Sy stem Virbual Diomain; ROOT-DOMAIN root v Log Cut |. k£

£ Home Maonitoe ¥ Configue v - Repiorts v Adrninistration

robility Services Engines

Services = Mobility Services Enganes |_
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4. MNCS >EL B BI AR5 2518 ERHBIMSE., M AHBNRZ B — [mse3355-2)#BhIPibit —
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stfiatfss  Cisco Prime
cisco Network Control System Virtual Domain: ROOT-

& Home Monitor v Configwe ¥  Services v  Administration v

e 2 ey S o » Sy
Services = Maobility Services Engines = Syttem = Services High Availabili
& Genera Properties
ds Active Sessions

nhoure Hion Availahility Parameaters

g Trap Destinations Primary Health Monitor P 10.10.10.15
& Advanced Parameters Secondary Device Name [ nee33s52
- o Secondary [P Addr
ar ess
v Services High Avaiabilty ! 10.10.10.16
dls HA Configuration Secondary Password ‘P cenen
ds HA Status
¥ Accounts Fallover Type ‘¥ Marual -
s Users Failback Type @ Manudl >
& Groups
¥ Status Long Falover Wait & 10 seconds
8 Server Events E :
& Audt Logs Eibaniy

5. B HOKHIAX B AMNMSEZ1TEL XY o

The page at https://10.10.10.20 says:

0 Are you sure you want to pair up these two servers?

Cancel‘

NCSTEE —LrIRIRAMNFHB RS FEE

6. TRE , NHAS B TEME R, Click
Save.



HA Configuration : mse3355-1
Services = Mobility Services Engines = Systern = Services High Awailability = Configure High Availability Parameters

Configuration

Primary Health Monitor [P 10.10.10.15
Secondary Device Name — mse3355-2

Secondary IP Address 10.10.10.16
Secondary Password ‘@

Secondary Platform UDI AIR-MSE-3355-K9:V0O1:KQ

Failover Type @ Marwal =
Faiback Type @ Maral  «
Long Failover Wait @ 10 —

| Save || Delete || Switchowver |

7. EEFMSE HAX BYHARZS LASE B 3

ciscn  Network Control Sy Wirtual Domaing BOOT-DOMAIN motw Legiut | S e
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i Gerersl Propertes
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sifuaane  Cisco Prime
cisco MNebwork Control System virtual ROOT e y

& Home Monitor v Configure = Services v Reports = Admiristration «

Mobility Services Engines |
Sarvices = Mobility Services Enginas
T Device Mame Dhervice Tiype P Adidress ersion Reachabiity Statie  Secondary Sorver
R Cieo 3355 Mobility Sarvices e e s N R
T res33ssa Engne 1010, 10,1 21030 Reachsbls s53355-2

9. \iEHl & |, AT LAfEAgethainforn R ERBFIN. U TR2EHmEMEEIE L

[root@mse3355-1 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.10.10.15
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ37xx
Number of paired peers: 1

Peer configuration#: 1

Health Monitor IP Address 10.10.10.16
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx
Failover type: Automatic

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: Yes

Heartbeat status: Up

Current state: PRIMARY_ACTIVE

[root@mse3355-2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary
Health Monitor IP Address: 10.10.10.16



Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 1

Health Monitor IP Address 10.10.10.15
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ37xx
Failover type: Automatic

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: Yes

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

MSE¥EixZHN BT AMERSR

RFOB I ERE , HARREF R ARER2:1, XRELMSE-3355 , EHBIEX T , MSE-3310#
MSE-33507] X £, BEEEEELZEFRTER,

Primaryl MSE (3310)
Virtual IP: 10.10.10.17 Jﬁ?
Eth0: 10.10.10.18

Secondary MSE (3355)
EthO: 10.10.10.16

P2
— ‘ _
N

22 it /—ﬁ
-—-"\R : Wireless LAN

Cisco Prime —— Controller
Network Control
System (NCS)

Primary2 MSE (3350) .
Virtual IP: 10.10.10.21 @i
Eth0: 10.10.10.22

1. BB MMSELLE RN E AT RAMT R



MSE-3310 (Primaryl)

Server role: Primary

Health Monitor IP Address (EthO): 10.10.10.17
Virtual IP Address: 10.10.10.18

Ethl - Not Applicable

MSE-3350 (Primary2)

Server role: Primary

Health Monitor IP Address: 10.10.10.22
Virtual IP Address: 10.10.10.21

Ethl - Not Applicable

MSE-3355 (Secondary)

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary

2. BREFTEMSESGE , Primary1#Primary2)& N EINCS,

siliaifes  CHECO Prime

cisco  MNetwork Control System virkual Comar: ROOT-DOMATY

ﬁ Homie Mookor v Configaa Seigles W Admirestration v

mrahility SEervices Engines
Servstt] = Malelily Seivdéf Bapie

™ Devioe Name Cesice Ty [P dgidrarss Version Raachabdly Stabus Secordany Serer

M meass scr 3750 Mobdity Servicas Engra 10.10,10.2 WED  Resthable IR {CAck v 10
] ¥
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Reachability Status Secondary Server

N/A (Click here to

Reachable configure)

N/& (Click here to

Reachable configure)

4, M AFEBIMSER S B : HBNRZBF : Bl | [mse-3355-2) B IP# 3t — [10.10.10.16]5E A&
E%%ﬁo Click
Save.

HA Configuration : mse3350
Services » Mobility Services Engines » Syshem » Services High Awvailability = Configure High Availability Parameters

Configuration

Primary Health Monitor 1P 10.10.10.22

Secondary Device Narme mse3355-2

Secondary [P Address 10.10.10.16

Secondary Password ® cenes

Secondary Platform UDI AJR-MSE-3355-K9:V01:KQ4
Fallover Type ¥ Marwual -

Failback Type @ Marual -

Long Faillover Wait © 10 saconds

| Save || Delete || Switchover |

5. BWRERZ , WEERESE - HBI%E.



Pleaze Wait. High Availability configuration is being craated at the Primary and Secondary sersars. This will take a few seconds

*® & & @
6. WIARE—NEMSER 7 #HBHARSS 25
Fobdity Services Engires
Fawicet o Hlability S rwicer Fnginsc
I Oewe Hama Dewicn: Typss 1 Aricinees = g a ] Rpachahiity Status Soroncary Server
' mee3sso Ckon 3350 Mobllty Senacss Engne 10. 101021 7.2.103.0 Reachania MER3EEE2
7. WE_/NEMSEEE L ER3ZI6,
niohilty Services Engines
Sorvacel » Mahibly Sereies Engines
™ | Davice Mama Darvica Typa IF Acidrass VN Raachabiity Stats SECONGY SEMVE
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M meedal0 (T 3310 Mobiity Senvices Engine 10,10, 10,18 721030  Reahae ﬂr_'fﬂ‘ ta
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HA Configuration : mse3310
Services » Mobility Services Engiris » Systern » Services High Avalsbility » Configure High Availability Parameters

Configure High Availability Parameters

Primary Health Monitor IP 10.10.10.17
Secondary Device Name mse3355-2
Secondary IP Address 10.10.10.16
Secondary Password ® R
Failover Type @ Marwal
Faiback Type @ Manal ....l
Long Falover Wait @ 10 saconds
| save |

9. RERE.

HA Configuration : mse3310
Services » Mobility Services Engines » System » Services High Availabiity » Configure High Availability Parameters

Configuration

Primary Health Monitor IP 10,10.10.17

Secondary Device Name mse3355-2

Secondary IP Address 10.10.10.16

Secondary Password ‘P esnse

Secondary Platform UDI AIR-MSE-3355-K9:VO1:KQ-
Fallover Type ‘@ Marual -

Falback Type ‘¥ Manual ,I

Long Fallover Wait W 10 saconds

Save Dalal:ai E.wll:d'mrari
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|,|I|.|||. gD Prime
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& Home  Monitos

Mobility Services Engines
Servarer « Migh Awailahiliby
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[root@mse3355-2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 2

Health Monitor IP Address 10.10.10.22
Virtual IP Address: 10.10.10.21
Version: 7.2.103.0

UDI: AIR-MSE-3350-K9:V01:MXQ839xx
Failover type: Manual

Failback type: Manual

Failover walt time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Peer configuration#: 2

Health Monitor IP Address 10.10.10.17
Virtual IP Address: 10.10.10.18
Version: 7.2.103.0

UDI: AIR-MSE-3310-K9:V01l:FTX140xx
Failover type: Manual

Failback type: Manual

Failover walt time (seconds): 10
Instance database name: mseos4d
Instance database port: 1525



dg_mseld
Primary database alias: mseopis

Dataguard configuration name:

Direct connect used: No
Heartbeat status: Up

Current state: SECONDARY_ACTIVE

NCSHHAK &L KU & JRMSE-3310MMSE-3350k IR N T2 7E3 .
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HA Configuration : mse3350
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{‘ ﬁ Cannot use high availability. Health
| monitor IP address has not yet been
configured for this server. Configure
one and try again.

o

IR B RS H 8 AT RE T AE (R

. I=1Tgetserverinforr TR EMFIRER R EH,

- RSt REM KRB 3. &1T/init.d/msed startfi+

- MREE | FENSTRERAR(/mselsetup/setup.sh) , FREFIRE.
MSE/ FE #l1% % 38 F EBUE I ol iE(L-MSE-7.0-K9), &N , NCSTERMIEBIMSE VAR &1, 3R
BV R IIMSE VAR BUE 4 114,

The page at https://10.10.10.20 says: ﬂ

Secondary MSE needs to be activated with a Virtual Appliance license. Add a license and save the

" conifig.

MRAEMSELRHARE , FRARSTL£E1LE, Hit , B A/nit.d/msed stop@ H & LIRS
, REBRIZEITIR BRI A (/mse/setup/setup.sh).

fipplying High fAvailability conf iguration

# llser has switched roles for this HASE. MSE must be stopped before switching o
1les
# Please stop MsE and then re-run setup.sh,

ERROR: Owne or more of the regquested conl igurations was not applied

s Health Monitor Inteclface=ethd, Direct connect interface=none

£ FAgethainfo i S K BMSE LH BRI AME R, XAHERBESR KIEHARSMERRETERAN

1§?§
[= R Y]

[root@mse3355-2 ~]#gethainfo

Health Monitor is running. Retrieving HA related information



Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 2

Peer configuration#: 1

Health Monitor IP Address 10.10.10.22
Virtual IP Address: 10.10.10.21
Version: 7.2.103.0

UDI: AIR-MSE-3350-K9:V01:MXQ839xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Peer configuration#: 2

Health Monitor IP Address 10.10.10.17
Virtual IP Address: 10.10.10.18
Version: 7.2.103.0

UDI: AIR-MSE-3310-K9:V01l:FTX140xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos4
Instance database port: 1525
Dataguard configuration name: dg_mse4d
Primary database alias: mseopids
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

A NCSE AR RRBMSEN S TR RETAMN — M HEEETER,
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http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/CAS_72.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_high_availability.html?referring_site=bodynav
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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