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FEmobility express £ , R —Mlexconnectl , ¥ default-flexgroup. BRIATER T , FIEAPEH <
AN INEI L4,

TR EEAFEEAPLEBVLANSRIE X #F, X A LUEE a5 S config flexconnect group group_name
vlan enable3R5E X .

For ex:

(Mobility_ Express) >config flexconnect group default-flexgroup vlan enable

FRE : VLANS It o AER | X FHBRAP LB FTE A K WLAN-vianFvian aclBR &, #HiTiLt
2 1ER @5 B R config flexconnect group default-flexgroup vlan disable.

S22 RMVLANZ it , AP LRI ZARIEVLANERIA 91, B {5 A @5 T config flexconnect group default-
flexgroup vian native vian_idE iR &

(Mobility Express) >config flexconnect group default-flexgroup vlan native 10

HB3. N T FHVLANBREHR M0 21 BR S 4RI (SSID) |, B EZE 4 A b éy S config flexconnect group
group_name wlan-vian wilan_id add vlan vlan vian_id.

For example:
(Mobility_ Express) >config flexconnect group default-flexgroup wlan-vlan wlan 2 add vlan 20

IXJ9SSID 2710 7 VLAN 2089 BR ST, & SARHERR ST R B HIE FIAP |, iHZE 1T Hshow ap config
general AP_name:

(Mobility Express) >show ap config general AP0O0A3.8EFA.DC1l6

Cisco AP Identifier........ .. ... 4

C1SCO AP NaAIE. & ¢ v ittt ettt et e e e et e e e e e e et e e eeee APOOA3.8EFA.DC16

<output clipped>

Native Vlan InheritancCe: ..........uiuiiiueenennn Group

FlexConnect Vlan mode :........uueetttenennnnnn. Enabled

Native ID ..ttt e e e e e e e e e e 1

/2 15 (Group-Specific)

W AN 2ttt e e e e et e e e e e e e e e e e e e e 20 (Group-Specific) ----- This shows that a

group specific config of VLAN 20 has been applied to WLAN 2.
ARAEVLANFILH FWLAN-VLANEL & 5 B GUIHE %, &7 LLS i EWireless Settings > WLANSs >
Edit WLAN > VLAN & Firewall, A7 AVLANAR I IEME R N “R" , MBFTR.



Edit WLAN

General WLAN Security VLAM & Firewall Traffic Shaping

Client IP Management Network{Default) v

Use VLAN Tagging‘ Yes v
Native VLAN ID‘ 1

DHCP Scope |VLA.H ID* 30 v

Enable Firewall HNo ¥

i VLAM and Firewall configuration apply to all ] ~
| WLAMSs configured with samea VLAN APPly Lancel

EBRWLAN-VLANEL & , % F o5 & config flexconnect group default-flexgroup wlan-vian wlan_id
delete.

For ex:

(Mobility Express) >config flexconnect group default-flexgroup wlan-vlan wlan 2 delete

R4, (AL ) MRBACLEERNREVLANELE , A Fconfig flexconnect group default-
flexgroup vlan add vlan_id acl in-aclname out-aclnames 4 58 & b & 4E,

For ex:

(Mobility Express) >config flexconnect group default-flexgroup vlan add 30 acl acl_in acl_out

i% ] LAE T 68 45 show flexconnect group detail default-flexgroup 3t 47 il

(Mobility Express) >show flexconnect group detail default-flexgroup

Number of AP's in Group: 3
<output clipped>

28 2= o 30
TINGTESS ACL Ittt ittt ittt e e e e ettt e e e e acl_in
EOreSS ACL f ittt it ettt e e e e e e e e e e e e acl_out

#&53% B] LA F @ 5 show ap config general ap_name# I ACL 2 B # H#E % BIAPH

(Mobility Express) >show ap config general AP00A3.8EFA.DC16



Cisco AP Identifier....... ...t iiiiinnnennnnn 4
CiSCO AP NaAIE. & v v vttt ettt ettt ettt et e eeeeeeeeenn APOOA3.8EFA.DC16
<Output clipped>

Group VLAN ACL Mappings

0= o 30
INgresSs ACL .ttt ittt ettt e e e e e e e acl_in
e rat Y= = T 2 G I acl_out

AP Bl B9 VLANRR 5%

TRI1BEFEEAPLEBVLANSRIE X, XA LUEE a5 S config ap flexconnect vian enabled
ap_nameSEiK:

(Mobility Express) >config ap flexconnect vlan enable APAQOEC.F96C.E348

N Roveride-ap TR ENFA , MaHILATHEIR -

Request failed: Override flag is enabled at the flexconnect group.

overide-apit M B EEMAPEEERE , BN AFlex AREBEER, EMALRBE K SEEAETEFH
v 5 config flexconnect group default-flexgroup vlan override-ap disable3t foveride-api&3 . 5TMK
WIRERR , BO B TAPRERE.

T2 mAENXE | ALUE A S config ap flexconnect vian native vian_id ap_namef& 4 {E
VLANE!E .

For ex:
(Mobility_ Express) >config ap flexconnect vlan native 1 APAOEC.F96C.E348

|3 IE |, &0 LAFE A &S config ap flexconnect vian wlan_id vian_id ap-namefit & VLAN-
WLANBRSY,

For ex:
(Mobility_ Express) >config ap flexconnect vlan wlan 3 22 APAQOEC.F96C.E348

& 0] LAfE A fn ' show ap config general ap_namet AP EVLANEL B 2 & E B FIAP,

For ex:
(Mobility_ Express) >show ap config general APAQOEC.F96C.E348

Cisco AP Identifier..........uiiiiiininnnennnnn 3

CiSCO AP NaAIE. & ¢ v vttt ettt ettt ettt e e e e eeeeenn APAQEC.F96C.E348

<output clipped>

FlexConnect Vlan mode :..... ...ttt eenennnnnn. Enabled

Native ID t ittt ittt et e et e e et e et e 1

L2 R 15 (Group-Specific)

L2 20 (Group-Specific)

L2 T 22 (AP-Specific) ----WLAN 3 config is AP

specific



BEWLAN-VLANRR &% 4 7] LA {8 F i 95 config ap flexconnect vian remove wlan_id ap_nameffll k.

For ex:
(Mobility_ Express) >config ap flexconnect vlan remove wlan 3 APAOEC.F96C.E348

LSR|4. (WL ) MREEEAPLBIEZEVLAN ACL , AJLAfEF &5 config ap flexconnect vian add
vlan_id acl in-aclname out-aclname ap_name5E B Bi & -

For ex:

(Mobility Express) >config ap flexconnect vlan add 22 acl acl_in acl_out APAQEC.F96C.E348
This can be verified with the show ap config general command as shown here:

(Mobility_ Express) >show ap config general APAQOEC.F96C.E348

Cisco AP Identifier........ ..o, 3

CisSCO AP NAME. « v ittt ittt et ettt e ettt e et ee e APAQEC.F96C.E348

<output clipped>
FlexConnect VLAN ACL Mappings

28 = o 22
INgress ACL f ittt it e e e ettt e e e e e e e acl_in
BEOressS ACL it ittt ittt et et et e e e e e e acl_out
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