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1. EMER B2 RE EFRRRF(SSID) , HEME EFARADIUSIRSE 88 ( A RHIHHISE)
2. EFRADIUSR S 85(ISE) L FFEAME

3. 7EISE L8 & 13 36 UF H Y

4. 7EISE L 82BN

5. Bl B L%

MEL®EE

AT RFRADIUSERSS BR EMEZAIRVE(E , FEEME LIEMRADIUSERS 88 , Rz iR, WSRE
REAEME E>EMRADIUSAR S 85 o

LB ATAMENGUIH S E F4&i% B> WLANs >R MFTWLAN,

Bl IERA AL
o e c||5cL Cisco Aironet 1850 S
&8 Monitoring

£ Wireless Settings

N WLAN CONFIGURATION

" Access Points
e WLAN Users

o\ 2

¥ Guest WLANS

Active WLANs

l'l~ Management

i."u Advanced

) Add new YWLAN

HER2.AWLANEEE TR,



Add Mew WLARN

General WLAMN Security WEAMN & Firewall oo

WLAN Id 3 v

Profile Hame "| rre-ise|

SSID *  me-ige
Admin State Enabled v

Radio Policy AL v

Cancel

SEIEWLANLZ LM FTIEERLEE.

1%£32WPA2 Enterprise , Xf FAuthentication server , #%{#External RADIUS, 2 4% 8 E LA N
RADIUSHIIPith it 7% R HEBHEHA,



Add Mew WL AN

General WLAMN Security WEAMN & Firewall oo

Security WPA2 Enterprise v

Authentication Server External Fadius v
Fadius IF & Fadius Fort Shared Secret
-‘I E-‘I 2 FEEEEEEEEEL ;I
b b b ok o o
[# 1812 <

External Radius configuration applies to
all WwLANs




Add Mew WL AR

General WLAMN Security WLAMN & Firewall Llos

Security  WPA2 Enterprise v

Authentication Server  External Padius v

Fadiusz IF & Fadiuz Port Shared Secret
- y B
(%) a.b.c.d 1812 | eecsseed |
- | )
& | (M Please enter valid IPvd address |eersrsrses

External Radius configuration applies to
all wLAaMNs

Apply

<a.b.c.d>X R FRADIUSHRS 850
S84, 7SSIDSEVLAN,
MREZRSSIDLELAPHIVLAN |, T Bk 258,

EFILSSIDR AP 2B A EVLAN ( APRIVLANERSAL ) | BB AEAVLANSRIZ H 2B ATEN
VLAN ID,



Add Mew WL AN

General WWLARN Security WLAMN & Firewall oS

Use VLAN Tagging

VLAN ID *

Enahle Firewall

WLAM and Firewall configuration apply to
all WwLANs

Cancel

X MRFEAVLANRE , BEABZEASFEEZENRINFEOESE HhHixE0 | MAP
VLANEL & A1 i 0 o

SR BT MR TEREE.



Add Mew WL AN

General WWLARN Security WLAMN & Firewall oS

Use VLAN Tagging

VLAN ID *

Enahle Firewall

WLAM and Firewall configuration apply to
all WwLANs

HI6. 1L |, HFWLANEE N EZVLANE .
HEWLAN L E HAAAB S H R IFIRHVLAN, At , BRETTIIMEEEREHWCLISTEH R HE

Tas:

>config W an disable <w an-i d>

>config W an aaa-override enable <w an-i d>

>config W an enabl e <w an-id>

>config flexconnect group default-flexgroup vlan add <vl an-id>

f£ISELFHME

S 1.3TFFISEZH A H 5 fin = Administration > Network Resources > Network Devices > Add.
b Warl

b Device Portal Management  peGrid Services ¥ Feed Service

- Identity Services Engine Horrme p Context Visibility b Operations b Palicy

el

a1y
1<)

¥ System ¥ |dentity Management |§ = Metwork Resources

« Metwork Devices  Metwark Device Groups  Network Device Profiles External RADIUS Servers RADILS Server Sequences
¢ ]

Metwork devices Metwork Devices

j;f-a Edit :ﬂa.ﬁ.dd EhDupIicate oImport @y Export »  @Generate FAC M Delete -

Default Device

T2 MAER
HE , TURFIRFRE, MEKWLCEERSEN, RERAK, HAMSEMKREZAH.



a.b.c.dX M FMEHIP#b i,

Metwork Devices List = Mew Metwork Device

Network Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |

| T e —

* Device Profile | &% Cisco | » | &2

Model Mame | yic model - |

Software Version |yiccoftware 7 |

* Metwark Device Graup

Device Type |W|_|:5_25|:|4 | | Set To Default |
Location |ﬂ«|| Locations | Set To Default
WLCs |WLC5 | | Set To Default |

» RADILIS Authentication Settings

Enable Authentication Settings

Frotocol RADIUS

Enable kKeywwrap [

* Key Encrplion Key
* Message Authenticator Code Key

key lnput Format =0 ASCH

*Shared SEcret [ peessses . | Shaw |

Sk

Shiowy

HEXADECIMAL

CoAFort | 1700

| Set To Default |

BXRAMERFANFAER , FEFIEEE
ISE — MEBRZA



http://www.cisco.com/c/zh_cn/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html#reference_2424A156765D42E98207B93A0E0F0CB3

EISELBIRFTA,

SR1.SME EE>50EE> 0> >5 M.

il dentity Services Engine

Horme b Conte sThility ¥ Operations ¥ Policy = Administration

b Systemn | = ldentity Management k Metwork Resources b Device Portal Management  pxGrid £ System

= |dentities  Groups  Esternal ldentity Sources  |dentity Source Sequences b Settings D.Epll:ly.ment
—— Licensing
(<] Cetificates
Metwork Access Users Lnggmg
Maintenance
Latest Manual Metwoaork Scan Res. .. ] ~ parade
T Zh Status - Imnport E [
4 @ ange Status &= & Expor { Backup & Restor
Status [larne a  [Descriptior Admin Access
oe Loading.. Setings

Iderﬁ'ﬁ Manaieml

EXRRGS , WAFPBTHEHNALL ACCOUNTSHA , BEALRESEN HH TR,

T2 MAER



pletwark Access Uzers List = Mew Metworl: Access User

* MNetwork Access User

*Mame | useri

status Enabled =

Ermiil

* Passwords

Pazzword Type: Internal Uzers ol

Paz=word Fe-Enter Passw

Ernakble Pazsward

» User Information

First Mame

Last Mame

* Account Options

Dezcription

Change pazsword on next login —

» Account Disable Policy

L2 Dizable account if date exceeds | 2017-01-21

* User Groups

ALL_ACCOUNTS (default) v

Gl

b= gvikang il

SOREANATRIEAFNFILIREER (RIEAFREE
ER R S BRI E,

HrrHBWAF )

FBRHI

TE



FB: S FRME> B ORI,

» Adm

bl dent Engine Homme

Summary Endpaints Guesis Yulnerability Threat ==

Profiling
METRICS Client Provisioning

Total Endpoints € Activie Endpoi
e—— L

HRR2 A F BTN

EHITIRE | S M ZEPolicy > Authentication > Insert new row above/below,

'.':'.fs':":'.' Id gire Home » Context Yisibility

Authentication § Authorization  Profiling  Posture  Client Provisioning » Policy Elements

ing the protocals that ISE should use to communicate with the network devices, and the identity sources that it should use far authentication.
wstem = Backup & Restore = Policy Export Page
ed

JF Wired_mAB OR : 7 B
UFroterals i I nsert new row above '
: NSEFT FIEW oW DEIDW
wse Internal Endpoints -
Duplicate above

JIf Wvired_B02.1X OR Duplicate below
IC:_Protocols and | ielete

SRIMAFTEER

It BRI N R A A FERIANRZFRZIR T 5 HOFAEMN , XEATEL802.1xEF RN S
AR UEE SR ILVEID |, H Lise-ssidd R

sl Identity s Engine Homea » Context Visibility » Ciperations » Administration » Waork Centers

Authentication | Authorization  Profiling Posture  Client Provisioning » Policy Elements

Authentication Policy

Define the Authentication Palicy by selecting the protocols that ISE should use to communicate with the netwoark devices, and the identity sources that it should use far authentica
For Palicy Export go to Administration = Systemn = Backup & Restare = Policy Export Page
Policy Type () Simple (8 Rule-Based

g v ” Rule name 1 | If | wireless_802.1% AND Select Attribute Allowy Profocols © |Default Netwark Access > and

B 2dd 4l Conditions Below to Library

iti Description -
= | Default cud P = e B
Wireless_802, 1% @ |l A condition to match 802, 1% based authentication reguest AND

¢ iRadius:CaIIed-Sta... \-,J |Ends With v| |ise-ssid| i ;;|

tesk o BRI & 43 3 AL N B B P ik R & IR (E ARGl N RERA )



B ~ | Rule name | cIf [ wareless_802.1X AND Radius:Cal... Allow Protocols : Default Network Access Q] and

8- [ove

ldentity Source| Internal Users | |[EN

Options . ’
If suthentication falec{Reject = Identity Source List
It user nod found Reject > [ L)
If process faied) Drop v =~ -

. = Al AD Join_Point
Note: For aulhenlications using PEAP, LEAP, EAP-FAST, EAP-TLS o1 Ao et

#t is not possible to confinue processing when suthenfication falls o = All User _10_Stores

e If continue oplion is selected in these cases, requests willbereiect | e i gucient Sequence
= Denyfccess
o Guest Users

e

o Guest_Portal_Sequence
2 IdnelitySequence_JUST Internal
2 Internal Endpoints

2 Internal Users
TRE  BETRARE
JoR)Aa Jo F o
ra - |Rule name | i [ Wireless_803 13X AND Radius Cal <> | Allow Protacols - [Default Metwork Access o] and
B - | Default | Use Agtions ~

BRAFPICRBNIFAREE , FSRNU T8
AV YRS

BXEMRNEREE , FSOLATE

ke di s Inl =G|

BIERAH N

BN RBERS AR IRIMAMZR TR

FB1.S M EPolicy > Authorizationo

-es Engine Hame b Context Visihility » Operations ¥ Administration b Wark Centers
norization | Profiling Posture  Client Pravisioning  k Policy Ele guthentication Authorization
Profiling Posture
kd Client Provisioning Policy Elements
Folicy by configuring rules based on identity aroups andfor other condi Dictionaries
dministration = Systerm = Backup & Restore = Policy Export Page conditions
Lies - Results



http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_auth_pol.html#wp1123345
http://www.cisco.com/c/zh_cn/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html#ID238

ST BAFAN, S ZEPolicy > Authorization > Insert New Rule Above/Below.

asto  Identity Services Engine Home » Context Visibilty  » Operations ~Policy » Administration  » Work Centers

Aughentication Profling Posture  Client Provisioning  » Policy Elements

figuring rules based on idendity groups andfor other condllions. Drag and drop rules to change the order
» Systemn » Backup & Restore » Policy Export Page

]

Conditions (idenlly groups and other condtions) Permissions

| Insert New Rule Above
Insert Mew Rule Belo
Dupkcate Above
Duplicate Below

SE3IMAER
BAAAMNNFEAFHNEHERE-IEH. EXRRET , AR F#EAALL_ACCOUNTSH,

Status Rule Mame Conditions (identity groups and other conditions) Permizsions

r I MarmefuthZrule I Ay I I |Cnnditic-n(3) ki AuthZ Pr... ar

et T L et [*ag |P.ny | u . [T
User Identity Groups
[ 4 H C 5
( £)
Foomed = o T ng e ez e Q@ v 'wf;f- I
-:'é Crapenbaln_Deviess _Sole e =
o GuestType_Weekly (default)
2_3 Mmwloene s Tie T @ GuestType_Contractor (default] i
LI T .
5] SL
e Riisze Opiner e el B I AP MSCHAR2 L TS aerec ] e

. i NI LIEIT S oy lby

ZE , RRERNESEFSUANNEMEMSE, EXRRAHP , IRERNHEFMHB02.1xEL , B
MR IDLLise-ssidE R , MBRPGHE /TS UH I,

Status Rule Marme Conditions (identity groups and other conditions) Pertmissions
& - | MameauthZrule AL... P Wireless_802.1¥ AND Radiuz:Call.. I I AuthZ Pr... P
) sdd Al Condtions Below to Library
k! Condition Narme Desctiption
@ I | wireless 802.1% Mormalised Radios:RadiusFlowType EQUALS Wirelessanz_1s AND
v
|Radius:CaIIed-Stat. oo | | Ends 'With ~ | |ise-ssid |
&

RE , ERAWEFRMAMEHRREE S , BETRHART.



Stalus  Rule Name Conditions (idenily groups and olher conddions) MISSIONS

B - [MemeduthZrue ] i AL... & |80 | Wireless_802.1X AND Racius:Call.. &> |1hen | PenndAc...

ﬂ Edlt|~
Ecit|~
a B) I =T
=] i ot | v
@ Bt |~
@ Ecit| v
-] Ect| v
@ Ecit| v
@ Bt |~
1~ Bt | v
B8 Default f no matches, the DenyAccess Ecit| v

HE , EFTNENEEXN , FELEF k2 E TR/ VLAN:

= |

U =
Standard
( L)
@V E- v
@ Blackhole_Wireless_Access

Il

AR ER:




Add New Standard Profile X

Wuthorization Profile

*Name | name-of-profie

Description

*Access Type [AcCESS_ACCEPT -

Senice Template [
Track Movernent ) ;

Passive Identity Tracking [ ;

¥ Common Tasks

[ pACL Mame

O AcL (Fitter0)

B vian TagiD 1 EdEt Tag. | IDMiame | vian-d

[ voice Domain Permission

¥ Advanced Attributes Settings

i [Select an kem =l

¥ Attributes Details

Access Type = ACCESS_ACCEPT
TunnekPrivate-Group-ID = 1:vian-id
TunnekType = 1:13
TunnekMedum-Type = 1:6

(XS] o)
Kz EEE

BLiEWindows 10Z 12 AR BEfX , {FHFEHAPEAP/MS-CHAPV2(FR 1B F & RIEHi SFE 2R K
MicrosofthiR Z8)iE# | EH802. 1x & 3 KU KISSID,

EHhEERFF | ISEEFAHEBZIRIERRITEHRIE,
EEWindowsitEH L BIZWLANE B34 , BFNED

1. BFiITEN LR EBZ IR URIENEEISERSZSB[UTR S HRIE
2. 5eiRADIUSERF 2 IE HEE A THITE M RIENEMRADIUSIRS S ( THE , BRE
ARES A E LR )
XERTMWEEERHREEE — SIEWLANEEXH — SE7H#1T T iHA,

KM EER — RRISEESRIUH

FRIMISESHBZEIUES,
B R FISEH S fin Z Administration > System > Certificates > System Certificates.

REEERATEAPSORIENIES , A& SH.



::Inlnl:lnl Identity Serices Engine Harme v Context Wis b Operations k Palicy = Adminiztration b WAOrk:

b Identity Management b Metwork Resources ¢ Device Portal Managemert  pxGrid Services r Feed Service k|
Deployment  Licenzing | ~Cerificates b Logding b Maintenance  Upgrade  Backup & Restore b Admin Access b Zettir

< ]

- Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate ar
CIEriEy /' Edit | |5 Generate Self Signed Certificate | |5 Import §lef Export I3 Celete ||
System Cerificates Friendly Maime L=zed By Portal group tag I
Endpoint Certificates RANEERE

EAP-SelfsignedCerdificate®E
Trusted Cedificates: AP-zelfzignedCertificateO0 Eal
BTl = o Wl HENUE 3N g TRRCR H PO :
FEBREFIMBME, HIEPHREEWindowsitEH L,
Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#0D001' 3

) Export Certificate Only

) Export Certificate and Private Key

*Private Key Password
*Confirm Passward
Warning: Exporking a private kev is not a secure operation, It could lead to possible exposure of the private key,

Cancel |

S2. EWindowsitEN R L &EIEH,

2B HAEREHEWindowsiHEHL , FXH4HT BREM.pemE &N ot , RENEZHH
BERFILES......%



an Certificate

General  Details  Certification Path

'i:i'?; Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: EAP-SelfSignedCertificate
Issued by: EAP-SelfSignedCertificate

valid from 23/11/2016 to 23/11)2015

Install Certificate., .. Issuer Skakement

Ik

EREAITENPREYS , REETT—F,



&+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
ksts From yvour disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, click Next.

l EN&E Cancel

1% ##Place all certificates in the following store , & % H#i%$% Trusted Root Certification
Authorities(ZFENRIEBLMRIN). REEHT—F"




& £ Certificate Import Wizard

Certificate Store

the certificate.

Certificate store:

Certificate stores are system areas where certificates are kept.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Trusted Root Certification Authorities

Mext

Windows can automatically select a certificate store, or you can specify a location For

Cancel

AEETH Finisho



« & Cerificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after wou click Finish.,

You have specified the Following settings:

= = (= e == e me s UEET . Trosked Rook Certification Authorities
Conkent Certificate

Finish Cancel

REE T Yes (B ) "WIAEPHNEE,



Security Warning

| You are about to install a certificate from a certification authority
: (CA) claiming to represent:

EAP-SelfSignedCertificate

Windows cannot validate that the certificate is actually from
"EAP-SelfSignedCertificate”. You should confirm its origin by
contacting "EAP-SelfSignedCertificate”. The following number will
assistyou in this process:

Thumbprint (shal)y L0 5 Jul o000 s ol P30T A7nemre

= .

Warning:

If vou install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. [f you click "Yes" you
acknowledge this risk,

Do wou want to install this certificate?

Yes Mo

&5 % HO0Ko.



Certificate Import Wizard

o The import was successtul,

QK

KRREZEE — SIEWLANE B X4
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Programs and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

M Ll & Uownl.. W= Neéetwor... W=

S B2 S ZINetwork and Internet(R & Minternet) , A J/5-8#iBINetwork and Sharing Center(R 4
A=), RIS E T Set up a new connection or network ( R EFTIERZERME ) .



& Metwork and Sharing Center

« ¥ ‘T‘I-'-_'I' * Control Panel * Metwork and Internet * Metwork and Sharing Centerl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: =% Ethernet

Set up a new connection or network

L2

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

|

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

SR EFR FHERITEME , RAREET—F"

| & set Up a Connection or Network

Choose a connection option

Cannect to the Internet

et W @ LT wadbana ar dial-up connection to the Intermet

E". Set up a new netweork
st el Up a new rauter or access point

".‘ anually connect to a wireless network
-

annect to a hidden network or create a new wireless profile.

l= Connect to a workplace
) Set up a dial-up or VPN connection to your workplace.

Mext Cancel

TRAWMAZHASSIDWEER , A AREEBWPA2-Enterprise , ARG % HNext,



& Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ise-ssid

Security type: WPAZ2-Enterprise o

Encryption type: AES

Security Key: Hide characters

[+7] Start this connection automatically

[l Connect even if the network is not broadeasting

Warning: If you select this option, your computer's privacy might be at risk.

Mext Cancel

SRS AR FRERR B B E L WLANE B XAV EEE



&+ Manually connect to a wireless netwark

Successfully added ise-ssid

—» Change connection settings

Open the connection properties so that | can change the settings.

Close

SRe.SGMERL"EIMFHATRR,




ise-ssid Wireless Network Properties X

Connection  Security

Security type: WPAZ-Enterprise W

Encryption type: AES

Choose a nebwork authentication method:

Microsoft: Protected EAP (PEAP) -
Remember my credentials for this connection each
time I'm logged on
Advanced settings |

HR7.IEFRRBRIERADIUSHRS 5.

mRZ , /3 AVerify the server identity by validating the certificate and from Trusted Root
Certification Authorities: list selt the self-signed certificate of ISE,

ZE , ERERXFEAAMERARBWindowsERENHE...... , RERTHRE



Protected EAP Froperties

When connecting:

.| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv; . *\.srv3\.com):

Trusted BEoot Certification Authorities:
DLH. 1 :' 'd-:!fl-':-' :..;'.i- Tl

DL.‘ oonthebiac na Ll D Dl o
CJe e

EAP-SeliSignedCertificate

ne i [ S R D

g
e e, . LT Lol
I:lll PR PR S < [ T I T .

. T TR T S .
!:!E, A I U ~
ol

€ >

Motifications before connecting:
Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
| | Disconnect if server does not present cryptobinding TLV

[ | Enable Identity Privacy

(8] 4 Cancel

EAP MECHAPYE Properties

Whan connecting:

|:| Automatically use my Windows logon name and
passwaord (and domain if any).

| oK Cancal




SR8 BLEM FREIL

BREZ£EMFE , ERERRE  FEORIEXEENAFSBRIEHREEISELRENE
UELARS A P AT & B RAIE

Ise-ssid Wireless Metwork Froperties ot

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft; Protected EAP (PEAP) w Settings

Remember my credentials for this connection each
time I'm logged on

Ok Cancel




Adwanced settings >

802.1x settings 802,11 settings

Specify authentication mode:

User authentication Save credentials

Delete credentials for all users

[ | Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user kogon

Maximum delay [seconds) 10 =
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

OK Cancel




Windows security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user]

LLL L L L LY

Ok Cancel

Wrir

AR T AMWLCEISEA E# TR,

ME LK S BRIEEE

BT TSRS ERFNSHRIEERE

> debug client <nmac-add-client>

SHRIERIHRE (EREE D58 H )

*apf MsConnTask_0: Nov 25 16: 36: 24. 333

08:74:02:77:13:45 Processing assoc-req

station:08:74:02:77:13:45 AP:38:ed:18:¢c6:7b:40-01 thread:669ba80

*apf MsConnTask_0: Nov 25 16: 36: 24. 333
BSSI D 38: ed: 18: c6: 7b: 4d AP 1852-4

*apf MsConnTask_0: Nov 25 16: 36: 24. 334:
override for station 08:74:02:77:13:45
*apf MsConnTask_0: Nov 25 16: 36: 24. 334:
Policy for station 08:74:02:77:13:45 -
*apf MsConnTask_0: Nov 25 16: 36: 24. 334:
apf MsAccessVl an = 2400

*apf MsConnTask_0: Nov 25 16: 36: 24. 334:
later fromAAA after L2 Auth

*apf MsConnTask_0: Nov 25 16: 36: 24. 334:
suite, enabling dotlx Authentication
*apf MsConnTask_0: Nov 25 16: 36: 24. 335
AUTHCHECK (2) last state START (0)
*apf MsConnTask_0: Nov 25 16: 36: 24. 335

8021X REQD (3) last state AUTHCHECK (2)

*apf MsConnTask_0: Nov 25 16: 36: 24. 335

08:74:02: 77: 13: 45 Associ ation received from nobile on
08:74:02: 77: 13: 45 Applying site-specific Local Bridging
- vapld 3, site 'FlexGoup', interface ' managenent
08:74:02: 77: 13: 45 Applying Local Bridging Interface
vian 0, interface id O, interface 'nmanagenent'’
08:74:02:77:13: 45 Set Cinet Non AP specific
08:74:02: 77: 13: 45 This apf MsAccessVl an may be changed
08:74:02: 77: 13: 45 Recei ved 802. 11i 802. 1X key managenent
08:74:02:77:13:45 0.0.0.0 START (0) Change state to

08:74:02:77:13:45 0.0.0.0 AUTHCHECK (2) Change state to

08:74:02:77:13:45 0.0.0.0 8021X REQD (3) DHCP required on



AP 38:ed:18:c6:7b:40 vapId 3 apVapId 3for this client

*apf MsConnTask_0: Nov 25 16:36: 24. 335: 08:74:02: 77: 13: 45 apf PemAddUser 2: sessi on ti meout
forstation 08:74:02:77:13:45 - Session Tout 0, apfMTineCQut '0'" and sessionTimerRunning flag is
0

*apf MsConnTask_0: Nov 25 16: 36: 24. 335: 08:74:02: 77: 13: 45 Stopping deletion of Mbile Station:
(callerld: 48)

*apf MsConnTask_0: Nov 25 16:36: 24.335: 08:74:02:77:13: 45 Func: apfPemAddUser2, Ms Tineout = 0,
Session Timeout = 0

*apf MsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Sending assoc-resp with status 0
station:08:74:02:77:13:45 AP:38:ed:18:c6:7b:40-01 on apVapId 3

*apf MsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Sending Assoc Response to station on
BSSID 38:ed:18:c6:7b:4d (status 0) ApvVapId 3 Slot 1

*spamApTaskO: Nov 25 16:36: 24.341: 08:74:02:77:13:45 Sent dotlx auth initiate nessage for nobile
08:74:02:77: 13: 45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 24. 342: 08:74:02: 77:13: 45 reauth_sm state transition 0 ---> 1
for nobile 08:74:02:77:13:45 at 1x_reauth_smc: 47

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24. 342: 08:74:02: 77: 13: 45 EAP- PARAM Debug - eap-parans for
Wan-1d :3 is disabled - applying G obal eap tiners and retries

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24.342: 08:74:02:77:13:45 Disable re-auth, use PWK lifetine.
*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24. 342: 08:74:02: 77:13: 45 Station 08:74:02:77: 13: 45 setting
dot 1x reauth timeout = 1800

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24. 342: 08:74:02: 77: 13: 45 dot 1x - nmoving nobil e

08:74:02: 77: 13: 45 into Connecting state

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:24.342: 08:74:02:77:13:45 Sending EAP-Request/Identity to
mobile 08:74:02:77:13:45 (EAP Id 1)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 24. 401: 08:74:02:77:13:45 Received EAPOL EAPPKT from mobile
08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 24. 401: 08:74:02:77:13:45 Received Identity Response (count=1)
from mobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.978: 08:74:02:77:13:45 Processing Access-Accept for mobile
08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.978: 08:74:02:77:13:45 Username entry (userl) created in
mscb for mobile, length = 253

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.978: 08:74:02: 77:13: 45 Station 08:74:02:77:13: 45 setting
dot 1x reauth timeout = 1800

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.978: 08:74:02: 77:13: 45 Creating a PKC PMKID Cache entry for
station 08:74:02:77:13:45 (RSN 2)

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Addi ng BSSI D 38: ed: 18: c6: 7b: 4d to
PMKI D cache at index O for station 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: New PMKID: (16)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Addi ng Audit session ID payload in
Mobi lity handof f

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 0 PMK-updat e groupcast nessages sent
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77:13: 45 PWK sent to nmobility group

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13: 45 Disabling re-auth since PMK lifetine
can take care of sane.

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08: 74: 02: 77: 13: 45 Sendi ng EAP- Success to nobile
08:74:02:77:13: 45 (EAP | d 70)

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Freei ng AAACB from Dot 1xCB as AAA
auth is done for nobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Found an cache entry for BSSID
38:ed: 18:¢c6: 7b: 4d in PWKID cache at index O of station 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Found an cache entry for BSSID
38:ed: 18:¢c6: 7b: 4d in PWKID cache at index O of station 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: Including PMKID in ML (16)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: ML - Key Data: (22)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: [0000] dd 14 00 Of ac 04 80 3a 20 8c 8f c2 4c 18 7d 4c
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: [0016] 28 e7 7f 10 11 03

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: 08:74:02:77:13:45 Starting key exchange to mobile



08:74:02:77:13:45,
*Dot 1x_NW MsgTask_0: Nov
08:74:02:77:13:45

state INITPMK (message 1),

*Dot 1x_NW MsgTask_0: Nov

data packets will be dropped

25 16:36:25.980: 08:74:02:77:13:45

25 16:36:25.980: 08:74:02: 77:13: 45

for retransm ssion to nobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov
(id=70) for
*Dot 1x_NW MsgTask_0: Nov
Aut henticating state for
*Dot 1x_NW MsgTask_0: Nov

nobi | e 08: 74:

25 16:36:25.980: 08:74:02:77:13:45
02:77:13: 45

25 16:36:25.980: 08:74:02:77:13:45
nmobi | e 08:74:02: 77: 13: 45

25 16:36:25.980: 08:74:02:77:13:45

08:74:02:77:13:45 into Authenticated state

*Dot 1x_NW MsgTask_0: Nov
08:74:02:77: 13: 45
*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.983: 08:74:02: 77:13: 45

25 16:36:25.983: 08:74:02:77:13:45

state (message 2) from mobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov
PWKI T
*Dot 1x_NW MsgTask_0: Nov

*Dot 1x_NW MsgTask_0:
00 0...............
*Dot 1x_NW MsgTask_0:
*Dot 1x_NW MsgTask_0:
of
*Dot 1x_NW MsgTask_0:
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
nobi | e 08:74:02: 77:13: 45
*Dot 1x_NW MsgTask_0: Nov
08:74:02:77:13:45

Nov

Nov
Nov

Nov

state PTKINITNEGOTIATING (message 3), replay counter 00.00.

*Dot 1x_NW MsgTask_0: Nov

25 16:36: 25.983: 08:74:02: 77:13: 45

25 16:36: 25.983: 08:74:02: 77:13: 45

25 16: 36: 25. 984:

25
25

16:
16:

36:
36:

25.
25.

984:
984:

25
25
25

16:
16:
16:

36:
36:
36:

25.
25.
25.

984:
984:
984:

00000010:
08:74:02: 77:13: 45
08:74:02: 77:13: 45

25 16:36:25.984: 08:74:02:77:13:45

25 16:36:25.984: 08:74:02: 77:13: 45

for retransm ssion to nobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov
PTKINITNEGOTIATING state
*Dot 1x_NW MsgTask_0: Nov
nobi | e 08:74:02: 77:13: 45
*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.988: 08:74:02:77:13:45

replay counter 00.00.00.00. 00. 00.

00000000: 30 14 01 00 00 Of ac 04 01 00

00000010: 00 Of ac 01 Oc 00
00000000: 01 00 00 Of ac 04 01 00 00 Of

Sending EAPOL-Key Message to mobile

00. 00
Reusi ng al | ocated nenory for

EAP Pkt
Enteri ng Backend Auth Success state
Recei ved Auth Success while in

dot 1x - moving nobil e

Recei ved EAPOL- Key from nobile
Received EAPOL-key in PTK_START
Successful ly computed PTK from
Received valid M C in EAPOL Key

00 Of ac 04 01

ac 04 01 00 00

ac 01 Oc 00 ....

PMK: Sendi ng cache add
St opping retransmi ssion timer for

Sending EAPOL-Key Message to mobile

00. 00. 00. 00. 00. 01

Reusi ng al | ocated nenory for EAP Pkt

Received EAPOL-key in

(message 4) from mobile 08:74:02:77:13:45

25 16:36:25.988: 08:74:02: 77:13: 45

25 16:36:25.988: 08:74:02:77:13:45

to L2AUTHCOMPLETE (4) last state 8021X_ REQD (3)

*Dot 1x_NW MsgTask_0: Nov
L2AUTHCOWVPLETE

*Dot 1x_NW MsgTask_0:
*Dot 1x_NW MsgTask_0:
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
mask : 255. 255. 255. 224
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov

Nov
Nov

required on AP 38:ed: 18:c6: 7b: 40 vapld 3

*Dot 1x_NW MsgTask_0: Nov
00
*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.988: 08:74:02: 77:13: 45

25
25
25
25

16:
16:
16:
16:

36:
36:
36:
36:

25.
25.
25.
25.

988:
988:
988:
988:

08:
08:
08:
08:

74:
74:
74:
74:

02:
02:
02:
02:

T7:
T7:
T7:
T7:

13:
13:
13:
13:

45
45
45
45

25
25
25
25
25

16:
16:
16:
16:
16:

36:
36:
36:
36:
36:

25.
25.
25.
25.
25.

988:
988:
988:
988:
988:

08:
08:
08:
08:74:02: 77:
08:74:02: 77:
apVapl d 3for
08:74:02: 77: 13: 45

74.
74.
74.

02:
02:
02:

77
77
77

13:
13:
13:
13:
13:

45
45
45
45
45

25 16: 36: 25. 988:

25 16:36:25.988: 08:74:02: 77:13: 45

St opping retransmi ssion timer for
0.0.0.0 8021X REQD (3) Change state

Mobility query, PEM State:

Bui | di ng Mobil e Announce :

Bui | ding dient Payl oad:

Client Ip: 0.0.0.0

Cient Mlan Ip: 172.16.0.136, Vlan

Client Vap Security: 16384
Virtual Ip: 192.0.2.1

ssid: ise-ssid

Bui | di ng VI anl pPayl oad.

0.0.0.0 L2AUTHCOWLETE (4) DHCP

this client

Not Usi ng WWM Conpl i ance code gosCap

0.0.0.0 L2AUTHCOWPLETE (4) Pl unbed

nobi |l e LWAPP rul e on AP 38: ed: 18:c6: 7b: 40 vapld 3 apVapld 3 fl ex-acl - nane:

*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.988: 08:74:02:77:13:45

state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)
*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.988: 08:74:02: 77: 13: 45 0.0.0. 0 DHCP_REQD (7)
pemAdvanceSt at e2 6623, Adding TMP rul e
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.988: 08: 74:02: 77:13:45 0.0.0.0 DHCP_REQD (7) Addi ng Fast

Path rule
type = Airespace AP -

Learn | P address

0.0.0.0 L2AUTHCOMPLETE (4) Change



on AP 38:ed: 18:c6: 7b: 40, slot 1, interface = 1, QOS = 0

IPv4 ACL ID = 255, IPv

*apf Recei veTask: Nov 25 16:36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQD (7) mobility role
updat e request from Unassociated to Local

Peer = 0.0.0.0, AOd Anchor = 0.0.0.0, New Anchor = 172.16.0. 136

*apf Recei veTask: Nov 25 16:36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) State Update from
Mobi lity-1nconplete to Mbility-Conplete, mobility rol e=Local, client

st at e=APF_MS_STATE_ASSCCI ATED

*apf Recei veTask: Nov 25 16: 36: 25.989: 08: 74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) penmAdvanceSt at e2
6261, Adding TMP rul e

*apf Recei veTask: Nov 25 16: 36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) Repl aci ng Fast
Path rule

type = Airespace AP - Learn |P address

on AP 38:ed: 18:c6: 7b:40, slot 1, interface = 1, QOS = 0

I Pv4 ACL I D = 255,

*apf Recei veTask: Nov 25 16: 36: 25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) Successfully

pl umbed nobile rule (1 Pv4 ACL I D 255, | Pv6 ACL ID 255, L2 ACL ID 255)

*penRecei veTask: Nov 25 16: 36: 25.990: 08:74:02: 77:13:45 0.0.0.0 Added NPU entry of type 9,

dt| Fl ags 0x0

*penRecei veTask: Nov 25 16: 36: 25.990: 08:74:02: 77:13:45 0.0.0.0 Added NPU entry of type 9,

dt| Fl ags 0x0

*apf Recei veTask: Nov 25 16:36:27.835: 08:74: 02: 77: 13: 45 Wdbd i ent Update: | P Bi nding from WDB
ip_learn_type 1, add_or_delete 1

*apf Recei veTask: Nov 25 16:36:27.835: 08:74:02: 77:13:45 |1 Pv4 Addr: 0:0:0:0

*apf Recei veTask: Nov 25 16:36: 27. 835: 08:74: 02: 77: 13: 45 | n apf Regi st er| pAddr OnMscb_debug:
regType=1 Invalid src | P address, 0.0.0.0 is part of reserved ip address range (caller

apf _ms. c: 3593)

*apf Recei veTask: Nov 25 16:36:27.835: 08:74:02: 77:13:45 |1 Pv4 Addr: 0:0:0:0

*apf Recei veTask: Nov 25 16: 36: 27. 840: 08: 74:02: 77:13: 45 Wdbd i ent Update: | P Bi nding from WDB
ip_learn_type 1, add_or_delete 1

*apf Recei veTask: Nov 25 16:36:27.841: 08:74:02:77:13:45 172.16.0.16 DHCP_REQD (7) Change state
to RUN (20) last state DHCP_REQD (7)

EREMFEIERE A RaE  SEALLEHSFTR
it A RE WAL 1T

ISELHN S HBIFERE

S ERHE> RADIUS > AL , LEES LS AFNSORIERK, RIKBARREEXHS.

Al |dentity Services Engine (e

s

=RADILE  TC-MAC Live Logs b TACACS  Repors + Trouhleshoot b Acaptive Metwoaork Contral

Live Sesszions

Misconfigured Supplicants Misconfigured Hetwork RADIUS Drops & Client Stopped Responding Reped
[:] Devices & L]
Refresh | Mever j Show | Latest 20 record

7 Refresh @ Feset Repeat Counts B Export Taw

Time  Sta.. Details lde...  Endpoint ID Endpoint ... JAuthentication Policy Authaorization Policy Authaorization Profiles

Mo il a uzerl 08:74:0277:1345 Lpple-Device Default == Rule name == Default  Default == Mameluth Zrule Permittccess

BREMEE , BREDetailsEFEEFHN HHRIITTE.


https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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